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Bepcusa 3.25.01 o1 3 deBpans 2026 Release Notes

1 Bepcus 3.25.01 ot 3 cheBpans 2026

1.1 TyHHenupoBaHue

o IPSEC, DMVPN, NHRP:

NHRP: ncnpasneHo HEKOppEKTHOE yaaneHue 3anmcen KoMaHaon no map;
NHRP xab: nopgepaHa 9KCKMNO3MBHas pernctpauus nupoB (nhrp
registration unique);

DMPVN xab: ucnpaeneHa owmnbka ¢ HakonneHnem IPSEC knwouen npu

CMeHe ip agpeca Cnoyka;

o TyHHenn, pppoe, pptp, 12tp, ppp:

I2tp, pppoe cepBepbl: fo6aBNEHO aBTOAOMNOMHEHNE UMEH;

ncnpasneHa owmnbka ¢ coxpaHeHneM ppp MHTepdenca npu yganeHuu 12tp
KINUeHTa;

3anpeLleH BBOA Crallen B UMeHax ppp* KIMEHTOB N CEpPBEPOB;

ncnpasneH guanasoH HactpaumBaemMbix MTU ans ppp* KNMMEHTOB;

I2tp knneHT, cepBep: oTOBpaxeHue KOMaHL show YHUPULMPOBAHO C
oCTanbHbIMU PPP* KNIMEHTaMU U cepBepamMu;

pppoe KIMEeHT: ucnpasneHa owwnbka ¢ nponagaHMemM HaCTPOMKU use-
interface usb tty 0 MPuW 3arpy3ke npodanna;

pppoe KINMeHT: yaarneH napamMmeTp B KOMaHOE no use-interface,

pppoe cepBep: UCMpasrieHa 3arpyska 1 Bbirpy3ka MOAYNSA vlan mon;

pppoe cepBep: ncnpaeieHa KOMaHAa no default-realm,

pppoe, pptp cepBepsbl: ncnpassieH cbpoc N yCTaHOBKA 1cp-echo-failure 0,
lcp-echo-interval 0, B T.4. U3 npocanna;

pptp cepBep: 3anpeweHa HaCTpomka ip NynoB, nepecekawwmnxca C
noaceTs MU MHTEPAENCOB,

pptp cepsep: pobaBneHbl KOMaHabl no lcp-echo-failure, no lcp-echo-

interval,

1.2 ®dyHKumm L3

o OSPF:

ncrnpasneH running-config KOMaHabl summary-address;
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ncnpasneH running-config KOMaHA [no] ipvé ospf neighbor;
ncnpasieH HeKoppeKTHbIVI BbIBO4 KOMaHObl show ipv6 ospf database,
UcCripasJieHa pa60Ta KOMaHAObl cspf default-reoptimization-interval, a

Takke running-config ons Hee;

o Conntrack:

o BGP:

KOMaHObl Cepun ip connection W show ip connection ObINK
nepenMMmeHoBaHbl B ip conntrack U show ip conntrack OJIA HArMA4gHOCTU
TOr0, YTO OHWM paboTalT C conntrack. Takke yCTaHOBKa OedOMTHbIX
3Ha4yeHUMn B I3TUX KOMaHgax Obina nepeHeceHa B COOTBETCTBYyKOLUMNE
KOMaHAbl no ip conntrack. [JloGaBNeHbI napamMeTpbl K JaHHbIM KOMaHOam
ans HaCTpOﬁKM OonbLlero KonuyecTea napaMeTpoB conntrack,
AobaBneHbl KOMaHab!:

O [no] ip conntrack sip-ports;,

O [no] ip conntrack tftp-ports;

O [no] ip conntrack ftp-ports;

nM3MeHeH anana3oH 3Ha4YeHUNn ONnd ip conntrack max-sessions;

ncnpassfieHa KOMaHaa no address-family vpnvdé,

1.3 ®PyHKLMM CeTeBOW 3alUUTDI

o ACL:

nucnpaeneH Ananas3oH BBOAA MapaMeTpa until-limit-rate B KOMaHgax
[no] 12/ip/ipv6 access-1list,

ncnpaeneHa pabota KOMaHabl ip access-list C NapaMeTpaMu protocol
hopopt, ayaya, sina (weibo) A4 DPI;

pobaeneHo aBTomartmyeckoe yaaneHume nyctoro ACL npu gob6asneHum
HEeBEpPHOro NpaBuna;

nobaeneHo asTomaTtudeckoe yganenue nycroro L2 ACL npu gobasneHunn
HEeBEpPHOro NpaBuna;

AobaBneHo orpaHnyeHne Ha obwmin pasmep ogHoro ACL B 1000 npaBwun;
ucnpaeneHa Aayonukaumsa npasun ACL € yCTaHOBNEHHOW onuuen

J1OrmpoBaHnA;
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e MCnpaBreHa pa60Ta KOMaHAbl no ip access-list C NapamMeTpaMu tos |
dscp | length | skbprio | protocol CO 3HA4YE€HUEM 0;

e lMcCnpaBreHa pa60Ta KOMaHAbl no mpls access-1list C MNapaMeTpaMu exp |
exp-range | label | label-range | ttl | ttl—range(X)SHaquMeNIO;

e lcCnpaBrneHa pa6OTal«NwaHﬂblno mpls access-1list a depth any,

e lCrnpaBlieHbl Anana30oHbl 3HAYEHUN NnapaMeTpPoOB rate-above M hash-1imit-

burst,

1.4 KayectBO o6cnyxuBaHus (QoS)

o CoS, crangapt IEEE 802.1p:

e pobaBneHa noggepxka mexaHnama MapknpoBku Tpaduka CoS;

e obaBneHbl KOMaHabl:

. [no] gos priority,

" [no] gos pcp-map,

u [no] gos dscp-map,

® [no] gos egress pcp-map,
® [no] gos egress dscp-map,

® gos egress dscp-marking,

® show switchport gos,

1.5 YnpaBneHue IP-agpecauuven

o DHCP cepBep/knueHT:

e DHCP-cepsep:

- ﬂOﬁaBﬂeHaKOMaHﬂaclearipv6dhqpserve&ﬂeasesMMCHpaBﬂeHa
npoueaypa o4ncTkm 6asbl apeHOoBaHHbIX aApecoB clear ip dhep
server-leases,

= ucnpasfeHa npobnema OOHOBPEMEHHOW HACTPOWMKN HECKONbKUX
dhcp nynoB Ha Heckorbkux vlan nHtepdencax;

= pno6aBneHbl KOMaHAbl show ip/ipvé dhep binding;

"  pelleHa np06nema 3aBNCAHUA show ip/ipv6e dhcp server-leases
npu 6onblMX pasmepax 6as agpecos;

* uUcrpaBrieHa HacTpomKa 12quad ANA ip-tele-voicesrv, ip-tele-

datasrv B onuusx dhcp cepsepa,;
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e DHCP-knueHT:
= pobaBnena HaCTpOﬁKa Router Advertizer OJIA IPve DHCP KITMEHTA

NoA VRF;
1.6 MOHMTOPUHr U ynpaBneHue

o WEB:

e Bepcua web-uHtepdenca 0.0.33;

e yrnydlleH BbIBOA OLLIMOOK Npu 3anycke web-cepBepa;

e [oGaBneHbl  credywlumMe  rpynnbl  SHAMOWHTOB:  /ospf6,  /bfd,
/interfaces/wifi/access-point/status,
/interfaces/wifi/client/status, /enable, /dhcp/ipv4/server/binding,
/dhcp/ipv6/server/binding, /dhcp/ipv6/server/clear-leases,
interfaces/switchport/gos/capability,
interfaces/switchport/gos/show,

e l/cnpasneHbl cneagyowme rpynnbl SHAMNOUHTOB: /ospf/passive interface,

ospf/area, /vrf, /dhcp/ipvd/server/leases,
/dhcp/ipv6/server/leases, /acl/ipvi4, /acl/ipve, /acl/time-
range/configuration, log/capabilities, log/clear, log/copy,

log/show, /acl/ipv4/icmp, interfaces/switchport/mode;
o IP-SLA:
e NoSHbIN pegusanH IP SLA, KoMaHabl: [no] ip sla, [no] ip sla-responder,
show ip sla, clear ip sla,
e pobasneH norrnHr IP SLA, KOMaHAbl: copy log ip-sla, show log ip-sla,
clear log ip-sla, log ip-sla,
o [MpuBunervpoBaHHbIV pexum (enable):
e pnobaBneH NpMBUMErMpoBaHHbIN pexnm (enable);
(] ﬂ06aBﬂeHblKOMaHﬂbHeHmble,no enable, [no] enable password, enable

secret, show enable, no enable session,
1.7 Opyrue ucnpasreHus

o ucnpaBneHo oTobpaxkeHne NOMHOro hostname NPY BBOAE NOTMMHA;
o pobGaBneHa BO3MOXHOCTb BBOAA KOMMEHTapueB, HauyuMHawwmxcs ¢ # (He

cYMTaKTCS KOMaHOowm);
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o [pobaBneHbl KOMMEHTapUKM C Ha3BaHNAMM MOOYNEN B show running-config;

O ucnpasfieHa KOMaHAa no username,

O B KOMaHOaX datestart, datestop ,u,o6aBneHa npoBepkKa AaTtbl Ha BaliIMAHOCTb MO
KaneHgapto;

o wucnpasneHa gonyctumas gnvHa napons CARP;

O ucnpaeneHa owmnbka poTaunmm foros;

o uncnpaBJieHa ownbKa B KOMaHOE clear ipv6 neighbors;

o wucnpaeneHo coobuieHne 06 owmnbke KOMaHAbl arp NPU YKasaHUM HEKOPPEKTHOrO
napameTpa;

o pobaeneHa bonee ToYHasd HACTPOMKa BPEMEHWN B KOMAHAE system shutdown;

O UCMNpaBneHo HeBepHOe MNoBedeHMEe HEKOTOPbIX KOMaHg Ha ypOBHE MpUBUNErnn
nonesoBartens 0. M3MeHeHMss KOCHYNMUCb KOMaHA: blink, show diff, show
switchport mac-address-table, tcpdump, iperf client, iperf server, ping,
radius-test, show bandwidth-monitor, show system memory, ssh, system upgrade,
telnet, trace mpls, traceroute, show ssh client, show usage, system commit,
system rollback, system revert,

o U3 running-config yaaneHsl 4edonTHbIe HAaCTPOWKK web-cepBepa;

O uncnpaBJieH BbIBOO KOMaHA show interfaces [switchports | switcportl],

o ucnpaeneHa npoueaypa aBTo3anycka pIM U3 3arpy304HOro npodamnna;

o ucnpaeneHa pabota KOMaHAbl system irqg ANS BbIKITIOYEHHbIX MHTEPKENCOB;

o wucnpasneHol npobnembl B pabote ¢ nnaton ISE-0806 npwu BKNOYEHUM BCEX
NnopTOB;

o y0OpaH BbIBOA Ae(ONTHbIX 3HAYEHUN U3 show running-config;

o Wi-Fi: n1smeHeHa noggepxka vrf anga wi-fi. vRr Tenepb ykasblBaeTcs apryMeHTOM
Npw CO34aHUMN wlan U HE MOXET ObITb M3MEHEH NOCIEe ero co3gaHus;

o wucnpaeneH running-config AnNa KOMaHA hw features | rings | channels;
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Bepcusa 3.25.00 ot 1 HoAGpsa 2025

Release Notes

2 Bepcus 3.25.00 ot 1 Hosi6ps 2025

2.1 ®yHKuMn L2

o VoiceVlan:

ﬂ,06aBJ'|eHa nogaepixKka voicevlan PEXUM: [no] switchport voicevlan,

switchport mode voicevlan,

pobasneHa nogaepxka DHCP-onumn 132, 133;

B KOMaHAObl show vlan tagged, show interfaces switchport detail

pobasneHa nHgopmaums no termposaHnto VLAN Ha nopTe;

2.2 PyHKumm L3

o BGP:

o ARP:

uo6aBneHa KOMaHOa show bgp process;

pobasreHa kKoMaHAa auto-summary Ana address-family ipv6;
ucnpaeneH running-config kKomMaHg auto-summary Ana af ipv4
synchronization Ansa af ipV6 vrf;

ncripasrieHbl KOMaHAbl bgp g-shut, no max-paths ebgp|ibgp,
noGaBneHa KOMaHOA no address-family unicast;,

ncripasJrieHa KOMaHa no address-family 1l2vpn vpls,

ncnpasrfieHa KOMaHaa no address-family vpnveé,

ncnpasneH running-config ons bgp bestpath med;

ncnpasJsieHbl KOMaHAbl no bgp dampening, no max-paths ebgp|ibgp,

vrf,

vyoaneHbl UTHopunpyeMblie napamMeTpbl B KOMaHOaX: no timers bgp, no bgp

router-id, no bgp scan-time, no bgp update-delay,

ucripasrieHa KOMaHga [no] ip extcommunity,

yoaneHbl UTHOPpUpyeMble€ NMapaMeTpbl B no bgp default local-preference,

yoaneHbl KOMaHAbl show bgp neighbors;

pobaBneHa 3awmTa oT cnyguHra (fail2ban + psd):

D,O6aBJ'IeHa nogaepXka KOMaH4 copy log fail2ban U clear log failZban,

pobaeneHa CUHXPOHU3ALUMNA HACTPOEK fail2ban C ACL,

ncnpasrieHa o4ncTka u 3arpyska Hactpoek ARP n3 npodpanna;
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HacCTpoOMKa arp timeout ANA MHTEpdenca nepeHeceHa u3 rnobdanbHOro
KOHOUIypaLMOHHOIO pexnmMa B UHTEPENCHBIN PEXNM;

pobaBneHa BO3MOXHOCTb MNPOCMOTPa  (PaKTUYECKM YCTaHOBIEHHbIX
3Ha4YeHUN Yepea3 show interfaces detail,

ncnpaeneHa paboTta arp clear M JoOaBNeHa BO3MOXHOCTb O4YUCTKN Tabnuy,
no BCeM NHTepdencam;

ncnpasneHa HacTporika ctatudeckux arp Ha DHCP uHTepdelicax ;
ynydiweHa npoueaypa yganexHua ctatndeckmx ARP Ha VLAN ;

ncnpasri€Hbl OTCTYINbl arp reply B show running-config,

2.3 TyHHenupoBaHue

o

IPSEC, DMVPN, NHRP:

3anpeweHa peructpauus nupa Ha DMVPN-xabe B cnyyae nony4veHus
NHRP-3anpoca B He3alwmndpoBaHHOM BUAE;

yOaneHa HacTpoOWKa connection ignore;

ncnpaeneHa owmnbka, cBA3aHHAA C HaKOMMEHMEM MOMbITOK NMHNLMMPOBATb
IPSec-coegmHeHuss npu  BkNOYEHHOM DHCP-knMnMeHTe W dpd action

restart,

o TyHHenu, pppoe, pptp, 12tp, ppp:

pobaeneH BbIBOA4 OWKMOKM npu nonbiTke nepesoga mHtepdenca B VRF,
€CI1 OH MUCNOSb3yeTCHa B TYHHESE;
pobaeneH BbIBOA OWMOKM npu owmnbkax 3anycka knuneHta PPPoOE;
yHUpMunpoBaHo oTobpaxkeHne HacTpoeKk Ans ppp* KNnueHToB/cepBepoB B
KOMaHAOaX show U show interfaces,
6a30Bble HACTPOMKUN KIMEHTOB HE OTOBPAXKAKTCSH B show running-config;
6asoBoe 3HauyeHne MTU gna ppp* knmeHToB coctaenseT 1400;
pptp KNMMEHT: ncnpaeBneHa owmnbKa Npu HacTponke nHTepdenca c HoMepom
0;
BbIMOSIHEHbI M3MEHEHNS B HacTpouke L2TP-knueHTa, oHa ocywecTBnsaeTcs
aHanornyHo Hactpouke PPTP u PPPoOE-knueHTOB B COOTBETCTBYHOLLEM
KOMaHOHOM peXxume, B KOTOPOM AobaBneHbl KOMaHab!:

= ipv6 (on|off);

= ipv4 (on|off);
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12



Bepcusa 3.25.00 ot 1 HosGps 2025 Release Notes

= [no] holdoff;

= [no] maxfail;

» [no] persistent;

= ip mru;

= ip mtu;

= [no] use-dns;

= [no] Icp-echo-interval,

* [no] Icp-echo-failure;
PPPOE KMMEHT: UCMNpaBfieHa YCTaHOBKA holdoff;
pptp KNMeHTbI: 3apneLleH BBO 1cp-echo-interval 0e3 3HayeHus;
ONs ppp* KNMEHTOB M cepBepoB 6Ha3oBoe 3HAYeHWe lcp-echo-failure
cocTasnsert 3 c;

*

ppp* KAWeHTbl: dakTnyeckoe 6a3oBOe 3HAYEHUE lcp-echo-interval
coctaBnset 20c, Kak 1 ykaszaHO B JOKYMeHTauuu,

pptp KNMEHT: ncnpasrieHa ycTaHOBKa ipv6 agpecos;

pptp, pppoe cepsep: uUcnpaBneHo AybnupoBaHMe CepBUCOB MPU no
shutdown,;

I2tp cepBep: ucnpasneH 3anyck 6e3 ip pool gateway;

NPW HacCTPOWKe ip address ... point-to-point OH 0To6pa>|<aeTc;| B
BblIBOOE KOMaHAbl show interfaces;

TYHHEsNb: 3anpeweHo destination 0.0.0.0 (4Na co3gaHua mutipoint

TYHHENS HYXKHO HEe BBOAMUTb destination);

2.4 YnpaBneHue IP-agpecauuven

o DHCP/IGMP Snooping:

KOMaHAbl igmp-snooping on/off U3 IMABHOrO KOHPUIypaunoHHOro pexnma
nepenmeHoBaHbl B [no] switchport igmp-snooping,

pobasneH DHCP-snooping Ha switchport: [no] switchport dhcp-snooping,
show switchport dhcp-snooping;,

ncnpasrieHa owwmnbka B KOMaHOe show switchport igmp snooping tcam-
filters,

nepeMMeHoBaHbl KOMaHObl W3 T[MaBHOMO KOH(UIypauMOHHOIO pexunma,

UMeloLmMe OTHOLEHME TOSbKO K HacTponkam switchport:
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o DHCP:

o WEB:

n [no] mac-address-table -> [no] switchport mac-address-table,

"  igmp-snooping on/off -> [no] switchport igmp-snooping,

" clear mac-address-table -> clear switchport mac-address-table;
" clear counters -> clear switchport statistics;

" show mac-address-table -> show switchport mac-address-table,

® show igmp - show switchport igmp,

®  show storm-control -2 show switchport storm-control,

®  show port-security -2 show switchport port-security,

nogaepXxusaeTcs aBToMmaTuyeckoe ypanewue nynos IP-agpecos u
3anyLeHHbIX DHCP-cepBepoB npu yoaneHun BUPTYyarbHOM
mMapLpyTunsnpyemon odbnactu (VRF);

ﬂ,06aBﬂeHO aBTOo3anoJjiHeHne B KoMaHaax [no] ip/ipv6ée dhcp relay, show
ip/ipv6 dhcp relay,

aBToMaTnyeckoe yaaneHme HacCTpOeK dhcp-relay, dhcpé-relay TMPU
yaaneHun cooteeTcTByowero VRF;

ncnpasneHa owmnbka npu 3anycke dhcp cepsepoB n3 VREF;

ucnpasneHa npobnema ypaneHus dhcp knveHTa npu yganeHuu vlan

NHTEP(ENCOB;

pobaeneHa pre-alpha Bepcus 0.0.3;

2.5 MOHUTOPUWHI N ynpaBneHue

O D,O6aBJ'IeHa nogaepXka KOMaH4 copy log fail2ban U clear log failZban,

o QpobaBrneHa CMHXPOHM3ALMA HACTPOEK fail2ban C ACL;
o SNMP:

pobaBneHbl Nonb3oBaTenM snmpv3 C YPOBHEM noAuthNoPriv;

pobaBneHo aBTo3anonHeHne B komaHgax CLI wumeH nonb3oBartenen
snmpv3, community;

pobasrneHo aBTOMaTudeckoe yaaneHue koHdurypaumm ¢ VRF  npu
yoaneHun camoro VRF;

pobaBneHo yaaneHue Bcex nogceter M3 community KOMaHAOW no  snmp

community,
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Aob6aBneHo orpaHnveHne onvHel Nnapons ot 8 4o 63 CMMBONOB,
B KOMaHOE show snmp mib A0GaBneH MPOCMOTP MO snmpv3, BKIOYas
noAuthNoPriv nonb3oBaTtens, a Takke IP agpeca aOns BO3MOXHOCTU

npocmoTtpa MIB gpyroro cepsepa,;

o Raduis:

pobaeneHa nogaep)ka Heckonbknx Radius-cepBepoB € ykasaHMEM
npuopuTeTa;

pobaeneHa nogaepxka IPv6-cepBepos;

2.6 HacTpouka nokanbHou ceTtu

o WiFi:

WLAN-nHTEepdenc noaaepXmBaeT 3anyck B pexumax LwupoBaHus
WEP64 n WEP128;

nobasneHbl coobuweHna o6 owmnbke, KOTopble BbIBOAATCA MPU MOMNbITKE
n3mMeHuTb koHurypauuo WLAN-nHTepdenca, noka oH 3anyLleH;
uo6aBneHa Bannpauuna napamMeTpoB OAnd KOMaHAbl wpa password,

naponb ana WPA-PSK ceTten 3apjaeTcsi KOMaHOOM wpa psk phrase|hash,
Npwv 9TOM B PEXMUME running-config OTODPaXKaeTCsa ero XeLl-3HadeHue.
nogaepxaH pexum client ana nHtepdenica wi-fi;

ncnpasneHa pabota komaHabl ssid B wifi;

pobaBneHa BO3MOXHOCTb MOAKIOYATLCHA K CKPbITbIM CETSM NPU MOMOLLM
KOMaHAbl [no] hidden;

pobaBrneHa KoMaHda show networks AS1 OTOBpaxeHna uHdopmauum o
ceTsx;

aobasreHa BO3MOXHOCTb MOAKNIYATLCA K OTKPbITbIM ceTaMm, JobaBrneHa
KOMaHOa key-management (WPA-PSK|NONE), KOTOpasd YCTaHaBJ1IMBaeT
NPOTOKOS yrpaBneHus Knoyamu;

pobaBneHa kKOMaH4a show wifi <interface name> (@access-point|network),
oTobpaxatowiast tHdpopmauuio no wifi-uHTepdency n goctynHasi ua noboro
KOH(UrypaLMOHHOIO pexuma;

nucnpaeneHa owunbka oTobpaxeHusa kaHanos, fobaBneHa npoBepka Ha

BanMAHOCTb KaHalla nepen 3anyCckom nHTEpdenca,;
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2.7 Opyrue ucnpaBneHus:

ucnpasrneHa KoMaHda no debug isis hello <system id>, KOTOpPaA paHeeE He
oTknovana otnagky ISIS gna hello-naketoB. Takke BbINOMHEHO YnydlleHue
BblIBOOA KOMaHAObl show debugging isis AON4A bonee TOYHOro OTO6pa)KeHVIFI
TeKyLLero ctatyca oTrnagoyHon nHgopmauum no ISIS

ynydweHa npoueaypa nepesarpysks Ons KOPPEKTHOro 3aBeplueHusi ornepauun
BBOJa-BblBOAA;

npw BBOAE NOrMHa otobpaxkaetcs nonHasi BEPCUSA hostname;

ncnpasrieHo MnosABrieHNEe HEKOPPEKTHOro COO6LIJ,eHVIﬂ Warning: your password
will expire in MPWN aBTOPU3aALUUN Yepe3 radius\tacacs;

paspelleH BBOA naposier nonb3oBatenen gnvHon oo 100 cumBOnoB C y4eToM
UTF8 kognpoBku;

ncnpasneHa owmnbka c HepaboTalLwen KOMaHOoM tunnel tos inherit;
nocnegoBaTenbHbIA NOPT: CANCOK 3aHATLIX tcp MOPTOB KOPPEKTHO OYMLLIAETCS Npu
3arpyske KoHdurypaumm;

ncnpasneH BBOA ipv6-agpecoB ¢ mackamm /109, /119;

ncripasrieHo 0T06pa>KeH|/|e ipv6 max-neigh B show running-config;

ncnpasfeHa yCTaHOBKa ipv6 link-local aApecoB U UX OTODOpaXkeHne KomaHaom
show interfaces,

yCTpaHeHbl M3ObITOYHbIE MNOMNbITKA YCTAHOBKU |IPV6-agpecoB npu M3MEHEeHUU
COCTOSAHUS OM3NYECKOro coeanHeHnsa nHTepdenca;

B KOMaHOe copy log YbpaHO TpeboBaHMe 00s3aTenbHOro YykasaHus bind
NHTEepenca;

ncripasrieHa KOMaHa no spanning-tree port eth2 path-cost,

ﬂ,06aBJ'IeHO O6CJ'Iy)KVIBaHVIe dmesg JIOIOB: [no] copy log dmesg, clear log dmesg,
show log dmesg,

ncnpasneHa owmnodbka npu cpaBHeHMM cnoxHblx npasun ACL,;

ncripasrieHa KOMaHga show isis topology,

ncnpaeneHa npouenypa ocsoboxeHunsa dhep-leases npu pobasneHnn nHtepderica
B bond wnu bridge;

MCMpPaBeHo COXpaHeHNe HAaCTPOEK autonegotiation NPU Nepesarpyske Npoguns;
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vyoaneHbl CKPpbITble KOMaHAbl show debug, [no] debug daemon, [no] debug core-
dumps, [no] debug netdev-put-hold, show debug daemon, show debug netdev-put-
hold, show debug daemon-traceback

ucnpaeneHa owwnbka 3arpy3km napametpoB [P SLA npu uMcnonb3oBaHUn
coBmMecTHO ¢ VRRP;

ncnpassfieHa KoMmaHaa ip[v6] route vrf,

OOMOJIHEeHO onumcaHune KoOMaHpA4. [no] radius server, radius accounting, [no]
radius attribute, [no] tacacs server, tacacs accounting, load, write,
ynydueHa YMTaeMoCTb B KOMaHAe show running-config marvell;

B KOMaHAOy show platform go6aBneHa WHGOpMauus O PeBU3UN MaTEPUHCKOM
nnarbl;

yOoaneHa ycrtapeBllad KOMaHOa timers spf C YMUCMNOBbIMU aprymeHtamu Ons
peXunMma router ipvé6 ospf. BmecTo Hee oomkHa ncnonb3oBaTbCs KOMaHAA timers
spf exp,

AnvHa umenn VRF orpaHnydeHa 12 cumBonamu;

pobasrneH 3anpeT Bblaenenus IP-agpecos loopback Ha nHTepdeiicax;
ncnpasrieHa pa60Ta KOMaHAO ping [arp],

nobaerneH mexaHu3m 3anpeTa Ha gobasneHue IP-agpeca, KOTOpbIM UCNONb3yeTcs
B LWt03e (gateway);

ncnpasneHbl owmnbkn ynpasneHus bridge-nHrepdencom;

vyoaneHbl KOMaHAabl clear ip[v6] route kernel, clear ip kernel route;
ncnpasrieHo OornncaHne KOMaHA4: clear ip[v4|ve6e] route,

pobasneHa cuHxpoHmnsauusa ¢ RTC npu ycTaHOBKE BPEMEHWU;

ncnpasneHa owmnbka B bonding npu yganeHun primary nHtepgenca komaHgom no
enslave,

komaHabl CARP nepeHeceHbl B MHTEpeNCcHbIn pexum ans: eth, eth-vlan, vian
NHTEPdENCOB;

ncnpaeneHa paboTta gos B VRF C HacTponkamn VRF, OTANYHBIMU OT 3HAYEHUN No
YyMON4YaHuio;

D,O6aBJ'IeH napamMeTp And KOMaHA. show gos, show gos classes, show gos filters;,
AobasBneHbl KOMaHabl 49 HACTPOWKN OTNOXEHHOW Nepesarpyskn Yyepes ovepeau

system reboot daily|on|in, no system reboot [dailyl|all], show system reboot.
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3 Bepcus 3.24.13 ot 24 virona 2025
3.1 TyHHenupoBaHue

o MWcnpaBneHa owwnbka paspbiBa cBasdHocth DMVPN  4yepes LTE nocne

nepesarpysku MapLipyTM3aTopa;
3.2 ®yHKumn L2

o WcnpaBneHa owmnbka gobdasneHunsa cnoxuoix npasmn ACL (wildcard);
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4 Bepcusa 3.24.12 ot 21 vrona 2025
4.1 MOHUTOPMUHI U ynpasreHue

o WcnpaeneHa owmnbka 3arpy3sku napameTtpoB NAT u3 npodganna;
4.2 YnpasneHue IP-agpecauuen

o MWcnpaBneHa owmnbka YyCTAHOBKUN ip address ... point-to-point TYHHENEW Npu

3arpyske 13 npoganna;
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5 Bepcus 3.24.11 ot 03 urona 2025
5.1 ®yHKuum L2

o uncnpaBJieHa pa60Ta KOMaHO ipv6 access-1list, ip access-list, ip filter C
napamMeTpoM skbprio,

o ucnpasneHa paboTa KOMaHAObl ipv6 access-list C napameTpamu
destinationip\sourceip,

o BACL noggepxaHbl wildcard/network mask, H& OTOBpaXkaroLmeca Ha NoAcCeTH;

o B ACL nopgepxaHa npoBepka YHUKaNbHOCTU afpecoB nogceTern U afpecos,
3aaHHbIX Yepel3 wildcard mask,

o ucnpaeneHa owubka npu BBOAE NApPaMETPOB min-rate/max-rate B KOMaHAe
storm-control,

o wucnpaeneHo coobuieHne 06 owmnbke KOMaHabl [no] spanning-tree port ASIS HE

nooaepXmnBarLLNX spanning-tree UHTEPENCOB;
5.2 ®yHKumum L3

o RIP:
e lcCnpaBlneH BbIBOA KOMaHObl show ip rip,
o IS-IS
e UCMnpaBJieHa KOMaHOa show isis database <level>. yOaneHbl
ayonupylowmecs napameTpsl;
e JOMNOJIHEHO ONMMCaHMe KOMaHAbl prc-interval-exp,
e McCrpaBfieH HEBEPHbIA CUHTAKCUC KOMaHAbl [no] debug isis hello;
® [NJ1d KOMaHObl send-lifetime (key chain) WUCMPABJIEH running-config,
o LTE
e ypaneHa komaHaa show interfaces lte tty;
o IPv6
e KOMaHAa summary-prefix TeNnepb MNO3BONAET 3adaBaTb METPUKY MO
YMOIMT4YaHuIO,
e ucnpaeneHa paboTta KoMaHObl no address-family ipvé MO C6pocy
YCTAHOBJIEHHOIO distance;
e ycnpasrieHa KOMaHAa [no] address-family ipvé6: yAarneH UFHOPUPYEMBbIN

napaMeTp unicast,
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o VRF

o ARP

ucnpasnieHa KoOMaHOa metric-style: YyAalleH ﬂ,BOVIHOVI napamMmeTp
transition;

/:|,y6n|/|py+ou.|,l/le Apyr gpyra napamMmeTpbl KOMaHObl show ipvé isis topology
yoaneHbl;

ncnpassieHO COXpaHEeHNE HAaCTPOEK KOMaHOdbl ipv6 off;

UcripasrieHa oLmnbka npn CO30aHNUN blackhole MAPLUPYTOB: [no] ip[v6]

route [vrf], ipv6 mroute;

vyoaneHbl KOMaHAabl: show ip max-neigh vrf, show ipv6é max-neigh vrf,
ncnpasrieHa pa60Ta KOMaHAbl no system ssh vrf,

pobaeneHa nogaepxka pabotsl WiFi B VRF

M3MEeHEeHa KOMaHAa [no] arp timeout: T€MEPb MNAPaAMETP <interface name>
obsa3aTenbHbIN;

ncnpasJieH BblBO show running-config arp OJ14 KOMaAHA:. arp proxy vrf,
no arp reply, arp timeout, ip max-neigh, ipv6 max-neigh;

HaCTPOMKa arp timeout TENEPb COXPAHAETCHA B Nnpodansne;

ncnpasrieHa HacTporka 0edonTHbIX 3HAYEHUN arp announce, arp reply,
arp proxy, arp timeout MPW 3arpyske npodanna;

ncrnpaeneHa owmnbka COXpPaHEHUSI HACTPOEK arp timeout MPWU yAaNeHWU
NHTEpdenca;

ncnpasneHa owmnbKa HEMPUMEHEHUS HACTPOEK arp timeout MPU NOGHATUM
MHTepdenca nocne 3arpy3ku npogamnna;

ucnpasneHa pabota arp timeout MNPUM YCTAHOBKE Ha uWHTepdence

HaxoasLWeMcs B APYroM vrf;

o yAaneHbl KOMaHAbl virtual-router KaK U3 MaBHOrO KOHPUIYPaLMOHHOMO pexuma,

TakK N n3 I/IHTepCbeIZCHOFO B CBA3N C (baKTW-IeCKI/IM OTCYTCTBMEM TMOOOOEPXKKHN

AaHHON PYHKLMOHANbLHOCTY;

O YyAalneHa KOMaHOa define interface-range-macro,

O KOMaHAa ispf: UCMpaBlieHO ONMcaHune;
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5.3 MOHUTOPWUHT U ynpaBrieHue

pobaBneHa BO3MOXOCTb yKaszaHWUsi B HAacTpoMKaX syslog agpeca/vmHtepdenca B
KadecTBe MHTepenca NpuBA3KK, a TakkKe vrr;

pobaeneHa nogaepxkka IPv6-agpecos anga syslog;

pobaBneHa BO3MOXHOCTb YykasaHus loopback wHTepdperica B kadecTBe
MHTepdenca NpMBA3KW B KOMaHOAX log syslog remote Kak B udp, Tak u B tcp
pexunmax;

M3MeHeHa KoMaHda: log syslog local -> no log syslog remote,

nucrnpaeneHa owubka npuv BBOAE MAPaMETPOB min-rate/max-rate B KOMaHAe
storm-control,

ncnpasneHo coobuieHne 06 owmnbke KOMaHObl [no] spanning-tree port ASIS HE
nooaepXmnBarLLMX spanning-tree UHTEPEENCOB;

pobaeneHa nogaepxka Intel Dual Band Wireless-AC 7260;

AobaBneH KonMpanT B KOMaHAbl show platform, show version;

B KOMaHAaX copy log, copy debug-report, system upgrade yAarieHO O6anJ,eHI/Ie
yepes3 hostname (OCTaBNeHO Tonbko no FQDN);

B KOMaHOaX system host-name, [no] ip host, option host-name, option domain-
name MW3MEHEH CMHTAKCUC MMEH XOCTOB N AOMEHOB. PaspelueHo ncnonb3oBaHue
undop B Havane Kaxgoro 6roka, pasrpaHM4eHHOro ToYKaMmn 1 yCTaHoOBIEHO obLyee
OrpaHuyeHne Ha OSIMHY MMEHU XocTa B 64 cMmBOna, a Ha ASIMHY JOMeHa B 254
CYMBOSIa A4S11 COBMECTUMOCTU C MPOYUMN YTUINTaMMU;

ncnpaeneHa pabora KoMaHabl write: NPU Nepe3anucu startup-npodparna oH He
cTaHoBUTCA boot-npodannom aBToMaTUYECKN;

ynyduleH BbiBOO KOMaHAbl show poe interfaces;

ucnpaeneHa pabota KoMaHObl poe power-limit tppl Ana BT-Bepcum
KOHTPOSSEPOB;

B KOMaHOaX copy log, copy profile, system upgrade, ping CAelaHa BO3MOXXHOCTb
ykasaTtb loopback nHtepdgenic B kayecTBe napameTpa bind;

B KOMaHAy ping arp AODaBneH napamMeTp interface AMS1 yKa3aHUsS CETEBOrO
MHTepenca, c KOTOPOro NPOU3BOAATCA 3aNpocChl;

ncnpasrieHo HeBepHoe noBegeHne KOMaHObl ip connection max-session MPU

nepesarpyske npodganna;
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O uncnpasleHa npo6ne|v|a C HaCTpoOMKaMM autonegotiation MPU nNepesarpyske
npoduns;

O E,O68BJ'I6HO ynpaBlieHne rnoramMm restapi/web-server (KOMaH,EI,bI log webback
level, show log webback level), a Takke caenaHo cobCTBEHHO (*)OpMMpOBaHI/Ie
OTUX JTOroB;

O YyAalneHa 3arnncCb radius accounting off U3 running-config,
5.4 ®YyHKUUN ceTeBOM 3alUTbl

o Tenepb obwas anvHa BBoagMMOro napons orpaHuyeHa 100 cumBonamu, npoden

paspeLueH K BBOAY.
5.5 KauecTtBO 06CnyxuBaHus

O ucnpasrieHa pa60Ta KOMaHA qgos type cbqg, class type cbg, class type htb:

Tenepb Henb3si BBECTU HySieBOE 3HAaYeHUe rate;

5.6 MNocnepoBaTtenbHbIN NOPT
o QpobGasneHa nogaepxka nocriefoBaTesibHOro nopTa;
5.7 AnHamunyeckne nHtepcencbl (TYyHHenun, pppoe, lte):

o wucnpaeneHbl owmnbkn paboTbl TYHHENEN Ha AMHaMNYecknx nHTepdencax (pppoe,
Ite);

O ucrpaeneHbl OWKWOKN paboTbl ipsec/dmvpn HA TYHHENAX Ha AWHaAMUYECKUX
nHTepgencax (pppoe, Ite);

o wucnpaeneHbl ownbkn pabotel DHCP-knMeHTa Ha AUHaMUYeCKnX UHTepdencax;

o wucnpasneHa paborta lte u tunnel uHTepdencos B VRF;
5.8 UHTepdenchbl

o Tunnel/LTE/PPPOE:
e ucrnpasrieHbl OoWNBKN paboTbl TYHHENen Ha OUHaMUYeckux nHTepdencax
(pppoe, lte);
e ucrnpasneHbl oWnbKM paboTbl ipsec/dmvpn HA TYHHENAX HA ANHAMUYECKNX

nHTepdgencax (pppoe, lte);
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e ucnpasneHbl owunbkn pabotel DHCP-knueHTa Ha AMHaAMUYECKUX
NHTepencax;

e ycnpaeneHa paboTta lte U tunnel MHTEPEENCOB B VRF,
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6 Bepcus 3.24.10 ot 17 anpens 2025

6.1 TyHHenupoBaHue

o PPP/L2TP/PPPOE:

napamMeTp maxfail=0 TeMepb yCTaHaBNuBaeTcs KoppekTHo Ans PPPoE-
KINeHTa;

ppp interface:! UCMPaBJieHa KOMaHda no username,

ncnpasneHbl NOTEHUManNbHbIe NPOBneMbl NPU HACTPONKEe aBTOpU3aLK;
show interface ppp [detail] yny4dlWleH BblIBOO KOMaHObI;

12tp-server, ppploe] -multilink: MCNPaBfieHa owmnbka BO3HUKaIOLWAa npu
3arpyske npodanna;

ppp-multilink! yAari€H NapamMeTp HOST B no chap hostname <HOST> TaK Kak
MHOXeCTBeHHble hosthame He nogaepXxuBaroTcs;

12tp server. UCMPABJIEH show running-config ANTA KOMaHAObl ip pool;
show 12tp client WCMpPaBfIEHO HEBEPHOE oOTobpaxeHne cTaTyca
UHTEepdenca;

NUCMpaBfeHO HEKOPPEeKTHoe oOoTobOpaxeHue CTaTUCTMKM  Ons  ppp-
NHTEePdENCOB Npu paspbiBe N BO30OHOBMEHNN COEANHEHUS;

ncnpasrneHa noackaska cnmcka UHTepdencoB KOMaHabl show interfaces
ONA pppoe-multilink;

KOMaHOa show interfaces ppp TE€MNEpPb MNOKa3blBa€T pearibHoOe 3Ha4YeHune
MTU;

o Tenepb Bceraa paspelleHa oTnpaBKa keepalive ANA TYHHEMNS GRE;

6.2 UHTepdencol

o O6wwue koMmaHabl NHTEPENCOB:

KOMaHOa show interface T€Nepb MNOKa3biBaeT a,D,MI/IHMCTpaTMBHbII‘/lI cTaTyc,
€CInn 3TO BO3MOXHO,
KOMaHAOa show interface TE€MNepb NMOKa3blBaeT pealsibHOe 3Ha4YeHNe MTU;
BHeZpeHOo Gornee KOHCUCTEHTHOE MMEHOBaHWe 1 HyMepaLuus MHTepdeiicos,
M3MEHEHbI crneaylmne KomaHabl.

" [no] interface bond/br/12tp/ppp-multilink/pppoe-

multilink/ppp/lte/lo/eth/vlan/wlan/tunnel [num interface],
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"  show interfaces lo/br/bond/lte/ppp/ppp-multilink/pppoe-
multilink/tunnel [num interface],
" show spanning-tree br [num interface];
® show ethtool,
® show proxy-arp [ifname];
» brigde interface mode: include, exclude;
= ppp-multilink interface mode: use-interfaces;
= pppoe-multilink interface mode: use-interfaces;
» tunnel interface mode: tunnel source;
= printerface mode: [no] spanning-tree port;
o WcnpaBneHa paccuHXpoHU3aunsa onepaunuoHHOro 1 agMMHUCTPATUBHOMO cTaTyca
Ha switchport-ax;
o WcnpaBneHa npobnema c yCTaHOBKOW ip connections statistics;
o KomaHga show bandwidth-monitor Tenepb He oOTobpaxaeT cnyxebHble
NHTEepencs;
O lequueH BBOA NnapamMmeTpoB KOMaHObl mac-address—-table aging-time,
o WcnpaeneHa owunbka npu Boibope VLAN ID 4094 B kOMaHAaXx mac-address-table,

clear mac-address-table, show mac-address-table,

6.3 PyHKUMM L2

o Bridge:
e ucrpasfieH gManasoH 3Ha4YeHNN KOMaHObl mode 2 down-time;
e yCnpaBfieHa HEBO3MOXHOCTb MOBTOPHO [00aBUTb WHTEpdenc B Gpuax
nocrne reset interface Ha BpuIXe n 3arpysku npodanna;
e yCnpaBrieHo owmnbovHoe coxpaHeHue 3HauveHus MTU slave-uHtepdencos,
KOTOpPOE OHM nonyymnu ot bridge-nHtepdenca;
e lCnpaBreHa pa60Ta KOMaHO reset interface, exclude <ifname>,
e npwu OTKMOYEHUMU (ot bridge-uHtepdeiica) slave-uHtepgenca
aAMUHUCTPATUBHBIN CTaTyC COXPaHAETCS;
o QAumanas3oH mmeH VLAN B KOMaHOax [no] interface vlan W3MEHEH Ha vlan0O-
v1an4095;

O ucnpassfieHa yCTaHOBKA min-rate B KOMaHOE storm-control,
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6.4 PyHKUMKM L3

o RIP/RIPNg:

ncnpasrfieHa KoOMaHAda no router ipvée rip, KOTOpadA HE npuBoAauiia K
BbIKIMIOYEHUIO RIP HA VRF,

ﬂ,06aBJ'IeHbI KOMaHObl rip. timers basic, maximum-prefix, [no] maximum-
prefix, [no] timers basic,

ﬂ,06aBJ'IeHbI KOMaHObl ripng. distribute-list, [no] route, [no]
recv_buffer-size, [no] distance, no neighbor AONTA PEXUMa address-

family,

6.5 PYHKLUM ceTeBOU 3alUTbl

WcnpaeneHa pa60Ta napamMeTpa weekdays thu OJ14 KOMa@HAbl time-range,

[obaeneHa BO3MOXHOCTb Yka3aHus netmask/wildcard mask gnst npasun sourceip,

destinationip B ACL;

McnpaeneHa owmnbka nmeHn ACL B KOMaHAOe ip access-list;

6.6 YnpaBneHue |IP-agpecauuen (IPv4/IPv6)

o DHCP:

pobaBneHo cooblleHne o6 owmnbke B KOMaHAE: show dhcp client, €CIU
yKa3aHHbI MHTepdENC He CyLLeCTBYET;

Tenepb DHCP-knueHT BbikMovaetTca npu gobaBneHun wuHTepdenca B
bridge;

ncnpasneHa owmnbka 3arpy3kn DCHP-knueHTa Ha lte-nHtepdencax;
ncnpaeneHa BO3MOXHOCTb BBOAA  CUHTAKCUYECKM  HEKOPPEKTHbIX
napamMeTpoB OJ1id KOMaHA: host, group, option U T.M.;

D,O6aBJ'IeHbI KOMaHAObl [no] option ip-tele-voicesrvr, [no] option ip-
tele-datasrvr,

3anpeLleHa BO3MOXHOCTb 3aaaTb |IPv4-agpeca B BoCbMepn4YHOM hopmaTe
KOMaHD,OIZZ option domain-name-server,

coenaHa HopmManns3aunAa mac-agpeca B KOMaHO€ identity hardware-
address, daHaliorMyHaa npoueaype HopMalnn3aunMn B host hardware-

address,
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6.7 CpeacTBa o6ecneyeHUst HAAEXHOCTU CETU

o Bonding:
e yCnpasrieH AnanasoH 3Ha4YeHNn KOMaHabl 1link-monitor-period;
e lMChnpaBneHO HEKOPPEKTHOE yAalleHNEe interface bond MNOCIIE€ enslave,

e uCMpaBfieHa  Jorvka cbpoca MTU slave-uHtepencos npu

NoaKIoYeHM/oTKNIoYEeHUN unu yganeHnn bond-uHtepdeiica;
6.8 MOHUTOPUHI N ynpaBneHue

o PoE:

e pobaBreHa nogaepXka Pok IEEE Std 802.3BT, TeNepb KOMaHOA show poe
oToGOpaxkaeT WHgopMauMi O TOM, KakoOMy CTaHAapTy COOTBETCTBYeT
yCTaHOBJ1IEHHAA BEPCUA 4YnNna;

e NS yHUpmKaummn gedonTHble HAaCTPOMKM Ans 06omx BEPCUN YMNOB (AT U
BT) OQVMHAKOBBI;

e Ond yHU(UKaumMn Tenepb 3HayYeHue tppl 3agaetcsa ¢ warom 0.1W a He B
mW, Kpome TOro [guanasoH tppl OrPaHUYEH CBEpXy MakCuMarbHOW
npeaycMoTpeHHon MoLuHocTbo (30W) Ha nopTe;

e KOMaHOa show poe interfaces Tenepb TMOKa3biBaeT TEKYLUYHO
n0Tpe6nﬂemylo MOPTOM MOLUHOCTb, Port Power Consumption, Temporary
Power Limit T€Nepb NMOKa3biBAOTCA B BATTaAX,

e yhalieHbl KOMaHAdbl: poe save-setting, poe factory-default,

e [epenmMeHoBaHbl KOMaHObI:

® C poe power-management disconnection-method HA poe AT
disconnection-method,
C poe power-management power-limit-mode HA poe AT power-limit-
mode,

® C poe power-management total-power-mode HaA poe power-mode,

® Cpoe power limit ppl HA poe power-limit AT ppl,

® l3MEeHEHbl HAMMEeHOBaHUNA NMapaMeTpoB KOMaHA. poe operation-mode, poe
AT disconnection-method, poe AT power-limit-mode, poe power-mode;
e KOMaHAa reset TENepb cOpacbiBaeT HACTPOMKN 0O AeONTHbIX 3HAYEHUN;

o PaboTta ¢ kKoHMrypaunoHHbIM1 NPOOUNAMN:
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e ynydlleH BBOO WMMEHU pOﬂﬂ63K nmmpaﬁno& M3MeHeHune noBJInANno Ha
KOMaHAbl:
® show profile rollback,
® show diff running-config rollback,
®  export module <> from-rollback,
® system revert rollback;
® system clear-rollback,
e lClMnpaBrieHa owmnbka npu cpaBHEHUN pOﬂﬂ63KOB KOMaHOOMW show diff
running-config;,
I/IcnpaBneHa owmnbka, BO3HMKAlOLWAA MOCMe BbIMNOMHEHUA system upgrade C
napamMeTpoM clean,;
B KOMaHOy copy debug-report ,D,O6aBJ'IeHbI show interfaces brief, show
interfaces switchport, show pppoe/pptp/l2tp server/client,;
MCHpaBﬂeHaKOMaHﬂagrquHpMBBOﬂelmweHMrpyﬂﬂblCﬂpOGGﬂOM;
yAaneHa KOMaHOa show state-config;
I/IcnpaBneH BbIBOO KOMaHAbl show running-config mangle-list,
I/IcnpaBneHa CUHTaKcn4yeckasi olumbka B TEKCTE KOMaHAbl: C show spanning-tree
<ifname> mac-adresses HA show spanning-tree <ifname> mac-addresses,
KomaHpa show spanning-tree <ifname> mac-adresses count: Tenepb
BO3BpaLlaeT uernoe YUCrio agpecoB BO BCEX Clydasx;
YpaneHa J:|,y6nML|,|/|py+ou.|,a;| KOMaHOAa show ip connections sessions,
I/IcnpaBneHa pa60Ta KOMaHObl force-logout B Cllydae Koraa Ttun ceccum He
yKa3aH;,
YnydweHne nattepHoB ans seoga FQDN, HOSTNAME (nydywee cooTBeTCTBME
RFC952, RFC1035). NMosnuano Ha crneayrowme KoMaHgbl:
® option tftp-server-address,
® option routers,
® option time-servers,
® option domain-name-servers,
® option lpr-servers,
® option ntp-servers,
® option mobile-ip-home-agent;

® option host-name,
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® option domain-name;
® system host-name,

® [no] ip host;

® system upgrade,

® copy log,

® copy profile;

® copy debug-report,
e | sftp,

® | tftp;

o B komaHay show tcp pobaBneH onuuoHanbHbIM napameTp ipv4/ipve ans
dounbTpaumm No BepCcun NpoToKoNa , UCNpaBrieHO HEKOPPEKTHOE OTODpaXxeHue ip-
agpecos;

o [lobaBneHa komMaHaa show udp;

o OOHoBNEHbI TUMbI AA@HHbIX AN KOMaHA: option domain-name W option host-name
B cooTBeTCcTBUM ¢ RFC952;

o KomaHge telnet: gobaBneH napameTp source ANSA yKasaHus ip agpeca, yepes
KOTOpbI ByaeT natu coeguHeHue;

o [obGasneH napameTp bind gnsa ykasaHus uHtepdericalip agpeca, Yepes KOTopbIv
6yneT coeanNHATbCA yCTpOﬁCTBO B KOMaHOaX system upgrade, copy 1log, copy
debug-report, copy profile. Takxe p,o6aBneHa BO3MOXHOCTb YKa3aHUA hostname

BMecCTO |P-agpeca BO BCex 3TUX KOMaH4ax;
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7 Bepcus 3.24.09 ot 21 cheBpans 2025

7.1 PYHKLUM ceTeBOM 3alnTbl

o ACL/Filter/Mangle list/NAT:

ncnpasneHbl owmnbkn aobasneHna n yganenus npasun ACL;

McnpaBneH MexaHm3m 3arpysku, KOTOpbI MO NPUBOAUTL K OLWIMBOYHOMY
obHoBneHuio ACL B VRF;

ynyyLleHbl KOMaHabl yaaneHus no ip/ipvé policy rule (TEnepb KOMaHAbl
MOXHO yaanaTb kak BbIbopoyHo no nmerHn ACL, no npuopuTeTy, N0 UMEHU
Lernoykn, a Takke ounwiaTtb pbr uenukom);

ucnpaesneHa npobnema Cc HeagekBaTHbIM BbIBOAOM COOOLIEHUN 06
owmbkax npu owmbovHom BBoge napameTpoB NAT;

nobaeneHo aBTomatmyeckoe yaaneHme ACL domnbtpos/maHrn-nnctos/NAT
npu yoaneHum VRF, B KOTOPOM OHW CO3[aHbl;

ncnpasneHa npobnema yganeHusi npasun B unbTpax, MaHrn nucTtax u nat
npw yaaneHum cooTeBeTcBytoLero vrf;

ncnpasneHa ownbka nHaekcaunm B KOMaHaax clear ip nat, clear ip/ipvé
filter, clear ip/ipv6 mangle-1list,

onuusl set-df ydaneHa u3 KOMaHabl ip mangle-list - PEKOMEHAyeTcs
BMECTO Hee NUCMNOJ1Ib30BAaTb set-mss clamp-mss-to-pmtu,

AobaBneHa noggepka napameTpa skbprio ONS ip access-list U ipvé
access-1list,

acl: ncnpaeneHa pabota KoMaHAbl time-range;

ncripasrieHbl oLmnbKM yaaneHua pbr;

o mpls ACL/mpls Filter/mpls Mangle list:

ncnpasneHbl owmnbkn nHagekcauum npaBuil B KOMaHOax [no] mpls access-—
list, @ TaKkKe HaCTpOI7IKl/I bos TaM Xe,

aobaeneH (byHKLI,VIOHaJ'I MONHOro yaaneHnda LenovYkmn B KOMaHaax no mpls
filter, no mpls mangle-1list;

ncnpasrieHa owmnbka npu yganeHun npasuna B KOMaHA€ no mpls mangle-
list,

BHYTPEHHMNE HaCTpOI7IKl/I netflow YyAaln€Hbl U3 BbiBOOAA KOMaHObl show

running-config access-control-1list,
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o WcnpaBneHa owmnbka B HacTponkax LDP 4Yepe3 KOMaHOHbIN PEXUM targeter-peer

ipv6;

7.2 TyHHenupoBaHue

o PPP/PPPOE:

KOMaHOa show interfaces ppp <number> TE€MNEPb MNOKa3blBae€T VIH(*)OpMaLI,MIO
06 uHTepdencax, He HaCTPOMKU KNMeHTa. 3amedaHue: Ons npocmoTpa
HACTPOEK KIMMEeHTa UCMONb3YNTE show pppoe client;

MHGOpMaUnsa O ppp-UHTEpPence Tenepb NokasbliBaeTCAa KOMaHOaMMU show
interfaces brief, show interfaces U show interfaces ppp,

KOMaHaa show pppoe client 0To6pa>|<aeT COOTBETCTBYIOLLYIO
nHdopmauuto, ecnu ppp interface He cywectyeT (B Linux);

HebonbLUne ncnpaBfieHNA B show interfaces ppp <number> modem-info -
bonee norm4yHbie coobuleHnsa o6 owmnbKax;

D,O6aBJ'IeH napaMeTp ppp interface KOMaHObl show running-config ASA
I2tp knnMeHTa n cepsepa;

ncnpasrneHa nokasbiBaemass uHpopmauus o PPPOE knueHTe B He-

nedgontHom VREF;

o WcnpasneHo wngpoBaHne naposns B paboTe KOMaHAbl ipsec secret any secret;

7.3 PyHKUMM L2

o Bridge:

ageing-time (VI3 interface br)Z Tenepb MNno3BOJIAET COXPaHUTb ageing
time=0 B npodanne;

NHTepdenc coxpaHsaeT CBOe agMUHUCTPATUBHOE COCTOSIHWE Npu yaaneHuu
n3 6puaxa;

nucnpaeneHo owunboyHOe HasHayeHue ipvé link-local ajgpeca npu
yaaneHun ns 6pnaxa;

AobasneHbl warning-coobLeHns npy nameHeHnn MTU Ha NnogKImoYEeHHbIX K
Opuaxy nHTepencax;

nucnpasrieHa BO3MOXHOCTb u3MeHeHus MTU ana  uHTepdencos

BKITIOYEHHbIX B OpUIX MHTEpPAENCHI;

o WcnpaeneHa npobnema pectapta LLDP npu nepekoHdpurypaumm STP;
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7.4 ®yHKunm L3

o RIP:

e ucnpasneHa npobnema c nponagaroLwumMm ripv2 MmapLupytamu;

® I3 KOMaHAbl distance YAalneH NapaMeTp access list name,

® I3 KOMaHAbl no default-information originate yAali€Hbl HEMMEKWLLNE

CMbICMa JONOSTHUTENbHbIE NapameTpbl;

[ob6aeneHo uHGOPMUPOBaHME MoMb3oBaTeNs O MepeBoae WHTepdenca B
COCTOSIHWE DOWN NPU U3BMEHEHUUN VRF;
McnpaBneHa npobnema nepemelleHnss nHtepdernica B aecdontHein VRF npwm
BbIMOMHEHUN KOMaHAbl no ip vrf;
McnpaBneHbl owMOKM B KOMaHAaX ip connection statistics, ip connection max-
sessions,
Ona 3apgaHua IPv4 apgpecoB (Bkntodas dopmaTtbl C MacKkoWn) paspeLleHo
MCrnonb3oBaHMe  TONMbKO  AECATMYHOro  npeAcTaBfeHnd,  BOCbMeEpUYHOEe
npeacraBneHne ¢ NMANPYILWMMN HYNAMU 3anpeLLeHo;

YnyuyweH Beog IPv6 agpecos;

7.5 CpeacrtBa obecnevyeHMs HAAEXHOCTU CeTH

o Bonding:

e ucnpaeneHa owwubka npu mameHeHun MTU Ha bond wuHuTepdenice ¢
Aob6aBneHHbIMIN B HEFO MHTEpdencamu;

e ucrpaBfieHa BO3MOXHOCTb u3MeHeHna MTU gna  wuHTepdencos
BKIMOYEHHbIX B 60OHA MHTEPdENCHI;

e pu OTKMYEeHMM OT bond-vHTepdpenca, NOOKIOYEHHbIE K HemMy

NHTEP(ENCbI COXPaHSAT CBOE aAMUHUCTPATUBHOE COCTOSIHUE;

7.6 KauectBo o6cnyxusaHus (QoS)

o nepenmMmeHoBaHbl KOMaHObl. show classes B show gos classes, show filters B

show gos filters;
class type cbqgl UCNPaBJi€EH ANaNa30H selection-size;
virtual-queue type gred: UCMPaBneH gnana3oH 3HAYEHUN queue-size, min, max,

avpkt (Henb3s ykasatb 0);
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HFSC: ncnpasneH running config;

gos type htb: UCApPaBEH AMana3oH 3HAYEHUN rate;

gos type red:MCMNpaBNeH AnanasoH 3Ha4YeHUN queue-size, min, max, avpkt (HESb3S
ykasatb 0);

virtual-queue type rio: UCNPaBJieH Ounana3oH 3HaYEeHU queue-size, min, max,
avpkt (Henb3sa ykasatb 0);

gos type sfq: WUCMNpaBJ/ieH Anana3oH 3HaYEeHUN queue-size, HEJb3A YKa3aTb
MeHbLLE 2;

gos type tbfl UCMpPaBJieH Anana3oH 3Ha4YEeHUN maxburst, latency-limit, buffer-
limit (Henb3sa ykasaTb 0), Takke wucnpaBneH TUMN napameTpa rate (Tenepb He
Nno3BonsieT BBECTU 3aBeOMO HEBEPHOE 3HAYEeHUe);

gos type wred. WUCNPaBJIEH TUM NApaMeTpa queues (Tenepb He No3BOJ1AET BBECTU
3aBeIOMO HEBEPHOE 3HAYEHME);

virtual-queue type wred: UCMPaBeH gnana3oH 3Ha4YeHUN queue-size, min, max,

avpkt (Henb3sa ykasatb 0);

7.7 YnpaBneHue |IP-agpecauuen (IPv4/IPv6)

o Routing:

e BOCCTaHaBNMBaeTCA MpeAblayllee 3HAYeHUe distance, €CNU HOBOE

3Ha4yeHune no KakMm-nmbo npunynHam He yCtaHOBUI10Cb;

o MWcnpaeneHa 3arpyska mappyToB (ip routes) ana AMHamMuUyeckux uHtepdencos

(Ite/ppp);

7.8 MOHUTOPWHI U ynpaBneHue

LTE:

e HacTpouku lte-uHTepderca Tenepb HE UCYE3AKOT NPU COXPaHEeHMK/3arpyske
npoduns 6e3 nogknoyeHHoro lte-moaema;

e KOMaHOa show interfaces 1lte Tenepb OTOOpaxaeT WHdOpmaUUo O
HaCTPOEHHbIX, HO He NOAKNIYEHHbIX Ite-uHTepencax;

e pobaBneHa KOMaHOa no interface lte ANSA yAANeHUs HACTPOEHHbIX lte-
nHTepdencax;

o pobaBneHa nogaepkka bonbLlero KonudecTsa mogenen lte mogemos;

M3 CLI ybpaHa yacTb komaHg ansa gebara;
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KomaHaa system web timeout YAarneHa,;

[ob6aBneHbl KOMaHAbl no system ssh/telnet/tty timeout ANA cOpoca TamayToB
B OedonTtHble 3HayeHuda. [lpy aTOM ecnn TanmayTbl CTOAT B OedONTHbIX
3Ha4YeHunAX, TO OHN HE NOKa3bIBAOTCA B show running-config system-config,
,D,O68BJ'I€H8 KOMaHAa terminal feature allow-invalid-input, pa3pellaroliasn
BBO/, CUHTAKCMYECKN HEBEPHbBIX KOMaHA C O4YUCTKOM MNOSisi BBOAA,;

Bce cnyxebHble nHTepdenicbl Tenepb He OTOOpaxatoTCs;

WMcnpaeneH running-config koraa tunnel Haxogntcsa B He-gedonTHOM VIf;
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8 Bepcus 3.24.08 ot 20 nekabpsa 2024
8.1 UHTepdenchbl

o MWcnpaBneHa owmnbka Npy MCNONb30BaHUN PYCCKOrO A3blka B MMEHaXx hansios n

naponewn npu KonnpoBaHuu;
8.2 TyHHenupoBaHue

o Tunnel:
e JMChnpaBJieHa KOMaHOa ip address point-to-point,
e cnpasneHa owmnbka ¢ yaaneHuem point-to-point ip agpeca;
e ycnpasrieHa owmnbka ¢ HeBepHown ycTtaHoBkon MTU no ymonyaHuto;
e ucnpasneHa owubka co cbpocoM napameTpoB WMHTepdenca Mpu reset
interface,

o IPSEC, DMVPN, NHRP:

° /:|,06aBneHa KOMaHAa ip nhrp retry-on-error-timeout,

° ﬂ06aBﬂeHblKOMaHﬂblipsec retranmit period, ipsec retranmit tries;

e yckopeHa pabota DMVPN npu 6onbliom konmyectse TyHHernen (~100);

e pfobaBneHbl npegynpexaeHuss 0 HeobxoOuMMOCTM nepesanycka cepsuca
NHRP npn Heob6xoamumocTu;

e HacTpouku IPSec Tenepb NpMMEHAITCA aBTOMaTUYECKN nocne Beoda (HeT
HeobXo0aUMOCTUM BBOAA ipsec update, CM. CNPaBOYHUK KOMAHA);

e ucnpasneHa owwubka c otcytctBueM YycrtaHoBkM NHRP  shortcut-
destination U3 Npodanna;

o Tenepb Npy n3MeHeHMe Mtu Ha "BKNIOYEHHbIX ethernet-nHTepgencax He HyXHO
UX npegBapuTernbHO BbIKMKOYaTb - 3TO MNPOUCXOOAUT aBTOMAaTUYECKu, nocre
N3MeHeHNa mtu MHTepdenc BOCCTaHOBUT CBOe cocTosiHMe. KacaeTcsa KoMaHg ip
mtu, [no] enslave(M3 interface bondx no interface bond|br, include, exclude
(M3 interface br)

o WcnpaBneHa owmnbka npm KONMPOBaHMM N OYUCTKE FNIOTOB pppoe U pptp CEPBEPOB;

o MWcnpaBneH BbIBOA show running config ANA KOMaHAObl server-address fqdn (U3

vpn client);
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8.3 ®dyHKuun L2

o Bridge:

vyoaneHa HeucnoJjibdyemaad KoOMaHAda [no] hash-table-size (VI3 interface
br);

UcripassieHa KOMaHOa ageing-time (VI3 interface br): 3Ha4yeHune T1o
ymonyanumio pasHo 300 ¢, 4To oTobpaxkaeTcsl B KOMaHAE show intrefaces
br, 3HadyeHne 0, Tenepb coxpaHseTcsa B npodannax M ykasblBaeT Ha
NOCTOSIHHOE XpaHeHue 3anucen B FDB;

uo6aBneHa KOMaHda no max-mac-addresses OTMEHAKOLWAA OrpaHM4eHnA Ha
MakcumanbHoe konndectso MAC-agpecos;

KOMaHAa show interfaces br NoKasblBaeT MHGOPMaLMO 00 OTCYTCTBUM
orpaHnyeHuin Ha konundectso MAC-aapecos;

UcripasJieH BbiBO4 KOMaHObl show spanning-tree br <num> mac-addresses

count, T€MNnepb BbIBOAUTCA LieJ10e HYNCIO,

o MWcnpaBneHa owwubka aBTOMATMYECKOrO MNOAHATMS vlan npu  HenosnHon

KOH(purypaumm gpyrmx vlian-nHtepgemncos;

8.4 ®yHkuuun L3 (IPv4/IPv6)

o WcnpaBneHa owmnbka B KOMaHOax show mac-address-table learn-limit, show

port-security [MMPWU BbI3OBE WX nmMbo U3 interface range WIN U3 peEXNMa

interface, OT/IMYHOIO OT interface switchport. B pesdynbTate n3MeHeHWUn

BblIBOAMMbIE 3HAYEHUA BCerga onpenendarTcd aprymeHtaMmm KoMmaHabl (J'II/I6O and

BCeX MHTepdencos, nMOO ANs KOHKPETHOr0), HO He TEeKyLUM WHTEpP(ENCHbIM

peXnMom;

8.5 dyHKuMM ceTeBOM 3aUTbI

o ACL/Filter/Mangle list/NAT:

ncnpasneHo noBegeHmMe KoMmaH [nolip/ipvé filter, [nolip/ipv6 mangle-
list;

npn pobaeneHun nepsoro ACL u He yCTaHOBMEHHOW policy, OHa
yCTaHaBnMBaeTCsd aBTOMaTUYECKN B permit;

Hymepaums ACL yctaHoBneHa He c 0, a c 1;
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pobaeneHa komaHaa yaaneHna scex ACL, a Takke policy Yepes KomaHay
no ip/ipvé filter/mangle-list 6€3 ykasaHus nmeHun ACL;

B KOMaHAaX [nolip access-list yAall€Hbl HaCTpOVIKM dodso, dodeso,
HaCTDOVIKa time-range ,D,06aBJ'IeHa B show running-config;,

ncripasJsieHo rnoeegeHmne KoOMaHabl ip access-list C time-range - TEMEPb
BBO[ time-range Tpe6yeT BBOAA KaK MWHMMYM OAJHOro npasuna, K
KOTOPOMY OH NMPUMEHAETCH,

ncnpasneHb! OWKnBKN B KOMaHAAX [nolip access-list, KOTOpble MOl
npnBoanTb K HEMOJNMTHOMY BBOY HEKOTOPbLIX NMapaMeTpoB,

B KOMaHO€e ip mangle-list YAaneHbl HACTPOMKU set-dodso, set-dodeso,
remove-dodso, remove-dodeso, set-ipdf,

ncnpasrieHbl OWNOKM B NOBEAEHUN KOMaHAbl ip tcp connection max-
sessions, KPOME 3TON0 caMa KOMaHAa nepemmMeHoBaHa B ip connection
max—-sessions,

ucnpaeneHa owwnbka B MNOBEAEHUMM KOMaHAbl show ip connection
statistics MPWU 3anyCKe €€ B vrf,

ncnpasneHb! OWKnOKN B CMHTAKCUCE KOMaHAbl ip nat, npmueogumBLLne K ee
HecoBMeCTUMOCTU C BbIBOOAOM show running-config nat U HEBO3MOXHOCTU
yKasaH1sl KOPPEKTHOM NO3ULIMN BCTaBKMN NpaBuia B LLEMOYKY;

NUcnpaBfieHO HEKOPPEKTHOe noBedeHne u coobuweHns o6 owundbkax B
KOMaHAOaX [no] 12 access-list, [no] 12 filter, [no] 12 mangle-list MPU
BCTaBKe CeMaHTN4YeCKN HEKOPPEKTHbIX NpaBuIi;

AobaBneHa BO3MOXHOCTb yOaneHusi NOSIHOW LEernoYkuy, a He OTAENbHOIO ACL
B KOMaHOaX no 12 filter, no 12 mangle-list,

ncrnpasneH YaCTUYHO HEKOPPEKTHLIN BbIBOA KOMaH show running-config
12-filtering/l2-mangle-list/l12-access-1list,

napameTp set-skb-prio B KOMAHAE 12 mangle-list OFPaHUYEH BENNYUHOWN
63 (6 buToBOE HGe33HaKoBOE YMCHO);

McnpaBneHo NOBEAEHNE ininterface/outinterface NPU 4OOABNEHUN ACL B

ounNbTPSLI;
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8.6 YnpaBneHue IP-agpecauuen (IPv4/IPv6)

o DHCP:

DHCP knueHT Tenepb yCTaHaBNUBAET classless-static-routes (Option
121) npu nx Hanuyum B npeanoxeHnn ot DHCP cepsepa;

DHCP knueHT Tenepb yctaHaeBnuBaeT MTU npu Hanuyum option 26 B
npeanoxeHun ot DHCP cepgepa;

DHCP knueHT Tenepb ycTaHaBnNMBaeT MapLUpyT no ymonyenuto (option 3) ¢
distance 254, oo atoro 6bi10 1;

DHCP «knueHT Tenepb yganseT MapwpyT Mo YMOSYaHUIO npu
EXPIRE|FAILIRELEASE|STOP, go atoro He ygansn;

DHCP «knuneHT Tenepb OOHOBNSAET MapwpyTbl MO YMOJSHAHUIO NpU
nameHeHnn wno3oB no ymonyanuumio (RENEW|REBIND), go atoro He

obHoBNAMN;

o Routing:

pobaBneHbl KOMaHabl ip route [vrf VRF NAME] dhcp;

Tenepb ANA yAaneHus MapLUpyTOB He HYXHO YkasbiBaTb M3ObITOYHbIE
napamMmeTpbl (description, tag, track, distance);

ucnpaeneHa ownbka C HEBO3MOXHOCTbH 3afdaHWsa  OMUMOHAaNbHOro
UHTepdenca B [no] ip[v6] route [vrfl;

ncnpasneHa owmnbka ¢ yCTaHOBKOW MapLupyTa no ymonyanuto ¢ VRF npwu
3arpyske npodanna;

ucrnpaeneHa owubka C yCTAHOBKOW MapLupyTa 4epe3 YKa3aHHbIN
NHTepdEenc Npu ero ykazaHMmM COBMECTHO C apecoM LUNK3a;

ncnpasneHa owmnbka ¢ HakonneHnem DHCP mapLupyToB No yMOnyaHuio;

@) I/IcnpaBneHa OLINDOKA B show running-config dns-proxy,

@) l/IcnpaBneHa owmnbka B show running config dhcp,

8.7 CpeacrTBa obecnevyeHUs HAOEXKHOCTU CeTn

o Bonding nHtepdeic:

nmcnpasreHa KOoMaHOa mode active-backupl|balance-albl|balance-tlb,

KoTopas He cbpacbiBana paHee YCTaHOBMEHHbIN primary-interface;
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KOMaHOa show interfaces bond TeENepb 0To6pa>KaeT npaBUIIbHYIO
Mchopmau,mo, eciin primary-interface He yCTaHOBJIEH and

COOTBETCTBYHOLLMNX PEXNMOB;

8.8 MOHUTOpPMHI 1 ynpaBneHue

o XypHanupoBaHue:

o OSPF:

pobaerneHa KOMaHAa copy debug-report, COOMpalowas BCO OTNALOYHYHO
MHOPMaUNIO C YCTPOMNCTBA;

yaarneHbl KOMaHObl HACTPOWKM NapamMeTpoB JIOTMPOBaHUS 1og access-10g;
AobaBneHa kKoMaHaa OYUCTKU BCEX JNIOFOB clear log all, CTApOE 3HaAYeHue
napameTpa all B 3TOM KOMaHAaX (clear log <log type>)yOarneHo (Tenepb
BCEerga fnorn o4unLLarTCsl CO BCEMU CBOMMW apXmBaMmn);

nobasneHa QYHKUMS NepUoamnyecKkoro KonupoBaHUs foros (napameTp
interval B KOMAHOE copy log), M3 KOMaHObl copy log yAarieH napametp
no-archieve, uo6aBneHa KOMaHAa no copy log.

M3MeHeH crnocob ynakoBKM BCEX FOrOB - Ternepb OHW nepegarTcs B
3aMnakoBaHHOM B tar.gz BUAe U UMS Ha3Ha4yaeTCca aBTOMaTU4eCKn No Tuny

nora v gare;

vyoaneHbl KOMaHObl [no]ipv6 ospf hitless-restart, [no]lip ospf hitless-
restart, restart ospf hitless, restart ipv6 ospf hitless;
ncnpaBrneHo noBeaeHMe KoOMaHO restart ldp/ospf/ipvé ospf/bgp/rsvp

graceful U yny4dlweHa JOKYyMEeHTaUnAa no 3TMUM KOMaHOam;

o USB/SAMBA:

nucnpasneHa npobnema c BO3MOXHbIM HeyaaneHnem obuwen nankv npu
OTKIMoYeHUn usb-dnewkn;

B KOMaHOaX show usb media, umount T€Nepb HEJIb3A YKa3aTb 3anpeLleHHble
CUMBOISIbI B KA4e€CTBE NapamMeTpoB;

pobaeneH aBToOMaTU4eCcKnin nepesanyck samba-cepBepa npu U3MeHeHUn
€ro HaCTpoeK,;

pobaBrneHa KoMaHOa no comment YyAanawowasi KOMMEHTapum K obLuen

narike,;
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e B KOMaHO€ audit M3MEHEH MapaMeTp none HaA disabled, Tenepb Audit
options OTO6pa)KaI-OTCFI KOMaH,ElOVI show samba shares BCerga,

e ycKkopeHa paboTa KOMaHAbl show usb media
McnpaBneHa npo6nema B KOMaHAO€ system wupgrade T[MPU UCMNOJIb30BaAHNN
HeaHOHMMHOro goctyna no ftp. Kpome atoro, gobaesneHa pacwmdpoBKka KOO0B
owmnoboK curl, KOTopble MOryT BO3HUKATb MPU NEPECHISIKE;
M3meHeHO noBefeHne KoMaHabl sort, Takke AobaBneH napameTp version ANA
yny4eHus cnocoba CopTUPOBKY;
YBenuyeHa gnvHa paspeLleHHoro nyTn 4o hannosB B KOMaH4ax system upgrade;
WcnpaeneHbl npobnemMbl ¢ aBToMaTtnyeckum MoHTupoBaHnem flash-Hakonutenen
npv nepesarpyske;
l/IcnpaBneHa owwmnbka Npn yKa3aHUN severity alert B KOMa@HA€ 1log syslog
facility,
M3meHeH cuHTakcuc komaHg konupoBaHus Ha/c flash-Hakonutenen ons opnevpn:

import, export,
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9 Bepcus 3.24.07 ot 22 oktabpsa 2024
9.1 UHTepdenchbl

o PaboTta ¢ koHGUrypaumMoHHbIMU NPOOUNISMN:

e B cuctemy gobaBneH KOHGUrypaumoHHbIN Npouib C UMEHEM default,
KOTOpbIN MoOnb3oBaTenb W3MEHUTb He CMOXeT, OOHako OH Oyaer
OOHOBNATLCA C HOBOW MPOLLMBKOW, HE 3aTparnBas startup NPOPUb. ITO
AacT BO3MOXHOCTb MOJSib30oBaTeNO0 UMETb Pe3epBHbIN BapuaHT npoduns,
KOTOPbIN MOXHO nMbO 3arpy3uTb U MNOTOM MOMEHATb, NMMBGO KOMaHAon
export CKOMUPOBATb KaKyk TO 4YacTb NPOMuna, KOTOPYHO Kak-To noBpeaunu
Nnpw HaCTPOMKe YCTPOMCTBA;

® KOMaHAA startup-profile UBMEHEHA HA boot-profile;

e B KOMaHAOe show profile KItOMeBOe CNoBo startup M3MEHeHO Ha boot;

e 3anpelieHo coxpaHeHue npodansioB C MMEHaMW boot, last-loaded,
current,

e lcnpaBneHa owmnbka ¢ UMeHeEM NPOodUEN B KOMAHOE system revert;

e [Ina KOMaHAbl show profiles yAaneH napamMeTp sort, BMECTO HErO cneayeT
ncnonb3oBaTbh MoAMMUKATOP BbIBOAA | sort, TaKKe yaaneHa nHpopmaums
O nocrnegHenm 3arpy3ke npoduns. YnydweHa Tabnuua BbiBoAa
MHopMaUnn o NPOGUnsX;

e YpganeHa KomMaHga load null, €CNU HeET Apyrnx npocdpamnnos To boot-
npodanniom ByaeT default Npocann,

e KomaHga show profile Tenepb Bcerga rMoKa3blBaeT COAepXuUMoe
npodanna, napameTp detail yAasneH;

e KomaHAabl show system rollback U show system rollback-files-number
AOCTYNHbI N3 NMoBOoro pexuma;

e KomaHabl show system rollback W show profiles rollback BbIBOASAT
COOTBETCTBYHOLLYIO WH(OpMaUMo, ecrim Toyka oOTkaTta COOTBETCTBYeT
KakoMy-TO npocusio;

o HacTtpownku rpynn nHTepgencos:
° ﬂ,06aBJ'IeHbI KOMaHAbl interface range tunnel, [no] ipsec apply,
e [lnanasoH rpynn uHTepdenmcoB B KOMaHOaX interface range, show

interfaces range HOpManudyeTcda nOnd yaaneHud ,D,y6J'II/IL|,I/IpyPOLLI,I/1X
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nHTepencos. Kpome aToro, npu 3agaHUM HOMEPOB 3anpeLleHbl
nuavpylowue Hynu;

e /13 pexxMoB HaAcTponKu rpynn HTepdencoB yaaneHsl KOMaHabl: [nolbfd
session, [no]l2vpn-vpws, [no]1l2vpn-vpls, [no]lmpls-12-circuit,
[no]lmpls-vpls, [no]vc-mode,

° yﬂ,aﬂeHbI KOMaHAObl interface range 1lo,

o HacTtpownka cMcTeMHOro BpeMeHu:

¢ lcnpaBneHa npobnemMa 4yacoBbIX NOSCOB, HE NO3BOSSAOLLASA UCNOSb30BaTb
Ha3BaHWA MOKACOB, OTNUYHbIE OT <country>/<city>, Hanpumep GMT wnu
right/Africa/Ouagadougou.

N3meHeHus KOCHYJIMCb KOMaHA system clock timezone, show clock, show

clock dst, system clock dst,
9.2 TyHHenupoBaHue

o [ob6asneHo npeaynpexaeHune ecnu IPSec 6bin 3anyLUeH C NOMOLLBK ipsec apply
6e3s HaCTPOEHHOrIo 3apaHee ipsec secret,
O yAaneHa KOMaHOa ipsec secret update, TElMNEepb secret obHoBNsAEeTCA

aBTOMAaTUYECKM;
9.3 ®dyHkuun L3 (IPv4/IPv6)

o HacTtpowka ctaTMyeckon mapLipyTM3aunn:
e KomaHpa ip route: Tenepb blackhole mapwpyTbl MOXHO 3af4aTb TOSLKO C
MCMNONb30BaHMEM null;
e KomaHpa ip route: Tenepb blackhole mapwpyTbl MOXHO 3agaTb B
coYeTaHun C NnapaMeTpoM table;
O |/]CI'IpaBJ'IeHbI owundbkun B KOMaHOAX [nolipv6 router osp-area, [nolswitchport
port-security, reset interface,

O yaal'leHbl KOMaHAObl ip remote-address, ip unnumbered, ipv6 unnumbered,
9.4 ®YHKUMN CeTeBOM 3aUThbI

o SNORT:

e YnyduweH npouecc octaHoBa snort B KOMaHA4ax no snort, snort off, snort

restart,
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9.5 MOHUTOPWUHT U ynpaBrieHne

o O6HoBMEHME N HACTPOMKa CUCTEMBI:

e [lpouecc ob6HOBMEHMS NpOrpamMmMHOro obecneyeHust (system upgrade):
= BMeCTO Bu3apga gobasneH obbiyHbI pexxum CLI ¢ Banmpauuen
napameTpoB;
= pobaBneHa BO3MOXHOCTb YykasaHua nopTtoB ans http/sftp, BBoaa
nonb3oBatenen ans ftp/sftp;
* nopgaepxaHa 3arpyska rno IPv6;
* nogaepxaHa 3arpysku kak no IP agpecam, Tak 1 no XxocTHerimam (CMm.
ip host), Tak n no FQDN;
* nopgaepxaHa 3arpyska co Bcex gopmaTtoB USB HocuTenen, kotopble
MOHMMAET KoMaHaa usb media, BKNtoYasa LVM auncku;
= obecnevyeHa MUHMMarbHas NpoBepKa 3arpy)kaeMown NPOLUMBKUA Ha
BanNMOHOCTb AN NpefoTBpaLleHnsa 3arpy3ku 3aBe4OMO HEBEPHbIX
OaAHHbIX;
= pobaBneH KOHurypaumoHHHbI npocuns default, koTopbin Bcerga
OBHOBSIETCSA C HOBOW MPOLUNBKOW;
MN3meHeH naTtTtepH and nMeH XOCTOB B KOMaHAAaX system host-name, [no] ip host
B cooTBeTCcTBUMN ¢ RFC952 (gomkeH HaunHaTbCa ¢ ByKBbI, 3akaH4YnMBaTbCA OYKBOW
nnn undpon, cogepkatb TONbKO OYKBLI, LMdpPbI, TOUKY 1 Aeduc);
B «komaHOe firmware-upgrade WCMNpaBfieHa YA3BUMOCTb, CBSiI3aHHas C
OTKINIOYEHNEM watchdog TaiMepa Npu OTkase OT npoueaypbl 06HOBNEHMS;
YaaneHbl HEKOTOpPble BECCMbICIEHHbIE COYETaHUS OMUMOHanbHbIX NapaMeTpoB B
KomaHae host (IPv6 DHCP pool);
YBenunyeH TanmayT BbIMOSHEHNSA KOMaHAbl poe reset;
McnpaBneH owmnboYHbIn COPOC HACTPOMKN poe force power MPU USMEHEHUN poe
operation mode,
KOMaHﬂaeauﬂﬂe—ldpiyﬂaﬂeHblHapaMeprIigp—sync,no—igp—synd
MCHpaBﬂeHOHeBepHOGOTO6paMGHMeKOMaHﬂbIechaipv4sourceBshowrunnhmr

config,
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10Bepcus 3.24.06 ot 09 okTabpsa 2024
10.1 TyHHenupoBaHue

o IPSEC, DMVPN, NHRP:
e [lo6aBneHbl koMaHabl HacTponku npotokona Dead Peer Detection (DPD);
e Tenepb HACTPONKM TarMayTOB BCErga oTobpaxKatoTCs B show ipsec config;

L4 I/IcnpaBneHo ownboyHoe OTCYTCTBUE KOMAaH no ip address <IP ADDR>, no

ipv6o address <IPV6 ADDR>;

e VcnpaeneHa npoGrnema c oToGpaxeHMeM oros 6onbLIOro pasMepa;
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11Bepcus 3.24.05 ot ceHTAOpA 2024

11.1 TyHHenupoBaHue

@)

IPSEC, DMVPN, NHRP:

YckopeHa yctaHoBka 6ornbworo konuyectsa (~100) NHRP TyHHenen c
BbIKMo4YeHHbIM IPSec;

McnpaBneHa owmbka pacCMHXpOHU3aumnen npumeHeHnsa Hactpoek IPSec n
ycTaHoBKM |IPSec coeguHeHust (show log syslog | grep "no config
named");

YcKkopeHa 3anucb KOHUrypaumoHHbix gannos IPSec;

YckopeHa otcbinika NHRP Tpadmka npu 3arpyske npodannos ¢ 60nbwmnm
konuyectsoM (~100) TyHHenen n loopback nHTepgencos;

McnpaBneHa npobnema C nepuoauyeckn cryvarwwmMmcs 3aBUCcaHMeM
KOMaHAbl system reboot,

WcnpaeneHa npobnema co cbpocom switchport-oB npu 3anpoce CTaTUCTUKK
no ceTeBbIM UHTEPencam;

l/IcnpaBneHo ornncaHme KoMaHpAd option vendor-encapsulated-options U

vendor-class-identifier gnd DHCP pools;

Bepcusa 10.0

46



Bepcusa 3.24.04 ot ceHTsa6pa 2024 Release Notes

12Bepcus 3.24.04 ot ceHTAOpA 2024
12.1 ®DyHKumn L2

o Spanning-tree:

e lcnpaBneHbl coobLieHnsa o6 owmnbkax B KOMaHgax spanning-tree;

3anpelieHo gobaenenne n yganeHme MSTI 0 B KoMaHAax [no] spanning-

tree mst instance;

McnpaBneH BbIBO[ spanning-tree link-type B KOMaAHOE€ show running-

config spanning-tree;

YnyyweH naTttepH ana Beoga AuanasoHoB VLAN ID ans komangbl

[no]vlan;

YnydweH naTttepH ana BBoga AuanasoHoB VLAN ID gna komaHabl

[no]lswitchport trunk allowed;

YnydweH nattepH ans ssoga avanasoHoB VLAN ID gnsg komaHgbl show

vlan;

YnyyweH naTttepH ana Beoga AuanasoHoB VLAN ID ans komangbl
[no]spanning-tree mst instance vlan;
o Storm-control:
(] McnpaBneHa(muM6Ka B KOMaHA€ show storm-control cyclic-counters
KOTOpaA HeEBEPHO pa60Tana npwv yKkasaHUn KOHKPETHOro Tuna Tpadouka;
e lcnpaBneHa owmnbka B KOMaHOE clear storm-control cyclic-counters

KOTOpas HeBepHO paboTana npu ykazaHuUM KOHKPETHOro Tuna Tpadvka
12.2 ®yHKUMM CETeBOW 3aLUUTDI

o SNORT:

o [lo6aeneH SNORT B pexumax getektmpoanus (IDS) n 6noknposkm (IPS):
o [lonb3oBaTenu u [pynnbl:
e [loBblweHO TpeboBaHMe YPOBHS NPUBUIIErMA ONA KOMAHAb!: system telnet
authentication-method;
e [loBbllWeHO TpeboBaHME YPOBHSA NPUBWUIIENMA ONI1 KOMaHObl: system ssh
authentication-method;

e [loBblleHO TpebGoBaHWE YPOBHSA NPUBUNErM AONsi KOMaHObl: radius

server; tacacs server;
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e [loBbllEHO TDGGOBaHVIe YPOBHA I'IpVIBI/IJ'IeFVII7I ana KoMaHAbl: no radius

server;
e [loBbllIEHO Tpe6OBaHI/Ie YPOBHA I'IpI/IBl/IJ'IeFI/IIZ Ana KomaHgbl no tacacs

server,
L I/IcnpaBneHa YA3BUMOCTb KOMaH[ username add W username edit,

No3BONAKOLANA BbINONMHUTL KOMaHAy linux npy BBOAE Naposs.
12.3 YnpaBneHue |IP-agpecauuen (IPv4/IPv6)

o DHCP:
e Tenepb ipvb KNMEHT CTapTyeT KOPPEKTHO;

o [lo6basneHa komaHaa dhcp-cepBepa no option subnet-mask;
12.4 MOHWUTOPUHI N ynpaBneHue

o HacTtpownka nHTepdencos:

e [lobGaBrneHa koMaHga HaCTPOMKU TPYynn UHTEPAENCOB: show interfaces

range;

e [lo6GaBneHa koMaHLa HaCTPOWKN rpynmn MHTEPEENCOB: show range;

e [loGaBrneHa koMaHga HaCTPOMKU TPynn UHTEPPENCOB: interface range
ethleth-vlan|lol|switchport|vlan;

o LTE:

e [lo6aBneHa komaHaa lte mode OnNa M3MEHEHUs pexuma Mexay single W
multi, @ TAKXKe show lte mode OJ14 NMPOCMOTpPA;

e Pexum multi paboTaeT TakkKe, Kak U paHblue: Has3BaHus MHTepdencos
Ha4YMHAKTCA C 1ltel, pPasHbiM MOLENAM BblAAKTCA pasHble WMeHa
NHTEPdENCOB;

e B pexume single [OCTyNneH TOMbKO OAWH MOAeM C (OUKCUPOBAHHbLIM
UMEHEM 1te0;

o PoE:

e WcnpaBneHa paboTa KOMaHObl poe force power MPU aGMUHUCTPATUBHOM
BKITHOYEHNW/BBIKIMIOYEHUN NHTEPAdENCa;

e [lo6aBrneHa kOMaHOa poe reset, KOTOpPAdA Nepesarpyxaet KoHTponnep PoE

M 3aTEM BOCCTaHaBJIIMBAET €ro HaCTpOI7IKI/I;
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e KomaHaa poe restart Tenepb oOcyllecTBnaeT nepesanyck PoE 6es
nepesarpysku KOHTponnepa;
o Telnet:
° I/IcnpaBneHa KOMaHOda system telnet vrf vrf name port (I'Ipl/l
oTcyTCTBYIOLWEM VIT);
(] I/IcnpaBneHa KOMaHOa NO system telnet whitelist;
o SSH:
. l/IcrlpaBneHa KOMaHAa system ssh vrf vrf name port;
(] ﬂo6aBneHa KOMaHOa NO system ssh port;
e lcnpaBneHa KOMaHOa no system ssh listen-address;
o Syslog:
° uo6aBneHa KOMaHAOAa log syslog facility severity [only];
(] D,O68BJ'I€H8 KOMaHOA no log syslog facility severity [only];
° uo6aBneHa KOMaHOAa no log syslog facility severity [only];
(] D,O68BJ'I€H8 KOMaHOA show log syslog facilities;
o SNMP:
e [lo6aBneHo oTobpaxkeHne napons ansa wudpauun Tpaduka Npy Hannyunm
B show snmp user (TaCK 2563);
e 3anpeweHo nameHenne tmna SNMP community (Tack 2561);
o [lo6aBneHo oTobpaxeHne naposnsi Nofb30BaTENS B show snmp traps;
e [lobaBneHa KOMaHOa show snmp mib walk;
e 3anpeweHo yganeHne SNMP cepsepa n3 gecdontHoro VRF (no snmp vrf
default);
e 3anpeuweH 3anyck gsyx SNMP cepsepoB B ogHOM VRF (snmp on, snmp on);
° D,O6aBJ'IeHO 0To6pa>|<eH|/|e KOMaHAbl snmp vrf VRF NAME B show running-
config;
e [lob6asneHo otobpaxkeHne coctossHusa SNMP cepBepa B show snmp;
o TACACS:
e VcnpaBneHa npobnema KOMaHAObl tacacs server CBf3aHHaaA C
LWndpposaHnemM naponen;
o RADIUS:
e lWcnpaBneHa npobnemMa KOMaHAbl radius server CBfiI3@aHHass C

LWwndopoBaHNEM naponewu;
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e WcnpaBneHa komaHga radius-test npu pabote C onuMoHanbHbIM
napamMeTpoM auth-type;
o YpaneHa komMaHAa show bi-1lsp;

o MWcnpaBneHa paboTa show log daemon U3 HEKOHGUIYPALNOHHBLIX MEHIO;
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13Bepcus 3.24.03 ot urons 2024

13.1 MOHUTOPUHr N ynpaBneHue

o Telnet:

pobaeneH telnet-knueHT: telnet [port | [vrf |;

nogaepxaHa KoHdurypaumsi Hactpoek telnet-cepsepa Ha vrf komaHgamu:
[no] system telnet [vrf <vrf name>].[lpn co3gaHum KoHUrypaumm Ha
HecyLlecTByoLweM vrf BblgaeTcs ogHOKpaTHOe npeaynpexneHue;

npw nonblTke 3anyctutb telnet-cepsep Ha HecywecTByoweM vif BolgaeTcs
npegynpexaeHue;

pobaeneHa komaHa telnet-cepeepa: system telnet restart;

nobaerneHbl koMaHabl telnet-cepBepa (M3MeHeHMe nopTa): [no] system
telnet [vrf <vrf name>] port;

pobaeneHbl kKoMaHapbl telnet-cepBepa (MameHeHwue listen-address): [no]
system telnet [vrf <vrf name>] listen-address,

nobasneHbl KoMaHabl telnet-cepeepa (M3MeHeHMe cnucka AocTyna): [no]

system telnet [vrf <vrf name>] whitelist,

o SSH-cepsep

y6paH KIMKOY force ON1A KOMaH [no] system ssh vrf <vrf name>, TENEPb
BblJaeTCA OOHOKpaTHOe npeaynpexaeHne o co3aaHuum KOHdJVIpraLI,VIVI
cepBepa Ha HecyllecTBytoLlem vrf;

npu nonbiTke 3anyCtnuTb CcepBep Ha HecCyLleCTBYHLUEM vrf BblgaeTcs

npeaynpexneHue;
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14Bepcus 3.24.02 ot urons 2024
14.1 TyHHenupoBaHue

o IPSEC, DMVPN, NHRP:

(] I/IcnpaBneHa oLIMbKa ¢ 3aBUCAHNEM show ipsec status, show ipsec status
all Mpu ycTaHoBke 4-X 1 bonee coeanHeHun Oo HeOOCTYNHbIX MNUPOB;

° l/IcrlpaBneHa oLwndkKa ¢ 3aBMCaAHMEM show ipsec status, show ipsec status
all MPWU YCTaAHOBKE COEAMHEHUW [0 HeAOCTYMHbIX MUPOB B TeyeHue
NpoaoINKUTENbHOIO BpEMEHU

o OPENVPN server:

e pobGaBneHbl OnMMCaHMe M HEKOTOpble MPOBEPKM ANA KOMaHAbl server-
address VPN cepBepa,;

e KomaHabl punbtpaumm seisoga CLI:

e ycnpasrieHbl NpobnemMsl C 04MHAPHBIMKU KaBbl4kaMy B KOMaHAax grep, sep,

cp, sftp, tftp (B perynspHom BbipaxxeHun B grep 1 umeHax annos);
14.2 ®yHkuum L3 (IPv4/IPv6)

o NAT, ACL, IP ROUTE:

e ucnpasneHa owwnbka pabotel NAT ¢ agByms m 6Gonee npasunamm
(Hanpumep, destination n source) n Windows-knmneHTa;

e ACL: wucnpaBneHa owwubka, koTopasd, nMpuv MOMbITKE yOaneHus
HecyllecTBylOWEero npaeuna W3  access-list C  €OWUHCTBEHHbIM
CYLLECTBYIOLLMM NPaBUOM, NPUBOAMNA K YOANEHWUIO access-1ist;

e ACL: ucnpasneHa owwubka, KoTopas npu nonbiTke yaaneHns HEeKOTOPbIX
npaBun (Hanpvlmep, no ip access-list <list name> protocol <pr_num>)
npmeoaunna K yganeHuto BCero access-1ist,

e uCrpaBfieHa MepuoaMyeckn BO3HMKawLWaa owubka npu paboTte C

KOomMaHgamu ip route: "utf-8 codec can't decode byte";
14.3 YnpaBneHue IP-agpecauuen (IPv4/IPv6)

o DHCP:
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e lClMnpaBrieHa pa60Ta KOMaHO npu YyKa3aHUMU HECKOJIbKMX MNapamMeTpoB
OOHOBPEMEHHO: option policy-filter, option static-routes and option
classless-static-routes,

e ucrnpasneHa owmnbka npu 3anycke ipv6 dhcp KNMeHTa: ipvé address dhcp;
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15Bepcus 3.24.01 ot urons 2024

15.1 TyHHenupoBaHue

o IPSEC, DMVPN, NHRP:

Ho6aBneHa HacTponka Ncnonb3oBaHWs NpoTokona mobike, BbIKIHOYEHO no-
ymon4yaHuio. PaHee 6bIno Bceraa BKIHOYEHO;

BkntoyeHue/BbikntoveHne  cepsuca  IPSec  Tenepb  npousBoauTtcs
aBTOMaTU4eCKNn npu npumeHeHun [no] ipsec apply Ha wHTepdewnce,
KomaHAabl ipsec on/off yaaneHsl;

WcnpaeneHa owwubkac OTCYyTCTBMEM OTMpaBKM COOBLEHUs O paspbiBe
coeiHeHUs nocne ycTaHoBneHusa IPSec coeanHeHuss u nepesarpyske
NPOM3BONbLHOIo Npodanna;

PeanusoBaHa cxema NOBTOPHOM ayTeHTUunKaumm
IPSec make_before_break - cHavyana  ycTaHaBnuBaeTcs  HOBOeE
coeavHeHue, 3aTeM yaanseTcsa ctapoe, 40 3Toro 6b1rio HaobopoT;
McnpaBneHa owwubka C BO3HUMKHOBEHMEM OybnukaTtoB  CKPUNTOB,
nogHumarowmnx IPSec coeguHeHne, NpuMBOASAWNMA K 3aBMCaHUIO
KOMaHAbl show ipsec status npy NPoAOCMKUTENBHOM PU3NYECKOM paspbiBe

coeaNHEeHUS;

o TyHHenu:

o PPTP:

[obGaeneHa npmBsa3ka TYHHENs K WUHTepdency no ero umenu tunnel ...

source eth2 ....;

pptp KnNueHT: Tenepb KoMaHga no shutdown TpebyeT HacTponku agpeca
cepBepa;

ncnpasneH HeBepHbIM BbiBOA owmnbku Error while change state gns pptp
KNNEHTa;

pptp knueHT: ipv6 address Tenepb coxpaHseTca B npodhanne;

pobasneHa komaHga log level ansa pptp cepsepa;

komaHga no shutdown Tenepb oTobpaxaetca nocneaHen B running config

ansa pptp cepsepa/knuenTa;
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15.2 KauvecTtBO o6cnyxuBaHusa (QoS)

o wucnpaeneHa komaHga show qos ans ancuunnudel FIFO (pfifo)

o YnpaeneHue IP-agpecaunen (IPv4/IPv6)

o DHCP:

nucnpasneHa kKomaHga no option vendor-encapsulated-options;
ncnpasneHa komaHga identity ans dhcp cepsepa;

ncnpaeneHa komaHga no ip ansa dhcp cepsepa;

nucnpasneHa kKomaHga option static-routes, koTopas Tenepb peanusyeT
onuuio 33 ansa dhep cepsepa;

pobaeneHa kKomaHaa option classless-static-routes, koTtopasa peanusyeT
onuuio 121 ana dhcp cepsepa;

ncnpasneHa komaHga option tftp-server-address;

ncnpasneHa HeBepHas 3arpyaka 1u3 npodhanna Hactpoek DHCP;

15.3 MOHUTOPUHr N ynpaBneHue

o KomaHabl punbTpauum Beisoga CLI:

and oonbLMHCTBA KOMaHA show Tenepb AOOCTYMHbI (*)VIJ'Ipry}OLIJ,VIe
MO}J,I/I(DI/IKaTOpr, KOTOpPbl€ MOXHO BBECTU B KOHLIe KOMaHAbl Nocrie CMMBOIia
B [

C nNOMOLWbK 3TUX MO,D,I/I(*)I/IKaTOpOB MOXHO OCYLUECTBIIATb d)yHKLl,I/II/I
C*)I/IJ'IpraLI,I/IM, COPTUPOBKKN BbIBOOUMMbBIX OaHHbLIX, a TaKXeé COXpaHEHUA
BblBO,El,I/IMOVI MHd)OpMaU,I/II/I Ha BHELWHUNX HOCUTENAX U CepBepax,

TN OOCTYMNHbIX MO,D,I/I(DVIKaTOpOB npun Hanndnm ykasaH B AOKyMeHTauun B

naparpadge "Moaundurkatopbl BbiBoga" COOTBETCTBYHOLLEN KOMaHAbI;

o YnydweHbl KOMaHAbl copy, AobaBneHbl onuuu timeout, oTnpaBku No Ipve U

[OMEHHOMY MMEHW, Takke Tenepb 3TW KOMaHabl MOXHO npepBatb no Ctrl+C:

copy profile;

copy log;
import/export Anga vpn knueHTa/cepeepa;

o ucnpaeneHbl owndkn npu gobaeneHun nonb3oBartens Samba nnu ero napons; --

MOHUTOPWHT U ynpaBrieHne
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o Tenepb koMaHay end BMOHO B CMWUCKE [OOCTYMHbIX KOMaHA;, -- MOHUTOPUHI W

ynpaeneHue
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16Bepcus 3.24.00 ot utoHsa 2024
16.1 WHTepdencobl

o B nHTepdencHbin pexnm eth noptoB gobGaBneHa kKOMaHAa [nolallmulti;

O WCMNpaBNeHO HeBepHoe OTObpaKeHWe description CETEBOro MWHTEpdenca B
KOMaH€ show running-config ethernet MPU HalIM4NnN B HEM npo6en03;

O uCNpaBneHo HeBepHOe OTOOpaXeHue description MHTEP(ENCOB, VRF a TakKke
vpls-description B show running-config MPU HalIM4nn B HEM npo6en03;

o yaaneHo coobuleHne o6 ownbKe No such device, BO3HUKaOLWEE B KOMAHAE show

ethtool <ifname> MPU MHTEP(ENCE B LUATAAYHE;
16.2 TyHHenupoBaHue

o IPSEC, DMVPN, NHRP:

e npu HacTtporke IPSec Ha multipoint TyHHene ycCTpOMWCTBO Tenepb MOXET
NpUHUMaTL 3anpockl Ha ycTaHoBKy IPSec coeanHeHna oo npuema NHRP
pekBecTa Ha perucTpauuio;

e oTnpaBka Next Hop cepsepy NHRP 3anpoca Ha perucrtpaumio Tenepb
OCyLLecTBNAeTCcsa nocne ycraHoBku IPSec coeanHeHus;

e ycnpasreHa owmnbka ¢ HeobxoaMMoCTbo BBOAA Npobena B KOHLE KOMaHA
ipsec apply, show ipsec config, no ipsec config;

e pnob6aBneHoO aBTOAOMNONTHEHME NMEH KOHGUrypauum B KomaHae ipsec apply;

e ucnpaeneHa komanga map B NHRP;

e ycnpasrieHa owmnbka ¢ oTobpaxkeHNneM KOMaHabl ip ttl U NapameTpa tos
ansa TyHHeJ'IeIZ B show running-config,

e B Ka4yecTBe Ha3HayeHus TyHHens Tenepb Henb3s ykasbiaTb 0.0.0.0;

e 3anpeuueH Beoa Asyx VTl TyHHenen ¢ oanHaKoBbIMbl agpecamMu UCTOYHMKA
N Ha3HaYeHus;

(] uo6aBneHa noAacka3ka K KOMaHOaM: pptp server, pptp client, show log

pptp-server, ipsec config,

16.3 ®yHKuum L2

o LLDP

e nogaepxka nameHeHna Chassis-ID: [no] 11dp chassisid,
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nogaep:kka TpaHcnsaunm KacToMHbIX TLV: [no] 11dp custom-tlv;
noaaepxka obbaABNeHMs kracca yctponctsa m TpaHcnauum LLDP-MED:
[no] 1ldp med-inventory,

MHO>XeCTBEHHOE 00 bsABNEHNE NONUTUK: [no] 11dp med-tlv-select policy,
nHTepgenc ¢ SNMP (komaHapbl [no] 11dp smnp);

nepeson KﬂGd)OﬂTHbIM 3HAYEeHNAM: no 11dp agent-type, no 11ldp mode,
ncnpasneHne HekoppekTHon paboTkl ¢ VLAN;

obHoBnenwue lldpd go sBepcun 1.0.17;

ynyJlieHne goKyMeHTauum no komaHgam LLDP;

D,O68BJ'I€H8 KOMaHOa no spanning-tree priority,

obHoBnEHa KOMaHOA show spanning-tree br,

16.4 ®yHkuum L3 (IPv4/IPv6)

o ip route:

ncnpasneHbl OWKBKM Npu 3arpy3ku npodanna;

ncripassieHbl OoLMBKM npn NSMEHEHUN NapaMeTpPoOB description, tag,

16.5 KauecTtBO 06CcnyxuBaHus (QoS)

o QoS:

ncnpaeneHa KoMaHaa clear qos statistic (WRED,GRED,RIO);
ncnpaeneHa komaHaa no qos (PQ ¢ comnbTpamm Ha knaccax ¢ id 6onblie
9);

ncnpaeneHa komaHga show gos (HTB simple);

16.6 YnpaBneHue IP-agpecauuen (IPv4/IPv6)

o DHCP knueHT:

pobaBneHa BO3MOXHOCTb YCTAHOBKW dhcp-client-id, COBMECTMMOIO C
Option 61 DHCP;
n3meHeHa npoueaypa nogaepxaHna DHCP coeguHeHus (napameTp hold B

ip address dhcpx
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pobaerneHa BO3MOXHOCTb AeTanbHoOro npocmoTpa coctosHua DHCP

KNMWEHTOB (show dhcp client);
ncnpaeneHbl owmnbkn npu yaganedmm DHCP agpecoB KOMaHOOM no ip[vé]

address dhcp,

o DHCP cepBep (koMaHabl ip dhcp pool, ipvé dhcp pool):

BanManupoBaHo Hanu4mne onuumn. AKTyanbHbIN CMNCOK:
(1,2,3,4,6,9,12,15,19,20,21,22,23,26,33,42,43,51,53,60,61,66,67,68,150);
pobaBrneHa KOMaHaa identity ANS U3MeHeHus client-id XxocToB yxe nocne
NX KOHUTYpUpoBaHUS;

pobaerneHa kKOMaH4a no ip ANs yoaneHusa agpecoB XOCTOB;

nobasrieHa BO3MOXHOCTb YCTAHOBKM KOMMEHTapueB ANA KOMaH4 host,
group, pool, option;

AobaBneHa BO3MOXHOCTb 3anpeLieHns Banuaaumm agqpecos U agnana3oHoB
npu MX BBOAE, a TaKkKe KOMaHda validate ANA obuwen Banuvaauuu
napameTpoB Nyna;

pobaeneHbl noackaskn CLI B kOMaHAbl range, host, group NPU BBOAE;
pobasneHa onuus 150(option tftp—server—addressx

B HaCTpOMKM XocTa ipv4 nobasrieHa BO3MOXHOCTb BBofa client-id BmecTo
mac-address (onuusa 61);

npoBepka aybnukatoB IP agpecoB, mac-address, client-id, duid npu
3aJaHun XOCTa;

ponucaHbl Homepa onumn DHCP (no RFC2132) B TekcToBble onucaHus
KOMaHz;

nogaepkaH BBO4 CEPBEPOB MO JOMEHHBbIM UMEHaM B option ntp-server,
routers, domain-name-servers, tftf-server-address, lpr-servers

mobile-ip-home-agent;

16.7 MOHUTOPUHr N ynpaBneHue

o NTP

AobaBneHa nogaepxka ipve, rae ee He 6bIno;
pobaerneHa noggepka 3anpewieHnst Unn paspeLlleHns NpocnyLmBaHng

ornpeaernieHHbIX ceTeBbIX MHTEPKENCOB;

noaaBneH BbiIBOA AedONTHbLIX NapaMeTPoB B show running-config ntp;
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pobaeneHa nogaepkka nyros;
nobaeneHa nogaep)kka napameTpoB maxpoll, minpoll B OUPEKTMBBLI ntp

server, ntp pool,

pobaerneHa nogaepXka ntp-options U3 dhcp (KOMaHAA [no] ntp dhep);

o USB/SAMBA:

nogaepxaHo MoHTuposaHne USB anckos 6e3 pasaenos;

nogaepxaH Samba goctyn k USB HocuTensm 6e3 Partition UUID;

o [lonb3sosatenu u Npynnbi:

pobaeneHa aBTopusauus Yyepe3 TACACS+H;

KOMaHOa show users MOKa3blBaeT CMMCOK foKamnbHbIX MOfb3oBaTenen u
aBTOPU30OBaHHbIX YaaneHHbIX Nofb3oBaTenen n Ux ypoBeHb NpUBUNErumn;
uo6aBneHa KOMaHOA show privilege, force-logout, system telnet
authentication-method,

vyoaneHbl KOMaHAdbl: aaa authentication list, system console
authentication-1list, system ssh login;

3aMeHeHa KOMaHOa system ssh authentication-list HA system ssh
authentication-method,

noaggep>xaHa BO3MOXXHOCTb aBTOpM3aLnn C HECKOJIbKUX CepBEPOB,;
nobaeneHa BO3MOXHOCTb orpaHmnyeHuna npUBUIErnmn yOaneHHbIX
nonb3oBaTesnien ¢ NOMOLLbI NapamMeTpa max-privilege KOMaHAbl system

ssh|telnet authentication—method(ﬂfﬁ1rathSﬁacaCS)

o PoE (tvn AT):

AobaBneHo geTekTMpoBaHue Hannuus PoE, BbiIBOg HOMepa peBU3NN B show
platform,

3anpeLLeHo nmeTb bonee aByx NopToB B pexume PoE+ (AT);

AobasrneHbl KOMaHabl yrnpasneHnsa PoE: poe on/off/restart;
ﬂ06aBﬂeHbIKOMaHﬂbIO6uu®(HaCTpOGK|30EIpoe temperature-alarm, poe
power-management power-limit-mode, poe power-management total-power-
mode, poe power-management disconnection-method,

pobaeneHbl komaHabl POE HacTpoOek MOpTOB: poe force power, poe
priority, poe operation-mode, poe power limit ppl, poe power limit

tppl;
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ﬂ,06aBJ'IeHbI KOMaHAbl MPOCMOTPa HaCTpPOEK PoOE: show poe, show poe
interfaces, show poe events

pobaBneHbl BpeMeHHble KOMaHAbl HacTpoek factory-default (GygyT
y,D,aJ'IeHbI)Zpoe save-settings, poe factory-default,

aobaBneHo onucaHne KoMaHz;

pobaeneHa orpaHnveHHas nogaepxka PoE tuna BT;

nucrnpaeneHa owunbka nNpu BBOAE OAMHOYHBLIX KaBbl4eK M O3KCnalen B
KOMaHOaX system ssh, ssh;

ncnpassfieHa KOMaHaa show power voltage,

B tftp pobaBneHa ouncTka [gomMallHeEro karanora, Mokas craTyca

3anyLleHHOro cepBepa U show running-config tftp,
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17Bepcus 3.23.01 ot anpensa 2024

17.1 TyHHenupoBaHue

@)

IPSEC, DMVPN, NHRP:

nepepabotaHa noruka HacTtponknm I[IPSec. Tenepb koHdwurypauus
NpOBOAUTCA B OTAENbHOM KOMaHAHOM pexume, 3aTeM KOHurypaums
NPUBA3bIBAETCS K UHTEPAIENnCy;
nepepabotaHa nornka Hactponkm NHRP. Tenepb koHdwurypauus
NPOBOAUTCHA B OTAENbHOM KOMaHAHOM pPeXUMe BHYTPU pexmMma HacTPpOWMKK
NHTepenca;
pobasneHbl komaHabl NHRP:
" nulticast Mmulticast ip - HACTPOMKA NEPECHINIKA MYNbTUKACTHOIO
Tpaduka;
" map - HACTPOMKa CTaTU4EeCKOro MannuHra agpecoB NPOTOKOMa Ha
NBMA apgpeca (B 17.4. ana Next Hop cepsepoB);
" cisco-authentication - HACTPOWMKa CiSco-like ayTeHTUdMKaumn;
» pobGaBneHa BO3MOXHOCTb 3a[aHMsI HECKOSbKUX dynamic-map Ha
nHTEepence;
pobaeneHa npuBsa3ka HacTpoek IPSec k TyHHenswMm, ethernet nHtepdencam,
sub-eth n vlan uHTepdernicam ¢ gobasneHnem Tpaduk cenekropa nns
Kakgoro nmpa;
nobaeneHa BO3MOXHOCTb 3afaHust Heckonbknx IPSec Tpaduk cenekropos
ans ogHoro nupa (IKEv2);
pobaeneHa BO3MOXHOCTb co3gaHus IpSEC site-to-site VPN Ha VTI
TYHHENSX;
pobaeneHa BO3MOXHOCTb co3gaHunsa IpSEC DMVPN Ha HeckonbKux
multipoint TyHHensX;
pobaBneHa BO3MOXHOCTb WHUUMMpoBaHuUs |IPSec coeguHeHusa npu
oBOHapy>xeHNss COOTBECTBYIOLLIETO Tpaduka - NapaMeTp connection route;
N3MEHEeHO noBeAeHne uHMUMMpoBaHusa |IPSec coeguHeHus - Tenepb
3anpocbl Ha MHULMMPOBAHME coeaMHEeHUs oTnpaBnstoTes kaxable 20 ¢, He

npekpaLias;
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e OOHOBNEHblI HacTpourkn IPSec no ymonyaHuio, B 4acTHOCTW, anroputm
X3OLMPOBaHUSA - shal, anroputm dudpcdu — XennmaHa ons nepeon gasbl -
modpl536;

e ucnpasneHbl ownbkMNHRP, B T.4. cBsi3aHHble C OTCYTCBMEM MPUBSA3KM

HacTpoek NHRP kK nHtepgency;

e vcnpaBrneHbl owmnbkn IPSec, B T.4. CBA3aHHble C OTCYTCBMEM MNPUBSA3KM

HacTpoek IPSec k nHtepdency;
17.2 MOHUTOPUHI N ynpaBneHue

O copy profile to flash: MCMpaBreH 3KcrnopT Ha newky FAT32;
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TexHunyeckasa nopgae PXKa

OdmumanbHbIi caiT KomnaHuu: https://istokmw.ru/

[okymeHTaumio 1 nporpaMmHoe obecrnevyeHne Ha u3genns MoXHO ckavaTb B pa3gene
«JokymeHTauusa n NporpammHoe obecneveHne» Ha cTpaHuue https://istokmw.ru/service-router/

EE" E Ba3oBas TexHUJeckasi NoaaepxKKa OcyLLecTBNAeTCs
2 5 gHen B Hegento no 6yaHam ¢ 8:00 go 17:00 (Bpems MockoBckoe)
Ten: +7 (495) 465-86-48
E e-mail: support@istokmw.ru
b web: https://istokmw.ru/support/

JINYHBI KAOUHET TEXHMYECKON Noadep kM No PYHKLNOHUPOBAHMIO MPOAYKTOB
https://helpdesk.istokmw.ru/
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