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YcnoBHble 0603HaYeHus NHCTpyKUMSt No ycTaHoBKe M BbICTPOMY 3anycky
KPI1I.465614.001-011C26

HacTtoswaa MHCTPYKUMSE COOEPXXUT peKkoMeHAauMn No HavyasrlbHON HAaCTPOMKe CEPBUCHbBIX
MapLUpyTU3aToOPOB (Oarnee no TEKCTY — YCTPOMCTBO).

McnonHeHns n ycnoBHble 0603HayYeHus yctponcrtea — Tabnuua 1.

Tabnuua 1 — VcnonHeHust n ycnoBHble 0603HaYeHNs1 yCTPONCTBA

UcnonHeHne YcnoBHoe 0603HaueHne
KPMT.465614.001-01 ISN41508T3
KPIr.465614.001-03 ISN41508T3-M
KPNT.465614.001-05 ISN41508T4
KPIr.465614.001-07 ISN41508T3-M-AC
KPIr.465614.001-08 ISN41508T3-M/ISES1004
KPMT.465614.001-09 ISN41508T3-M/ISES0108
KPIr.465614.001-11 ISN41508T3-M/ISES0116
KPIr.465614.001-13 ISN41508T3-M-AC/ISES1004
KPMr.465614.001-14 ISN41508T3-M-AC/ISES0108
KPIr.465614.001-16 ISN41508T3-M-AC/ISES0116
KPMT.465614.001-30 ISN41508T3-M-AC/ISES9112
KPMr.465614.001-31 ISN41508T3-M-AC/ISES7312
KPMr.465614.001-32 ISN41508T3-M-AC/ISES3901

B nokymeHTe onucaHbl cnocobbl noaknoveHns K nHrepdgency CLI, pabota ¢ naponamu
nonb3oBartenen, co3gaHme n Hactpomka VLAN, 6asoBasi HacTpomnka ycTponctBa, paboTa c
KOHUrypaumsamMm, CMeHa aTbl, BPEMEHW N YACOBOro Nosca, KOMaH4bl CETEBOM ANArHOCTUKM.

WHCTpyKUMS npeaHasHadeHa st TeXHUYECKOro nepcoHana, BbINOSTHSAOLWEro YCTaHOBKY U
HaCTPOWKY YCTPOMCTBaA NOCpeacTBOM nHTepdenca komaHgHom ctpoku (CLI), a Takke npouenypsbl
No 06CNYyXMBaAHUIO CUCTEMBI.

lMepea Havanom HaACTPOMKM HeobxoouMO Takke BHUMATENbHO O3HAKOMWUTHLCHA

C pykoBoacTteom no akcnnyatauum KPIMIM.465614.001P3.
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YcnoBHble 0603HaYeHus NHCTpyKUMSt No ycTaHoBKe M BbICTPOMY 3anycky
KPI1I.465614.001-011C26

1 YcnoBHble 0603HavYeHuUd

[lna HarnssgHOCTN B TEKCTE OOKyMeHTa UCNoJsib30BaHbl pas3findHble CTUInN Oq)OpMﬂeHVIﬂ.

O6nactn npumeHeHnsa ctunen — Tabnuua 2.

Tabnuua 2 — CTunu ohopmneHns B JOKyMeEHTe
Ctunb opopmneHus O6nactb npuMmeHeHuUn Mpumep

MoNy»KMUpPHbIN TEKCT BblaeneHne KomaHp, KOMaHAbl hame

YCTPONCTBO MMEET HECKOSBbKO PEXUMOB KoOHUrypauum — Tabnuua 3.

Tabnuuya 3 — Pexumbl KoHGUrypauum

PexXnmbl KoHUrypaumm Cnocob goctyna MpurnaweHune Cnocob Bbixoga us
B KOMaHAHOMN CTpOKe pexuma
MpuBMAEIrMPOBaHHbLIN PeXUM ABTOPUIYNTECH admin@sr-bet# -
Pexnm rnobanbHo BbinonHUTE KOMaHay admin@sr-be(config)# C nomolibio
KOHUrypaumum configure terminal KOMmaHgb! exit, end
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MoakntoyeHne Kk nHTepdency KoMaHgHON NHCTpyKUMSt No ycTaHoBKe M BbICTPOMY 3anycky
ctpoku (CLI) KPI1I.465614.001-011C26

2 MopkntoyeHue K HTepdency komaHagHom ctpokm (CLI)
2.1 NMoaknroyeHue no nokanbHou cetn Ethernet ¢ nomowbro SSH

War 1. MNoakntounte ceteBon kabenb nepegavn gaHHbix (naty-kopa) k nobomy LAN
nopTy, BXogsLweMmy B 30HY «switchport1» - «switchport8» n k yctponctsy, npegHasHayeHHOMY
ANng ynpasneHus.

War 2. OTkoppekTupymnte IP-agpec nHtepgenca ynpaBnsooLero ycTpomcTea, ero Macky
N agpec wn3a.

»
MpumeyaHue

Mo ymonyanuio IP-agpec — 192.168.0.100, macka nogcetn — 255.255.255.0, agpec
wno3a — 192.168.0.1

War 3. [InAa npoBepkuM CBA3HOCTWU BbINOMNHUTE KOMaHAy ping 192.168.0.1 ¢ nomoLybio

KOMaHOHOW CTPOKMU.

C:\User\admin>ping 192.168.0.1

Pe3yJ'IbTaT BbINOJTHEHNA KOMaHObI:

Pinging 192.168.0.1 with 32 bytes of data:

Reply from 192.168.0.1: bytes=32 time<lms TTL=64
Reply from 192.168.0.1: bytes=32 time<lms TTL=64
Reply from 192.168.0.1: bytes=32 time<lms TTL=64
Reply from 192.168.0.1: bytes=32 time=1ms TTL=64

Ping statistics for 192.168.0.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = O0ms, Maximum = 1ms, Average = Omsyes

War 4. C nomouwbio KOMaHOHOM CTPOKM OCYLEeCTBUTE YyAaneHHoe MOAKNYeHue,

BbIMOJTHNB KOMaHOY

C:\User\admin>ssh admin@192.168.0.1
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MoakntoyeHne Kk nHTepdency KoMaHgHON NHCTpyKUMSt No ycTaHoBKe M BbICTPOMY 3anycky
ctpoku (CLI) KPI1I.465614.001-011C26

»
MpumeyaHue

ssh <username>@<ipaddress> rae: <username> - nvs

nonb3oBartens; <ipaddress> — ip-agpec CepBUCHOro MapLupyTmsatopa.

LWar 5. nOﬂ,TBep,D,VITe yoaneHHoe noakrn4veHue, BBead B KOHCOJIb KOMaHOY Yes

The authenticity of host ‘192.168.0.1 (192.168.0.1)’ can’t be established.
RSA key fingerprint is SHA256:FzmnRyWGBJFxGjMEEIWLOv87Bim1hH1EmwwxDidEi9o.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

LWar 6. Beegute naporsb Ona ocywecTBlieHnAa BXoda nosjib3oBaTternd

Warning: Permanently added ‘192.168.0.1’ (RSA) to the list of known hosts.
admin@192.168.0.1’s password:

»
MpumeyaHue

Maponb no ymonyaHuio admin, nNpu BBOAE Naponsi CMMBOSIbl Ha 3KpaHe He

oTobpaxatotcsa

YpaneHHbIn BXoL, B CUCTEMY BbIMOSTHEH.
BbinonHute komangy show interfaces brief 4to6bl y3Hath IP-agpeca nHrepgencos Ha

CEpPBUCHOM MapLLpyTU3aTope.

Interface  HW Address IPv4 Address  Admin/Link DHCPv4 Description
ethl 94:3f:bb:00:2d:e3 unassigned UP/DOWN ON

eth2 94:3f:bb:00:2d:fe  unassigned DOWN/DOWN OFF

vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF

switchportl n/a UP/DOWN n/a

switchport2 n/a UP/UP n/a

switchport3 n/a UP/DOWN n/a

switchport4 n/a UP/DOWN n/a

switchport5 n/a UP/DOWN n/a

switchport6 n/a UP/DOWN n/a
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MoakntoyeHne Kk nHTepdency KoMaHgHON NHCTpyKUMSt No ycTaHoBKe M BbICTPOMY 3anycky

ctpoku (CLI) KPIMIr.465614.001-011C26
switchport?7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a

»
MpumeyaHue

I'IpM OTCYTCTBUM NOAKIMKOYEHNA K CEPBUCHOMY MapLUpyTU3aTOPy O6paTVITer B

cnyx0y nogaepxkn https://istokmw.ru/support/

2.2 Noaknio4yeHue no nokanbHou cetn Ethernet ¢ nomowbio Telnet

»
MpumeyaHue

Y6eanTtech, YTO Ha CEPBUCHOM MapLUpyTu3aTope HacTPOEH yaaneHHbl AOCTYyn Mo

npotokony Telnet. MNo ymonyaHuio yHKLUMSA OTKINIOYEHa.

War 1. Moagkniounte ceteBon kabenb nepegaym AaHHbiX (naty-kopa) k WAN nopty
«WAN1» n K ycTponcTsy, npegHasHa4eHHOMY AN yrpaBneHus.
War 2. Otkoppektupynte IP-agpec nHtepenca ynpasnstoLwiero yCTpomcTea, ero Macky

n agpec wsr3a.

»
MpumeyaHue

Mo ymonyaHuwo IP-agpec — 198.18.1.100, macka noacetn — 255.255.255.0, agpec
wno3a —198.18.1.1

War 3./na npoBepkn CBA3HOCTUM BbINOMHUTE KOMaHZy ping 198.18.1.1 ¢ nomoLublo

KoMaHOHOM CTPOKMU.

C:\User\admin>ping 198.18.1.1

Pe3yanaT BbINOJTHEHNA KOMaHObl:
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MoakntoyeHne Kk nHTepdency KoMaHgHON NHCTpyKUMSt No ycTaHoBKe M BbICTPOMY 3anycky
ctpoku (CLI) KPI1I.465614.001-011C26

Pinging 198.18.1.1 with 32 bytes of data:

Reply from 198.18.1.1: bytes=32 time<lms TTL=64
Reply from 198.18.1.1: bytes=32 time<lms TTL=64
Reply from 198.18.1.1: bytes=32 time<lms TTL=64
Reply from 198.18.1.1: bytes=32 time=1ms TTL=64

Ping statistics for 198.18.1.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = O0ms, Maximum = 1ms, Average = Omsyes

War 4. C nomoubio KOMaHOHOMW CTPOKM OCYLEeCTBMTE YyAaneHHoe MOAKMNIYeHue,

BbIMOJIHNB KOMaHAOY
C:\User\admin>telnet 198.18.1.1
War 5. BBe,D,I/ITe JIOr'MH 1 Naposib A5nd OCyLleCcTBleHNA BXoOa nosfib3oBartend

SR-BE
sr-be login:

»
MpumeyaHue

Mo ymonyaHuio nornH admin, naposis admin, Npu BBoAE Napons CUMBOSIbl HA 3KpaHe

He oToOpaxatoTcs

YaaneHHbIn BXOA4 B CUCTEMY BbIMOSHEH.
BeinonHute komangy show interfaces brief 4Tob6bl y3Hath IP-agpeca nHtepgencos Ha

CEpPBUCHOM MapLLpyTU3aTope.

Interface HW Address IPv4 Address  Admin/Link DHCPv4 Description
ethl 94:3f:bb:00:2d:e3 198.18.1.1/24 UP/DOWN ON

eth2 94:3f:bb:00:2d:fe  unassigned DOWN/DOWN OFF

vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF

switchport1 n/a UP/DOWN n/a

switchport2 n/a UP/UP n/a

switchport3 n/a UP/DOWN n/a

switchport4 n/a UP/DOWN n/a

switchport5 n/a UP/DOWN n/a

switchport6 n/a UP/DOWN n/a
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MoakntoyeHne Kk MHTepdency KoMaHaHOM NHCTpyKUMSt No ycTaHoBKe M BbICTPOMY 3anycky

ctpoku (CLI) KPIMIr.465614.001-011C26
switchport?7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a

»
MpumeyaHue

Mpn oTCyTCTBUM NOAOKIMIOYEHUS K CEPBUCHOMY MapLupyTusaTtopy obpaTutecb B
cnyx6y nogaepxku https://istokmw.ru/support/

2.3 MNopkntro4veHne Yepes KOHCONbHbLIN NOpT RS-232

YCTPOMNCTBO MMEET KOHCOJSIbHbIW MOPT Ha Kopnyce.

[ns coeanHeHnst Yepes KOHCOMNb He0BX0AMMO Hanm4ume criegyrolero obopyaoBaHus:

o TepMuHanm WNM KOMMbIOTEP C MNocneaoBaTesibHbIM MOPTOM U BO3MOXHOCTbHO
3MynuMpoBaTb TepMUHan;

o Kabenb KoHconbHbIN RJ45-DB9.

»
MpumeyaHue

Kabenb KoHconbHbIM RJ45-DB9 He BXOAUT B KOMMMEKT NOCTaBkM U npuobpeTtaeTcs
oTAaenbHo. Ecnn HoyTOYK MnNn KOMNbOTEP NONb30BaTENS HE OCHAaLleH MHTepdencom RS-
232, Heobxogumo npuobpectn kabenb-agantep USB-RS232. Kabenb-agantep USB-
RS232 He BXOOUT B KOMMSIEKT MOCTaBkuM W npuobpeTaeTcs OTAENbHO. YCTaHOBUTb

ncnoJsibdyemMmble agantTepom /:l,pa|7|Bepa no Heo6xoanuMocCTu.

[ns yCTaHOBKN COEANHEHUS Yepe3 KOHCOMb BLINOJTHUTE Crieayloume 0enNCTBuUS:
War 1. Bknwounte APM un Bonmgute B OC C wucCnonb3oBaHMEM YYETHOW 3anucu

agMUHUCTpaTopa.

War 2. Coegunnnte nopt «Console» yctponctBa ¢ noptom RS-232 komnbioTepa ¢
MOMOLLIbIO Kaberns KOHCONbHOro (PUCYHOK 1, PUCYHOK 2).
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MogkntoyeHne K nHTepdency KomaHaHON MHCTpYKUMS NO yCTaHOBKE M ObICTPOMY 3anycKy
ctpokum (CLI) KPI1I.465614.001-011C26
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PucyHok 2 — PacnpegeneHune KOHTakToB pasbemoB kabensa ana CM Beinycka paHee 05.2024

War 3. MNogkntounTe Kabenb K TepMUHany unm nocnegoBaTenbHOMY NOPTY KOMMNbOTEPA C
YCTaHOBMEHHbBIM MPOrpaMMHbIM obecrnedyeHnem amynaumm TepMmHana.
LLar 4. 3anyctute TepMuHanbHyto nporpammy (Hanpumep, PuTTY nnn Microsoft Windows
HyperTerminal) n yctTaHoBUTE napameTpbl NPOrpaMMHOro obecnevyeHnst amynaumm TepMmmHana.
BeinonHute cneaytowme HacTponku nHtepdgenca RS-232:
o ckopocTb: 115200 6ut/c;
o OuTbl AaHHbIX: 8 OuUT;
O YeTHOCTb: HET;
o cTonoBble 6uThl: 1;
o yrnpaBsreHne NOTOKOM: HeT.
War 5. lNogkntounte nutaHue K ycTpoucTBy. Ha TepmuHane nosiBUTCA 3arpy3oudHas
nocnenoBaTefnbHOCTb.
lMocne BbINOMHEHUS 3arpy304HON MOCHeAoBaTENbHOCTM MOABUTCA KOMaHOHasa CcTpoka C

npurnaweHnem ycTpomncTaa:

SR-BE sr-be ttySO
Sr-be login:
Password:
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[MogkntoyeHue Kk nHTepdency KoMaHgHOM NHCTpyKUMs No yCTaHOBKE N BbICTPOMY 3anycKy
ctpokum (CLI) KPI1IM.465614.001-011C26

LWar 6. BeBegute nms nonb3oBaTtesnis U Naporsb.

Mo ymon4yaHuio ong Bxoga B CUCTEMY C NpaBamMu agMUHUCTpaToOpa UCMNOSb3yunTe:
o uMmsa nonb3oBaTens: admin;
o naposnb: admin.

YCTPOMCTBO rOTOBO K HACTPOMKE.
2.4 HacTpoMKM No yMosn4yaHuio

Ha ycTponcTeo 3arpyxeHa HadanbHasi KoHurypaums, Kotopasa BktovYaeT MUHUMAaNbHO
HeobxoanMble Ba3oBble HACTPOMKN:
o Bce nopTbl ycTpoucTBa pasgeneHbl Ha ase rpynnbl: WAN n LAN-nopTbl. MX

noapobHoe onucaHue npeacTtaeneHo B nogpasgenax Onvcadve WAN-NopToB

n Onuncanne LAN-NopTOB HACTOALLEN MHCTPYKLUWUK;

o BCe WHTepdenchbl YyCTPOMUCTBA OTKPbITbI AN yAaneHHoro Aoctyna C MOMOLLbIO
npotokonos Telnet, SSH;
o Bce LAN-noptbl yctpomctBa no ymondaHumo oTtHocAtTcs K VLAN 1 ¢ umeHem

«Defaulty»:

admin@sr-be(config)t#tshow vlan all
VLAN id Name Member ports (t-tagged, u-untagged)
1 default swpl(u),swp2(u),swp3(u),swpd(u),swp5(u),swpb(u),swp7(u),swp8(u)

O Ha YCTpoOWCTBe 3adaHO uMsA norb3oBatens U naponb (cMm. Tabrnvua 4). Ona
HaCTPOWKM YCTPOWCTBA NPW MEepBOM BKIIOYEHUN B KOHUrypauum ycTpoucTea

ncnonb3yeTcs y4eTHas 3anncb agMuHucTparopa admin;

Tabnuua 4 — ms nonb3oBaTtens n naposb
Uma nonb3osatens Maponb
admin admin

I'Ipmmeanme - MMA NON1b30BATENIA U NAPO0Jib BBOAAT C YHETOM PETNCTPA.

O YCTPOWCTBO MCMoOfb3yeT 3afaHHOEe Ha 3aBofde WMsS YCTPOMCTBa «Sr-be» u
[OMeHHoe ums «sr-bex». lMpu KOHPUrypupoBaHMM UMS YCTPOMCTBA MEHSIIOT.

MogpobHee 06 3TOM MOXHO NpounTaTth B pasgene HacTtporika MMeHn yCcTpoucTea

N JOMEHHOIO UMEHU CUCTEMbLI HACTOSALLEN MHCTPYKUNN;
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o yHKuMs SSH pans yaaneHHoro ynpaBneHWst YCTPOMCTBOM MO YMOSYaHUIO

BKIHOYeHa:

SSH server enabled
Version: 2
Port: 22
Listen addresses:
all
Whitelist:
all

[nsa npocmoTpa HayanbHOW KOHMUIypauum BbINOSTHATE KOMaHAY:

admin@sr-be# show running-config

Pe3yanaT BbINOJTHEHNA KOMaHOblI:

interface ethl
no shutdowm
ip address dhcp
exit

interface eth2
exit

log deamon level WARNING

ipv6 dhcp relay dhcp6-relay
vrf default
exit

interface switchportl
no shutdown

exit

interface switchport2
no shutdown

exit

interface switchport3
no shutdown

exit

interface switchport4
no shutdown

exit

interface switchport5
no shutdown

exit

interface switchport6
no shutdown
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exit

interface switchport?7
no shutdown

exit

interface switchport8
no shutdown

exit

log netflow maxsize 1G
radius accounting off

samba server
off
exit

system tty timeout 600
system ssh timeout 600
system telnet timeout 600
system ssh on

system integrity alert led
system memory-cache policy aggressive

interface vlanl

vid 1 ethertype 0x8100
no shutdown

ip address 192.168.0.1/24
exit

logging monitor 7

router Idp
exit

router rsvp
exit

end

[ns npocmoTpa 6onee NoapoGHbIX HACTPOEK NO YMOSYaHWIO BbINOMHUTE KOMaHAb:

admin@sr-be# show profile name boot

Bepcusa 2.0
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3 WN3meHeHue napornen nonb3oBatenen

Nma nonb3oBaTens u naponb BBOAMTCSA MpU BXOAEe B CUCTEMY BO BpEeMsi CeaHCOB
aaMUHUCTPUPOBAHMS YCTPOUCTBA.

A\ BuumaHue!

,D,J'lﬂ 3awnTbl BXOAa B CUCTEMY HeO6XO,DMMO CMEeHUTb MNapoJib NnoJib3oBaTesnd
«adminy.

3.1 Nonb3oBaTenb «admin»

[na nameHeHus napona nonb3oBaTtesid «adminy BbINOSTHUTE crneagywuwime KoMmaHabl:

admin@sr-be#configure terminal
admin@sr-be(config)#fusername edit admin password
Enter password: <new-password>

Repeat password: <new-password>
admin@sr-be(config)# exit

roe <new-password> - HOBbIW Naposb Ans nonb3oBatens «adminy.

»
MpumeyaHue

Mpwv BBOAE NapOis CUMBObI HA 3KpaHe He OToGpakaroTcs

3.2 Co3spgaHue rpynn

Cos3panite HOBYK Tpynny C yka3aHMEM YpoOBHSA npuBunermn ot 1 go 14 ¢ nomoubro
cnegylowmx koMaHay group <group_name> privilege <privilege_level>.
rae: - <group_name> - UM HOBOW rpynnbl;
- <privilege_level> - ypoBeHb npusunernn y rpynmneoi.

Mpumep cosgaHus rpynnbl «operators» ¢ ypoBHeEM npusunernin 1:

admin@sr-be#tconfigure terminal
admin@sr-be(config)#tgroup operators privilege 1
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[ns npoBepku pe3ynbTaTta BbINOMHUTE KOMaHAY:

admin@sr-be(config)#show groups

Group | Privilege

admin | 15
service |1
operators | 1

3.3 Co3gaHue HOBbIX Nonb3oBaTeneun

[nsa cosgaHna nonb3oBaTens ykaxuTte M4 nonb3oBaTens n UMs rpynnbel ¢ HE06XoaUMbIM
YPOBHEM NpuBUNErnin, NCNonb3ysa komaHdy username add <username> group <usergroup>.
roe: - <username> - UMsi HOBOIO Monb30oBaTenNs;

- <usergroup> - rpynna K KoTopon AobaBnseTcsa HOBbIN NONb30BaTENb.

Mpumep cosgaHus nonb3osatens «boris» ¢ naponem «bOris_istok» rpynnbl «operators»:

admin@sr-be#configure terminal

admin@sr-be(config)#fusername add boris group operators
Enter password:
Repeat password:

[ins npoBepku pe3ynbTaTta BbINOMHUTE KoMaHay show users.

admin@sr-be#configure terminal
admin@sr-be(config)t#tshow users

PesyanaT BbINOJIHEHUNA KOMaHA:

User | Group | Type | Privilege
admin | admin | local | 15

boris | operators | local |1
Bepcusa 2.0
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4 HaCTpOﬁKa UMEeHUn yCTpOﬁCTBa n AOMEeHHOro MMeHu CucTemMbl

Mms ycTponcTBa UCnofib3yeTcs B 3anpocax uHTtepdenca KOMaHOHOM CTPOKM U MMeHax
¢hannoB KoHUrypauum rno ymonyanuo. [na CMeHbl UMEHU YCTPOMUCTBA U AOMEHHONo UMeHU
CUCTEMBbI  MCMNONb3yMTe KomMaHay system host-name <hostname> domain-name
<domain_name>.
roe: - <hostname> - msa yCTPONCTBA;

- <domain_name> - JOMEHHOE NMS.

Hanpumep, ana cMmeHbl MMeHu yctponctBa «RouterA» v JOMEHHOro umeHn «istok.ab»

BbINOJIHNTE KOMaHObl:

admin@sr-be#configure terminal
admin@sr-be(config)# system host-name RouterA domain-name istok.ab

Mocne NPUMEHEHUA KOH(bI/IpraLlI/IVI npuriaweHune KOMaHgHOM CTPOKMN MU3MEHUTCA Ha

3HayeHue, 3aaaHHoe napameTpoM <hostname>.

[insi NpoBepKM HAaCTPOEK MMEHW YCTPOWCTBA BbIMONIHATE KOMaHAY:

admin@RouterA(config)#show host-name

PesyanaT BbINOJTIHEHNA KOMaHObl:

RouterA

ﬂ,]’lﬂ NnpoBEPKN HACTPOEK AOMEHHOIO MMEHU BbIMNOJTHNTE KOMaHAy:

admin@RouterA(config)#ishow domain-name

Pe3yJ'IbTaT BbIMNOJTHEHNA KOMaHObI:

RouterA.istok.ab
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5 PaboTta c kKoHdurypaumen
5.1 NMpumeHeHMe HacTpoek

5.1.1 NMpumeHeHMe nokanbHbIX Npodunen

[nsa 3arpysku cyuwiecTtBytowlero dgarna KoHpurypauum, pacnonoXXeHHOro Ha yCTpoucTBe,

ncnonb3ynte komaHay load. Hanpumep, ansa sarpysku KoHurypaumoHHoro cdamna « TEST»:
admin@sr-be# load TEST
PesynbTaTt BbINOMHEHNA KOMaHAbI:

Clearing configuration for module debug

Loading configuration for module debug

Clearing configuration for module system_configs
Clearing configuration for module dhcp_client
Clearing configuration for module routing

»
MpumeyaHue

Mepep 3arpy3kon HOBOro Npoduns yoanarTcsa BCe TEKYLLUME HACTPOMKN.

5.1.2 NMpumeHeHue npocunen, ckayeHHbIx Yepe3s TFTP

War 1. Y6egutechb B Hannuum TFTP-cepBepa B ceTw.

War 2. 3arpysute dann ¢ TFTP-cepsepa. [Insa 3TOro BbIMNOAHUTE KOMaHAY C YKasaHuem
IP-agpeca TFTP-cepBepa n uMeHu npouns:
admin@sr-be# copy profile TEST2 from url tftp 192.168.1.14 remotedir /wew/

War 3. [1na npoBepku 3arpysku canna BbINONHUTE KOMaHAYy:

admin@sr-be#tshow profiles

LWar 4. 3arpy3nte ckadeHHbIN hansn kKoHuUrypauum, BbINOSIHMB KOMaHAY:
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admin@sr-bett load TEST2

PesyanaT BbINOJIHEHNA KOMaHObl:

Clearing configuration for module debug

Loading configuration for module debug

Clearing configuration for module system_configs
Clearing configuration for module dhcp_client
Clearing configuration for module routing

5.2 Cobpoc HacTpoek

[nsa BbINONHEHMS 3arpy3kn (pansna HavyanbHOM KOHUrypaumm BbINOSTHATE KOMaHAY:

admin@sr-bettload default

PesyanaT BbINOJIHEHNA KOMaHObl:

Clearing configuration for module debug

Loading configuration for module debug

Clearing configuration for module system_configs
Clearing configuration for module dhcp_client
Clearing configuration for module 12tp_server
Clearing configuration for module 12tp_client

5.3 CoxpaHeHue HacTpoekK

5.3.1 CoxpaHeHue npocunen nokanbHO
[ns coxpaHeHuss CKOHUrypuMpoBaHHOro npoduns, Hanpumep, «TEST», BbinonHute
KOMaHAay:

admin@sr-bettwrite TEST

Ecnu ykasaH napameTp comment, TO K npodunto obaBnseTcs KOMMEHTapui, KOTOPbIN

OyneT nokasaH npuv BbiBOAE AOCTYMHbIX NPodunei:

admin@sr-be#write TEST comment keep

Bepcust 2.0 20



PaboTa ¢ koHdurypaumen NHCTpyKUMSt No ycTaHoBKe M BbICTPOMY 3anycky
KPI1I.465614.001-011C26

[ns BbiIBOAa Ha 9KpaH COXpaHEHHOro I'IpOd)VIJ'IFI KOH(*)I/IpraLI,I/IVI BbIMOJTHATE KOMaHAY:

admin@sr-be#show profile name TEST

PGSyﬂbTaT BbINOJTHEHNA KOMaHObI:

{
"comment": "keep",
"dynamic_routing_imi": {
"commands": [

|||||
0

"no service password-encryption”,
n III
2

"logging monitor 7",
Il!ll'

"router Idp",
Il!ll'

"router rsvp",
n III

L]
"interface lo",

IlIII
L

"interface eth0",
Il!ll'

[lns BbIBOOA Ha 9KpaH UMEH BCeX Npounen KoHUrypaumm BoINOAHUTE KOMaHAY:

admin@sr-be#tshow profiles

PesyanaT BbINOJTIHEHNA KOMaHObl:

Flags: b - boot profile, | - last loaded profile, m - profile was modified or corrupted
| Flags | Profile Name | Comment |

| | TEST | keep |
| bl | startup | |

Ons yaaneHua CKOH(*)I/IprI/IpOBaHHOFO I'IpO(*)I/IJ'IFI I/ICI'IOJ'Ib3yIZTe KOMaHAay:

admin@sr-be# no profile TEST
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Ons npoBepPKN yaarieHnA I'IpOCbVIJ'IFI BbIMOJIHATE KOMaHAY:

admin@sr-betishow profiles

Pe3yJ'IbTaT BbINOJTHEHNA KOMaHObI:

Flags: b - boot profile, | - last loaded profile, m - profile was modified or corrupted
| Flags | Profile Name | Comment |

| bl | startup | |

5.3.2 CoxpaHeHue npocunen yaaneHHo no npotokony TFTP

Cxema nogkroyeHms cetn - PucyHok 3.

TFTP - cepBep CepBUCHBIN

MapLUpyTHU3aTop
Onepatop
192.168.1.0/24 WAN (eth 2) ERTTEER WAN (eth1) 172.16.0.0/16 WAN EREEE CBA3N
=H B:
192.168.1.14 192.168.1.1 | ceee 172.16.0.2 172.16.0.1 slezzs

LAN

LAN
(switchport 1)

Mones3sosarenn
192.168.3.0/24

PucyHok 3 — lNpumeHeHne npodunen, ckadaHHblx Yepesd TFTP-cepsep

»
MpumeyaHue

Y6eauTtech B Hanudnn TFTP-cepeepa B ceTw.

[Ona konupoBaHus davna Tekywen koHdpurypauum Ha TFTP-cepBep B ykasaHHyH

ONPEKTOPUIO BbINMOJITHATE KOMaHAy:

admin@sr-be# copy profile TEST to url tftp 192.168.1.14 remotedir /wew/
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6 Hactpouka WAN-nopToB
6.1 OnuncaHue WAN-nopToB

MopTbl WAN ncnonb3ytoTca A4ns NoAKIoYeHNs YCTPOUCTBA K BHELLHEN CETU, B YACTHOCTU
ANA NOAKNIOYEHMSA K CeTU npoBanaepa C Lenbtlo NofyvyeHus 4OCTyna B MHTEPHET. YCTPOMCTBO
nmeet aea WAN-nopTta RJ-45 (10/100/21000BASE-T) (ansa yctponcts ISN41508T4 — oBa nopTa
SFP (1000BASE-X), 4TOo no3BOMSieT WCNONb30BaTb MOAKMAOYEHNE CPa3y K HECKOSbKUM

oneparopam cBs3u (PUCYHOK 4 - PucyHok 11).

PucyHok 4 — lNepeaHas naHenb ISN41508T3

WAN2 LAN2 [AN4 LANG6 _LANS8

O
o [ A L i g

o WANI LAN1 LAN3  LAN5 LAN7

PucyHok 5 — lNepeaHss naHenb ISN41508T3 Bruinycka paHee 04.2025

=== === == == | ===
2 4 6 8

]
—li

NI

= Lwle vl

PucyHok 6 — lNepegHas naHens ISN41508T3-M

switchport
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T N
2E U

USB1 . WAN1 LAN1  LAN3 LANS  LAN7

PucyHok 7 — lNepeaHss naHenb ISN41508T3-M Bbinycka paHee 04.2025

=== E‘:/Iltl
[ 8

2]
=)

g LA T
UL

[—— R OE=
UsBl ... WAN1 LANI LAN3 LAN5 LAN7

4
>
<]
>

O EXP

PucyHok 9 — lNepeaHss naHenb ISN41508T4 Boinycka paHee 04.2025

PucyHok 10 — MNMepeaHsas naHens ISN41508T3-M-AC
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1 oear

= [ S N

oar WANL TANT T[AN3 [AN5 LAN7

Il= O|p

PucyHok 11 — lNepeaHas naHensb ISN41508T3-M-AC Bbinycka paHee 04.2025

B yctponcteax ISN41508T3-M/ISES1004, ISN41508T3-M/ISES0108, ISN41508T3-
M/ISES0116, ISN41508T3-M-AC/ISES1004, ISN41508T3-M-AC/ISES0108, ISN41508T3-M-
AC/ISES0116, ISN41508T3-M-AC/ISES9112, ISN41508T3-M-AC/ISES7312, ISN41508T3-M-
AC/ISES3901 yctaHoBneH oamH moaynb paclumpenna ¢ WAN-noptamu.

MmeHa wuHTepdencoB HauuHatTtca ¢ npedukca eth (Ethernet), nanee ykasbiBaeTtcs
nopsagkosbin Homep nopta: eth1 n eth2. Hymepauuss nopToB COOTBETCTBYET MapKMPOBKE Ha
nepeaHen nNaHenu ycTpoucTBa. HasBaHWs NOPTOB YyBCTBUTENbHbI K PEMMCTPY U yKasblBaKOTCS

TONbKO C ManeHbKon ByKBbI.

»
MpumeyaHue

B moaynax pacwwupeHns Hymepaumss WAN-NopToB MOXET MEHATbCA, HaumHasi C
TpeTbero NopsaaKkoBoro Homepa, Hanpumep, B mogyne ISES0108 Hymepaums noptos: eth3
— eth6, B ISES1004: eth3 — eth4.

6.2 HasHauyeHue IP-agpeca

6.2.1 HasHauyeHune ctaTnyeckoro IP-agpeca
Ona Hactponkn ctatndeckoro IP-agpeca WAN-uHTepdency BbinonHuTe crneayouine

KOoMaHAbl

admin@sr-be#configure terminal
admin@sr-be(config)#interface ethl
admin@sr-be(config-if-[eth1])#no shutdown
admin@sr-be(config-if-[eth1])#no ip address dhcp
admin@sr-be(config-if-[eth1])#ip address 172.16.0.2 255.255.0.0
admin@sr-be(config-if-[eth1])#exit
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roe: —172.16.0.2 - ctatuyeckun IP-agpec;

— 255.255.0.0 - macka noaceTu.

»
MpumeyaHue

Ons NPUCBOEHUA cTaTu4ecKkoro IP-agpeca oTKNi4YnTe JUHaMN4ecKoe nonyyvyeHune IP-

agpeca komaHgou no ip address dhcp

Bmecto macku nogcetn Buaa «255.255.0.0» MOXHO BBecTM OfiMHY npedukca «/16»,

Hanpumep:

admin@sr-be(config-if-[eth1])#ip address 172.16.0.2/16

Y6eautechb, 4TO agpec Ha3HayYeH UHTepdency nocne NPUMeEHeHNa KOHMUrypaumn.

BbinonHuTe cneayoLLyo kKoMmaHay:

admin@sr-be(config)t#tshow interfaces ethl

Pe3yJ'IbTaT BbINOJTHEHNA KOMaHObI:

ethl:

Administrative status: UP

Link: DOWN

IPv4 Address: 172.16.0.2/16

RX: O bytes / 0 packets

TX: 728 bytes / 6 packets

MTU: 1500

HW Address: 94:3f:bb:ff:ff:03

IPv6 Address: fe80::963f:bbff:fe00:2de3/64
Autonegotiation: on

Duplex: unknown

Speed: unknown

Supported speeds (Mb/s): 10, 100, 1000
ALLMULTI mode ON

RPS: disabled

Takxke nposeputb IP-agpec nHTepgenca MoXXHO ¢ NOMOLLbIO KOMaHAbI:
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admin@sr-be(config)#show interfaces brief

PesyanaT BbINOJIHEHNA KOMaHObl:

Interface  HW Address IPv4 Address Admin/Link DHCPv4 Description

ethl 94:3f:bb:00:2d:e3 172.16.0.2/16 UP/DOWN OFF
eth2 94:3f:bb:00:2d:fe unassigned DOWN/DOWN OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
switchportl n/a UP/UP n/a
switchport2 n/a UP/DOWN n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
switchport?7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a

[nsa oTMeHbl cTaTuyeckoro IP-agpeca BbINOMHUTE KOMaHAb!:

admin@sr-bettconfigure terminal
admin@sr-be(config)#interface ethl
admin@sr-be(config-if-[eth1])# no ip address
admin@sr-be(config-if-[eth1])# exit

6.2.2 MNony4yeHue auHamuyeckoro IP-agpeca

Cxema nogkrnoyeHms cetn - PucyHok 12.

CepBUCHbIN
MapLupyTusaTtop DHCP-cepBep

???I wan (eth1) 172 16.0.0/16 wan
-0 0000 172.16.0.55

DHCP-KNueHT

Onepatop
CBA3M

PucyHok 12 — lNonyyeHne guHamuyeckoro IP-agpeca
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»
NMpumeyaHue

Mepea HacTponkon DHCP Ha ycTponcTtee ybeamTtech, 4To DHCP-cepBep rotos.

Mpumep HacTporkn nonyyenus IP-agpeca ot DHCP-cepBepa Ha WAN-unHTepeice ethl.:

admin@sr-be#configure terminal
admin@sr-be(config)#interface ethl

admin@sr-be(config-if-[eth1])#ip address dhcp
admin@sr-be(config-if-[eth1])#no shutdown

admin@sr-be(config-if-[eth1])#exit

Ybeautechb, YTO aApec Ha3HayYeH UHTepdeEenCcy nocne NPUMEHEHNA KOHUrypaumn.

D,J'IFI 9TOro BbIMOJIHNTE CleyLYyo KOMaHOy:

admin@sr-be(config)t#show interfaces ethl

PesyanaT BbINOJIHEHNA KOMaHObl:

ethl:

Administrative status: UP

Link: UP

IPv4 Address: 172.16.0.2/16

RX: 31332 bytes / 486 packets

TX: 2138 bytes / 25 packets

MTU: 1500

HW Address: 94:3f:bb:ff:ff:03

IPv6 Address: fe80::963f:bbff:fe00:2de3/64
Autonegotiation: on

Duplex: unknown

Speed: unknown

Supported speeds (Mb/s): 10, 100, 1000
ALLMULTI mode ON

RPS: disabled

Takxe npoepuTtb IP-agpec nHtepdenca MOXXHO C NOMOLLLIO KOMaHAbI:

admin@sr-be(config)#tshow interfaces brief
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PGSyJ'IbTaT BbINOJIHEHNA KOMaHObl:

Interface  HW Address IPv4 Address Admin/Link DHCPv4 Description

ethl 94:3f:bb:00:2d:e3 172.16.0.2/16 UP/UP ON
eth2 94:3f:bb:00:2d:fe unassigned DOWN/DOWN OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
switchportl n/a UP/UP n/a
switchport2 n/a UP/DOWN n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
switchport?7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a

Ana ynaneHnus nonyyeHHoro IP-agpeca no npotokony DHCP BbinonHuTe KomMaHab!:

admin@sr-be#configure terminal
admin@sr-be(config)#interface ethl
admin@sr-be(config-if-[eth1])#no ip address dhcp

6.3 HacTpouka mapLupyTta no yMmonyaHuio

6.3.1Jo6aBneHne cTaTM4eCKOro MapLipyta no yMmosi4yaHuro

Cratnyeckue mapLipyTbl obecneynBatoT (OMKCMPOBaHHbBIE NYTWU MapLIpyTU3auumn no ceTu.
OHM HacTpamBalOTCA BPY4YHYHD Ha Maplipytudatope. Ecnu Tononorums cetu M3MeHsieTcs,
CTaTUYECKUIN MapLLPYT OOMMKEH ObiTb OOHOBMEH.

Cratnyeckun mMapwpyT M0 yMonyaHuio [obaBnseTca B pexume KoHdurypaumm

C NomoLbio KoMaHab! ip route. NMpumep cxemsbl cetn - PucyHok 13.

CepBUCHLIN
apwpyTu3aTop

LAN
192.168.

Onepatop
CBA3K

M=l= szl Wan (¢th1)  172.16.0.0116 wan

—H
LINLEEE) 172.16.0.2 172.16.0.8
LAN
(switchport 2)

PucyHok 13 — Cxema HaCTponkn MapLupyTa no yMosi4aHuio
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Ons HaCTpOIZKI/I Ha CepBMCHOM MapLupyTu3aTope MaplpyTta no ymosiHaHMK BbIMNMOJIHUTE

KOMaHay:

admin@sr-be#configure terminal
admin@sr-be(config)#ip route default 172.16.0.1

OTa 3anucb bygeT aHanornyHa 3anucu crneayroulero Bmaa:

admin@sr-be#configure terminal
admin@sr-be(config)#ip route 0.0.0.0 0.0.0.0 172.16.0.1

UT106bl yHEeamTbesi, YTO Bbl MPaBWUMbHO HACTPOWUM CTATUYECKYHD MapLupyTM3auuio Mo
YyMOMYaHuo, BbINOMNHUTE KOMaHAy show ip route W HaWauTe cTaTMYeckne MapLupyThl,

0b03Ha4YeHHble BDYKBOWN «S»:

admin@sr-be(config)#tshow ip route

Pe3yanaT BbINOJTHEHNA KOMaHObl:

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default

IP Route Table for VRF "default"

Gateway of last resort is 172.16.0.1 to network 0.0.0.0

S* 0.0.0.0/0[1/0] via 172.16.0.1, eth1

C 127.0.0.0/8is directly connected, lo

C 172.168.0.0/24 is directly connected, vlanl

6.3.2 A3meHeHue maplupyTa no ymosnyaHuio

Ypanute CTaprI‘/’I MapLpyT no ymosii4aHmio C NOMOLLbHO KOMaHA:

admin@sr-be#configure terminal
admin@sr-be(config)#no ip route default 172.16.0.1

OTa 3anucb bygeT aHanormyHa 3anucu crnegytowlero smaa:
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admin@sr-bettconfigure terminal
admin@sr-be(config)#no ip route 0.0.0.0 0.0.0.0 172.16.0.1

Beeante HOBbIN MapLpyT no ymosn4aHuto, HarpuMmep:

admin@sr-be(config)#ip route default 172.20.0.1

6.4 Hactpouka npaBun ounbTpauumn

Hwxe npuBeneH npumep HaCTPOMKKU yaaneHHoro Aoctyna K yctponcTtsy no SSH o1 xocTta
c IP-agpecom 192.168.3.16/24. Npumep cxembl ceTn - PucyHok 14.

CepBUCHLIN

MapLupyTmM3aTop
WAN(eth 1)

192.168.3.0124 O ooog
= : allalaala
192.168.3.16 192.168.3.1 —

PucyHok 14 — Cxema HacTponkmn npasun ounbTpaumm

War 1. Cosgante access-list «100» c IP-agpecom 192.168.3.16/24, nopT HasHa4yeHna 22,
BbIMNOJSTHMB KOMaHb!:

admin@sr-be#configure terminal

admin@sr-be(config)#ip access-list 100 sourceip 192.168.3.16/24 destinationports 22 protocol tcp

War 2. CospanTte access-list «500» ¢ IP-agpecom cetn 0.0.0.0/0, nopT Ha3HayeHus 22,
BbINOSITHUB KOMaHApbI:

admin@sr-be(config)#ip access-list 500 sourceip 0.0.0.0/0 destinationports 22 protocol tcp
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LWar 3. [1na npoBepkn co3gaHus access-list (0B) BbINOMHMUTE KOMaHAY:

admin@sr-be(config)#tshow ip access-list

KomaHpga BbiBeOeT Bce CnMCKM AOCTyna, NponucaHHble Ha YyCTPOWCTBE:

Name # Rule
100 1 src:192.168.3.16/24 dp: 22 prot: 6
500 1 src:0.0.0.0/0 dp: 22 prot: 6

LWar 4. HactpounTe orpaHnyeHna yganeHHoro 4OocTyna K yCTPOMUCTBY, BbIMOSTHMB KOMaHAY:

admin@sr-be(config)#ip filter input position 10 permit access-list 100

KomaHpga paspewaeTr Bxogawum TCP-tpadgwmk ot xocta 192.168.3.16/24, nopTt

Ha3Ha4veHus 22.
admin@sr-be(config)#ip filter input position 20 deny access-list 500
KomaHga 3anpelaeT Becb Bxoasawmn TCP-Tpaduk oT ApyrMx XOCTOB, MOPT Ha3HayYeHus

22.

LWar 5. NpoBepbTe HAaCTPOMKK, BbIMNOSTHUB KOMaHAY:

admin@sr-be(config)#tshow ip filter

PesyanaT BbINOJTIHEHNA KOMaHObl:

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)

# Pkts Bytes Action Rule config

1 0 0 permit  src: 192.168.3.16/24 dp: 22 prot: tcp
2 0 0 deny src: 0.0.0.0/0 dp: 22 prot: tcp

[na oOTMeHbI HaCTpOIZKI/I npaBun (*)I/IJ'IpraU,I/II/I BbIMOJIHUTE KOMaHAbl B peXume

KOH(purypaumm:
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admin@sr-be(config)#no ip filter input access-list 100
admin@sr-be(config)#no ip filter input access-list 500

Ons yaoaneHua access-list BbInONHUTE KOMaHAbI B pexunve KOH(bI/IpraLI,I/IVIZ

admin@sr-be(config)#no ip access-list 100
admin@sr-be(config)#no ip access-list 500
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7 HacTtpowmka VLAN
7.1 Onucanue LAN-nopToB

LAN-nopTbl (pucyHoK 15 - PUCyHOK 22) nCnonb3yrTca ANs opraHn3aLmm fokanbHOW ceTu.
Uepe3 HMX C nNoMOLpbl ceTeBblX Kabenem K YCTPOUCTBY MOXHO MOAKMOYUTL HECKOSbKO
nepudepurHbiX YCTPOUCTB (KOMMbIOTEPbLI, MPUHTEPBLI, KCEpPOKCbl U T.A4.) U co3fgaTb eauHoe

CeTeBOE OKpyxxeHue. YcTponcTteo nmeet sBocemb LAN-noptos RJ-45 (10/100/1000BASE-T).

I==I1==I = === = === ===

| | LFWAN% LA;Z LFLA:%LFLA:EJLFLA;S
== L3AL5A07

WAN1 LAN1  LAN3 LAN5 LAN7

O EI&
—) T | T §
Y| = wel| . )
OO0000000A0 os !
- - - - )

PucyHok 17 — LAN-nopTbl. NMepeaHss naHens ISN41508T3-M
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¢ 2 TaTieTss
Tilisiisii

WAN1 LAN1 LAN3  LANS5  LAN7

Qrwm

PucyHok 18 — LAN-nopTbl. NepenHss naHenb ISN41508T3-M Brinycka paHee 04.2025

= | == |
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|

PucyHok 19 — LAN-nopThl. [NepeaHsas naHenb ISN41508T4

WAN2 LAN2 LAN4 LAN6 LANS

p2{iadbeiis
LLA03305407

WAN1 LAN1  LAN3 LANS LAN7

<
el

<]

>

PucyHok 21 — LAN-noptbl. [NepeaHss naHens ISN41508T3-M-AC
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waN2 L[AN2 [AN4 [ANG [ ANS

TeTror] (=
& il ity

WAN1 [ANT T[AN3 [AN5 [AN7

- ©

OCLR

PucyHok 22 — LAN-nopTbl. NepegHsa naHenb ISN41508T3-M-AC Bbinycka paHee 04.2025

MmeHa wHTepdencoB HauyuHawTca C npedukca switchport, ganee ykasbiBaeTcs
nopsgkoBbl Homep nopta: switchportl — switchport8. Hymepauuss nopToB cooTBeTCTBYyeT
MapK1poBKe Ha nepeaHen naHenu ycTtpoucTea.

HasBaHus NopToB YyBCTBUTENbHbI K PETMCTPY U YKa3blBaOTCS TONbKO C ManeHbKon OykBbl.

7.2 CospaHue VLAN

VLAN — kommyTupyemas ceTb, KOTOpasi florMyecku cerMeHTupoBaHa Mo OyHKUUAM,
MPOEKTHOW rpynne Wnn npUNOXKEHUIO, HEe3aBUCUMO OT (PU3NYECKOr0o MECTOMONMOXEHUS
nonob3oatenen. VLAN nmeloT Te xe atpubyTbl, YTO U PU3MYECKME NOKarnbHbIE CETU, HO Bbl
MOXeTe rpynnMpoBaTb KOHEYHble CTaHUuKW, Aaxe ecrnn OHW (PU3MYECKU He pacrosioXeHbl B
O[HOM cermeHTe nokansHown ceTun. Jllobon LAN-nopT ycTponctea moxeT npuHaanexatb VLAN,
a oJHoadpecHble, LIMpOKOBellaTeNbHble U MHOrOaApecHble NakeTbl MepecbinalTca U
3anonHAITCSA TOJIbKO KOHeYHbIMK cTaHumsamn B VLAN.

Mpumep cxembl ceTn - PucyHok 23.
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CepBUCHbIN
MapLipyTusatop

P
B
192.168.3.1/24 aflaaaa

LAN
(switchport 1)

192.168.3.0/24

192.168.3.2/24

e —

PucyHok 23 — Cxema HaCTpONKn NokanbHOW CeTu

7.2.1 HacTtpouka cetun
Onsa cosgaHna VLAN Beeaute naeHTudukaumoHHbii Homep VLAN-ID (vid) ¢ nomoLybio

KOMaHA;:

admin@sr-be#configure terminal
admin@sr-be(config)#vlan 20

»
NMpumeyaHue

1. VLAN-ID moxeT npuHumaTh 3HavyeHuns ot 2 o 4094.
2. Mpun HeobxoaumocTn 3agante nmst VLAN ¢ NnOMOLLbIO KOMaHabl name.
3. Ansa co3ganusa cnmncka VLAN nepeuncnivte VLAN-ID yepes «,» Unm «-» B pexume

rnobanbHon KoHUrypauuu: vlian 2,3,5-8

HasHaubTe VLAN20 nHtepdency switchport1
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admin@sr-be(config)#interface switchport 1
admin@sr-be(config-switchportl)#switchport mode access
admin@sr-be(config-switchportl)#switchport access vlan 20
admin@sr-be(config-switchportl)#no shutdown
admin@sr-be(config-switchportl)#exit

Hactpoute ctatuyeckun IP-agpec Ha VLAN-nHTepdence

admin@sr-be(config)#interface vian20
admin@sr-be(config-if-[vlan20])#vid 20
admin@sr-be(config-if-[vlan20])#ip address 192.168.3.1/24
admin@sr-be(config-if-[vlan20])#no shutdown
admin@sr-be(config-if-[vlan20])#exit

Takke BO3MOXHO Ha3zHa4yeHne AMHaMU4ecKoro IP-a/J,peca:

admin@sr-be(config)#interface vlan20
admin@sr-be(config-if-[vlan20])#vid 20
admin@sr-be(config-if-[vlan20])#ip address dhcp
admin@sr-be(config-if-[vlan20])#no shutdown
admin@sr-be(config-if-[vlan20])#exit

Onsa yoanenns VLAN ucnonb3ynte KoMaHab!:

admin@sr-be#configure terminal
admin@sr-be(config)#no vlan20

A\ Buumanue!

Mpexae Yem yganutb VLAN, y6eagutech, 4TO BceM nHTepdencam ¢ gaHHeim VLAN

Ha3Ha4veH gpyron VLAN.

7.2.2TMpoBepka HacTpoek

BeinonHuTte komaHgy show vian all gnsa nposepkn co3gaHHbix VLAN

VLAN id Name Member ports (t-tagged, u-untagged)
1 default swp2 (u), swp3 (u), swp4 (u), swp5(u), swpb (u), Swp7 (u), swp8 (u)
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20 VIan0020 swpl(u)

BeinonHute komaHay show interfaces switchportl gns npoBepku coctosiHuA switchport1

switchport1:

Link: DOWN

MTU: 10240

Duplex: full

AUtonegotivation: on

Speed: 1000

Supported speed (Mb/s): 10, 100, 1000
Switchport mode access

Switchport access vilan: 20

BeinonHute komangy show interfaces vlan20 ans nposepkun HacTpounku vian20

vlan20 vid 20:

Link: UP

Ipv4 Address: 192.168.3.1/24
RX: 13908 bytes / 88 packets
TX: 1764 bytes / 10 packets
MUT: 1500

Tx buffer: 1000

HW Address: b4:81:bf:00:00:85
Ipv6 Address: fe80::b681:bfff:fe00:85/64
EtherType: 0x8100
Encapsulation: dotlq

7.3 HacTpounka uHtepdenca B pexxume Trunk

Utobbl HacTpouTb nopT switchportS yctponctea B kayecTBe MarucTparnbHOro nopTta,

ncrnonb3ynTe cnenyrolime KoMaHapl:

admin@sr-be#configure terminal
admin@sr-be(config)#tinterface switchport5
admin@sr-be(config-switchport5)#switchport mode trunk
admin@sr-be(config-switchport5)#exit

BeinonHute komaHay show interfaces switchport5 gnst npoBepku coctosiHus switchports

switchport5:
Link: DOWN
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MTU: 10240

Duplex: full

Autonegotiation: on

Speed: 1000

Supported speeds (Mb/s): 10, 100, 1000
Switchport mode trunk

Switchport trunk allowed vlans: 1-4094
Switchport trunk native vlan: 1

A\ BHumaHue!

[nsa nopta yctponcrtea 6yayTt paspelueHsl Bce VLAN.

HasHaubTe trunk-nopTy cnucok paspeLueHHbix VLAN.

»
MpumeyaHue

[lnsa HacTpourku npegBapuTenbHO co3ganTte Heckonbko VLAN.

admin@sr-be(config)#interface switchport 5
admin@sr-be(config-switchport5)#switchport trunk allowed vlan none
admin@sr-be(config-switchport5)#switchport trunk allowed vlan add 20,21
admin@sr-be(config-switchport5)#no shutdown
admin@sr-be(config-switchport5)#exit

BeinonHute komaHay show interfaces switchport5 gns npoBepku coctosiHus switchports

switchport5:

Link: DOWN

MTU: 10240

Duplex: full

Autonegotiation: on

Speed: 1000

Supported speeds (Mb/s): 10, 100, 1000
Switchport mode trunk

Switchport trunk allowed vlans: 20-21
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8 HacTpowuka yaaneHHoro gocrtyna
8.1 Hactpounka yaaneHHoro gocrtyna no npotokony SSH

Mpumep cxeMbl HAaCTponKa yganeHHoro goctyna no npotokony SSH yepes WAN-nopT -

PucyHok 24.

CepBUCHbLIN
MapLpyTuU3aTop

192.168.1.0/24 WAN (eth1)

192.168.1.25 192.168.1.1

PucyHok 24 — Cxema HacTpoWnKn yaaneHHoro goctyna no npotokony SSH

A\ BuumaHue!

Ona nogknioyeHus yepe3s SSH gomkeH 6bITb HAcTpoeH IP-agpec Ha uHTepdence

YCTPOWCTBA, Yepe3 KOTopbI ByaeT OCyLLeCTBNSATLCS NOAKIIOYEHNME.

Hactponte WAN-nopT eth1

admin@sr-be#configure terminal
admin@sr-be(config)#interface ethl
admin@sr-be(config-if-[eth1])#no shutdown
admin@sr-be(config-if-[eth1])#no ip address dhcp
admin@sr-be(config-if-[eth1])#ip address 192.168.1.1/24
admin@sr-be(config-if-[eth1])#exit

[ns HacTpovku yganeHHoro goctyna Heobxoammo ykasaTtb |IP-agpec wHTepdeica,

KOTOpbIN ByaeT npuHuMaTtb SSH-coeguHeHue:

admin@sr-be(config)#system ssh listen-address 192.168.1.1
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[ns BbIBOAA Ha akpaH HacTpoek SSH-cepBepa BbINOMHUTE KOMaHAY:

admin@sr-be(config)# show system ssh

PGSyﬂbTaT BbINOJTHEHNA KOMaHObI:

SSH server enabled
Version: 2
Port: 22
Listen addresses:
192.168.1.1
all-ipvé
Whitelist:
all
all-ipv6
SSH timeout: 600

BoinonHute komaHay ssh admin@192.168.1.1 Ha yCTpoWCTBE, 4epe3 KoTopoe

OCYLLECTBNATLCS MNOAKNIOYEHNE U OOXKANTECH NPUrNaLleHnst BBoaa YYETHbIX AaHHbIX (password)

The authenticity of host '192.168.1.1 (192.168.1.1)' can't be established.

RSA key fingerprint is SHA256:5DGX/BWLmMyFK1cBZLAJGvwrZNQVCMFP65HZdLIEjttU.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '192.168.1.1' (RSA) to the list of known hosts.
admin@192.168.1.1's password:

[ns yopaneHus HaCTPOEHHbIX NapamMeTpoB SSH BbINONHUTE KOMaHAbI:

admin@sr-be#configure terminal
admin@sr-be(config)# no system ssh listen-address 192.168.1.1

MpoTtokon SSH Bknto4eH no ymonyauuto. Ona oTknwyveHnss SSH Ha ycTponcTtee

BbINOJIHNTE KOMaHObl:

admin@sr-be#configure terminal
admin@sr-be(config)# system ssh off
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8.2 Hactpouka yaaneHHoro gocrtyna no nportokony Telnet

[MpuMep cxembl HaCTPOMKN yaaneHHoro gocrtyna no npotokosny Telnet yepes WAN-nopT -

PucyHok 25.

PC
CepBUCHBLIW P ——

MapuipyTusaTop 198.18.1.0/24

O OoOoo
B
198.18.1.2/24

198.18.1.1/24 C

PucyHok 25 — Cxema HacTponkn npoTokosna Telnet

A\ BHumaHue!

[ns nogkntoyeHuns vyepes Telnet gomkeH ObiTb HAacTpoeH IP-agpec Ha uHTepdence

YCTPOWCTBA, Yepe3 KOTopbIi OyaeT oCyLLeCTBASTLCS NOAKIIOYEHME.

Hactponte WAN-nopT eth1

admin@sr-be#configure terminal
admin@sr-be(config)#interface ethl
admin@sr-be(config-if-[eth1])#no shutdown
admin@sr-be(config-if-[eth1])#no ip address dhcp
admin@sr-be(config-if-[eth1])#ip address 198.18.1.1/24
admin@sr-be(config-if-[eth1])#exit

Bkntounte npotokon Telnet
admin@sr-be(config)#system telnet on

[nsa BbiBOga Ha 3kpaH ctaTtyca Telnet-cepBepa BbINONHUTE KOMaHAY:
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admin@sr-be(config)#show system telnet

PesyanaT BbINOJIHEHNA KOMaHObl:

Telnet server enabled
Port: 23
Listen address: all IPv4
Whitelist:
all-ipv4
all-ipvé
Telnet timeout: 600

Onsa otknoveHns Telnet Ha yCTpONCTBE BbLINOSTHUTE KOMAHAbI:

admin@sr-bettconfigure terminal
admin@sr-be(config)# system telnet off
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9 HacTtpouka cepBepa 4OMEHHOIo UMEHMU

DNS-cepBepbl nogaepxmBaroT KaTanor JOMeHHbIX UMeH 1 conoctasrneHnn |IP-agpecos.
Cnyx6a OOMEHHbIX UMEH Ucnonb3yeTcs And npeobpasoBaHUs JOMEHHbIX UMeH B IP-agpeca u
HaobopOT.

OTO nos3BonsieT ucnonb3oBaTb Kak npeobpasoBaHve wumeHn B IP-agpec, Tak
n npeobpasoBaHue IP-agpeca B Ms BHyTpU CETH.

Korga knueHT oTnpasnsieT goMeHHoe umsa Ha DNS-cepBep Oonsi paspelueHus, cepsep
nnbo npeobpasyeT uma B IP-agpec B CBoeM fokanbHOM Kalwle, nmbo obpalaeTtcs K gpyromy
DNS-cepBepy, 4Tobbl nonyunts IP-agpec onsa knuexTa.

JTokanbHbIn DNS-cepBep notpebyeTcs, ecnu paboyme ctaHuum obMeHnBaroTCs JaHHbIMK
Nno uMeHn paboyen ctaHumm, a He no |IP.

Mpumep cxembl ceTn - PucyHok 26.

PC DNS
server
ns1

oth1 a0 Doon

100.10.10.10/24

L

PucyHok 26 — HacTpowka cepBepa JOMEHHOIO MMEHU B JIOKasrbHOM CeTu
LWar 1. HacTtponTte uHtepgenc eth1 Ha cepBnucHom mapLupyTmsaTope.

RouterA#configure terminal
RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 100.10.10.10/24
RouterA(config-if-[eth1])#exit

LWar 2. HactponTe loopback nHtepdenc
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RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 1.1.1.1/24
RouterA(config-if-[lo1])#exit

War 3. Hactponte DNS cepsep

RouterA(config)#ip route 0.0.0.0/0 100.10.10.20
RouterA(config)#dns-server

RouterA(dns-server)#zone master test.do
RouterA(config-dnszone-[test.do])#set ns nsl
RouterA(config-dnszone-[test.do])#set refresh 300 sec
RouterA(config-dnszone-[test.do])#entry a 192.168.0.1 pc
RouterA(config-dnszone-[test.do])#entry a 100.10.10.10 ns1
RouterA(config-dnszone-[test.do])#entry a 1.1.1.1 lol
RouterA(config-dnszone-[test.do])#entry ns nsl
RouterA(config-dnszone-[test.do])#exit
RouterA(dns-server)#dns-server on
RouterA(dns-server)#end

[nsa oTknoveHus cnyx6bl DNS-cepBepa BbINONHUTE KOMaHAbI:

RouterA(config)#dns-server
RouterA(dns-server)#dns-server off

9.1 MNMpoBepKa HacTpoek

LWar 1. NMpoeepbTe HacTponkn DNS-cepBepa BbINONHMB KOMaHay show dns-server:

DNS Server
Status: running
Listen address:
any
Listen port: 53
Allow query address:
any
Allow transfer address:
any
Recursion: False

Master zone: test.do

STTL 38400

@ IN SOA ns1 admin@test.do (
1438828620
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300

3600

604800

86400

)

lol A 1.1.1.1

pc A 192.168.0.1
nsl A 100.10.10.10
@ NS nsl

War 2. Boingute 13 y4eTHOM 3anncu nosnb3oBaTens BbiMOMHMB KOMaHAy exXit:

C:\Users\Conference>

War 3. NMpoeepbTe 3anucn DNS-cepBepa BbinonHuB Ha PC komaHab!:
nslookup pc.test.do 100.10.10.10

Server:  UnKnown
Address: 100.10.10.10
Name: pc.test.do
Address: 192.168.0.1

nslookup nsl.test.do 100.10.10.10

Server: UnKnown
Address: 100.10.10.10
Name: nsl.test.do
Address: 100.10.10.10
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10HacTpounka DHCP-cepBepa Ha ycTpoucTBe

Yctponcteo nogaepxusaeT knneHToB B VLAN, 06beamHss nx B BUPTYarnbHYH JIOKanbHYO
CeTb, HE3aBMCMMO OT ee (PU3NYEeCKON Tononorum. YCTPOMCTBO MOXET MUCMNOSb30BaTh MPOTOKOS
AnHammyeckon koHdurypauumn xocta (DHCP), utobbl BKkNOYMTL aBTOMaTUYEeCKOe Has3HadeHue
KOH(purypaumm IP onga yanos B aTux cetax.

Mpumep cxembl NOAKNKYEHNA - PUCYHOK 27.

CepBUCHbIA
MaplupyTusaTtop Onepatop
CBA3KA
SRR von ) 17216.0.0116 wan - 0 ooog
palesi=el 72 16.0.2 172.16.0.5 AT

LAN
(switchport 2)

LAN
(switchport 1)

PucyHok 27 — Hactpownka DHCP-cepBepa Ha ycTponctee

Onsa Hactponkn DHCP-cepBepa Ha yCTPOWCTBE BbIMOSHNTE KOMaHAbI:

admin@sr-be#configure terminal

admin@sr-be(config)#ip dhcp pool 10
admin@sr-be(config-dhcp[10])#network 192.168.3.0/24
admin@sr-be(config-dhcp[10])#range 192.168.3.3 192.168.3.50
admin@sr-be(config-dhcp[10])#exit

admin@sr-be(config)#ip dhcp server on

»
NMpumeyaHue

1. Homep nyna gosmkeH 6biTb Ha3HayeH B AnanasoHe oT 1 oo 65535.
2. network 192.168.3.0/24 — nogceTtb, Ana koTtopown OyayT BblgaBaTbCsA agpeca

DHCP-cepBepom.
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3. range 192.168.3.3 192.168.3.50 — HavanbHbIN N KOHEYHbIN IP-agpec ananasoHa
aZipecos.
4. BblBO4 KOMaHAbl range BO3MOXEH TOSbKO, eCnu paHee bbina BbINoSIHEHA KOMaHaa

network

MpoBepbTe HacTponkn DHCP-cepBepa ¢ nOMOLbI0 KOMaHab!:

admin@sr-be#show ip dhcp

Pe3yanaT BbINOJTHEHNA KOMaHObI:

VRF: default

default-lease-time 600;

Pool: 10

subnet 192.168.3.0 netmask 255.255.255.0 {
range 192.168.3.3 192.168.3.50;

}

[na yoaneHna nyna IP-agpecos 192.168.3.3 — 192.168.3.50 BbINONHUTE KOMaHAb!:

admin@sr-be#configure terminal

admin@sr-be(config)#ip dhcp pool 10
admin@sr-be(config-dhcp)#no range 192.168.3.3 192.168.3.50
admin@sr-be(config-dhcp)#exit

ﬂ,l’lﬂ yaaneHusa scero Ha6opa JIOKalibHbIX apecoB BbINOJIHATE KOMaHObI:

admin@sr-be#configure terminal
admin@sr-be(config)#no ip dhcp pool 10

Onsa otknoveHus cnyx6bl DHCP-cepeepa BbINOMHUTE KOMaHAbI:

admin@sr-be#configure terminal
admin@sr-be(config)#ip dhcp server off
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11HacTpouka XXypHanupoBaHMA COObLITUM Ha yaarneHHbIW Syslog-cepBep

[laHHblE N3 CUCTEMHOrO XypHana yCTponcTBa MOXHO MepechinaTtb No NpoTokony Syslog
Ha ypaneHHoln cepBep. CO6op nor-coobweHnn no3BOSIMT WMMETb MOSIHYKD CTaTUCTUKY
NPOUCXOLALMNX C YCTPOMCTBOM COObITUI, MPOBOAUTL aHaNM3 1 3apaHee BbISABMASATb BO3MOXHbIE
npobnemsi.

Mpumep cxembl ceTn - PucyHok 28

Syslog - cepBep CepBUCHbIA
MapLupyTu3aTop

Onepatop

192.168.1.0/24 172.16.0.0116 cBR3K

WAN (eth 2) FREERER WAN (eth1) WAN
192.168.1.11 192.16.0.2 Hegese 81721602 172.16.0.1

LAN LAN
(switchport 1) LAN (switchport 3)
(switchport 2)

Monk3oBaTenu

192.168.3.0/24

PucyHok 28 — Cxema HaCTpOWNKK XXypHanmpoBaHus cobbITUN Ha yaaneHHbln Syslog-cepsep

BbinonHuTe KOMaHabl A4Ns NPOBEPKM cTaTyca fIorMpoBaHus:

admin@sr-bettconfigure terminal
admin@sr-be(config)#show logs status

PesyanaT BbINOJTHEHNA KOMaHObI:

access_violation : on
access_list : off

pim ipv4 : off

pim ipv6 : off
netflow : off
pppoe-server : off
pptp-server : off
syslog : on

kern : on

vpn : off
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daemon : on
command-history : on
system_integrity_log: on

Mo ymon4yaHuto, fior coobulieHnn ot ycTponcTtBa Ha Syslog-cepep ByayT oTchinaTtbca B
cnenyrLwmnx KaTeropmax:
o Ssyslog — nor cMCTEMHbBIX U3MEHEHUN;
o kern— nor coobuweHnn oT aapa Linux n npegynpexaeHuns, Kkotopble MoryT ObiTb
NonesHbl Mpy ycTpaHeHun OownBOK MoNb30BaTENbCKMX MOAYNEWN, BCTPOEHHbIX
B AAPO;
o daemon —fior coobuweHnn O pasnuyHbIX npoueccax, KOTopble 3anyLweHbl
B cucteme (4EMOHDI);
o command-history — nor nctopmm BBoaa KOMaHz.
UTtoObl HacTpouTb OTMpPaBKy fIOrOB Ha YCTponcTeBe, Heobxogumo ykasatb |P-agpec

yaaneHHoro Syslog-cepsepa, BbIMOMHMB KOMaHAbI:

admin@sr-be#configure terminal
admin@sr-be(config)#log syslog remote 192.168.1.11

[lnsi NpoBepKM HaCTPOeK BbINOMNHUTE KOMaHAY:

admin@sr-be(config)#show running-config

Pe3yJ'IbTaT BbINOJTHEHNA KOMaHObI:

YacTb BbIBOgA NponyLweHa Ana KPaTKoCTH

log syslog remote 192.168.1.11

system tty timeout 600

[lnst oTMeHbI OTrNpaBkK foroB Ha Syslog-cepBep BbIMNONHWB KOMaHAbI:

admin@sr-be#tconfigure terminal
admin@sr-be(config)#log syslog remote 0.0.0.0
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12YcTaHoOBKa AaTbl, BpeMEHU U YacoBOro nosica

[lnsa BbiBOOA Ha 9KpaH TeKyLllero BpeMmeHn n AaTbl BbIMOJTHATE KOMaHAY:

admin@sr-bettshow clock

PesyanaT BbINOJTHEHNA KOMaHObI:

Yt ans 30 08:41:04 MSK 2021
12.1 HacTpouka BpeMeHu

YcTtaHoBUTE Tekyllee BpeMs C NMOMOLLbI0O KoMaHadbl system clock time <HH:MM[:SS]>,

Hanpumep:

admin@sr-be#configure terminal
admin@sr-be(config)#tsystem clock time 12:30:16
admin@sr-be(config)#tshow clock

PesyanaT BbINOJIHEHNA KOMaHObl:

Yt ans 30 12:30:22 MSK 2021
12.2 Hactpowuka gatbl

YcTtaHoBuTe gaTy ¢ nomMoLLbio koMaHabl system clock date <DD.MM.YYYY>, Hanpumep:

admin@sr-be#configure terminal
admin@sr-be(config)#system clock date 18.08.2021
admin@sr-be(config)t#tshow clock

Pe3yJ'IbTaT BbIMNOJTHEHNA KOMaHObI:

Cpasr 18 12:31:22 MSK 2021
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12.3 CwmeHa YyacoBoro nosica

[ns cmeHbl 4YacoBOro nosica ucnonb3ymte komaHay system clock timezone, panee

HaxxmnTe <Tab> ansa Bbibopa cTpaHbl, HaXXMUTE <Tab> ansa Bbibopa ropoaa, HanpumMep:

admin@sr-bettconfigure terminal
admin@sr-be(config)#system clock timezone Europe/Moscow

12.4 HacTtpouka cMHXpOHM3auumn BpemeHu ¢ NTP-cepBepa
Cxema nogkritoyeHust cetun - PucyHok 29.

NTP - cepBep CepBHUCHBbIN
MapLupyTusaTop

Onepatop
192.168.1.0/24

WAN (eth 2) ERTTTEl WAN (ethy) 721800/ WAN TR e
8 B:
192.168.1.15 192.168.1.1 fllzzee 172.16.0.2 172.16.0.1 fllzeze

LAN | LAN
(switchport 1) LAN (switchport 3)
(switchport 2)

Monb3oBatenu

192.168.3.0/24

PucyHok 29 — HacTtpownka cnHxpoHusauum spemeHn ¢ NTP-cepeepa
[nsa HacTporkn cuHxpoHm3saumm ¢ NTP-cepBepOM BbINONMHUTE KOMaHAbI:

admin@sr-be#configure terminal
admin@sr-be(config)#ntp server 192.168.1.15

admin@sr-be(config)#ntp restrict default kod nomodify notrap noquery nopeer
admin@sr-be(config)#ntp on
admin@sr-be(config)#exit

»
MpumeyvaHue

UTobbl CUMHXpOHM3UpOBaTbL Bpems C nomowbio npotokona NTP, cnegyet
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npeaBapuUTEnNbHO BPYYHYKD HACTPOUTL Tekywee Bpemsd, AaTy M 4acoBon nosic (CMm.
nogpasgensl CoxpaHeHne HacTpoek, [pumeHeHne Hactpoek, C6bpoc Hactpoek). [lpwu

cunbHon pasHuue (6onee 1000 cekyHA) CMHXPOHM3aUNA OCYLLIECTBNATLCA He Byaer.
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13KomaHAab! AMarHOCTUKMU

13.1 Ping

Mcnonbayinte komaHgy ping Ans OMarHOCTMKM Npobrnem CeTeBOro CoeAMHEHUs Mmexay
yctporctBamu. C nomowbio axo-naketoB ICMP MOXHO onpefenvtb akTUBHO Iy yaaneHHoe
YCTPOWCTBO, Y3HaTb BpeMs 3aepXKeK Npu nepegayve NakeTtos U Hannyme nx notepb.

[Mpumep KkoMaHabl 49 NPOBEPKM JOCTYMHOCTM XocTa 192.168.3.2 B ceTu:

admin@sr-be#ping 192.168.3.2 repeat 4

Pe3yanaT BbINOJTHEHNA KOMaHOblI:

PING 192.168.3.2 (192.168.3.2) 56(84) bytes of data.

64 bytes from 192.168.3.2: icmp_seq=1 ttl=128 time=1.27 ms
64 bytes from 192.168.3.2: icmp_seq=2 tt|=128 time=1.27 ms
64 bytes from 192.168.3.2: icmp_seq=3 tt|=128 time=1.16 ms
64 bytes from 192.168.3.2: icmp_seq=4 tt|=128 time=1.36 ms

---192.168.3.2 ping statistics ---
4 packets transmitted, 4trace received, 0% packet loss, time 7ms
rtt min/avg/max/mdev = 1.164/1.266/1.362/0.078 ms

MpepBaTb BbINOSHEHME KOMAHAbI MOXHO coveTaHmem knasuw <Ctrl + C>.
13.2 Traceroute

KomaHpga traceroute mcnonbdyetcs ans obHapyXeHus nyTen crefoBaHus naketa go
a[pecoB yaaneHHbIX YCTPOMUCTB, a TakkKe TOYEK HapyLUEHNS MapLUpyTM3aLmu.
Mpumep kOMaHabl ANst onNpeAeneHns 1 BbiBoAa Ha 3KpaH MapLUpyTa CriefoBaHMs AaHHbIX

Jo xocta 192.168.3.2 B ceTu:

admin@sr-betttraceroute 192.168.3.2

PesyanaT BbINOJTHEHNA KOMaHObl:

traceroute to 192.168.3.2 (192.168.3.2), 30 hops max, 60 byte packets
1 192.168.3.2 0.987 ms 0.016 ms 0.016 ms
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[lononHuTenbHble pykoBOACTBA NO pabote ¢ VHCTPYKUMSi NO yCTaHOBKE M BbICTPOMY 3anycky
YCTPONCTBOM KPI1I.465614.001-011C26

14[0ononHuTenbHble PyKOBOACTBA NO paboTe C YCTPOUCTBOM

1. KPIIr.465614.001P3 PykoBoACTBO MO 3KCMyaTaumu.

2. RU.07622667.00004-01 34 01-1 PykoBoacTBO onepaTopa.

3. RU.07622667.00004-01 34 01-2 PykoBoacTteo onepatopa. [NpunoxeHue 1. CnpaBoYHUK
komaHg CLI.

4. RU.07622667.00004-01 32 01 PykoBOACTBO CUCTEMHOIO nNporpamMmMmucTa.
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15TexHnYecKasa noaaepxkKa

Ha odvmumnansHom cante komnaHum AO «HIMM «AcTtok» um. LLIOKMHa» Bbl MOXETE HaNTK
TEXHUYECKY AOKYMEHTaLMIO 1 0BHOBUTbL NporpaMmmMHoe obecnevyeHmne yCTpomncTBea.

OduumanbHbIi cant KoMmnanuu: https://istokmw.ru/
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TexHunyeckasa nopgae PXKa

OdmumanbHbIi caiT KomnaHuu: https://istokmw.ru/

[okymeHTaumio 1 nporpaMmHoe obecrnevyeHne Ha u3genns MoXHO ckavaTb B pa3gene
«JokymeHTauusa n NporpammHoe obecneveHne» Ha cTpaHuue https://istokmw.ru/service-router/

EE" E BasoBas TexHU4eckasi NoaaepxKKa OcyLLecTBNAETCS
2 5 gHer B Hegento no 6yaHam ¢ 8:00 oo 17:00 (Bpema MockoBckoe)
Ten: +7 (495) 465-86-48
E e-mail: support@istokmw.ru
b web: https://istokmw.ru/support/

JINYHBI KAOWHET TEXHNYECKON Noadep kM No pyHKLUMOHMPOBAHMIO NPOAYKTOB
https://helpdesk.istokmw.ru/
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