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AHHOTauunA

[aHHbIN OOKYMEHT SIBMSIETCA PYKOBOACTBOM CUCTEMHOrO MporpaMmmmucta nporpaMmmHOro
obecnevyeHus cepsucHOro mapwpytnsatopa CS, npegHasHa4YeHHOro Ansi opraHuMsauumn u
npegocTaBneHns PyHKUMA KOMMyTaumMm n MapLupyTnsauum Tpaduka.

[aHHbIN OOKYMEHT onucbiBaeT obLiune cBeOeHus, CTPYKTYpY, HaCTPOWKX, MPOBEPKM,
AONOSTHUTENbHbIE BO3MOXHOCTU U COOBLLEHNA CUCTEMHOMY MNPOrpaMMUCTy CEPBUCHOIO
MapLupyTusaTopa.

[aHHbIN AOKYMEHT paspaboTaH noa BEpCUMo NporpaMMHoOro obecneveHusi CEpBUCHOIO
mapuwpyTtusatopa 3.24.13 ot 24.07.2025, paboTta nporpaMmmHOro obecneyeHuss CepBUCHOrO
MapLupyTusaTopa B 6onee paHHMUX BEPCUSIX MOXET OTNIMYATbCS OT TEKYLLEN.

HacToawun OOKYyMEHT BXOAWT B COCTaB MPOrpamMMHON OOKYMEHTauMuM Ha usgenve u
paccyMTaH Ha Mnofb3oBaTesNisl, MMEKLWEro HaBblkM paboTbl Ha MEPCOHANbHOW 3MEKTPOHHOMN
BblYNCINTENBHON MallMHe B onepauuoHHon cucteme Linux, Windows u 3HaloWMn OCHOBbI
CeTeBOro agMUHUCTPUPOBAHMSA.

[na HarnsgHOCTU B TEKCTE HACTOSILLEro pykoBoACTBa MUCMNOJIb3YHOTCA pa3siMyHble CTUInN

odopmnenuns (tabnuua 1).

Tabnuua 1 — CTunu opopmneHns B JOKyMEHTe
Ctunb opopmneHums O6nactb npumeHeHuUn Mpumep
MonyxupHbI wWpndT  BblaenseT npMmepbl CUHTaKCMca KOMaHA, configure terminal

Wpundt Bbiaenset Bbisog CLI Name # Rule 100 1 src: 192.168.1.1/32

Bepcus 14.0 5



O6wwune ceefeHns o nporpamme PykoBOACTBO CMCTEMHOro nporpaMMmumcTa
RU.07622667.00004-01 32 01

1 OOwue cBegeHns o nporpamme

MO CM npegHasHadeHo ans obecneyvyeHust PYHKUMA KOMMYTaUUKM U MapLipyTmusauum
Tpaduka.
MO CM obecneunBaeT yHKUMOHMpPoBaHWe no npoTtokony IPv4 (RFC 791).
MO CM obecneunBaeT dyHKUMOHMpoBaHue no npoTtokony IPv6 (RFC 2460).
MO CM obecneuunBaeT obpaboTky Jumbo Frames (kagpoB pasmepom go 1900 6anT) Ha
Bcex nHTepdgencax Ethernet.
MO CM obecneumBaeT HasHayeHne ctaTudeckmx |IP-agpecoB cBomM nHTepderncam.
MO CM obecneumBaeT ogHOAAPECHYIO CTaTUYECKY0 MapLupyTmM3aumto |[P-nakeTos.
MO CM nopoepxmnBaet ogHOaAPECHYI0 ANHAMUYECKYIO MapLIpyTM3aLnio No NpoToKonam
RIP, RIPng, OSPF, IS-IS, BGP.
MO CM nopagepxuBaeT arperaunto noptos ¢ nomouubto LACP.
MO CM obecneumBaeT nepepacnpeaeneHne MmapLipyTHOM nHopmMaunm:
o Mexay NpoTOKONaMn JUHAMMYECKON MapLUpyTU3auum;
O CTaTMYECKMX MapLUPyTOB B MPOTOKOMbl AUHAMUYECKON MapLUpyTU3aLmm.
MO CM noppepkmBaeT MmapLlpyTu3aumio Ha ocHoBe nonutuk (Policy routing):
o Ha ocHoBe |IP agpeca NCTO4YHKKa;
O Ha OCHOBE HOMepa nopTa UCTOYHWMKA U Ha3HaYeHUS.
MO CM nogaepxmBaeT 6anaHCUPOBKY Harpy3ku Mpu HanmMyMmM HECKOSbKMX MapLLPYTOB C
OAMHaKOBOW METPUKOMN.
MO CM nopopepxunBaeT NpPoTOKOMbl yBenuyeHnsa goctynHoctu wro3a VRRP n CARP.
MO CM nogaepxunBaeT NpoTokon obHapyxeHus npobnem cessHocTn BFD.
MO CM obecneunBaeT ObICTPylO CXOAMMOCTb  MPOTOKOMOB  AMHAMUYECKOM
MapLupyTmsaummn ¢ nomoLLbo npotokona BFD.
MO CM obGecneunBaeT obHapyXeHne AOCTYNHOCTM CreayroLero TPaH3UTHOro yyacTka
A58 cTaTUYecKuX MapLupyToB € NnomMoLbio npoTtokona BFD.
MO CM nognepxvmBaeT AMHaAMUYECKOe KOHUNypupoBaHME CETEBLIX HACTPOEK Ha y3nax
B kayectBe DHCP-cepBepa.
MO CM nogpepxmBaeT paboty B kadectBe DNS-cepBepa, DNS-knneHTa, DNS-proxy.
MO CM noppepkmBaeT NPOTOKON CUHXPOHU3auum sBpemeHn NTP.
MO CM nopaepxmBaeT MHOrOaApECHY ANHAMUYECKYI0 MapLUpyTMU3aLMIo MO NPOTOKOam
IGMP, PIM.
MO CM noppepxkmBaeT nNpoToKon ydeTa ceteBoro Tpaduka Netflow.
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MO CM noppepkmBaeT npoTokon ceteBoro yrnpasneHna SNMP.

MO CM nopaepxunBaet mexaHuam IP SLA.

MO CM nogaepxuBaeT ceTeBY CUCTEMY OBHapPYXeHNa 1 NpefoTBpaLLeHNs] BTOPXKEHUI
SNORT, cnocobHyt BbINOMHATL pPerucTpaumio NakeToB W OCYLECTBMAATb rMybokMn aHanus
Tpaduka.

MO CM nopoepXmBaeT MHOrONPOTOKOMbHYD KoMMyTauuio no MPLS wmeTkam
(Multiprotocol label switching) RFC 3031.

MO CM noppepxvmBaeT TEXHOSOMMI0 BUPTyaribHOW MapLlpyTM3auun 1 nepeagpecauuu
(Virtual Routing and Forwarding (VRF)).

MO CM noppepxuBaeT npeobpasoBaHne ceteBbix agpecoB NAT.

MO CM obGecneumBaeT 6a30Bbie KOHLENUUN TPAHCNALMM CETEBLIX aapeCcoB:

o cTtatn4yeckasa (Static Network Address Translation);
o AuHamuyeckasa (Dynamic Address Translation);
o mackapagHasa (NAPT, NAT Overload, PAT).

MO CM noppepxmBaeT criegyrowme Metoabl obecnevyeHnss KadectBa obcnyxmBaHnsa B
cetax: FIFO, PQ, CBQ, WFQ, HFSC, RED, GRED, HTB, RIO, SFQ, TBF, WRR, INPUT, WRED.

MO CM noppepxmBaeT MCNoSib30BaHUE nepapxudeckux aucumnnuH QosS.

MO CM nopoaepXunBaeT TEXHOMOINMI0 Co3aaHnsA BUPTYyarnbHbIX YacTHbIX ceTe DMVPN.

MO CM nogaepxuaet npotokonbl OpenVPN n IPSec.

MO CM nopaepxmBaeT (PyHKLUNIO TYHHENMpoBaHMs no npotokonam: PPPoE, PPTP, IPIP,
GRE, L2TP.

MO CM obecneumBaeT hunbTpaumio Tpaduka no cnegyowmm nonsm:

o nopt (TCP/UDP) otnpasuTtens;

o nopt (TCP/UDP) nonyyaTens;

o |IP-agpec otnpasutens;

o |P-agpec nony4vartens;

o MAC-agpec oTnpasuTens;

o ¢pnaru 3aronoBka cermeHta TCP;

o 3HadveHue nons «llpoTokon» 3aronoska IP;

o 3HauveHue nonga «ToS» (TOS/DSCP) 3aronoska IP.

MO CM nopaepkmBaeT XypHanupoBaHue Syslog.

MO CM nopaepxmBaeT cneayowme Buabl ynpaseHus:

o IoKanbHoe Yepe3 nHTepgenc komangHom ctpoku (CLI);

o ypAaneHHoe no npotokony SSH;
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o ypaneHHoe no npotokony Telnet.
MO CM obecneyvnBaeT KOPPEKTHOCTb 3aaBaeMblxX NapaMmeTpoB (PYHKLNOHMPOBAHMS.
MO CM obecneunBaeT MexaHM3Mbl UaeHTUUKAUMKM 1 ayTeHTUduKaumu,
MCNONb3YOLWMECS NPU BXOAE B CUCTEMY YNpaBreHnNs U3genmem.
MO CM nopoepxuvBaeT yOdaneHHyw ayTeHTUuKauuio/asTopmMsaumio no npoTOKoNy
RADIUS n obecneunBaeT pyHKLMOHMPOBAHME B Ka4eCTBE KIMEHTA.
MO CM noppepxumBaeT ayTeHTUdUKaumo/asTopmsauyuto/yyet no npotokony TACACS+.
MO CM nopoepxuBaeT 3aaHue ydeTHbIX 3anvcen agMuyHUCTpaTopa/onepatopa U ux
naponewn.
MO CM nopaepxmBaeT cnegytowme suabl 06HOBNEHWS NPOrpaMMHOro obecneyeHus:
O NOKanbHOE (C BHyTPEHHEro/BHELLHEro HakonuTens);
o ypaneHHoe (no npotokonam HTTP, SFTP, TFTP, FTP).
MO CM obecneunBaeT coxpaHeHNe CKOHUIypnpoBaHHbIX Npounen.
MO CM oGecneynBaeT BbIBOA NEPEYHA MMEIOLLNXCA B CUCTEME NPOdUnen, nx NPpocmoTp,
a Takke NX KoNMpoBaHWe Ha BHELUHUN HOCUTENb.
MO CM obGecneumBaeT cOpoC K 3aBOACKMM HACTPOMKaM.
MO CM noppepxuBaeTt B3aMmMogencTene ¢ KoMMmyTaumoHHbIM yunom Marvell Link Street
88E6390X.
MO CM nopoepxvmBaeT KOH(UIypuUpoBaHME Crieaylwmux napaMmeTpoB  MOAYIS
KOMMYyTaLNN:
O BKIOYEHUE/BbIKITIOYEHNE NOPTOB MOAYIS;
O CKOPOCTb MOPTOB U pPEXUM nepenaydu;
o aBTOCOrnacoBaHue;
o napameTpbl TermpoBaHus kagpos (VLAN-Tpaduk);
o STP-cocTosiHMe nopTos;
o napameTpbl pexnma obydeHus 1 3anonHeHnsa Tabnuy, KoMMyTauum;
o co3faHue/sameHeHue/yaaneHue 3anucen B Tabnuuax KommyTaumm;
MO CM obecneunBaeT nonyyYeHne WHMOPMaUMM O TEKyLLEeM COCTOSAHUM MOAYINS
KOMMYTaLuK:
o KOHdurypaums n ctatyc nopToB MOAynst KOMMyTauuu;
o STP-cocTosiHne nHtepdencos;
O COCTOsiHME Tabnuy KoMmyTauuu;
O 3HayeHus CYETUMKOB KaApOB Ha nNopTax.

MO CM nogaepxmBaeT cnegytowme crnyxebHble NPOTOKOMbl BTOPOro YPOBHS:
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o STP;
o RSTP;
o MSTP;
o LLDP.
MO CM nogpepkmBaeT BCTPOeHHble yTunuThl: iperf, tcpdump, ping, traceroute.
MO CM nopaepkuBaeT 3epkanmpoBaHue nepegaBaemoro Tpaduka.
MO CM nopaepxvBaeT MOHUTOPMWHI: Mpoueccopa, namaTh, TemnepaTtypbl, CUCTEMbI
oxnaxpgeHus, coctosaHua SSD aucka.
MO CM noppepxumsaeT pexum annoBoro cepsepa.
MO CM nogaepxmBaet paboty 3G/4G/LTE mogoemos.
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2 TPGGOBaHMﬂ K TeXHUN4eCKUM " nporpamMmmMHbIM cpeacTtBam

MuHMManbHble YCrnoBUS, BbliABUraemble K annapaTtHon nnatgopme, Heobxoanmble Ans
BbINOJSIHEHNSA NPOrpaMmMHOro obecneveHns CEpPBMCHOrO MapLupyTM3aTopa:
o annapatHas nnatdgopma Ha 6a3e npoueccopa Baikal-T;
o onepaTtmBHada namaTtb: 2 'b;

o TMOCTOsAHHOE 3anomMuHaroLllee yctpomncteo: 16 Ib.
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3 CTpyKTypa nporpaMmmbi

CTpykTypHasa cxema nporpammbl (DUCYHOK 1).

PeFHCTpLI aMATH :

|
: MOIYJSI KOMMYyTalllA |

_____ _——

SM Interface

[MporpammHbIiA
Moayins UMSD
(Unified Marvell
SOHO Driver) [€
A

A

Monyns CLI Monyne yrpasaeHus
[Tporpammebl U XpPaHECHUS
KOH(Urypammu
[Tporpammsl
A A ]
v A 4 [

' MSTPD

A
A 4

Monyas
JKYPHAJIUPOBAHUS
ITporpammsl

SAnopo O yHKLUHOHAIBHBIE
porpammer [ MOy
[Tporpammsr

A

Y

A
A

A

[Iporpammubrit
Moyis DSA
(Distributed Switch
Architecture)

A

BPDU BPDU BPDU

Iopts! Moy
KOMMY TaIin

PucyHok 1 — CTpykTypHasa cxema nporpammbl

Mporpamma dyHKLMOHaNbLHO NoapasaenseTcs Ha creayrowme 4acTu:
o 4apo O oTBevaeT 3a B3aUMOAENCTBME C ApaviBepaMn YCTpomncTBa, obpaboTKy
CeTeBbIX NaKeToB.;
o QyHKUMOHanbHble mogynu 1O oTBevalT 3a YHKUMOHASbHbIE BO3MOXHOCTU

nporpaMmmbl (MPOTOKOSbI, TEXHOMOMN);
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MOAYIb ynpaBneHus u xpaHeHus KoHdurypauumn 1O oTBevaeT 3a HACTPOWKY
PYHKUMOHAnNbHbIX  MoAynen no MOCTynMBWMM B MOAYNb KOMaHdam WU
CYHXPOHM3aLMI0 (PYHKLUMOHUPOBAHUSA pasHbIX MOOYNEN;

MoAaynb XypHanupoBaHus 1O oTBeyaeT 3a MNPOTOKONMPOBAHWE Pa3fNUYHbBIX
AEeNCTBNIN/COBBLITUIN COCTaBHbIX YacTen NPorpaMmsl;

moay”nb MO — CLI (Command Line Interface) oTBevaeT 3a nHTepdenc «4enoBek-
nporpammay;

moaynb DSA — oTBevaeT 3a npoeumpoBaHne OU3NYECKNX MHTepdEencoB Moayns
kommyTaumm B aapo. OTBevaeT 3a nepepadvy cnyxebHbix naketoB BPDU ans
noagepXxkn paboTbl MexXaHM3MOB nNpefoTBpalleHusl neTenb BHYTPUM OAHOM
noaceTn (CeMenCcTBO NPOTOKONOB pacnpeneneHHoro ceasyowero gepesa xSTP)
n cnyxebHbix coobuieHnn npotokona LLDP;

moayns UMSD (Unified Marvell SOHO Driver) — oTBevyaeT 3a 4TeHue n 3anucb

OaHHbIX B PErnMcTpbl NaMAT MoAynAa KOMMyTaLlun.

Baaumopgenctausa MO CM ¢ gpyrummn nporpaMmmamMm He nNpeyCcMOTPEHO.

Bepcusa 14.0
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4 YcTtaHOBKa nporpammbl

YcTaHoBKa nporpaMmMHoro obecrneyeHns CepBUCHOIO MapLLpyTM3aTopa OcyLLecTBnsAeTcs

B COOTBETCTBUWN C YKa3aHUAMUN UHCTPYKLUKUKM rno yctaHoeske RU.07622667.00004-01 91 01.
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YnpasrneHue rnonb3oBaTensmm PykoBOACTBO CMCTEMHOro nporpaMMmumcTa
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5 YHpaBneHMe nonb3oBaTesiasMu

A Bunmanue!

Mo ymonyaHWio Ha MapwpyTusaTope co3gaH nosib3oBaTenb C NpaBaMu
agMUHUCTpaTopa M florMHoM «adminy, naponem «adminy. B uensx 6esonacHocT naposb

HeobxoaMMo 3aMeHUTb!

CosgaHne, KOPPEKTMPOBKY W yadaneHwe nonb3oBaTenen MOXeT Mpou3BOAUTb

nofib3oBaTesib C ypoBHEM npusunernn 14 n 6onee.
5.1 Co3naHue u KOppeKTUpOBKa rpynnbl

[Ona co3gaHna wunuM  KOPPEKTUPOBKWU  rPyrnbl  OCYyLWEeCTBUTE BXO4 B HaCTPOMKU
KOH(purypaumm MO CM, BbINONHMB KOMaHAY:

configure terminal

admin@sr-be#ticonfigure terminal
admin@sr-be(config)#

[lna cosgaHmna HoBOW rpynnbl, BbINOJTHATE KOMaHAOY.

group <groupname> privilege <privilegelevel>

admin@sr-be(config)# group other privilege 5
admin@sr-be(config)#

roe: — <groupname> — HaMMeHOoBaHue rpynnbl;
— <privilegelevel> — ypoBeHb npusunerum rpynneol.
Ybeautecb B CO3[4aHUMM HOBOW TrpyMnbl Bbi3BaB MPOCMOTP CYLLUECTBYHOLWMX rpynm,
BbINOSIHUB KOMaHAy:

show groups
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admin@sr-be# show groups

Group | Privilege

admin | 15
service | 1
other |5

admin@sr-bett

Mpn KOpPpPEKTUPOBKE YPOBHA MNPUBUMETMA TPYNMNbl  UCNOMb3yUTEe HaMMEHOBaHWe

CyLLeCTBYIOLLEN rpynnbl Nonb3oBaTenen.

»
NMpumeyaHue

[aHHas HacTponka ynpasnseT ToNbko 6a3om NoKanbHbIX FPynmn Nonb3oBaTenemn; oHa
He MO3BOMNSeT KOPPEKTUpOBaTb [pPynnbl Mosfib3oBaTenen, aBTOPU3OBAHHbLIX Yepes
RADIUS/TACACS+.

HacTponku 3TOM KOMaHAbl COXPAHAKTCA B OOLIMX HACTpOMKax CUCTEMbI, HO He

Npocmnsx, NOSTOMY OHM HE MEHSIIOTCS MPKM 3arpy3ke HOBOro Npoguns.

5.2 Co3paHue nonb3oBaTens

[nsa co3gaHna nonb3oBaTens OCYWeEeCTBUTE BXOA4 B HACTpPOMKM KoHdurypauum 10
CM, BbINONHUB KOMaHAy:

configure terminal

[na co3gaHus HOBOro Nornb3oBaTend, BbIMOMHUTE KOMaHAy:

username add <username> group <usergroup>

admin@sr-be(config)# username add manager_one group other

rae: — <username> — HavMeHOBaHWe Norb3oBaTens;
— <usergroup> — HauMeHOBaHWe CyllecTBylLWen rpynnbl, Kyada 6yoer pobasneH
nonb3oBaTenb.

3aganiTe naponb AnNs HOBOro Mosfb3oBaTens, npuaymanTe MocreaoBaTenbHOCTb

CUMBOIOB U ABa)abl BBEOUTE €e.
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admin@sr-be(config)# username add manager_one group other
Enter password:

Repeat password:

admin@sr-be(config)#

»
NMpumevyaHue

Mpn BBOAE Naponsi CUMBOSbI HA 3KpaHe He OTobpakatoTcs.

[aHHaa HacTporka ynpasnsieT Tonbko 6a30n nokarnbHbIX NoSfib3oBaTeNen; oHa He
nossonsieT fo6aBnTb Nonb3oBaTenen yxxe astopnsoBaHHbix Yepe3d RADIUS/TACACS+.

HacTtpolikmu 3TOon KOMaHAbl COXPaHATCA B OOLIMX HACTpPOMKax CUCTEMbI, HO He

Npodmnsx, NOSTOMY OHM HE MEHSIIOTCS NPU 3arpy3ke HOBOro Npodunsx.

Y6eoutecb B CO34aHMM HOBOrO MONb30BaTeENsl Bbl3BAB MPOCMOTP CYLLECTBYHOLUNX
nonb3oBaTenem, BbiNOMHUB KOMaHAY:

show users

admin@sr-be(config)# show users

User | Group | Type | Privilege
admin | admin | local | 15
manager one | other | local | 5

admin@sr-be(config)#
5.3 KoppekTtupoBka nonb3oBartens

[ns KoppekTUPOBKM Mofb30BaTeNd OCYLLECTBUTE BXOA B HAaCTPOWKMN KOoHurypauun MO
CM, BbINONHMB KOMaHAy:

configure terminal

KoppekTupoBka nonb3oBaTens BbINOMHAETCA C MOMOLLbLIO KhoveBoro crnosa «edit»
1 NpegocTaBnsaeT criedylolive Bapuauum:

1) M3MEHEHNE rpynnbl BXOXXAOEHUA NOJib30BaTesA, BbIMOJIHAB KOMaHAY:

username edit <username> group <groupname>

admin@sr-be(config)# username edit manager_one group admin

Bepcus 14.0 16



YnpasrneHue rnonb3oBaTensmm PykoBOACTBO CMCTEMHOro nporpaMMmumcTa
RU.07622667.00004-01 32 01

roe: — <username> — HaMeHOBaHWE NOJb30BaTENS;
— <groupname> — HauUMeHOBaHWEe CyLleCcTBYlLle rpynnbl, Kyda OyaeTr nepeHeceH
nonb3oBaTenb.
2) U3MeHeHue naporsi NoNb3oBaTens, BbINOMHUB KOMaHAy:

username edit <username> password
admin@sr-be(config)# username edit manager_one password

roe <username> — HaMMeHoBaHMe Nonb3oBaTenNs.
3apjanTe HOBbIN Maponb ANd nonb3oBaTens, npuaymante nocnenoBaTesfibHOCTb

CMMBOIJIOB 1 ABaXdbl BBEOUTE €€.

»
NMpumeyaHue

Mpn BBOAE Naponsi CUMBOSbI HA 3KpPaHe He OTObpakatoTcs.

[aHHaa HacTporka ynpasnsieT Tonbko 6a30M nokarnbHbIX NoSfib3oBaTeNeEn; OHa He
no3BoNnsieT  U3MEHUTb  HACTPOMKK nonb3oBaTtenen, aBTOPM30OBaHHbLIX  4yepes
RADIUS/TACACSH+.

HacTtpoliku 3Ton KOMaHAbl COXPaHATCA B OOLIMX HACTpPOMKax CUCTEMbI, HO He

NpodUNsAX, NO3TOMY OHM HE MEHSIIOTCSI NPU 3arpy3ke HOBOro Npodunsi.

5.4 YpaneHue rpynnbl

[na yoaneHusa rpynnbl OCyLWEeCTBUTE BXO B HACTPOMkn KoHurypauum NO CM, BbinonHue
KOMaHAay:

configure terminal

MpenBapuTenbHO yaanute 13 rpynnbl BCEX yY4aCTHUKOB COMMacHo nogpasaeny yaaneHve

nosrb3oBartesid HacToAlero pykosoacTea.

ans yoaneHusa rpynnbl, BbIMOJTHUTE KOMaHAY:

no group <groupname>

admin@sr-be(config)# no group other
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roe <groupname=> — HaMMeHoBaHWeE rpynmnbl.

»
NMpumevyaHue

[aHHasa HacTpoKka ynpaBngeT TONbKO 0a3om NokanbHbIX Fpynn nofib3oBaTenen; oHa
He yaansieT rpynnbl nonb3oBaTtenen, aBTopusoBaHHbiX Yepe3d RADIUS/TACACS+.
HacTtpoliku 3Ton KOMaHAbl COXPaHATCA B OOLIMX HACTpPOMKax CUCTEMbI, HO He

npodumns, NO3TOMY OHM HE MEHSIIOTCS NPW 3arpy3ke HOBOro Npodunsi.

Y6eaoutecb B yAaneHuu rpynnbl Bbl3BaB MPOCMOTP CYLLUECTBYHOLUMX FPYMn, BbINOMHUB
KOMaHAay:

show groups
5.5 YpaneHue nonb3oBaTend

[ns yoaneHnsa nonb3oBaTens OCYyLECTBUTE BXO4 B HAcTpourku koHdwurypauum MO CM,
BbIMOMHNB KOMaHAy:

configure terminal

[ns yoaneHus nonb3oBaTens, BbINOSIHUTE KOMaHAY:

no username <username>
admin@sr-be(config)# no username manager_one
rge <username> — HaMumMeHoBaHMe Nnosib3oBaTend.
Ybeautecb B ydaneHuuM Nonb3oBaTeNns  Bbi3BaB  MPOCMOTP  CYLLECTBYHOLLMX

nonb3oBaTenen, BbINOSHUB KOMaHAay:

show users
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6 Pab6ota c npodmnamu nporpaMmmbl

[ns XpaHeHus HacTpoek NOAKIYeHus, mMapuwpyTtu3aumm n umHtepdencos B MO CM

MCNOJ1b3YIKOTCA I'IpOd)VIJ'IVI. OnuncaHune nx cos3gaHnd, N3MeHeHus, yaoaneHud, a Takke 3arpy3km u

BbIFPY3K/ NPUBEOEHO B 3TOM pasgene.

»
NMpumeyaHue

Mpw 3arpy3ke HOBOro npodurnsi BCe M3MEHEHUs!, KoTopble Obinv npoBedeHbl 6e3

nocrneayoLLero coxpaHeH1s Npodunsa TepsitoTCS.

CosgaHue, KOPPEKTUPOBKY W yaaneHune, a Takke 3arpyska 1 Bbirpy3ka npodunen Mmoxet

NPOM3BOAMTbL NONb30BaTENb C YpOBHEM npusunernin 14 n 6onee.
6.1 3arpy3ka npocunsa

[nsa 3arpy3kn npocuns, BbIMONHUTE KOMaHAY:

load <profilename>

admin@sr-be# load secondprofile

roe <profilename> — HaumeHoBaHWe NpoUns.
6.2 CoxpaHeHue HacTpoek npoduns

[ns coxpaHeHus HacTpoek NpPodunsi, BbINONHUTE KOMaHAY:

write <profilename> comment <profilecomment>

admin@sr-be# write secondprofile comment “add new settings from ftp”

roe: — <profilename> — HaMmeHoBaHWe NPoPUns;

— <profilecomment> — HebonblOe cnoBecHoe onucaHne npodunsa, ocTaBnsemoe
Nnonb3oBaTesNieM Mo XenaHuio.
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6.3 CospaHue HoBoOro npodunsa

CosaaHue HoBOro Npodunst NPOUCXOAUT aHaNOMMYHO COXPaHEHMO HAcTPOeK Npoduns, B

komange <profilename> Heobxoanmo BBECTU HOBOE HAUMEHOBAHME.
6.4 YaaneHue npodunsa
Ana yoaneHus npoduns, BbINOSTHUTE KOMaHAY:
no profile <profilename>

admin@sr-be# no profile secondprofile

roe <profilename> — HanmeHoBaHue npoduns.
6.5 CoxpaHeHue konuu npoduns

[na coxpaHeHus konun npoduna Ha cepBUCHOM MapupyTtusatope CS, BbINONHUTE
KOMaHAay:

copy profile <profilename> path <path>

admin@sr-be# copy profile secondprofile path home/service/tftp

roe: — <profilename> — HaMmeHoBaHWe NPoPUNS;

— <path> — nyTb, kyaa bygeT 3anncaH npoguneb.
6.6 CoxpaHeHue npodmna Ha USB-Hocutenb

Mogkniounte USB-HocuTenbs kK pasbemy USB1 Ha nvueBon naHenu CcepBUCHOIO
MapLupyTusartopa.
[na coxpaHeHus npoduna Ha USB-HocuTenb, BbIMONHUTE KOMaHAy:

copy profile <configname> to flash <devname> <dirname>

admin@sr-be# copy profile secondprofile to flash /media/usb0 /media/usb0/2

roe: — <confighame> — HanmeHoBaHWe Npouns;

— <devhame> — UMA yCTPONCTBA;
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— <dirname> — nyTb, Kyga 6ygeT 3anncaH npouneb.
6.7 CoxpaHeHue npoduna Ha CeTeBOM XpaHunuLie

[ns coxpaHeHus Npouns Ha CeTEBOM XpaHUNULLIE, BbINONTHUTE KOMaHAY:

copy profile <profilename> to url <type> <client_ip> remotedir <remote_dir>

admin@sr-be# copy profile secondprofile to url ftp 2.2.2.2 remotedir ftp

roe: — <profilename> — HaMmeHoBaHWe NPoPUnNs;
— url — yHMBepcanbHbIN ykasaTenb pecypca;
— <type> — T1n ceTeBOro xpaHunuiia (Bo3moxHble BapuaHThbl: ftp, sftp, tftp);
— <client_ip> - IP agpec ceTteBOro xpaHunuiia;

— <remote_dir> — katanor Ha CETEBOM XpaHUITNLLE.
6.8 KonnpoBaHue npoduna c USB-Hocutens

Ansa konupoBaHusa npoduns ¢ USB-HocuTens, BbINOSIHUTE KOMaHAY:

copy profile <profilename> from flash <devhame> <dirname>

admin@sr-be# copy profile secondprofile from flash /media/usb0 /media/usb0/2

roe: — <profilename> — HaMmeHoBaHWe NPoPUNs;
— <devname> — UMA yCTPONCTBA;

— <dirname> — nyTb, Kyaa 6yaeT 3anucaH npousb.
6.9 KonnpoBaHue npocdnnsa us ceteBoro xpaHmnuiia

[ns konnpoBaHus NPodUNs U3 CETEBOr0 XpPaHUIULLA, BbINOMHUTE KOMaHAy:

copy profile <profilename> from url <type> <client_ip> remotedir <remote_dir>

admin@sr-be# copy profile secondprofile from url ftp 1.1.1.1 remotedir ftp

roe: — <profilename> — HanmeHoBaHMe Npoduns;

— url — yHMBepcanbHbIN ykasaTenb pecypca;

— <type> — Tun ceTeBOro xpaHunuuia (BO3MoxHble BapuaHThbl: ftp, sftp, tftp);
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— <client_ip> — IP agpec ceTteBOro xpaHunuiia;

— <remote_dir> — kaTanor Ha CeTeBOM XpaHUnLLe.
6.10 BbIOoOp aBTOMaTU4YECKM 3arpyxaemoro npoduns

[nsi BbIGOpa 3arpy304HOro Npoduns, BbINONHATE KOMaHAY:

boot-profile <profilename>

admin@sr-be#ticonfigure terminal
admin@sr-be(config)# boot-profile startup

roe <profilename> — HaumeHoBaHWe NpoUns.

[ns coxpaHeHns HacTpPoeK TeKyLLero NPoduns B 3arpy304Hbii, BbINONHUTE KOMaHAY:

write <profilename> comment “<profilecomment>"
admin@sr-be# write startup comment “new start profile”

roe: — <profilename> — HaMmeHoBaHWe NPoPUns;
— <profilecomment> — HebonblIOe cnoBecHoe onucaHne npocuns, ocraBnsemoe

nonib3oBaTesieM Mno XXenaHuto.

»
NMpumeyaHue

3anpelleHo namMeHeHve wnu yganeHue npodurnen ¢ nmeHamm boot, last-loaded,

current, default.

6.11 TpocmoTtp npochunen

[nsa npocmoTpa npodunen, UMerLLMXCa B cMCcTEME Npogunen, BoINorHNTE KOMaHAy:

show profiles

admin@sr-be(config)#show profiles
Flags: b — boot profile, | — last loaded profile, m — profile was modifiled was
modified or corrupted
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| Flags | Profile Name | Comment |
| | base_config | |
| 1 | default | |
| b | startup | new start profile |

admin@sr-be(config)#

Bepcusa 14.0

23



HacTpoiika napameTpoB nporpamMmmbl PykoBOACTBO CMCTEMHOro nporpaMMmumcTa
RU.07622667.00004-01 32 01

7 Hactpoiika napameTpoB nNporpaMmbl

Hactponku napametpoB SSH, SSH VRF, Telnet, Telnet VRF, TFTP, BpemeHn n gathi,
TanM-ayToOB, XOCTOB 1 AOMEHa MOXET NPOM3BOAUTbL NOSb30BaTENb C YPOBHEM NpuBunernin 14 un

Bonee.
7.1 HacTtpouka napameTpoB BpeMeHU U AaThbl

[Ons HacTponku napameTpoB BpPeMEHW W [aTbl OCYLLEeCTBUTE BXOA4 B HACTPOWKU
KoHpurypaumm MO CM, BbINONHMB KOMaHAY:

configure terminal

admin@sr-be#configure terminal
admin@sr-be(config)#

[ns HacTponkun TekyLen aaThbl, BbIMONHUTE KOMaHAYy:

system clock date <currentdate>

admin@sr-be(config)# system clock date 08.08.2023

roe <currentdate> — tekywas gata B oopmate 4O0.MM.ITTT.
[ns HaCTPONKN TeKyLLEero BpeEMeHHU, BbINONIHUTE KOMaHAY:
system clock time <currenttime>

admin@sr-be(config)# system clock time 14:46:37

roe <currenttime> — Tekywee Bpemsa B oopmate H4:MM:CC.
[N HacTporkM YacoBOro nosca, BbINOSIHATE KOMaHAY:
system clock timezone <currenttimezone>

admin@sr-be(config)# system clock timezone Europe

roe <currenttimezone> — HaumeHoBaHue CTpaHbl U111 KOHTUHEHTa C TeKYLLMM HYaCOBbIM NMOACOM.
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»
NMpumevyaHue

Ans nonyyeHusa cnucka AOCTYMNHbIX HAMMEHOBAHWI YacoBbIX NOSCOB:
BBeauTe koMmaHay system clock timezone n HaxXmuTe KnasuLy «?», A58 nony4YyeHus
noAckasku 0 (PyHKLUMOHane BBeAeHHOW KOMaHAabl;

HaXMUTE KraBuLly «Tab», Ha JKpaHe OTO6pa3VITC$I CMNNCOK OOCTYMNHbIX 4YaCOBbIX
NnoOACOB.

[na cnHxpoHu3auun napameTpoB BPpEMEHU 1 AaTbl C CEepBEPOM, BbINOMHUTE KOMaHAY:
system clock synchronize <server>

admin@sr-be(config)# system clock synchronize time-server
roe <server> — |Pv4/IPv6 agpec, nnbo nmsa cepeepa.

[na npocmoTpa yctaHoBneHHon Ha CM gaTtbl 1 BpeMeHU, BbINOSTHUTE KOMaHAy:
show clock

admin@sr-be(config)# show clock
Sun 12 Apr 2015 12:09:25 PM MSK

7.2 HacTtpounka Taum-ayToB

TalriM-ayT — BpeMsi, KOTOPOE MoSb30BaTeNlb MOXET OCTaBaTbCsl HEAKTUBHbLIM, MOCIE Yero
OH ByaeT OTKMYeH POHOBOM CNYKOOMN.

[ns nsmeHeHnsa BpeMeHu TaM-ayToB OCYLLEeCTBUTE BXOA B HACTPOMKU KoHurypaumm MO
CM, BbINONHUB KOMaHAy:

configure terminal

[Ona un3meHeHus Ta|7|M—ayTa HEeaKTUBHOCTWM nNoJib3oBaTena npu pa60Te B KOHCOJIN
BbINOJTHATE KOMaHAy:

system <protocol> timeout <timeoutseconds>

admin@sr-be(config)# system ssh timeout 3000
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roe: — <timeoutseconds> — 3HayeHWe BpeMeHu B CEKyHOaXx;

— <protocol> - NpPOTOKOSIbl MOAKITHOYEHUSA K KOHCOMN, BO3MOXHbIE BapuaHThl: ssh, tty, telnet.

Ana mnameHeHna TanM-ayTa HEaKTUMBHOCTM Monb3oBaTensa npu paboTe B KOHCOMMW,
nogkntoyeHHon no SSH VRF, BbINONHUTE KOMaHAy:

system ssh vrf <vrfname> timeout <timeoutseconds>

admin@sr-be(config)# system ssh vrf vrfl timeout 600

roe: — <vrfname> — HanmeHoBaHune VRF;
— <timeoutseconds> — 3HayeHWe BpeMeHn B CeKyHaax.
[Ons un3MeHeHus TanM-ayTa HeakTUBHOCTM Mofb3oBaTens npu paboTe B KOHCOMNM,
nogkntodeHHon no Telnet VRF, BoinonHuTe kKomanay:

system telnet vrf <vrfname> timeout <timeoutseconds>

admin@sr-be(config)# system telnet vrf vrfl timeout 600

roe: — <vrfname> — HanmeHoBaHune VRF;
— <timeoutseconds> — 3HayeHne BpeMeHU B CEKyHOaX.
[ns npocmoTpa yCTaHOBNEHHOIO BPEMEHMW Pa3fnnYHbIX TaM-ayTOB, BbIMNOSIHUTE KOMaHAY:

show timeout

admin@sr-be(config)# show timeout

CLl inactivity timeout (sec):
Console: 3000

SSH: 3000

Telnet: 3000

[na cbpoca TanmMm-ayTa HEaKTMBHOCTM MNONb30OBaTENs K 3HAYEHUSIM MO YMOSYaHMIO,
NoAKItoYeHHoro no SSH, BbINONHUTE KOMaHAY:

no system ssh timeout

admin@sr-be(config)# no system ssh timeout
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Onsa cbpoca Tanm-ayTa HEaKTMBHOCTM MNONb30BaTENS K 3HAYEHUSIM MO YMOJSYaHUIO,
noakntoyYeHHoro no Telnet, BbINONHUTE KOMaHAY:

no system telnet timeout

admin@sr-be(config)# no system telnet timeout

»
NMpumevyaHue

Ecnu Tanm-ayTbl CTOAT B AePONTHbIX 3HAaYEHNAX, TO OHU He MoKasbiBatoTCA B show
running-config system-config.

3Ha4veHne Tanm-ayta 0 OTMEHSIET OrpaHnYeHne.

7.3 HaumeHoBaHue xocTa ip-agpeca

Ans pobasneHvs wnu ypaneHns HaMMEHOBaHWA XOCTOB OCYLLECTBUTE BXOA B
HacTponkn koHdurypaumm N0 CM, BbINOMHMB KOMaHAY:
configure terminal

Ons nobaBneHns UMeHn XOCTY OnpeaeneHHOoro ip-agpeca, BbINONHUTE KOMaHAY:
ip host <hostname> <ip>

admin@sr-be(config)# ip host myhost 255.255.255.1

roe: — <hostname> — yctaHaBnMBaemoe MMa XocTa;
— <ip> —ip-agpec (XX X.X — ana IPv4; X:X::X:X — onga IPv6).
Ana yoaneHus uMeHu xocTa onpeaerieHHoro ip-agpeca, BbIMOMHUTE KOMaHAay:
no ip host <hostname>

admin@sr-be(config)# no ip host ip4-host
rae <hostname> — ycTaHaBnnBaemoe nms xocTa.

ans npocmMoTpa HanMMeHOBaHNIN XOCTOB, BbINOSTHUTE KOMaHAay:

show hosts
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admin@sr-be(config)# show hosts

127.0.0.1 localhost
127.0.0.1 sr-be

a1 ip6-localhost ip6-loopback
fe00::0 ip6-localnet

ff00::0 ip6-mcastprefix

ff02::1 ip6-allnodes

ff02::2 ip6-allrouters

7.4 YkasaHue xocTa U A OMEHHOIro UMeHu

[lna co3gaHmna unu n3MeHeHust Xxocta n JOMEHHOIO MMEHMU, BbINOSHUTE KOMaHAay:

system host-name <hostname> domain-name <domainname>

admin@sr-be(config)# system host-name myhost domain-name wk

roe: — <hostname> — yctaHaBnMBaemoe UMs XOCTa;

— <domainname> — ycTaHaBnMBaemMoe UMs JoOMeHa.
7.5 HacTtpounka SSH

Ana HacTporkn SSH ocywecTBuTe BXOA4 B HACTPOMKN KoHurypaumm NO CM, BbinonHuB

KOMaHAay:
configure terminal
[ns nameHeHnst aktuBHoCcTM SSH, BbINONHWUTE KOMaHAY:

system ssh <changestatus>

admin@sr-be(config)# system ssh on

roe <changestatus> — ykasaHune coctosHua SSH, moxeT ObITb on, off, restart.
Ansa yctaHoBkM Homepa SSH nopTa, BbINONHUTE KOMaHAY:
system ssh port <sshport>

admin@sr-be(config)# system ssh port 2649

roe <sshport> — Homep SSH nopta, o6o3HavaeTca uicnom ot 1 oo 65535.

[na yctaHoBKM npocnynBaemMoro agpeca Ha SSH cepBepe, BbINONHUTE KOMaHAY:
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system ssh listen-address <sshaddresses>

admin@sr-be(config)# system ssh listen-address 255.255.255.1

roe <sshaddresses> — IPv4/IPv6 agpec npocnywmBaHmna (X.X.X.X — ansa IPv4; X:X::X:X — onsa
IPv6).
[na ynpaBneHus cnMckomM A0CTyna, BbIMONHUTE KOMaHAy:

system ssh whitelist <networks>

admin@sr-be(config)# system ssh whitelist 255.255.255.1/20

raoe <networks> — cnucok ceten X. X.X.X/X.
[ns HacCTPOWKM MNOBTOPHOrO MOAKMIOYEHME NPU pas3pbiBe COEANHEHUS!, BbIMONMHUTE
KOMaHAay:

system ssh limit period-time <periodvalue> count <countvalue>

admin@sr-be(config)# system ssh limit period-time 60 count 100

roe: — <periodvalue> — 3HayeHue nepuoa B CekyHaax;
— <countvalue> — yctaHaBnMBaeT KONMMYECTBO NOMbITOK MOAKITHOYEHUS.
[ns HacTponKkun reHepaLmm HOBOrO CEPBUCHOTO KNtoYa, BbINONHUTE KOMaHAY:

system ssh hostkey generate <keytype> modulus <keylength>

admin@sr-be(config)# system ssh hostkey generate rsa modulus 256

roe: — <keytype> — Tun reHepupyemMoro Knroya, BO3MOXHbIE BapuaHThl: rsa, dsa, ecdsa, ed25519;
— <keylength> — anuHa knoya B 6utax, BO3MOXHble BapuaHTbl: 256, 384, 512, 768, 1024,
2048, 4069, 8192.
[na pobasneHnsa ny6rMYHOrO Knoya, BbIMOMHUTE KOMaHAY:

system ssh public-key username <username> key-string <stringvalue>

admin@sr-be(config)# system ssh public-key username user01 key-string ssh01
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roe: — <username> — UMs NONb30BaTeENS;
— <stringvalue> — cTpoka ¢ ny6sIMYHbIM KIHOYOM.
[ns npocmoTpa HacTpoek SSH, BbINOMHUTE KOMaHAY:

show system ssh

admin@sr-be(config)# show system ssh

SSH server enabled
Version: 2
Port: 2649
Listen addresses:
255.255.255.1
Whitelist:
255.255.255.1/20

7.6 HacTtponka SSH VRF

Ona Hactponkn SSH VRF ocyuwectBute Bxoa B HAcTpoukum koHdurypaumm MO CM,

BbIMOMHNB KOMaHAy:
configure terminal
[ns nameHeHus aktusHoctn SSH VRF, BbInonHUTE KOMaHAy:

system ssh vrf <vrfname> <changestatus>
admin@sr-be(config)# system ssh vrf vrfl on
roe: — <vrfname> — HanmeHoBaHune VRF;
— <changestatus> — ykasaHue coctoaHns SSH VRF, moxeT 6biTb on, off unu restart.

Mpwn 3anycke Server SSH Ha HecywecTByloweM VRF BbigatoTcs npeaynpexaeHns:

Warning: SSH server is configured for a non-existent VRF vrfl.

[ns yctaHoBkn Homepa SSH VRF nopTta, BbINONIHUTE KOMaHAY:

system ssh vrf <vrfname> port <sshport>

admin@sr-be(config)# system ssh vrfl port 22

roe: — <vrfname> — HanmeHoBaHune VRF;
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— <sshport> — Homep SSH VRF nopta, o603HavaeTcs ymcnom ot 1 go 65535.
[nsa yctaHoBkM npocnywmBaemoro agpeca Ha SSH cepsepe Ha VRF, BbinonHute

KoMaHay:

system ssh vrf <vrfname> listen-address <sshaddresses>

admin@sr-be(config)# system ssh vrf vrfl listen-address 122.255.255.1

roe: — <vrfname> — HanmeHoBaHne VRF;
— <sshaddresses> — IPv4/IPv6 agpec npocnywumnBaHus (X.X.X.X — gns IPv4; X:X::X:X — ans
IPv6).
[nsa ynpaBneHus cnuckom goctyna SSH VRF cepBepa, BbINOMHUTE KOMaHAy:

system ssh vrf <vrfname> whitelist <networks>

admin@sr-be(config)# system ssh vrf vrfl whitelist 122.255.255.1/20

roe: — <vrfname> — HanmeHoBaHne VRF;
— <networks> — cnucok ceten X.X.X.X/X.

[nsi HacTpoOWKM NOBTOPHOIO MOAKIMIOYEHWE MpU paspbiBe COEAMHEHWs, BbINONHUTE

KoMaHay:

system ssh vrf <vrfname> limit period-time <periodvalue> count <countvalue>
admin@sr-be(config)# system ssh vrf vrfl limit period-time 60 count 100
roe: — <vrfname> — HanmeHoBaHune VRF;
— <periodvalue> — 3Ha4YeHne nepuoaa B cekyHaax;
— <countvalue> — ycTaHaBnMBaeT KONMMYECTBO NOMbITOK NOAKIHOYEHUS.
[ns HacTporku reHepaumm HOBOro CEPBUCHOIO KITo4a, BbINOSTHUTE KOMaHAY:
system ssh vrf <vrfname> key generate <keytype> modulus <keylength>

admin@sr-be(config)# system ssh vrf vrfl key generate rsa modulus 256

roe: — <vrfname> — HanmeHoBaHune VRF;
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— <keytype> — TUN reHepnpyemoro Kro4a, BO3MOXHble BapuaHThbl: rsa, dsa, ecdsa, ed25519;
— <keylength> — anuHa knoya B 6utax, BO3MOXHble BapuaHTbl: 256, 384, 512, 768, 1024,

2048, 4069, 8192.
Ins po6aenexHns NyGnMYHOro KnkoYa, BbIMONHATE KOMaHAY:

system ssh vrf <vrfname> public-key username <username> key-string

<stringvalue>

admin@sr-be(config)# system ssh vrf vrfl public-key username admin key-string ssh01

roe: — <vrfname> — HanmeHoBaHune VRF;
— <username> — M4 Nonb3oBaTens;
— <stringvalue> — cTpoka ¢ nyGrIMYHbIM KINO4OM.

Ans npocmoTpa HacTpoek SSH VRF, BbinonHMTE KOMaHAy:

show system ssh

admin@sr-be(config)# show system ssh

SSH server enabled
Version: 2
Port: 2649
Listen addresses:
255.255.255.1

Whitelist:
255.255.255.1/20

SSH server in vrf vrfl enable

Version: 2

Port: 22

Listen address:
122.255.255.1

Whitelist:
122.255.255.1/20

[nsa ynaneHus HacTpoek cnncka goctyna SSH VRF cepsepa, BbINOMHUTE KOMaHAy:

no system ssh vrf <vrfname> whitelist <networks>

admin@sr-be(config)#no system ssh vrf vrfl whitelist 122.255.255.1/20

roe: — <vrfname> — HanmeHoBaHne VRF;
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— <networks> — cnucok ceten X.X.X.X/X.
7.7 Hactpouka Telnet

Ans HacTponkn Telnet ocyliecTBuTe BXxog B HacTpourku koHdurypaumm MO CM, BbinonHmBe
KOMaHAay:

configure terminal

[Onsa nameHeHus aktmsHoctu Telnet, BbINONHUTE KOMaHAY:

system telnet <changestatus>

admin@sr-be(config)# system telnet on

roe <changestatus> — ykasaHune coctosiHus Telnet, moxeT 6bITb on, off unu restart.
[na npocmoTpa HacTpoek Telnet, BbiInonHUTE KOMaHAy:

show system telnet

admin@sr-be(config)# show system telnet
Telnet server enable

[Ona HacTponku whitelist, koTopas paspellaer coeguHeHUa XOoCTaM TOSIbKO U3
onpeaenieHHon ceTu, BbINONIHUTE KOMaHAy:

system telnet whitelist <networks>

admin@sr-be(config)#system telnet whitelist 10.65.5.104/32
admin@sr-be(config)#show system telnet

Telnet configuration
Telnet server disabled
Port: 23
Listen address: all IPv4
Whitelist:
10.65.5.104/32
all-ipvé
Telnet timeout: 600

roe <networks> — cnucok ceten X.X.X.X/X.
[na HacTpouku listen-address, koTopas no3soniseT NpocnywmBaTb agpeca, BbINONHUTE

KOMaHZay:
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system telnet listen-address <ipaddr>

admin@sr-be(config)# system telnet listen-address 10.65.5.99
admin@sr-be(config)# show system telnet

Telnet configuration
Telnet server enabled
Port: 23

Listen address: 10.65.5.99
Whitelist:

all-ipv4

all-ipvé

Telnet timeout: 600

admin@sr-be(config)# show tcp

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0 O 0.0.0.0:22 0.0.0.0:* LISTEN
tcp 0 0 10.65.5.99:23 0.0.0.0:* LISTEN

roe <ipadress> —IPv4/IPv6 agpeca ans npocnyLmnBaHus.
[nsa ynaneHus HacTpoek whitelist, BeiInonHUTe kKomaHay:

no system telnet whitelist <networks>

admin@sr-be(config)# no system telnet whitelist 10.65.5.104/32
admin@sr-be(config)# show system telnet

Telnet configuration
Telnet server disabled
Port: 23
Listen address: all IPv4
Whitelist:
all-ipv4
all-ipvé
Telnet timeout: 600

roe <networks> — cnmcok cetemn X. X.X.X/X.
7.8 Hactpouka Telnet VRF

Ona nogkntodenus Telnet-cepsepa Ha VRF, BbinonHUTE KOMaHAy:

system telnet vrf <vrfname> <changestatus>

admin@sr-be(config)# system telnet vrf vrfl on
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roe: — <vrfname> — HanmeHoBaHune VRF;
— <changestatus> — ykaszaHue coctosHus Telnet-cepsepa, MmoxeT 6bITb on, off unu restart.

Ecnn 3apgaHHoro VRF He cywectByeT, TO npu BbiNOAHEHUN 6yaeT BblgaHO
npegynpexaeHue:

admin@sr-be(config)# system telnet vrf vrfl on
Warning: Telnet server is configured for a non-existent vrf vrfl.

Ana nactponkn listen-address Ha VRF, koTtopass nossonsieT npocnywwmvBaTtb agpeca,
BbIMOMHUTE KOMaHAy:

system telnet vrf <vrfname> listen-address <ipaddr>

admin@sr-be(config)# system telnet vrf vrfl listen-address 198.18.0.1
admin@sr-be(config)# show system telnet

Telnet configuration
Telnet server disabled
Port: 23

Listen address: all IPv4
Whitelist:

all-ipv4

all-ipvé
Telnet server in vrf vrfl disabled
Port: 23

Listen address: 198.18.0.1
Whitelist:

all-ipv4

all-ipvé
Telnet timeout: 600

roe: — <vrfname> — HanmeHoBaHune VRF;
— <ipadress> —IPv4/IPv6 agpeca onsi npocnyLlimBaHus.
Ina HacTtponkn whitelist Ha VRF, koTopasa paspeluaeTr coeguMHeHuUs XOCTaM TOSMbKO U3
onpeaenieHHon ceTu, BbINONTHUTE KOMaHAy:

system telnet vrf <vrfname> whitelist <networks>

admin@sr-be(config)# system telnet vrf vrfl whitelist 10.10.10.0/24
admin@sr-be(config)# system telnet restart
admin@sr-be(config)# show system telnet

Telnet configuration
Telnet server enabled
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Port: 23

Listen address: all IPv4
Whitelist:

all-ipv4

all-ipvé

Telnet server in vrf vrfl enabled

Port: 100

Listen address: 192.168.0.2
Whitelist:

10.10.10.0/24

all-ipvé
Telnet timeout: 600

roe: — <vrfname> — HaunmeHoBaHune VRF;
— <networks> — cnucok ceten X.X.X.X/X.

[nsa ynaneHus HacTpoek port Ha VRF, BbINONHUTE KOMaHAy:

no system telnet vrf <vrfname> port <portnumber>
admin@sr-be(config)# no system telnet vrf vrfl port

roe: — <vrfname> — HanmeHoBaHne VRF;

— <portnumber> — Homep nopTa.

Ansa ynaneHus HacTtpoek whitelist Ha VRF, BbinonHuTe komaHay:

no system telnet vrf <vrfname> whitelist <networks>

admin@sr-be(config)# no system telnet vrf vrfl whitelist 10.65.5.104/32
admin@sr-be(config)# show system telnet

Telnet configuration
Telnet server disabled
Port: 23
Listen address: all IPv4
Whitelist:
all-ipv4
all-ipvé
Telnet server in vrf vrfl disabled
Port: 23
Listen address: all IPv4
Whitelist:
all-ipv4
all-ipvé
Telnet timeout: 600
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roe: — <vrfname> — HanmeHoBaHune VRF;
— <networks> — cnuncok ceten X.X.X.X/X.
Onsa yoaneHna HacTpoek listen-address Ha VRF, BbinonHuTe KoManay:

no system telnet vrf <vrfname> listen-address <ipadress>

admin@sr-be(config)# no system telnet vrf vrfl listen-address

roe: — <vrfname> — HanmeHoBaHune VRF;

— <ipadress> —IPv4/IPv6 agpeca onsi npocnyLumMBaHus.
7.9 NMNopgknioyeHue Telnet-knueHTa

Ana nogknoveHna Telnet-knueHTa, BbINOMHUTE KOMaHAY:

telnet <ipaddr> port <porthum>

admin@sr-be# telnet 10.65.5.104 port 23

Trying 10.65.5.104...

Connected to 10.65.5.104.

Escape character is 'A]".

SR-BE

sr-be login: admin

Password:

Last login: Thu Nov 12 19:52:56 MSK 1970 on pts/1
19:54:16 up 23:04, 2 users, load average: 0.06, 0.05, 0.01
Last login: Thu Nov 12 19:54:16 on pts/1

roe: — <ipaddr> — |IP-agpec Telnet-knneHTa;
— <portnum> — HoMep nopTa.
Ona nogkntodeHus Telnet-knueHTa Ha VRF, BbINONHUTE KOMaHAy:

telnet <ipaddr> port <portnum> vrf <vrfname>

admin@sr-be(config)# telnet 198.18.0.1 port 23 vrf vrfl

Trying 198.18.0.1...

Connected to 198.18.0.1.

Escape character is '*]'.

SR-BE

sr-be login: admin

Password:

Last login: Wed Jul 31 17:29:05 MSK 2024 on ttySO

17:33:14 up 1 day, 47 min, 1 user, load average: 0.05, 0.01, 0.00
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Last login: Wed Jul 31 17:33:14 on pts/0

roe: — <ipaddr> — |IP-agpec Telnet-knueHTa;
— <portnum> — HoMep NopTa;

— <vrfname> — HanmeHoBaHne VRF.
7.10 HacTtpowuka TFTP cepBepa

Ansa Hactponkn TFTP ocywecteute Bxoa B HAaCTponkn koHdpurypauum N0 CM, BbINonHMB
KOMaHAay:

configure terminal

Onsa namenenus aktusHoctn TFTP cepBepa, BbINONHUTE KOMaHAY:

tftp <changestatus>

admin@sr-be(config)# tftp on

roe <changestatus> — ykasaHune coctosHua TFTP cepepa, MoxeT 6bITb on unu off.
[nsa npocmoTtpa HacTpoek TFTP cepsepa, BbINOSIHUTE KOMaHAY:

show tftp

admin@sr-be(config)# show tftp
mult.json
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8 [dononHutenbHble BO3MOXHOCTHU

Bce gyHkumoHanbHble Bo3MoxHOCTM 1O CM 1 komaHAabl 415 UX BbINOSTHEHWSI NPUBELEHDI

B NpUNoXeHnn K pykosoacTtey onepaTtopa RU.07622667.00004-01 34 01-2.
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9 OG6HoBNeHue nNporpaMmmbi

Ona npoBegeHns pabotbl no obHoeneHuto MO CM HeobxogMmo oOpraHu3oBaTb

aBTomMaTtmanpoBaHHoe pabouvee mecTo. lNpouecc opraHmsaumm APM onucaH B npunoxeHun 1

NOAroToBKa aBTOMaTM3NPOBAHHOIO paboyero mecra.

O6HoBneHnMe nporpammMHOro obecneyeHnss MOXET MNpPOM3BOAUTbL MOMb3oBaTeNb C

YpOBHEM npuBunernn 15.
9.1 ObHoBneHue MO CM c nomowbro USB-HocuTens

C nomowbo APM cosgante yctaHoBoYHbIM USB-HOCKTENb BbINONHASA cnegyoLwmne aTansbl:
o oTdgopmaTtupymte USB-HocuTenb B popmaTe «FAT32y;
o ycTtaHoBuTe MeTKy ToMa kak «INSTALLERy;

o ckonvpynTe B KopHeByto nanky USB-HocuTena dann obHosnenus gna MO CM.

Ed
NMpumevyaHue

Y6eautecb B Hanuuum panna «sr-be ISTOK _mipsel 3.24.13 20250724 140329.fw»

dann o6HOBNEHNA MOXHO ckadaTb ¢ canTa https://istokmw.ru/service-router/

MogkntounTe yctaHoBouYHbIM USB-HocuTenb k pazbemy USB1 CM Ha nuueBon 4yacTu.
C nomowbto APM npoBepbTe, YTO CEPBUCHLIM MapLUpyTM3aToOp BKIOYEH M 3arpyska
CUCTEMBI 3aBepLUMNACh.

OcyulectBute BXo B CUCTEMY.

»
NMpumeyaHue

Mo ymon4yaHuto normH «adminy, naponb «admin». [Npn BBOAE Napons CMMBOMbI Ha

3KpaHe He oTobpaxkatoTcA.

3anyctute obHoBneHne MO CM, BbINOMHMB KOMaHAY:

system upgrade usb <devname> <filename>
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Last login: Tue Jun 9 11:51:45 UTC 2020 on ttyl
12:58:29 up 3 min, 0 users, load average: 0.02, 0.03, 0.01

admin@sr-be# system upgrade usb /media/usb0 sr-be_ISTOK_mipsel_3.24.13_20250724_140329.fw

roe: — <devname> — nyTb NOAKMHOYEHHOIO YCTPONCTBA;
— <filename> — Ha3BaHue darna c 06HOBNEHNEM.
Mocne ckaunBaHus 1 nposepkun anna c MO nssneknte USB-dnaw Hakonutens n3 CM.
MoaTBepamTe 3anyck oOHOBMNEHNSA, BBEAA B KOHCOSb:

yes

Image is downloaded correctly

Image file: /media/usb0/ sr-be_ISTOK_mipsel_3.24.13 20250724_140329.fw loaded from /media/usb0
User data: to preserve

Build date: Yt nion 24.07.2025 14:04:25 MSK

Architecture: mipsel

Version: 3.24.13

Package: release

System is ready to start the installation.
This process will take a long time and you will not be able to abort it
Do you want to proceed with installation? [yes/no]: yes

[Mocne aBTOMaTM4YeCcKOM Mepesarpys3kn CEepPBUCHLIN MapLUpPyTU3aATOP HaYHeT npouecc

obHosneHus MO CM (pucyHok 2).

Installing

Preparing filesystem
Make new files and dirs on /dev/sdal
[base] Install zlib

PucyHok 2 — YctaHoBka 10 CM CS

Mo OKOHYaHMIO OGHOBMEHNSI CEPBUCHBIN MapLUPyTM3aTop nepesarpy3nTcs U BepHeTCs B

LUTaTHbIA PeXUM paboThl.
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9.2 O6HoBneHune MO CM c nomowbio HTTP/FTP/TFTP cepBepa

MoakniymMTe CepBUCHLIN MapLLPYTU3aTop K MMELLLEMYCS CepBepy.

Pasmectute Ha cepepe dann obHosneHus ans MO CM.

»
NMpumevyaHue

dann gormkeH HasbiBaTbCs «sr-be ISTOK mipsel 3.24.13 20250724 _140329.fw»

dann o6HOBNEHNA MOXHO ckadaTtb ¢ cauTa https://istokmw.ru/service-router/

OcyuiecTBuTe BXOM B CUCTEMY.

»
NMpumevyaHue

Mo ymonyaHuio nornH «adminy», naponb «adminy. Mpn BBOAE Naponsi CUMBOSIbI Ha

3KpaHe He oTobpaxkatoTcA.

sr-be login: admin
Password: _

3anyctute obHoBneHne MO CM, BbINOMHMB KOMaHAY:

system upgrade <server_type> <address> filename <patch_to_file>

Last login: Tue Jun 9 11:51:45 UTC 2020 on ttyl
12:58:29 up 3 min, O users, load average: 0.02, 0.03, 0.01

admin@sr-be# system upgrade ftp 192.168.0.100 filename sr-be_ISTOK_mipsel_3.24.13_20250724_140329.fw

roe: — <address> — agpec cepBepa;
— <server_type> — T1n cepsepa;
— <patch_to_file> — nytb go dpanna c NoO.

lMocne 4yero HayHeTCA KONUMpoBaHMe HeobxoauMbIX Ana obHoBNEHWST hannoB.
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% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 176M 100 176M 0 0 23.4M 0 0:00:07 0:00:07 --:--:-- 21.2M

Image is downloaded correctly

Image file: / sr-be_ISTOK_mipsel 3.24.13 20250724 140329. fw loaded from ftp://192.168.0.100
User data: to preserve

Build date: Y1 nion 24.07.2025 14:04:25 MSK

Architecture: mipsel

Version: 3.24.13

Package: release

MoaTteepanTe HeobxoanmocTb obHoBNeHUs MO CM, BBeas B KOHCOSb:

yes

System is ready to start the installation.
This process will take a long time and you will not be able to abort it
Do you want to proceed with installation? [yes/no]: yes

[Mocne aBTOMaTM4YeCcKOM Mepesarpys3kn CEpPBUCHLIN MapLIpPYyTU3ATOP HaYHeT npouecc

obHoeneHuga MO CM.
Mo OKOHYaHMIO OBGHOBMEHNSI CEPBUCHBIA MapLLpYyTM3aTop Nepes3arpy3nTcsa U BEPHETCS B

LUTaTHbIA PeXUm paboThl.

9.3 O6HoBneHne MO CM c nomowbto FTP/SFTP cepBepa c ykazaHuem MUMEHMU

nonb3oBaTenA

[MogkniynTe CEPBUCHBLIN MapLLUPYTU3aTOpP K UMeLeMYCsl cepBepy.

Pasmectute Ha cepepe dann obHosneHus ans MO CM.

Ed
NMpumevyaHue

dann gormkeH HasbiBaTbCs «sr-be ISTOK mipsel 3.24.13 20250724 _140329.fw»

dann obHOBMNEHUS MOXHO ckavaTtb ¢ canTta https://istokmw.ru/service-router/

OcyulecTtBute BXo B CUCTEMY.
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»
NMpumevyaHue

Mo ymonyaHuio nornH «adminy», naponb «adminy. Mpn BBOAE Naponsi CUMBOSIbI Ha

9KpaHe He oTobOpaxkatoTcs.

3anyctute obHoBrneHue MO CM, BbINONHUB KOMaHAy:

system upgrade <server_type> <address> user <username> filename
<patch_to_file>

Last login: Tue Dec 24 11:51:45 UTC 2024 on ttyl
12:58:29 up 3 min, 0 users, load average: 0.02, 0.03, 0.01

admin@sr-be# system upgrade sftp 192.168.0.100 user istok filename sr-be_ISTOK_mipsel _3.24.13 _20250724
_140329.fw

roe: — <address> — agpec cepBepa,;
— <server_type> — Tun cepsepa;
— <username> — M4 NONb30BaTENS, UCMONb3yeMOe ANsi ayTEHTUdUKaLMM Ha cepBepe;

— <patch_to_file> — nytb go dpanna c No.

»
NMpumeyaHue

MoxeT noTpeboBaTbCcs BBOA, NApOsA Ansi aBTopmu3aLnu.

Mocne yero Ha4YHeTCA KoNMpoBaHMe HeobxoauMbIX Anst ObHOBMNEHUs hannos.

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 176M 100 176M 0 0 23.4M 0 0:00:07 0:00:07 --:--:-- 21.2M

Image is downloaded correctly

Image file: / sr-be_ISTOK_mipsel 3.24.13 20250724 140329.fw loaded from sftp://192.168.0.100
User data: to preserve

Build date: 24.07.2025 14:04:25 MSK

Architecture: mipsel

Version: 3.24.13
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Package: release

MoaTteBepamnTte HeobxoanmocTb obHoBNeHMs 1O CM, BBeast B KOHCONb:

yes

System is ready to start the installation.
This process will take a long time and you will not be able to abort it
Do you want to proceed with installation? [yes/no]: yes

[Mocne aBTOMaTU4eCKOW nepesarpys3kM CEepBUCHbIM MapLUpyTU3aToOp HayHeT npouecc
obHoBneHus MO CM.
Mo OKOHYaHMIO OBHOBMNEHUS CEPBUCHBLIN MapLLpyTU3aTop nepesarpy3nTcsl U BepHeTCH B

LUTATHBIN peXxunm paboTbl.
9.4 O6HOBNEHMe nporpammHoro obecneyenusa U-boot n BMC

MocmoTpeTb Tekywme Bepcum U-boot 1 BMC MOXHO kKOMaHAoM:

show platform

admin@sr-be#show platform

Platform: ISN41508

Serial number: RS3010021A0002

BMC Firmware version: 1.8.1

U-boot version: 1.3.5

CPU model: Baikal-T1; MIPS P5600 V3.0 FPU V2.0
CPU cores: 2

Memory: 2 GB

Network:

2 x WAN 1000Base-LX

8 x LAN 1000Base-TX (speed 10/100/1000)
External HDD: not connected

Internal SSD: connected

USB Flash Drive: no Flash drive connected
LTE USB Modem: no LTE modem connected

C nomowbo APM cosgante yctaHoBoYHbIM USB-HOCKTENb BbINONHASA cnegyoLwmne aTansbl:
o oTdgopmaTtupymnte USB-HocuTenb B hopmaTe «FAT32y;
o yctaHoBuTe MeTKy ToMa Kak «INSTALLERy;
o cKonupymnte B KopHeByt nanky USB-HocuTenss dannbl oOHOBReHus Aans

nporpamMmbl;
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o npoepbTe ann obHoeneHna U-boot 1 BMC Ha cooTBETCTBME Ha3bIBAHWUIO
«rt1mb.romy»;

o npoBepbTe ¢ann obHoBneHus 3arpysdnka BMC Ha cooTBeTCTBME Ha3blBaHWUIO
«bmc-stm32-f100-boot-0.1.biny.

»
NMpumeyaHue

dannbl 06HOBNEHNS MOXHO cka4daTb ¢ canTa https://istokmw.ru/service-router/

Mogkniounte  ycTtaHoBOYHbIM  USB-HocuTenbs k  pasbemy USB1  cepsucHoro
MapLUpyT13aTopa Ha NLeBON YacTu.

lMepesarpy3nTe CEpBUCHbIM MapLUpyTM3aTop Ans nonagaHna B boot menu, BbINOMHUB
KOMaHAay:

system reboot

Last login: Tue Dec 24 11:51:45 UTC 2024 on ttyl
12:58:29 up 3 min, O users, load average: 0.02, 0.03, 0.01

admin@sr-be# system reboot

»
NMpumeyaHue

Takke CEpBUCHbIN MapLUpPyTU3aToOp MOXHO nepe3arpy3nTb, KpaTKOBPEMEHHO
obecTouumB ero.

Wcnonb3yss knasuatypy Bblbepute nyHkT «FW update», nocne u4ero HadHeTcA
npouecc oOHOBNEHUS.

--== RT1MB boot menu ==--
Normal boot
FW update
BMC console
U-Boot console
Press UP/DOWN to move, ENTER to select menu entry 1
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Mo okoH4YaHMO 0OHOBNEHNSA cMCTEMa BepHeT BO3MOXHOCTb BBOAA KOMaHA.

SF: Detected MX25U12832F with page size 256 Bytes, erase size 64 KiB, total 16 MiB
(Re)start USB...
USBO: Register 1000140 NbrPorts 1
Starting the controller
USB XHCI 1.00
scaning bus O for devices... 3 USB Device(s) found
scaning usb for storage devices... 1 Storage Device(s) found
scaning usb for ethernet devices... 0 Ethernet Device(s) found
reading rtlmb.rom
16777216 bytes read in 8761 ms (1.8 MiB/s)
131072 bytes written, 16646144 bytes skipped in 109.488s, speed 158275 B/s
BAIKAL #

Ecnu He npoun3oLwno aBToMaTnyeckoro 3anycka 06HOBNEHNS, BbINONHUTE KOMaHAbI:
setenv ci_installed1

saveenv

BAIKAL # setenv ci_installed1

BAILAL # saveenv

Svaing Environment fo Flash

SF: Detected MX25U12832F with page size 256 Bytes, erase size 64 KiB, total 16 Mib
Erasing SPI flash...done

Writing to SPI flash...done

BAIKAL#

[Ons Bo3BpaweHnss K LWTaTtHOW paboTe HeobxoaumMo nepesarpy3vTb CepBUCHbIN

MapLlpyTM3aTop, A5l 3TOro KpaTKOBPEMEHHO 06eCcToubTE €ro.
9.5 CO6poc K 3aBOACKUM HacTponkam

C nomowbto APM npoBepbTe, YTO CEPBUCHBLIN MapLUpPyTU3aTOP BKIKOYEH U 3arpyska
CcUCTeMbl 3aBepLUnach.

OcyuiecTBuTe BX0A B CUCTEMY.
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»
NMpumevyaHue

Mo ymonyaHuio nornH «adminy», naponb «adminy. Mpn BBOAE Naponsi CUMBOSIbI Ha

9KpaHe He oTobOpaxkatoTcs.

3anyctute npouecc cbpoca k 3aBoackum HacTporkam MO CM, BbINONHMB KOMaHAY:

factory-default

Last login: Sun Apr 12 13:11:11 MSK 2015 on ttySO
12:10:27 up 3 min, 0 users, load average: 0.25, 0.32, 0.14

admin@sr-be# factory-default

MoateepaunTe 3anyck cbpoca kK 3aBoackmm HacTponkam MO CM, BBeasa B KOHCONMb:

delete all

admin@sr-be# factory-default

You are attempting to reset device to factory default state.

This device will be rebooted and will start installation of default software version.

You will lose all of your data: settings, profiles, users, logs etc.

This process IS NOT REVERSIBLE.

Are you sure you want to proceed? If you are sure enter ‘delete all’ or enter ‘no’ to cancel: delete all

lMocne aBTOMaTMYECKON Nepesarpy3km CEPBMCHONO MapLUpyTu3aTopa Ha4yHeTCs npouecc
cbpoca HacTtpoek MO CM.
Mo oKoH4YaHMIO cbpoca HACTPOEK CEpPBMCHbLIM MapLlpyTM3aTop nepes3arpysutca u

BEPHETCH B LUTATHbIA PEXUM paboThbl.

»
NMpumeyaHue

Takke npouecc cbpoca K 3aBOACKMM HACTPOWKaM MOXHO BbIMOMHUTL HaXaB W

yaepxuBas 10 cekyHa kHornky "CLR" Ha cepBucHOM MapLupyTusaTope.
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NMepe4vyeHb yCNOBHbLIX 0603HA4Y€HUN U COKpaLLEeHUN

APM
oC
nocm
N3Bm
cM
ARM
BFD
BGP
BMC
BPDU
CARP
CBQ
cLI
DHCP
DMVPN
DNS
DSA
DSCP
FIFO
FTP
GRE
GRED
HFSC
HTB

IGMP

IPIP
IPSec
IP SLA

IS-IS

ABTOMATU3MU poBaHHOE paﬁoqee MeCTO

OI'IepaLI,MOHHaﬂ Cncrema

MporpammHoe obecneyeHns cepBUCHOTO MapwpyTnsaTtopa CS

I'IepCOHaanaﬂ 3/1EKTPOHHO-BbIYNUCINTE/IbHAA MaALUNHA

CepBuCHbIN mapLupyTmnsaTtop CS
Advanced RISC Machine

Bidirectional Forwarding Detection
Border Gateway Protocol

Baseboard Management Controller
Bridge Protocol Data Unit

Common Address Redundacy Protocol
Class-based queueing

Command-Line Interface

Dynamic Host Configuration Protocol
Dynamic Multipoint Virtual Private Network
Domain Name System

Distributed Switch Architecture
Differentiated Services Code Point
First In, First Out

File Transfer Protocol

Generic Routing Encapsulation
Generalized RED

Hierarchical fair-service curve
Hierarchical Token Bucket

Internet Group Management Protocol
Internet Protocol

Internet Protocol in IP

IP Security

Internet Protocol Service Level Agreement

Intermediate System to Intermediate System
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L2TP
LACP
LDP
LLDP
MAC
MPLS
MSTP
MTU
NAPT
NAT
NTP
OpenVPN
OSPF
PAT
PIM
PPTP
PPPoE
PQ
QoS
RADIUS
RED
RFC
RIO
RIP
RIPng
RSTP
RSVP
RSVP-TE
SFQ
SNMP

SSH

Layer 2 Tunnelling Protocol

Link Aggregation Control Protocol
Label Distribution Protocol

Link Layer Discovery Protocol

Media Access Control
Multiprotocol Label Switching
Multiple Spanning Tree Protocol
Maximum Transmission Unit

Network Address Port Translation
Network Address Translation
Network Time Protocol

Open Virtual Private Network

Open Shortest Path First

Port address translation

Protocol Independent Multicast
Point-to-Point Tunneling Protocol
Point-to-point protocol over Ethernet
Priority Queuing

Quality of Service

Remote Authentication Dial-In User Service
Random early detection
Request for Comments

RED In/Out

Routing Information Protocol

RIP next generation

Rapid spanning tree protocol

Resource ReSerVation Protocol
Resource Reservation Protocol - Traffic Engineering
Stochastic Fairness Queueing

Simple Network Management Protocol

Secure Shell
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STP — Spanning Tree Protocol
TBF — Token Bucket Filter
TACACS+ — Terminal Access Controller Access Control System
TCP — Transmission control protocol
TFTP — Trivial File Transfer Protocol
ToS — Type of Service
TTL — Time to Live
UDP — User Datagram Protocol
UMSD — Unified Marvell SOHO Driver
UsB — Universal Serial Bus
VLAN — Virtual Local Area Network
VPLS — Virtual Private LAN Service
VPN — Virtual Private Network
VPWS — Virtual Private Wire Service
VRF — Virtual Routing and Forwarding
VRRP — Virtual Router Redundancy Protocol
WAN — Wide Area Network
WFQ —  Weighted Fair Queuing
WRED — Weighted Random Early Detection
WRR — Weighted Round Robin
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MpunoxeHue 1. MoarotoBka aBTOMaTU3MPOBAHHOIO pabo4yero mecra

1.1. AnnapaTHble cpeacTBa

Ons  npoBegeHuss  paboTbl C  Mporpammoil  HeobXoAMMO  OpraHu3oBaTb

aBTOMaTuM3npoBaHHoe paboyee mecTo (Tabnuua 1.1).

Tabnuua 1.1 — MNepeyeHb o6opygoBaHNA 1 NporpaMmHoro obecneveHmsa na coctasa APM
HanmeHoBaHMe Kon-Bo, Wwr.

M3BM c yctaHoBneHHol OC, B cocTaBe: 1

O CUCTEMHbI BIOK C XapaKTepPUCTUKaMM He XyXKe:

npoueccop c yactoto 1 Mu;

06bEm onepatmeHol namsatu — 2 I'6;
OOCTYMHbIM 06BEM KECTKoro ancka — 32 I'b;
Buaeoagantep — DirectX 9;

nHtepdericel — USB 2.0, RJ-45 — 1 wrT.;
YCTPOACTBO YTEHUA KOMMNAKT—AMCKOB.

O  MOHUTOP;
O KnaBMaTypa;
O  MaHMNYAATOP TUMNA KMbILLbY.

Kabenb-agantep USB c pasbémom DBI (RS-232) 1

PUTTY 1
2.2. Mopakno4yeHne yCTponucTB

Ansa nposeaeHus pabot ¢ N0 CM:
Mpousseaute nogknoveHne APM k annapatHom nnatcpopme CM nocpeactsom

KOHconbHoro kabensa RJ-45 — DB9 (pucyHok 1.1, pucyHok 1.2);

PucyHok 1.1— PacnpegeneHne KOHTaKTOB pa3beMoB kabenst koHconbHoro RJ45-DB9
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PucyHok 1.2 — PacnpegeneHune KOHTakToB pa3beMoB kabensa ans CM Bbinycka paHee 05.2024

»
NMpumevyaHue

B cnyyae otcytctBus nopta DB9 Ha APM, HeobxogmMmo mcnonb3oBaTb kabenb-
apgantep USB — DB9 (RS-232). YctaHOoBMTbL UcCnonb3yemMble agantepoMm apamsepa no

HEeobXxoOMMOCTMW.

lMpoBepbTe KOPPEKTHOCTb NoakntodeHnsa nagenna k APM, B ancnetyepe yctponcts OC.
3anyctute nporpammy PuTTY 1 B €€ rmaBHOM OKHE yKaXuTe:
o Tun noakntoyenus — Serial;
o HOoMep nopTa u3 gucnetyepa yctponcts OC;
o ckopocTb — 115200.
Bo Bknaake «Serial» npoBepbTe HACTPONKM MCTOYHUKOB BBOAA, AS1S1 KOPPEKTHON paboThl
BblCTaBute Ha «Noney.

MopkntounTeck kK CM, HaxaB Ha kHorky Open.

»
NMpumeyaHue

B cnyyae otcytcTtBus 3arpysku MO CM Heobxoaumo:
nepesarpy3ntb CM nyTem OTKMAOYEHUS N BKIOYEHUS MUTAHNS;
NPoOBEPUTb NOAKITKOYEHME YCTPOMCTB, B YaCTHOCTM pacnanky kabens DB9 — RJ-45;

nposepuTb HacTporikn COM-nopta B PuTTY.

Mocne atoro, nHtepdenc DBI (RS-232) ctaHeT akTuBHbIM Ha nNpuém curHanos, APM

ByneT cuMTaTbCAa NOAroTOBEHHBLIM K paboTe.
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TexHunyeckasa nopgae PXKa

OdmumanbHbI canT koMmnaHum: https://istokmw.ru/

HokymeHTauumio n nporpaMmmHoe obecnedeHre Ha M3aenus MOXHO ckadaTb B pasgene
«[JokymeHTaums u MNMporpaMmHoe obecneveHne» Ha cTpanuue https://istokmw.ru/service-router/

BasoBas TexHn4Yeckas nogaepkka oCyLeCTBNSETCS

5 gHen B Hegento no 6yaHam ¢ 8:00 oo 17:00 (Bpems MockoBckoe)
Ten: +7 (495) 465-86-48

e-mail: support@istokmw.ru

E h web: htips://istokmw.ru/support/

JINYHBI KAaBUHET TEXHUYECKoN NoAAEPKKM N0 PYHKLUNOHUPOBAHMIO MPOLYKTOB
https://helpdesk.istokmw.ru/
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