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AHHOTauunA

[aHHbIN OOKYMEHT SIBMSIETCA PYKOBOACTBOM CUCTEMHOMO MporpammMmmcTa nNporpamMmMHOro
obecnevyeHuns cepsucHoro mapuwpytmsatopa CS, npegHasHayeHHOro ANs opraHu3aumm wu
npeaocTaBneHnsa OyHKLMIA KOMMyTauumn n MapLipyTusauumn Tpaduka.

[aHHbIN OOKYMEHT onucbiBaeT obLine cBeaeHus, CTPYKTYpY, HaCTPOWKM, MPOBEPKM,
OOMNOSTHUTENbHbIE BO3MOXHOCTU W  COOBLLUEHNA CUCTEMHOMY MNPOrpamMMuUCTy CEPBUCHOIO
MapLupyTmnsaTopa.

[aHHbIN OOKYMEHT paspaboTaH Nog Bepcuo MporpaMmHoro obecneveHusi CepBUCHOIO
MapwpytmnsaTtopa 3.24.13 ot 24.07.2025, pabota nporpaMmHOro obecnevyeHmss CepBUCHOro
MapLupyTusaTopa B 6bornee paHHUX BEPCUAX MOXKET OTIINYATBLCA OT TEKYLLEN.

HacToawun OOKYMEHT BXOAWT B COCTaB MPOrpamMMHOM OOKYMEHTAUUM Ha u3genve u
paccyMTaH Ha MoNb30BaTeENs, MMEKLWEro HaBblkM PabOTbl Ha NEPCOHaNIbHOW 3NEKTPOHHOM
BblYMCNTENBHON MallnHe B onepauynoHHon cucteme Linux, Windows u 3HawlOLWMin OCHOBBI
CeTeBOro agMUHUCTPUPOBAHUSI.

[lna HarnsgHOCTU B TEKCTE HACTOSILLEro pykoBOAOCTBa MUCMOJ1b3YOTCA pa3finyHblie CTUInN

odopmnenuns (Tabnuua 1).

Tabnuuya 1 — CTunn opopmMneHnsa B JOKYMEHTe
Ctunb opopmaeHus O6nacTb NpUMeHeHus MNpumep
MonyxupHbi WpndT  BblaenseT npumepbl CUHTaKCMca KOMaHz, configure terminal

WpndT Bbloenset sbisog, CLI Name # Rule 100 1 src: 192.168.1.1/32

Bepcust 2.0 5
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1 O6wue cBegeHMA o nporpamme

MO CM npegHasHadeHo ans obecneyeHust OYHKUMA KOMMYTaUUM U MapLipyTmMsauum
Tpaduka.
MO CM obecneunBaeT dyHKUMOHMpoBaHMe no npoTokony IPv4 (RFC 791).
MO CM obecneunBaeT yHKUMoHMpoBaHue no npotokony IPv6 (RFC 2460).
MO CM obecneunBaeT obpaboTky Jumbo Frames (kagpoBs paamepom o 1900 6anT) Ha
Bcex uHtepdencax Ethernet.
MO CM obecneunBaeT HazHayeHne ctaTndeckux |IP-agpecos cBoMM nHTepdencam.
MO CM obecneunBaeT 0gHOAAPECHYHO CTAaTUYECKYO MapLupyTmM3aumto |IP-nakeTos.
MO CM nopgepxmBaeT ogHOaAPECHYI0 ANHAMUYECKYIO MapLUpyTM3aLmio No NpoTOKoam
RIP, RIPng, OSPF, I1S-IS, BGP.
MO CM noppepxmBaeT arperaumto nopTos ¢ nomoLubto LACP.
MO CM obecneunBaeT nepepacnpegeneHme MmapLpyTHom nHpopmaumm:
o Mexay NpoTOKONaMm AUHAMUYECKOW MapLUpyTU3aLum;
O CTaTU4eCKMX MapLUPyTOB B NPOTOKOSbI ANHAMUYECKOW MapLLPyTU3aLmK.
MO CM noppepxmBaeT mapLlpyTu3aumo Ha ocHoBe nonutuk (Policy routing):
o Ha ocHoBe IP agpeca UCTOYHUKA;
O Ha OCHOBe HOMepa nopTa UCTOYHWMKA U Ha3HaAYEeHUS.
MO CM noppepxmBaeT 6anaHCMpPOBKY Harpy3ku nNpu Hanm4umMm HECKONbKMUX MapLUpyTOB C
OANHaKOBOW METPUKOMN.
MO CM noppepkmBaeT NpoTOKOMbl yBenuyeHusa goctynHoctu wito3a VRRP n CARP.
MO CM nogpepkmBaeT npoTokon obHapyxeHusa npobnem cesasHocTn BFD.
MO CM obecneunBaer ObICTPylO CXOAMMOCTb  MPOTOKONOB  OMHAMWUYECKOM
MapLupyTmMsaumm ¢ nomoLlbto npotokona BFD.
MO CM obecneumBaeT obHapyxeHue AO0CTYMNHOCTU CreayloLwero TpaH3UTHOro yvacTka
AN CTaTUYECKNX MapLUpyTOB C NomoLLbto npoTokona BFD.
MO CM nopnepxmBaeT AMHAMMYECKOEe KOHPUIypMpoBaHME CETEBbLIX HACTPOEK Ha y3nax
B kayectBe DHCP-cepBepa.
MO CM noppepxumBaet paboTty B kadectBe DNS-cepsepa, DNS-knveHTa, DNS-proxy.
MO CM nopaepknBaeT NpoTOKON CUMHXpPOHM3aumn BpemeHn NTP.
MO CM nopaepxmBaeT MHOroagapecHyo AMHaMUYECKY0 MapLUpyTM3auuio No NpoTokonam
IGMP, PIM.

MO CM nogpepkmBaeT npoTokon ydeta cetesoro Tpadumka Netflow.

Bepcust 2.0 6
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MO CM noppepkmBaeT npoTokon ceteBoro ynpasneHns SNMP.

MO CM noppepxmBaet mexaHmsm IP SLA.

MO CM nopaepxuBaeT ceTeBY CUMCTEMY OBHapPYXeHUA U NpeaoTBpaLLeHUst BTOPXKEHUN
SNORT, cnocobHyt BbINOMHATL perucTpaumio NakeToB U OCYLLECTBMAATb rMy6okMn aHanus
Tpaduika.

MO CM nopaepxmBaeT TEXHOMOMMIO BUPTyanbHOW MapLIpyTM3auun 1 nepeagpecaumm
(Virtual Routing and Forwarding (VRF)).

MO CM noppepxumBaeT npeobpasoBaHne ceteBbix agpecoB NAT.

MO CM obecneumBaeT 6a30Bble KOHLENUMM TPaHCNALMN CeTEBbLIX aapeCOB:

o cTaTudeckas (Static Network Address Translation);
o AuHamuyeckasa (Dynamic Address Translation);
o MackapagHas (NAPT, NAT Overload, PAT).

MO CM nopoepxmBaeTt crnegylowme Mmetoabl obecrneyeHns kadectBa obCnyxmBaHus B
cetax: FIFO, PQ, CBQ, WFQ, HFSC, RED, GRED, HTB, RIO, SFQ, TBF, WRR, INPUT, WRED.

MO CM nopaepxmMBaeT UCMNOSb30BaHNE nepapxniecknx aucumninmny QosS.

MO CM nopaepxmBaeT TEXHOMOIMIO Co34aHns BUPTYyarbHbIX YacTHbIX ceTen DMVPN.

MO CM nopaepxwusaeT npoTokosbl OpenVPN n IPSec.

MO CM nogpepxmBaeT (PyHKUUIO TYHHENnMpoBaHus no npotokonam: PPPoE, PPTP, IPIP,
GRE, L2TP.

MO CM obecneunBaeT hunbTpauuto Tpadumka no crneayrowmm nosisim:

o nopt (TCP/UDP) otnpasutens;

o nopt (TCP/UDP) nonyyaTtens;

o IP-agpec oTnpasutens;

o IP-agpec nonyyarens;

o MAC-agpec otTnpaBuTtens;

o (¢pnaru 3aronoBka cermeHta TCP;

o 3HadeHue nons «lpoTokon» 3aronoska IP;

o 3HayeHue nonsa «ToS» (TOS/DSCP) 3aronoska IP.

MO CM nopaepkmBaeT xypHanupoBaHue Syslog.

MO CM nopaepxumBaeT crneaytolme Buabl ynpaBneHus:

o NokanbHoe Yepes nHTepdenc komaHaHom ctpokum (CLI);
o yAaneHHoe no npotokony SSH;
o ypaneHHoe no npotokony Telnet.

MO CM obecneyrBaeT KOPPEKTHOCTb 3a4aBaeMbliX NapameTpoB PYHKLNOHMPOBAHWS.

Bepcus 2.0 7
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MO CM obGecneunBaeT MexaHU3Mbl  UAEHTUMKALMM K ayTeHTUdUKaumm,
MCNonb3yLnecs Npyu BXxoae B CUCTEMY yNpaBneHns usgenuem.
MO CM nopoepxmBaeT yaaneHHyl ayTeHTUdUuKauuo/aBTopmsaumio no MNpoTOKOy
RADIUS 1 obecneunBaeTt yHKLMOHMPOBAHME B KA4YECTBE KITMEHTA.
MO CM noppepxuBaeT ayTeHTUduKauuto/astopmsaumto/yyet no npotokony TACACS+.
MO CM nopaepxuBaeT 3adaHue yveTHbIX 3anvcen agMuvHUCTpaTopa/onepatopa U ux
naponewn.
MO CM nopaepxmBaeT cnegytowme suabl 06HOBNEHMSI NporpaMMHOro obecneyeHus:
o NokanbHoe (C BHYTPEHHEro/BHELIHErO HAaKONUTENS);
o ypaneHHoe (no npotokonam HTTP, SFTP, TFTP, FTP).
MO CM obecneuvnBaeT coxpaHeHne CKOHUIYPUPOBaHHbIX NPOGUMEN.
MO CM obecneumBaeT BbIBOA NEPEYHSA UMEIOLLINXCA B CUCTEME NPOdUnen, nx NPocMoTp,
a Takke UX KONMpoBaHWE Ha BHELUHUIN HOCUTENb.
MO CM obecneuvnBaeTt cOPOC K 3aBOACKMM HACTPOMKaM.
MO CM noppepxmBaeT KOHMUIypupoBaHue crnegywowmnx napamMeTpoB  Mogyns
KOMMYTaLuu:
O BKIOYEHWNE/BbIKITOYEHNE NOPTOB MOAYNS;
O CKOPOCTb MOPTOB U peXUM Nnepenayu;
O aBTOCOrfNacoBaHue;
o napameTpsbl TernpoBaHus kagpos (VLAN-Tpaduk);
o STP-cocTosiHne nopTos;
o napameTpbl pexmnma obydeHust 1 3anosiHeHns Tabnuy, KoOMMyTauuu;
o co3gaHue/nsameHeHue/yaaneHme 3anncen B Tabnuuax KommMmyTaumm;
MO CM obecneunBaeT nonyyYyeHne WHPOPMALUN O TEKYLLEM COCTOSHUM MOAYIS
KOMMYTaLuWK:
o KOHdUrypaumsi n ctatyc nopToB MOAynst KOMMyTaLuu;
o STP-cocTosiHne HTepPdEencos;
O COCTOsiHME Tabnuuy KoMMyTauuu;
O 3Ha4yeHus1 CHETUMKOB KaZpOB Ha NopTax.
MO CM noppepxmBaeT cnegytowimne cnyxebHble NpoTOKObl BTOPOro YPOBHS:
o STP;
o RSTP;
o MSTP;
o LLDP.

Bepcust 2.0 8
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MO CM noppepxkmBaeT BCTPOEHHble yTunuThl: iperf, tcpdump, ping, traceroute.

MO CM nopaepxmBaeT 3epkannpoBaHne nepegaBaemoro Tpaguka.

MO CM nopoepxmBaeT MOHUTOPUHI: Mpoueccopa, namaTth, TemnepaTtypbl, CUCTEMbI
oxnaxpgeHus, coctosaHna SSD aucka.

MO CM noppepxmBaeT pexum ¢annoBoro cepeepa.

MO CM noppepxueaet paboty 3G/4G/LTE mogemos.

Bepcust 2.0 9
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2 TpeﬁoBaHMﬂ K TeXHUN4eCKUM U nporpamMmmMmHbIM cpeacTBamM

MwuHUManbHbIE YCNOBUS, BblABUraeMble K annapaTHoOW nnatdopme, Heobxoammble Ans
BbIMOSIHEHUS NPOrpaMMHOro obecneyeHns CEpBMCHOrO MapLupyTu3aTopa:
o annapatHas nnatdgopma Ha 6a3e npoueccopa Baikal-M;
o onepaTtmBHada namaTtb: 8 I'b;

o MOCTOsAHHOE 3anomuHatLlee yctponcteo: 60 IMb.

Bepcust 2.0 10
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3 CTpykKkTypa nporpaMmmbil

CTpyKkTypHas cxema nporpammbl (pUCcyHoOK 1).

| Peructpsl mamsti
: MOJTyJIsl KOMMYTAlHH |

_____ S U |

SMI Interface

ITporpammH brii
moayas UMSD
(Unified Marvell
SOHO Diriver)
A
4
Moayms CLI e » Mozyib ynpasicHums
[Tporpammer M XPaHCHMA
KOH( UrypaLmu
[Tporpammbl
4 ¢ v
v [
. ' MSTPD
04yJib
Y S apo OyHKIHOHATIbHBIC
Ky PHAITUPOBAHU S < n <& »
Tporpayt € »  [Iporpammbl MOJTyJTH
[Tporpammsl
t )
4
IIporpammHbIii
Mmoayis DSA
(Distributed Switch
Architecture)

PucyHok 1 — CTpyKTypHasi cxeMa nporpaMmbi

MporpammMa cyHKUMOHANbHO NoapasaenseTcs Ha crieaytolime YacTu:

o

agpo NO oTBevaeT 3a B3aMMOAENCTBUE C ApanBepamMu yCTponctea, o6paboTky
CceTeBbIX NAKeTOB,;

dyHKUnoHanbHbele Moaynu MO oTBevaloT 3a yHKUMOHANbHbIE BO3MOXHOCTU
nporpaMmmbl (MPOTOKOSbI, TEXHOMOMN);

MOAYNb YNpaBneHus U XpaHeHus kKoHdwurypauum O oTBeyaeT 3a HACTPOMKY
YHKUMOHANbHbIX MoZynen no MOCTynNMBWIMM B  MOAYSMb KOMaHam U
CUHXPOHM3aLUM0 (PYHKLUMOHMPOBAHUSA pa3HbIX MOAYNew;

Moaynb KypHanupoBaHus [10 oTBevaeT 3a NPOTOKONMPOBAHWE Pa3SIMYHbIX
AENCTBUA/COBLITUIA COCTaBHbIX YacTen NporpamMmbl;

moaynb MO — CLI (Command Line Interface) otBevaeT 3a uHTepenc «4enoBekx-

nporpaMmmay;

Bepcusa 2.0
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o moaynb DSA — oTBe4vaeT 3a npoeumpoBaHne u3n4ecknx NHTepdencos moayns
KomMyTaumm B 9apo. OTBevaeT 3a nepegady cry>kebHbix coobLeHnin npoTokona
LLDP;

o Mogynbs UMSD (Unified Marvell SOHO Driver) — oTBe4aeT 3a 4TeHue 1 3anucb
AaHHbIX B PEMMCTPbI NaMATU MOAYNS KOMMYTaL K.

Baaumopgencteusa MO CM ¢ gpyrummn nporpaMmmamMn He nNpesycMOTPEHO.
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4 YHpaBneHMe nonb3oBaTensamm

A Buumanue!

Mo ymonyaHuMilo Ha MapwpyTusaTope co3gaH nonb3oBatenb C  MNpaBamMu
agMuHUcTpaTopa un fiormHom «adminy, naponem «adminy. B uensx 6esonacHocTn naporsb

HeobxoaMMo 3aMeHUTb!

CosgaHue, KOPPEKTUPOBKY W yaareHue nonb3oBaTenen MoOXeT npon3BoanNTb

nonb3oBaTeslb C YpOBHEM npusunernin 14 n donee.
4.1 Co3pgaHue U KOppPEeKTUpPOBKa rpynnbl

[Ona co3gaHMa WM KOPPEKTUPOBKM  TPYNMbl  OCYLECTBUTE BXOL B HaCTPOWKK
koHdurypaumm MO CM, BbINOMHMB KOMaHAY:

configure terminal

admin@sr-be#configure terminal
admin@sr-be(config)#

[ns co3gaHus HOBOW rpynnbl, BbINONTHUTE KOMaHAY:

group <groupname> privilege <privilegelevel>

admin@sr-be(config)# group other privilege 5
admin@sr-be(config)#

roe: — <groupname> — HaMMeHoBaHuWe rpynnbl;
— <privilegelevel> — ypoBeHb npusunerui rpynneol.
Ybeoutecb B CO30aHUMM HOBOW [pynnbl BbI3BaB MNPOCMOTP CYLLECTBYIOLLMX rpynn,
BbIMOSIHNB KOMaHAy:

show groups

Bepcust 2.0 13



YnpasreHue nonb3oBatensamu PykoBOACTBO CMCTE@MHOro nporpaMMmumcTa
RU.07622667.00026-01 32 01

admin@sr-be# show groups

Group | Privilege

admin | 15
service | 1
other |5

admin@sr-bett

Mpn KOpPpPEKTUPOBKE YPOBHA MPUBUAETMA TPYNMbl  MUCNOMb3yUTe HaMMeHOBaHWe

CyLLeCTBYIOLLEN rpynnbl Nonb3oBaTenen.

»
MpumeyaHue

[aHHasa HacTporika ynpaBngaeT TONbKo 6a30M foKanbHbIX rpynn nonb3oBaTenen; oHa
HEe TMO3BOMSIET KOPPEKTMPOBATb rpynnbl MoOfb3oBaTeNien, aBTOPU30BAHHbLIX 4Yepe3s
RADIUS/TACACS+.

HacTponku 3ToM KOMaHAbl COXpPaHATCA B OOLMX HACTpPOMKaxX CUCTEMbl, HO He

Npochmnsx, MOSTOMY OHM HE MEHSIIOTCS MPU 3arpy3ke HOBOro Npodunsi.

4.2 Co3paHue nonb3oBaTens

[nsa cosgaHna nonb3oBaTenst OCYLWECTBUMTE BXOL B HACTPOWKM KoHdwurypauum [10
CM, BbINONHUB KOMaHAy:

configure terminal

[nsa cosgaHnsa HOBOro Nosib3oBaTtens, BbIMOMHUTE KOMaHAy:

username add <username> group <usergroup>

admin@sr-be(config)# username add manager_one group other

roe: — <username> — HauMeHoBaHWe Nonb3oBaTens;
— <usergroup> — HaMMeHOBaHWE CYyLLIeCTBylOWeNn rpynnbl, Kyga OyaeT poGaened
nonb3oBarerb.
3apaiiTe naponb AN HOBOro Monb3oBaTtens, npuaymainTe nocneaoBaTenbHOCTb

CMMBOJI0B N ABaXdbl BBEOUTE €¢€.
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admin@sr-be(config)# username add manager_one group other
Enter password:

Repeat password:

admin@sr-be(config)#

»
NMpumeyaHue

Mpu BBOAE NApONsA CUMBOJSIbI HA 3KpaHe He OTobpaxatoTcs.

[aHHas HacTponka ynpaBnseT ToNbKO 6a3oi MokanbHbIX MONb30BaTENEN; OHa He
nossonsieT 4obaBUTb NONb3oBaTENEN yXKe aBTOpM30oBaHHbIX Yepe3 RADIUS/TACACSH.

HacTpoliku 3aToM KOMaHAbl COXPaHSAKTCA B OOLIMX HACTPOMKaxX CUCTEMbI, HO He

npochmnsax, NOSTOMY OHM HE MEHSIIOTCSA NPKU 3arpy3ke HOBOro Npodunsx.

Y6eoutecb B CO34aHMM HOBOrO MoONb3oBaTensl Bbl3BaB NPoOCMOTP CyLIEeCTBYOLWNX
nonb3oBaTternen, BbINOMHUB KOMaHAay:

show users

admin@sr-be(config)# show users

User | Group | Type | Privilege
admin | admin | local | 15
manager_one | other | local | 5

admin@sr-be(config)#
4.3 KoppeKkTupoBKa nonb3oBaTens

[ns KOPPEKTMPOBKN NMONb30BaTENs OCYLLECTBUTE BXOA B HACTPOMKM koHdurypaumm MO
CM, BbLINONHUB KOMaHAy:

configure terminal

KoppekTupoBka nonb3oBaTensl BbIMOMHSAETCS C MOMOLbI KroyeBoro croBa «edit»
1 NpegocTaBnseT crieayolive Bapyaunm:

l) M3MEHEHNE TPpynnbl BXOXXOAEHUA NOJIb30BaTeENA, BbINMOJIHUB KOMaHAOY.

username edit <username> group <groupname>

admin@sr-be(config)# username edit manager_one group admin
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roe: — <username> — HauMeHoOBaHWe Nonb3oBaTens;
— <groupname> — HaMMEHOBaHWe CyLlecTBylLWEeNn rpynnbl, kKyaa OygeT nepeHeceH
nonb3oBarernb.
2) U3MeHeHue Napons Nonb3oBaTtens, BbIMNONHUB KOMaHAay:

username edit <username> password

admin@sr-be(config)# username edit manager_one password

roe <username> — HaMMeHoBaHUe MoJfib3oBaTens.
3aganTe HOBbIN naposfib And noJsib3oBaTerns, npl/l,qyma|7|Te nocrieaoBaTesibHOCTb

CMBOJI0B N ABaXdbl BBEOUTE €€.

»
MpumeyaHue

Mpu BBOAE NApONsA CUMBOJSIbI HA 3KpaHe He OToBpaxatoTcs.

[aHHaa HacTpoKka ynpaBnseT Tonbko 6a3oi nokanbHbIX NOoNb3oBaTeNnen; OHa He
no3BonsieT  U3MEHUTb  HacTpPOMKWM  norib3oBaTenen,  aBTOPU30BaAHHLIX  Yepes
RADIUS/TACACS+.

HacTpoliku 3ToM KOMaHAbl COXPaHSAKTCA B OOLIMX HACTPOMKaxX CUCTEMBbI, HO He

Npocmnsx, MOSTOMY OHM HE MEHSIOTCSA NPU 3arpy3ke HOBOro Npodussi.

4.4 YpaneHue rpynnbl

[na yaaneHusa rpynnbl OCyLWeCTBUTE BXO, B HACTPOWKK KoHurypaumm MO CM, BbinonHuB
KOMaHAay:

configure terminal

MpenBapuTenbHO yganute 13 rpynnbl BCEX y4aCTHMKOB COrflacHO noapasgeny yaaneHve

Nnosib3oBaTesid HacTodulero pykosoacrea.

[ns yoaneHus rpynnbl, BbINONHATE KOMaHAY:

no group <groupname>

admin@sr-be(config)# no group other
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rae <groupname> — HaMMeHOBaHWE rpynnbl.
Y6eautecb B yganeHuu rpynnbl Bbi3BaB NMPOCMOTP CYLLUECTBYIOLMX FPYMM, BbINOMHUB
KoMaHAay:

show groups

»
NMpumeyaHue

[aHHasa HacTporika ynpaBnsaeT TONbKo 6a30K NoKanbHbIX rpynn Nonb3oBaTenen; oHa
He yaansieT rpynnbl Nonb3oBaTenen, aBTopnsoBaHHbix Yeped RADIUS/TACACSH+.
HacTpoiku 31O KOMaHAbl COXpPaHSATCA B OOLWMX HACTpoOMKax CUCTEMbI, HO He

Npodumnsl, NO3TOMY OHU HE MEHSIOTCS MPU 3arpy3ke HOBOro Npodunsi.

4.5 YpaneHue nonb3oBaTtens

[ns yoaneHnsa nonb3oBaTensi OCyLLEeCTBUTE BXOA B HACTPOMKM KoHdurypauum NO CM,
BbIMOSHNB KOMaHAy:

configure terminal

[na yoaneHus nonb3oBaTtens, BbINOMHUTE KOMaHAy:

no username <username>

admin@sr-be(config)# no username manager_one

rae <username> — HaVMeHOBaHWE MoNb3oBaTens.
Y6eantecb B yganeHuu Monb3oBaTens Bbi3BaB  MPOCMOTP  CYLLECTBYHLLMX
nonb3oBaTenem, BbINMOMHNB KOMaHAY:

show users
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5 Pab6ota ¢ npocunamu nporpammsbl

[ns XpaHeHus HacTpoek MNOAKIYEeHUs, Maplipytusaumm n uHtepdencos B MO CM

ncnonbaytoTcs npodunun. OnucaHve nx cosgaHns, USMEHEHUS, YaaneHus, a Takke 3arpysku u

BbII'PY3KN NMpBeaeHO B 3TOM pasaerie.

»
NMpumeyaHue

I'IpM 3arpys3ke HoBOro I'IpO(*)VIJ'IFI BC€ U3MEHEHUA, KOTOpbIe ObInn npoBeneHbl bes3

nocneayrLLero CoxpaHeHus npodunsa TepsoTcs.

CospnaHue, KOPPEKTUPOBKY U yaaneHve, a Takke 3arpyska 1 Bbirpy3ka npodunen Moxet

Npon3BOaUTb Nosib3oBaTelb C ypOBHEM Npusunernn 14 n 6onee.
5.1 3arpy3ka npocunsa

[na 3arpy3kn npoduns, BbIMNOMHUTE KOMaHAY:

load <profilename>

admin@sr-be# load secondprofile

roe <profilename> — HaumeHoBaHWe NpPogUnsi.
5.2 CoxpaHeHuMe HacTpoek npoduns
[na coxpaHeHus HacTpoek Npoduns, BbIMOMHUTE KOMaHAY:
write <profilename> comment <profilecomment>

admin@sr-be# write secondprofile comment “add new settings from ftp”

roe: — <profilename> — HaMmeHoBaHWe NPoUNs;
— <profilecomment> — HebonbWwoOe crnoBecHoe onucaHve npoduns,

nosib3oBaTtesieM Mno >KernaHuto.

OocCTaBliaemMoe
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5.3 Co3paHue HoBOro npodunsa

Co3sgaHune HOBOro nNpodumns MPONCXOANUT aHaNOMMYHO COXPaHEHWIO HACTPOeK Npoduns, B

komaHae <profilename> Heob6xoanmMo BBECTM HOBOE HAMMEHOBAHME.
5.4 YpaneHue npodunsa
[nsa ynaneHus npouns, BbINOSIHUTE KOMaHAy:
no profile <profilename>

admin@sr-be# no profile secondprofile

roe <profilename> — HaumeHoBaHWe Nnpocunsi.
5.5 CoxpaHeHue konuu npoduns

[ns coxpaHeHusi konuuM Npoduns Ha cepBUCHOM Mapupytusatope CS, BbiNomHUTE
KOoMaHay:

copy profile <profilename> path <path>

admin@sr-be# copy profile secondprofile path home/service/tftp

roe: — <profilename> — HaMmeHoBaHWe NPoPUNs;

— <path> — nyTb, Kyga 6yget 3anncaH npodureb.
5.6 CoxpaHeHue npodunsa Ha USB-HocuTenb

Mogkniounte USB-HocuTenb kK pasbemy USB1 Ha nuueBoM naHenu CeEpBUCHOrO
MapLupyTmnsaTopa.
[nsa coxpaHeHus npocuna Ha USB-HocuTenb, BbINONHUTE KOMaHAY:

copy profile <configname> to flash <devname> <dirname>

admin@sr-be# copy profile secondprofile to flash /media/usb0 /media/usb0/2

roe: — <configname> — HanmeHoBaHWe Npouns;

— <devname> — nMs yCTPONCTBA;
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— <dirname> — nyTb, Kyaa bygeT 3anncaH npoguneb.
5.7 CoxpaHeHue npodunsa Ha ceTeBOM XpaHUnuLue

[nsi coxpaHeHust Npoduns Ha CETEBOM XpPaHMUIULLIE, BbIMOMHUTE KOMaHAy:

copy profile <profilename> to url <type> <client_ip> remotedir <remote_dir>

admin@sr-be# copy profile secondprofile to url ftp 2.2.2.2 remotedir ftp

roe: —<profilename> — HaMmeHoBaHWe NpPoduns;
— url — yHMBepcanbHbIN ykasaTenb pecypca;
— <type> — Tun CeTeBOro xpaHunuiia (BO3MoXxHble BapuaHThl: ftp, sftp, tftp);
— <client_ip> - IP agpec ceTeBOro xpaHumnuLia;

— <remote_dir> — KkaTtanor Ha CETEBOM XpaHWUI1LLE.
5.8 KonupoBaHue npocdunsa c USB-Hocutens

[nsa konupoBaHusa npoduns ¢ USB-HocuTens, BbINOSIHUTE KOMaHAY:

copy profile <profilename> from flash <devname> <dirname>

admin@sr-be# copy profile secondprofile from flash /media/usb0 /media/usb0/2

roe: — <profilename> — HaMmeHoBaHWe npoduns;
— <devhame> — nms yCTPOUCTBA;

— <dirname> — nyTb, Kyaa 6yaeT 3anucaH npounb.
5.9 KonnpoBaHue npocdunnsa us ceteBoro xpaHmnuiia

[nst KonupoBaHUs NPOUNS U3 CETEBOIo XPaHUNMLLA, BbIMNONTHATE KOMaHAY:

copy profile <profilename> from url <type> <client_ip> remotedir <remote_dir>

admin@sr-be# copy profile secondprofile from url ftp 1.1.1.1 remotedir ftp

roe: — <profilename> — HaMmeHoBaHWe NPoUNs;

— url — yHMBepcanbHbIN yKkasaTenb pecypca;

— <type> — Tun ceTeBOro xpaHunuiia (Bo3mMoxHble BapuaHThl: ftp, sftp, tftp);
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— <client_ip> - IP agpec ceTeBOro xpaHunuLia;

— <remote_dir> — KaTtanor Ha CETEBOM XpaHUIMLLE.
5.10 BbIO6op aBTOMaTU4YeCKM 3arpyxaemoro npoduns

[ns Bbibopa 3arpy304HOro Npoduns, BbINOMHUTE KOMaHAY:
boot-profile <profilename>

admin@sr-be#configure terminal
admin@sr-be(config)# boot-profile startup

roe <profilename> — HaumeHoBaHWe NpPoUns.

[nsa coxpaHeHnsa HacTpPOoeK TeKyLLero Npoduns B 3arpy304HbIi, BbINOTHATE KOMaHAY:
write <profilename> comment “<profilecomment>”

admin@sr-be# write startup comment “new start profile”

roe: — <profilename> — HaMmeHoBaHWe NPOPUNS;

— <profilecomment> — HebonbliOe crnoBecHoe onucaHne npoduns, ocTaBigemMoe
Nonb30BaTENEM MO XXEMAHUIO.

»
MpumeyaHue

3anpeLleHo namMeHeHve wnu yganeHue npodunen ¢ nmeHamm boot, last-loaded,
current, default.

5.11 MpocmoTp npocunen

[nsa npocmoTpa npodunen, UMeLMXCH B cUCTeMe Npodunien, BolNoSTHATE KOMaHAy:
show profiles

admin@sr-be(config)ttshow profiles

Flags: b — boot profile, | — last loaded profile, m — profile was modifiled was
modified or corrupted
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| Flags | Profile Name | Comment |
| | base_config | |
| 1 | default | |
| b | startup | new start profile |

admin@sr-be(config)#
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6 HacTpoiika napameTpoB nNporpamMmbl

Hactporikn napametpoB SSH, SSH VRF, Telnet, Telnet VRF, TFTP, BpemeHn n gatbl,
TanM-ayToB, XOCTOB U JOMEHa MOXeT Npon3BoAMTb NOSb30BaTESb C YPOBHEM npusunerun 14 u

oonee.
6.1 HacTtpoika napameTpoB BpeMeHU U AaThbl

[Onsa HacTponkum napameTpoB BpeMeHW W [aTbl OCYLLECTBUTE BXOL4 B HaCTPOWKK
KoHpurypaumm MO CM, BbINONHUB KOMaHAy:

configure terminal

admin@sr-be#configure terminal
admin@sr-be(config)#

ﬂ,]’lﬂ HaCTpOIZKM TeKyLLI,eIZ 0aTbl, BbINOJTHUTE KOMaHAOY.

system clock date <currentdate>

admin@sr-be(config)# system clock date 08.08.2023

roe <currentdate> — Tekywasn gata B oopmare JO4.MM.ITTT.
[ns HACTPOMKN TEKYLLEro BPEMEHMU, BbINONTHUTE KOMaHAY:
system clock time <currenttime>

admin@sr-be(config)# system clock time 14:46:37

roe <currenttime> — Tekywee Bpemsa B oopmate H4:MM:CC.
[N HAaCTpoOrKM YacoBOro rNodAca, BbIMOSTHUTE KOMaHAY:
system clock timezone <currenttimezone>

admin@sr-be(config)# system clock timezone Europe

roe <currenttimezone> — HanmeHoBaHue CTpaHbl NN KOHTUHEHTa C TEKYLLUM 4YaCOBbIM NMOACOM.
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»
NMpumeyaHue

[na nony4eHns cnmcka AOCTYNHbIX HAMMEHOBAHNIA YaCOBbIX NOSCOB:
BBeAuTe koMaHay system clock timezone v HaxmuTe Knasuly «?», A58 nNonyyYeHns

nockasku o (pyHKLUMOHane BBe4EHHOW KOMaHAabI;

HaxMuTe knaeuwy «Taby», Ha 3KkpaHe OTOOpa3nTCA CMUCOK AOCTYMHbLIX YaCOBbIX
NOsICOB.

[N cMHXpOoHU3aumMmM napameTpoB BPEMEHU N AaTbl C CEPBEPOM, BbINOSTHUTE KOMAHAY:
system clock synchronize <server>

admin@sr-be(config)# system clock synchronize time-server

roe <server> — |Pv4/IPv6 agpec, nmbo ums cepsepa.

[nsa npocmoTpa yctaHoBneHHon Ha CM gaTtbl U BpeMeHU, BbINOMHUTE KOMaHAY:
show clock

admin@sr-be(config)# show clock
Sun 12 Apr 2015 12:09:25 PM MSK

6.2 HacTtponka Tanm-ayToB

TanimM-ayT — Bpemsi, KOTOpPOe Nosnb30BaTeNb MOXET OCTaBaTbCsl HEAKTUBHbBIM, NOCIE Yero
OH OyaeT OTKIMYeH POHOBOM CYXOOMN.

[ns nsmeHeHnsa BpeMeHu TaM-ayToB OCYLLEeCTBUTE BXOA B HACTPOMKKN KoHdurypauum MO
CM, BbINONHMB KOMaHAy:

configure terminal

Ona wnameHeHuda Ta|71M-ayTa HEaAKTMBHOCTWU MOJib30BaTeENA MNpu pa60Te B KOHCOJIN
BbIMOJIHATE KOMaHAYy:

system <protocol>timeout <timeoutseconds>

admin@sr-be(config)# system ssh timeout 3000
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roe: — <timeoutseconds> — 3Ha4YeHWe BpeMEHU B CEKyHOaAX;

— <protocol> - NPOTOKOSIbI NOAKMOYEHNS K KOHCOSM, BO3MOXHbIE BapuaHThbl: ssh, tty, telnet.

Ona mnameHeHna TanM-ayTa HEaKTUMBHOCTU Monb3oBaTtend npu paboTe B KOHCOMMW,
nogkntoyeHHon no SSH VRF, BbInonHUTE KOMaHAay:

system ssh vrf <vrfname> timeout <timeoutseconds>
admin@sr-be(config)# system ssh vrf vrfl timeout 600

roe: — <vrfname> — HaunmeHoBaHune VRF;
— <timeoutseconds> — 3Ha4YeHVe BpeMeHN B CEKyHOaX.
[Ona mnameHeHna TanM-ayTa HEaKTUMBHOCTW Monb3oBaTtensd npu paboTe B KOHCOMMW,
nogkntodeHHon no Telnet VRF, BoinonHuTe KOMangy:

system telnet vrf <vrfname> timeout <timeoutseconds>
admin@sr-be(config)# system telnet vrf vrfl timeout 600

roe: — <vrfname> — HanmeHoBaHne VRF;

— <timeoutseconds> — 3Ha4YeHVe BpeMeHN B CeKyHOaX.

[ins npocMoTpa yCTaHOBNEHHOIro BPEMEHWN Pa3fiMyHbIX TaliM-ayToB, BbINOSHUTE KOMaHAY:

show timeout

admin@sr-be(config)# show timeout

CLl inactivity timeout (sec):
Console: 3000

SSH: 3000

Telnet: 3000

[Onsa cbpoca Tanm-ayTa HEaKTMBHOCTW MONb30BaTENS K 3HAYEHUSIM MO YMOJSIHaHUIO,
noaksitoyeHHoro no SSH , BbINONHUTE KOMaHAy:

no system ssh timeout

admin@sr-be(config)# no system ssh timeout
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[na cbpoca TanMm-ayTa HEaKTMBHOCTM MNONb30OBaTENs K 3HAYEHUSIM MO YMOMYaHMIO,
noakntoyYeHHoro no Telnet, BbINONHUTE KOMaHAY:

no system telnet timeout

admin@sr-be(config)# no system telnet timeout

»
MpumeyaHue

Ecnun Tanm-ayTbl CTOAT B 4€ONTHBIX 3HAYEHUSAX, TO OHW He NokasbiBatoTca B show
running-config system-config'.

3HayeHue TariM-ayTa 0 OTMEHSIET OrpaHNYeHMe.

6.3 HaumeHoBaHue xocTa ip-agpeca

Ona pobaBneHvs wnu ypaneHWs HaMMEHOBAHWA XOCTOB OCYLLIECTBUTE BXO4 B
HacTponku koHdurypaumm N0 CM, BbINOMHMB KOMaHAY:

configure terminal

[nsa nobaBneHnss UMeHN XoCTy onpeaeneHHoro ip-aapeca, BbINONHUTE KOMaHAy:

ip host <hostname> <ip>
admin@sr-be(config)# ip host myhost 255.255.255.1

roe: — <hostname> — ycTaHaBnuMBaeMoe UMs XoCTa;
— <ip> — ip-agpec (X X.X.X — gna IPv4; X:X::X:X — gns IPv6).
[ns yaaneHus nmeHn xocta onpegeneHHoro ip-agpeca, BbIMONHUTE KOMaHAYy:

no ip host <hostname>
admin@sr-be(config)# no ip host ip4-host
roe <hostname> — yctaHaBnvMBaemoe MMsi XOCTa.

Ons NpPOoCMOTpa HaMMEHOBaHWUN XOCTOB, BbIMOSTHUTE KOMaHAay:

show hosts
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admin@sr-be(config)# show hosts

127.0.0.1 localhost
127.0.0.1 sr-be

| ip6-localhost ip6-loopback
fe00::0 ip6-localnet

ff00::0 ip6-mcastprefix

ff02::1 ip6-allnodes

ff02::2 ip6-allrouters

6.4 YKasaHue xocta u LOMEHHOro UMeHMU
[nsa co3gaHusa nnn n3aMeHeHns XocTa U LOMEHHOrO MMEHMU, BbINOSIHUTE KOMaHAy:
system host-name <hostname> domain-name <domainname>

admin@sr-be(config)# system host-name myhost domain-name wk

roe: — <hostname> — yCTaHaBlinBaeMoe UM4A XOCTa,;

— <domainname> — ycTaHaBnuBaemMoe NMs JoMeHa.
6.5 HacTtpomnka SSH

[ns HacTporkn SSH ocyuwlecTBuMTE BXO4 B HAaCTPOonkn KoHdpurypaumm NO CM, BbINONHUB
KOMaHAay:

configure terminal

[nsa nameHeHnst akTMBHOCTN SSH, BbINONMHUTE KOMaHAY:

system ssh <changestatus>

admin@sr-be(config)# system ssh on

roe <changestatus> — ykasaHue coctosHusa SSH, moxeT 6bITb on, off, restart.
[ns yctaHoBKn HoMepa SSH nopTa, BbINOSHUTE KOMaHAY:
system ssh port <sshport>

admin@sr-be(config)# system ssh port 2649

roe <sshport> — Homep SSH nopTta, o603Ha4aeTcsa Yicnom ot 1 go 65535.

[lns ycTaHOBKM npocnylunBaemoro agpeca Ha SSH cepeepe, BbINOMHUTE KOMaHAY:
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system ssh listen-address <sshaddresses>

admin@sr-be(config)# system ssh listen-address 255.255.255.1

roe <sshaddresses> — IPv4/IPv6 agpec npocnywmBaHmna (X.X.X.X — ansa IPv4; X:X::X:X — ansa
IPV6).
[ns ynpaBneHus cnMckom AocTyna, BbIMOMHUTE KOMaHAy:

system ssh whitelist <networks>

admin@sr-be(config)# system ssh whitelist 255.255.255.1/20

roe <networks> — cnucok ceten X.X.X.X/X.
[na HacTpoMKkM NOBTOPHOIO MOAKMOYEHME Npu paspbiBe COeaMHEeHUs!, BbIMOMHUTE
KOMaHAay:

system ssh limit period-time <periodvalue> count <countvalue>

admin@sr-be(config)# system ssh limit period-time 60 count 100

roe: — <periodvalue> — 3Ha4yeHne nepuoaa B CEKyHOAX;
— <countvalue> — yctaHaBnMBaeT KONIM4YEeCTBO NOMbITOK NOAKMIOYEHMSI.
[ns HaCTPONKM reHepaumm HOBOro CEPBMUCHOIO KioYa, BbIMOMHUTE KOMaHAY:

system ssh hostkey generate <keytype> modulus <keylength>

admin@sr-be(config)# system ssh hostkey generate rsa modulus 256

roe: — <keytype> — Tun reHepupyemMOoro Knio4ya, BO3MOXHbIE BapuaHThl: rsa, dsa, ecdsa, ed25519;
— <keylength> — anuHa kntoya B 6uTax, BO3MOXHbIE BapuaHThl: 256, 384, 512, 768, 1024,
2048, 4069, 8192.
[ns npocmoTpa HacTpoek SSH, BbINOMHUTE KOMaHAY:

show system ssh

admin@sr-be(config)# show system ssh

SSH server enabled
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Version: 2

Port: 2649

Listen addresses:
255.255.255.1

Whitelist:
255.255.255.1/20

6.6 HacTtpomnka SSH VRF

Ons Hactponkn SSH VRF ocywectBute Bxoa B HacTpouku koHdurypauum MO CM,
BbINOSTHUB KOMaHAy:

configure terminal

[na nameHeHus aktmeHoctn SSH VRF, BbinonHUTE KOMaHAy:
system ssh vrf <vrfname> <changestatus>
admin@sr-be(config)# system ssh vrf vrfl on
roe: — <vrfname> — HanmeHoBaHne VRF;
— <changestatus> — ykaszaHue coctosiHua SSH VRF, moxeT 6bITb on, off nnu restart.
Mpun 3anycke Server SSH Ha HecyuwlecTByoweM VRF BblgatoTca npeaynpexneHns:

Warning: SSH server is configured for a non-existent VRF vrfl.

[nsa yctaHoBkn Homepa SSH VRF nopta, BbINONHUTE KOMaHAY:

system ssh vrf <vrfname> port <sshport>
admin@sr-be(config)# system ssh vrfl port 22
roe: — <vrfname> — HanmeHoBaHne VRF;

— <sshport> — Homep SSH VRF nopta, o603Ha4aeTcs uncnom ot 1 go 65535.

Ana yctaHoBkn npocnywmuBaemoro agpeca Ha SSH cepsepe Ha VRF, BbinonHute
KOMaHAay:

system ssh vrf <vrfname> listen-address <sshaddresses>
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admin@sr-be(config)# system ssh vrf vrfl listen-address 122.255.255.1

roe: — <vrfname> — HanmeHoBaHne VRF;
— <sshaddresses> — IPv4/IPv6 agpec npocnywmnBanus (X.X.X.X — ans IPv4; X:X::X:X — ans
IPV6).
[ns ynpaBneHus cnmckom goctyna SSH VRF cepBepa, BbINOAHUTE KOMaHAY:

system ssh vrf <vrfname> whitelist <networks>

admin@sr-be(config)# system ssh vrf vrfl whitelist 122.255.255.1/20

roe: — <vrfname> — HanmeHoBaHne VRF;
— <networks> — cnuncok ceten X.X.X.X/X.
[na HacTporkM MNOBTOPHOrO MNOAKMNKYEHME NpU paspbiBe COEAUHEHUA, BbINOMHUTE

KOMaHay:
system ssh vrf <vrfname> limit period-time <periodvalue> count <countvalue>

admin@sr-be(config)# system ssh vrf vrfl limit period-time 60 count 100

roe: — <vrfname> — HanmeHoBaHne VRF;
— <periodvalue> — 3Ha4YeHne nepuoaa B cekyHaax;
— <countvalue> — yctaHaBnMBaeT KOMMYECTBO NOMbITOK NOAKMIOYEHUS.
[ns HaCTPOWMKM reHepaumm HOBOro CEPBMUCHONO KIoYa, BbIMOMHUTE KOMaHAY:

system ssh vrf <vrfname> key generate <keytype> modulus <keylength>

admin@sr-be(config)# system ssh vrf vrfl key generate rsa modulus 256

roe: — <vrfname> — HanmeHoBaHue VRF;
— <keytype> — T1n reHepupyemoro Krntova, BO3MOXHble BapuaHThbl: rsa, dsa, ecdsa, ed25519;
— <keylength> — anuHa knioya B 6utax, BO3MOXHble BapuaHTbl: 256, 384, 512, 768, 1024,
2048, 4069, 8192.
[na pobasneHnsa ny6rMYHOro Knoya, BbIMOMHUTE KOMaHAY:
system ssh vrf <vrfname> public-key username <username> Kkey-string

<stringvalue>
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admin@sr-be(config)# system ssh vrf vrfl public-key username admin key-string ssh01

roe: — <vrfname> — HanmeHoBaHne VRF;
— <username> — M4 Nonb30BaTenNs;
— <stringvalue> — cTpoka ¢ ny6sIMYHbIM KIHOYOM.

[na npocmoTpa HacTpoek SSH VRF, BbinonHuTe koMmanay:
show system ssh

admin@sr-be(config)# show system ssh
SSH server enabled
Version: 2
Port: 2649
Listen addresses:
255.255.255.1
Whitelist:
255.255.255.1/20
SSH server in vrf vrfl enable
Version: 2
Port: 22
Listen address:
122.255.255.1
Whitelist:
122.255.255.1/20

[nsa yoaneHns HacTpoek cnncka goctyna SSH VRF cepBepa, BbINONHUTE KOMaHAY:

no system ssh vrf <vrfname> whitelist <networks>

admin@sr-be(config)#no system ssh vrf vrfl whitelist 122.255.255.1/20
roe: — <vrfname> — HanmeHoBaHune VRF;
— <networks> — cnucok ceten X. X.X.X/X.
6.7 Hactpouka Telnet
[ns HacTponikn Telnet ocyliecTsuTe Bxoa B HAaCTponkn koHdurypauum MO CM, BbINONHUB

KoMaHay:

configure terminal
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[nsa nameHeHns aktuBHocTu Telnet, BINONHUTE KOMaHAy:

system telnet <changestatus>

admin@sr-be(config)# system telnet on

roe <changestatus> — ykasaHue coctosaHua Telnet, moxeT ObITb on, off nnu restart.
[nsa npocmoTpa HacTpoek Telnet, BbINONHUTE KOMaHAy:

show system telnet

admin@sr-be(config)# show system telnet
Telnet server enable

[Onsa HacTtponkm whitelist, koTopas paspelwaetr coeaMHEeHUst XOCTaM TOSMbKO U3
onpeneneHHon ceTu, BbINOMHUTE KOMaHAy:

system telnet whitelist <networks>

admin@sr-be(config)#system telnet whitelist 10.65.5.104/32
admin@sr-be(config)#tshow system telnet

Telnet configuration
Telnet server disabled
Port: 23
Listen address: all IPv4
Whitelist:
10.65.5.104/32
all-ipvé
Telnet timeout: 600

roe <networks> — cnucok ceten X. X.X.X/X.
[na HacTpouku listen-address, koTopas Nno3BosnisieT NpocnywmBaTbh agpeca, BbINONHUTE
KOMaHAay:

system telnet listen-address <ipaddr>

admin@sr-be(config)# system telnet listen-address 10.65.5.99
admin@sr-be(config)# show system telnet

Telnet configuration
Telnet server enabled
Port: 23

Listen address: 10.65.5.99
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Whitelist:

all-ipv4

all-ipvé

Telnet timeout: 600

admin@sr-be(config)# show tcp

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0 0 0.0.0.0:22 0.0.0.0:* LISTEN
tcp 0 O 10.65.5.99:23 0.0.0.0:* LISTEN

roe <ipadress> —IPv4/IPv6 agpeca ans npocnyLlnBaHus.
[na yoaneHna HacTtpoek whitelist, BbinonHUTE KOMaHAay:

no system telnet whitelist <networks>

admin@sr-be(config)# no system telnet whitelist 10.65.5.104/32
admin@sr-be(config)# show system telnet

Telnet configuration
Telnet server disabled
Port: 23
Listen address: all IPv4
Whitelist:
all-ipv4
all-ipvé
Telnet timeout: 600

roe <networks> — cnucok ceten X.X.X.X/X.
6.8 Hactpouka Telnet VRF
[na nogkntoyenus Telnet-cepeepa Ha VRF, BbiNONHUTE KOMaHAy:
system telnet vrf <vrfname> <changestatus>

admin@sr-be(config)# system telnet vrf vrfl on

roe: — <vrfname> — HanmeHoBaHne VRF;
— <changestatus> — yka3aHue cocTosiHus Telnet-cepBepa, MoxeT 6bITb On, off unu restart.

Ecrnn 3apgaHHoro VRF He cyuwiectByeT, TO TMpU BbINOJIHEHNN 6y/:|,eT BblAaHO

npeaynpexaeHue:

admin@sr-be(config)# system telnet vrf vrfl on
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Warning: Telnet server is configured for a non-existent vrf vrfl.

Ona HacTtponku listen-address Ha VRF, koTopasi no3soniseT npocnywmeaTb agpeca,
BbIMOMHUTE KOMaHAy:

system telnet vrf <vrfname> listen-address <ipaddr>

admin@sr-be(config)# system telnet vrf vrfl listen-address 198.18.0.1
admin@sr-be(config)# show system telnet

Telnet configuration
Telnet server disabled
Port: 23

Listen address: all IPv4
Whitelist:

all-ipv4

all-ipvé
Telnet server in vrf vrfl disabled
Port: 23

Listen address: 198.18.0.1
Whitelist:

all-ipv4

all-ipvé
Telnet timeout: 600

roe: — <vrfname> — HanmeHoBaHne VRF;
— <ipadress> —IPv4/IPv6 agpeca onsi npocnyLmBaHus.
[na HacTtponku whitelist Ha VRF, koTopasa paspeluaeT coeguMHEHUS XOCTaM TONbKO U3
onpeaeneHHon ceTu, BbINONHUTE KOMaHAY:

system telnet vrf <vrfname> whitelist <networks>

admin@sr-be(config)# system telnet vrf vrfl whitelist 10.10.10.0/24
admin@sr-be(config)# system telnet restart
admin@sr-be(config)# show system telnet

Telnet configuration

Telnet server enabled
Port: 23
Listen address: all IPv4
Whitelist:
all-ipv4
all-ipvé
Telnet server in vrf vrfl enabled
Port: 100
Listen address: 192.168.0.2
Whitelist:
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10.10.10.0/24
all-ipvé
Telnet timeout: 600

roe: — <vrfname> — HaunmeHoBaHune VRF;
— <networks> — cnucok ceten X. X.X.X/X.
[nsa ynaneHus HacTpoek port Ha VRF, BbINONHUTE KOMaHAay:

no system telnet vrf <vrfname> port <portnumber>
admin@sr-be(config)# no system telnet vrf vrfl port

roe: — <vrfname> — HaumeHoBaHune VRF;
— <portnumber> — Homep nopTa.
Ana ynaneHusa HacTpoek whitelist Ha VRF, BbinonHuTe komaHAay:

no system telnet vrf <vrfname> whitelist <networks>

admin@sr-be(config)# no system telnet vrf vrfl whitelist 10.65.5.104/32
admin@sr-be(config)# show system telnet

Telnet configuration
Telnet server disabled
Port: 23
Listen address: all IPv4
Whitelist:
all-ipva
all-ipvé
Telnet server in vrf vrfl disabled
Port: 23
Listen address: all IPv4
Whitelist:
all-ipv4
all-ipvé
Telnet timeout: 600

roe: — <vrfname> — HanmeHoBaHne VRF;
— <networks> — cnucok ceten X.X.X.X/X.

[nsa yoaneHna HacTpoek listen-address Ha VRF, BeinonHuTe komangy:

no system telnet vrf <vrfname> listen-address <ipadress>

admin@sr-be(config)# no system telnet vrf vrfl listen-address
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roe: — <vrfname> — HanmeHoBaHune VRF;

— <ipadress> —IPv4/IPv6 agpeca onst npocnyLumMBaHusi.

6.9 NMNoakntovyeHune Telnet-knmneHTa

[ns nogknioyeHus Telnet-knneHTa, BbINOMHUTE KOMaHAY:

telnet <ipaddr> port <portnum>

admin@sr-be# telnet 10.65.5.104 port 23

Trying 10.65.5.104...

Connected to 10.65.5.104.

Escape character is '*]".

SR-BE

sr-be login: admin

Password:

Last login: Thu Nov 12 19:52:56 MSK 1970 on pts/1
19:54:16 up 23:04, 2 users, load average: 0.06, 0.05, 0.01
Last login: Thu Nov 12 19:54:16 on pts/1

roe: — <ipaddr> — IP-agpec Telnet-knneHTa;

— <portnum> — Homep nopTa.

[Ona nogkntodeHus Telnet-knneHTa Ha VRF, BbINONHUTE KOMaHAY:

telnet <ipaddr> port <portnum> vrf <vrfname>

admin@sr-be(config)# telnet 198.18.0.1 port 23 vrf vrfl

Trying 198.18.0.1...

Connected to 198.18.0.1.

Escape character is '*]".

SR-BE

sr-be login: admin

Password:

Last login: Wed Jul 31 17:29:05 MSK 2024 on ttySO

17:33:14 up 1 day, 47 min, 1 user, load average: 0.05, 0.01, 0.00
Last login: Wed Jul 31 17:33:14 on pts/0

roe: — <ipaddr> — IP-agpec Telnet-knneHTa;
— <portnum> — HomMep NopTa;

— <vrfname> — HaumeHoBaHune VRF.

Bepcusa 2.0

36



HacTpoiika napameTpos nporpammbl PykoBOACTBO CMCTE@MHOro nporpaMMmumcTa
RU.07622667.00026-01 32 01

6.10 Hactpounka TFTP cepBepa

Ons Hactponkn TFTP ocywectBute BXxof B HAacTponkn koHdurypaumm NO CM, BbINonHMB
KOMaHAay:

configure terminal

[na nameHeHus aktusHoctu TFTP cepBepa, BbINOMIHUTE KOMaHAY:

tftp <changestatus>

admin@sr-be(config)# tftp on

roe <changestatus> — ykasaHue coctosaHuna TFTP cepBepa, MmoxeT 6bITb on nnu off.
[na npocmoTpa HacTpoek TFTP cepBepa, BbINOMHUTE KOMaHAY:

show tftp

admin@sr-be(config)# show tftp
TFTP server state: on
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7 [dononHutesibHble BO3MOXHOCTU

Bce gyHkumoHanbHble Bo3amoxxHOCTH 1O CM 1 komaHabl 415 UX BbINOSTHEHUSI NPUBELEHDI

B NpuUnoxeHnn K pykosoactey onepatopa RU.07622667.00026-01 34 01-2.
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Mepe4yeHb YCNOBHbLIX 0603HAa4Ye€HUN U COKpaLLeHUN

APM
oC
nocm
N3BM
cM
ARM
BFD
BGP
BMC
BPDU
CARP
cBQ
cLl
DHCP
DMVPN
DNS
DSA
DSCP
FIFO
FTP
GRE
GRED
HFSC
HTB

IGMP

IPIP
IPSec
IP SLA

IS-1S

ABTOMATU3MU poBaHHOE pa60l-|ee MecCTo

OnepaunoHHaa cuctema

MporpammHoe obecneyeHns cepBUCHOTO MaplpyTusaTtopa CS

ﬂepCOHaanaﬂ 3/1EKTPOHHO-BbIYNCINUTE/IbHAA MaLUNHa

CepBucHbIN mapLupyTmnsatop CS
Advanced RISC Machine

Bidirectional Forwarding Detection
Border Gateway Protocol

Baseboard Management Controller
Bridge Protocol Data Unit

Common Address Redundacy Protocol
Class-based queueing

Command-Line Interface

Dynamic Host Configuration Protocol
Dynamic Multipoint Virtual Private Network
Domain Name System

Distributed Switch Architecture
Differentiated Services Code Point
First In, First Out

File Transfer Protocol

Generic Routing Encapsulation
Generalized RED

Hierarchical fair-service curve
Hierarchical Token Bucket

Internet Group Management Protocol
Internet Protocol

Internet Protocol in IP

IP Security

Internet Protocol Service Level Agreement

Intermediate System to Intermediate System
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L2TP
LACP
LDP
LLDP
MAC
MPLS
MSTP
MTU
NAPT
NAT
NTP
OpenVPN
OSPF
PAT
PIM
PPTP
PPPoE
PQ
QoS
RADIUS
RED
RFC
RIO
RIP
RIPng
RSTP
RSVP
RSVP-TE
SFQ
SNMP

SSH

Layer 2 Tunnelling Protocol

Link Aggregation Control Protocol
Label Distribution Protocol

Link Layer Discovery Protocol

Media Access Control
Multiprotocol Label Switching
Multiple Spanning Tree Protocol
Maximum Transmission Unit

Network Address Port Translation
Network Address Translation
Network Time Protocol

Open Virtual Private Network

Open Shortest Path First

Port address translation

Protocol Independent Multicast
Point-to-Point Tunneling Protocol
Point-to-point protocol over Ethernet
Priority Queuing

Quality of Service

Remote Authentication Dial-In User Service
Random early detection
Request for Comments

RED In/Out

Routing Information Protocol

RIP next generation

Rapid spanning tree protocol

Resource ReSerVation Protocol
Resource Reservation Protocol - Traffic Engineering
Stochastic Fairness Queueing

Simple Network Management Protocol

Secure Shell
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STP — Spanning Tree Protocol
TBF — Token Bucket Filter
TACACS+ — Terminal Access Controller Access Control System
TCP — Transmission control protocol
TFTP — Trivial File Transfer Protocol
ToS — Type of Service
TTL — Time to Live
UDP — User Datagram Protocol
UMSD — Unified Marvell SOHO Driver
USB — Universal Serial Bus
VLAN — Virtual Local Area Network
VPLS — Virtual Private LAN Service
VPN — Virtual Private Network
VPWS — Virtual Private Wire Service
VRF — Virtual Routing and Forwarding
VRRP — Virtual Router Redundancy Protocol
WAN — Wide Area Network
WFQ — Weighted Fair Queuing
WRED — Weighted Random Early Detection
WRR — Weighted Round Robin
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MpunoxeHue 1. NoaroroBka aBTOMaTU3MPOBaHHOro paboyero mecra

1.1. AnnapaTHble cpeacTBa

Ons  npoBegeHnss  paboTbl C  nporpaMmon  HeobxoQuMMO  OpraHM3oBaTb

aBTOMaTU3NpoBaHHoe paboyee mecTo (Tabnuua 1.1).

Tabnuua 1.1 — MNepeyeHb o6opyaoBaHns 1 nporpaMmmMmHoro obecneyveHuns ns coctasa APM

HanmeHoBaHuMe Kon-Bo, wr.

M3BM c yctaHoBneHHol OC, B cocTaBe: 1

O CUCTEMHbIM BNOK C XapaKTEPUCTUKAMM HE XYIKE:

npoueccop c vyactoton 1 My,

06bém onepaTtnBHoi namatn — 2 'G;
OOCTYMHbIA 06BEM KECTKOro ancka — 32 Ib;
Buaeoagantep — DirectX 9;

uHTepoericol — USB 2.0, RJ-45 — 1 wT,;
YCTPOMCTBO YTEHMA KOMMNAKT—AMCKOB.

O MOHUTOP;
O KnaBumaTypa;
(@) MaHUNYAATOP TUMA KMbILLb».

Kabenb-agantep USB c pasbémom DB9I (RS-232) 1

PuTTY 1
1.2. NMoakntoyeHne yCTPOUCTB

[nsa npoeeaeHus pabot ¢ N0 CM:
Mpomnseegute nogknovyeHne APM k annapatHonm nnatgopme CM nocpencrsom

KOHconbHoro kabens RJ-45 — DB9 (pucyHok 1.1);

PucyHok 1.1 — PacnpeneneHue KOHTakTOB pa3beMoB kabens KoHcorbHoro RJ45-DB9
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»
NMpumeyaHue

B cnyyae otcytctBus nopta DB9 Ha APM, Heob6xoammo umcnonb3oBatb kabenb-
agantep USB — DB9 (RS-232). YctaHOBUTbL UCnonb3yemMble aganTepoM ApamBepa Mo

HeobxoaMMOCTMW.

[MpoBepbTe KOPPEKTHOCTL noakntodeHna nagenna k APM, B ancnetdepe ycrponcts OC.
3anyctute nporpammy PUTTY 1 B €€ rmaBHOM OKHE YKaxuTe :
o TuN NoaknoyeHusa — Serial,
o Homep nopta us gucnetyepa ycrporncts OC;
o ckopocTb — 115200.
Bo Bknagke «Serial» npoBepbTe HACTPONKN MCTOYHUKOB BBOAA, AS151 KOPPEKTHOM paboThl
BbicTaBuTe Ha «Noney.

Moagkntountech k CM, HaxaB Ha kHonky Open.

»
MpumeyaHue

B cnyyae otcytcteus 3arpyskm MO CM Heobxogumo:
nepesarpy3utb CM nyTem OTKMIOYEHUS U BKIOYEHUSA NUTAHWUS;
NPOBEPUTb NOOKITOYEHME YCTPOWCTB, B YaCTHOCTM pacnanky kabens DB9 — RJ-45;

nposepuTb HacTporkn COM-nopTta B PUTTY.

Mocne atoro, nHtepcenc DBY (RS-232) ctaHeT akTUBHbIM Ha Npuém curHanos, APM

OGyneT cuMTaTbCsa NOAroTOBNEHHLIM K paboTe.
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TexHunyeckasa nopgae PXKa

OdmumanbHbIi caiT KomnaHuu: https://istokmw.ru/

[okymeHTauumo 1 nporpammMmHoe obecnevyeHne Ha U3genus MoXHO ckadaTb B pasfgene
«JokymeHTauusa n NporpammHoe obecneveHne» Ha cTpaHuue https://istokmw.ru/service-router/

BasoBast TexHN4eckas nogaepkka OCyLLeCTBNAETCS

5 pHew B Hegento no 6ygHsam ¢ 8:00 go 17:00 (Bpemsi MockoBckoe)
Ten: +7 (495) 465-86-48

e-mail: support@istokmw.ru

E h web: https://istokmw.ru/support/

JIn4yHbIN KAaBUHET TEXHUYECKON NOAAEPKKM MO PYHKLMOHNPOBAHMIO MPOOYKTOB
https://helpdesk.istokmw.ru/
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