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AHHOTaLMA OnuncaHune npnMeHeHus
RU.07622667.00004-01 31 01

AHHOTauunA

[OKYyMEHT coaoepXuT onncaHne obLLMX TEXHUYECKUX U (PYHKLMOHAmbHbIX XapaKTepUCTUK
nporpaMmmHoro obecnevyeHna cepBucHoro wmapwpytmsatopa CS RU.07622667.00004-01,
npeAHasHa4yeHHOro Ans  opraHu3auum U NpedocTaBNeHns  (OYyHKUMA  KOMMyTauum U

MapLupyTusauum Tpaduka.
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1 HasHaueHue nporpamMmmsbl
1.1 HasHauyeHue nporpamMmmbl

Mporpamma npeactaenseT cobon nporpammHoe obecnevyeHue, npegHasHavyeHHoe Ans
obecneyeHnsa yHKUMOHMPOBAHNA ceTeBbIX YCTponcTB. [lporpamma npeactaBnaet cobown
onepaunoHHYI0 CUCTEMY C COBCTBEHHbIM 9A4poM Ha 6ase sagpa Linux. Mporpamma obecneuvBaeT
paboTy Ha annapatHbiXx nnatgopmax apxuTektypbl bankan-T u B3anmogencteme c
nepudepuHbiMn  yctponcteamu. [lporpamma BbINONHAET 006paboTKy CeTeBbiX MNakeTos,
B3aMMOOeNCcTBne C NpuKnagHbiM NnporpaMMHbiM obecneyeHnem, oCyLLLeCTBASIOWMM HACTPOWKY

ceTeBbIX PYHKUMI 1 NpegocTaBneHne nHrtepderca nonb3oBaTernto.
1.2 dyHKUMOHaNbHbIE OrpaHUYeHUs

@DyHKUMOHamNbHbIE OrpaHUYeHns Ha npumMmeHeHne aaHHoro MO cBs3aHbl C TeM, YTO psA
YHKUMOHANbHbIX BO3MOXHOCTEN TpebyeT B3anMOAENCTBUSA C KOMMYTaLMOHHbLIM Yinom Marvell
Link Street 88E6390X.

1.3 DyHKUMOHarbHbIE BO3MOXHOCTHU

MO CM npegHasHadeHo ans obecneyeHust PYHKUMA KOMMYTaUUKM U MapLipyTusauum
Tpadwuka.
MO CM obecneunBaeT yHKUMOHMpPOBaHWe no npotokony IPv4 (RFC 791).
MO CM obecneunBaeT yHKUMOHMpoBaHue no npoTtokony IPv6 (RFC 2460).
MO CM obecneuunBaeT obpaboTky Jumbo Frames (kagpoB pasmepom go 1900 6anT) Ha
Bcex nHTepdgencax Ethernet.
MO CM obecneumBaeT HasHayeHne ctaTnudeckmx IP-agpecoB cBoMM nHTepderncam.
MO CM obecneumBaeT 0gHOAAPECHYIO CTAaTUYECKYO MapLupyTmM3aumio |IP-nakeTos.
MO CM nogaepxvBaeT 0gHOAAPECHY ANHAMUYECKYI0 MapLLPYTM3aunio NO NPOTOKOam
RIP, RIPng, OSPF, IS-IS, BGP.
MO CM noppepkmBaeT arperauuio nopTos ¢ nomoLysbio LACP.
MO CM obecneumBaeT nepepacnpeaeneHne MmapLipyTHOM nHopMaunmn:
o Mexay NpoToKonamum AMHaMUYECKOW MapLIpyTM3auuu;
O CTaTMYECKMX MapLUPyTOB B MPOTOKOMbl AUHAMUYECKON MapLUpyTU3aLmm.
MO CM nopopepxunBaeT MapLupyTum3aumio Ha ocHose nonutuk (Policy routing):

o Ha ocHoBe |IP agpeca NCTO4YHUKKa;
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O Ha OCHOBE HOMepa nopTa UCTOYHWMKA U Ha3HaYeHUS.

MO CM nogaepxmBaeT 6anaHCUPOBKY HArpy3ku Mpu HanmMyMmM HECKOSbKMX MapLLPYTOB C
OAMHaKOBOW METPUKOMN.

MO CM noppepxunBaeT NpPoToKonbl yBenuyeHnsa goctynHoctu wo3a VRRP n CARP.

MO CM nogaepxunBaeT NpoTokon obHapyxeHus npobnem cessHoctn BFD.

MO CM obecneunBaeT ObICTPylO CXOAMMOCTb  MPOTOKOMOB  AMHAMUYECKOM
MapLipyTmsaummn ¢ nomoLLbo npotokona BFD.

MO CM obGecneunBaeT obGHapyXeHne AOCTYNHOCTU CreaylLero TpaH3UTHOro yyacTka
A58 cTaTUYecKux MapLupyToB € nomoLbio npoTtokona BFD.

MO CM nopggepxvBaeT AMHaAMUYECKOe KOH(UrypupoBaHMe CceTeBbIX HAaCTPOEK Ha y3nax
B kayectBe DHCP-cepBepa.

MO CM noppepxmsaet paboTty B kadectBe DNS-cepsepa, DNS-knveHTa, DNS-proxy.

MO CM noppepkmBaeT NPOTOKON CUHXPOHU3auum sBpemeHn NTP.

MO CM nogaepxmuBaeT MHOroagpecHy ANHaAMUYECKYHO MapLUpyTU3auuio no npoToKonam
IGMP, PIM.

MO CM noppepxkmBaeT NpoOTOKON ydeTa ceTeBoro Tpaduka Netflow.

MO CM nogpepkmBaeT npoTokon ceTeBoro yrnpasneHna SNMP.

MO CM nogaepxunBaeT mexaHusm IP SLA.

MO CM nopaepxuBaeT ceTeBY CUCTEMY OBHapPYXeHUa 1 NpefoTBpaLLeHNs] BTOPXKEHUI
SNORT, cnocobHyto BbIMOMAHATE PErncTpaumio nakeToB M OCYLLECTBNATL rnybokun aHanus
Tpaduka.

MO CM noppepxuBaeT MHOrONPOTOKOMbHYK KoMmmyTaumiwo no MPLS  wmeTkam
(Multiprotocol label switching) RFC 3031.

MO CM nopaepxmBaeT TEXHOMOMMIO BUPTYyarbHOW MapLipyTM3auun 1M nepeagpecauuun
(Virtual Routing and Forwarding (VRF)).

MO CM noppepxuBaeT npeobpasoBaHmne ceteBbix agpecoB NAT.

MO CM obGecneumBaeT 6a30Bblie KOHLENMUNN TPAHCNALMM CETEBLIX aapeCcoB:

o cTtatndeckasa (Static Network Address Translation);
o AuHamuyeckasa (Dynamic Address Translation);
o wmackapagHasa (NAPT, NAT Overload, PAT).

MO CM nopoepxmBaeT cregyrowme Metoabl obecnevyeHnss KadectBa obCcnyxmBaHusa B
cetax: FIFO, PQ, CBQ, WFQ, HFSC, RED, GRED, HTB, RIO, SFQ, TBF, WRR, INPUT, WRED.

MO CM noppepxkmBaeT MCNosib3oBaHUE nepapxudeckux aucumnnuH QosS.

MO CM nopoaepXunBaeT TEXHOMOIMMIO Co34aHNsA BUPTYarnbHbIX YacTHbIX ceTer DMVPN.
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MO CM nogpepxusaet npotokonsl OpenVPN n IPSec.
MO CM nopaepxmBaeT (PyHKLUNIO TYHHENMpoBaHMsS no npoTtokonam: PPPoE, PPTP, IPIP,
GRE, L2TP.
MO CM obecneumBaeT hunbTpaumio Tpaduka no cnegyowmm nonsm:
o nopt (TCP/UDP) otnpasutens;
nopT (TCP/UDP) nony4artens;

O

o |IP-agpec otnpasutens;
o |P-agpec nony4vartens;
o MAC-agpec oTnpaBuTens;
o (pnaru 3aronoBka cermeHta TCP;
o 3HadeHue nonsa «llpoTokon» 3aronoska IP;
o 3HayveHue nonga «ToS» (TOS/DSCP) 3aronoska IP.
MO CM nopopepxuBaeTt xypHanuposaHue Syslog.
MO CM nopopepxuBaeT cnegylowme Buasl ynpasneHus:
o NoKanbHOe Yyepes nHTepgenc komangHom ctpoku (CLI);
o yAaneHHoe no npotokony SSH;
o ypaneHHoe no npotokony Telnet.
MO CM obecneumBaeT KOPPEKTHOCTb 3a4aBaeMblX NapaMeTpoB PYHKLMOHNPOBAHMS.
MO CM obecneunBaeT MexaHM3Mbl  MaeHTUUKaUMM 1 ayTeHTUduKaumu,
MCNoNb3yLWNeCa NPy BXOAe B CUCTEMY yNpaBrneHns usgennem.
MO CM nopoepxuvBaeT yOdaneHHyw ayTeHTUuKauuio/asTopmMsaumio no npoTOKoNy
RADIUS un obecneumBaeT OyHKLMOHMPOBaAHUE B KA4YECTBE KIMEHTA.
MO CM noppepxumBaeT ayTeHTUdUKaumo/asTopmsauyuto/yyet no npotokony TACACS+.
MO CM nopaepxuBaeT 3ajaHue ydeTHbIX 3anucen agMuHUCTpaTopa/onepatopa U ux
naponewn.
MO CM nopaepxmBaeT cnegytowme suabl 06HOBNEHWS NPOrpaMMHOro obecneyeHus:
o NOKanbHOE (C BHyTPEHHEro/BHELLHEro HakonuTens);
o ypaneHHoe (no npotokonam HTTP, SFTP, TFTP, FTP).
MO CM obecneunBaeT coxpaHeHne CKOH(UIypnpoBaHHbIX Npocunen.
MO CM oGecneunBaeT BbIBOA NEPEYHA MMEIOLLNXCA B CUCTEME NPOoduUnen, nx NnpocmoTp,
a TaKke Ux KonnmpoBaHue Ha BHELLUHUI HOCUTESb.
MO CM obGecneumBaeT cOpoOC K 3aBOACKMM HACTPOMKaM.
MO CM noppepxuBaeT B3aMmogencTene ¢ KomMmyTaunoHHsiM ynnom Marvell Link Street
88E6390X.
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MO CM noppepxvmBaeT KOH(UIypupoBaHue Ccriegylowmux napaMmeTpoB  MOAYIS
KOMMYyTaLNu:
O BKIOYEHUNE/BLIKMIOYEHE NOPTOB MOAYNS;
O CKOpOCTb MOPTOB U peXnm nepegayv;
o aBTOCOrnacoBaHue;
o napameTpbl TermpoBaHus kagpos (VLAN-Tpaduk);
o STP-cocTosiHne nopTos;
o napameTpbl pexuma obydeHnst 1 3anonHeHnsa Tabnuy, KoMMyTauum;
o cosgaHve/uameHeHue/yganeHue 3anucen B Tabnmuax KoMmyTauuu;
MO CM obecneuynBaeT nosnydyeHne uHPOPMaUMM O TeKyLeM COCTOSIHUM MoAayns
KOMMYyTaLNu:
O KOHCpurypaums n ctatyc nopToB MOAYNSA KOMMyTaLmu;
o STP-cocTosiHue nHTepdencos;
O COCTOsiHME Tabnuu KoMMyTauuu;
O 3Ha4yeHMs CHETUYMKOB KAQPOB HA NopTax.
MO CM nopaepxmBaeT cneayowmne cnyxebHble NPOTOKObl BTOPOro YPOBHS:
o STP;
o RSTP;
o MSTP;
o LLDP.
MO CM noppepkmBaeT BCTPOeHHble yTunuThl: iperf, tcpdump, ping, traceroute.
MO CM nopaepxuBaeT 3epkanmpoBaHue nepegasaemoro Tpaduka.
MO CM nopaepXvBaeT MOHUTOPUWHI: Mpoueccopa, namaTu, TemnepaTtypbl, CUCTEMbI
oxnaxpaeHusi, coctoaHma SSD aucka.
MO CM nopaepxusaeT pexmnm ¢ansioBoro cepeepa.
MO CM noppepxmBaet paboty 3G/4G/LTE mogemos.
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2 YcnoBusi npuMeHeHUsA

MuHMManbHble YCroBMS, BblABUraemble K annapaTtHou nnatgopme, Heobxoanmble Ans
BbINOJSIHEHNSA NPOrpaMmMHoOro obecneveHns CEpPBMCHOrO MapLupyTm3aTopa:
o annapatHas nnatdgopma Ha 6a3e npoueccopa Baikal-T;
o onepaTtmBHada namaTtb: 2 'b;

o MOCTOsAHHOE 3anomMuHaroLlee yctpomncteo: 16 Ib.

Bepcus 13.0 9
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3 OnwucaHwue 3apauv
3.1 OnpepeneHue 3agauun

OcHoBHas 3agava, pewaemas MO — mapLpyTnsaums U KOMMyTauuUsi NaKeTOB CETEBOrO

Tpaduka B TCP/IP ceTax nepeaayn gaHHbIX.
3.2 MeToabl peweHns 3agaym

Onsa peweHns nocTaBneHHonM 3agadn 6Obin  paspaboTaH AuCcTpubyTmB CceTeBOM
onepaunoHHON cucTembl Ha 6ase siapa Linux u psiga ceTeBbiX NakeToB C OTKPbITbIM UCXOAHbBIM
KOOOM, B TOM YMCNE C OTKPbITOM NMULEH3MEN B YaCcTu peanunsauumn npoTOKONOB ANHAMUYECKOWN
MapLipyTU3auumn 1 MexaHM3MoB MHOrOMPOTOKONbHOMW KOMMYyTauumn no MeTKam.

CTpykTypHasa cxema nporpammbl (PUCYHOK 1).
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| Peructpsl mamMaTH |
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PucyHok 1 — CTpykTypHasa cxema nporpammbl

[Mporpamma pyHKLMOHaNbLHO NogpasgenseTcs Ha crieayroLme 4yacTu:

o agpo MNO oTBe4vaeT 3a B3aMMOAENCTBME C ApaniBepaMn yCTponcTBa, 06paboTky

CeTeBbIX NAKETOB;

dyHKUMOHarnbHble mMogynu 1O oTBeyalT 3a (PYHKUMOHASIbHbIE BO3MOXHOCTU
nporpaMmmbl (MPOTOKOSbI, TEXHOMNOTNN);

MOAYIb YNpaBneHus u xpaHeHus KoHdwurypauun O oTBevaeT 3a HACTPOMKY
YHKUMOHANbHbLIX MoAyfen no  MNoCTynMBLUMM B MOAYfb KOMaHgam U
CUHXPOHM3ALMNIO DYHKLMOHNUPOBAHUSA pa3HbIX MOLYNewN;

MoAaynb XypHanupoBaHus 1O oTBeyaeT 3a MNPOTOKONMPOBAHWE Pa3NUYHbLIX

AEeNCTBNIN/COBBLITUIN COCTaBHbIX YacTen NPorpaMmsl;

Bepcusa 13.0
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o wmogynb N0 — CLI (Command Line Interface) otBeyaeT 3a nHtepenc «4enosek-

nporpammay;
moaynb DSA — oTBevaeT 3a npoeumpoBaHne oU3NYECKNX NHTEPEENCOB MOaYNA
kommyTaumm B gapo. OTBevaeT 3a nepefadvy cnyxebHbix naketoB BPDU ans
noagepXxkn paboTbl MexXaHM3MOB nNpefoTBpalleHusl neTenb BHYTPUM OAHOM
noaceTn (CeMenCcTBO NPOTOKONOB pacnpeneneHHoro ceasyowero gepesa xSTP)
n cnyxebHbix coobleHnn npotokona LLDP;

moayns UMSD (Unified Marvell SOHO Driver) — oTBevyaeT 3a 4TeHue n 3anucb

OaHHbIX B PErMcTpbl NaMAT MOoAynA KOMMyTaLUUn.

Bepcusa 13.0
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4 BxopgHble U BbIXOAHblEe AaHHble

NHutepdpenc komaHgHom ctpokn MO CM obecneumBaetr [OCTyn K pyHKUMoHany

MapLUpyTH3aTopa Yepes nepapxmyeckyto CUCTEMY KOMaHAHbLIX PEXUMOB.

CLI moxeT paboTtaTb Kak B NOMb30BaTENBCKOM UHTEPAKTMBHOM PEXMME, TaK N B peXnme

CKpUNTUHra.

KomaHgHbin nHtepdgenc NO CM Takke OOCTYNeH 4yepe3 CUCTEMHYI KOHcomnb Telnet,

nogkntoyaemyto Yepesd COM-nopT Ha 3agHen naHenu ycTponcTea, NMbo Yyepes ceTb cpeacTesamm

npoTtokona SSH.

Bo Bpems pabotel MO CM o6ecneunBaeT nonydeHne nHopmaLmm 0 TEKYLLLEM COCTOSHUN

MoAayna KOMMyTauun:

©)

@)

o

o

BbixogHble aaHHble 1O CM otobpaxatotcsa B Buae 3anucen B CLI nnum Boirpysku:

©)

o

o

o

BbixogHble gaHHbIe MOTYT UMETb BUA json, Xml-pannos, TEKCTOBbLIN BUA.

KOHbUrypaums n ctaTyc NnopToB MOAYNs KOMMYyTaLWK;

STP-cocTosiHue nHTepdencos;
COCTOSAAHME Tabnuu, KOMMyTaunu;

3Ha4YeHnd c4eT4YMKOB KaapoB Ha nopTtax.

CUCTEMHOrO XypHana;
XypHana agpa Linux;

XypHana uctopum KomaHg;

XypHana mapLupyTmsauuu;

XXypHana CUCTeMbl KOHTPOMS LeNTOCTHOCTU;
XypHana webback;

)XypHana craTyca BCex )XypHarsos.

Bepcusa 13.0
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NMepe4vyeHb yCNOBHbLIX 0603HA4Y€HUN U COKpaLLEeHUN

APM
oC
nocm
N3Bm
cM
ARM
BFD
BGP
BMC
BPDU
CARP
CBQ
cLI
DHCP
DMVPN
DNS
DSA
DSCP
FIFO
FTP
GRE
GRED
HFSC
HTB

IGMP

IPIP
IPSec
IP SLA

IS-IS

ABTOMATU3MU poBaHHOE paﬁoqee MeCTO

OI'IepaLI,MOHHaﬂ Cncrema

MporpammHoe obecneyeHns cepBUCHOTO MapwpyTnsaTtopa CS

I'IepCOHaanaﬂ 3/1EKTPOHHO-BbIYNUCINTE/IbHAA MaALUNHA

CepBuCHbIN mapLupyTmnsaTtop CS
Advanced RISC Machine

Bidirectional Forwarding Detection
Border Gateway Protocol

Baseboard Management Controller
Bridge Protocol Data Unit

Common Address Redundacy Protocol
Class-based queueing

Command-Line Interface

Dynamic Host Configuration Protocol
Dynamic Multipoint Virtual Private Network
Domain Name System

Distributed Switch Architecture
Differentiated Services Code Point
First In, First Out

File Transfer Protocol

Generic Routing Encapsulation
Generalized RED

Hierarchical fair-service curve
Hierarchical Token Bucket

Internet Group Management Protocol
Internet Protocol

Internet Protocol in IP

IP Security

Internet Protocol Service Level Agreement

Intermediate System to Intermediate System

Bepcusa 13.0

14
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L2TP
LACP
LDP
LLDP
MAC
MPLS
MSTP
MTU
NAPT
NAT
NTP
OpenVPN
OSPF
PAT
PIM
PPTP
PPPoE
PQ
QoS
RADIUS
RED
RFC
RIO
RIP
RIPng
RSTP
RSVP
RSVP-TE
SFQ
SNMP

SSH

Layer 2 Tunnelling Protocol

Link Aggregation Control Protocol
Label Distribution Protocol

Link Layer Discovery Protocol
Media Access Control
Multiprotocol Label Switching
Multiple Spanning Tree Protocol
Maximum Transmission Unit
Network Address Port Translation
Network Address Translation
Network Time Protocol

Open Virtual Private Network
Open Shortest Path First

Port address translation

Protocol Independent Multicast

Point-to-Point Tunneling Protocol

Point-to-point protocol over Ethernet

Priority Queuing

Quality of Service

Remote Authentication Dial-In User Service

Random early detection
Request for Comments

RED In/Out

Routing Information Protocol
RIP next generation

Rapid spanning tree protocol

Resource ReSerVation Protocol

Resource Reservation Protocol - Traffic Engineering

Stochastic Fairness Queueing

Simple Network Management Protocol

Secure Shell

Bepcusa 13.0
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MepeyeHb YCnoBHbIX 0603HAYEHUI 1

OnucaHune nprMeHeHus
RU.07622667.00004-01 31 01

CoKpaLleHnn
STP — Spanning Tree Protocol
TBF — Token Bucket Filter
TACACS+ — Terminal Access Controller Access Control System
TCP — Transmission control protocol
TFTP — Trivial File Transfer Protocol
ToS — Type of Service
TTL — Time to Live
UDP — User Datagram Protocol
UMSD — Unified Marvell SOHO Driver
UsB — Universal Serial Bus
VLAN — Virtual Local Area Network
VPLS — Virtual Private LAN Service
VPN — Virtual Private Network
VPWS — Virtual Private Wire Service
VRF — Virtual Routing and Forwarding
VRRP — Virtual Router Redundancy Protocol
WAN — Wide Area Network
WFQ —  Weighted Fair Queuing
WRED — Weighted Random Early Detection
WRR — Weighted Round Robin
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OnucaHune nprMeHeHus
RU.07622667.00004-01 31 01

TexHunyeckasa nopgae PXKa

OdmumanbHbI canT koMmnaHum: https://istokmw.ru/

JokymeHTaumo n nporpammHoe obecnedeHne Ha u3gennst MOXHO ckavaTb B pa3gene
«JokymeHTauusa n NporpammHoe obecneveHne» Ha cTpaHuue https://istokmw.ru/service-router/

EE" E BazoBas TexHM4Yeckas nogaepxka ocyllecTBnaeTcs
2 5 gHen B Hegento no 6yaHam ¢ 8:00 go 17:00 (Bpems Mockosckoe)
Ten: +7 (495) 465-86-48
E e-mail: support@istokmw.ru
b web: https://istokmw.ru/support/

JINYHBI KAOUHET TEXHUYECKON NOAAEPKKM N0 PYHKLUMOHMPOBAHMIO MPOLYKTOB
https://helpdesk.istokmw.ru/
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