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YcnoBHble 0603HaYeHus NHCTpyKUMSi NO ycTaHOBKE M BbICTPOMY 3anycky

KPIr.465614.0011C26

HacTtoswaa MHCTPYKUMS COOEPXKUT peKkOMeHAaUMM No HavyarbHON HAaCTPOMKE CEPBUCHbBIX
MapLUpyTU3aTOPOB (ganee no TEKCTY — YCTPOMCTBO).

McnonHeHns n ycnoBHble 0603HayveHus yctponcrtea — Tabnuua 1.

Tabnuua 1 — VicnonHeHns u ycnoBHble 0603Ha4YeHNs yCTpOUCTBa

UcnonHeHune YcnosHoe 0603HauyeHue

KPIr.465614.001-01

KPTTI.465614.001-03

KPIMr.465614.001-05

KPTTI.465614.001-06

KPMTr.465614.001-07

KPIMr.465614.001-08

KPTTI.465614.001-09

KPMTr.465614.001-11

KPIMr.465614.001-13

KPMTr.465614.001-14

KPIr.465614.001-16

KPIMr.465614.001-30

KPMTr.465614.001-31

KPIMr.465614.001-32

ISN41508T3

ISN41508T3-M

ISN41508T4
ISN41508T3-M-AC/ISES1004
ISN41508T3-M-AC
ISN41508T3-M/ISES1004
ISN41508T3-M/ISES0108
ISN41508T3-M/ISES0116
ISN41508T3-M-AC/ISES1004
ISN41508T3-M-AC/ISES0108
ISN41508T3-M-AC/ISES0116
ISN41508T3-M-AC/ISES9112
ISN41508T3-M-AC/ISES7312

ISN41508T3-M-AC/ISES3901

B nokymeHTe onucaHbl cnocobbl noakntoveHnsa Kk nutepdency CLI, pabota ¢ naponamu
nonb3oBaTenen, cosgaHme u Hactporka VLAN, 6asoBasi HacTpomka yCTpOWCTBa, paboTta C
KOHUrypaumsmm, CMeHa aTbl, BPEMEHWN N YAaCOBOro Nnosca, KOMaH4bl CETEBOW ANArHOCTUKM.

WHCTpyKuMs npegHasHaveHa Anst TEXHUYECKOro nepcoHana, BbINOSHSWEro yCTaHOBKY U
HACTPOWKY YCTPOMCTBA NOCPeaCTBOM nHTEpdhenca komaHgHom ctpokm (CLI), a Takke npouenypsb!
no o6CcnyXnBaHMO CUCTEMBbI.

Mepen HadYanoM HaCTPOMKM HeOoOXOOAMMO TakkKe BHMMATENbHO O3HAKOMUTLCS

C pykoBogcTteom no akcnnyatauuun KPIMIM.465614.001P3.
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YcnoBHble 0603HaYeHMs NHCTPYKUMS NO yCTaHOBKE U ObICTPOMY 3anycky
KPIIr.465614.0011C26

1 YcnoBHble 0603HavYeHus

[lna HarnssgHOCTN B TEKCTE OOKYyMeHTa NCNnoJib30BaHbl pa3findHbi€ CTUIMnN O(bOpMJ'IeHVIFI.

O6nactn npumeHeHna ctunen — Tabnvua 2.

Tabnuua 2 — CTunu ohopmneHns B JOKyMEHTe
Ctunb opopmneHus O6nactb npumeHeHuUn Mpumep

MoNy»KUPHbIN TEKCT BblaeneHne KomaHa, KOMaHAabl hame

YCTPONCTBO MMEET HECKOSBbKO PEXUMOB KOHUrypauum — Tabnuua 3.

Tabnuua 3 — Pexxvumbl KOHUrypauum

PexXumbl KOH$Urypauum Cnocob aocryna MpurnaweHue Cnocob Bbixoaa us
B KOMaHAHOMW CTPOKe pexunma
MpuBMAErMPOBaHHbLIN pexnm ABTOPUIYNTECH admin@sr-bet# -
Pexxum rnobanbHom BbinonHuTe KOMaHAy admin@sr-be(config)# C nomouybto
KOHUrypauum configure terminal KOMaHgb! exit, end
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MoakntoyeHne Kk MHTepdency KoMaHaHOM NHCTpyKUMSi NO ycTaHOBKE M BbICTPOMY 3anycky
ctpoku (CLI) KPII.465614.0011C26

2 MNoakntro4yeHue K uHTepcency komaHaHon ctpoku (CLI)
2.1 MNMopakntoyeHue no nokanbHou cetn Ethernet ¢ nomowsio SSH

War 1. MNoakntounte ceteBon kKabenb nepedadn gaHHbix (naTty-kopa) Kk nodomy LAN
nopTy, BXogsLeMy B 30HY «switchport1» - «switchport8» n k yctponctsy, npegHasHayeHHOMY
AN ynpaBneHus.

War 2. OTkoppekTupymnte IP-agpec nHrepgenca ynpaBngaoLero yCTpomncTea, ero Macky
N agpec wn3a.

»
NMpumeyaHue

Mo ymonyanuio IP-agpec — 192.168.0.100, macka noaceTtn — 255.255.255.0, agpec
wnto3a — 192.168.0.1

War 3. [lna npoBepkuM CBA3HOCTWU BbINOMHUTE KoMaHay ping 192.168.0.1 ¢ nomoLybio

KOMaHOHOW CTPOKN.
C:\User\admin>ping 192.168.0.1
PesynbTaTt BbINOMHEHNA KOMaHAbI:

Pinging 192.168.0.1 with 32 bytes of data:

Reply from 192.168.0.1: bytes=32 time<lms TTL=64
Reply from 192.168.0.1: bytes=32 time<lms TTL=64
Reply from 192.168.0.1: bytes=32 time<lms TTL=64
Reply from 192.168.0.1: bytes=32 time=1ms TTL=64

Ping statistics for 192.168.0.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 1ms, Average = Omsyes

War 4. C nomouwbio KOMaHOHOMW CTPOKM OCYLLEeCTBUTE YyAaneHHoe MOAKIYeHue,
BbIMOMHNB KOMaHay

C:\User\admin>ssh admin@192.168.0.1
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MoakntoyeHne Kk MHTepdency KoMaHaHOM NHCTpyKUMSi NO ycTaHOBKE M BbICTPOMY 3anycky
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»
MpumeyaHne

ssh <username>@<ipaddress> rge: <username> - nms

nonb3oBartens; <ipaddress> — ip-agpec CepBUCHOro MapLupyTmsaTopa.

War 5. lNoaTteBepante yaaneHHoe nNogknoyeHne, BBeS B KOHCOSMb KOMaHy yes

The authenticity of host ‘192.168.0.1 (192.168.0.1)’ can’t be established.
RSA key fingerprint is SHA256:FzmnRyWGBJFxGjMEEIWLOv87Bim1hH1EmwwxDidEi9o.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

LWar 6. BeBeguTte napornbe Ansa ocywecTBrneHna Bxoga nons3oBartens

Warning: Permanently added ‘192.168.0.1’ (RSA) to the list of known hosts.
admin@192.168.0.1’s password:

»
MpumeyaHue

Maponb no ymonyaHuvio admin, nNpy BBOAE NApPOSsId CUMBOSbLI Ha 3SKpaHe He

oTobpaxatoTrcs

YaaneHHbIn BXO, B CUCTEMY BbINOSHEH.
BeinonHute komangy show interfaces brief 4to6bl y3HaTh IP-agpeca nHrepgencos Ha

CEepPBUCHOM MapLLpyTMU3aTope.

Interface HW Address IPv4 Address  Admin/Link DHCPv4 Description
ethl 94:3f:bb:00:2d:e3 unassigned UP/DOWN ON
eth2 94:3f:bb:00:2d:fe  unassigned DOWN/DOWN OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
switchportl n/a UP/DOWN n/a
switchport2 n/a UP/UP n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
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switchport7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a

»
NMpumeyaHue

Mpu OTCYTCTBUM MNOOKIMIOYEHUS K CEPBMCHOMY MapLupyTusaTtopy obpaTutecb B

cnyx6y nogaepxkn https://istokmw.ru/support/

2.2 NMNopknro4veHue no nokanbHow cetn Ethernet c nomowbio Telnet

»
MpumeyaHne

Y6eauTech, YTO Ha CEPBUCHOM MapLLpYTU3aTOPE HAaCTPOEH yAaneHHbIn 4OCTyn Mo

npotokony Telnet. Mo ymonyaHuio pyHKUNA OTKMOYEHA.

War 1. lMogknounte ceteBon kabenb nepegayn paHHbix (naty-kopa) kK WAN nopty
«WAN1» n K ycTponcTsy, npegHasHa4eHHOMY AN ynpaBneHus.
War 2. Otkoppektupynte IP-agpec nHtepdenca ynpaenstoLwero yCTpomucTea, ero Macky

nagpec wo3a.

»
MpumeyaHue

Mo ymonuyanuio IP-agpec — 198.18.1.100, macka noacetn — 255.255.255.0, agpec
wno3a — 198.18.1.1

War 3./[na npoBepkn CBA3HOCTWM BbINOMAHUTE KOMaHZy ping 198.18.1.1 ¢ nomoLybio

KOMaHOHOW CTPOKN.
C:\User\admin>ping 198.18.1.1

Pe3yJ'IbTaT BbINOJTHEHNA KOMaHObI:
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Pinging 198.18.1.1 with 32 bytes of data:

Reply from 198.18.1.1: bytes=32 time<lms TTL=64
Reply from 198.18.1.1: bytes=32 time<lms TTL=64
Reply from 198.18.1.1: bytes=32 time<lms TTL=64
Reply from 198.18.1.1: bytes=32 time=1ms TTL=64

Ping statistics for 198.18.1.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 1ms, Average = Omsyes

WWar 4. C nomoulblo KOMaHOHOW CTPOKM OCYLLEeCTBUTE YyAaneHHoe MoAKMYeHne,

BbIMOJIHNB KOMaHOY
C:\User\admin>telnet 198.18.1.1
LWar 5. BBeﬂ,I/ITe JIOM'MH 1 NapoJib Ana ocywecTBleHnA BXoa4a nonb3oBaTtens

SR-BE
sr-be login:

»
MpumeyvaHne

Mo ymonyaHuio nornH admin, naposib admin, Npy BBoAE Napons CUMBOSIbl HA 3KpaHe

He oToOpaxatTcs

YaaneHHbIn BXO, B CUCTEMY BbINOSHEH.
BeinonHute komaHay show interfaces brief 4yto6bl y3HaTh IP-agpeca nHTepdencos Ha

CEepPBUCHOM MapLLpyTMU3aTope.

Interface HW Address IPv4 Address Admin/Link DHCPv4 Description
ethl 94:3f:bb:00:2d:e3 198.18.1.1/24 UP/DOWN ON
eth2 94:3f:bb:00:2d:fe  unassigned DOWN/DOWN OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
switchportl n/a UP/DOWN n/a
switchport2 n/a UP/UP n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
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switchport7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a

»
NMpumeyaHue

Mpu OTCYTCTBUM MNOOKIMIOYEHUS K CEPBMCHOMY MapLupyTusaTtopy obpaTutecb B

cnyx6y nogaepxkn https://istokmw.ru/support/

2.3 MNMopknioveHne Yepes KOHCONbHbIN NopT RS-232

YCTPONCTBO MMEET KOHCOSbHbIV MOPT Ha Kopnyce.
[na coegmMHeHns Yepes KOHCONb He0BX0AMMO Hanuyme cnegyrowlero obopyaoBaHus:
o TepMuHan unu KOMMbKTEP C NocrnefoBaTenbHbIM MOPTOM W BO3MOXHOCTbIO
SMynupoBaTb TepMuHan,

o Kabenb KoHconbHbI RJ45-DB9.

»
NMpumeyaHue

Kabenb kKoHconbHbIM RJ45-DB9 He BxOoAUT B KOMMMEKT NOCTaBkM U npuobpeTtaeTcsa
oTAenbHo. Ecnn HOyTOYK Mnn KomnbloTep Nonb3oBaTenst He OCHaLLeH nHTepdencom RS-
232, Heobxogumo npuobpectn kabenb-agantep USB-RS232. Kabenb-agantep USB-
RS232 He BxoOMT B KOMMMEKT MNOCTaBkM W npuobpeTaeTcs OTAeNbHO. YCTaHOBUTH

ncrnosnb3yemMble agantTepom Aparvisepa no Heo6XxoaANMMOCTH.

[ns yCcTaHOBKM COeAUHEHUS Yepe3 KOHCOMb BbINOMHUTE creayoLlime 0enCTBUSA:
War 1. Bknwounte APM un Bonmgute B OC C wuCnonb3oBaHWMEM YYeTHOM 3anucu

agMuHUcTpaTopa.

War 2. CoeguHute nopt «Console» yctponctBa ¢ noptom RS-232 komnbroTepa c

NOMOLLbHO Kabensa KOHCONMbHOro (PUCYHKK 1, 2).
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ONONBWN =

PucyHok 2 — PacnpegeneHue KOHTakToB pa3bemoB kabenst ana CM Bbeinycka paHee 05.2024

War 3. MNogkntounTe Kabenb K TepMUHany unm nocrnegoBaTtenbHOMY NOPTY KOMMNblOTEpPa C
YCTaHOBEHHbBIM NPOrpaMmMHbIM obecrnedeHnem amynaumum TepMmHana.
LWar 4. 3anyctute TepMunHanbHyto nporpammy (Hanpumep, PUTTY unn Microsoft Windows
HyperTerminal) n yctaHoBUTE napameTpbl NPOrpaMMHOro obecneyeHnsa amynsaunumn TepMmmnHana.
BbinonHuTe cneaytowme HacTponku nHtepdenca RS-232:
o ckopocTb: 115200 6ut/c;
o OuTbl AaHHbIX: 8 OuUT;
O YeTHOCTb: HET;
o cTonoBble 6uThl: 1;
o ynpaBrieHne NOTOKOM: HET.
War 5. lNogknounte nutaHne K ycTpoOMCTBY. Ha TepmuHane nosiBUTCA 3arpy3odHasi
nocrnegoBaTenbHOCTb.
[Mocne BbINOMHEHUS 3arpy304HON NocnenoBaTeNlbHOCTU MOSIBUTCA KOMaHAHasa CTpoka C

npurnawieHmemM ycTponcTea:

SR-BE sr-be ttySO
Sr-be login:
Password:

Bepcus 10.0 12



MoakntoyeHne Kk MHTepdency KoMaHaHOM NHCTpyKUMSi NO ycTaHOBKE M BbICTPOMY 3anycky
ctpoku (CLI) KPII.465614.0011C26

LWar 6. Beegute nms nonb3oBaTtens n naposb.

Mo ymon4yaHuio onga Bxoga B CUCTEMY C NpaBamMu agMUHUCTpaTopa UCMNONb3yunTe:
o uM4A nonb3oBartens: admin;
o naponbe: admin.

YCTPOUCTBO rOTOBO K HAaCTPOWKE.
2.4 HacTtpoiku no ymon4yaHuro

Ha ycTponcTteo 3arpyxeHa HadanbHas KOH(urypaums, kotopasa BknovYaeT MUHUMAaNbHO
Heobxoanmble 6a30Bble HACTPOMKM:
o Bce nopTbl ycTpoucTtBa pasgeneHbl Ha ase rpynnbl: WAN un LAN-noptbl. WX

noapobHoe onucaHuwe npeactaBneHo B nogapasaenax Onucanne WAN-riopToB

n Onucanne LAN-NopTOB HACTOSALWLEN NHCTPYKLNN;

o BCe WHTepdencbl YCTPOMUCTBA OTKPbITbl Af1S yAaneHHOro AocTtyna C MOMOLLbIO
npotokonos Telnet, SSH;
o Bce LAN-noptbl yctponctBa no ymondaHumto otHocAtcsa kK VLAN 1 ¢ umeHem

«Default»:

admin@sr-be(config)#show vlan all
VLAN id Name Member ports (t-tagged, u-untagged)
1 default swpl(u),swp2(u),swp3(u),swpd(u),swp5(u),swpb(u),swp7(u),swp8(u)

O Ha yCTpoucTBe 3afaHO uUMs rnornb3oBatensd u naponb (cm. Tabrnvua 4). Ons
HaACTPOMKM YCTPOWMCTBA Mpu MEepBOM BKMNIOYEHUM B KOHJUrypauuu ycTpoucTsa

NCNOSb3yeTCsH ydeTHada 3anucb agMuHUcTpartopa admin;

Tabnuua 4 — imsa nonb3oBaTensa u naposb
MUma nonb3oBatensa Maponb
admin admin
I'Ipmmeanme - MMA NON1b30BaTENIA U NMNAapPO/ib BBOAAT C Y4ETOM PETNCTPaA.
O YCTPOMUCTBO WUCMONb3yeT 3ajaHHOe Ha 3aBofde MWMS YCTpoucTBa «Sr-be» wu
OOMeHHOoe uMs «sr-be». [pu KOHUrypupoBaHUM UMS YCTPOWUCTBA MEHSIOT.

MoopobHee 06 3TOM MOXHO NpoYnTaTh B pasgene Hactponka nveHn ycTporcTBa

N JOMEHHOIO UMEHU CUCTEMbLI HACTOALLEN MHCTPYKUNNA,
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o QyHkuMa SSH pgna yganeHHoOro ynpasfneHusi YCTPOMCTBOM MO YMOSYaHUIo

BKIOYeHa:

SSH server enabled
Version: 2
Port: 22
Listen addresses:
all
Whitelist:
all

[nsa npocmoTpa HayanbHOW KOHUrypauum BbliNOSTHATE KOMaHAY:

admin@sr-be# show running-config

Pe3yanaT BbINOJIHEHNA KOMaHObl:

interface ethl
no shutdowm
ip address dhcp
exit

interface eth2
exit

log deamon level WARNING

ipvé dhcp relay dhcp6-relay
vrf default
exit

interface switchportl
no shutdown

exit

interface switchport2
no shutdown

exit

interface switchport3
no shutdown

exit

interface switchport4
no shutdown

exit

interface switchport5
no shutdown

exit

interface switchport6
no shutdown
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exit

interface switchport?7
no shutdown

exit

interface switchport8
no shutdown

exit

log netflow maxsize 1G
radius accounting off

samba server
off
exit

system tty timeout 600
system ssh timeout 600
system telnet timeout 600
system ssh on

system integrity alert led
system memory-cache policy aggressive

interface vlanl

vid 1 ethertype 0x8100
no shutdown

ip address 192.168.0.1/24
exit

logging monitor 7

router Idp
exit

router rsvp
exit

end

[ns npocmoTpa 6onee NogpobHbLIX HACTPOEK MO YMONMYaHUIO BbINOSHUTE KOMaHAbI:

admin@sr-be# show profile name boot

Bepcusa 10.0
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3 WN3meHeHue napornen nonb3oBaTtenen

Nmsi nonb3oBaTens M naponb BBOAMTCS MPU BXode B CUCTEMY BO BPEMSI CeaHCOB
agMVHUCTPUPOBAHNS YCTPOWCTBA.

A\ Buumanme!

D,J'lﬂ 3anTbl BXOOoa B CUCTEMY HeO6XOﬂ,V|MO CMEeHUTb nNnapoJib NoJib3oBaTeENA
«adminy.

3.1 MNonb3oBaTenb «admin»

[na nameHeHuns napond nonb3oBaTend «adminy BbINOMHUTE cneagywuwme KomaHabl:

admin@sr-be#ticonfigure terminal
admin@sr-be(config)#username edit admin password
Enter password: <new-password>

Repeat password: <new-password>
admin@sr-be(config)# exit

roe <new-password> - HOBbIW Naponb 4S5 Nonb3oBaTens «adminy.

»
NMpumeyaHue

Mpv BBOAE Napons CUMBOMbI Ha 3KpaHe He oTobpakaloTcs

3.2 Co3paHue rpynn

Cospgante HOBYIO rpyrnny C ykasaHMeM YpoBHA npusunernd oT 1 go 14 ¢ nomoLubio
creaywmnx kKomaHay group <group_name> privilege <privilege_level>.
rae: - <group_name> - UM HOBOW rpynnbl;
- <privilege_level> - ypoBeHb npmuBunernn y rpynneol.

Mpumep cosgaHus rpynnbl «operators» ¢ ypoBHeM npusunerni 1:

admin@sr-be#ticonfigure terminal
admin@sr-be(config)#group operators privilege 1
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[ns npoBepku pesynbTaTa BbIMNONIHUTE KOMaHAY:

admin@sr-be(config)#show groups

Group | Privilege

admin | 15
service |1
operators | 1

3.3 Co3spgaHue HOBbIX Nonb3oBaTenen

[ns co3gaHns Nonb3oBaTeNs ykaXute MMs nonb3oBaTensi u UMs rpynbl ¢ HEO6XoaNMbIM
YPOBHEM NpUBUMErnin, UCrNonb3ya komaHay username add <username> group <usergroup>.
rae: - <username> - UMsi HOBOTO NOSb30BaTENS;

- <usergroup> - rpynna Kk Kotopon fobaBnseTcs HOBbIV NONb30BaTENMb.

Mpumep cosgaHusa nonb3osaTena «boris» ¢ naponem «bOris_istok» rpynnel «operators»:

admin@sr-be#configure terminal

admin@sr-be(config)#username add boris group operators
Enter password:

Repeat password:

[ns npoBepku pesynbTaTa BbINONHUTE kKoMaHay show users.

admin@sr-be#configure terminal
admin@sr-be(config)#ishow users

PGSyJ’IbTaT BbINOJIHEHNA KOMaHA:

User | Group | Type | Privilege
admin | admin | local | 15

boris | operators | local |1
Bepcusa 10.0

17



HacTpolika MMeHn yCcTponcTBa M AOMEHHOTO  HCTPYKLMS MO YyCTaHOBKE M ObICTPOMY 3amnycKy
MMEHU CUCTEMBI KPINIr.465614.0011C26

4 HacTtpouka UMeHM yCTpoOMUCTBa U JOMEHHOIo UMEeHN CUCTEMbI

Mmsa ycTponcTBa UCnonib3yeTcs B 3anpocax uHtepdenca KoMaHOHOM CTPOKM U MMEeHax
¢hannoB KoHuUrypauum rno ymonyanuo. Ona CMeHbl UMEeHU YCTPOMCTBaA U AOMEHHOIO UMeHU
cuctembl  ucnonb3ymte komaHgy system  host-name <hosthame> domain-name
<domain_name>.
roe: - <hostname> - nmsa ycTponcTea;

- <domain_name> - JOMEeHHOE NMSI.

Hanpumep, ana cMmeHbl MMeHu yctponctBa «RouterA» v JOMEHHOro umeHn «istok.ab»

BbIMOJTHNTE KOMaHAbI:

admin@sr-bet#ticonfigure terminal
admin@sr-be(config)# system host-name RouterA domain-name istok.ab

Mocne npuMMeHeHUs1 KOHdUrypauun npurnaweHve KOMaHOHOW CTPOKM M3MEHMTCS Ha

3HauyeHue, 3agaHHoe napameTpom <hostname>.

[ns npoBepKn HACTPOEK MMEHU YCTPONCTBA BbIMNOSTHUTE KOMaHAY:

admin@RouterA(config)#show host-name

Pe3yanaT BbINOJTHEHNA KOMaHObI:

RouterA

ans NPOBEPKN HACTpPOEK JOMEHHOIO MMEHU BbINOJTHUTE KOMaHAOY:

admin@RouterA(config)#show domain-name

Pe3yanaT BbINOJIHEHNA KOMaHObl:

RouterA.istok.ab
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5 Pab6oTta c KoHdurypaumen
5.1 NMpumeHeHMe HacTpoek

5.1.1 MpumeHeHMe NoKanbHbIX Npodunen

[nsa 3arpysku cylwiecTtsyloLlero cganna KoHpurypawumm, pacnosioXXeHHOro Ha yCTpomucTBe,

ncnonb3ynte komaHay load. Hanpumep, ansa sarpysku kKoHurypaumoHHoro anna « TEST»:
admin@sr-be# load TEST
PesynbTat BbINOMHEHNA KOMaHAbI:

Clearing configuration for module debug

Loading configuration for module debug

Clearing configuration for module system_configs
Clearing configuration for module dhcp_client
Clearing configuration for module routing

»
MpumeyvaHne

[Mepepn 3arpy3kom HOBOro Npounia yaansoTca BCe TEKyLLUME HACTPOMKM.

5.1.2MNpumeHeHne npodunen, ckavyeHHbix yepe3s TFTP

War 1. Y6egutecb B Hannuum TFTP-cepBepa B ceTw.

War 2. 3arpysute ¢ann ¢ TFTP-cepBepa. [Ina 3TOro BbINONHUTE KOMaHAY C YyKadaHUeM
IP-agpeca TFTP-cepBepa 1 umeHn npoduns:

admin@sr-bett copy profile TEST2 from url tftp 192.168.1.14 remotedir /wew/
War 3. [ina npoBepkn 3arpy3ku cansa BbINOSIHATE KOMaHAY:
admin@sr-be#tshow profiles

LWar 4. 3arpy3nte ckadeHHbIN hann kKoHdUrypauum, BbINOSTHUB KOMaHAY:
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admin@sr-bett load TEST2

Pe3yanaT BbINOJTHEHNA KOMaHObI:

Clearing configuration for module debug

Loading configuration for module debug

Clearing configuration for module system_configs
Clearing configuration for module dhcp_client
Clearing configuration for module routing

5.2 Copoc HacTpoek

[nsa BbINONHEHWS 3arpy3kn dpanna HavyanbHOM KOHUrypaumm BbliMOMHUTE KOMaHAy:

admin@sr-bettload default

Pe3yanaT BbINOJTHEHNA KOMaHObI:

Clearing configuration for module debug

Loading configuration for module debug

Clearing configuration for module system_configs
Clearing configuration for module dhcp_client
Clearing configuration for module 12tp_server
Clearing configuration for module 12tp_client

5.3 CoxpaHeHue HacTpoek

5.3.1 CoxpaHeHune npocunen nokanbHO
[nsa coxpaHeHuss CKOHUrypmpoBaHHOro npoduns, Hanpumep, «TEST», BbinonHuTe
KOMaHAay:

admin@sr-bettwrite TEST

Ecnu ykasaH napameTtp comment, T0 k npocunto aobaBnaeTca KOMMEHTapUin, KOTOPbIN

OyaeT nokasaH nNpu BbIBOAE AOCTYMHbIX Npodunen:

admin@sr-bettwrite TEST comment keep
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[lnsi BbIBOAA Ha 3KpaH COXpPaHEHHOro Npoduns KOHPUIrypaLummn BbINOMHUTE KOMaHAy:

admin@sr-be#show profile name TEST

Pe3yanaT BbINOJIHEHNA KOMaHObl:

| Profile Name | Loaded by | Created by | Loaded at |

|  TEST | | admin | |
[ns BbIBOAa Ha 9KpaH coaepXMmoro npoduna KoHgurypaumm TEST BbINONHUTE KOMaHAY:
admin@sr-be#show profile name TEST detail

Pe3yanaT BbINOJIHEHNA KOMaHObl:

{

"comment": "",
"watchdog": {
"watchdog_interval": 60,
"watchdog_enabled": false
2
"dynamic_routing_imi": {
"commands": [

IIIII
2

"no service password-encryption",
IIIII
2

"logging monitor 7"

[ns BbIBOOA Ha 9KpaH UMeH Bcex npodunen KoHUrypauum BoiMONHUTE KOMaHAy:
admin@sr-be#show profiles

PesynbTaTt BbINOSIHEHNSA KOMaHAbI:

Flags: b - boot profile, | - last loaded profile, m - profile was modified or corrupted
| Flags | Profile Name | Comment |

| | TEST | keep |
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| bl | startup

[na yoaneHus cKOHUrypmpoBaHHOro Npodusis UCNosb3ynTe KOMaHay:

admin@sr-be# no profile TEST

[ns npoBepku yaaneHns Npoduns BbINOMHUTE KOMaHAy:

admin@sr-bettshow profiles

PesyanaT BbINOJIHEHNA KOMaHObl:

Flags: b - boot profile, | - last loaded profile, m - profile was modified or corrupted
| Flags | Profile Name | Comment |

| bl | startup | |

5.3.2 CoxpaHeHune npocunen yaaneHHo no nportokony TFTP

Cxema NoAKMYeHUs CeTU - PUCYHOK 3.

TFTP - cepBep CepBUCHBIA
MapLipyTHU3aTop
Onepatop
192.168.1.0/24 WAN (e!h2) WAN (eth1) 172.16.0.0/16 WAN 0 ooog CBRA3N
=H B:
192.168.1.14 192.168.1.1 EMeszE 72 16.0.2 172.16.0.1 BEbERO

LAN
(switchport 1)

Monkb3sosarenn
192.168.3.0/24

PucyHok 3 — lNpumeHeHne npodunen, ckadaHHblx Yepesd TFTP-cepsep
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»
NMpumeyaHue

Y6eautechb B Hannumn TFTP-cepBepa B ceTu.

[na konvpoBaHna danna Tekywen KoHdurypaumm Ha TFTP-cepBep B ykasaHHyH

ONPEKTOPUIO BbINOJTHUTE KOMaHAY:

admin@sr-be# copy profile TEST to url tftp 192.168.1.14 remotedir /wew/
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6 Hacrtpouka WAN-noptoB
6.1 Onuncanne WAN-noptoB

MopTbl WAN uncnonb3yoTca Ans nogko4eHns yCTPOMCTBA K BHELLHEN CETU, B YaCTHOCTU
ANA NOAKMNIOYEHMS K CeTU npoBangepa C Lenbio nofnyydeHnss AocTyna B MHTEPHET. YCTPOMCTBO
nmeet gsa WAN-nopta RJ-45 (10/100/1000BASE-T) (ansa yctponcTts ISN41508T4 — aoBa nopTa
SFP (1000BASE-X), 4TOo no3BonsieT MCNoNb30oBaTb MOAKMOYEHNE Cpa3y K HECKONbKUM

oneparopam CBs3u (PUCYHKKN 4 - 7).

I==I==I == 1==I I==1==I ===
4

2 6 8
Tt g T |
Aphenol Amehancl Asvptecol ‘Avghenal

ANONNAAN 1§ [_NONAAAD | [L_OAAARAD

CF
= 3

Aphencl

Ik | ot 9§ oo § | P oo

switchport

PucyHok 5 — lNepeaHss naHens ISN41508T3-M

=== I==1==I == I1==I I==1==I ===l
2 2 — 4 - 6
| T
Avehenol A Amprecol
Ananann (nnaan
VEYO
——

PucyHok 6 — lNaHenb nepeaHas ISN41508T4
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[

Ttk

PucyHok 7 — lNepeaHsas naHenb ISN41508T3-M-AC

B ycrtponcteax ISN41508T3-M/ISES1004, ISN41508T3-M/ISES0108, ISN41508T3-
M/ISES0116, ISN41508T3-M-AC/ISES1004, ISN41508T3-M-AC/ISES0108, ISN41508T3-M-
AC/ISES0116, ISN41508T3-M-AC/ISES9112, ISN41508T3-M-AC/ISES7312, ISN41508T3-M-
AC/ISES3901 yctaHoBneH oanH moaynb pacwmpenuns ¢ WAN-noptamu.

MmeHa wuHTepdernicoB HaumHawTtca ¢ npedwukca eth (Ethernet), pnanee ykasbiBaeTcs
nopsgkosbin Homep nopTta: eth1 n eth2. Hymepauns nopToB COOTBETCTBYET MapKUMpPOBKE Ha
nepegHen naHenu ycTponctea. HassaHMsa NopToB YyBCTBUTEMbHbLI K PEMMCTPY U yKa3blBaKOTCS

TONBbKO C MarneHbKow OyKBbI.

»
NMpumeyaHue

B mogynax pacwwupeHna Hymepaums WAN-NopToB MOXeET MEHATbCS, HauuHas C
TpeTbero NopsaaKoBoro Homepa, Hanpumep, B moayne ISES0108 Hymepauusa noptos: eth3
— eth6, B ISES1004: eth3 — eth4.

6.2 HasHa4yeHue IP-agpeca

6.2.1 HasHauyeHue ctaTu4yeckoro IP-agpeca

Ana Hactponkn cratudeckoro IP-agpeca WAN-uHTepdency BbinonHute cnegyowine

KOoMaHAbl

admin@sr-be#ticonfigure terminal
admin@sr-be(config)#interface ethl
admin@sr-be(config-if-[eth1])#no shutdown
admin@sr-be(config-if-[eth1])#ip address 172.16.0.2 255.255.0.0
admin@sr-be(config-if-[eth1])#exit

roe: - 172.16.0.2 - cratudeckmin IP-agpec;
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- 255.255.0.0 - macka nogceTw.

»
MpumeyaHne

[na npucesoeHus ctatuyeckoro IP-agpeca oTkniounTe guHaMmmn4yeckoe rnonydeHue IP-

agpeca komaHgou no ip address dhcp

Bmecto mackn nogcetn Bupga «255.255.0.0» MOXHO BBeCTU ANuHY npedwmkca «/16»,
Hanpumep:

admin@sr-be(config-if-[eth1])#ip address 172.16.0.2/16

Ybeautechb, 4TO agpec Ha3HayeH nHTepdency nocne NPMMeHeHus KoHUrypaumm.

BbinonHuTe cnegyoLyto KomaHay:
admin@sr-be(config)#ishow interfaces ethl
P63yJ'IbTaT BbIMNOJTHEHUA KOMaHObI:

ethl:

Administrative status: UP

Link: DOWN

IPv4 Address: 172.16.0.2/16

RX: O bytes / 0 packets

TX: 728 bytes / 6 packets

MTU: 1500

HW Address: 94:3f:bb:ff:ff:03

IPv6 Address: fe80::963f:bbff:fe00:2de3/64
Autonegotiation: on

Duplex: unknown

Speed: unknown

Supported speeds (Mb/s): 10, 100, 1000
ALLMULTI mode ON

RPS: disabled

Takxke nposeputb IP-agpec nHTepgenca MoXXHO ¢ NOMOLLbIO KOMaHAb!:
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admin@sr-be(config)#show interfaces brief

Pe3yJ'IbTaT BbINOJTHEHNA KOMaHObI:

Interface HW Address IPv4 Address Admin/Link DHCPv4 Description

ethl 94:3f:bb:00:2d:e3 172.16.0.2/16 UP/DOWN OFF
eth2 94:3f:bb:00:2d:fe unassigned DOWN/DOWN OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
switchportl n/a UP/UP n/a
switchport2 n/a UP/DOWN n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
switchport7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a

[lna oTMeHbl cTaTtnyeckoro IP-agpeca BbINONHUTE KOMaHAObI:

admin@sr-bettconfigure terminal
admin@sr-be(config)#interface ethl
admin@sr-be(config-if-[eth1])# no ip address
admin@sr-be(config-if-[eth1])# exit

6.2.2NMony4yeHue anHamuyeckoro IP-agpeca

Cxema NOAKIMYEHMs CeTU - PUCYHOK 8.

CepBUCHbIN
MaplLupyTusarop DHCP-cepBep

>
25 l5sss 172.16.0.55 ‘0 000

DHCP-knueHT

Onepartop
CBA3U

PucyHok 8 — lNonyyeHne auHamunyeckoro |IP-agpeca
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»
NMpumeyaHue

Mepepn HacTponkon DHCP Ha ycTtponctee ybeantech, 4yTo DHCP-cepsep roTos.

Mpumep HacTporkn nonyyeHus IP-agpeca ot DHCP-cepsepa Ha WAN-uHTepdeice eth1:

admin@sr-be#ticonfigure terminal
admin@sr-be(config)#interface ethl

admin@sr-be(config-if-[eth1])#ip address dhcp
admin@sr-be(config-if-[eth1])#no shutdown

admin@sr-be(config-if-[eth1])#exit

Y6eautecb, 4TO agpec Ha3HayeH nHTepdency nocne NPMMeHeHus KoHUrypaumm.

[ns aTOro BbINONHUTE CrEeAYoLLY0 KOMaHAY:

admin@sr-be(config)#ishow interfaces ethl

Pe3yJ'IbTaT BbINOJTHEHNA KOMaHObI:

ethl:

Administrative status: UP

Link: UP

IPv4 Address: 172.16.0.2/16

RX: 31332 bytes / 486 packets

TX: 2138 bytes / 25 packets

MTU: 1500

HW Address: 94:3f:bb:ff:ff:03

IPv6 Address: fe80::963f:bbff:fe00:2de3/64
Autonegotiation: on

Duplex: unknown

Speed: unknown

Supported speeds (Mb/s): 10, 100, 1000
ALLMULTI mode ON

RPS: disabled

Takxke nposepuTb IP-agpec nHTepgenca MoXXHO ¢ NOMOLLbIO KOMaHAbI:

admin@sr-be(config)t#tshow interfaces brief
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Pe3yJ'IbTaT BbINOJTHEHNA KOMaHObI:

Interface HW Address IPv4 Address Admin/Link DHCPv4 Description

ethl 94:3f:bb:00:2d:e3 172.16.0.2/16 UP/UP ON
eth2 94:3f:bb:00:2d:fe unassigned DOWN/DOWN OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
switchportl n/a UP/UP n/a
switchport2 n/a UP/DOWN n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
switchport7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a

[nsa ynanexnus nonyyeHHoro IP-agpeca no npotokony DHCP BbinonHMTe KOMaHab!:

admin@sr-bettconfigure terminal
admin@sr-be(config)#interface ethl
admin@sr-be(config-if-[eth1])#no ip address dhcp

6.3 HacTtpounka mapwpyTta no ymosn4aHuio

6.3.1 lo6aBneHne cTaTM4eCKOro MapLupyTa no yMmonyaHuro

Cratnyeckme mappyTbl ob6ecneumBaioT (PUKCUPOBAHHbIE MYTW MapLUPYyTM3aLmMm No ceTu.
OHM HacTpamBalTCA BpYy4YHYIO Ha MapupyTtudaTope. Ecnu Tononorvs cetun W3MeHsieTcs,
CTaTUYECKNUN MapLLPYT OOSMKEH OblTb OOHOBEH.

Cratnyeckmi Mapwpyt no ymonyaHuto pobaBnsieTcs B pexume  KOoHUrypauuu

C NomoLbio KoMaHab! ip route. Npumep cxembl ceTn - pucyHok 9.

CepBUCHbBIN
apLipyTusatop

LAN

OnepaTto
192.168. patop

CBA3UN

M=lclclc[cl] wan (ethl)  172.16.0.0/16 wan
172.16.0.2 172.16.0.

LAN
(switchport 2)

PucyHok 9 — Cxema HacTponku MapLupyTta no yMony4aHuio
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[lnsi HACTPOMKM Ha CepPBMCHOM MapLUpyTM3aTope MapLipyTa no YMONYaHWUKO BbINOMHUTE

KoMaHay:

admin@sr-be#ticonfigure terminal
admin@sr-be(config)#ip route default 172.16.0.1

OTa 3anucb byaeT aHanormyHa 3anucu crneytowlero smaa:

admin@sr-be#configure terminal
admin@sr-be(config)#ip route 0.0.0.0 0.0.0.0 172.16.0.1

YT1o0Obl YyOEeanTbcs, Y4TO Bbl MPaBUIbHO HACTPOWUMNN CTaTMYECKYD MapLupyTU3auuio Mo
yMOfn4aHuto, BbINONHUTE koMaHZy show ip route ¥ HaguTe cTatudeckne MapLUpyThl,

0603Ha4YeHHble BYKBON «S»:

admin@sr-be(config)#show ip route

Pe3yanaT BbINOJIHEHNA KOMaHObl:

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i-1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default

IP Route Table for VRF "default"

Gateway of last resort is 172.16.0.1 to network 0.0.0.0

S* 0.0.0.0/0[1/0] via 172.16.0.1, eth1

C 127.0.0.0/8 is directly connected, lo

C 172.168.0.0/24 is directly connected, vlanl

6.3.2 UameHeHMne MaplipyTa Nno yMon4aHuro

YpanuTte ctapblii MapLUpyT N0 YMONYaHUIO C NOMOLLbIO KOMaHA!:

admin@sr-be#ticonfigure terminal
admin@sr-be(config)#no ip route default 172.16.0.1

OTa 3anucb bygeT aHanormyHa 3anucu crneaytoLwlero smaa:
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admin@sr-bettconfigure terminal
admin@sr-be(config)#no ip route 0.0.0.0 0.0.0.0 172.16.0.1

BBeguTe HOBbIM MapLUPYT MO YMOMYaHUIO, Hanpumep:

admin@sr-be(config)#ip route default 172.20.0.1

6.4 Hactpounka npaBun comnbTpaumm

Hwxe npuBegeH npumep HaCTPOWKKU yaaneHHoro AocTyna K ycTponctsy no SSH ot xocta

c IP-agpecom 192.168.3.16/24. Npumep cxembl ceTn - pucyHok 10.

CepBUCHBbIN
MapLupyTu3aTop

WAN(eth 1)
192.168.3.0/124

0 O == []
ECD alalala
192.168.3.16 192.168.3.1

PucyHok 10 — Cxema HacTponkun npasun ounbTpaumm

LWar 1. Co3ganTte access-list «100» c IP-agpecom 192.168.3.16/24, nopT HasHa4yeHus 22,

BbINOJTHNB KOMaHAbI:

admin@sr-be#ticonfigure terminal
admin@sr-be(config)#ip access-list 100 sourceip 192.168.3.16/24 destinationports 22 protocol tcp

War 2. Co3gante access-list «500» ¢ IP-agpecom cetn 0.0.0.0/0, nopT HasHa4yeHuns 22,

BbIMOJTHNB KOMaHAbI:

admin@sr-be(config)#ip access-list 500 sourceip 0.0.0.0/0 destinationports 22 protocol tcp
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LWar 3. [1na npoBepkn co3gaHus access-list (0B) BbINOMHMUTE KOMaHAY:

admin@sr-be(config)t#tshow ip access-list

KomaHpa BbiBegeT Bce CNMCKM OOCTYNa, NponncaHHble Ha YCTPOWCTBE:

Name # Rule
100 1 src:192.168.3.16/24 dp: 22 prot: 6
500 1 src:0.0.0.0/0dp: 22 prot: 6

LWar 4. HactponTe orpaHnyeHns yganeHHoro 4OCTyna K yCTPOUCTBY, BbINOSHMB KOMaHAY:

admin@sr-be(config)#ip filter input position 10 permit access-list 100

KomaHga paspewaet Bxogsawmn TCP-Tpadmk ot xocta 192.168.3.16/24, nopt

HasHa4eHunsa 22.
admin@sr-be(config)#ip filter input position 20 deny access-list 500
KomaHga 3anpelaeTt Becb Bxoadawmn TCP-Tpaduk OT Apyrnx XOCTOB, NOPT Ha3Ha4YeHus

22.

LWar 5. NpoBepbTe HAaCTPOMKKU, BbINOSTHAB KOMaHAY:

admin@sr-be(config)#show ip filter

Pe3yanaT BbINOJTHEHNA KOMaHObI:

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)

# Pkts Bytes Action Rule config

0 0 0 permit  src: 192.168.3.16/24 dp: 22 prot: 6
1 0 0 deny src: 0.0.0.0/0 dp: 22 prot: 6

[nsi OTMEeHbl HaACTPOMKM npaBuN UAbTPaALUMM BbINONHUTE KOMaHAbl B pexume

KOHpurypaumn:
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admin@sr-be(config)#no ip filter input access-list 100
admin@sr-be(config)#no ip filter input access-list 500

[na ynaneHus access-list BbINONHUTE KOMaHAbl B peXume KoHuUrypaumm:

admin@sr-be(config)#no ip access-list 100
admin@sr-be(config)#no ip access-list 500
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7 Hactpouka VLAN
7.1 OnucaHue LAN-nopToB

LAN-nopTbl (pucyHkn 11 - 14) ncnonb3yoTcs 49 opraHu3auum nokansHom cetn. Yepes
HMX C MOMOLLIbIO CeTeBbIX kKabenewn K yCTPONCTBY MOXHO NOAKIHOYNTE HECKONBKO NepudepumHbIX
YCTPOMCTB (KOMMbOTEPbI, NPUHTEPBI, KCEPOKCHI U T.A4.) U CO34aTb €ANHOE CEeTEBOE OKPYXEeHue.
Yctponcteo nmeet Bocemb LAN-noptoB RJ-45 (10/100/1000BASE-T).
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PucyHok 12 — LAN-noptbl. NepeaHss naHens ISN41508T3-M

== = = | = = ] =
2 2 4 — 6
Avehenol L Amprenct
| An0nnnan I

PucyHok 13 — LAN-nopThl. [NepeaHsas naHens ISN41508T4
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[

Ttk

PucyHok 14 — LAN-nopTbl. [NepeaHss naHens ISN41508T3-M-AC

MmeHa wHTepdencoB HauymMHawTca C npedwukca switchport, ganee ykasblBaeTcs
nopsgkosBbli Homep nopta: switchportl — switchport8. Hymepaumna nopTtoB cooTBeTCcTBYyeT
MapKupoBKe Ha nepeaHen naHenu ycTtponucTea.

HasBaHns NOpTOB YYBCTBUTENbHbLI K PErMCTPY U YKa3biBaKOTCHA TOMBbKO C ManeHbKon OyKBbl.
7.2 Co3paHue VLAN

VLAN — kommyTupyemasi ceTb, KOTOpasd JIOrMYeCKM CerMeHTupoBaHa no PYHKUUSM,
NPOEKTHOW rpynne WNu TMpUNOXEHUID, HEe3aBUCMMO OT (PU3NYECKOrO MECTOMOSIOXEHNSA
nonb3oatenen. VLAN nmeloT Te xe atpubyTbl, YTO U (PM3NYECKNE NOoKarbHblE CETU, HO Bbl
MOXeTe rpynnMpoBaTb KOHEYHble CTaHUMK, OaXe €CfiM OHU (PU3NYECKM He pacnosioXeHbl B
OLHOM cermeHTe nokanbHou ceTtu. Jllobon LAN-nopT ycTponcTBa MoxXeT npuHaanexatb VLAN,
a ofjHoadpecHble, LIMpoKoBellaTemnbHble W MHOroaZlpecHble MakeTbl MepechbinakTca WU
3anonHAKTCSA TOSNTIbKO KOHEeYHbIMU cTaHumsammn B VLAN.

Mpumep cxembl ceTn - pucyHok 15.
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CepBUCHbIN
MapLLpyTHU3aTop

= O good
192.168.3.1/24 ‘0 8000

LAN
(switchport 1)

192.168.3.0/24

192.168.3.2/24

| NMonb3oBaTenu

PucyHok 15 — Cxema HaCTpOnKK NoKanbHOM CeTu

7.2.1 HacTtpowuka ceTtun

Onsa cosganna VLAN Beeaute naeHtudgukaumoHHbli Homep VLAN-ID (vid) ¢ nomouybio

KOoMaHA;:

admin@sr-bettconfigure terminal
admin@sr-be(config)#vlan20
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»
NMpumeyaHue

1. VLAN-ID moxeT npuHumaTth 3HavyeHust oT 2 ao 4094.
2. Npun HeobxoammocTn 3aganTte nms VLAN ¢ NOMOLLIbIO KOMaHAbl name.
3. Ansa co3ganusa cnncka VLAN nepeuncnute VLAN-ID yepes «,» unum «-» B pexunme

rnobanbHon KOoHurypaumm: vlan 2,3,5-8

HasHaubTe VLAN20 nHTepdgency switchport1

admin@sr-be(config)#interface switchportl
admin@sr-be(config-switchportl)#switchport mode access
admin@sr-be(config-switchportl)#switchport access vlan20
admin@sr-be(config-switchportl)#no shutdown
admin@sr-be(config-switchportl)#exit

Hactpoute ctatuyeckun IP-agpec Ha VLAN-nHTepdence

admin@sr-be(config)#interface vlan20
admin@sr-be(config-if-[vlan20])#vid 20
admin@sr-be(config-if-[vlan20])#ip address 192.168.3.1/24
admin@sr-be(config-if-[vlan20])#no shutdown
admin@sr-be(config-if-[vlan20])#exit

Takke BO3MOXHO Ha3HayeHue anHamuyeckoro IP-agpeca:

admin@sr-be(config)#interface vlan20
admin@sr-be(config-if-[vlan20])#vid 20
admin@sr-be(config-if-[vlan20])#ip address dhcp
admin@sr-be(config-if-[vlan20])#no shutdown
admin@sr-be(config-if-[vlan20])#exit

Onsa yoanexnns VLAN ucnonb3ynte komaHabl:

admin@sr-be#ticonfigure terminal
admin@sr-be(config)#no vlan20
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A\ Buumanme!

Mpexae Yem yganutb VLAN, ybegutech, 4To BceM nHTepdencam ¢ gaHHeim VLAN

HasHadeH gpyron VLAN.

7.2.2TlpoBepKa HacCTpoeK

BeinonHuTte komaHgy show vlan all ona nposepkn cosgaHHbix VLAN

VLAN id Name Member ports (t-tagged, u-untagged)
1 default swp2 (u), swp3 (u), swp4 (u), swp5(u), swpb (u), Swp7 (u), swp8 (u)
20 VIan0020 swpl(u)

BeinonHute komaHay show interfaces switchport1 ons nposepku coctosHus switchport1

switchportl:

Link: DOWN

MTU: 10240

Duplex: full

AUtonegotivation: on

Speed: 1000

Supported speed (Mb/s): 10, 100, 1000
Switchport mode access

Switchport access vlan: 20

BeinonHute komangy show interfaces vlan20 ansa nposepkun HacTporku vian20

vlan20 vid 20:

Link: UP

Ipv4 Address: 192.168.3.1/24
RX: 13908 bytes / 88 packets
TX: 1764 bytes / 10 packets
MUT: 1500

Tx buffer: 1000

HW Address: b4:81:bf:00:00:85
Ipv6 Address: fe80::b681:bfff:fe00:85/64
EtherType: 0x8100
Encapsulation: dotlq
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7.3 Hactpounka nHrepdenca B pexume Trunk

Utobbl HacTpouTb nopT switchportS yctponctBa B kayecTBe MarucTpanbHOro nopra,

ncrnonb3ynTe crnenyloLlmne KoMaHabl:

admin@sr-be#configure terminal
admin@sr-be(config)#interface switchport5
admin@sr-be(config-switchport5)#switchport mode trunk
admin@sr-be(config-switchport5)#exit

BeinonHute komaHay show interfaces switchport5 ons nposepku coctosiHus switchports

switchport5:

Link: DOWN

MTU: 10240

Duplex: full

Autonegotiation: on

Speed: 1000

Supported speeds (Mb/s): 10, 100, 1000
Switchport mode trunk

Switchport trunk allowed vlans: 1-4094
Switchport trunk native vlan: 1

A\ Buumanme!

[nsa nopta yctponcrtea 6yayTt paspeleHsl Bce VLAN.

HasHaubTe trunk-nopTy cnucok paspewleHHbix VLAN.

»
MpumeyaHue

[lna HacTporkn npeaBapuTenbHO co3ganTte Heckonbko VLAN.

admin@sr-be(config)#interface switchport 5
admin@sr-be(config-switchport5)#switchport trunk allowed vlan none
admin@sr-be(config-switchport5)#switchport trunk allowed vlan add 20,21
admin@sr-be(config-switchport5)#no shutdown
admin@sr-be(config-switchport5)#exit
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BeinonHute komaHay show interfaces switchport5 ons nposepku coctosiHus switchports

switchport5:

Link: DOWN

MTU: 10240

Duplex: full

Autonegotiation: on

Speed: 1000

Supported speeds (Mb/s): 10, 100, 1000
Switchport mode trunk

Switchport trunk allowed vlans: 20-21
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8 HacTtpowuka yaaneHHoro gocrtyna
8.1 Hactpounka yaaneHHoro goctyna no npotokony SSH

Mpumep cxemMbl HacTponka yaaneHHoro goctyna no npotokony SSH vyepesa WAN-nopT -

PUCYHOK 16.

CepBUCHBbIN
MapLupyTmusaTop

192.168.1.0/24 WAN (eth1) 'O 0ooo
= 0O 0O00o
192.168.1.25 192.168.1.1 ==

PucyHok 16 — Cxema HaCcTponKkun yganeHHoro goctyna no npotokony SSH

A\ Buumanme!

[Onsa nogknioyeHnsa yepe3 SSH gomkeH ObiTb HacTpoeH IP-agpec Ha uHTepderice

YCTPOWCTBA, Yepe3 KOTOpLIN OyaeT OCyLLECTBNSATLCA NOAKIIOYEHNE.

Hactpounte WAN-nopTt eth1

admin@sr-be#configure terminal
admin@sr-be(config)#interface ethl
admin@sr-be(config-if-[eth1])#no shutdown
admin@sr-be(config-if-[eth1])#no ip address dhcp
admin@sr-be(config-if-[eth1])#ip address 192.168.1.1/24
admin@sr-be(config-if-[eth1])#exit

[na HacTporku yganeHHoro Aoctyna Heobxoammo ykasaTtb |IP-agpec uHTepdpelica,

KOoTopbI ByaeT npuHumatb SSH-coegmHeHne:

admin@sr-be(config)#system ssh listen-address 192.168.1.1
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[ns BbIBoga Ha 3KpaH HacTpoek SSH-cepBepa BbINONHUTE KOMaHAY:

admin@sr-be(config)# show system ssh

Pe3yanaT BbINOJIHEHNA KOMaHObl:

SSH server enabled
Version: 2
Port: 22
Listen addresses:
192.168.1.1
all-ipvé
Whitelist:
all
all-ipvé
SSH timeout: 600

BoinonHute komaHgy ssh admin@192.168.1.1 Ha ycTponcTBe, 4epe3 KOTOpoe

OCYLLECTBNATLCS NOAKIIOYEHNE U OXKANTECH NPUrNaLleHns BBoAa YYETHbIX AaHHbIX (password)

The authenticity of host '192.168.1.1 (192.168.1.1)' can't be established.

RSA key fingerprint is SHA256:5DGX/BWLMyFK1cBZLAJGvwrZNQVCMFP65HZdLIE]ttU.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '192.168.1.1' (RSA) to the list of known hosts.
admin@192.168.1.1's password:

[ns yaaneHus HacTPOEeHHbIX NnapameTpoB SSH BbINOMHUTE KOMaHAObI:

admin@sr-be#configure terminal
admin@sr-be(config)# no system ssh listen-address 192.168.1.1

lMpotokon SSH BknoyeH no ymonyaHwio. [Ana oTknwoyveHnsas SSH Ha ycTponcTtse
BbINOSIHUTE KOMaHAbI:

admin@sr-be#ticonfigure terminal
admin@sr-be(config)# system ssh off
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8.2 Hactpouka ypaneHHoro goctyna no npotokony Telnet

[MpumMep cxembl HACTPOMKN yaaneHHoro goctyna no npotokosny Telnet yepes WAN-nopT -

puUcyHok 17.

CepBUCHbIi
MapLupyTu3aTop

a -77-
= [allalalala th1
e 198.18.1.2/24

198.18.1.1/24 C — )

198.18.1.0/24

PucyHok 17 — Cxema HacTponkun npoTtokona Telnet

A\ Buumanme!

[Ona nogkntoyeHns yepes Telnet gomkeH 6bITb HacTpoeH IP-agpec Ha nHTepderice

YCTPOWCTBA, Yepe3 KOTOpbIN OyaeT OCyLLECTBASATLCSA NOAKIIOYEHNE.

Hactpounte WAN-nopTt eth1

admin@sr-be#configure terminal
admin@sr-be(config)#interface ethl
admin@sr-be(config-if-[eth1])#no shutdown
admin@sr-be(config-if-[eth1])#no ip address dhcp
admin@sr-be(config-if-[eth1])#ip address 198.18.1.1/24
admin@sr-be(config-if-[eth1])#exit

Bkntounte npotokon Telnet
admin@sr-be(config)#system telnet on

[ns BbiIBOga Ha aKkpaH ctaTyca Telnet-cepBepa BbINONHUTE KOMaHAY:
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admin@sr-be(config)#show system telnet

Pe3yJ'IbTaT BbINOJTHEHNA KOMaHObI:

Telnet server enabled
Port: 23
Listen address: all IPv4
Whitelist:
all-ipv4
all-ipvé
Telnet timeout: 600

Ansa otknoveHns Telnet Ha ycTponcTBe BbINOSTHUTE KOMaHAbI:

admin@sr-bettconfigure terminal
admin@sr-be(config)# system telnet off
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9 HacTtpouka cepBepa 4OMEHHOIoO UMEHMU

DNS-cepBepbl nogaepxmMBatoT Katanor JOMEeHHbIX UMeH 1 conoctasneHnn |IP-agpecos.
Cnyx6a OOMEHHbIX MMEH Ucnonb3yeTcs Ana npeobpasoBaHus JOMEHHbIX UMeH B IP-agpeca u
HaobopoT.

OTO no3BONSAET MUCMNonb3oBaTb Kak npeobpasoBaHne wumeHn B |P-agpec, Tak
n npeobpasoBaHue IP-agpeca B Msi BHyTpU CETH.

Korgaa knuneHT oTnpaBndeT goMeHHoe uma Ha DNS-cepBep Ans paspelueHus, cepsep
nnbo npeobpasyeT uma B IP-agpec B CBOeM fokanbHOM Kale, nMbo obpalaeTtcs K gpyromy
DNS-cepBepy, 4tobbl nonyuntb IP-agpec ons knveHTa.

JlokanbHbIn DNS-cepBep notpebyeTtcs, ecnm paboune ctaHunmn obmeHnBaoTca AaHHbIMU
no umeHn paboyen ctaHuuu, a He no IP.

Mpumep cxembl ceTu - pucyHoK 18.

PC DNS
server
ns1

100.10.10.11 'O oooo
=0 pooo
eth1

100.10.10.10/24

L

PucyHok 18 — Hactpownka cepsepa JOMEHHOIO MMEHU B FIOKaribHOW ceTu
War 1. Hactponte nHtepdenc eth1 Ha cepBucHOM MapLupyTU3aTope.

RouterA#configure terminal
RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 100.10.10.10/24
RouterA(config-if-[eth1])#exit

War 2. HactponTe loopback nHtepgenc
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RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 1.1.1.1/24
RouterA(config-if-[lo1])#exit

War 3. Hactponte DNS cepsep

RouterA(config)#ip route 0.0.0.0/0 100.10.10.20
RouterA(config)#dns-server

RouterA(dns-server)#zone master test.do
RouterA(config-dnszone-[test.do])#set ns nsl
RouterA(config-dnszone-[test.do])#set refresh 300 sec
RouterA(config-dnszone-[test.do])#entry a 192.168.0.1 pc
RouterA(config-dnszone-[test.do])#entry a 100.10.10.10 ns1
RouterA(config-dnszone-[test.do])#entry a 1.1.1.1 lol
RouterA(config-dnszone-[test.do])#entry ns nsl
RouterA(config-dnszone-[test.do])#exit
RouterA(dns-server)#dns-server on
RouterA(dns-server)#end

[nsa oTknoveHns cnyx6bl DNS-cepBepa BbINOMHUTE KOMaHAbI:

RouterA(config)#dns-server
RouterA(dns-server)#dns-server off

9.1 MNMpoBepkKa HacTpoek

LWar 1. NpoeepbTe HacTponkn DNS-cepBepa BbinonHuB kKomaHay show dns-server:

DNS Server
Status: running
Listen address:
any
Listen port: 53
Allow query address:
any
Allow transfer address:
any
Recursion: False

Master zone: test.do

STTL 38400

@ IN SOA ns1 admin@test.do (
1438828620
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300

3600

604800

86400

)

lol A 1.1.1.1

pc A 192.168.0.1
nsl A 100.10.10.10
@ NS nsl

War 2. Beingute n3 y4eTHOM 3anncu nosib3oBaTesis BbiMOMHMB KOMaHAY exXit:

C:\Users\Conference>

War 3. lNpoeepbTe 3anmucn DNS-cepsepa BbinonHme Ha PC KomaHabl:

nslookup pc.test.do 100.10.10.10

Server:  UnKnown
Address: 100.10.10.10
Name: pc.test.do
Address: 192.168.0.1

nslookup ns1.test.do 100.10.10.10

Server: UnKnown
Address: 100.10.10.10
Name: nsl.test.do
Address: 100.10.10.10
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10HacTponka DHCP-cepBepa Ha ycTpoucTBe

Yctponcteo nogaepxusaeT knneHTos B VLAN, 06beguHsAs nx B BUPTYanbHYH JIOKanbHYHO
CeTb, HE3aBNUCUMO OT €e PU3NYECKON TOMOSOrnN. YCTPOMUCTBO MOXKET UCMNOMb30BaTh NPOTOKOS
AnHamudeckon KoHdpurypaumm xocta (DHCP), 4Tobbl BKNIOYNTE aBTOMaTMYeCKoe Ha3HavyeHue
KOH(purypaummn I[P onga y3noB B 3TUX ceTax.

[MpumMep cxembl NOAKIKYEHNA - pUcyHokK 19.

CepBUCHBIA
MaplupyTusaTtop Onepatop
CBA3KA
SEIEEER) von et 172.16.0.0116 wan o0 0oog
Selesi=el 72 16.0.2 172.16.0.5 alfezze

LAN
(switchport 2)

LAN
(switchport 1)

PucyHok 19 — Hactponka DHCP-cepBepa Ha ycTponctee
Ansa Hactponkn DHCP-cepBepa Ha yCTpOMUCTBE BbINOMHUTE KOMaHAbI:

admin@sr-bettconfigure terminal

admin@sr-be(config)#ip dhcp pool 10
admin@sr-be(config-dhcp[10])#network 192.168.3.0/24
admin@sr-be(config-dhcp[10])#range 192.168.3.3 192.168.3.50
admin@sr-be(config-dhcp[10])#exit

admin@sr-be(config)#ip dhcp server on

»
MpumeyaHne

1. Homep nyna gomxeH 6bITb Ha3HayeH B guanasoHe ot 1 go 65535.
2. network 192.168.3.0/24 — nopgceTb, Ans KoTopon OyayT BblgaBaTbCs agpeca

DHCP-cepsepom.
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3. range 192.168.3.3 192.168.3.50 — Ha4anbHbLIN 1 KOHeYHbIN IP-agpec ananasoHa
afpecos.
4. BblBOA KOMaHAbl range BO3MOXEH TOSbKO, ecnu paHee bbina BbiNnorHeHa KomaHaa

network

MpoBepbTe HacTponkn DHCP-cepBepa ¢ NOMOLLbIO KOMaHAbI:

admin@sr-be#show ip dhcp

Pe3yanaT BbINOJIHEHNA KOMaHObl:

VRF: default

default-lease-time 600;

Pool: 10

subnet 192.168.3.0 netmask 255.255.255.0 {
range 192.168.3.3 192.168.3.50;

}

Onsa yoanexus nyna IP-agpecoB 192.168.3.3 — 192.168.3.50 BbINONHUTE KOMaHAbI:

admin@sr-be#configure terminal

admin@sr-be(config)#ip dhcp pool 10
admin@sr-be(config-dhcp)#no range 192.168.3.3 192.168.3.50
admin@sr-be(config-dhcp)#exit

ans yoaneHumsa Bcero Ha6opa J1IOKarlbHbIX aapecoB BbINMNOITHATE KOMaHAbI:

admin@sr-be#configure terminal
admin@sr-be(config)#no ip dhcp pool 10

Ansa oTkntoveHus cnyx6sl DHCP-cepBepa BbINONTHUTE KOMaHAbI:

admin@sr-be#ticonfigure terminal
admin@sr-be(config)#ip dhcp server off
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11HacTponka XXxypHanupoBaH1MA cOObITUM Ha yaaneHHbIn Syslog-cepBep

[laHHblE N3 CUCTEMHOrO XypHara yCTPOMCTBa MOXHO nepecbinaTtb No npoTokony Syslog
Ha ypaneHHbln cepBep. CO6op nor-coobuweHnr no3BONMUT WMMETb MOSIHYK CTaTUCTUKY
NPOUCXOAALMNX C YCTPOMUCTBOM COObITMI, MPOBOAMTL aHanM3 u 3apaHee BbISIBNATb BO3MOXHbIE
npobnemsi.

[Mpumep cxembl ceTun - pucyHok 20

Syslog - cepBep CepBUCHBbI
MapLipyTu3arTop

Onepartop

192.168.1.0/24 172.16.0.0/16 cBA3N

WAN (eth 2) SETTEER WAN (eth1) WAN
g
192.168.1.11 192.16.0.2 l=lsiiel 75 16.0.2 172.16.0.1

LAN
(switchport 1) LAN
(switchport 2)

Monb3oBatenu
192.168.3.0/24

PucyHok 20 — Cxema HaCTpOWKM XXypHanmpoBaHus cobbiTU Ha yaaneHHbIn Syslog-cepBep

BbinonHuTe KomaHab! Ans npoBepKn ctatyca JIormpoBaHUA.

admin@sr-bettconfigure terminal
admin@sr-be(config)#show logs status

PesyanaT BbINOJIHEHNA KOMaHObl:

access_violation : on
access_list : off

pim ipv4 : off

pim ipv6 : off
netflow : off
pppoe-server : off
pptp-server : off
syslog : on

kern:on

vpn : off
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daemon : on
command-history : on
system_integrity_log : on

Mo ymon4yaHuto, fior coobLeHn oT ycTporcTBa Ha Syslog-cepep OyayT oTchinaTtbecs B
cnegylowmx KaTeropusax:
o syslog — nor CMCTEMHbIX U3MEHEHUN;
o kern— nor coobuweHnn ot agpa Linux n npegynpexaeHns, kotopble MOryT ObiTb
nonesHbl NpU YCTpaHeHUM OLWMOOK MOMb30BaTENbCKUX MOAYren, BCTPOEHHbIX
B AApPO;
o daemon —nor CcoobWeHNn O pasnUyYHbIX Mpoueccax, KoTopble 3anyLieHbl
B cucteme (4EMOHbI);
o command-history — nor nctopum BBoga KoMaHza.
UToObl HacTpoMTb OTMpPaBKy flIOFOB Ha YCTpoOMCTBe, Heobxoammo ykasaTb |IP-agpec
yaaneHHoro Syslog-cepBepa, BbIMOMHUB KOMaHAbI:

admin@sr-be#tconfigure terminal
admin@sr-be(config)#log syslog remote 192.168.1.11

[ns npoBepKn HAaCTPOEK BbIMNONTHUTE KOMaHAY:

admin@sr-be(config)#ishow running-config

Pe3yanaT BbINOJIHEHNA KOMaHObl:

YacTb BbIBOAA nponyweHa gna Kpatkoctu

log syslog remote 192.168.1.11
system tty timeout 600

[ns oTMeHbl oTnNpaBku foroB Ha Syslog-cepBep BbINOMHMB KOMaHAbI:

admin@sr-be#configure terminal
admin@sr-be(config)#log syslog remote 0.0.0.0
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12YcTaHOBKa AaTbl, BpE€MEeHM U 4YacoBOro nosica

[nsa BbiBOOA Ha 9KpaH TeKyLllero BpeMeHn n gatbl BbINOJIHUTE KOMaHAOY:

admin@sr-bettshow clock

Pe3yanaT BbINOJIHEHNA KOMaHObl:

Yt ane 30 08:41:04 MSK 2021
12.1 HacTpounka BpemMeHu

YcTtaHoBUTe TeKyllee BpeMsi C NMOMOLLb kKoMaHabl system clock time <HH:MM[:SS]>,

Hanpumep:

admin@sr-be#configure terminal
admin@sr-be(config)#system clock time 12:30:16
admin@sr-be(config)#show clock

Pe3yJ'IbTaT BbINOJTHEHNA KOMaHObI:

Yt auB 30 12:30:22 MSK 2021
12.2 HacTpowka gatbl

YcTaHoBuTe garty ¢ nomoLubio komaHgbl system clock date <DD.MM.YYYY>, Hanpumep:

admin@sr-be#configure terminal
admin@sr-be(config)#system clock date 18.08.2021
admin@sr-be(config)#tshow clock

Pe3yanaT BbINOJIHEHNA KOMaHObl:

Cp aBr 18 12:31:22 MSK 2021
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12.3 CwmeHa yacoBoOro nosica

[nsa cMeHbl 4YacoBoro nosica mucronb3dymte komaHay system clock timezone, pganee

HaxxmuTe <Tab> ans Bbibopa cTpaHbl, HaxXMuTe <Tab> ans Bbibopa ropoaa, Hanpumep:

admin@sr-bettconfigure terminal
admin@sr-be(config)#system clock timezone Europe Moscow

12.4 HacTtpomnka cuHxpoHu3auum BpemeHu ¢ NTP-cepBepa

Cxema nogknoYveHns ceTu - pucyHok 21.

NTP - cepBep CepBUCHBIN
MapLipyTHsaTop
Onepatop
1921881024 AN e g ERTTEEN WAN (eth1) 172.16.0.016 WAN TR e
=K B:
192.168.1.15 192.168.1.1 seeze 172.16.0.2 172.16.0.1 2lezze
LAN | LAN
(switchport 1) LAN (switchport 3)

Monb3oBatenu
192.168.3.0/24

PucyHok 21 — Hactpowka cuHxpoHusaumm Bpemenn ¢ NTP-cepBepa
[na HacTponkun cuHxpoHusaumm ¢ NTP-cepsepom BbINONHUTE KOMaHAbI:

admin@sr-be#configure terminal
admin@sr-be(config)#ntp server 192.168.1.15

admin@sr-be(config)#ntp restrict default kod nomodify notrap noquery nopeer
admin@sr-be(config)#ntp on
admin@sr-be(config)#exit

»
MpumeyaHue

Utobbl CUMHXpOHM3MpOBaTbL Bpemsi C nomouwbio npotokona NTP, cneagyet
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npeaBapuTEnNbHO BPYYHYKD HACTPOUTb Tekyllee Bpemsd, AaTy M 4acoBoW nosic (CMm.
nogpasgensl CoxpaHeHne HacTpoek, [pumeHeHne HacTtpoek, C6bpoc HacTpoek). [lpu

cunbHoM pasHuue (6onee 1000 cekyHA) CMHXPOHM3ALMNA OCYLLIECTBNATLCS He ByaerT.
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13KomaHAabl AMarHoCTUKn
13.1 Ping

Mcnonb3ynte komaHgy ping Ans OMarHOCTUKM Npobrem CeTeBOro COeAMHEHUA Mmexay
ycTporctBamu. C nomowbio 3xo-naketoB ICMP MOXHO onpegenuTb akTUBHO Iv yaaneHHoe
YCTPOMWCTBO, y3HaTb BpeMs 3aep>KeK Npu nepegade NaketoB U Hannyne nx notepb.

[Mpumep KkoMaHabl ANA NPOBEPKM JOCTYNHOCTM xocTa 192.168.3.2 B ceTu:

admin@sr-be#ping 192.168.3.2 repeat 4

Pe3yanaT BbINOJIHEHNA KOMaHObl:

PING 192.168.3.2 (192.168.3.2) 56(84) bytes of data.

64 bytes from 192.168.3.2: icmp_seq=1 ttI=128 time=1.27 ms
64 bytes from 192.168.3.2: icmp_seq=2 tt|I=128 time=1.27 ms
64 bytes from 192.168.3.2: icmp_seq=3 tt|=128 time=1.16 ms
64 bytes from 192.168.3.2: icmp_seq=4 tt|I=128 time=1.36 ms

---192.168.3.2 ping statistics ---
4 packets transmitted, 4trace received, 0% packet loss, time 7ms
rtt min/avg/max/mdev = 1.164/1.266/1.362/0.078 ms

MpepBaTb BbINONTHEHME KOMAHAbl MOXHO coveTaHnem knasuw <Ctrl + C>.
13.2 Traceroute

KomaHpa traceroute ncnonb3dyetca Ans obHapyxeHws nyTen cnefoBaHUsA naketa Ao
a[ipecoB yaaneHHbIX YCTPOWCTB, a TakKe TOYEK HapyLUEHNS MapLLpyTU3aLmK.
MNMpumep koMaHAbl ANs onpeaeneHns 1 BbiBoAa Ha aKpaH MapLupyTa criefjoBaHus AaHHbIX

Jo xocta 192.168.3.2 B ceTu:

admin@sr-betttraceroute 192.168.3.2

Pe3yanaT BbINOJTHEHNA KOMaHObI:

traceroute to 192.168.3.2 (192.168.3.2), 30 hops max, 60 byte packets
1 192.168.3.2 0.987 ms 0.016 ms 0.016 ms
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14JononHuTenbHble PyKOBOACTBA MO paboTe C yCTPOMCTBOM

1. KPI1I.465614.001P3 PykoBoacTBO No aKcnnyaTtauuu.

2. RU.07622667.00004-01 34 01-1 PykoBoacTeo onepartopa.

3. RU.07622667.00004-01 34 01-2 PykoBoacTteo onepatopa. [NpunoxeHne 1. CnpaBoYHUK
komaHg CLI.

4. RU.07622667.00004-01 32 01 PykoBO4CTBO CUCTEMHOIO NporpaMmMmucra.
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TexHunyeckasa nopgae PXKa

OdmumanbHbI canT koMmnaHum: https://istokmw.ru/

JokymeHTaumo n nporpammHoe obecnedeHne Ha u3gennst MOXHO ckavaTb B pa3gene
«JokymeHTauusa n NporpammHoe obecneveHne» Ha cTpaHuue https://istokmw.ru/service-router/

EE" E BazoBas TexHM4Yeckas nogaepxka ocyllecTBnaeTcs
2 5 gHen B Hegento no 6yaHam ¢ 8:00 go 17:00 (Bpems Mockosckoe)
Ten: +7 (495) 465-86-48
E e-mail: support@istokmw.ru
b web: https://istokmw.ru/support/

JINYHBI KAOUHET TEXHUYECKON NOAAEPKKM N0 PYHKLUMOHMPOBAHMIO MPOLYKTOB
https://helpdesk.istokmw.ru/
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