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AHHOTauus

[aHHbIN JOKYMEHT SIBMSETCS PYKOBOACTBOM CMCTEMHOMO nporpammMmcTa nporpammMmHOro
obecneyeHns cepBucHoro mapLupytumsatopa CS (ganee no tekcty — N0 CM), npegHa3Ha4Y€HHOro
AN opraHmMsaumm 1 npegocTaBneHnss QYHKUMIN KOMMyTauumn n mapLipyTmnsaumm tpaduka.

[aHHbIN OOKYMEHT onucbiBaeT obwue cBefeHusi, CTPYKTYpPY, HaCTPOWKW, MPOBEPKMW,
AONOSTHUTENbHbBIE BO3MOXHOCTU U cO0bLLEHUA cncTeMHomy nporpammucty MO CM.

[aHHbIn JoKyMeHT paspaboTtaH nog Bepcuto MO CM 3.24.05 ot 20.09.2024, pabota MO
CM B 6onee paHHUX BEPCUAX MOXKET OTNNYATBLCA OT TEKYLLEN.

Hactoswmmn OOKyMeHT BXOAMT B COCTaB MPOrpaMMHON OOKYMEHTauuu Ha usgenuve u
paccynMTaH Ha nonb3oBaTensi, MMEKLWEro HaBblkM pPaboTbl HA NEepPCOHanbHOW JNEKTPOHHOM
BblyncnmTernsHon mawmnHe (M3BM) B onepaumoHHon cucteme (OC) Linux, Windows n 3Hatowmn
OCHOBbI CETEBOr0 aAMUHUCTPUPOBAHUSI.

[na HarnggHOCTM B TEKCTE HACTOSLLEro PyKOBOACTBA MCMOMb3YTCA pasfnnyHble CTUMn
obopmMneHuns.

O6nactn NnpuMeHeHNsa CTUNEN ykasaHbl B Tabnuvue 1.

Tabnuua 1 — Ctunmn opopMneHns B JOKYMEHTE

Ctunb odopmneHus O6GnacTb NpUMeHeHusA Mpumep

MonyxupHeii WpndT Arial | BelgensieT npumepbl CUHTaKcmca configure terminal
KOMaHz

WpundT Consolas Bbliaensiet Boisog CLI Name # Rule
100 1 src: 192.168.1.1/32
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1. Obwme cBegeHMA O NnporpamMmme

MO CM npepgHasHadeHo ans obecnevyeHnss OYHKUMA KOMMyTauuuM U MapLipyTmsauum
Tpadguka.

MO CM obecneunBaeT hyHKUMOHMpoBaHMe no npotokony IPv4 (RFC 791).

MO CM obecneunBaeT dyHKUMOHMpoBaHWe no npoTokony IPv6 (RFC 2460).

MO CM obecneumBaeT obpabotky Jumbo Frames (kagpoB pasmepom go 1900 6anT) Ha
Bcex uHtepgencax Ethernet.

MO CM obecneunBaeT HazHayeHne ctaTndeckux |IP-agpecos cBoMM nHTepdencam.

MO CM obecneuvnBaeT ogHOAAPECHYIO CTaTUYECKYO MapLupyTudaumio IP-nakeTos.

MO CM nopaepxuBaet ogHoaOpECHY AUHAMUYECKYH MapLUpyTU3aumio No NpoToKonam
RIP, RIPng, OSPF, I1S-IS, BGP.

MO CM nopaepxkmBaeT arperaumto nopTos ¢ nomoLubto LACP.

MO CM obecneunBaeT nepepacnpeaeneHme MmapLpyTHom nHpopmaumm:

o MeXay NpoToKoNaMu AMHAMUYECKOW MapLLpYyTU3aUmnm;
O CTaTU4YECKMX MapLLPYTOB B NPOTOKOMbI AMHAMUYECKON MapLUpyTM3aLmN.

MO CM noppepxkmBaeT mapLlpyTu3aumio Ha ocHoBe nonutuk (Policy routing):

o Ha ocHoBe IP agpeca UCTOYHUKa;
O Ha OCHOBe HoMepa nopTa UCTOYHMKA U Ha3HAYeHUs.

MO CM noppepxuBaeT 6anaHCMPOBKY Harpysku nNpu HanNU4mMmM HECKOSbKUX MapLUPYTOB C
OANHaAKOBOW METPUKOMN.

MO CM noppepxkmBaeT NpoToKombl yBenuyeHus goctynHoctu wno3a VRRP n CARP.

MO CM nogpepkmBaeT npoTokon obHapyxeHusa npobnem cesasHoctn BFD.

MO CM obecneunBaeT ObICTPylO  CXOAMMOCTb  MPOTOKOSIOB  OMHaMWUYECKOWN
MapLupyTusaumm ¢ nomoubio npotokona BFD.

MO CM obecneumBaeT obHapyxeHWe OOCTYNHOCTU Criedyrowero TPaH3UTHOroO yyacTka
ONs CTaTUYEeCKMX MapLIpPYTOB C MOMOLLbIO npoTokona BFD.

MO CM nognepxmBaeT AMHAMUYECKOE KOHUNypUpoBaHME CETEBbLIX HACTPOEK Ha y3nax
B kayectBe DHCP-cepBepa.

MO CM noppepxumBaet paboTty B kadectBe DNS-cepsepa, DNS-knneHTa, DNS-proxy.

MO CM nopaepkmBaeT NPOTOKON CUHXPOHM3auumn BpeMeHn NTP.

MO CM nogaepxuBaeT MHOroagpecHy ANHAMUYECKYI0 MapLIpyTU3aLUuio No NPoToKonam
IGMP, PIM.

MO CM noppeprkmBaeT npoTokon ydeta cetesoro Tpaduka Netflow.

MO CM nopaepxmBaeT npoTokon ceteBoro ynpasneHus SNMP.

MO CM noppepxmBaeTt mexaHmam IP SLA.

MO CM nopaepxmBaeT CETEBYIO CUCTEMY OBHApPY>XEeHUS U NPeaoTBPaLLEHNA BTOPXKEHUN
SNORT, cnocobHyto BbIMOMHATL PErMCTPaUMIO MakeToOB M OCYLLECTBNATb rnybokuin aHanms
Tpaduika.

MO CM nopgepXmBaeT MHOrONPOTOKONbHYKD koMMmyTauuio no MPLS  wmeTkam
(Multiprotocol label switching) RFC 3031.

MO CM nopaepXvBaeT TEXHOSMOMM BUMPTYyarlbHOM MapLupyTu3auum 1M nepeagpecaumm
(Virtual Routing and Forwarding (VRF)).

MO CM noppepxumBaeT npeobpasoBaHne ceteBbix agpecoB NAT.

Bepcus 10.0 7
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MO CM obGecneumBaeT 6a30Bble KOHLENLUM TPAHCNSALMN CETEBLIX aApeCoB:
o cTaTtmyeckas (Static Network Address Translation);
o AuHamudeckasn (Dynamic Address Translation);
o MackapagHas (NAPT, NAT Overload, PAT).
MO CM nopgepxuBaeT cnegytowme meTodbl obecnevyeHns kadectBa obCryxvBaHus B
cetax: FIFO, PQ, CBQ, WFQ, HFSC, RED, GRED, HTB, RIO, SFQ, TBF, WRR, INPUT, WRED.
MO CM noppepkmBaeT UCNONb30BaHNE nepapxmiecknx aucumnimny QosS.
MO CM nopoaoepXunBaeT TEXHONOIMI0 Co34aHnsA BUPTYarbHbIX YacTHbIX ceTen DMVPN.
MO CM nogpepxusaet npoTtokonbl OpenVPN n IPSec.
MO CM nopaepxmBaeT OyHKUNIO TYHHENMpOBaHuMs no npotokonam: PPPoE, PPTP, IPIP,
GRE, L2TP.
MO CM obecneunBaeT chunbTpauuto Tpadumka no crneayrowmm nosisim:
o nopt (TCP/UDP) oTnpasuTens;
nopt (TCP/UDP) nony4artens;
IP-agpec otnpasutens;
IP-agpec nony4vaTens,;
MAC-agpec oTnpaBuTens,;
donaru 3aronoska cermenta TCP;
3Ha4yeHue nonsa «lpoTokon» 3aronoska IP;
o 3Ha4veHue nonsa «ToS» (TOS/DSCP) 3aronoska IP.
MO CM nopaepkmBaeT xypHanupoBaHue Syslog.
MO CM noppepkmBaeT cnegyowine suabl ynpaBneHus:
o NnokanbHoe Yyepes nHTepdenc komaHaHon ctpokum (CLI);
o ydaneHHoe no npoTtokony ssh;
o ypaneHHoe no npotokony Telnet.
MO CM obecneunBaeT KOPPEKTHOCTb 3a4aBaeMbiX NapaMeTpoB (PYHKLNOHMPOBAHMS.
MO CM obecneunBaeT MexaHuU3Mbl MaeHTMMKAUMM U ayTeHTUuKauum,
NCNONb3YLWNECS NPU BXOAE B CUCTEMY YNpaBeHNs Usgenuem.
MO CM noppepXuBaeT yaaneHHy ayTeHTUUKauui/aBTopmM3aumio no npoTOKONy
RADIUS n obecneuynBaeTt yHKLMOHMPOBAHME B KA4YECTBE KINMEHTa.
MO CM nogpepxkmBaeT ayTeHTUdukauuto/astopmsaumto/yyet no npotokony TACACS+.
MO CM nopaepxuBaeT 3adaHue y4eTHbIX 3anucen agMuHUCTpaTopa/onepatopa U Ux
naponewn.
MO CM noppepkmBaeT cnegyowine suabl OOHOBNEHUS:
o nokanbHoe (C BHYTPEHHEero/BHeLIHero HakonuTens);
o ypaneHHoe (no npotokonam TFTP, FTP).
MO CM obecneumBaeT coxpaHeHNe CKOH(PUIYpUpoOBaHHbIX NPOUnen.
MO CM oGecneunBaeT BbIBOA NEPEYHSA MMEIOLLNXCS B CUCTEME NPOdUIen, nx NnpocmoTp,
a Takke UX KONMpoBaHWE Ha BHELUHUIN HOCUTENb.
MO CM obecneumBaeT cOpocC K 3aBOACKMM HACTPOMKaM.
MO CM nopaepxmBaeT B3auMoAencTeme ¢ KOMMyTaumoHHbiM yminom Marvell Link Street
88E6390X (nanee — Mmoaynb KOMMyTaLmK).
MO CM nopgepxvBaeT KOH(UIypypoBaHWe Ccriegylowmx napameTpoB  MoAyns
KOMMYTaLMK:
O BKITHOYEHME/BBIKNIOYEHME NOPTOB MOAYMS;

O O O O O O
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CKOPOCTb MOPTOB U pexum nepenayu;
aBTOCOrNacoBaHue;
napameTpbl TermpoBaHus kagpos (VLAN-Tpaduk);
STP-cocTosiHME NOpPTOB;
napameTpbl pexvma obydeHnst 1 3anofiHeHns Tabnuy, KoMMyTauuu;
co3gaHune/nsmeHeHne/yaaneHme 3anvcen B Tabnmuax kommMmyTaumu.
MO CM obecneuvBaeT nonyyYyeHne WHGOPMaLUU O TeKyleM COCTOSHUM MOoAyns
KOMMYTaLuWK:
o KOHdUrypaums n ctaTyc NnOpTOB MOAYNSA KOMMYTaLMWK;
o STP-cocTosiHMe NHTEePKENCOB;
O COCTOSiHMe Tabnuu, KoMMyTauuu;
O 3HayeHWsa CHETYMKOB KagpoB Ha MopTax.
MO CM noppepxmBaeT cneayowme cnyxebHble NpOTOKOMbl BTOPOro YPOBHS:
o STP;
o RSTP;
o MSTP;
o LLDP.
MO CM noppepkmBaeT BCTPOEHHbIE yTUnUThI - iperf, tcpdump, ping, traceroute.
MO CM nopaepxmBaeT 3epkannpoBaHne nepegaBaemoro Tpadguka.
MO CM nopaepxmBaeT MOHUTOPUHI: Mnpoueccopa, NamaTh, TemnepaTypbl, CUCTEMBbI
oxnaxpaeHusi, coctoaHma SSD aucka.
MO CM nopaepxuBaeT pexxum gannoBoro cepeepa.
MO CM noppepxusaet paboty 3G/4G/LTE mogemos.

O O O O O O
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2. Tpe6oBaHMA K TEXHUYECKUM U NPOrpaMMHbIM CpeacTBam

MuHMManbHble yCrnoBus, BbliABUraemble K annapaTtHou nnatgopme, Heobxoanmble Ans
BbinonHeHus MO CM:
o annapaTHas nnatgopma Ha 6ase npoueccopa Baikal-T1;
o onepatuBHas namsatb: 2 ['b;
o MOCTOsIHHOE 3anomuHarLlee yctponcTso: 16 INb.
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3. CTpyKTypa nporpamMmb|

CtpykTypHas cxema MO CM npeacrtaBreHa Ha pucyHke 1.

|
| Peructpel mamaTH !

| MOZIYJII KOMMYyTallMu |
|

SMI Interface

IIporpammubIit
moayias UMSD

(Unified Marvell
SOHO Driver) [€
A
A 4
Mopyns CLI < »| Mozyib ynpasieHust
[Iporpammer U XpaHEHUs
KOH(HTyparmu
[Iporpammel
4 7 4
v ) |
M : MSTPD
[0310%)13
Y Snpo DyHKIHOHATIbHbIE
KYPHAJIMPOBAHUA | > < >
< > IIporpammsbl MOJYJIH
[Iporpammel
[Iporpammsl

1 5

y
TIporpammubIit

moysb DSA
(Distributed Switch

Avrchitecture)

BPDU BPDU BPDU

_— Y

|
| ITopTel MomyIst
| KOMMYTaIII

PucyHok 1 — CtpykTypHas cxema 10 CM

MO CM dyHKUMOHaNbLHO NoAapa3aensieTca Ha criegyoLlme CoCTaBHbIE YacTu:

o

agpo MO CM, oTeevatowee 3a B3aMMOAENCTBME C OpariBepaMn YCTPOWCTBA,
00paboTKy ceTeBbIX MAKETOB;

dyHKUMoHanbHble mogynu MO CM, oteevawuwme 3a (QYHKUMOHAmNbHbIE
BO3MOXXHOCTM nporpammbl (MPOTOKOSIbI, TEXHONOMK);

MOAynb ynpaBneHus u xpaHeHust koHdurypauum 1O CM, oTeevawowmn 3a
HaCTPOMKY (PYHKUMOHAmNbHbIX MOAySen no nocTynMBLUMM B MOAYMb KOMaHZam U
CUHXPOHM3ALUNIO (PYHKLMOHMPOBAHUS PasHbIX MOAYNEN;

MoAaynb xypHanupoaHus 1O CM, oTBevatowmii 3a NpOTOKONMPOBAHNE Pa3NNYHbIX
AencTBmin/cobbiTnin cocTaBHbix Yacten N0 CM;

moaynb MO CM CLI (Command Line Interface), orBevatowmin 3a uHTepdenc
«4enoBek-nporpamma;

Moaynb DSA — oTBevaeT 3a npoeumpoBaHue (pusnyecknx NHTepdencos Moaynsa
KommyTaumm B sapo. OTBevaeT 3a nepepady cnyxebHbix naketoB BPDU ans
noaaepkn paboTbl MEXaHM3MOB NPeAOTBPALLEHNS NeTeNb BHYTPU OQHOM NoACeTH

Bepcua 10.0
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(cemencTBo nNpPOTOKONOB pacnpefeneHHoro ceasywwero agepesa XSTP) u
cnyxebHbIx coobueHn npotokona LLDP;
o nporpaMmmHbin mogyrnb UMSD (Unified Marvell SOHO Driver) — oTBeYaeT 3a YTeHUue
N 3anucb AaHHbIX B PEMMCTPbI NaMATU MOAYNS KOMMYTaLMK.
Baaumopgenctausa MO CM ¢ gpyrummn nporpaMmmamu He npesycMOTPeEHO.
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4. YcTaHOBKa nporpamm

YctaHoBka MO CM ocywecTBnaeTcss B COOTBETCTBMM C YKas3aHUSIMU MHCTPYKLMK MO
yctaHoBke RU.07622667.00004-01 91 01.
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YnpasneHue nonb3oBaTtensimu
RU.07622667.00004-01 32 01

5. YnpaBneHue nonb30BaTensiMm

A BHumaHue!

Mo ymonyaHuio Ha MapLUpyTM3aTope co3faH nonb3oBaTesb C NpaBaMn agMuHUcTpaTopa
n normHomMm «adminy, naponem «adminy. B uenax 6e3onacHocTu naposib Heo6xoanMo

3aMeHunTb!

Cos3paHne, KOPPeKkTUPOBKY W yadaneHwe nonb3oBatenen MoOXeT MNpou3BOAMTb
nonb3oBaTesib C YpOBHEM npusuniernin 14 n donee.

5.1. Co3aaHue rpynnbl

[na cosgaHusa rpynnbl OCywecTBuTe BXO4 B HacTpouku koHdwurypauum MO CM (cm.
PUCYHOK 2), BbINOMHNB KOMaHAy:

configure terminal

admin@sr-be# configure terminal
admin@sr-be(config)#

PucyHok 2 — HacTpownkn KoHdurypaumm

[ns co3aaHus HOBOW rpynbl (CM. PUCYHOK 3), BbINOSHUTE KOMaHAY:

group <groupname> privilege <privilegelevel>

admin@sr-be(config)# group other privilege 5
admin@sr-be(config)#

PucyHok 3 — Co3gaHvne HoBOW rpynnbl

roe:
o <groupname> — HaMMeHOBaHWe rpynrol;
o <privilegelevel> — ypoBeHb npusunerun rpynmneol.
Y6eaontecb B CO34aHWM HOBOW Tpymnnbl Bbi3BaB MPOCMOTP CYLLECTBYHOLLMX rpynn (CMm.

PUCYHOK 4), BbINONHMUB KOMaHAY:

show groups
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admin@sr-be# show groups

Group | Privilege
admin | 15
service | 1
other | 5

admin@sr-be#

PucyHok 4 — [NpocmoTp rpynn
5.2. Co3pgaHue nonb3oBaTens

[ns cosgaHna nonb3oBaTesis OCyLLeCcTBUTE BXOA B HACTPOUKKN koHdurypauum MO CM (cm.
PUCYHOK 2), BbINOSHNB KOMaHAy:

configure terminal

[ns co3aaHus HOBOro Nonb3oBaTens (CM. PUCYHOK 5), BbINOMHUTE KOMaHAY:

username add <username> group <usergroup>

admin@sr-be(config)# username add manager_one group other

PI/ICyHOK 5 — Co3gaHune HOBOro nosib3oBaTenst

roe:
o <username> — HauMeHoBaHWe Norb3oBaTenNs;

o <usergroup> — HavMeHOBaHMe CYLLIeCTBYOLEeN rpynnbl, kyaa OyaeT aobaeneH
nonb3oBaTerib.

3agaiiTe naponb AnNs HOBOro rofib3oBaTens, npuaymanTe MocrneaoBaTenbHOCTb
CMMBOJIOB U ABaXabl BBEAUTE €€ (CM. PUCYHOK 6).

admin@sr-be(config)# username add manager_one group other
Enter password:

Repeat password:
admin@sr-be(config)#

PucyHok 6 — YcTaHoBKa napons

»

MNpumeyaHne

Mpun BBOAE Naponsi CUMBOJIbI HA 3KpaHe He oTobpaXkaroTcs
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Y6eoutecb B CO34aHMM HOBOFO MNONb30OBaTenNsi, Bbi3BaB MPOCMOTP CYLLECTBYHOLLMX
nonb3oBaTtesien (CM. PUCYHOK 7), BbINOSIHUB KOMaHAy:

show users

admin@sr-be(config)# show users

User | Group | Type | Privilege
admin | admin | 1local | 15
manager_one | other | 1local | 5

admin@sr-be(config)#

PucyHok 7 — lNpocmoTp nonb3oBaTenemn

5.3. KoppeKkTupoBKa rpynnbl

[ns KOpPEKTMPOBKM rPynMnbl OCYLLECTBUTE BXOA B HACTPOWKM KoHdurypaumm MO CM (cm.
PUCYHOK 2), BbINOMIHUB KOMaHAy:

configure terminal
[N KOPPEKTUPOBKN YPOBHS NPUBUMErUIA rpynnbl (CM. PUCYHOK 3), BbINOSTHUTE KOMaHAY:
group <groupname> privilege <privilegelevel>

roe:
o <groupname> — HaMMeHOBaHWe rpynnbl;
o <privilegelevel> — ypoBeHb npmMBUnIernn rpynneoi.

5.4. KoppeKkTupoBKa nosib3oBaTtens

[ns KOPPEKTMPOBKM NMONb30BaTENS OCYLLECTBUTE BXOA B HACTPOWKM koHdurypaumm MO

CM (cM. pUCYHOK 2), BbINOSTHMB KOMaHAY:

configure terminal

KOppeKTI/IpOBKa Nofb30BaTeNsl BLIMOMHAETCA C MOMOLLbI KntoyeBoro crnosa «edity wn
npegocrtaBndeT cnegyrowne sBapmauni:

O W3MEHEeHWe Trpynnbl BXOXAEHUS Monb3oBaTens (CM. PUCYHOK 8), BbIMOSHUB
KoMaHay:

username edit <username> group <groupname>
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admin@sr-be(config)# username edit manager_one group admin

PucyHok 8 — AsmeHeHue rpynnbl nonb3oBaTens

roe:

e <username> — HaMMeHOBaHWME NOJNb30BaTEN4;

e <groupname> — HaMMeEHOBaHMWE CYLLECTBYHOLLEN rpynnbl, Kyaa byaeT nepeHeceH
nonb3oBarernsb.
o W3MEHeHWe nNapons nosib3oBaTtens (CM. pUCyHOK 9), BbINMOHMB KOMaHAy:

username edit <username> password

admin@sr-be(config)# username edit manager_one password

Pl/lcyHOK 9 — lameHeHune napossa nosfib3oBaTtesia

roe <username> — HaMmmeHoBaHMe MnoJsib3oBaTens.

3apanTte HOBLIM nNaposfib Ans nosib3oBaTens, npugymante nocnenoBaTenbHOCTb
CUMBOJOB 1 ABaXAbl BBEAUTE €€ (CM. PUCYHOK 6).

»

MpnmeyaHne

Mpu BBOAE Napons CUMBOIbI HAa 3KpaHe He 0ToGpaXxaroTcs

5.5.YpaneHue rpynnbl

[Ons yoaneHus rpynnbl OCYLWECTBUTE BXOA4 B HacTpouku koHdwurypauum MO CM (cm.

PUCYHOK 2), BbINOMHUB KOMaHAY:

configure terminal

MpeaoBaputenbHO yoanute M3 rPynnbl BCEX YYACTHUKOB COrnacHo 5.6 HacTosLlero
PYKOBOACTBA.

[ns yoaneHus rpynnbl (CM. pucyHok 10), BbINOMHUTE KOMaHAY:

no group <groupname>

admin@sr-be(config)# no group other

PucyHok 10 — YaaneHuve rpynnei
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roe <groupname> — HaMuMeHoBaHWe rpynnbl.

Y6eanTech B yaaneHum rpynnbl BbI3BaB NPOCMOTP CYLLECTBYHOLLMX rpynn (CM. pUCYHOK 4),

BbIMOJIHAB KOMaHAY:

show groups

5.6. YpaneHue nonb3oBartens

[ns yoaneHus nonb3oBaTesnis OCyLLEeCTBUTE BXOL B HAcTpounku koHdurypauum NO CM

(CM. pUCYHOK 2), BbINOSTHMB KOMaHAY:

configure terminal

[ns yananexHus nonb3oBaTens (CM. pUCyHOK 11), BbINOMHUTE KOMaHAY:

NOo username <username>

admin@sr-be(config)# no username manager_one

PucyHok 11 — YaoaneHue nonb3oBaTtens

raoe <username> — HaMmMmeHoBaHMe MnoJfib3oBaTens.

Ybegutecb B ydaneHum nonb3oBaTeNs  Bbi3BaB  MPOCMOTP  CYLLECTBYHOLLMX
nonb3oBaTtenien (CM. PUCYHOK 7), BbINOSIHUB KOMaHAy:
show users
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6. PaboTta ¢ npodmnsamu nporpammbi

[ns XpaHeHus HacTpoeK MNOAKIYEeHUs, Maplipytusaumm n uHtepdgencos B MO CM

ncnonbaytoTcs npodunu. OnucaHve Nx cosgaHus, U3SMEHEHUS, YAaneHus, a Takke 3arpysku u
BbIFPY3K/ NPUBEAEHO B 3TOM pasgene.

»

MNpnmeyaHne

Mpwn 3arpy3ke HOBOro MNpPOUns BCE W3MEHEHMWs, KOTopble Oblnn npoBefdeHbl 6e3
nocneayoLero CoxpaHeHns Nnpounsa TepsoTes.

CospaHue, KOpPPEeKTUPOBKY U yaaneHune, a Takke 3arpyska u Bbirpyska npodunen Moxet
Npon3BoaUTb Nosib3oBaTeslb C ypoOBHEM Npusunernn 14 n 6onee.

6.1. 3arpy3ka npocmns

[ns 3arpy3ku npodunsi (CM. pUCYHOK 12), BbINOMHUTE KOMaHAY:

load <profilename>

admin@sr-be# load startup

PucyHok 12 — 3arpyska npoduns

roe <profilename> — HaMmeHoBaHWe NPOUS.

6.2. Copoc HacTpoek

[ns cbpoca HacTpoek npoduns (CM. pUCyHok 13), BbINONTHUTE KOMaHAY:

load null

admin@sr-be# load null

PucyHok 13 — C6poc HacTpoek

MoaTBepauTe CBOE pellueHne o cbpoce HacTpoek (CM. pUCYHOK 14), BBeasl B KOHCOSb:

yes
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admin@sr-be# load null
Do you really want to load null config? (yes/no)
Yes

PucyHok 14 — MNoaTtBepxaeHne cbpoca HacTpoek

6.3. CoxpaHeHue npoduns
[nsa coxpaHeHnsa HacTpoek Npoduns (CM. pUCyHOK 15), BbINOMHUTE KOMaHAy:

write <profilename> comment “<profilecomment>”

admin@sr-be# write second-profile comment “add new settings from ftp”

PucyHok 15 — CoxpaHeHune npodung

roe:
o <profilename> — HaumeHoBaHne Npouns;
o <profilecomment> — HebonbLWoOe CNoOBeCHOe onucaHwe npodund, octasnssemoe
nonb3oBaTerieM Mo XenaHuio.

6.4. CozpgaHue HoBoro npoduns

Co3gaHme HOBOro npodunsa nNpouMcxoaumT aHanormyHo 6.3, B komaHge <profilename>
Heobxo0aMMO BBECTM HOBOE HaMMEHOBAaHMe.

6.5. YapaneHue npoduns
[nsa yoaneHns npocuns (CM. pucyHok 16), BbINOAHUTE KOMaHAy:

no profile <profilename>

admin@sr-be# no profile second-profile

PucyHok 16 — YganeHue npoduns
roe <profilename> — HauMmeHoBaHWe NPoUns.

6.6. CoxpaHeHue npodunsa

[ns coxpaHeHnsa konum npodunga Ha cepBucHOM MaplupyTtusatope CS (ganee no Tekcty
— CM) (cM. pucyHok 17), BbINONHUTE KOMaHAY:

copy profile <profilename> path <path>
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admin@sr-be# copy profile other path home/service/tftp

PucyHok 17 — CoxpaHeHune npodgunga Ha CM

roe:

o <profilename> — HaumeHoBaHWe Npouns;
o <path>— nyTb, kKyaa 6ygeT 3anucaH Npoduneb.

6.7. CoxpaHeHue npodumnsa Ha USB-Hocutenb

Moakniounte USB-HOocUTenb K pasbemy USB1 Ha nuueson naHenun CM.
[nsa coxpaHeHus npodumna Ha USB-HOCUTENDb (CM. pUCYHOK 18), BbINOSTHUTE KOMaHAY:

copy profile <configname> to flash <devhname> <dirname>

admin@sr-be# copy profile other to flash /media/usb® /media/usb@/2

PucyHok 18 — CoxpaHeHune npodunsa Ha USB-HocuTtene

roe:

o <configname> — HanmeHoBaHMe Npopuns;
o <devname> — MMA yCTPONCTBA,
o <dirname> — nyTb, Kyaa bygeT 3anncaH npouneb.

6.8. CoxpaHeHue npocunsa Ha CeTeBOM XpaHUIuLLE

[na coxpaHeHuss npoduna Ha CeTeBOM XpaHunuuie (CM. pUCYHOK 19), BbINONHUTE
KOMaHAay:

copy profile <configname> to url <type> <client_ip> remotedir <remote_dir>

admin@sr-be# copy profile other to url ftp 2.2.2.2 remotedir ftp

PucyHok 19 — CoxpaHeHne npodunst Ha CETEBOM XpaHUnuLLe

roe:

<configname> — HanmeHoBaHue nNpocuns;

<url> — yHMBepcarnbHbIN YKasaTenb pecypca;

<type> — TUN CETEBOro XpaHunuuia, BO3MOXHble BapuaHThbl: ftp, sftp, tftp;
<client_ip> — IP agpec ceTeBOro xpaHmnuuia;

<remote_dir> — kaTanor Ha CeTeBOM XpaHuruLLe.

O O O O O
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6.9. KonnpoBaHue npocdmnsa Ha CM
[ns konupoBaHusa npoguns Ha CM (cMm. pucyHok 20), BbINOSTHATE KOMaHAY:

copy profile <configname> from flash <devname> <dirname>

copy profile other from flash /media/usb@® /media/usb@/2

PucyHok 20 — KonnposaHue npocpunst Ha CM

roe:

o <configname> — HaMmeHoBaHne NpPouns;
o <devname> — MMA yCTPONCTBA;
o <dirname> — nyTb, Kyaa 6ygeT 3anucaH Npoduneb.

6.10. KonupoBaHue npocusns n3 ceteBoro xpaHunuiuia

[ns konupoBaHUsi NPodUNs M3 CEeTEeBOro XpaHunuwa (CM. pUCYHOK 21), BbIMNONHUTE
KoMaHAay:

copy profile <configname> from url <type> <client_ip> remotedir <remote_dir>

copy profile other from url ftp 1.1.1.1 remotedir ftp

PucyHok 21 — KonnpoBaHue npoduna n3 ceTeBoro xpaHunuiia

roe:
<configname> — HanmeHoBaHue Npouns;

<url> — yHMBepcarnbHbIN YKkasaTenb pecypca;

<type> — Tun ceTeBOro xpaHunuuia, BO3MOXHble BapuaHThbl: ftp, sftp, tftp;
<client_ip> — IP agpec ceTeBOro XxpaHunuuia;

<remote_dir> — kaTanor Ha CeTeBOM XpaHuruLLe.

O O O O O

6.11. BbiIOOp aBTOMaTM4ECKU 3arpykaemMoro npoduns
[ns Bbibopa 3arpy304HOro Npousnis (CM. pUCYHOK 22), BbINOMHUTE KOMaHAy:

startup-profile <profilename>

admin@sr-be# startup-profile newstartup

PucyHok 22 — Bbi6op aBTOMaTMYECKM 3arpy>KaemMoro npoduns
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roe <profilename> — HanmeHoBaHue npoduns.

[ns coxpaHeHus HacTpoeK TeKywero npodunsa B 3arpy304Hbli (CM. PUCYHOK 23),
BbINOSTHUTE KOMaHAY:

write startup comment “<profilecomment>”

admin@sr-be# write startup comment “new start profile”

PucyHok 23 — HacTponku aBTomaTUyeckun 3arpyxaemoro npoguss

roe  <profilecomment> — Hebonblwoe cnoBecHoe onucaHne npodung,
nonb3oBaTesieM Mo XenaHuio.

OCTaBnsieMoe
6.12. MpocmoTp npochunen

[na npocmoTpa npodunen yCTaHOBMNEHHbIX Ha YCTPOUCTBE (CM. PUCYHOK 24), BbINOMNHUTE
KOMaHay:

show profiles

admin@sr-be# show profiles

Flags: b - boot profile, 1 - last loaded profile, m - profile was modifiled was
modified or corrupted

| Flags | Profile Name | Comment |

| | other | new profile |
| blm | startup | |

admin@sr-be#

PucyHok 24 — lNpocmoTp npodunen
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7. HacTponka napameTpoB nporpamMmmbil

HacTporikn napametpoB SSH, SSH VRF, Telnet, Telnet VRF, TFTP, BpemeHu n gathl,
TanM-ayToB, XOCTOB U JOMEHa MOXeT Npon3BoanTb Nosib3oBaTeslb C YPOBHEM npusuiernn 14 un
Bornee.

7.1. HacTpoWka napameTpoB BpeMeHU U AaThbl

[na HacTpovku napameTpoB BpeMeHW W [aTtbl OCYLWEeCTBUTE BXOA4 B HaCTPOWKM
koHdurypaumm N0 CM (cMm. pucyHOK 25), BbINOMHMB KOMaHAY:

configure terminal

admin@sr-be# configure terminal
admin@sr-be(config)#

PucyHok 25 — HacTpownkn KoHdurypaumm

[ns HacTponkn Tekywen aatbl (CM. PUCYHOK 26), BbINOSTHUTE KOMaHAY:

system clock date <currentdate>

admin@sr-be(config)# system clock date ©8.08.2023

PucyHok 26 — HacTpownku Tekylen natsl
roe <currentdate> — Tekywasn gata B oopmare JO4.MM.ITTT.

[lNsi HACTPOMKM TEKyLLLEro BPEMEHM (CM. PUCYHOK 27), BbINOMHUTE KOMaHAy:

system clock time <currenttime>

admin@sr-be(config)# system clock time 14:46:37

PucyHok 27 — HacTponkn TekyLlero BpeMeHu

rae <currenttime> — TekyLiee Bpems B popmate Y4:MM:CC.

[lnst HacTponKkK YacoBoro nosica (CM. pUCYHOK 28), BbINONHUTE KOMaHAY:

system clock timezone <currenttimezone>
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admin@sr-be(config)# system clock timezone Europe

PucyHok 28 — HacTtpowka 4acoBoro nosica

roe <currenttimezone> — HaMMeHoOBaHMe CTpaHbl NN KOHTUHEHTa C TEKYLLNM 4YaCOBbIM NOACOM.

»

IMpnmeyaHne

[Ana nony4yeHusi cnvcka BO3MOXHbIX HAMMEHOBaHWN:
o BBeguTe koMaHgy system clock timezone 1 HaXXmuTe KnaBuLy «?»;

O HaxmuTe knaeuwy «Taby», Ha 3KpaHe o0TOOpPa3nTCA CNUCOK BO3MOXHbIX
HaUMEHOBaHUMN.

[nsi CMHXpPOHM3auMM MapaMeTpPoB BPEMEHW W faTbl C cepBepoM (CM. puUCyHok 29),
BbIMNOSTHATE KOMaHAY:

system clock synchronize <server>

admin@sr-be(config)# system clock synchronize time-server

PucyHok 29 — CUHXPOHU3aLUs BpEMEHU 1 AaThbl

roe <server> — |IPv4 agpec, nnbo nmsa cepeepa.

[ns npocmoTpa yctaHoBneHHon Ha CM pgatbl u BpeMeHu (cM. pucyHok 30), BbINONHUTE
KOMaHAay:

show clock

admin@sr-be(config)# show clock
Sun 12 Apr 2015 12:09:25 PM MSK
admin@sr-be(config)#

PucyHok 30 — lNpocmoTp TekyLlen aaTbl U BpeMeHU

7.2. HacTtpouka Tanm-aytoB

Tanm-ayT — BpeMsi, KOTOpOe Nosib3oBaTenb MOXET OCTaBaTbCA HEAKTMBHbLIM, NOCHe Yero
OH OyaeT OTKMYeH POHOBOM CNY>XOOMN.

[na nameHeHus BpeMEHN TalM-ayTOB OCYLLECTBUTE BXOA B HACTPOWKM KOHGUrypawumm
MO CM (cMm. pucyHok 25), BbINOMHMB KOMaHAY:

configure terminal
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[Ana un3mMeHeHus TarM-ayTa HeEaKTMBHOCTW Monb3oBaTens npu paboTte B KOHCONM,
noakrtoyeHHon no SSH (cM. pucyHok 31), BbINOSTHUTE KOMaHAY:

system ssh timeout <timeoutseconds>

admin@sr-be(config)# system ssh timeout 3000

PucyHok 31 — MIameHeHns Tarm-ayTa npu nogkniodeHun no SSH
roe <timeoutseconds> — 3HayeHVe BpeMeHU B CeKyHOax.

[na ycTaHOBKM TanM-ayTa HeaKTMBHOCTW Monfb3oBatens npu paboTe B KOHCOMMW,
nogkntoyeHHon no Telnet (cM. pucyHok 32), BbINOSTHATE KOMaHAY:

system telnet timeout <timeoutseconds>

admin@sr-be(config)# system telnet timeout 3000

PucyHok 32 — IameHeHnst TanMm-ayTa npu nogkniodeHmm no Telnet

roe <timeoutseconds> — 3Ha4yeHMe BpeEMEHUN B CEKyHOAX.
[na ycTaHOBKM TanM-ayTa HEaKTMBHOCTW Monb3oBatens npu paboTe B KOHCOMMW,
nogkntoyeHHon no COM-nopTy (CM. pUCyHOK 33), BbIMOMHUTE KOMaHAY:

system tty timeout <timeoutseconds>

admin@sr-be(config)# system tty timeout 3000

PucyHok 33 — iameHeHunst Tanm-ayTa npu nogknoveHmm no COM-nopty

roe <timeoutseconds> — 3HayeHe BpeMeHU B CEKyHOaXx.
[na ycTaHOBKM TariM-ayTa HEaKTMBHOCTM Nonb3oBaTens npu pabote B Be6-npunoxeHum
(cMm. pucyHOK 34), BbINOMHUTE KOMaHAY:

system web timeout <timeoutseconds>

admin@sr-be(config)# system web timeout 3000

PucyHok 34 — ameHeHna Tanm-ayta npm paboTte B BEG-NpUNOXKEHNN

roe <timeoutseconds> — 3Ha4YeHVe BpeMeHM B CEKyHOaX.
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[ns npocmoTpa yCTaHOBIIEHHOIO BPEMEHU pasnu4yHbIX TakM-ayToB (CM. puUCyHOK 35),
BbIMNOSTHATE KOMaHAY:

show timeout

admin@sr-be(config)# show timeout
CLI inactivity timeout (sec):
Console: 3000

SSH: 3000
Telnet: 3000
web: 3000

admin@sr-be(config)#

PucyHok 35 — lNpocmoTpa Tanm-ayToB

7.3. HanmeHoBaHMe xocTa ip-agpeca

[na nobasneHusa unu yganeHms HaMMeHOBaHUIN XOCTOB OCYLLEeCTBUTE BXOL B HACTPOWMKM
koHdurypaumm N0 CM (cMm. pucyHOK 25), BbINOMHMB KOMaHAY:

configure terminal

[Ons no6aBneHns MMeHn XOCTy onpeaeneHHoro ip-agpeca (CM. pUCyHOK 36), BbINOSTHUTE
KOMaHAay:

ip host <hostname> <ip>

admin@sr-be(config)# ip host myhost 255.255.255.1

PucyHok 36 — [JobaBrneHne umeHmn xocta

roe:
o <hostname> — ycTaHaBnMBaeMoe NMS XOCTa;
o <ip> - ip-agpec B popmaTe X.X.X.X — ansa IPv4; X:X::X:X — ansa IPv6.
[ns yaaneHust MeHu XocTa onpegerieHHoro ip-agpeca (CM. pUcyHoK 37), BbINOHUTE
KOMaHAay:

no ip host <hostname>

admin@sr-be(config)# no ip host ip4-host

PucyHok 37 — YpganeHue nmeHm xocta
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roe <hostname> — yCTaHaBJiInBaeMoe M4 XOCTa.

[ns npocMoTpa HaMMeHOBaHWIA XOCTOB (CM. pUCYHOK 38), BbINOSIHUTE KOMaHAY:

show hosts

admin@sr-be(config)# show hosts

127.0.0.1 localhost

127.0.0.1 sr-be

1 ip6-localhost ip6-loopback
fe00::0 ip6-localnet

ff00::0 ip6-mcastprefix

ff02::1 ip6-allnodes

ff02::2 ip6-allrouters

admin@sr-be(config)#

PucyHok 38 — NpocMoTp HaMMeHOBaHUN XOCTOB

7.4.YKa3aHusi XocTa U LOMEHHOro UMeHU

[ns co3gaHnsa Unn 3MEHEHNst XocTa U IOMEHHOIO UMEHU (CM. pUCYHOK 39), BbINOMHUTE
KoMaHay:

system host-name <hostname> domain-name <domainname>

admin@sr-be(config)# system host-name myhost domain-name wk
admin@myhost(config)#

PucyHok 39 — YKkasaHus MeHn XocTa 1 JOMEHHOIO UMEHM

roe:

o <hostname> — ycTaHaBnMBaeMoe UMs XocCTa;
o <domainname> — ycTaHaBfMBaeMoe Mg JoMeHa.

7.5.HacTtpomnka SSH

[nsa Hactporkn SSH ocywecTBuTe BXof B HAaCTponkun kKoHdurypaumm MO CM (cm. pucyHOK
25), BbINOMHNB KOMaHAy:

configure terminal
Ana nameHeHnsa aktuBHoCTU SSH (CcM. pucyHOK 40), BbINOMHUTE KOMaHAY:

system ssh <changestatus>
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admin@sr-be(config)# system ssh on

PucyHok 40 — NameHeHne akTuBHocTM SSH cepeepa

roe <changestatus> — ykasaHne coctosaHua SSH, moxeT 6biTb on unu off.

[nsa yctaHoBkn Homepa SSH nopTta (CM. pUCyHOK 41), BLINOMHUTE KOMaHAYy:

system ssh port <sshport>

admin@sr-be(config)# system ssh port 2649

PucyHok 41 — YctaHoBku Homepa SSH nopta

roe <sshport>— Homep SSH nopta, o6o3Ha4vaeTcsa Yicnom ot 1 4o 65535.

[nsa yctaHoBkn agpeca SSH nopTta (CM. pUCYHOK 42), BbINONTHUTE KOMaHAYy:

system ssh listen-address <sshaddresses>

admin@sr-be(config)# system ssh listen-address 255.255.255.1

PucyHok 42 — YctaHoBku agpeca SSH nopTta

roe <sshaddresses> — agpec SSH nopta, BBoautcs B Buge X.X.X.X.

[ns ynpaBneHus CNMckom AocTtyna (CM. pUCyHok 43), BbINONHUTE KOMaHAy:

system ssh whitelist <networks>

admin@sr-be(config)# system ssh whitelist 255.255.255.1/20

PucyHok 43 — YkasaHus cnvcka goctyna SSH

roe <networks> — cnucok ceten X. X.X.X/X.

[na HacCTpPOMKM NOBTOPHOIrO MOAKIOYEHNE MpU pa3pbiBe COEAUHEHUS (CM. PUCYHOK 44),
BbIMOMHUTE KOMaHAy:

system ssh limit period-time <periodvalue> count <countvalue>
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admin@sr-be(config)# system ssh limit period-time 60 count 100

PucyHok 44 — OrpaHuyeHnsa nepnoga BpeEMeHN

roe:

o <periodvalue> — 3HayeHue nepuoga B cekyHaax;
o <countvalue> — yctaHaBnmBaeT KONMMYECTBO NOMbITOK NOAKIHOYEHMS.

[nsi HacTpoWkn reHepauMm HOBOTO CEPBMCHOrO Krtova (CM. pUCYHOK 45), BbIMONMHUTE
KoMaHAay:

system ssh key generate <keytype> modulus <keylength>

admin@sr-be(config)# system ssh key generate rsa modulus 256

PucyHok 45 — HacTponkn reHepaLmm HOBOro CEPBMUCHOrO Knroya

roe:
o <keytype> — TuM reHepupyemoro Knroya, BO3MOXHble BapuaHTbl: rsa, dsa, ecdsa,

ed25519;

o <keylength> — gnvHa knoya B 6utax, BO3MOXHble BapuaHThl: 256, 384, 512, 768,
1024, 2048, 4069, 8192.

Onsa pob6asneHus nybnmMyHoro kntoya (CM. pUCyHoOK 46), BbINONHUTE KOMaHAy:

system ssh public-key username <username> key-string <stringvalue>

admin@sr-be(config)# system ssh public-key username user@l key-string sshol

PucyHok 46 — [JobasrneHue nybriMyHOro knoya

roe:

o <username> — UMS NONb3oOBaTENS;
o <stringvalue> — cTpoka C NyGrnYHbIM KITHOYOM.
[na npocmoTpa HacTpoek SSH (CM. pucyHOK 47), BbINOSTHUTE KOMaHAYy:

show system ssh
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admin@sr-be(config)# show system ssh

SSH server enabled
Version: 2
Port: 2649
Listen addresses:
255.255,.255.1
Whitelist:
255.255.255.1/20
admin@sr-be(config)#

PucyHok 47 — NpocmoTp HacTpoek SSH

7.6. Hactpouku SSH VRF

Onsa Hactponkn SSH VRF ocywectBute Bxog B HacTponku kKoHgurypaumm MO CM (cm.
PUCYHOK 25), BbIMOMHUB KOMaHAy:

configure terminal

[ns nameHeHus aktuBHoctn SSH VRF (cM. pycyHOK 48), BbINOMTHUTE KOMaHAY:

system ssh vrf <vrfname> <changestatus>

admin@sr-be(config)# system ssh vrf vrfl on

PucyHok 48 — NameHeHne aktnHoctn SSH VRF cepsepa

roe:

o <vrfname> — HanmeHoBaHne VRF;
o <changestatus> — ykasaHue coctosiHuss SSH VRF, moxeT 6bITb on, off unu restart.

Mpn nepBnyHOM 1 NOBTOPHOB 3anycke Server SSH Ha HecywecTBytowem VRF BblgatoTca
npeaynpexaeHuns (CM. pucyHok 49):

system ssh vrf <vrfname> whitelist <networks>

admin@sr-be(config)# system ssh vrf vrfl on

Warning: SSH server is configured for a non-existent VRF vrfl.
admin@sr-be(config)# system ssh vrf vrfl on

Warning: VRF vrfl does not exist.

PucyHok 49 — MNpeaynpexaeHna SSH VRF

roe:
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o <vrfname> — HaumeHoBaHne VRF;
o <networks>— cnucok ceten X.X.X.X/X.
Server SSH 6yaeT co3gaH, HO He 3anycTtutcsa ecnu He co3gatb VRF. Ecnu VRF 6yget
cosfaH, Toraa SSH cpasy 3anyctutcs (CM. pucyHok 50):
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admin@sr-be(config)# show system ssh
SSH configuration

SSH server enabled
Version: 2
Port: 22
Listen addresses:
all
all-ipvé6
Whitelist:
all
all-ipvé6

SSH server in vrf vrfl enabled but not running
Version: 2
Port: 22
Listen addresses:
all
all-ipvé6
Whitelist:
all
all-ipvé6
SSH timeout: 600

admin@sr-be(config)# ip vrf vrfl
admin@sr-be(config-vrf)#show system ssh
SSH configuration

SSH server enabled
Version: 2
Port: 22
Listen addresses:
all
all-ipvé
Whitelist:
all
all-ipvé

SSH server in vrf vrfl enabled
Version: 2
Port: 22
Listen addresses:
all
all-ipv6
Whitelist:
all
all-ipv6
SSH timeout: 600

PucyHok 50 — YcTtpaHeHnusa owmnbkn SSH VRF

Ana yctaHoskn Homepa SSH VRF nopTa (cMm. pucyHok 51), BbINONHUTE KOMaHAy:
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system ssh vrf <vrfname> port <sshport>

admin@sr-be(config)# system ssh vrfl port 22

PucyHok 51 — YctaHoBku Homepa SSH VRF nopta

roe:

o <vrfname> — HanmeHoBaHne VRF;
o <sshport>—- Homep SSH VRF nopTta, o6o3Ha4yaeTtcs yncrnom oT 1 o 65535.
Ans yctaHoBkun agpeca SSH VRF nopta (CM. pycyHOK 52), BbINOSTHUTE KOMaHAY:

system ssh vrf <vrfname> listen-address <sshaddresses>

admin@sr-be(config)# system ssh vrf vrfl listen-address 122.255.255.1

PucyHok 52 — YctaHoBku agpeca SSH VRF nopTa

roe:

o <vrfname> — HanmeHoBaHue VRF;
o <sshaddresses>— agpec SSH VRF nopta, BBoautcs B Buge X.X.X.X.
Ona ynpaeneHus cnuckom goctyna SSH VRF cepsepa (cMm. pucyHok 53), BbINONHUTE
KOMaHAay:

system ssh vrf <vrfname> whitelist <networks>

admin@sr-be(config)# system ssh vrf vrfl whitelist 122.255.255.1/20

PucyHok 53 — YkasaHus cnmcka goctyna SSH VRF

roe:

o <vrfname> — HaunmeHoBaHne VRF;
o <networks> — cnucok ceten X.X.X.X/X.
[ns HacTpPoONKN NOBTOPHOMO MOLKIOYEHUS MPU paspbiBe COeANHEHNSA (CM. PUCYHOK 54),
BbINOJSIHUTE KOMaHAY:

system ssh vrf <vrfname> limit period-time <periodvalue> count <countvalue>

admin@sr-be(config)# system ssh vrf vrfl limit period-time 60 count 100

PucyHok 54 — OrpaHuyeHnsa nepuona BpeMeHun
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roe:

o <vrfname> — HanmeHoBaHue VRF;
o <periodvalue> — 3HayeHue nepuoaa B cekyHaax;
o <countvalue> — ycTaHaBnNMBaeT KONMYECTBO NOMbITOK MOAKMOYEHUS.
[na HacTpoWKM reHepaumm HOBOFO CEPBMCHOrO Kntoda (CM. pUCYHOK 55), BbiNonHUTE
KOMaHAay:

system ssh vrf <vrfname> key generate <keytype> modulus <keylength>

admin@sr-be(config)# system ssh vrf vrfl key generate rsa modulus 256

PucyHok 55 — HacTponkn reHepaLmm HOBOro CEpBMUCHOrO Knroya

roe:

o <vrfname> — HaunmeHoBaHne VRF;
o <keytype> — TuM reHepupyemoro Knroya, BO3MOXHble BapuaHTbl: rsa, dsa, ecdsa,
ed25519;
o <keylength> — gnuHa knoya B 6utax, BO3MOXHbIE BapuaHThl: 256, 384, 512, 768,
1024, 2048, 4069, 8192.
Onsa po6asneHus nybnmMyHoro krtoya (CM. pucyHok 56), BbINONHUTE KOMaHAy:

system ssh vrf <vrfname> public-key username <username> key-string <stringvalue>

admin@sr-be(config)# system ssh vrf vrfl public-key username admin key-string sshol

PucyHok 56 — [JobasneHue nybnmMyHoro knoya

roe:

o <vrfname> — HanmeHoBaHve VRF;
o <username>— MMs Nofb3oBaTens;
o <stringvalue> — cTpoka ¢ NyGrnYHbLIM KNHOYOM.
[Ana HacTpoOMKM BpeMEHW HEeaKTUMBHOCTWU MOAKMYEHMS (CM. PUCYHOK 57), BbINOMHUTE
KOMaHay:

system ssh vrf <vrfname> timeout <timeoutseconds>

admin@sr-be(config)# system ssh vrf vrfl timeout 600

PucyHok 57 — HacTpolika BpeMeHN HeakTUBHOCTM NOAKITHYEHNS

roe:
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o <vrfname> — HanmeHoBaHue VRF;
o <timeoutseconds> — 3Ha4yeHME BPEMEHMN B CEKYHOAX.
Ons npocmotpa HacTpoek SSH VRF (cMm. pucyHok 58), BbINONHUTE KOMaHAY:

show system ssh

admin@sr-be(config)# show system ssh

SSH server enabled
Version: 2

Port: 2649

Listen addresses:
255.255.255.1

Whitelist:
255.255.255.1/20

SSH server in vrf vrfl enable
Version: 2

Port: 22

Listen address:
122.255.255.1

Whitelist:
122.255.255.1/20

admin@sr-be(config)#

PucyHok 58 — lNpocmoTp HacTpoek SSH VRF

Ansa BeinonHeHus nepesanycka SSH VRF (cMm. pyucyHok 59), BbINOMHUTE KOMaHAYy:

system ssh vrf <vrfname> restart
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admin@sr-be(config)#tsystem ssh vrf vrfl restart
Warning: SSH server is configured for a non-existent VRF vrfl.
admin@sr-be(config)#show system ssh
SSH configuration
SSH server enabled
Version: 2
Port: 22
Listen addresses:
all
all-ipv6
Whitelist:
all
all-ipv6
SSH server in vrf vrfl enabled but not running
Version: 2
Port: 22
Listen addresses:
all
all-ipv6
Whitelist:
all
all-ipv6

SSH timeout: 600

PucyHok 59 — lNepesanyck SSH VRF

rac:

o <vrfname> — HanmeHoBaHue VRF.
[nsa yoaneHns HacTtpoek whitelist SSH VRF (cm. pucyHok 60), BbINONHUTE KOMaHAy:

no system ssh vrf <vrfname> whitelist <networks>

admin@sr-be (config)# no system ssh vrf vrfl whitelist 198.18.0.0/24

PucyHok 60 — YaaneHue HacTpoek whitelist SSH VRF

roe:
o - <vrfname> — HanmeHoBaHue VRF;
o —<networks> — cnucok ceten X. X.X.X/X.

7.7.Hactpouka Telnet-cepBepa

Ons HacTtponkn Telnet ocywiectBute BXO4 B HaCTponkm koHdpurypaumm MO CM (cm.
PUCYHOK 25), BbIMOSHNB KOMaHAY:
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configure terminal
[ns nameHeHus aktuBHocTu Telnet (CM. pucyHOK 61), BbINOSIHUTE KOMAHAY:

system telnet <changestatus>

admin@sr-be(config)# system telnet on

PucyHok 61 — MameHeHne aktnBHocTu Telnet

roe <changestatus> ykasaHue coctosiHus Telnet, moxeT 6bITb on, off unu restart.

[ns npocmoTpa HacTpoek Telnet (cM. pucyHok 62), BbINONHUTE KOMaHAY:

show system telnet

admin@sr-be(config)# show system telnet
Telnet server enable

PucyHok 62 — [NpocmoTp HacTpoek Telnet

[nsa nepesanycka Telnet-cepBepa (CM. pUCyHOK 63), BbINOSTHUTE KOMaHAY:

system telnet restart

admin@sr-be(config)# #system telnet restart
admin@sr-be(config)# show system telnet
Telnet configuration

Telnet server enabled
Port: 23

Listen address: all IPv4
Whitelist:

all-ipv4

all-ipv6

Telnet timeout: 600
admin@sr-be(config)#

PucyHok 63 — lNepesanyck Telnet cepsepa

B cnyyae ecnu Telnet-cepBep HaxoauTcs B BbIKIOYEHHOM cocTosiHun (Telnet server
disable), npu BbINnoNHeHUM koMaHAabl restart nponsonget BkntoveHue (Telnet server enabled).

Ona HacTtporku whitelist, koTopas paspelwaeT coeOuVHEHUA XOCTaM TOJSIbKO U3
onpeneneHHomn cetu (CM. pUCYHOK 64), BbINOMHUTE KOMaHAY:
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system telnet whitelist <networks>

admin@sr-be(config)#tsystem telnet whitelist 10.65.5.104/32
admin@sr-be(config)#tshow system telnet
Telnet configuration

Telnet server disabled
Port: 23
Listen address: all IPv4
Whitelist:
10.65.5.104/32
all-ipv6
Telnet timeout: 600

PucyHok 64 — HacTtpownka whitelist

roe <networks> — cnucok ceten X.X.X.X/X.

[nsa HacTpouku listen-address, koTopasa no3BonsieT npocnywueaTb agpeca (CM. pUCYHOK
65), BbIMNONHUTE KOMaHAy:

system telnet listen-address <ipaddr>

admin@sr-be(config)# system telnet listen-address 10.65.5.99
admin@sr-be(config)# show system telnet
Telnet configuration

Telnet server enabled
Port: 23
Listen address: 10.65.5.99
Whitelist:
all-ipv4
all-ipv6
Telnet timeout: 600

admin@sr-be(config)# show tcp

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0 0 0.0.0.0:22 0.0.0.0:%* LISTEN
tcp 0 0 10.65.5.99:23 0.0.0.0:* LISTEN

PucyHok 65 — HacTtpowika listen-address

roe <ipadress> —IPv4/IPv6 agpecca ans npocnyLmBaHus.

Ansa ynaneHus HacTpoek whitelist (cM. pucyHOK 66), BbINOMHUTE KOMaHAy:

no system telnet whitelist <networks>
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admin@sr-be(config)# no system telnet whitelist 10.65.5.104/32
admin@sr-be(config)# show system telnet
Telnet configuration

Telnet server disabled
Port: 23
Listen address: all IPv4
Whitelist:
all-ipva
all-ipv6
Telnet timeout: 600

PucyHok 66 — YaaneHue HacTpoek whitelist

roe:
o <networks> — cnucok ceten X.X.X.X/X.

7.8. Hactpowmka Telnet-cepBepa Ha VRF

Ansa nogkntoveHna Telnet-cepeepa Ha VRF, (cMm. pucyHok 67), BbINOMHUTE KOMaHAy:

system telnet vrf <vrfname> <changestatus>

admin@sr-be(config)# system telnet vrf vrfl on

PucyHok 67 — IameHeHne aktnBHocTu Telnet-cepsepa Ha VRF

roe:
o <vrfname> — HanmeHoBaHne VRF;
o <changestatus> — ykasaHue coctosHus Telnet-cepBepa, moxeT 6biTb on, off nnu
restart.

Ecnn 3agaHHoro VRF He cyuwectByeT, TO npu BbINOfAHEHUM OygeT BbligaHo

npegynpexageHue (cM. PucyHok 68):

admin@sr-be(config)# system telnet vrf vrfl port 200
Warning: Telnet server is configured for a non-existent VRF vrfl.

PucyHok 68 — lNpegynpexaeHue 06 otcytcteum VRF

Telnet-cepep 6yaet co3gaH, HO He 3anycTutcs, ecnu He OGyaeT 3agaH VRF. [Ons

ycTpaHeHus ownbkn Tpebyetcsa cos3gatb VRF 1 Telnet , 6yaet 3anyweH (CM. pucyHok 69)
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admin@sr-be (config)# ip vrf vrfl
admin@sr-be (config) # show system telnet
Telnet configuration

Telnet server disabled
Port: 23
Listen address: all IPv4
Whitelist:
all-ipvé
all-ipvo

Telnet server in vrf vrfl disabled
Port: 200
Listen address: all IPv4
Whitelist:
all-ipv4
all-ipvé
Telnet timeout: 600

PucyHok 69 — YcTtpaHeHue owmnbkn Telnet-cepeepa Ha VRF

[nsa HacTponku listen-address Ha VRF, KoTopasi no3BosniseT npocnywmBaTh agpeca

(cMm. pucyHok 70), BbINOMTHATE KOMaHAY:

system telnet vrf <vrfname> listen-address <ipaddr>

admin@sr-be (config) # system telnet vrf vrfl listen-address 198.18.0.1
Warning: Telnet server is configured for a non-existent VRF vrfl.
admin@sr-be (config) # show system telnet

Telnet configuration

Telnet server disabled
Port: 23
Listen address: all IPv4
Whitelist:
all-ipv4
all-ipveé

Telnet server in vrf vrfl disabled
Port: 23
Listen address: 198.18.0.1
Whitelist:
all-ipv4
all-ipvé
Telnet timeout: 600

PucyHok 70 — Hactpowka listen-address Ha VRF

roe:
o <vrfname> — HaunmeHoBaHue VRF;
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o <ipadress> —IPv4/IPv6 agpecca ans npocnyLmnBaHus.

IOna Hactpounku whitelist Ha VRF, koTopasa paspeluaeT coeguMHEHUS XOCTaM TONbKO U3

onpeneneHHom cetn (CM. PUCYHOK 71), BbIMONHUTE KOMaHAY:

system telnet vrf <vrfname> whitelist <networks>

admin@sr-be (config) # system telnet vrf vrfl whitelist 10.10.10.0/24
admin@sr-be (config)# system telnet restart
admin@sr-be (config) # show system telnet
Telnet configuration
Telnet server enabled
Port: 23
Listen address: all IPv4
Whitelist:
all-ipv4
all-ipvé
Telnet server in vrf vrfl enabled
Port: 100
Listen address: 192.168.0.2
Whitelist:
10.10.10.0/24
all-ipv6
Telnet timeout: 600
PucyHok 71 — HacTtpowuka whitelist Ha VRF
roe:

o - <vrfname> — HanmeHoBaHue VRF;
o —<networks> — cnucok ceten X.X.X.X/X.

[ns yoaneHus HacTtpoek port Ha VRF (CM. pUCYHOK 72), BbINOMTHATE KOMaHAY:

no system telnet vrf <vrfname> port <portnumber>

admin@sr-be (config)# no system telnet vrf vrfl port

PucyHok 72 — YpaneHune HacTpoek port Ha VRF

roe:
o <vrfname> — HaunmeHoBaHne VRF;
o <portnumber> — HomMep nopTa.

Ansa ynaneHus HacTpoek whitelist Ha VRF (cM. pucyHok 73), BLINONHUTE KOMaHAy:

no system telnet vrf <vrfname> whitelist <networks>
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admin@sr-be(config)# no system telnet vrf vrfl whitelist 10.65.5.104/32

admin@sr-be(config)# show system telnet
Telnet configuration

Telnet server disabled
Port: 23

Listen address: all IPv4
Whitelist:

all-ipva

all-ipv6

Telnet server in vrf vrfl disabled
Port: 23
Listen address: all IPv4
Whitelist:
all-ipv4
all-ipv6
Telnet timeout: 600

PucyHok 73 — YpganeHue HacTpoek whitelist Ha VRF

roe:
o <vrfname> — HaumeHoBaHue VRF;
o <networks> — cnucok ceten X.X.X.X/X.

[na ynaneHus HacTpoek listen-address Ha VRF (cM. pucyHOK 74), BbINOSTHUTE KOMaHAY:

no system telnet vrf <vrfname> listen-address <ipadress>

admin@sr-be(config)# no system telnet vrf vrfl listen-address

PucyHok 74 — YpaaneHue HacTpoek listen-address Ha VRF

roe:
o <vrfname> — HaunmeHoBaHne VRF;
o <ipadress> —IPv4/IPv6 agpecca ans npocnyLmnBaHus.

7.9. Hactpouku Telnet-knueHTa

[nsa HacTponkn Telnet-knneHTa (CM. pUCYHOK 75), BbINONIHUTE KOMaHAY:

telnet <ipaddr> port <portnum>

admin@sr-be# telnet 10.65.5.104 port 23
Trying 10.65.5.104...
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Connected to 10.65.5.104.

Escape character is '7]°'.

SR-BE

sr-be login: admin

Password:

Last login: Thu Nov 12 19:52:56 MSK 1970 on pts/1

19:54:16 up 23:04, 2 users, load average: 0.06, 0.05, 0.01
Last login: Thu Nov 12 19:54:16 on pts/1

PucyHok 75 — YpaneHHbin Bxog B cuctemy Telnet-knveHTa

roe:
o <ipaddr> — IP-agpec Telnet-knueHTa;
o <portnum> — Homep nopTa.

Onsa HacTtponkn Telnet-knuenTta Ha VRF, (cM. pucyHOK 76), BbINOSIHUTE KOMaHAy:

telnet <ipaddr> port <portnum> vrf <vrfname>

roe:
o <ipaddr > — IP-agpec Telnet-knneHTa;
o <porthum> — HOMep NopTa;
o <vrfname> — HaunmeHoBaHne VRF.

admin@sr-be(config)# telnet 198.18.0.1 port 23 vrf vrfl

Trying 198.18.0.1...

Connected to 198.18.0.1.

Escape character is '~]°'.

SR-BE

sr-be login: admin

Password:

Last login: Wed Jul 31 17:29:05 MSK 2024 on ttySe

17:33:14 up 1 day, 47 min, 1 user, load average: 0.05, 0.01, 0.00

Last login: Wed Jul 31 17:33:14 on pts/0

PucyHoK 76 — YaaneHHbIn Bxog B cuctemy Telnet-knneHTta Ha VRF

7.10. Hactpouka TFTP cepBepa

Ona HacTtponkun TFTP ocywectsute BXOA4 B HACTPOWMKM KoHdurypaumm MO CM (cm.
PUCYHOK 25), BbIMOSHNB KOMaHAY:

configure terminal
Ana nameHeHunsa aktmueHoctn TFTP cepBepa (CM. pUCYHOK 77), BbINOMHUTE KOMaHAYy:

tftp <changestatus>
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admin@sr-be(config)# tftp on

PucyHok 77 — 'ameHeHne aktnBHoctn TFTP cepBepa

roe <changestatus> — ykasaHune coctosHua TFTP cepsepa, MoxeT 6biTb on nnu off.

Ona npocmoTpa HacTpoek TFTP cepBepa (CM. pUCyHOK 78), BbIMOMHUTE KOMaHAy:

show tftp

admin@sr-be(config)# show tftp
mult.json

PucyHok 78 — lNpocmoTtp HacTpoek TFTP cepepa
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8. lononHuTenbHble BO3MOXHOCTU

Bce gyHkumoHanbHble Bo3aMmoxxHOCTH 1O CM 1 komaHabl 415 UX BbINOSTHEHUSI NPUBELEHDI
B NpunoxeHnn K pykosoactaey onepatopa RU.07622667.00004-01 34 01-2.
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9. OGHOBNEHUEe NporpamMmbl

Ons npoBegeHuss pabotbl no obHoeneHuto 1O CM Heobxogumo opraHM3oBaTb
aBTOMaTn3anpoBaHHoe paboyee mecto (ganee — APM). [Mpouecc opraHnsaumm APM onuncaH B
NpMNoXeHun 1 K HacTosALLEMY PYKOBOACTBY.

O6HoBEHME NporpaMMHOro obecneyeHnss MoXeT NPOM3BOAUTL NOMNb30BaTESb C YPOBHEM
npusunerun 15.

9.1. O6HoBneHue NMNO CM c nomowbio USB-Hocutens

C nomoubio APM cospanTe ycTaHOBOYHbIM USB-HOCUTENb BbIMOMHASA cregyoLwme aTansbl:
o oTdopmatnpynte USB-HocuTenb B dpopmarte «FAT32»;
o ycTtaHoBuUTe MeTKy ToMa Kak «INSTALLERY;
o cKonupymnTe B KOpHeBYto nanky USB-HocuTens dann obHosnenna ansa MO CM.

»

MpumeyaHne

danin gormkeH HasbiBaTbCcs «image.fwy.
dann oOHOBNEHNa MOXHO ckadaTtb ¢ canTa htips://istokmw.ru/service-router/

MoakntounTe yctaHoBoYHbIM USB-HocuTenb k pazbemy USB1 CM Ha nuueBon vyacTu.
C nomouwbto APM npoBepbTe, 4To CM BKIOYEH M 3arpy3ka CMCTEMbI 3aBepLUMniach.
OcyuiectBnTe BX0o4 B CUCTEMY (CM. PUCYHOK 79).

MpumeyaHne

Mo ymon4yaHumto norvH «adminy, naponb «admin». [NMpyn BBOAE Naponsa CUMBOSbI Ha
3KpaHe He oTobpaxatoTcs.

sr-be login: admin
Password: _

PucyHok 79 — Bxog agMuHa B cUCTEMBbI

3anyctute obHoBneHne MO CM (cMm. pucyHok 80), BbINOMHMB KOMaHAYy:

system upgrade

Last login: Tue Jun 9 11:51:45 UTC 2020 on ttyl
12:58:29 up 3 min, © users, load average: 0.02, 0.03, 0.01

admin@sr-be# system upgrade

PucyHok 80 — 3anyck obHoBneHue MO CM

MoaTteBepauTte HeobxoanmocTb o6HoBNeHus MO CM (cMm. pucyHok 81), BBEAS B KOHCOSb:

yes
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Last login: Tue Jun 9 11:51:45 UTC 2020 on ttyl
12:58:29 up 3 min, © users, load average: 0.02, 0.03, 0.01

admin@sr-be# system upgrade
You are preparing to install software updates. This process may take a lot of time

Are you sure you want to proceed?[yes]: yes

PucyHok 81 — MoaTBepxaeHne HeobxoaAMMocT 06HOBNEHNUSI NporpaMmbi

Bbibepute USB-HOCUTENb B KQYECTBE MECTA, e pacnosnoXeH gains ¢ 06HOBMEHNEM (CM.
PUCYHOK 82), BBEAS B KOHCOJb:

flash

For update installation you have to provide update source files.
You will have to choose one of the two ways to get them:
1. Copy from usb device (flash).
If you select this option required files will be copied from device inserted
in usb port.

2. Copy from url.
You will have to provide a url to download source files from.

You will also be prompted for username/password if they are required for
authentication.
Please choose your source[flash/url]: flash

PucyHok 82 — Beibop mecTa HaxoxaeHus channa

Beegute Ha3BaHue hanna ¢ gaHHbIMM OBHOBNEHMUS (CM. PUCYHOK 83).

»

MpumeyaHne

daiin gormkeH HasbiBaTbCsa «image.fwy.

For update installation you have to provide update source files.
You will have to choose one of the two ways to get them:
1. Copy from usb device (flash).
If you select this option required files will be copied from device inserted
in usb port.

2. Copy from url.
You will have to provide a url to download source files from.

You will also be prompted for username/password if they are required for
authentication.
Please choose your source[flash/url]: flash
Please enter path to installation file: image.fw

PucyHok 83 — Beoa Ha3BaHuA (hanna

[Mocne 4ero HayHeTCs KoOMMpoBaHWe Heobxogumbix AOns obHoBreHus hannos (cMm.
PUCYHOK 84).
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Starting to copy installation files from flash
218202112 6anT (218 MB, 208 MiB) ckonupoBaHo, 10 s, 21,8 MB/s
6752+1 3anucein Nony4veHo
6752+1 3anucen OTMNpaB/IeHO
221265920 6anTt (221 MB, 211 MiB) ckonupoBaHo, 10,1631 s, 21,8 MB/s
Copied files from flash
Copied files...

PucyHok 84 — lNpouecc konupoBaHus hannos

MoaTBepanTe coxpaHeHne HacTpoek npoduner (CM. pucyHok 85), BBeas B KOHCONb:

yes

Starting to copy installation files from flash
218202112 6ainT (218 MB, 208 MiB) ckonupoBaHo, 10 s, 21,8 MB/s
6752+1 3anucer nony4eHo
6752+1 3anucen OTMNpaBJIeHO
221265920 6ainT (221 MB, 211 MiB) ckonupoBaHo, 10,1631 s, 21,8 MB/s
Copied files from flash
Copied files...

To preserve your settings you should backup your profiles.
If you choose not to backup profiles, some settings may be lost in update
Do you want to backup your profiles?[yes]: yes

PucyHok 85 — lNoaTreepxaeHne coxpaHeHust HacTpoek npodunen

N3eneknte USB-dnaw Hakonutensb ns CM.
MoaTBepauTe 3anyck yCTaHOBKKU (CM. pUCYHOK 86), BBEAS B KOHCOSb:

yes

To preserve your settings you should backup your profiles.

If you choose not to backup profiles, some settings may be lost in update
Do you want to backup your profiles?[yes]: yes

backup profiles

System will now reboot to start installation.
This process will take a long time and you will not be able to abort it
Do you want to proceed with installation?[yes/no]: yes

PucyHok 86 — lNogTeepxaeHne 3anycka yCTaHOBKU

Mocne aBTomaTnyeckomn nepesarpyskm CM HavHeT npouecc obHoBneHns MO CM (cwm.
PucyHok 87)
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Installing

Preparing filesystem
Make new files and dirs on /dev/sdal
[base] Install zlib

PucyHok 87 — O6HoBneHue N0 CM

Mo okoH4YaHuo obHoBNEHMs CM nepesarpy3anTcs U BEPHETCSA B LUTATHbINA peXum paboTbl.
9.2. Ob6HoBneHue MO CM c nomouwsio FTP cepBepa

Moagkniounte CM Kk umetowwemycsa FTP cepsepy.
PaamecTtute Ha FTP cepBepe cann obHoBnenunsa gns MO CM.

MpnmeyaHne

dann gormkeH HasbiBaTbCs «image.fwy.
dann oOHOBNEHNa MOXHO ckadaTtb ¢ canTa htips://istokmw.ru/service-router/

OcyuwiectBnte BX0o4 B CUCTEMY (CM. PUCYHOK 79).

MpumeyaHne

Mo ymon4yaHumto norvH «adminy, naponb «admin». [Npn BBOAE Naponsa CUMBOMbI Ha
3KpaHe He oTobpaxatoTcs.

3anyctute obHoBneHue MO CM (cMm. pucyHok 80), BbINOMHMB KOMaHAYy:
system upgrade

MNMoaTteepanTe HeobxoanmocTb 06HoBReHUsA MO CM (cMm. pucyHok 81), BBeAs B KOHCONb:

yes

Bbibepute yaaneHHbI NICTOYHUK (CM. pUCYHOK 88), BBEASA B KOHCOISb:

url
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For update installation you have to provide update source files.
You will have to choose one of the two ways to get them:
1. Copy from usb device (flash).
If you select this option required files will be copied from device inserted
in usb port.
2. Copy from url.
You will have to provide a url to download source files from.
You will also be prompted for username/password if they are required for
authentication.
Please choose your source[flash/url]: url

PucyHok 88 — Beibop MecTa HaxoxaeHus channa

BBeguTte B KOHCOSMb yHMBEpCasribHbIM yKasaTenb pecypca go ganna obHoBneHus (cm.

pUCyHok 89).

»

MpumeyaHne

dain gormkeH HasbiBaTbCs «image.fwy.

For update installation you have to provide update source files.
You will have to choose one of the two ways to get them:
1. Copy from usb device (flash).
If you select this option required files will be copied from device inserted
in usb port.
2. Copy from url.
You will have to provide a url to download source files from.
You will also be prompted for username/password if they are required for
authentication.
Please choose your source[flash/url]: url
Currently supported protocols: http, sftp, tftp, ftp
Please enter url: ftp://192.168.1.2/sr-be/cs/repo/image.fw

PucyHok 89 — Beog nytu fo canna

Nocne 4ero HayHeTCs KOMMpOBaHWE HeobxoauMmbIX Ans OB6HOBMNeHus dannos (CMm.

pucyHok 90).

Starting download...

Download completed: 211.0/211.0M (100%) time spent: ©:00:09
Download completed!

Copied files...

PucyHok 90 — lNpouecc konuposaHus pannos
MoaTBepanTe coxpaHeHne HacTpoek npodunen (CM. pucyHok 85), BBeas B KOHCOb:

yes
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MoaTBepanTe 3anyck yCTaHOBKU (CM. PUCYHOK 86), BBEASI B KOHCOSb:

yes

lMocne aBTomaTudeckon nepesarpyskn CM HauHeT npouecc obHoneHus MO CM.

Mo okoH4yaHuto o6HoBNeHNss CM nepesarpy3nTcsl 1 BEpHETCS B LUTATHbIA PeXuM paboTbl.

9.3. O6bHOBREHUe nporpammHoro obecrne4veHus U-boot nu BMC

C nomouubto APM cospganTe ycTaHOBOYHbIN USB-HOCUTENb BbINOMHASA crieayoLwme aTansbl:

o oTdopmatupymte USB-Hocutenb B hopmate «FAT32y;

o ycTtaHoBuUTe MeTKy ToMa Kak «INSTALLERY;

o CKOMupymnTe B KOpHeBYIo nanky USB-HocuTens gann obHOBNEHNs Ang nporpaMmmsl;

o MpoBepbTe HasblBaHUA anna CoOTBETCTBUIO «rtlmb.rom», ecnn HasBaHue
oTnn4aeTcs — nepeMMeHymnTe ero.

MogkntounTe yctaHoBoYHbIM USB-HocuTenb k pasbemy USB1 CM Ha nvueBon 4YacTu.

Mepesarpysnte CM ansa nonagaHms B boot menu (cM. pucyHok 91), BbINOMHMB KOMaHAY:

system reboot

Last login: Tue Jun 9 11:51:45 UTC 2020 on ttyl
12:58:29 up 3 min, © users, load average: 0.02, 0.03, 0.01

admin@sr-be# system reboot

PucyHok 91 — Boot menu

»

MpumeyaHne

Takke CM MOXHO nepesarpy3ntb, KpaTKOBPEMEHHO 06ECTOUMB €ro.

Ncnonbays knasunaTypy BbibepuTte nyHKT «FW update», nocne 4ero HayHeTcs npouecc

0BHOBNEHUS (CM. PUCYHOK 92).

--== RT1IMB boot menu ==--

Normal boot

FW update

BMC console
U-Boot console

Press UP/DOWN to move, ENTER to select menu entry 1

PucyHok 92 — O6bHoBneHue U-boot
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No okoH4YaHWIO OOHOBNEHUA cucTtema BepHeT BO3MOXHOCTb BBO4A KOMaHA, (CM. PUCYHOK
93).

SF: Detected MX25U12832F with page size 256 Bytes, erase size 64 KiB, total 16 MiB
(Re)start USB...

USBO: Register 1000140 NbrPorts 1

Starting the controller

USB XHCI 1.00

scaning bus © for devices... 3 USB Device(s) found
scaning usb for storage devices... 1 Storage Device(s) found
scaning usb for ethernet devices... @ Ethernet Device(s) found

reading rtlmb.rom

16777216 bytes read in 8761 ms (1.8 MiB/s)

131072 bytes written, 16646144 bytes skipped in 109.488s, speed 158275 B/s
BAIKAL #_

PucyHok 93 — OkoH4aHue obHoBreHune U-boot
N3meHnTe HacTporiku 3anycka CM (cMm. pucyHok 94), BbINONHUB KOMaHAbI:

setenv ci_installed1

saveenv

SF: Detected MX25U12832F with page size 256 Bytes, erase size 64 KiB, total 16 MiB
(Re)start USB...

USBO: Register 1000140 NbrPorts 1

Starting the controller

USB XHCI 1.00

scaning bus @ for devices... 3 USB Device(s) found
scaning usb for storage devices... 1 Storage Device(s) found
scaning usb for ethernet devices... @ Ethernet Device(s) found

reading rtlmb.rom

16777216 bytes read in 8761 ms (1.8 MiB/s)

131072 bytes written, 16646144 bytes skipped in 109.488s, speed 158275 B/s

BAIKAL # setenv ci_istalledl

BAIKAL # saveenv

Svaing Environment to Flash...

SF: Detected MX25U12832F with page size 256 Bytes, erase size 64 KiB, total 16 MiB
Erasing SPI flash...done

Writing to SPI flash...done

BAIKAL#

PucyHok 94 — I3meHeHne HacTpoeK 3anycka

[ns Bo3BpalleHus Kk wTaTHoOM pabote Heobxoommo nepesarpy3ute CM, gns aToro

KpaTKOBPEMEHHO 06eCcToYbTE €ro.

9.4. CopocC K 3aBOACKUM HacTporKam

C nomowbio APM npoBepbTe, 4To CM BKITHOYEH M 3arpy3ka CUMCTEeMbl 3aBepLunnach.
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OcyuwiectBnte BXo4 B CUCTEMY (CM. PUCYHOK 79).

" TlNpumeyaHue

Mo ymon4yaHuto norvH «adminy, naponb «admin». [Npn BBOAE Naponsa CUMBOSbI Ha
9KpaHe He oTobpaxatoTcs.

3anyctute npouecc cbpoca Kk 3aBoackum HacTtpomkam 1O CM (cm. pucyHok 95),

BbIMOJIHNB KOMaHAY:

factory-default

Last login: Sun Apr 12 13:11:11 MSK 2015 on ttySO
12:10:27 up 3 min, © users, load average: 0.25, 0.32, 0.14

admin@sr-be# factory-default

PucyHok 95 — 3anyck cbpoca k 3aBoackmm HacTporikam 1O CM

MoaTtBepauTe 3anyck cbpoca kK 3aBogcknm HacTtporikam MO CM (cm. pucyHok 96), BBeas

B KOHCOIJ1b:

deleted all

admin@sr-be# factory-default

You are attempting to reset device to factory default state.

This device will be rebooted and will start installation of default software
version.

You will lose all of your data: settings, profiles, users, logs etc.

This process IS NOT REVERSIBLE.

Are you sure you want to proceed? If you are sure enter ‘deleted all’ or enter ‘no’

to cancel: deleted all

PucyHok 96 — lNoareepxxaeHune 3anycka cbpoca k 3aBofcknum Hactponkam NO CM

lMocne aBTomaTu4deckon nepesarpys3kn CM HauHeTcsa npouecc cbpoca HacTpoek 1O CM.

Mo okoH4yaHuto cOpoca HacTpoek CM nepesarpy3vTcsl U BEpPHETCS B LUTATHbIN PEXUM

paboThbl.
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MNMepeyeHb yCrNOBHbLIX 0003HA4Y€HUN U COKpaLLEeHUN

APM
oC
Nno Cm
Nn3BM
CM
CBQ
DNS
BFD
BGP
BPDU
CARP
CLI
DHCP
DMVPN
DSCP
DSA
FIFO
FTP
GRE
GRED
HFSC
HTB
IGMP
IP
IPIP
IPSec
IP SLA
IS-1S
L2TP
LACP
LLDP
MAC
MPLS
MSTP

ABTOMaTU3NpoBaHHOe paboyee MecTo
OnepaunoHHas cuctema

MporpammHoe obecneveHms cepBUCHOro MappyTtudaTtopa CS
MepcoHanbHas aneKTPOHHO-BbIYUCIIUTENBHASA MaLLMHA
CepBucHbI mapupyTtmsatop CS
Class-based queueing

Domain Name System

Bidirectional Forwarding Detection

Border Gateway Protocol

Bridge Protocol Data Unit

Common Address Redundacy Protocol
Command-Line Interface

Dynamic Host Configuration Protocol
Dynamic Multipoint Virtual Private Network
Differentiated Services Code Point
Distributed Switch Architecture

First In, First Out

File Transfer Protocol

Generic Routing Encapsulation
Generalized RED

Hierarchical fair-service curve

Hierarchical Token Bucket

Internet Group Management Protocol
Internet Protocol

Internet Protocol in IP

IP Security

Internet Protocol Service Level Agreement
Intermediate System to Intermediate System
Layer 2 Tunnelling Protocol

Link Aggregation Control Protocol

Link Layer Discovery Protocol

Media Access Control

Multiprotocol Label Switching

Multiple Spanning Tree Protocol
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NAPT
NAT
NTP
OpenVPN
OSPF
PAT
PIM
PPTP
PPPoE
PQ
RFC
RSTP
QoS
RADIUS
RED
RIO
RIP
RIPng
SFQ
SNMP
SSH
STP
TACACS+
TBF
TCP
TFTP
ToS
UDP
UMSD
VLAN
VRF
VRRP
WFQ
WRED
WRR

Network Address Port Translation
Network Address Translation
Network Time Protocol

Open Virtual Private Network

Open Shortest Path First

Port address translation

Protocol Independent Multicast
Point-to-Point Tunneling Protocol
Point-to-point protocol over Ethernet
Priority Queuing

Request for Comments

Rapid spanning tree protocol
Quiality of Service

Remote Authentication Dial-In User Service
Random early detection

RED In/Out

Routing Information Protocol

RIP next generation

Stochastic Fairness Queueing
Simple Network Management Protocol
Secure Shell

Spanning Tree Protocol

Terminal Access Controller Access Control System plus
Token Bucket Filter
Transmission control protocol
Trivial File Transfer Protocol

Type of Service

User Datagram Protocol

Unified Marvell SOHO Driver

Virtual Local Area Network

Virtual Routing and Forwarding
Virtual Router Redundancy Protocol
Weighted Fair Queuing

Weighted Random Early Detection
Weighted Round Robin
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MpunoxeHune 1 PyKoBOACTBO CUCTEMHOIO NporpammMmcTa
MoarotoBka aBTOMaTU3NPOBaAHHOro paboyero mecrta RU.07622667.00004-01 32 01

MpunoxeHue 1
NoaroTroBka aBTOMaTU3MPOBaAHHOIO paboyero Mecrta

1. AnnapaTHble cpeacTea

Ons npoeeneHns paboThl C  nporpammon HeobxoanmMo OpraHM3oBaThb
aBTOMaTU3NpoBaHHOE paboyee MecTo.

MepeyeHb obopyaoBaHuMs M NporpammMHOro obecneyeHuns, Bxogswero B coctas APM,
npuBenéH B Tabnuue 1.1.

Tabnuua 1.1 — lNepeyeHb 06opyaoBaHUsA 1M NporpamMmmMHoro obecneyeHus n3 coctasa APM

Kon-Bo, | [MpnmeyaHne
LT.

HavnmeHoBaHune

M3BM c yctaHosneHHon OC Windows 10, B cocTaBe:
a) CMCTEMHBIN BITOK C XapaKTEPUCTUKAMWN HE XYXKe:

— npoueccop ¢ yactoton 1 Iy,

— 06bém onepatnBHon namsatm — 2 'b;

— AOCTYMHbIN 06BEM XEcTKoro aucka — 32 I'b;
— Bngeoagantep — DirectX 9; 1
— nHTepdericel — USB 2.0, RJ-45 — 1 wrt,;
— YCTPOWCTBO YTEHUSA KOMMaKT—AMNCKOB.

0) MoHuTOP;

B) KnaBmaTypa;

) MaHWUNYNATOP TMNA «MbILWbY.

KaGenb-agantep USB ¢ pasbémom DB9 (RS-232) 1

PutTY 1

2. MopknoyeHne ycTponcTs

[na nposeaeHus pabot ¢ N0 CM:

o npoussegute noakntodeHne APM k annapatHon nnatgopme CM nocpeactsom
KOHconbHoro kabens RJ-45 — DB9 npeacraBneHHoOe Ha pucyHke 1.1:
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PucyHok 1.1 — PacnpefeneHune KOHTaKToB pa3beMoB Kabens koHconbHoro RJ45-DB9

KPIMI.465965.002
" TNpumeyaHue
B cnyuae otcytctBusa nopta DB9 Ha APM, Heob6xoanmo ucnonb3oBaTtb kabenb-agantep
USB - DB9 (RS-232). YcraHOBUTbL MCMNONb3yeMble aganTepoM Jpareepa Mo
HeobxoaMMocCTw.

NnpoBepbTE KOPPEKTHOCTb NoAKNYeHusa nsgenusa Kk APM, B aucnetdyepe yCTPOUCTB;
3anyctute nporpammy PUuTTY u B €€ rmaBHOM OKHe yKaxuTe:
TUN nogknto4veHns — Serial;
HOMep nopTa n3 gucnetyepa ycrponcts OC;
ckopocTtb — 115200;

o BO BKnagke «Serial» npoBepbTe HACTPOMKM MCTOYHWKOB BBOAA, AOS11 KOPPEKTHOM
paboTbl BbicTaBute Ha «Noney;

o nogknouuntecb kK CM, HaxxaB Ha kHonky Open.

Mocne atoro, nHtepcgenc DB9 (RS-232) cTaHeT akTUBHbIM Ha Npuém curHanos, APM
OygeT cumMTaTbCs NOAroTOBMEHHBLIM K paboTe.

O O O O O

MpumeyaHne

B cnyyae otcytctBus 3arpy3km MO CM Heobxogmmo:

o nepesarpy3mtb CM nyTem OTKIIOYEHUS U BKITIOYEHUS MUTAHWS;

o MNpOBEPUTb NOAKMOYEHME YCTPOMCTB, B YACTHOCTM pacnanky kabena DB9 — RJ-45 (cwm.
Ha pucyHkax 1.1, Owmnobka! MCTOUYHUK CCbINIKU He HauAeH.);

o npoBepuTb HacTporkn COM-nopta B PUTTY.
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MpunoxeHue 2
YpaneHHoe

noaknw4vyeHune K cepBUCHOMY
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PyKOBOJJ,CTBO CUCTEMHOrO nporpamMmmMmucTa

RU.07622667.00004-01 32 01

MpunoxeHune 2
YpaneHHoe NnogKnYeHne K CepBUCHOMY MapLUpyTU3aTopy

1. YpaneHHbI BXog B cMcteMy ¢ nomoubio SSH

Ons yoanenHoro goctyna k CM ¢ nomouwbto npoTtokona SSH HeobxoauMo BbINOSTHUTb

HaCTPOWKy CeTu YCTPOWCTBa, C KoToporo Gyaer ocywecTBnaTbea nogkrntodenne (TCP/IPv4).

OTkoppekTupynTe IP-agpec yCTPONUCTBa, ero Macky n agpec Lwo3a.

MpumeyaHne

Mo ymonuanuto IP-agpec — 192.168.0.100, macka nogcetnm — 255.255.255.0, agpec
wno3a — 192.168.0.1.

YTto0bl y3HaTh IP-agpeca nHtepdencos CM (cM. pucyHok 2.1 ), BLINONMHUTE KOMaHAYy:

show interfaces brief

Interface
ethl

eth2
switchportl
switchport2
switchport3
switchport4
switchport5
switchport6
switchport?
switchport8

admin@sr-be#

admin@sr-be# show interfaces brief

HW Address IPv4 Address
00:e6:59:1e:68:01 unassigned
00:e6:59:1e:68:02 192.168.0.1/24

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

Admin/Link
UP/DOWN
UP/DOWN
DOWN/DOWN
DOWN/DOWN
DOWN/DOWN
DOWN/DOWN
DOWN/DOWN
DOWN/DOWN
DOWN/DOWN

DOWN/DOWN

DHCPv4 Description
ON

OFF

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

PucyHok 2.1 — IP-agpeca nHTepdencos
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C nomoLbio KOMaHOHOW CTPOKM OCyLLeCTBUTE yadaneHHoe MOAKNoYeHne (CM. pUCYyHOK
2.2), BbINONHUB KOMaHAy:

ssh <username>@<ipaddress>

C:\User\admin>ssh admin@192.168.0.1

PucyHok 2.2 — Beibop Homepa nopTa

roe:
o <username> — HauMeHOBaHWe Norib3oBaTens;
o <ipaddress> — ip-agpec CM.
MoaTBepauTe yaaneHHoe noakntoyeHne (CM. pUucyHok 2.3), BBEAS! B KOHCOSb:
yes

C:\User\admin>ssh admin@192.168.0.1

The authenticity of host €192.168.0.1 (192.168.0.1)° can’t be established.
RSA key fingerprint is SHA256:FzmnRyWGBIFXGJMEEiWLOv87Bim1hH1EmwwxDidEi9o0.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

PucyHok 2.3 — lNoaTreepxaeHne yganeHHoro noaknioyeHus

BBeguTte naponb Ans ocywecTBeHna Bxoaa nonb3oBaTens (CM. pUCyHoK 2.4).

C:\User\admin>ssh admin@192.168.0.1

The authenticity of host €192.168.0.1 (192.168.0.1)° can’t be established.
RSA key fingerprint is SHA256:FzmnRyWGBJIFXGJMEEiWLOv87Biml1hH1EmwwxDidEi9o0.
Are you sure you want to continue connecting (yes/no/[fingerprint])? Yes
Warning: Permanently added €192.168.0.1° (RSA) to the list of known hosts.
admin@192.168.0.1°s password:

PucyHok 2.4 — Bxopg nonb3oBaTens

»

MpumeyvaHne

Mpu BBOAE Napons CMMBOJSbI HA 3KpaHe He oTobpaxaloTcs.

YaaneHHbIN BXo B CUCTEMY BbIMOSHEH.
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2. HacTpowka yganeHHoro Bxofa B CUCTEMY C NomoLblo SSH
2.1. [nsa Bbibopa HOMepa nopTa (CM. PUCYHOK 2.5), BbINONTHUTE KOMaHAY:

ssh <remoteaddress> port <porthnumber>

admin@sr-be# ssh myhost@sr-be port 22

PucyHok 2.5 — Belibop Homepa nopTa
roe:
o <remoteaddress> — agpec yaaneHHoro ysna;
o <portnumber>— Homep nopTa.

2.2. [nsa HacTpoOWKM BEPCUKN NPOTOKONA (CM. PUCYHOK 2.6), BbINONIHUTE KOMaHAY:

ssh <remoteaddress> <addressfamily>

admin@sr-be# ssh myhost@sr-be ipv4

PucyHok 2.6 — HacTtponka Bepcum npoTokona

roe:
o <remoteaddress> — agpec yaaneHHoro ysna;
o <addressfamily> — Bepcusa NnpoTokona, BO3MOXHble BapuaHTbl: ipv4, ipv6.
2.3. [nsa HacTponkn Bepcun SSH (CM. pUCYHOK 2.7), BbINONHUTE KOMaHAy:

ssh <remoteaddress> protocol <version>

admin@sr-be# ssh myhost@sr-be protocol vl

PucyHok 2.7 — Hactpowka Bepcun SSH

roe:
o <remoteaddress> — agpec yaaneHHoro ysna;
o <version>— Bepcua SSH, BO3MOXHble BapuaHTbl: v1, v2.
2.4. [Onsa HacTponkn agpeca UCTOYHMKA (CM. PUCYHOK 2.8), BbINOMHUTE KOMaHAy:

ssh <remoteaddress> source <sourcevalue>
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admin@sr-be# ssh myhost@sr-be source 122.255.255.1

PucyHok 2.8 — HacTponka agpeca UCTOYHUKA
roe:
o <remoteaddress> — agpec yaaneHHoro y3na;
o <sourcevalue>— IP-agpec uctoyHuka B popmarte X.X.X.X.

2.5. [nsa ykazaHunsa VRF (CM. pucyHOK 2.9), BbINOSTHUTE KOMaHAY:

ssh <remoteaddress> vrf <vrfname>

admin@sr-be# ssh myhost@sr-be vrf vrfl

PucyHok 2.9 — YkasaHue VRF
roe:
o <remoteaddress> — agpec yaaneHHoro y3na;
o <vrfname> — HaumeHoBaHue VRF.

2.6. [nsa HacTpouku anropytma wmdpoBaHus (CM. pUcyHok 2.10), BbINOMHUTE KOMaHAY:

ssh <remoteaddress> cipher <ciphervalue>

admin@sr-be# ssh myhost@sr-be cipher 3des-cbc

PucyHok 2.10 — HacTpo#nka anropytma wndpoBaHus

roe:

o <remoteaddress> — agpec yganeHHoro ysna;

o <ciphervalue> — anroputm LwWKUpPOBaHUSA, BO3MOXHble BapuaHTbl: 3des-cbc,
aesl128-cbc, aesl92-cbc, aes256-cbc, rijndael-cbc@lysator.liu.se, aesl28-ctr,
aes192-ctr, aes256-ctr, aes128-gcm@openssh.com, aes256-gcm@openssh.com,
chacha20-poly1305@openssh.com.

2.7. [Ona nHactponkn MAC-anroputma (CM. pUCYHOK 2.11), BbINOMHUTE KOMaHAY:

ssh <remoteaddress> mac <macvalue>
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admin@sr-be# ssh myhost@sr-be mac hmac-shal

roe:
(@]
o]

2.8.
KOoMaHay:

PucyHok 2.11 — Hactponka MAC-anroputma

<remoteaddress> — agpec yaaneHHoro y3na;

<macvalue> - MAC-anropuTm, BO3MOXHble BapunaHTbl: hmac-shal, hmac-shal-96,
hmac-sha2-256, hmac-sha2-512, hmac-md5, hmac-md>5-96, umac-
64@openssh.com, umac-128@openssh.com, hmac-shal-etm@openssh.com,
hmac-shal-96-etm@openssh.com, hmac-sha2-256-etm@openssh.com, hmac-
sha2-512-etm@openssh.com, hmac-md5-etm@openssh.com, hamc-md5-96-
etm@openssh.com, umac-64-etm@openssh.com, umac-128-etm@openssh.com.
[Ona HacTpounku anroputmMa obmeHa knwodamu (CM. pPUCYHOK 2.12), BbINOMAHUTE

ssh <remoteaddress> kex <kexvalue>

admin@sr-be# ssh myhost@sr-be kex diffie-hellman-groupl-shal

roe:

2.9.

KoMaHay:

PucyHok 2.12 — Hactpowka anropytma obMeHa Knroyamu

<remoteaddress> — agpec yaaneHHoro y3na;

<kexvalue> — anroputm obmeHa Krnoyamm, BO3MOXHbIE BapUaHTbI:
diffie-hellman-groupl-shal, diffie-hellman-groupl4-shal, diffie-hellman-groupl4-
sha256, diffie-hellman-group16-sha512, diffie-hellman-group18-sha512, diffie-
hellman-group-exchange-shal, diffie-hellman-group-exchange-sha256, ecdh-
sha2-nistp256, ecdh-sha2-nistp384, ecdh-sha2-nistp521, curve25519-sha256,
curve25519-shasha256@libssh.org.

[nsa HacTponkM anropytma KniYen MawuHbl (CM. PUCYHOK 2.13), BbINOMAHUTE

ssh <remoteaddress> hostkey <hostkeyvalue>

admin@sr-be# ssh myhost@sr-be hostkey ssh-ed25519

roe:
o]

PucyHok 2.13 — HacTponka anroputma KrioMen MalunHbl

<remoteaddress> — agpec yaaneHHoro y3na;
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(@]

<hostkeyvalue> — anroputT™m Kfo4en MallnHbl, BO3MOXHble BapwaHTbl: Ssh-
ed25519, ssh-ed25519-cert-vOl@openssh.com, ssh-rsa, ssh-dss, ecdsa-sha2-
nistp256, ecdsa-sha2-nistp384, ecdsa-sha2-nistp521, ssh-rsa-cert-
vOl@openssh.com, ssh-dss-cert-vOl@openssh.com, ecdsa-sha2-nistp256-cert-
vOl@openssh.com, ecdsa-sha2-nistp384-cert-vOl@openssh.com, ecdsa-sha2-
nistp512-cert-vOl@openssh.com.
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TexHuueckas nogpepxka PyKkoBOACTBO CMCTEMHOIO NporpaMMmcTa
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TexHMYecKas nogaepxkKa

[=] gz =]

OduumanbHbIi caiT kKomnaHuu: https://istokmw.ru/

[dokyMeHTaumio un nporpammHoe obecnevyeHne Ha u3genus MoXHO ckadaTb B pasgene
«[dokymeHTauuns n NporpammHoe obecneveHne» Ha cTpaHuue hitps://istokmw.ru/service-
router/

BbasoBas TexHu4eckas nogaepxka OCyLecTBNAeTCs

5 gHen B Hegento no 6yaHsm ¢ 8:00 go 17:00 (Bpems MockoBckoe)
Ten: +7 (495) 465-86-48

e-mail: support@istokmw.ru

web: https://istokmw.ru/support/

JNInyHBIV KABMHET TEXHUYECKOW NOAOEPKKN MO PYHKLMOHMPOBAHUIO NPOAYKTOB
https://helpdesk.istokmw.ru/
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