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AHHOTauunA

[aHHbIN OOKYMEHT SIBMSIETCA PYKOBOACTBOM CUCTEMHOrO MporpammMmcTa nporpaMmmHoOro
obecnevyeHuns cepsucHoro mapuwpytmsatopa CS, npegHasHayeHHOro ANs opraHu3aumm wu
npeaocTaBneHnsa OyHKLMIA KOMMyTauumn n MapLipyTusauumn Tpaduka.

[aHHbIN OOKYMEHT onucbiBaeT obLine cCBeOeHusl, CTPYKTYpY, HacCTpPOWKK, NPOBEPKMW,
OOMNOSTHUTENbHbIE BO3MOXHOCTU W  COOBLLUEHNA CUCTEMHOMY MNPOrpamMMuUCTy CEPBUCHOIO
MapLupyTmnsaTopa.

[aHHbIN OOKYMEHT paspaboTaH Nog BepcuMo NporpaMMHoOro obecneveHusi CepBUCHOrO
MapwpytnsaTtopa 3.24.10 ot 17.04.2025, paboTta nporpammHoro obecnevyeHuss CepBUCHOIO
MapLupyTusaTopa B 6bornee paHHUX BEPCUAX MOXKET OTIINYATBLCA OT TEKYLLEN.

Hactoawun OOKYMEHT BXOAUT B COCTaB MPOrpamMMHOM OOKYMEHTaUUM Ha M3Zenue u
paccyMTaH Ha MoNb30BaTeENs, MMEKLWEro HaBblkM PabOTbl Ha NEPCOHaNIbHOW 3NEKTPOHHOM
BblYMCNTENBHON MallnMHe B onepauuoHHon cucteme Linux, Windows 1 3HalOWWM OCHOBLI
CeTeBOro agMUHUCTPUPOBAHUSI.

[lna HarnsgHOCTU B TEKCTE HACTOSILLEro pykoBOOCTBa MUCMOJ1b3YKOTCA pa3riMyHblie CTUIn

odopmnenuns (Tabnuua 1).

Tabnuuya 1 — CTunn opopMneHns B JOKYMEHTe
Ctunb opopmaeHus O6nacTb NpUMeHeHus MNpumep
MonyxupHbi WpndT  BblaenseT npumepbl CUHTaKCMca KOMaHz, configure terminal

WpndT Bbloenset sbisog, CLI Name # Rule 100 1 src: 192.168.1.1/32
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1 O6wue cBegeHMA o nporpamme

MO CM npegHasHavyeHo ans obecneyvyeHnss OYHKUMA KOMMYTaUUKM U MapLipyTmM3auumn
Tpaduka.
MO CM obecneunBaeT dyHKUMOHMpoBaHMe no npoTokony IPv4 (RFC 791).
MO CM obecneunBaeT dyHKUMOHMpoBaHMe no npotokony IPv6 (RFC 2460).
MO CM obecneunBaeT obpaboTtky Jumbo Frames (kagpoB pasmepom go 1900 6anT) Ha
Bcex uHtepdencax Ethernet.
MO CM obecneunBaeT HazHayeHne ctaTndeckux |IP-agpecos cBoMM nHTepdencam.
MO CM obecneunBaeT 0gHOAAPECHYHO CTAaTUYECKYO MapLupyTM3aumto |IP-nakeTos.
MO CM nopgepxmBaeT ogHOaAPECHYIO ANHAMUYECKYIO MapLUpyTM3aLmio No NpoToKoNnam
RIP, RIPng, OSPF, I1S-IS, BGP.
MO CM noppepxmBaeT arperaumto nopTos ¢ nomoLubto LACP.
MO CM obecneunBaeT nepepacnpegeneHme MmapLpyTHom nHpopmaumm:
o Mexay NpoToKoNaMm AUHaAMUYECKON MapLUpyTU3auum;
O CTaTU4eCKNX MapLUPyTOB B NPOTOKOSbI ANHAMUYECKOM MapLUpyTU3aLnn.
MO CM noppepxmBaeT mapLlpyTu3aumo Ha ocHoBe nonutuk (Policy routing):
o Ha ocHoBe IP agpeca UCTOYHUKA;
O Ha OCHOBe HOMepa nopTa UCTOYHWMKA U Ha3HaAYEeHUS.
MO CM noppepxnBaeTt 6anaHCMpPOBKY Harpy3ku nNpu HannM4mMm HECKONbKUX MapLUPyTOB C
ONHaKOBOW METPUKOMN.
MO CM noppepkmBaeT NpoTOKOMbl yBenuyeHusa goctynHoctu wito3a VRRP n CARP.
MO CM nogpepkmBaeT npoTokon obHapyxeHusa npobnem cesasHocTn BFD.
MO CM obecneunBaer ObICTPylO CXOAMMOCTb  MPOTOKOSIOB  AMHaMWUYECKON
MapLupyTmMsaumm ¢ nomoLlbto npotokona BFD.
MO CM obecneumBaeT obHapyxeHne OOCTYNHOCTU Crieaylrowero TPaH3UTHOro yvacTka
AN CTaTUYECKNX MapLUpyTOB C NomoLLbto npoTokona BFD.
MO CM nognepxmBaeT AMHAMMYECKOE KOHUNYpUpoBaHNE CETEBbLIX HACTPOEK Ha y3nax
B kayectBe DHCP-cepBepa.
MO CM noppepxumBaet paboTty B kadectBe DNS-cepsepa, DNS-knveHTa, DNS-proxy.
MO CM nopaepknBaeT NpoTOKON CUMHXpPOHM3aumn BpemeHn NTP.
MO CM nopaepxmBaeT MHOroagapecHyo AMHaMUYECKY0 MapLUpyTM3auuio No NpoTokonam
IGMP, PIM.

MO CM nogpepkmBaeT npoTokon ydeta cetesoro Tpadumka Netflow.
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MO CM noppepkmBaeT npoTokon ceteBoro yrnpasneHna SNMP.

MO CM noppepxmBaet mexaHmsm IP SLA.

MO CM nopaepxuBaeT ceTeBY CUMCTEMY OBHapPYXeHUA U NpeaoTBpaLLeHUst BTOPXKEHUN
SNORT, cnocobHyt BbINOMHATL perucTpaumio NakeToB U OCYLLECTBMAATb rMybokMn aHanus
Tpaduika.

MO CM nopgepXmBaeT MHOrONPOTOKOMbHYD koMMyTauuio no MPLS wmeTkam
(Multiprotocol label switching) RFC 3031.

MO CM noppepxvmBaeT TEXHOSOMMI0 BUPTyanbHOM MapLipyTM3auumn u nepeagpecauum
(Virtual Routing and Forwarding (VRF)).

MO CM nopaepxunBaeT npeobpasoBaHue ceteBbix agpecoB NAT.

MO CM obecneuynBaeT 6a30Bble KOHLENUUN TPAHCNALMM CETEBLIX aAPECOB:

o cTaTudeckas (Static Network Address Translation);
o AavHamuyeckas (Dynamic Address Translation);
o MackapagHas (NAPT, NAT Overload, PAT).

MO CM nopoepxmBaeT crneaylowme metoabl obecrneyeHns kayectBa obCnyxMBaHus B
cetax: FIFO, PQ, CBQ, WFQ, HFSC, RED, GRED, HTB, RIO, SFQ, TBF, WRR, INPUT, WRED.

MO CM nopagepxuBaeT UCNONb30BaHME nepapxmyecknx aucumnimnH QoS.

MO CM noppepkmBaeT TEXHOMOIMIO Co34aHns BUPTYyaribHbIX YacTHbIX ceTen DMVPN.

MO CM noppepxmeaet npotokonbl OpenVPN n IPSec.

MO CM nopgepxmBaeT OyHKUNIO TYHHENMpOBaHuMs no npotokonam: PPPoE, PPTP, IPIP,
GRE, L2TP.

MO CM obecneunBaeT hunbTpauuto Tpadurka no crnegyrowmm nosisim:

o nopt (TCP/UDP) otnpaButens;

O

noptT (TCP/UDP) nony4yartens;
o |P-agpec otnpasutens;
o IP-agpec nonyyartens;
o MAC-agpec oTnpasuTtens;
o @dnaru 3aronoeBka cermeHTa TCP;
o 3HayeHue nonga «lpoTokon» 3arosnoska IP;
o 3HayeHue nonsa «ToS» (TOS/DSCP) 3aronoska IP.
MO CM noppepxunBaeT xypHanuposaHue Syslog.
MO CM nopaepxuBaeT cnegyrowme Buabl ynpaBneHus:
o NoKanbHoe Yyepe3 nHTepgenc komangHom ctpoku (CLI);

o ypaneHHoe no npotokony SSH;
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o ypaneHHoe no npotokony Telnet.
MO CM obecneuvnBaeT KOPPEKTHOCTb 3aaBaeMbiX NapaMeTpoB (PYHKLNOHMPOBAHMS.
MO CM obecneunBaeT MexaHU3Mbl  naeHTMdUMKaUMM U ayTeHTUUKauum,
MCNONb3YIOLMNECS NPU BXOAE B CUCTEMY YNpaBreHNst U3gennem.
MO CM nopoepxuBaeT yOdaneHHyw ayTeHTUUKauuio/asTopmusaumio no npoTOKoNy
RADIUS u obecneunBaeT pyHKLMOHMPOBAHME B KA4Y€CTBE KIMEHTA.
MO CM noppepxmBaeT ayTeHTUdukauuto/astopmsaumto/yyet no npotokony TACACS+.
MO CM nopoepxuBaeT 3aaHue y4eTHbIX 3anucen agMuMHUCTpaTopa/onepatopa U uUx
naponewn.
MO CM noppepxuBaeT cneayowmne Buabl OGHOBNEHUS NporpaMMHOro obecneyeHus:
o JNokanbHoe (C BHYTPEeHHEro/BHELIHEro HaKoONUTENs);
o yganeHHoe (no npotokonam HTTP, SFTP, TFTP, FTP).
MO CM obecne4vnBaeT coxpaHeHne CKOHPUIYpUpoBaHHbIX Npodunen.
MO CM obecneumBaeT BbIBOS, NEPEYHSA UMEIOLLNXCS B CUCTEME Npodunen, nx npocmoTp,
a Takke UX KonMpoBaHWe Ha BHELUHUIN HOCUTENb.
MO CM obecneunBaeTt cOpOC K 3aBOACKMM HACTPOMKaM.
MO CM nopaepxmBaeT B3auMogencTame ¢ KoMMyTaumoHHbiM ymnom Marvell Link Street
88E6390X.
MO CM nopaepxmBaeT KOHMUIypupoBaHMe cnegywowmnx napamMeTpoB Moayns
KOMMYyTaLUuWu:
O BKIOYEHWE/BbIKITIOYEHNE NOPTOB MOAYNS;
O CKOPOCTb MOPTOB U peXum nepegayu;
O aBTOCOrNacoBaHue;
o napameTpsbl TernpoBaHus kagpos (VLAN-Tpaduk);
o STP-cocTosiHne nopTos;
o napameTpbl pexuma obydeHnst 1 3anofHeHnsa Tabnuy, KOMMyTaLuum;
o co3gaHue/msameHeHue/yaaneHme 3anncen B Tabnuuax KommyTaumm;
MO CM obecneunBaeTr nonydYeHne WHPOPMaALUN O TEKYLLEM COCTOSHUM MOAYIS
KOMMYTaLMK:
o KOHdUrypaumsi n ctatyc nopToB MOAynst KOMMyTaLuu;
o STP-cocTosiHue nHTepPdEncos;
O COCTOsiHME Tabnuuy KoMMyTauuu;
O 3Ha4yeHus1 CHETYMKOB KapOB Ha NopTax.

MO CM noppepxmBaeT cneayowme cnyxebHble NPOTOKOMbl BTOPOro YPOBHS:

Bepcus 13.0 8



O6Lwme cBeaeHUst o nporpaMmme

PykoBOACTBO CMCTE@MHOro nporpaMMmumcTa
RU.07622667.00004-01 32 01

O

@)

@)

O

STP;
RSTP;
MSTP;
LLDP.

MO CM noppepkmBaeT BCTPOEHHble yTunuThl: iperf, tcpdump, ping, traceroute.

MO CM nopaepkmBaeT 3epkannpoBaHue nepegaBaemoro Tpaguka.

MO CM noaoepxuBaeT MOHWUTOPWHI: Mnpoueccopa, namMaTu, TemnepaTtypbl, CUCTEMbI

oxnaxaeHus, coctoaHna SSD aucka.

MO CM noppepxmBaeT pexum ¢annoBoro cepeepa.

MO CM noppepxusaet paboty 3G/4G/LTE mogemos.
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TpeboBaHWs K TEXHUYECKUM 1 PykoBoaCTBO CMCTEMHOrO NporpammMmmncTa
nporpamMMHbIM cpeacTeam RU.07622667.00004-01 32 01

2 TpeﬁoBaHMﬂ K TeXHUN4eCKUM M nporpamMmmMHbIM cpeacTtBam

MwuHUManbHbIE YCNOBUS, BblABUraeMble K annapaTHoOW nnatdopme, Heobxoammble Ans
BbIMOSIHEHUSA NPOrpaMMHOro obecneyeHnst CEpBMCHOrO MapLupyTuaaTopa:
o annapatHas nnatdgopma Ha 6a3e npoueccopa Baikal-T;
o onepaTtmBHada namaTtb: 2 'b;

o MOCTOsAHHOE 3anomMuHatoLllee yctponcteo: 16 Ib.
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3 CTpykKkTypa nporpaMmmbil

CTpyKkTypHas cxema nporpammbl (pUCcyHoOK 1).

| Peructpsl maMiaTu :

: MOIYJISI KOMMYTalu |

_____ _—

SM Interface

[TporpammHbIiA
Moayins UMSD
(Unified Marvell
SOHO Driver)
A

A

Monyns CLI Monyns yrpasaeHus
[Tporpammebl U XpaHECHUS
KOH(Urypamuu
[Tporpammsl
A A ]
v A 4 [

' MSTPD

A
A 4

Monyns
JKYPHAJIUPOBAHUS
ITporpammsl

SAnopo O yHKLUHOHAIbHBIE
porpammsr [ MOy
[Iporpammsl

A

Y

A
A

A

[Iporpammusrit
Moy DSA
(Distributed Switch
Architecture)

A

BPDU BPDU BPDU

[Hopts! Moy
KOMMY TaIii

PucyHok 1 — CTpyKTypHasi cxeMa nporpaMmbi

Mporpamma cyHKUMOHaNbHO NoapasaenseTcs Ha crieayowme YyacTu:
o 4apo NO oTBevaeT 3a B3anMOLENCTBME C ApaviBepamMu yCTPOWCTBa, 06paboTky
CeTeBbIX NaKeTOB;
o dyHKUnoHanbHble mMogynu MO oTBevaloT 3a (YHKUMOHAIbHbIE BO3MOXHOCTU

nporpaMmmbl (MPOTOKOSbI, TEXHOMOMN);

Bepcus 13.0 11



CTpyKTypa nporpamMmbl PykoBOACTBO CUCTEMHOIO NporpaMMumcTa

RU.07622667.00004-01 32 01

MOAYIb YNpaBneHus n xpaHeHus KoHdurypauun 1O oTBeyaeT 3a HaACTPOUKY
YHKUMOHaNbHbIX MoAynen no MOCTynNMBLUMM B MOAYSb  KOMaHgam U
CUMHXPOHM3aLM0 PYHKLMOHMPOBAHNS pa3HbIX MOAYNen;

MoAynb XypHanupoBaHus [10 oTBevyaeT 3a NPOTOKONMPOBaHWE Pa3fnNYHbIX
AENCTBUA/COBLITUIN COCTABHbIX YacTen NporpaMmel;

moaynb MO — CLI (Command Line Interface) oTBevaeT 3a UHTEPGENC «4ENOBEK-
nporpammay;

moayrnb DSA — oTBevaeT 3a npoeumpoBaHve PU3MYEeCKUX NHTepdencoB Moayns
kommyTaumm B agpo. OTBevaeT 3a nepepady cnyxkebHoix naketoB BPDU gnsa
nogaepXknm paboTbl MexaHU3MOB MpedoTBpalleHnd neTesib BHYTPU OOHOM
noaceTn (CeMeNCTBO NPOTOKONOB pacnpedeneHHoro ceasyouwero gepesa XSTP)
n cnyxebHblx coobLieHnn npotokona LLDP;

moayne UMSD (Unified Marvell SOHO Driver) — oTBe4aeT 3a YTeHue 1 3anucb

AaHHbIX B PEr1MCTPbl NaMATU MOAYyINA KOMMYyTauunn.

Baaumopgenctausa MO CM ¢ gpyrummn nporpaMmmamMmn He NpegyCcMOTPEHO.
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4 YcTtaHOBKa nporpammbi

YcTaHoBKa NporpaMMHOro oGecneyeHns CEpBMCHOIO MapLpyTM3aTopa OCyLLEeCTBNAETCS

B COOTBETCTBUM C YKa3aHUAMU UHCTPYKLUMKM Nno ycTaHoBke RU.07622667.00004-01 91 O1.
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5 YHpaBneHMe nonb3oBaTensamum

A Buumanue!

Mo ymonyaHuMilo Ha MapwpyTusaTope co3gaH nonb3oBatenb C  MNpaBamMu
agMuHUcTpaTopa un fiormHom «adminy, naponem «adminy. B uensx 6esonacHocTn naporsb

HeobxoaMMo 3aMeHUTb!

CosgaHue, KOPPEKTUPOBKY W yaareHue nonb3oBaTenien  MoXeT npon3BoanNTb

nonb3oBaTeslb C YpOBHEM npusunernin 14 n donee.
5.1 Co3naHue U KOppPEeKTUpPOBKa rpynnbl

[Ona co3gaHMa WM KOPPEKTUPOBKM  TPYNMbl  OCYLECTBUTE BXOL B HaCTPOWKK
koHdurypaumm MO CM, BbINOMHMB KOMaHAY:

configure terminal

admin@sr-be#configure terminal
admin@sr-be(config)#

[ns co3gaHus HOBOW rpynnbl, BbINONTHUTE KOMaHAY:

group <groupname> privilege <privilegelevel>

admin@sr-be(config)# group other privilege 5
admin@sr-be(config)#

roe: — <groupname> — HaMMeHoBaHuWe rpynnbl;
— <privilegelevel> — ypoBeHb npusunerum rpynneoil.
Ybeoutecb B CO30aHUMM HOBOW [pynnbl BbI3BaB MNPOCMOTP CYLLECTBYIOLLMX rpynn,
BbIMOSIHNB KOMaHAy:

show groups
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admin@sr-be# show groups

Group | Privilege

admin | 15
service | 1
other |5

admin@sr-bett

Mpn KOpPpPEKTUpPOBKE YPOBHA MNPUBUAETMA TPYNMNbl  MUCNOMb3yUTEe HaMMeHOBaHWe

CyLLeCTBYIOLLEN rpynnbl Nonb3oBaTenen.

»
MpumeyaHue

[aHHasa HacTporika ynpaBngaeT TONbKo 6a30M foKanbHbIX rpynn nonb3oBaTenen; oHa
HEe TMO3BOMSIET KOPPEKTMPOBATb rpynnbl MoOfb3oBaTeNien, aBTOPU30BAHHbLIX 4Yepe3s
RADIUS/TACACS+.

HacTponku 3ToM KOMaHAbl COXpPaHATCA B OOLMX HACTpPOMKaxX CUCTEMbl, HO He

Npochmnsx, MOSTOMY OHM HE MEHSIIOTCS MPU 3arpy3ke HOBOro Npodunsi.

5.2 Co3paHue nonb3oBaTens

[nsa cosgaHna nonb3oBaTenst OCYLWECTBUMTE BXOL B HACTPOWKM KoHdwurypauum [10
CM, BbINONHUB KOMaHAy:

configure terminal

[nsa cosgaHnsa HOBOro Nosib3oBaTtens, BbIMOMHUTE KOMaHAy:

username add <username> group <usergroup>

admin@sr-be(config)# username add manager_one group other

roe: — <username> — HauMeHoBaHWe Nonb3oBaTens;
— <usergroup> — HaMMeHOBaHMe CyLUIecTBylolleNn rpynnbl, kyda Oygetr pobasneH
nonb3oBarerb.
3apaiiTe naponb AN HOBOro Monb3oBaTtens, npuaymainTe nocneaoBaTenbHOCTb

CMMBOJI0B N ABaXdbl BBEOUTE €¢€.
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admin@sr-be(config)# username add manager_one group other
Enter password:

Repeat password:

admin@sr-be(config)#

»
NMpumeyaHue

Mpu BBOAE NApONsA CUMBOJSIbI HA 3KpaHe He OTobpaxatoTcs.

[aHHas HacTponka ynpaBnseT ToNbKO 6a3oi MokanbHbIX MONb30BaTENEN; OHa He
nossonsieT 4obaBUTb NONb3oBaTENEN yXKe aBTOpM30oBaHHbIX Yepe3 RADIUS/TACACSH.

HacTtpoliku aTon KOMaHabl COXPaHATCA B OOLUMX HAcTpoMKax CUCTEMbI, HO He

npochmnsax, NOSTOMY OHM HE MEHSIIOTCSA NPKU 3arpy3ke HOBOro Npodunsx.

Y6eoutecb B CO34aHMM HOBOrO MoONb3oBaTensl Bbl3BaB NPoOCMOTP CyLIEeCTBYOLWNX
nonb3oBaTternen, BbINOMHUB KOMaHAay:

show users

admin@sr-be(config)# show users

User | Group | Type | Privilege
admin | admin | local | 15
manager_one | other | local | 5

admin@sr-be(config)#
5.3 KoppekTtupoBKa nonb3oBartens

[ns KOPPEKTMPOBKN NMONb30BaTENs OCYLLECTBUTE BXOA B HACTPOMKM koHdurypaumm MO
CM, BbLINONHUB KOMaHAy:

configure terminal

KoppekTupoBka nonb3oBaTensl BbIMOMHSAETCS C MOMOLbI KroyeBoro croBa «edit»
1 NpegocTaBnseT crieayolive Bapyaunm:

1) M3MEHEHNE Tpynnbl BXOXAOEHUA NOJib30BaTesA, BbIMOJIHAB KOMaHAY.

username edit <username> group <groupname>

admin@sr-be(config)# username edit manager_one group admin
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roe: — <username> — HauMeHoOBaHWe Nonb3oBaTens;
— <groupname> — HaMMEHOBaHWe CyLIeCcTBylOLWEeNn rpynnbl, Kyaa OyaeT nepeHeceH
nonb3oBarernb.
2) U3MeHeHue Napons Nonb3oBaTtens, BbIMNONHUB KOMaHAay:

username edit <username> password

admin@sr-be(config)# username edit manager_one password

roe <username> — HaMMeHoBaHUe MoJfib3oBaTens.
3aganTe HOBbIN naposiib And noJib3oBaTens, npl/l,qyma|7|Te nocrieaoBaTtesibHOCTb

CMBOJI0B N ABaXdbl BBEOUTE €€.

»
MpumeyaHue

Mpu BBOAE NApONsA CUMBOJSIbI HA 3KpaHe He OToBpaxatoTcs.

[aHHaa HacTpoKka ynpaBnseT Tonbko 6a3oi nokanbHbIX NOoNb3oBaTeNnen; OHa He
no3BonsieT  U3MEHUTb  HAcTPOMKM  Mnorib3oBaTenen, aBTOPU30OBaHHbLIX  Yepe3
RADIUS/TACACS+.

HacTpoliku 3ToM KOMaHAbl COXPaHSAKTCA B OOLIMX HACTPOMKaxX CUCTEMBbI, HO He

Npocmnsx, MOSTOMY OHM HE MEHSIOTCSA NPU 3arpy3ke HOBOro Npodussi.

5.4 YpaneHue rpynnbl

Ana ynaneHuns rpynnbl OCyLLEeCcTBUTE BXOA B HACTPOWKN KOHurypauum MO CM, BbinonHuB
KOMaHAay:

configure terminal

MpeaBapuTenbHO yaanute 13 rpynmnbl BCEX YH4aCTHUKOB COrflacHo nogpasgeny yaanenuve

Nnosib3oBaTesid HacTodulero pykosoacrea.

[ns yoaneHus rpynnbl, BbINONIHATE KOMaHAY:

no group <groupname>

admin@sr-be(config)# no group other
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rae <groupname> — HaMMeHOBaHWE rpynnbl.

»
NMpumeyaHue

[aHHasa HacTpoKika ynpaBnsaeT TONbKo 6a30i NoKanbHbIX rpynn Nonb3oBaTenen; oHa
He yganseT rpynnsl nonb3oBarenen, asTopusoBaHHblX Yepe3 RADIUS/TACACSH+.
HacTponku aTon KOMaHAbl COXPaHATCA B O6LLMX HACTPOWMKaX CUCTEMbl, HO He

npocunns, NOSTOMY OHMU HE MEHSIOTCS MPWU 3arpy3ke HOBOro NPours.

Y6eoutecb B vyoaneHunn rpynnbsl Bbi3BaB MPOCMOTP CYyLLECTBYHOLMX rpynn, BbINOJIHUB
KOMaHAay:

show groups
5.5 YaaneHue nonb3oBaTens

[ns yoaneHusa nonb3oBaTens OCYyLeCTBUTE BXO4 B HacTpounku koHdurypauum MO CM,
BbIMOSHNB KOMaHAy:

configure terminal

[ns yoaneHus nonb3oBaTens, BbINONHUTE KOMaHAY:

no username <username>
admin@sr-be(config)# no username manager_one
rge <username> — HaumMeHoBaHUe nonb3oBaTens.
Ybeantecb B ydaneHum nonb3oBaTenss  Bbi3BaB  MPOCMOTP  CYLLECTBYHOLLMX

nonb3oBaTtesieun, BbINOMHUB KOMaHAay:

show users
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6 Pab6oTta c npocdunamu nporpammsbl

[ns XpaHeHus1 HacTpOeK MOAKIYEHUs, MapLlipyTusaumm n uHtepgencos B MO CM

ncnonbaytoTcs npodunu. OnucaHve Nx cosgaHus, U3SMEHEHWS, YAanNeHns, a Takke 3arpysku u

BbII'PY3KN NMpBeaeHO B 3TOM pasaerie.

»
NMpumeyaHue

I'IpM 3arpys3ke HoBOro I'IpO(*)VIJ'IFI BC€ U3MEHEHUA, KOTOpbIe ObInn npoBeneHbl bes3

nocneayrLLero CoxpaHeHus npodumnsa TepsoTcs.

CospnaHue, KOPPEKTUPOBKY U yaaneHue, a Takke 3arpyska 1 Bbirpy3ska npodunen MoxeT

Npon3BOaUTb Nosib3oBaTelb C ypOBHEM Npusunernn 14 n 6onee.
6.1 3arpy3ka npocdwmns

[na 3arpy3kn npoduns, BbIMNOMHUTE KOMaHAY:

load <profilename>

admin@sr-be# load secondprofile

roe <profilename> — HaumeHoBaHWe NpPogUnsi.
6.2 CoxpaHeHue HacTpoek npoduna

[ns coxpaHeHnst HacTpoek NPOUNs, BbIMONHATE KOMaHAY:

write <profilename> comment <profilecomment>

admin@sr-be# write secondprofile comment “add new settings from ftp”

roe: — <profilename> — HaMmeHoBaHWe NPoUNs;

— <profilecomment> — HebonbliOe crnoBecHoe onucaHne npodunsa, ocTaBigemMoe
Nnosib30BaTesieM Mo XenaHuio.
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6.3 Co3naHue HoBoro npoduns

Co3sgaHune HOBOro npodhumns MPONCXOANUT aHaNOMMYHO COXPaHEHMIO HACTPOeK Npoduns, B

komaHae <profilename> Heobxoanmo BBECTM HOBOE HAaUMEHOBAHNE.
6.4 YaaneHue npocuns
[nsa ynaneHus npouns, BbINOSIHUTE KOMaHAy:
no profile <profilename>

admin@sr-be# no profile secondprofile

roe <profilename> — HaumeHoBaHWe Nnpocunsi.
6.5 CoxpaHeHue kKonuu npoduns

[ns coxpaHeHusi konuu npocuns Ha cepBUCHOM Mapwpytusatope CS, BbINONHUTE
KoMaHAay:

copy profile <profilename> path <path>

admin@sr-be# copy profile secondprofile path home/service/tftp

roe: — <profilename> — HaMmeHoBaHWe NPoPUNs;

— <path> — nyTb, Kyga byaet 3anncaH npocuseb.
6.6 CoxpaHeHue npocduna Ha USB-HocuTtenb

Mogkniounte USB-HocuTenb kK pasbemy USB1 Ha nuueBoW naHenu CeEpBUCHOrO
MapLupyTmnsaTopa.
[nsa coxpaHeHus npocuna Ha USB-HocuTenb, BbINONHUTE KOMaHAY:

copy profile <configname> to flash <devname> <dirname>

admin@sr-be# copy profile secondprofile to flash /media/usb0 /media/usb0/2

roe: — <configname> — HanmeHoBaHWe Npouns;

— <devhame> — nms yCTPOUCTBA;
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— <dirname> — nyTb, Kyaa bygeT 3anncaH npoguneb.
6.7 CoxpaHeHue Nnpounna Ha CeTeBOM XpaHUnuLle

[ns coxpaHeHnsi Npodnns Ha CeTEBOM XpPaHUIULLLE, BbIMOSTHUTE KOMaHAy:

copy profile <profilename> to url <type> <client_ip> remotedir <remote_dir>

admin@sr-be# copy profile secondprofile to url ftp 2.2.2.2 remotedir ftp

roe: — <profilename> — HaMmeHoBaHWe NPoPUNS;
— url — yHMBepcanbHbIN ykasaTenb pecypca;
— <type> — T1n CeTeBOro xpaHunuiia (BO3MoXxHble BapuaHThl: ftp, sftp, tftp);
— <client_ip> - IP agpec ceTeBOro xpaHumnuLia;

— <remote_dir> — KkaTtanor Ha CETEBOM XpaHWUI1LLE.
6.8 KonnpoBaHue npocunsa ¢ USB-Hocutens

[nsa konupoBaHusa npoduns ¢ USB-HocuTens, BbINOSIHUTE KOMaHAY:

copy profile <profilename> from flash <devname> <dirname>

admin@sr-be# copy profile secondprofile from flash /media/usb0 /media/usb0/2

roe: — <profilename> — HaMmeHoBaHWe NPoPUNs;
— <devhame> — nms yCTPONCTBA;

— <dirname> — nyTb, Kyaa 6yaeT 3anucaH npoduss.
6.9 KonupoBaHue npocpunnsa ns ceteBoro xpaHunuiia

ﬂ,]’lﬂ KonnpoBaHWA I'IpOd)VIJ'IFI M3 ceTeBoro XxpaHunuiia, BbINMOJNIHATE KOMaHAy:

copy profile <profilename> from url <type> <client_ip> remotedir <remote_dir>

admin@sr-be# copy profile secondprofile from url ftp 1.1.1.1 remotedir ftp

roe: — <profilename> — HaMmeHoBaHWe NPoPUnNs;

— url — yHMBepcanbHbIN ykasaTenb pecypca;

— <type> — T1n CeTeBOro xpaHunuiia (BO3MoXHble BapuaHThl: ftp, sftp, tftp);
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— <client_ip> - IP agpec ceTeBOro xpaHunuLia;

— <remote_dir> — KaTtanor Ha CETEBOM XpaHUIMLLE.
6.10 BblIOop aBTOMaTU4YeCKM 3arpyxaemoro npoduns

[ns Bbibopa 3arpy304HOro Npoduns, BbINOMHUTE KOMaHAY:
boot-profile <profilename>

admin@sr-be#configure terminal
admin@sr-be(config)# boot-profile startup

roe <profilename> — HaumeHoBaHWe NpPogUns.

[nsa coxpaHeHnsa HacTpPOoeK TeKyLLero Npoduns B 3arpy304HbIi, BbINOTHATE KOMaHAY:
write <profilename> comment “<profilecomment>”

admin@sr-be# write startup comment “new start profile”

roe: — <profilename> — HaMmeHoBaHWe NPOPUNS;

— <profilecomment> — HebonbliOe CcrnoBecHoe onucaHne npoduns, ocTaBigemMoe
Nonb30BaTENEM MO XXEMAHUIO.

»
MpumeyaHue

3anpeLleHo namMeHeHve wnu yganeHue npodunen ¢ nmeHamm boot, last-loaded,
current, default.

6.11 TMMpocmoTp npocunen

[nsa npocmoTpa npodunen, UMeLLMXCa B cMcTeMe Npodusien, BuINOMHNUTE KOMaHAY:
show profiles

admin@sr-be(config)ttshow profiles

Flags: b — boot profile, | — last loaded profile, m — profile was modifiled was
modified or corrupted
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| Flags | Profile Name | Comment |
| | base_config | |
| 1 | default | |
| b | startup | new start profile |

admin@sr-be(config)#
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7 HacTpoiika napameTpoB nporpamMmbil

Hactporikn napametpoB SSH, SSH VRF, Telnet, Telnet VRF, TFTP, BpemeHn n gatbl,
TanM-ayToB, XOCTOB U JOMEHa MOXeT Npon3BoAMTb NOSb30BaTESb C YPOBHEM npusunerun 14 u

oonee.
7.1 HacTtpoiika napaMmeTpoB BpeMeHU U AaThbl

[Onsa HacTponkn napameTpoB BpeMEHW W [aTbl OCYLLUECTBUTE BXOL4 B HACTPOWKK
KoHpurypaumm MO CM, BbINONHUB KOMaHAy:

configure terminal

admin@sr-be#configure terminal
admin@sr-be(config)#

ﬂ,]’lﬂ HaCTpOIZKM TeKyLLI,eIZ 0aTbl, BbINOJTHUTE KOMaHAOY.

system clock date <currentdate>

admin@sr-be(config)# system clock date 08.08.2023

roe <currentdate> — Tekywasn gata B oopmare JO4.MM.ITTT.
[ns HACTPOMKN TEKYLLEro BPEMEHMU, BbINONTHUTE KOMaHAY:
system clock time <currenttime>

admin@sr-be(config)# system clock time 14:46:37

roe <currenttime> — Tekywee Bpemsa B oopmate H4:MM:CC.
[N HAaCTpoOrKM YacoBOro rNodAca, BbIMOSTHUTE KOMaHAY:
system clock timezone <currenttimezone>

admin@sr-be(config)# system clock timezone Europe

roe <currenttimezone> — HanmeHoBaHue CTpaHbl NN KOHTUHEHTAa C TEKYLLNM HYaCOBbIM NMOACOM.
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»
NMpumeyaHue

Ons noJyiydeHuna Cnncka AOCTYMHbIX HaMMeHOBaHUN YaCoBbIX MOSACOB:

BBeAuTe koMaHay system clock timezone v HaxmuTe Knasuly «?», A58 nNonyyYeHns

nockasku o (pyHKLUMOHane BBe4EHHOW KOMaHAabI;

HaxMuTe knaeBuwy «Taby», Ha 3kpaHe OTOOpa3nTCs CMMCOK OOCTYMHbIX 4acoBbIX
NOsICOB.

[N cMHXpOoHU3aumMmM napameTpoB BPEMEHU N AaTbl C CEPBEPOM, BbINOSTHUTE KOMAHAY:
system clock synchronize <server>

admin@sr-be(config)# system clock synchronize time-server
roe <server> — |Pv4/IPv6 agpec, nnbo nms cepeepa.

[ns npocmoTpa yctaHoBneHHon Ha CM gatbl 1 BpeEMEHMU, BbINONIHUTE KOMaHAY:
show clock

admin@sr-be(config)# show clock
Sun 12 Apr 2015 12:09:25 PM MSK

7.2 HacTtpouka Tanm-ayToB

Tanm-ayT — Bpemsi, KOTOpoe Nonb3oBaTeNb MOXET OCTaBaTbCs HEAKTUBHbLIM, MOCIE Yero
OH OyaeT OTKMYeH POHOBOM CNYXOOMN.

[ns nsmeHeHnsa BpeMeHu TarM-ayToB OCYLLECTBUTE BXOA B HACTPOMKKN koHdurypaumm MO
CM, BbINONHMB KOMaHAy:

configure terminal

Ona wnameHeHuda Ta|71M-ayTa HEaAKTMBHOCTWU MOJib30BaTeENA MNpu pa60Te B KOHCOJIN
BbIMOJTHATE KOMaHAYy:

system <protocol>timeout <timeoutseconds>

admin@sr-be(config)# system ssh timeout 3000
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roe: — <timeoutseconds> — 3Ha4YeHNEe BPEMEHMN B CEKYHOAX;

— <protocol> - NPOTOKOSbl NOAKMOYEHUS K KOHCONKW, BO3MOXHbIE BapunaHTbl: ssh, tty, telnet.

Ona mnameHeHna TanM-ayTa HEaKTUMBHOCTM Monb3oBaTena npu paboTe B KOHCOMM,
nogkntoyeHHon no SSH VRF, BbINONHUTE KOMaHAy:

system ssh vrf <vrfname> timeout <timeoutseconds>
admin@sr-be(config)# system ssh vrf vrfl timeout 600

roe: — <vrfname> — HanmeHoBaHne VRF;
— <timeoutseconds> — 3Ha4YeHMe BPEMEHUN B CEKyHOaAX.
[Ons un3MeHeHus TanM-ayTa HEaKTUBHOCTM MONb30oBaTens npu paboTe B KOHCONM,
nogkntodeHHon no Telnet VRF, BoinonHuTe KOMangy:

system telnet vrf <vrfname> timeout <timeoutseconds>
admin@sr-be(config)# system telnet vrf vrfl timeout 600

roe: — <vrfname> — HanmeHoBaHne VRF;
— <timeoutseconds> — 3Ha4YeHne BPEMEHN B CEKyHAAX.

[ins npocMoTpa yCTaHOBNEHHOIro BPEMEHWN Pa3fiMyHbIX TaliM-ayToB, BbINOSHUTE KOMaHAY:

show timeout

admin@sr-be(config)# show timeout

CLl inactivity timeout (sec):
Console: 3000

SSH: 3000

Telnet: 3000

Onsa cbpoca Tam-ayTa HEaKTMBHOCTM NONb30BaTENsA K 3HAYEHMSIM MO YMOJSIHaHUIO,
noakroyeHHoro no SSH, BbINONHUTE KOMaHAY:

no system ssh timeout

admin@sr-be(config)# no system ssh timeout
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[Onsa cbpoca Tanm-ayTa HEaKTMBHOCTM MONb30BaTENs K 3HAYEHUSIM MO YMOJSIYaHUIO,
noakntoyYeHHoro no Telnet, BbINONHUTE KOMaHAY:

no system telnet timeout

admin@sr-be(config)# no system telnet timeout

»
NMpumeyaHue

Ecnu tanm-ayTbl CTOAT B eONTHLIX 3HAaYEHUsIX, TO OHU He nokasbiBatoTcs B show
running-config system-config.

3HayeHne Tanm-ayta 0 OTMEHSIET OrpaHNYeHmnE.

7.3 HaumeHoBaHue xocTa ip-agpeca

Ona pobGaBneHns wnu ypaneHus HauWMEHOBAaHUW XOCTOB OCYLLECTBUTE BXO4 B
HacTponku koHdurypaumm NO CM, BbINOMHMB KOMaHAYy:

configure terminal

[ns nobaBneHnss UMeHN XOCTy OonpeaeneHHoro ip-agpeca, BbiNONHUTE KOMaHAy:

ip host <hostname> <ip>

admin@sr-be(config)# ip host myhost 255.255.255.1

rae: — <hostname> — yctaHaBnMBaemMoe UMs XocTa;
— <ip> —ip-agpec (X.X.X.X — ansa IPv4; X:X::X:X — anga IPv6).
[ns yoaneHus nMeHn XxocTa onpeaeneHHoro ip-agpeca, BbIMONIHUTE KOMaHAY:

no ip host <hostname>
admin@sr-be(config)# no ip host ip4-host
roe <hostname> — ycTaHaBnMBaemMoe nms xocTa.

[ns npocMoTpa HaMMEHOBAaHWIA XOCTOB, BbINOMHUTE KOMaHAYy:

show hosts
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admin@sr-be(config)# show hosts

127.0.0.1 localhost
127.0.0.1 sr-be

a1 ip6-localhost ip6-loopback
fe00::0 ip6-localnet

ff00::0 ip6-mcastprefix

ff02::1 ip6-allnodes

ff02::2 ip6-allrouters

7.4 YKazaHue xocTta U JOMEHHOIro MMeHu

[lna cozgaHmna unu N3MeHeHust Xocta 1 JOMEHHOIO MMEHMU, BbINOMHUTE KOMaHAay:

system host-name <hostname> domain-name <domainname>

admin@sr-be(config)# system host-name myhost domain-name wk

roe: — <hostname> — yCTaHaBlinBaeMoe UM4A XOCTa,;

— <domainname> — yctaHaBNMBaemMoe NMs JOMeEHa.
7.5 Hactpomnka SSH

[nsa HacTporkn SSH ocylwecTBuTe BXO4 B HACTponkn KoHdurypaumm NO CM, BbInonHMB

KOMaHAay:
configure terminal
[ns nameHeHnst akTMBHOCTU SSH, BbINONMHUTE KOMaHAY:

system ssh <changestatus>

admin@sr-be(config)# system ssh on

roe <changestatus> — ykasaHue coctosaHna SSH, moxeT ObITb on, off, restart.
[nsa yctaHoBKkM HOMepa SSH nopTa, BbINOMHUTE KOMaHAy:
system ssh port <sshport>

admin@sr-be(config)# system ssh port 2649

roe <sshport> — Homep SSH nopTta, o603Ha4aeTcsa Yicnom ot 1 go 65535.

[ns ycTaHOBKM npocnyLlunBaemoro agpeca Ha SSH cepsepe, BbINONHUTE KOMaHAy:
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system ssh listen-address <sshaddresses>

admin@sr-be(config)# system ssh listen-address 255.255.255.1

roe <sshaddresses> — IPv4/IPv6 agpec npocnywmBaHmna (X.X.X.X — ansa IPv4; X:X::X:X — ansa
IPV6).
[ns ynpaBneHus cnMckom AocTyna, BbIMONHUTE KOMaHAy:

system ssh whitelist <networks>

admin@sr-be(config)# system ssh whitelist 255.255.255.1/20

roe <networks> — cnucok ceten X.X.X.X/X.
[na HacTpoMKM NOBTOPHOIO MOAKMOYEHME Npu paspbiBe COeaMHEeHUs!, BbIMOMHUTE
KOMaHAay:

system ssh limit period-time <periodvalue> count <countvalue>

admin@sr-be(config)# system ssh limit period-time 60 count 100

roe: — <periodvalue> — 3Ha4yeHne nepuoaa B CEKyHOAX;
— <countvalue> — ycTaHaBnMBaeT KOMMYECTBO NOMbITOK NOAKMIOYEHUS.
[ns HaCTPOMKM reHepaLmm HOBOrO CEPBUCHOTO Kito4a, BbIMNOSIHUTE KOMaHAY:

system ssh hostkey generate <keytype> modulus <keylength>

admin@sr-be(config)# system ssh hostkey generate rsa modulus 256

roe: — <keytype> — Tun reHepupyemMOoro Knio4ya, BO3MOXHbIE BapuaHThbl: rsa, dsa, ecdsa, ed25519;
— <keylength> — anuHa kntoya B 6uTax, BO3MOXHbIE BapuaHThl: 256, 384, 512, 768, 1024,
2048, 4069, 8192.
[nsa pob6asneHnsa ny6rmMyYHOro Knoya, BbiMOMHUTE KOMaHAY:

system ssh public-key username <username> key-string <stringvalue>

admin@sr-be(config)# system ssh public-key username user01 key-string ssh01
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roe: — <username> — UMs NONb30BaTeENS;
— <stringvalue> — cTpoka ¢ ny6sIMYHbIM KIHOYOM.
[ns npocmoTpa HacTpoek SSH, BbINOMHUTE KOMaHAY:

show system ssh

admin@sr-be(config)# show system ssh

SSH server enabled
Version: 2
Port: 2649
Listen addresses:
255.255.255.1
Whitelist:
255.255.255.1/20

7.6 Hactpomnka SSH VRF

Ona Hactponkn SSH VRF ocywectBute Bxog B HacTpouku koHdurypauum MO CM,

BbIMOSHNB KOMaHAy:
configure terminal
[ns nameHeHus aktueHoctn SSH VRF, BbInonHUTE KOMaHAay:

system ssh vrf <vrfname> <changestatus>
admin@sr-be(config)# system ssh vrf vrfl on
roe: — <vrfname> — HanmeHoBaHne VRF;
— <changestatus> — yka3zaHue coctosiHus SSH VRF, moxeT 6bITb on, off nnu restart.
Mpun 3anycke Server SSH Ha HecyuwlecTByoweM VRF BblgatoTca npeaynpexneHns:

Warning: SSH server is configured for a non-existent VRF vrfl.

[nsa yctaHoBkn Homepa SSH VRF nopTa, BbINONHUTE KOMaHAY:

system ssh vrf <vrfname> port <sshport>

admin@sr-be(config)# system ssh vrfl port 22

roe: — <vrfname> — HanmeHoBaHne VRF;
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— <sshport> — Homep SSH VRF nopta, o603Ha4aeTca ymcnom ot 1 oo 65535.
[ns yctaHoBkM npocnywmBaemoro agpeca Ha SSH cepsepe Ha VRF, BbinonHute

KOMaHay:

system ssh vrf <vrfname> listen-address <sshaddresses>

admin@sr-be(config)# system ssh vrf vrfl listen-address 122.255.255.1

roe: — <vrfname> — HanmeHoBaHne VRF;
— <sshaddresses> — IPv4/IPv6 agpec npocnywumnBaHus (X.X.X.X — gnsa IPv4; X:X::X:X — ans
IPVv6).
[nsa ynpaBneHns cnuckom goctyna SSH VRF cepBepa, BbINONHUTE KOMaHAYy:

system ssh vrf <vrfname> whitelist <networks>

admin@sr-be(config)# system ssh vrf vrfl whitelist 122.255.255.1/20

roe: — <vrfname> — HaumeHoBaHne VRF;
— <networks> — cnucok ceten X.X.X.X/X.

ﬂ,]’lﬂ HaCTpOIZKM NMOBTOPHOro noAkrnw4yeHne npun pas3pbiBe coegunHeHud, BbINOJIHUTE

KOoMaHay:

system ssh vrf <vrfname> limit period-time <periodvalue> count <countvalue>
admin@sr-be(config)# system ssh vrf vrfl limit period-time 60 count 100
roe: — <vrfname> — HanmeHoBaHne VRF;
— <periodvalue> — 3Ha4YeHne nepuoga B cekyHaax;
— <countvalue> — yctaHaBnMBaeT KOMMYECTBO NOMbITOK NOAKMIOYEHUS.
[na HacTpPoOnKM reHepaumm HOBOro CEPBMUCHOIO KIoYa, BbIMOMHUTE KOMaHAY:
system ssh vrf <vrfname> key generate <keytype> modulus <keylength>

admin@sr-be(config)# system ssh vrf vrfl key generate rsa modulus 256

roe: — <vrfname> — HanmeHoBaHne VRF;
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— <keytype> — TuUn reHepunpyemoro Kro4a, BO3MOXHble BapuaHThl: rsa, dsa, ecdsa, ed25519;
— <keylength> — anuHa kntoya B 6muTax, BO3MOXHbIE BapuaHTbl: 256, 384, 512, 768, 1024,
2048, 4069, 8192.
Ansa pobaBneHns ny6rM4HOro Knoya, BbINOMHUTE KOMaHAYy:
system ssh vrf <vrfname> public-key username <username> Kkey-string

<stringvalue>

admin@sr-be(config)# system ssh vrf vrfl public-key username admin key-string ssh01

roe: — <vrfname> — HaunmeHoBaHune VRF;
— <username> — NMs Norb3oBaTens;

— <stringvalue> — cTpoka ¢ ny6yIMYHbIM KIHOYOM.

[na npocmoTpa HacTpoek SSH VRF, BbinonHMTE kKOMaHAy:

show system ssh

admin@sr-be(config)# show system ssh

SSH server enabled
Version: 2
Port: 2649
Listen addresses:
255.255.255.1
Whitelist:
255.255.255.1/20
SSH server in vrf vrfl enable
Version: 2
Port: 22
Listen address:
122.255.255.1
Whitelist:
122.255.255.1/20

[ns yoaneHus HacTpoek cnncka goctyna SSH VRF cepsepa, BbINONHUTE KOMaHAY:

no system ssh vrf <vrfname> whitelist <networks>

admin@sr-be(config)#no system ssh vrf vrfl whitelist 122.255.255.1/20

roe: — <vrfname> — HanmeHoBaHune VRF;
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— <networks> — cnucok ceten X.X.X.X/X.
7.7 Hactpowuka Telnet

[ns HacTponikn Telnet ocyliecTBuTe BXxog B HacTpounku koHdourypaumm MO CM, BbinonHMB
KOMaHAay:

configure terminal

[na nameHeHns aktmBHocTu Telnet, BbINONHUTE KOMaHAY:

system telnet <changestatus>

admin@sr-be(config)# system telnet on

roe <changestatus> — ykasaHue coctosiHusi Telnet, moxeT 6bITb on, off unu restart.
[ns npocmoTpa HacTpoek Telnet, BLINONHUTE KOMaHAY:

show system telnet

admin@sr-be(config)# show system telnet
Telnet server enable

[na HacTtponkn whitelist, koTopas paspelwaer coednHEHUs XOCTam TOSbKO W3
onpeneneHHon ceTu, BbIMOMHUTE KOMaHAy:

system telnet whitelist <networks>

admin@sr-be(config)#system telnet whitelist 10.65.5.104/32
admin@sr-be(config)#tshow system telnet

Telnet configuration
Telnet server disabled
Port: 23
Listen address: all IPv4
Whitelist:
10.65.5.104/32
all-ipvé
Telnet timeout: 600

roe <networks> — cnucok ceten X.X.X.X/X.

[nsa HacTpouiku listen-address, kKoTopasi N03BONSAET NpocnyLwmMBaTh agpeca, BbINOMHUTE

KOMaHAay:
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system telnet listen-address <ipaddr>

admin@sr-be(config)# system telnet listen-address 10.65.5.99
admin@sr-be(config)# show system telnet

Telnet configuration
Telnet server enabled
Port: 23

Listen address: 10.65.5.99
Whitelist:

all-ipv4

all-ipvé

Telnet timeout: 600

admin@sr-be(config)# show tcp

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0 0 0.0.0.0:22 0.0.0.0:* LISTEN
tcp 0 O 10.65.5.99:23 0.0.0.0:* LISTEN

roe <ipadress> —IPv4/IPv6 agpeca ans npocnyLlmnBaHus.
Ana ynaneHnus HacTpoek whitelist, BoinonHuTe KOMaHay:

no system telnet whitelist <networks>

admin@sr-be(config)# no system telnet whitelist 10.65.5.104/32
admin@sr-be(config)# show system telnet

Telnet configuration
Telnet server disabled
Port: 23
Listen address: all IPv4
Whitelist:
all-ipv4
all-ipvé
Telnet timeout: 600

roe <networks> — cnucok ceten X.X.X.X/X.
7.8 HacTponka Telnet VRF

[na nogkntoyenus Telnet-cepepa Ha VRF, BbINONHUTE KOMaHAy:

system telnet vrf <vrfname> <changestatus>

admin@sr-be(config)# system telnet vrf vrfl on
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roe: — <vrfname> — HanmeHoBaHne VRF;
— <changestatus> — ykasaHue coctosHus Telnet-cepBepa, MOXeT 6bITb On, off unu restart.

Ecnn 3apgaHHoro VRF He cywectByeT, TO nNpu BbINOAHEHUN OygeT BblgaHoO
npegynpexaeHue:

admin@sr-be(config)# system telnet vrf vrfl on
Warning: Telnet server is configured for a non-existent vrf vrfl.

Ona Hactponkn listen-address Ha VRF, koTopass nossonsieT npocnywmvBaTtb agpeca,
BbIMOMHUTE KOMaHAy:

system telnet vrf <vrfname> listen-address <ipaddr>

admin@sr-be(config)# system telnet vrf vrfl listen-address 198.18.0.1
admin@sr-be(config)# show system telnet

Telnet configuration
Telnet server disabled
Port: 23

Listen address: all IPv4
Whitelist:

all-ipv4

all-ipvé
Telnet server in vrf vrfl disabled
Port: 23

Listen address: 198.18.0.1
Whitelist:

all-ipv4

all-ipvé
Telnet timeout: 600

roe: — <vrfname> — HanmeHoBaHne VRF;
— <ipadress> —IPv4/IPv6 agpeca onsi npocnyLmBaHus.
[na HacTtponkn whitelist Ha VRF, koTopasa paspeluaeT coeguMHEeHUs XocTaM TONbKO U3
ornpeneneHHom ceTn, BbINOSTHUTE KOMaHAY:

system telnet vrf <vrfname> whitelist <networks>

admin@sr-be(config)# system telnet vrf vrfl whitelist 10.10.10.0/24
admin@sr-be(config)# system telnet restart
admin@sr-be(config)# show system telnet

Telnet configuration
Telnet server enabled
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Port: 23

Listen address: all IPv4
Whitelist:

all-ipv4

all-ipvé

Telnet server in vrf vrfl enabled

Port: 100

Listen address: 192.168.0.2
Whitelist:

10.10.10.0/24

all-ipvé
Telnet timeout: 600

roe: — <vrfname> — HaumeHoBaHne VRF;
— <networks> — cnucok ceten X.X.X.X/X.

Ana ynaneHus Hactpoek port Ha VRF, BbINONHUTE KOMaHAy:
no system telnet vrf <vrfname> port <portnumber>
admin@sr-be(config)# no system telnet vrf vrfl port

roe: — <vrfname> — HanmeHoBaHune VRF;

— <portnumber> — Homep nopTa.

Onsa yoaneHus HacTtpoek whitelist Ha VRF, BbinonHuTe KomaHay:

no system telnet vrf <vrfname> whitelist <networks>

admin@sr-be(config)# no system telnet vrf vrfl whitelist 10.65.5.104/32
admin@sr-be(config)# show system telnet

Telnet configuration
Telnet server disabled
Port: 23
Listen address: all IPv4
Whitelist:
all-ipv4
all-ipvé
Telnet server in vrf vrfl disabled
Port: 23
Listen address: all IPv4
Whitelist:
all-ipv4
all-ipvé
Telnet timeout: 600
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roe: — <vrfname> — HanmeHoBaHne VRF;

— <networks> — cnucok ceten X. X. X.X/X.

[na yoaneHna HacTpoek listen-address Ha VRF, BeinonHute komanay:

no system telnet vrf <vrfname> listen-address <ipadress>

admin@sr-be(config)# no system telnet vrf vrfl listen-address

roe: — <vrfname> — HanmeHoBaHne VRF;

— <ipadress> —IPv4/IPv6 agpeca onst npocnyLumMBaHusi.

7.9 NoakntovyeHune Telnet-knueHTa

D,J'IFI noakntoyeHus Telnet-knneHTa, BbINONHUTE KOMaHAay:

telnet <ipaddr> port <portnum>

admin@sr-bet telnet 10.65.5.104 port 23

Trying 10.65.5.104...

Connected to 10.65.5.104.

Escape character is 'A]".

SR-BE

sr-be login: admin

Password:

Last login: Thu Nov 12 19:52:56 MSK 1970 on pts/1
19:54:16 up 23:04, 2 users, load average: 0.06, 0.05, 0.01
Last login: Thu Nov 12 19:54:16 on pts/1

roe: — <ipaddr> — IP-agpec Telnet-knneHTa;

— <portnum> — HomMep nopTa.

[na nogkntoyenus Telnet-knneHTta Ha VRF, BbINONHUTE KOMaHAY:

telnet <ipaddr> port <portnum> vrf <vrfname>

admin@sr-be(config)# telnet 198.18.0.1 port 23 vrf vrfl

Trying 198.18.0.1...

Connected to 198.18.0.1.

Escape character is 'A]".

SR-BE

sr-be login: admin

Password:

Last login: Wed Jul 31 17:29:05 MSK 2024 on ttySO

17:33:14 up 1 day, 47 min, 1 user, load average: 0.05, 0.01, 0.00
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Last login: Wed Jul 31 17:33:14 on pts/0

roe: — <ipaddr> — IP-agpec Telnet-knuneHTa;
— <portnum> — HOMep NopTa;

— <vrfname> — HaumeHoBaHune VRF.
7.10 Hactpouka TFTP cepBepa

Ansa Hactponkn TFTP ocywectsute BXxod B HACTponkn koHdpurypaumm MO CM, BbinonHMB
KOMaHAay:

configure terminal

[Onsa nameneHus aktmsHoctn TFTP cepBepa, BbINONHUTE KOMaHAY:

tftp <changestatus>

admin@sr-be(config)# tftp on

roe <changestatus> — ykasaHue coctosHusa TFTP cepsepa, moxeT 6bITb on unu off.
[nsa npocmoTtpa HacTpoek TFTP cepeepa, BbINOSIHATE KOMaHAY:

show tftp

admin@sr-be(config)# show tftp
mult.json
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8 HonosnHuTternbHble BO3MOXHOCTHU

Bce gyHkumoHanbHble Bo3amoxxHOCTH 1O CM 1 komaHabl 415 UX BbINOSTHEHUSI NPUBELEHDI

B NpUnoxeHnn K pykosoactey onepatopa RU.07622667.00004-01 34 01-2.
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9 O6HoBNEeHue nNporpamMmmbl

Ons npoBegeHuss pabotbl no obHoeneHuto 1O CM Heobxogumo opraHM3oBaTb

aBTOMaTM3npoBaHHoe paboyee mecto. lNpouecc opraHmsaumm APM onucaH B rnipunoxeHuu 1

NOAroToBKa aBTOMaTU3NPOBAHHOIO paboyero mecrta.

O6HoBneHne nporpamMmmMmHoOro obecneyeHns MoxeT npon3sBoanTb nMoJsib3oBaTellb C

YpOBHEM npuBunerni 15.
9.1 ObHoBneHue MO CM c nomowbio USB-HocuTens

C nomouwbio APM cospanTe ycTaHOBOYHbIM USB-HOCUTENb BbINOMHSAS criegytoLwme atansbi:
o oTdopmaTupymte USB-HocuTenb B opmaTe «FAT32y;
o YycTtaHoBuTe MeTKy ToMa Kak «INSTALLER»;

o cKonupynTe B KOopHeByto nanky USB-HocuTens dann obHosneHus ansa MO CM.

Ed
NMpumeyaHue

Y6eautecb B Hannuum canna «sr-be_ISTOK_mipsel_3.24.10_ 20250417 _140448. fw»

dann obHOBMNEHNA MOXHO ckadaTtb ¢ canTta https://istokmw.ru/service-router/

MoagkntounTe yctaHoBoYHbIM USB-HocuTenb k pazbemy USB1 CM Ha nuueBon yactu.
C nomowbio APM npoBepbTe, YTO CEPBMUCHbLIN MapLUpyTU3aToOp BKMKOYEH WU 3arpyska
CUCTEMbI 3aBepLuMnach.

OcyuiecTBute BXoa B CUCTEMY.

»
MpumeyaHue

Mo ymonyaHuto nornmH «adminy, naponb «admin». Npu BBOAE Naponst CUMBOSbI HA

aKpaHe He 0ToGpaXxaloTcs.

3anyctute obHoeneHne MO CM, BbINONHUB KOMaHAY:

system upgrade usb <devname> <filename>
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Last login: Tue Jun 9 11:51:45 UTC 2020 on ttyl
12:58:29 up 3 min, 0 users, load average: 0.02, 0.03, 0.01

admin@sr-be# system upgrade usb /media/usb0 sr-be_ISTOK_mipsel_3.24.10_20250417_140448.fw

roe: — <devname> — nyTb NOAKMHOYEHHOIO YCTPONCTBA;
— <filename> — Ha3BaHue darina c oO6HOBNEHNEM.
Mocne ckaunBaHus n nposepku cbanna c MO nssneknte USB-dnaw Hakonutens n3 CM.
MoaTtBepauTe 3anyck 0OHOBMEHNS, BBEASA B KOHCOSb:

yes

Image is downloaded correctly

Image file: /media/usb0/sr-be_ISTOK_mipsel_3.24.10 20250417_140448.fw loaded from /media/usb0
User data: to preserve

Build date: 17.04.2025 09:41:42 MSK

Architecture: mipsel

Version: 3.24.10

Package: release

System is ready to start the installation.
This process will take a long time and you will not be able to abort it
Do you want to proceed with installation? [yes/no]: yes

[Mocne aBTOMaTM4YeCcKOW nepesarpys3km CEPBUCHBIN MapLUpYyTU3aTOp HaYHeT npouecc

obHoBneHus MO CM (pucyHok 2).

Installing

Preparing filesystem
Make new files and dirs on /dev/sdal
[base] Install zlib

PucyHok 2 — YctaHoska 10 CM CS

Mo okoH4YaHMO 0OHOBNEHMUSA CepBI/lCHbIIZ MapLpyTU3aTop nepesarpy3ntca n BepHETCA B

LUTaTHbIA PeXum paboTbl.
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9.2 O6HoBneHune MO CM ¢ nomowbio HTTP/FTP/TFTP cepBepa

MogknounTe CEPBUCHLIM MapLLPYTU3aTOP K UMEKOLLIEMYCSH CEPBEpY.

PaamecTtute Ha cepBepe dann obHosneHus anga MO CM.

»
MpumeyaHue

dann gomkeH HasbiBaTbCs «Sr-be ISTOK _mipsel_3.24.10 20250417_140448.fw»

dann obHOBNEHMA MOXHO CKayaTb ¢ canTa https://istokmw.ru/service-router/

OcylecTBuTe BXoa B CUCTEMY.

»
MpumeyaHue

Mo ymonyanuto nornH «adminy, naponb «admin». Npn BBOAE Naponst CUMBOSbI Ha

3KpaHe He oToOpaxatoTcs.

sr-be login: admin
Password: _

3anyctute obHoBneHne MO CM, BbINONHUB KOMaHAY:

system upgrade <server_type> <address> filename <patch_to_file>

Last login: Tue Jun 9 11:51:45 UTC 2020 on ttyl
12:58:29 up 3 min, 0 users, load average: 0.02, 0.03, 0.01

admin@sr-be# system upgrade ftp 192.168.0.100 filename sr-be_ISTOK_mipsel_3.24.10_20250417_140448.fw

roe: — <address> — agpec cepBepa,;
— <server_type> — T1n cepBepa;
— <patch_to_file> — nytb go canna c NO.

Mocne Yero Ha4yHeTCsA KONMpPoBaHNe HeobXxoauMbIX AN OOHOBEHNA dannos.
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% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 176M 100 176M O 0 23.4M 0 0:00:07 0:00:07 --:--:-- 21.2M

Image is downloaded correctly

Image file: /sr-be_ISTOK_mipsel_3.24.10_20250417_140448.fw loaded from ftp://192.168.0.100
User data: to preserve

Build date: 17.04.2025 09:41:42 MSK

Architecture: mipsel

Version: 3.24.10

Package: release

MoaTtBepauTte HeobxoanmocTb ob6HoBMeHMs 1O CM, BBeas B KOHCOSb:

yes

System is ready to start the installation.
This process will take a long time and you will not be able to abort it
Do you want to proceed with installation? [yes/no]: yes

[Mocne aBTOMaTM4YecKoM Mepesarpys3kn CEPBUCHBIN MapLIpyTU3aTOP HaYHeT npouecc

o6HoBneHua MO CM.

Mo okoHYaHMO 0BOHOBNEHUS CepBMCHbIVI MapLpyTU3aTop nepe3arpy3ntcAa U BEpHETCAH B

LUTATHbLIA pexum paboTbl.

9.3 O6HoBneHne MO CM c nomowsbio FTP/SFTP cepBepa € ykazaHWeM MUMEHU

nonb3oBaTtens

MoaknoynTe CEPBUCHBIN MapLUPYTM3aToOp K MMELLEMYCS CEPBEPY.

PaamecTtute Ha cepBepe dann obHoenenus anga MO CM.

Ed
MpumeyaHue

dann gomkeH HasbiBaTbCs «sr-be ISTOK _mipsel_3.24.10 20250417 _140448.fw»

dann obHOBNEHNA MOXHO cKadaTtb ¢ canTta https://istokmw.ru/service-router/

OcyulectBnte BXo4 B CUCTEMY.
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»
NMpumeyaHue

Mo ymon4yaHuio norvH «adminy», naponb «adminy». Mpy BBOAE Naponsi CUMBOSbI HA

aKpaHe He 0ToGpaXkaloTcs.

3anyctute obHoBneHne MO CM, BbINOMHMB KOMaHAY:

system upgrade <server_type> <address> user <username> filename
<patch_to_file>

Last login: Tue Dec 24 11:51:45 UTC 2024 on ttyl
12:58:29 up 3 min, O users, load average: 0.02, 0.03, 0.01

admin@sr-be# system upgrade sftp 192.168.0.100 user istok filename sr-be_ISTOK_mipsel _3.24.10 _20250417
_140448.fw

roe: — <address> — agpec cepsepa;
— <server_type> — Tun cepBeepa;
— <username> — UMs Nosb3oBaTens, UCMornb3yemMoe AN ayTeHTUMUKALMN Ha CEPBEPE;

— <patch_to_file> — nytb go dpanna c lNO.

»
MpumeyaHue

MoxxeT noTpeboBaTbCs BBOA Napons Ans aBTopusauun.

lMocne yero Ha4YHeTCs KONMPoBaHME HeoBXoaAnMBbIX Anst 06HOBNEHUS hansos.

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 176M 100 176M 0 0 23.4M 0 0:00:07 0:00:07 --:--:-- 21.2M

Image is downloaded correctly

Image file: /sr-be_ISTOK_mipsel_3.24.10 20250417 _140448.fw loaded from sftp://192.168.0.100
User data: to preserve

Build date: 17.04.2025 09:41:42 MSK

Architecture: mipsel

Version: 3.24.10
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Package: release

MoaTteBepaunTte HeobxoanmocTb obHoBNeHus MO CM, BBeast B KOHCONb:

yes

System is ready to start the installation.
This process will take a long time and you will not be able to abort it
Do you want to proceed with installation? [yes/no]: yes

lMocne aBTOMaTMYeCKOW nepes3arpy3kn CEepBUCHLIN MapLUpyTM3aToOp HavyHET npouecc
obHoBneHua MO CM.
Mo OKOHYaHMIO OBHOBMNEHUSA CEPBUCHBLIM MapLUPYyTM3aToOp Nnepes3arpy3nTcs U BEpHETCS B

LWTATHBIA peXum paboTbl.
9.4 O6HoBMeHue nporpaMmmMmHoro obecnevyeHus U-boot u BMC

MocmoTpeTb Tekywme Bepcum U-boot 1 BMC MOXHO kOMaHaoW:

show platform

admin@sr-be#tshow platform

Platform: ISN41508

Serial number: RS3010021A0002

BMC Firmware version: 1.8.1

U-boot version: 1.3.5

CPU model: Baikal-T1; MIPS P5600 V3.0 FPU V2.0
CPU cores: 2

Memory: 2 GB

Network:

2 x WAN 1000Base-LX

8 x LAN 1000Base-TX (speed 10/100/1000)
External HDD: not connected

Internal SSD: connected

USB Flash Drive: no Flash drive connected
LTE USB Modem: no LTE modem connected

C nomoubto APM cospgainTe ycTaHOBOYHbIN USB-HOCUTENb BbINOMHSAS criegytowme atansi:
o oTdopmaTupynte USB-HOocuTenb B popmate «FAT32»;
o ycTtaHoBuTe MeTKy TomMa Kak «INSTALLERY»;
O CKOMMpynTe B KOpPHeBYy nanky USB-HocuTens annbl oBHOBReHWa Ans

nporpamMmbi;
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o npoepbTe ann obHoeBneHna U-boot 1 BMC Ha COOTBETCTBME Ha3bIBAHWIO
«rt1mb.romy»;

o npoeepbTe ¢ann obHoBneHna 3arpy3unka BMC Ha cOOTBETCTBME Ha3blBaHWUIO
«bmc-stm32-f100-boot-0.1.biny.

»
NMpumeyaHue

dannbl 06HOBNEHNA MOXHO ckadaTtb ¢ canta https://istokmw.ru/service-router/

Mogkniounte  ycTtaHoBOYHbIM  USB-HocuTens k  pasbemy USB1  cepsucHoro
MapLupyTusaTopa Ha fiMueBON 4YacTu.

[Mepesarpy3nte cepBUCHbIM MapLupyTusaTop Ana nonagaHusa B boot menu, BbINONHUB
KOMaHAay:

system reboot

Last login: Tue Dec 24 11:51:45 UTC 2024 on ttyl
12:58:29 up 3 min, 0 users, load average: 0.02, 0.03, 0.01

admin@sr-be# system reboot

»
MpumeyaHue

Takke CepBMCHbIA MapLIpyTM3aTop MOXHO nepesarpy3ntb, KpaTKOBPEMEHHO

obecTouumB ero.

Mcnonb3yss knaeBuatypy Bbibepute nyHkT «FW update», nocne 4ero HadHeTcs

npouecc oOHoBNEHUS.

--== RT1MB boot menu ==--
Normal boot
FW update
BMC console
U-Boot console
Press UP/DOWN to move, ENTER to select menu entry 1
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Mo okoH4YaHMO 0OHOBNEHNSA cMcTEMA BepHET BO3MOXHOCTb BBOJA KOMaHAO.

SF: Detected MX25U12832F with page size 256 Bytes, erase size 64 KiB, total 16 MiB
(Re)start USB...
USBO: Register 1000140 NbrPorts 1
Starting the controller
USB XHCI 1.00
scaning bus 0 for devices... 3 USB Device(s) found
scaning usb for storage devices... 1 Storage Device(s) found
scaning usb for ethernet devices... 0 Ethernet Device(s) found
reading rtlmb.rom
16777216 bytes read in 8761 ms (1.8 MiB/s)
131072 bytes written, 16646144 bytes skipped in 109.488s, speed 158275 B/s
BAIKAL #

Ecnu He npoun3oLwuno aBToMaTtnyeckoro 3anycka 06HOBMEHWS, BbIMOMHUTE KOMaHAbI:
setenv ci_installed1

saveenv

BAIKAL # setenv ci_installed1

BAILAL # saveenv

Svaing Environment fo Flash

SF: Detected MX25U12832F with page size 256 Bytes, erase size 64 KiB, total 16 Mib
Erasing SPI flash...done

Writing to SPI flash...done

BAIKAL#

[ns Bo3BpaweHMss K LwWTaTtHOM paboTe HeobxoaMmo nepesarpy3nTb CEPBUCHLIN

MapLUpyTU3aTop, 4518 3TOro KPaTKOBPEMEHHO 06EeCTOUbTE €ro.
9.5 C6bpoc K 3aBOACKUM HACTpOUKam

C nomowbio APM npoBepbTe, YTO CEPBMCHbLIN MapLUpyTU3aTOp BKMKOYEH WU 3arpyska
CUCTEMbI 3aBepLuMnach.

OcyulectBnte BXo4 B CUCTEMY.
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»
NMpumeyaHue

Mo ymon4yaHuio norvH «adminy», naponb «adminy». Mpy BBOAE Naponsi CUMBOSbI HA

aKpaHe He 0ToGpaXkaloTcs.

3anycTtute npouecc cbpoca Kk 3aBogckmm HacTponkam MO CM, BbINOMAHMB KOMaHAY:

factory-default

Last login: Sun Apr 12 13:11:11 MSK 2015 on ttySO
12:10:27 up 3 min, O users, load average: 0.25, 0.32, 0.14

admin@sr-be# factory-default

MoaTtBepauTe 3anyck cbpoca k 3asoacknum Hactpomnkam MO CM, BBeasa B KOHCOSb:

delete all

admin@sr-be# factory-default

You are attempting to reset device to factory default state.

This device will be rebooted and will start installation of default software version.

You will lose all of your data: settings, profiles, users, logs etc.

This process IS NOT REVERSIBLE.

Are you sure you want to proceed? If you are sure enter ‘delete all’ or enter ‘no’ to cancel: delete all

Mocne aBTOMaTUYECKOW Nepes3arpy3kM CEpPBMCHOIO MapLupyTu3aTopa HavyHeTcs npouecc
cbpoca HacTpoek 10 CM.
Mo okoH4YaHMIO cbBpoca HaCTPOEK CEePBUCHBLIN MapLUpyTU3aTop nepesarpysvTcs wu

BEPHETCS B LUTATHbIV PEXNM paboThl.

Fd
NMpumeyaHue

Takke npouecc cbpoca K 3aBOACKMM HACTPOMKaAM MOXHO BbIMOMHUTL HaXaB U

yaepxuBas 10 cekyHa kHonky "CLR" Ha cepBucHOM MapLupyTusaTope.
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Mepe4yeHb YCNOBHbLIX 0603HAa4Ye€HUN U COKpaLLeHUN

APM
oC
nocm
N3BM
cM
ARM
BFD
BGP
BMC
BPDU
CARP
cBQ
cLl
DHCP
DMVPN
DNS
DSA
DSCP
FIFO
FTP
GRE
GRED
HFSC
HTB

IGMP

IPIP
IPSec
IP SLA

IS-1S

ABTOMATU3MU poBaHHOE pa60l-|ee MecCTo

OnepaunoHHaa cuctema

MporpammHoe obecneyeHns cepBUCHOTO MaplpyTusaTtopa CS

ﬂepCOHaanaﬂ 3/1EKTPOHHO-BbIYNCNINUTE/IbHAA MaLUNHaA

CepBucHbIN mapLupyTmnsatop CS
Advanced RISC Machine

Bidirectional Forwarding Detection
Border Gateway Protocol

Baseboard Management Controller
Bridge Protocol Data Unit

Common Address Redundacy Protocol
Class-based queueing

Command-Line Interface

Dynamic Host Configuration Protocol
Dynamic Multipoint Virtual Private Network
Domain Name System

Distributed Switch Architecture
Differentiated Services Code Point
First In, First Out

File Transfer Protocol

Generic Routing Encapsulation
Generalized RED

Hierarchical fair-service curve
Hierarchical Token Bucket

Internet Group Management Protocol
Internet Protocol

Internet Protocol in IP

IP Security

Internet Protocol Service Level Agreement

Intermediate System to Intermediate System
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L2TP
LACP
LDP
LLDP
MAC
MPLS
MSTP
MTU
NAPT
NAT
NTP
OpenVPN
OSPF
PAT
PIM
PPTP
PPPoE
PQ
QoS
RADIUS
RED
RFC
RIO
RIP
RIPng
RSTP
RSVP
RSVP-TE
SFQ
SNMP

SSH

Layer 2 Tunnelling Protocol

Link Aggregation Control Protocol
Label Distribution Protocol

Link Layer Discovery Protocol

Media Access Control
Multiprotocol Label Switching
Multiple Spanning Tree Protocol
Maximum Transmission Unit

Network Address Port Translation
Network Address Translation
Network Time Protocol

Open Virtual Private Network

Open Shortest Path First

Port address translation

Protocol Independent Multicast
Point-to-Point Tunneling Protocol
Point-to-point protocol over Ethernet
Priority Queuing

Quality of Service

Remote Authentication Dial-In User Service
Random early detection
Request for Comments

RED In/Out

Routing Information Protocol

RIP next generation

Rapid spanning tree protocol

Resource ReSerVation Protocol
Resource Reservation Protocol - Traffic Engineering
Stochastic Fairness Queueing

Simple Network Management Protocol

Secure Shell
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STP — Spanning Tree Protocol
TBF — Token Bucket Filter
TACACS+ — Terminal Access Controller Access Control System
TCP — Transmission control protocol
TFTP — Trivial File Transfer Protocol
ToS — Type of Service
TTL — Time to Live
UDP — User Datagram Protocol
UMSD — Unified Marvell SOHO Driver
USB — Universal Serial Bus
VLAN — Virtual Local Area Network
VPLS — Virtual Private LAN Service
VPN — Virtual Private Network
VPWS — Virtual Private Wire Service
VRF — Virtual Routing and Forwarding
VRRP — Virtual Router Redundancy Protocol
WAN — Wide Area Network
WFQ — Weighted Fair Queuing
WRED — Weighted Random Early Detection
WRR — Weighted Round Robin
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MpunoxeHue 1. NoaroroBka aBToMaTU3MPOBaAHHOIoO pabo4yero mecra

1.1. AnnapaTHble cpeacTBa

Ons  npoBegeHnss  paboTbl C  nporpaMmon  HeobxoQuMMO  OpraHM3oBaTb

aBTOMaTU3NpoBaHHoe pabovee mecTo (Tabnuua 1.1).

Tabnuua 1.1 — MNepeyeHb o6opyaoBaHns 1 nporpaMmmMmHoro obecneyveHuns ns coctasa APM

HanmeHoBaHuMe Kon-Bo, wr.

M3BM c yctaHoBneHHol OC, B cocTaBe: 1

O CUCTEMHbIM BNOK C XapaKTEPUCTUKAMM HE XYIKE:

npoueccop c vyactoton 1 My,

06bém onepatnBHoi namatn — 2 'G;
OOCTYMHbIA 06BEM KECTKOro ancka — 32 Ib;
Buaeoagantep — DirectX 9;

uHTepoericol — USB 2.0, RJ-45 — 1 wT,;
YCTPOMCTBO YTEHMA KOMMNAKT—AMCKOB.

O MOHUTOP;
O KnaBumaTypa;
(@) MaHUNYAATOP TUMA KMbILLb».

Kabenb-agantep USB c pasbémom DB9I (RS-232) 1

PuTTY 1
2.2. Nopknro4yeHne yCTpoUcTB

[nsa npoeeaeHus pabot ¢ N0 CM:
Mpomnseegute nogknovyeHne APM k annapatHonm nnatgopme CM nocpencrsom

KOHconbHoro kabensa RJ-45 — DB9 (pucyHok 1.1, pucyHok 1.2);

PucyHok 1.1- PacnpefeneHue KOHTakTOB pa3beMoB kabens koHcornbHoro RJ45-DB9
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PucyHok 1.2 — PacnpeneneHune KOHTakToB pa3dbeMoB kabens ans CM Beinycka paHee 05.2024

»
NMpumeyaHue

B cnyuyae otcytctBus nopta DB9 Ha APM, HeobxoomMmo mcnonb3oBaTb Kabenb-
agantep USB — DB9 (RS-232). YctaHOBUTbL UCMonb3yemMble aganTepoM ApamBepa Mo

HeobxoaMMoCTw.

lMpoBepbTe KOPPEKTHOCTL NoakntoveHnsa nagenna k APM, B ancnetyepe ycrtponcts OC.
3anyctute nporpammy PUTTY 1 B €€ rmaBHOM OKHE YKaxuTte:
o Tun noaknoyenus — Serial;
o Homep nopta 3 gucnetyepa ycrponcte OC;
o cKopocTb — 115200.
Bo Bknagke «Serial» npoBepbTe HACTPOMKM UCTOYHUKOB BBOAA, AJ151 KOPPEKTHOM paboThl
BbicTaBuTe Ha «None».

Moagkntountech k CM, HaxxaB Ha kHonky Open.

»
MpumeyaHue

B cnyyae otcytcteus 3arpyskm MO CM Heobxogumo:
nepesarpy3ntbe CM nyTem OTKMOYEHUS N BKIOYEHUS MUTAHNS;
NpoBepUTb NOAKMOYEHME YCTPOUCTB, B YAaCTHOCTK pacnanky kabensa DB9 — RJ-45;

nposepuTb HacTporkn COM-nopTta B PUTTY.

Mocne atoro, nHtepdgenc DBI (RS-232) ctaHeT akTUBHbIM Ha Npuém curHanos, APM

OGyneT cuMTaTtbCa NOAroTOBMEHHLIM K paboTe.
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TexHunyeckasa nopgae PXKa

OdmumanbHbIi caiT KomnaHuu: https://istokmw.ru/

[okymeHTauumo 1 nporpammMmHoe obecnevyeHne Ha U3genus MoXHO ckadaTb B pasfgene
«JokymeHTauusa n NporpammHoe obecneveHne» Ha cTpaHuue https://istokmw.ru/service-router/

BasoBast TexHN4eckas nogaepkka ocyLLeCTBNSAETCS

5 pHew B Hegento no 6ygHsam ¢ 8:00 go 17:00 (Bpemsi MockoBckoe)
Ten: +7 (495) 465-86-48

e-mail: support@istokmw.ru

E h web: https://istokmw.ru/support/

JIn4yHbIN KAaBUHET TEXHWMYECKON NOAAEPKKN MO PYHKLMOHNPOBAHMUIO MPOSYKTOB
https://helpdesk.istokmw.ru/
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