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AHHOTaLUSsA PykoBoacTtBo onepatopa
RU.07622667.00004-01 34 01-1

AHHoOTauus

[aHHbIN [OKYMEHT SABMNSETCH PYKOBOACTBOM onepatopa nporpaMmHoro obecneveHus
cepBucHoro MapuwpyTtusatopa CS (manee no tekcty — O CM), npegHasHayeHHOro Aans
opraHusauumn n npegocTtaBneHns yHKUMN KOMMyTauum n mapLipyTnsauum Tpaduka.

[aHHbIN AOKYMEHT onucbiBaeT obLlime cBeaeHusl, HaCTPOWKK, HaBUraumio n coobLeHms
onepatopy O CM. [lMonHbim nepeyeHb komaHa MO CM m ux napameTpoB npuBedeH
B RU.07622667.00004-01 34 01-2 PykoBoacTtBo oriepatopa. [llpunoxenne 1. CrnpaBoOYHUK
komaHg CLI.

HacTtoawmn [OKYMEHT BXOOUT B COCTaB MNpPoOrpamMMHOM LOOKYMEHTauuu Ha wusgenuve
N paccyMTaH Ha nosib3oBaTerns, MMeloLero HaBblku paboTbl Ha NepPCOHanbHON 3NEKTPOHHOM
BblumcnuTenosHon mawmHe (M3BM) B onepaumoHHon cucteme (OC) Linux, Windows n 3HatoLwmi
OCHOBbI CETEBOr0 aAMUHUCTPUPOBAHUS.

HokymeHT paspaboTtaH nog sepcuto MO CM 3.24.08 ot 20.12.2024, pabota 1O CM
B 6onee paHHMX BEPCUSAX MOXET OTNIMYATbCA OT TEKYLLEN.

[na HarnsgHOCTU B TEKCTE HACTOALLEro PyKOBOACTBA UCMOMb3YKTCA pasfnyHble CTUMK
odopMneHMs.

O6nactn NnpuMeHeHNs CTUNEn ykasaHbl B Tabnvue 1.

Tabnuua 1 — CTunn opopMneHuns B JOKYMEHTE

Ctunb ocpopmneHums O6nactb NpMMeHeHUA Mpumep
MonyXmMpHbIN WpudT BbligensietT npyumepbl cuHTakcuca . .
Consolas KoMan configure terminal

Name # Rule
WpudT Consolas Boigensiet BoiBog CLI

100 1 src: 192.168.1.1/32
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1. O6Gwue cBegeHUA o nporpamme

1.1. MO CM npeaHasHa4deHo onst obecneyeHns yHKLUMA KOMMYyTaLMmM 1 MapLupyTusauum
Tpaduka.

1.2. MO CM obecneunBaeT pyHKLUMOHMPOBaHME no npoTokony IPv4 (RFC 791).

1.3. IO CM obecneumnBaeT yHKLMOHMpOBaHne no npotokony IPv6 (RFC 2460).

1.4. 10 CM obecneumBaeT 06paboTky Jumbo Frames (kagpoB pa3amepom o 1900 6anT)
Ha Bcex nHTepgencax Ethernet.

1.5. MO CM obecneunBaeT Ha3Ha4YeHne ctatndecknx IP-agpecoB cBoMM nHTEpdEcam.

1.6. MO CM obecneunBaeT ogHOAAPECHYIO CTaTUYECKYO MapLlpyTM3auuio IP-nakeTos.

1.7.T10 CM noppepxvBaeT OAHOAAPECHYKD  OWHAMUMYECKYHD  MapLUpyTU3aumio
no npotokonam RIP, RIPng, OSPF, IS-IS, BGP.

1.8. MO CM nopggepxmBaeT arperauuio noptos ¢ nomoubio LACP.

1.9. MO CM obecneunBaeT nepepacnpeneneHme mapLpyTHON MHopMaunu:

o Mexay NPoToKoNaMn AMHaMU4YeCcKkon MapLupyTu3aumm;
O CTaTUYEeCKUX MapLIPYTOB B NPOTOKOSbI ANHAMUYECKOMN MapLIpyTMU3aLnu.

1.10. MO CM nopogepxunBaeT MapLupyTm3aumio Ha ocHose nonutuk (Policy routing):

o Ha ocHoBe |IP agpeca NCTO4YHKKa;
O Ha OCHOBE HOoMepa nopTa UCTOYHMKA N HA3HAYeHUS.

1.11.T10 CM nopggepxmBaeT ©OanaHCMPOBKY HarpyskM nNpu HanIMyum HECKOSbKUX
MapLUpyTOB C O4MHAKOBOWN METPUKOMN.

1.12. 110 CM nopggepxmBaeT NPOTOKOSblI yBenuvyeHna [octynHoctu wo3a VRRP
n CARP.

1.13. MO CM noggepxmnBaeT NpoToKkon obHapyxeHust npobnem ceasHocTu BFD.

1.14.T10 CM obecneuymBaeT ObICTPYHO CXOOUMOCTb MNPOTOKOSIOB AMHAMUYECKOMN
MapLupyTusaumm ¢ noMmoLbio npotokona BFD.

1.15.T10 CM obecneuymBaeT obGHapyXeHMe [OCTYNHOCTU CIeaylLwero TPaH3UTHOro
yyacTka ans cTaTM4eckux MapLipyToB C NOMOLLbIO npoTokona BFD.

1.16. 1O CM nopaepxuBaeT OMHAMUYECKOE KOH(UIypUpoBaHME CETEBbIX HACTPOEK
Ha y3nax B kadectBe DHCP-cepBepa.

1.17.110 CM nopggepxuBaeT paboty B kadectBe DNS-cepsepa, DNS-knueHTa,
DNS-proxy.

1.18. MO CM nogaepxmnBaeT NpOTOKON CUHXPOHM3aunn BpemeHn NTP.

1.19.110 CM nopoepxvBaeT MHOrOQOPECHY AUHAMUYECKYH MapLupyTu3auuio
no npotokonam IGMP, PIM.

1.20. NO CM nogaepxmnBaeT NpoTokos yyeTa ceTeBoro Tpaduka Netflow.

1.21. MO CM nopaepxmBaeT NnpoTokon ceTeBoro ynpasneHns SNMP.

1.22. MO CM nopgepxmnBaeTt mexaHnsm IP SLA.

1.23. 110 CM nopaepxuBaeT CETEBYHD CUCTEMY OOHapyXeHus u npenoTBpalleHus
BTop>keHM SNORT, cnocobHyto BbINONHATL PEMMCTPALMIO NAKETOB U OCYLLECTBNATL rNy0OoKui
aHanus Tpaduka.

1.24.T10 CM nopaepxmBaeT MHOrONpoOTOKOSbHYH KoMmyTaumio no MPLS meTkam
(Multiprotocol label switching) RFC 3031.
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1.25.110 CM nogaepXuBaeT  TEXHOMOMMK  BUPTyanbHOW  MapLupyTusauuu
n nepeagpecaumn (Virtual Routing and Forwarding (VRF)).
1.26. NO CM nogaepxmnBaeTt npeobpasoBaHue ceteBbix agpecoB NAT.
1.27. MO CM obecneymBaeT 6a30Bble KOHLENUMN TPAHCAALNN CETEBbLIX aapeCoB:
o cTaTudeckas (Static Network Address Translation);
o anHammyeckasa (Dynamic Address Translation);
o mackapagHasa (NAPT, NAT Overload, PAT).
1.28. IO CM noggepxuBaeT cnegytowme metoabl obecneyeHnsa kayectsa 06CcnyxmBaHus
B ceTax: FIFO, PQ, CBQ, WFQ, HFSC, RED, GRED, HTB, RIO, SFQ, TBF, WRR, INPUT, WRED.
1.29. MO CM nopaepxmBaeT UCnonb3oBaHMe nepapxmyeckmx gucumnnivH QosS.
1.30. MO CM nogoepxvBaeT TEXHOSOMMK CO34aHnA BUPTyalibHbIX YacTHbIX ceTen
DMVPN
1.31. MO CM nopaepxmnaet npotokonsbl OpenVPN un IPSec.
1.32. MO CM nogaepxmBaeT pyHKUMIO TYHHENMpoBaHna no npotokonam: PPPoE, PPTP,
IPIP, GRE, L2TP.
1.33. 1O CM obecneumnBaeT punbTpaumo Tpaduka no crnegyowmm nonsim:
o nopt (TCP/UDP) otnpasutens;
o nopt (TCP/UDP) nonyyaTtens;
o |IP-agpec oTnpaBuTens;
o IP-agpec nonyyartens;
o MAC-agpec otnpaBuTtens;
o ¢onaru 3aronoeka cermeHTa TCP;
o 3Ha4veHue nons «lpoTokony 3aronoska IP;
o 3Ha4yeHue nonsa «ToS» (TOS/DSCP) 3aronoska IP.
1.34. IO CM noppepxunBaeT xypHanuposaHue Syslog.
1.35. MO CM nogaepxunBaeT crnegytowime Buabl yrnpaBrneHns:
O fnokanbHoe Yepes uHTepdenc komaHgHom ctpoku (CLI);
© yganeHHoe no npoTokony SSH;
o yganeHHoe no npotokony Telnet.
1.36. 10 CM obecneunBaet KOPPEKTHOCTb 3agaBaeMbIX napamMmeTpoB
YHKUMOHNPOBAHUA.
1.37.T10 CM obecneymBaeT MexaHU3Mbl MWAEHTUUKAUUMKM W ayTeHTUdUKaLMK,
NCNonb3yLMECS NPU BXOAE B CUCTEMY YNpaBrneHns nusgenvem.
1.38. MO CM nopaepxuBaeT yganeHHyo ayTeHTUdukaumo/asTopmsanunio no npoTokony
RADIUS un obecneunBaeT hyHKLMOHMPOBAHWE B KQ4YECTBE KINNEeHTa.
1.39.110 CM nopaepxuBaeT ayTeHTUdUKaLMo/aBTopmu3aumo/y4eTr no npoToKosy
TACACS+.
1.40. MO CM nopoepxuBaeT 3agaHue ydeTHbIX 3anucen agmuHucTpatopa/onepaTtopa
N UX naponemn.
1.41. NO CM nopnepxmBaeT crneayrowme Buabl 06HOBNEHMS:
O rflokarnbHoe (C BHYTPEHHEro/BHELLHEero HakonuTens);
o yganeHHoe (no npotokonam TFTP, FTP).
1.42. 1O CM obecneymBaeT coxpaHeHne CKOHMpUIypMpOBaHHbIX Npocunen.
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1.43.T10 CM obecneunBaeT BbIBOA4 MEPEYHS MMEKOLMUXCA B CUCTEME NPOUNEn, UX
NPOCMOTP, a Takke X KONMPOBaHNE Ha BHELUHUA HOCUTENb.
1.44. O CM obecneumnBaeT cOpoc k 3aBOACKNMM HaCTpOnKam.
1.45. MO CM nopaepxvmBaeT B3aMMoOLENCTBME C KOMMYTaUMOHHbIM ymnom Marvell Link
Street 88E6390X (ganee — moaynb KOMMYyTaLUK).
1.45.1. 110 CM noaggepxuBaeT KOH(UrypupoBaHMe crieayrowmx napameTpoB MOAyIs
KOMMYyTaLUNn:
O BKNtOYEeHME/BbIKMOYEHNE NOPTOB MOAYNS;
O CKOPOCTb NOPTOB M PEXMM Nepeaauu;
O aBTOCOrfacoBaHue;
o napameTpbl TermposaHus kagpos (VLAN-Tpaduk);
o STP-COCTOSiHME NOPTOB;
O napameTpbl pexnma oby4yeHust 1 3anofiHeHnst Tabnuy, koMmyTauuu;
o cosgaHue/nsameHeHne/yganeHne sanucen B Tabnuuax KommyTaumm.
1.45.2. 11O CM obecneuymBaeT nonyvyeHne nHopmauum O TEKYLLEM COCTOSIHUM MOAYIS
KOMMYyTaLUnn:
0 KOH(hurypaumsa n ctatyc nopToB MoAys KOMMyTaLuK;
o STP-cocTosiHne nHTepdencos;
O COCTOSAHME Tabnuu, KOMMYTaunu;
O 3HaYeHMs1 CHETYMKOB KaapoB Ha nopTax.
1.45.3. 1O CM noggepxmBaeT cnegytowme crnyxebHble NpOTOKObl BTOPOro YPOBHS:
o STP;
o RSTP;
o MSTP;
o LLDP.
1.46. NO CM nogaepxmBaeT BCTpOeHHble yTunuThbl - iperf, tcpdump, ping, traceroute.
1.47. MO CM nopaepxuBaeT 3epkanMpoBaHue nepegaBaemMoro tpaduka.
1.48. MO CM nopaepxvmBaeT MOHUTOPUHT: NpoLeccopa, NamaTn, TemnepaTypbl, CACTEMbI
oxnaxaeHusi, coctoaHmna SSD aucka.
1.49. NO CM nognepxmBaeT pexum annoBoro cepsepa.
1.50. NO CM nogaepxmaet paboty 3G/4G/LTE mogemos.
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2. YcnoBuA BbINONHEHUSA nporpaMmbl

MuHumanbHble TpeboBaHuA, NpeabsBrsemMble K annapaTtHon nnaTtgopme, Heobxoanmble
ans sbinonHenus MO CM:
o annapaTtHas nnatgopma Ha 6a3e npoueccopa Baikal-T1;
o onepaTtmBHada namaTtb: 2 I'b;
o NOCTOSIHHOE 3arnoMuHaroLlee yctponcTtso: 16 I'b.
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3. BbinonHeHue nporpaMmmsl

3.1. Hactponky MO CM cnenyet npom3BoauTb C WUCMOMb30BaHMEM YYETHOW 3anucu
npegocTaBfieHHONW CUCTEMHbIM agMWHUCTpaToOpoM. Kaxpas ydyeTHas 3anmcb umeet oT 1-ro
0o 15-ro ypoBHs npuBuniervi. [OCTynHble BO3MOXHOCTW MOfb3oBaTeNs Ha onpegerieHHOM
YypOBHE NpuBMNernn npmeegeHsl B Tabnuue 2.

Tabnuua 2 — lNepeyeHb npmuBUnernn

YpoBeHb

- Bo3moxHoCTU nonb3oBaTens
npuBunernmn

NPOCMOTP CUCTEMHbIX >KYpPHaroB;
1-15 TeCTUpOBaHMe NPONyCcKHOM CNOCOBHOCTU ceTy;
HaCTPOWMKa PEeXNMOB KOHCOIN.

npocmoTp HacTpoek O CM;

2-15 .
HaCcTpoWKa CUCTeMbI OTNagKu.

yrnpaBrneHne nonb3oBaTensamu;
HaCTpOWKa CNUCKOB METOAO0B ayTeHTUdMKauumn, asTopmaaumm n ydeta (AAA);
HacTpownka RADIUS-cepBepoB;
HacTponka TACACSH+;

HacTponka nHtepgericos WAN;
HacTponka nHtepdericos LAN;
HacTponka nHtepdercos VLAN;
HacTpowika nHTepcdericos Loopback;
HaCTpOWMKa TYHHESbHbIX MHTEPENCOB;
HacTpowka nHtepdenicos E1;

HacTpouka nHtepdercos PPP;
HacTpoWnKa COeQUHEHU TMNa MOCT;
HacTpovka LLDP;

HacTporika ARP, ARP-proxy;

HacTpoWKa cTaTuyeckon MapLupyTusauum;
HaCcTpoWka MapLipyTusauumn Ha ocHose nonutuk (PBR);
HacTpowka BFD;

HacTpowka Virtual Router;

HacTpounka VRF;

HacTpouka RIP, RIPng;

14-15 HacTponka OSPF, OSPFv3;

HacTpowka IS-IS;

HacTponka BGP, MP-BGP;

HacTpovika LDP;

HacTponka MPLS;

HaCTpOWMKa N aHOHCMPOBaHWE MapLLPYTOB;
ANarHocTvka u oumcTka Tabnuy MmapLpyTmnsaumm;
HacTpovika DHCP;

HacTponka Telnet;

HacTponka SSH;

HacTpovika NTP;

HacTpovka TFTP;

HacTponka DNS;

HacTponka VRRP;

HacTponka CARP;

HacTpowka PIM,;

HacTponka PPPOE;

HacTpouka PPTP;

HacTpouka L2TP;

HacTpownka OpenVPN;

HacTporika NAT,;
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YpoBeHb
npuBuUnerun

Bo3moxHoCTU nonb3oBaTens

HacTpowka nepemapkmpoBku, L2-nepemapkupoBku, MPLS-nepemapknpoBku, punstpaumm n ACL;
HacTponka ancumniund QosS;

HacTponka DMVPN;

HaCcTponKa AMCLMNANH OBCYyXMBaHWS;

HacTporika SNMP areHTa;

MOHUTOPWHI Tpadmka ¢ nomoLbto IP SLA;

MOHUTOPWHI annapaTtHbIX PecypCcoB;

HaCTpPOMKa CUCTEMHOWN KOHCOMW;

HaCTpPOMKa CUCTEMbI;

HaCTpOMKa NPOMN3BOANTENBHOCTMU.

15

nepeycrtaHoBka u o6HoBneHue MO CM;
cbpoc HacTpoek MO CM.

3.2. NMNogpobHoe onucaHne KoMmaHg 1 ux napameTpos ans Hactponku MO CM npmuBegeHo
B RU.07622667.00004-01 34 01-2 PykoBoactBo onepatopa. [lpunoxeHve 1. CnpaBoYHUK

komaHpg CLI.

Bepcuna 11.0
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4. HaBurauus B nporpamme

4.1. MprHUMNbI paboTbl ¢ UHTePPEeNncoM KOMaHAHON CTPOKMU

KomaHOHbIM MHTepdenc mapLupyTnsatopa AOCTYNeH Yepes CUCTEMHYI KOHcosb Telnet,
nogkrtoyaemyto yepesd COM-nopT Ha 3agHen NnaHenu ycTponcTea, NMbo yepes ceTb cpeacTesamm
npotokona SSH. WHTepdenc komaHOHOM CTPOKM obecneymBaeT AOCTYN K PyHKUMOHany
MapLipyTusaTopa 4yepe3 nepapxu4eckytd CUCTEMY KOMaHLHbIX PEXMMOB. TeKyllas vepapxus
oToGpakaeTcs B NpurnalleHnmn gnsi BBoga KOMaHapl.

admin@sr-be(config)#

Ana ynpoweHus ucnonb3oBaHus komaHgHon ctpoku B MO CM peanunsoBaHa (pyHKUMA
aBTOMaTU4YeCKOro OOMOSIHEHUS KOMaHA. [Ans ee aktuBauum HeobxoguMmo HenosiHo HabpaTb
KOMaH4y W HaxkaTb knasuwly «Taby.

Ana nonyvyeHuMs noACKa3oK O BO3MOXHOM MPUMEHEHUMM YHKUUK, peannu3oBaHa
KOHTEKCTHas noackaska. [loniyyeHne KOHTEKCTHOM NoACcKa3ku BO3MOXHO Ha nobom atane BBoAa
KomaHapl. [1na ee akTMBauun HeOBXOAMMO HaXaTb KraBuLLy «?».

Ana ygobctBa ncnonb3oBaHus komaHaHom ctpokm B 1O CM peanusoBaHa nogaepkka
ropsuux knasuw (Tabnuua 3).

Tabnunua 3 — lNepeyeHb ropavmx Knasuw KOMaHAHOM CTPOKK

CoyeTaHue KnaBuLU OnucaHue

Ctrl+z BosBspalleHne Ha npeabiayLLyto CTYrNeHb nepapxnyeckon cuctemsl

Ctr+D BosBpalieHuve Ha npedblayLLyto CTyNeHb nepapXnu4eckon CUCTEMbI, Ha CTYNeHW BEPXHEro
YPOBHS NMPOM3BECTM BbIXO, Nofb3oBaTens

Ctrl+J, Ctrl+M BbInonHnTL BBEAEHHYIO KOMaHAy

Ctrl+A lMepexon B Ha4ano CTpoku

Ctrl+E Mepexoa B KOHeL, CTPOKMN

Ctrl+U YpaaneHvne cMMBOOB crieBa OT Kypcopa

Ctrl+K YpaneHvue cMMBOSOB cnpasa OT Kypcopa

Ctrl+wW YpaneHue criosa cnesa OT Kypcopa

Ctrl+H YpaaneHue cumBorna cresa OT Kypcopa

Ctrl+C MpepblBaHWe BbIMNOSTHEHWUS KOMaHAbI

Ctrl+L OuncTnTb aKpaH

Bepcus 11.0 11
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4.2. KomaHabl HaBUraumm

ans BO3BpalleHne Ha npeabliaywyr CTyneHb MepapxmquKon CUCTEMbI, BbIMNOJIHUTE
KOMaHAy:

end

admin@sr-be(config)# end
admin@sr-be#

[ns Bo3BpalleHne Ha npeablayLlyto CTyneHb MepapxXMyeckon cuctembl, NMnbo Bbixoada
Nonb30oBaTenNsl Ha CTYNeHN BEPXHEro YPOBHS, BbIMONIHATE KOMaHAY:

exit

admin@sr-be# exit

SR-BE sr-be ttySO
Sr-be login:

[N BbINOSHEHWNsI KOMaHA, BEPXHEro YPOBHS MPU HAXOXAeHUN B pexume HacTpoek 1O CM,
AonycKaeTcs UCMoNb30BaHMs KINtoyeBoro crnosa «do» nepen KOMaHAOoM.

admin@sr-be(config)# system reboot
unknown command
admin@sr-be(config)# do system reboot

4.3. UHTepaKTUBHbIA U CKPMNTOBbLIA BBOA

WMHTepenc KomMaHOHOW CTPOKM MOXeT paboTaTb Kak B  MOMb30BaTENbCKOM,
WHTEPAKTUBHOM peXMMe, Tak U B peXnme CKPUNTUHTa.

Mpn paboTte B MHTEPAKTUBHOM pPeEXUME (YCTAHOBMEH MO YMOSYaHMK) Monb3oBaTenb
nonyyaeTt BblBO4 B CTPaAHW4YHOM BuAe, ecnu obbem BbIBOAMMOW WMHOpMauun npeBbllLaeT
YyCTaHOBMEHHbIE pa3Mepbl KOHCONU. KpoMe 3Toro, nonb3oBaTtesle MOXET peAakTupoBaTbh TEKCT
knasuwamu «Backspace», «Del» n ctpenkamu, 4ns 4yero ucnonb3yetcs cTaHgapTHbIM Habop Esc
nocneposatenbHocTer VT100 coBMECTUMbIX KOHCOMNEN.

Mpn aBTOMATU3NPOBAHHOM BbIMOSTHEHMM CKPUMNTOB (PYHKLUMIO MOCTPaHMYHOIO BbIBOAA,
a Tarke pexum amynsumm VT100 cnegyet oTknoyaTh.
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NMepeyeHb yCNOBHbLIX 0603Ha4Y€HMN N COKpaLLeHUN

Nno Cm
MNnaBMm

BFD

BGP
CARP
CBQ
CLI
DHCP

DMVPN

DNS
DSCP

FIFO

FTP
GRE
GRED

HFSC

HTB

IGMP

IP SLA

IPIP

IPSec

IS-IS

L2TP
LACP
LDP

LLDP

MAC

nporpaMmMHoe obecrneyeHre cepBUCHOro MapLipyTmaatopa CS
nepcoHarbHas 3/1eKTPOHHO-BbIYUCIUTENbHAs MaLlVHa

Bidirectional Forwarding Detection (ceTeBoi NnpoToKomn, KOTOPbLIN UCNONb3yeTCcs Ans
0BHapyXeHus oLnboK)

Border Gateway Protocol (NpoTOKOM rpaHNUYHOrO LLS03a)

Common Address Redundancy Protocol (npoTokon aynnukauum obuiero agpeca)
Class based queuing (opraHmsauus oyepenen Ha OCHOBE KIlacCoB)

Command Line Interface (MHTepdenc komaHgHON CTPOKK)

Dynamic Host Configuration Protocol (npoTokon guHaMrU4YecKo HaCTPOKMKN y3ra)

Dynamic Multipoint Virtual Private Network (qguHamnyeckas MHOrotodeyHasi BUpTyarnbHas
YacTHas ceTb)

Domain Name System (cnctema JOMEHHbIX NMEH)
Differentiated Services Code Point (mexaHn3m ynpaBrneHusa Tpadunkom)

First in, first out (cnoco6 opraH1saumn n MaHWUNyNMPoBaHWs AaHHBIMU OTHOCUTENbHO
BPEMEHM 1 NMPUOPUTETOB)

File Transfer Protocol (npoTtokon nepegayn cannos)

Generic Routing Encapsulation (npoTokon TyHHENMPOBaHWsi CETEBbIX NAKeTOB)

Generic Random Early Detection (obwee nponsBonbHoe paHHee obHapyxeHue)
Hierarchical Fair Service Curve (anroputm QOS, KOTOPbI/ OAHOBPEMEHHO NOAAEepPXNBaET

BCE TPU CepBUca: B PeXrMe pearnbHOro BpeMeHn, aganTyBHbIN C MaKCManbHbIMM
ycunusiMm n obMeH ccblnikamm)

Hierarchical Token Bucket (knaccoBasi gucuunnmHa obpaboTkn ovepean)

Internet Group Management Protocol (npoTokon ynpasneHusi rpynnamu VIHTepHeTa)
Internet Protocol (MapLpyTuanpyemblin NpOTOKON ceTeBOro ypoBHA cteka TCP/IP)
Internet Protocol Service Level Agreement (MOHUTOPUHT Ka4ecTBa 06CNy>KMBaHUSA)

IP in IP (nHTepHeT-npoToKoM, 06ecneynBatoLLmMin cCo3aHne KaHana cBa3n Mexay ABYMs
IP-ceTamn)

Internet Protocol Security (Habop NnpoTokonoB Anst obecneyeHmns 3aLnTbl AaHHbIX,
nepegaBaeMbiX N0 MEXCeTeBOMY npoTokony IP)

Intermediate System to Intermediate System (mpoTokon BHyTpeHHen MapLipyTM3aunu,
ANsi UICNONb30BaHNS BO BHYTPEHHUX CETAX)

Layer 2 Tunneling Protocol (mpoTokon TyHHeNMpoOBaHUSA BTOPOro YPOBHS)
Link Aggregation Control Protocol (npoTokon arpernpoBaHus kaHarnoB)
Label Distribution Protocol (npoTokon pacnpeaeneHsi METoK)

Link Layer Discovery Protocol (npoTokon obHapyxeHUsi KaHarbHOro YPOBHS)

Media Access Control (ypoBeHb ynpaBneHust JOCTYNOM K cpefie)
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MPLS
MSTP
NAPT
NAT
NTP

OpenVPN

OSPF
PAT

PIM
PPPOE
PPTP
PQ

QoS
RADIUS
RED
RFC
RIO

RIP
RIPng
RSTP

SFQ

SNMP

SSH

STP

TACACS+

TBF
TCP
TFTP

ToS

Multiprotocol Label Switching (MHoronpoTokonbHas KOMMyTaLMs No MeTKaMm)
Multiple Spanning Tree Protocol (pacluupeHve npotokona RSTP)

Network Address Port Translation (TpaHcnauus ceTeBbix aapecoB 1 NOPTOB)
Network Address Translation (npeobpa3oBaHue ceTeBbIX aapecoB)
Network Time Protocol (npoTokon ceTeBoro BpemeHu)

Open Virtual Private Network (cBob6ogHasi peanusauunst TEXHONOrMM BUPTyarbHOM
YacTHOW ceTwn)

Open Shortest Path First (OTKpbITbIN NPOTOKON NOMCKa HaMKpaTyanLiero nyTu)
Port Address Translation (TpaHcnsiLmsa nopT-agpec)

Protocol Independent Multicast-Sparse Mode (rpynna npoToKoMoB, KOTOpble 3aHUMatoTCA
MapLupyTusaumen MynbTUKacT)

Point-to-point protocol over Ethernet (ceTeBol NpOTOKON KaHaNbHOIO YPOBHSI
obecneunBatowmin nepegady kagpos PPP yepes Ethernet)

Point-to-Point Tunneling Protocol (TyHHenbHbIN MPOTOKOS THMa TOYKa-TOYKa B
3aLLUMLLEHHOM UCMOMHEHNM)

Priority queuing (cxema ynpaBneHus nporpamMmmHbIMW1 O4epeasMy B KOMMbIOTEPHbIX
ceTsx)

Quality of Service (TexHonorusa npegocTaBneHns pasnnMyHbIM Krnaccam Tpaduka
PasnunyHbIX MPUOPUTETOB B OOCMYXMBaHNW)

Remote Authentication in Dial-In User Service (yganeHHasa ayteHTMdUKaums B cryxbe
yOarneHHoro gocryna)

Random Early Detection (npon3BonbHOe paHHee 0BHapyXeHne nepenoriHeHns
oyepenen)

Request for Comments (4OKyMeEHT, cogepXalluii TexHu4eckme cneumudmkaummn n
CTaH4apThbl, LUIMPOKO NPUMEHSIEMbIE B CETU VIHTEPHET)

Random Early Detection In/Out (npon3BonbHoOe paHHee 0BHapyXeHne nepenonHeHus
oyepeger ¢ NpoduUrbHBIMU/HENPOMPUNBHLIMU NakeTaMu)

Routing Information Protocol (npoTokon mMapLipyTHOM nHcopmauun)
RIP next generation (npoTtokon RIP cneaytoLwero nokoneHus)
Rapid Spanning Tree Protocol («BbICTpbIN» NpOTOKON CBA3YIOLLErO AepeBa)

Stochastic Fairness Queueing (anroputm npuoputusaumun Tpaduka c pasgeneHnem
nonockl NponyckaHns nceBaocny4anHeiM 06pa3om)

Simple Network Management Protocol (npocTon NpoTOKON1 CETEBOTO YrpaBreHns)

Secure Shell (npoTokon nepegayn AaHHbIX, MO3BONSALLUA NPON3BOANTL Be3onacHoe u
3alUMLLEHHOE yrpaBreHne onepaumMoHHON CUCTEMOW U AaHHbIMW)

Spanning Tree Protocol (npoTokon nokpbiBatoLero gepesa)

Terminal Access Controller Access Control System plus (ceaHcoBbI NPOTOKOIT,
pes3ynbTaT AanbHenwero ycoeplieHcTBoBaHust TACACS, npegnpuHsitoro Cisco)

Token Bucket Filter (becknaccoBas gucuunnmHa obcnyXnBaHnsi ouepenen)
Transmission control protocol (npoTokon ynpaerneHuns nepegaven)
Trivial File Transfer Protocol (npocTo npoTokon nepegayu amnnos)

Type of Service (anddepeHunpoBaHHoe 06CnyXMBaHNE pa3HOTUMHOIO Tpaduka)
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UDP - User Datagram Protocol (npoTokon nepenayv gartarpamMmm)

VLAN - Virtual Local Area Network (Tononornyeckas «BumpTyanbHas» fiokanbHas KOMMboTepHas
ceTb)

VRF - Virtual Routing and Forwarding (BupTyanbHasi MapLipyTusauns 1 nepecbinka)

VRRP — Virtual Router Redundancy Protocol (ceTeBoi npoTtokon, npegHasHayYeHHbIn Ansi

yBeNnnyeHns OCTYNHOCTU MapLUPYTU3aTOPOB, BbIMOMHALMX POfb LUMH03a
Mo YMOSYaHuio)

WFQ - Weighted Fair Queuing (MeToa YeCTHOW ovepeamn ¢ BECOBbIMU KO3dhrLmeHTamm)

WRED - Weighted Random Early Detection (B3BeLLEHHbIN anropuTM NPOM3BOSIbLHOMO PaHHEro
0BHapyXeHUs nepenosiHeHns odepeaen)

WRR - Weighted Round Robin (MexaHn3m 00paboTku ovepenen ¢ u3BneYeHNeM Yncna nakeTos,

KpaTHOro Becy ovepeam)
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TexHuyeckasa noane PXKa

OduumanbHbIi caiT kKomnaHuu: https://istokmw.ru/

[okymeHTaumo n nporpammMHoe obecneveHme Ha n3genusa MoXHO ckadaTb B pasfene
«JokymeHTauuna n NporpammHoe obecneyveHue» Ha cTpaHuue hitps://istokmw.ru/service-
router/

BasoBas TexHuyeckasa nogaepxka ocyLecTBnAeTcs

5 nHen B Hegento no 6yaHsm ¢ 8:00 po 17:00 (Bpems MockoBckoe)
Ten: +7 (495) 465-86-48

e-mail: support@istokmw.ru

E b web: https://istokmw.ru/support/

JINYHBIN KABUHET TEXHUYECKOW MOAAEPXKKM NO PYHKLMOHMPOBAHMIO NPOAYKTOB
https://helpdesk.istokmw.ru/
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