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AHHOTaLUA OnuncaHne npnMeHeHus
RU.07622667.00004-01 31 01

AHHOTauunA

[lOKyMeHT coaepXuT onMcaHme obLLMX TEXHUYECKNX U (PYHKLMOHASBbHBIX XapakTepuCTmK
nporpaMMmHoro obecnevyeHns cepBucHoro wmapwpytmsatopa CS RU.07622667.00004-01,
npeAHasHa4yYeHHOro Ans  opraHu3auunm 1 NpeaocTaBneHnsa  (PyHKUMA  KOMMyTaumm u

MapLipyTM3aumm Tpaguka.
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1 HasHauveHue nporpamMmmsbl
1.1 HasHayeHue nporpamMmbl

Mporpamma npegctasnseT cobon nporpammHoe obecneyeHuwe, npeaHasHavyeHHoe And
obecneyeHns YHKLMOHMPOBAHNA CeTeBbIX YCTpoWUcTB. [lporpamma npeactaBnsetr cobou
onepaunoHHYI0 CUCTEMY C COBCTBEHHbIM SAPOM Ha 6ase aapa Linux. MNporpamma obecneynsaet
paboTy Ha annapatHbiXx nnatdopmax apxutektypbl bankan-T u B3anmogencrteme c
nepudepurHbiMn  ycTponcteamu. [lporpamma BbINOAHAET 00paboTKy ceTeBbiX MNaKeToB,
B3aMMo4encTBmne ¢ NpuKnagHbiM NporpaMmMHbIM obecneyeHnem, OCyLeCTBIAILWNUM HAaCTPOMKY

ceTeBbIX PYHKUMI N NpegocTaBneHne nHrtepdgerca nonb3oBaTento.
1.2 ®yHKUMOHaNbHbIE OrpaHNYeHuUsA

®yHKUMOHamNbHbIE OrpaHNYeHns Ha npuMeHeHne gaHHoro MO cBA3aHbl C TeM, YTO psag
YHKUMOHANbHbIX BO3MOXXHOCTEN TpebyeT B3aMMOAENCTBUSA C KOMMYTaLUNOHHbLIM Ymunom Marvell
Link Street 88E6390X.

1.3 PYHKUMOHaNbHbIE BO3MOXHOCTH

MO CM npepgHasHadyeHo ans obecneyeHnst PYHKUMA KOMMYTaUUM U MapLipyTMsauum
Tpaduka.
MO CM obecneumnBaeT yHKLMOHMpPOBaHWe no npotokony IPv4 (RFC 791).
MO CM obecneumnBaeT yHKLMOHMpPOBaHWe no npotokony IPv6 (RFC 2460).
MO CM obecneunBaeT obpaboTky Jumbo Frames (kagpoB paamepom o 1900 6anT) Ha
Bcex uHtepdencax Ethernet.
MO CM obecne4vnBaeT Ha3HavyeHne cTaTtuyeckux IP-agpecos cBoMM nHTepdencam.
MO CM obecneuvnBaeT o gHOAAPECHYIO CTaTUYECKY0 MapLupyTusaumio IP-nakeTos.
MO CM nopgaepxvBaeT ogHOaAPECHY AVMHAMUYECKY0 MapLUpyTU3aUmio No NpoToKonam
RIP, RIPng, OSPF, I1S-IS, BGP.
MO CM nopaepxuBaeT arperaumio noptos ¢ nomoLubto LACP.
MO CM obecneuvnBaeT nepepacnpeaeneHme MmapLpyTHom nHpopmaummn:
o MexXay NpoToKonamun AMHaMUYeCKOM MapLupyTM3auum;
O CTaTMYeCKUX MapLIpyTOB B MPOTOKOSbI AUHAMUYECKOW MapLupyTU3aLmu.
MO CM nopogepxmnBaeT MapLupyTm3aumio Ha ocHoBe nonuTuk (Policy routing):

o Ha ocHose IP agpeca UCTOYHUKA;

Bepcus 11.0 5
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O Ha OCHOBe HOMepa nopTa UCTOYHWUKA U Ha3HaAYeHUS.

MO CM noppepxunBaeT 6anaHCMPOBKY Harpysku nNpu HanNU4mMmM HECKOSNbKUX MapLUPYTOB C
ONHaKOBOW METPUKOMN.

MO CM nopogepxunBaeT NpoToKonbl yBenuyeHnsa goctynHoctu wito3a VRRP n CARP.

MO CM nopaepxmBaeT NpoTokon obHapyxeHus npobnem ceasHocTn BFD.

MO CM obecneunBaeT ObICTpylO CXOAMMOCTb  MPOTOKOSIOB  AMHaMWUYECKON
MapLupyTmsaumm ¢ nomoLlbto npotokona BFD.

MO CM obecneunBaeT obHapyXeHue OOCTYNHOCTU Creaytolero TpaH3MTHOroO yvacTka
AN CTaTUYECKNX MapLIpyToB C NomoLlbio npoTtokona BFD.

MO CM noggepxvmBaeT AMHaAMMYecKoe KOHUrypupoBaHne ceTeBbIX HAaCTPOEK Ha y3nax
B kayectBe DHCP-cepBepa.

MO CM noppepxmBaet paboTty B kadectBe DNS-cepsepa, DNS-knneHTa, DNS-proxy.

MO CM nopaepxuBaeT NPpOTOKON CUHXPOHM3aumn BpeMeHn NTP.

MO CM nogaepxmBaeT MHOroagapecHyo AMHaMUYECKY0 MapLUIpyTM3auuio No NpoTokonam
IGMP, PIM.

MO CM noppepkmBaeT npoTokon ydeta cetesoro Tpadumka Netflow.

MO CM noppepkmBaeT NpoTokon ceTeBoro ynpasneHns SNMP.

MO CM nopaepxunBaet mexaHuam IP SLA.

MO CM nopaepxuBaeT CeTEBYH CUCTEMY OOHAPYXEHUA 1 NpeaoTBpPaLLEHNsSI BTOPXKEHUN
SNORT, cnocobHyto BbIMNOMHATL PErMCTpauMio NakeToB M OCYLLECTBNATb rnybokuin aHanms
Tpacduika.

MO CM nopgepxmBaeT MHOrONPOTOKOSbHYKD KoMmyTaumio no MPLS  meTkam
(Multiprotocol label switching) RFC 3031.

MO CM nopaepxmBaeT TEXHOMOMMIO BUPTYyanbHOW MapLipyTMsauum M nepeagpecauuu
(Virtual Routing and Forwarding (VRF)).

MO CM nopaepxunBaet npeobpasoBaHue ceteBbix agpecoB NAT.

MO CM obecneumBaeT 6a30Bble KOHLENUMM TPaHCNALUN CETEBbBIX aapECOB:

o cTtatndeckasa (Static Network Address Translation);
o AauHamuyeckasi (Dynamic Address Translation);
o MackapagHas (NAPT, NAT Overload, PAT).

MO CM nopoepxunBaeT crneaywowme metoabl obecrneyeHnss kayectsa obCnyxmBaHus B
cetax: FIFO, PQ, CBQ, WFQ, HFSC, RED, GRED, HTB, RIO, SFQ, TBF, WRR, INPUT, WRED.

MO CM nopaepxmBaeT UCNonb3oBaHe nepapxmyecknx aucunnnmH QoS.

MO CM nopaepkmBaeT TEXHOMOMMIO Co34aHns BUPTYyarbHbIX YacTHbIX ceTen DMVPN.
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MO CM nogpepxusaet npoTtokonbl OpenVPN n IPSec.
MO CM nopaepxmBaeT OyHKLUNIO TYHHENMpOBaHMs no npotokonam: PPPoE, PPTP, IPIP,
GRE, L2TP.
MO CM obecneumBaeT cunbTpaumio Tpaduka no cnegyowmm nonsim:
o nopt (TCP/UDP) otnpasutens;
o nopt (TCP/UDP) nonyyaTtens;
o |IP-agpec oTnpasutens;
o |IP-apgpec nonyyartens;
o MAC-agpec otnpaBuTtens;
o (pnaru 3aronoBka cermeHta TCP;
o 3HadeHue nons «lpoTokon» 3aronoska IP;
o 3HauyeHue nonga «ToS» (TOS/DSCP) 3aronoska IP.
MO CM nopopepxunBaeT xypHanuposaHue Syslog.
MO CM noppepkmBaeT cnegyowine suabl ynpaBneHus:
o NokanbHoe Yepes nHTepdenc komaHaHom ctpoku (CLI);
o yganeHHoe no npotokony SSH;
o ygaaneHHoe no npotokony Telnet.
MO CM obecne4vnBaeT KOPPEKTHOCTb 3aaBaeMblxX NapaMeTpoB (PYHKLNOHMPOBAHUS.
MO CM obecneunBaeT MexaHuU3Mbl MaeHTMMKaUMM U ayTeHTUuKauum,
NCNONb3YLNECS NPU BXOAE B CUCTEMY YNpaBeHNs U3genmuem.
MO CM nopoepxuvBaeT yadaneHHy ayTeHTUpuMKauui/aBTopmusaumo no MnpoTOKOy
RADIUS 1 obecneuynBaeTt yHKLMOHMPOBAHME B KA4YECTBE KINMEHTa.
MO CM noppepxumBaeT ayTeHTUudunkauyuto/astopmsaumto/yyet no npotokony TACACS+.
MO CM nopaepxuBaeT 3adaHue yqeTHbIX 3anucen agMmuvHUcTpaTopa/onepatopa u ux
naponewn.
MO CM noppepkmBaeT cnegyoLwine suabl OGHOBNEHUS NporpaMMHoro obecneyeHus:
o nokanbHoe (C BHYTPEeHHero/BHeLHero HakonuTens);
o yganeHHoe (no npotokonam HTTP, SFTP, TFTP, FTP).
MO CM obecneuvnBaeT coxpaHeHne CKOHOUIYpUpoBaHHbIX NPOGUMIEN.
MO CM obecneymBaeT BbIBOA NEPEYHSI UMEIOLLIMXCHA B cUcTeEMe Npodunen, nx npocMmoTp,
a Takke UX KONMpoBaHUE Ha BHELUHUIN HOCUTENb.
MO CM obecneumBaeT cHpoOC K 3aBOACKMM HACTPOMKaM.
MO CM nopaepxmBaeT B3auMogencTame ¢ KoMMyTaumoHHbiM ymnom Marvell Link Street
88E6390X.
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MO CM noppepxuBaeT KOHUrypupoBaHue crnefywwmx napamMeTpoB MoAyss
KOMMYyTaLuUN:
O BKJHOMEHME/BLIKITHOYEHME NOPTOB MOAYNS;
O CKOPOCTb MOPTOB U peXnM nepenayu;
O aBTOCOrNacoBaHueE;
o napameTpbl TermpoBaHus kagpos (VLAN-Tpaduk);
o STP-cocTosiHME NOpPTOB;
o napameTpbl pexmnma obydeHust 1 3anofiHeHns Tabnuy, KoMMyTauuu;
o cosdaHue/uameHeHue/yoaneHue sanucen B Tabnuuax KOMMyTauuu;
MO CM obecnednBaeT nonyyYeHne WHGPOPMaUMN O TeKylleM COCTOAHUM MOAYIIs
KOMMYyTaLUuWN:
o KOHdUrypaumsa n ctatyc nopToB MOLYyNs KOMMYyTaUum;
o STP-cocTosiHMe nHTEpPdENCoB;
O COCTOsiHMe Tabnuuy KoMMyTauuu;
O 3HaYeHUs1 CHYETUYMKOB KaapoB Ha nopTax.
MO CM noppepxmBaeT cneayowme cnyxebHble NpoTOKOMbl BTOPOro YPOBHS:
o STP;
o RSTP;
o MSTP;
o LLDP.
MO CM noppepkmBaeT BCTPOeHHble yTunuThl: iperf, tcpdump, ping, traceroute.
MO CM nopaepxuBaeT 3epkanMpoBaHue nepegaBaemMoro tpaduka.
MO CM nopoepXuBaeT MOHUTOPUMHI: MpoLeccopa, namaTu, TemnepaTypbl, CUCTEMbI
oxnaxpaeHusi, coctoaHma SSD aucka.
MO CM nopaepxuBaeT pexxmum gannoBoro cepeepa.

MO CM noppepxusaet paboty 3G/4G/LTE mogemos.
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2 YcnoBusi npuMeHeHuUs

MwuHUManbHbIE YCNOBUS, BblABUraemble K annapaTHon nnatdopme, Heobxoammble Ans
BbIMOSIHEHUSA NPOrpaMMHOro obecneyeHnst CEpBMCHOrO MapLupyTuaaTopa:
o annapatHas nnatdgopma Ha 6a3e npoueccopa Baikal-T1;
o onepaTtmBHada namaTtb: 2 'b;

o MOCTOsAHHOE 3anomMuHatoLllee yctponcteo: 16 I'b.

Bepcus 11.0 9



OnvcaHve 3agav OnncaHue npuMeHeHus
RU.07622667.00004-01 31 01

3 OnucaHue 3agav
3.1 OnpepeneHue 3agaum

OcHoBHas 3agayva, pewaemas MO — mapLipyTnsauns 1 KOMMyTaLUs NakeToB CETEBOro

Tpaduka B TCP/IP ceTax nepegayn aHHbIX.
3.2 MeToabl pellueHUs 3aaaydum

[Onsa peweHnss nocTtaBneHHonm 3agaun 6Obin  paspabotaH aucTpubyTMB CceTeBOW
onepauMoHHOM cuctembl Ha 6ase sgpa Linux n paga ceTeBbiX NAKETOB C OTKPbITbIM UCXOLHBIM
KOAOM, B TOM YMCIle C OTKPbITOM NULEH3NEN B YacTU peanu3auumn npoTOKOMOB AMHAMNYECKOM
MapLIpyTU3aUnumn N1 MexaHM3MOB MHOrONPOTOKOSIbHON KOMMYTaLMUM NO METKaM.

CTpyKTypHasi cxema nporpaMmsl ( PucyHok 1).
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| Peructpel mamatu |
: MOJTYIIA KOMMYTAIMH |

SMl Interface
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A
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A

A

A

IIporpamMHBII
Momyis DSA
(Distributed Switch
Architecture)

A

BPDU BPDU BPDU

Iopte! MOIy I
KOMMY TaIHH

PucyHok 1 — CTpyKTypHasi cxeMa nporpaMmbi

MporpammMa chyHKUMOHANbHO NoapasaenseTcs Ha crieytolime YacTu:

o agpo MNO oTBevaeT 3a B3aMMogenCcTBue C gpamBepamMu yCTponcTea, obpaboTky

CeTeBbIX NAKETOB;

dyHKUnoHanbHble Moaynu MO oTBevaloT 3a yHKUMOHANbHbIE BO3MOXHOCTU
nporpaMmmbl (MPOTOKOSbI, TEXHOMOMNN);

MOAYIb YNpaBfneHus u XpaHeHus KoHdurypauun O oTBeyaeT 3a HaACTPOUMKY
YHKUMOHArbHbLIX MoZynenu Mo MOCTYNMMBWIMM B MOAYfb KOMaHam WU
CUHXPOHM3aLUNI0O PYHKLUMOHNPOBAHUA pasHbIX Moaynen;

MOAynb XypHanupoBaHus [1O oTBe4yaeT 3a MPOTOKONMPOBAHWE pPa3fUYHbBIX

AENCTBUI/COBBLITUI COCTABHbIX YacTen NporpaMmsbl;
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o wmogynb N0 — CLI (Command Line Interface) otBeyaeT 3a nHTepenc «4enoBek-

nporpammay;
Mogynb DSA — oTBevaeT 3a npoeumpoBaHme OU3NYeCKNX NHTepgencos moaynsa
kommyTaumm B agpo. OTBevaeT 3a nepegady cnyxebHbix naketoB BPDU gnsa
noaaepXxkn paboTbl MexaHM3MOB nNpeaoTBpalleHnsl neTtenb BHYTPUM OAHOM
noaceTn (CeMeNCTBO NPOTOKONOB pacnpeaeneHHoro ceasyoulero gepesa XSTP)
n cnyxebHblx coobLieHnn npotokona LLDP;

moayne UMSD (Unified Marvell SOHO Driver) — oTBe4aeT 3a YTeHue 1 3anucb

AaHHbIX B PEr1MCTpPbl NaMATU MO4YyINA KOMMYyTaunn.
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4 BxopgHble 1 BbIXOAHbIEe AaHHbIe

NHuTtepdenc komaHgHom ctpokn MO CM obGecneumBaetr [OCTyn K pyHKUMoHany

MapLlpyTM3aTopa Yepes nepapxmyeckyto CUCTEMY KOMaHOHbIX PEXMMOB.

CLI moxeT pa6OTaTb KaK B NOJib30BaTEJIbCKOM UHTEPAKTUBHOM pEXNUME, TaK N B peXnMe

CKPUNTUHTA.

KomaHgHbin nutepdenc MO CM Takke AOCTYyNeH 4yepe3 CUCTEMHYK KOHconb Telnet,

nogkrtoyaemyto Yepea COM-nopT Ha 3agHen naHenn ycTpomncTea, NMbo Yepes ceTb cpeacTsamm

npoTtokona SSH.

Bo Bpemsa pabotbl 1O CM obecrneunBaeT nonyvyeHve nHpopmauum o TeKyLLLEM COCTOAHUN

mMoayInd KOMMyTaunin:

O

o

o

o

BbixogHble gaHHble O CM otobpaxatotcsa B Buge 3anucen B CLI nnum Bobirpysku:

o

o

o

o

KOHdUrypaums n ctatyc nopToB MoAyrns KOMMyTauuu;
STP-cocTosiHMe NHTePdENCoB;
COCTOsiHME Tabnuy kKoMmyTauuu;

3Ha4YeHnA CHeTHYHMKOB KagpoB Ha noptax.

CUCTEMHOrO XypHana;

XypHana agpa Linux;

XypHana nctopum KomaHz,;

XypHana mapLipyTtusauum;

XypHana cMcTeMbl KOHTPOISA LEeNOCTHOCTY;
XypHana webback;

XypHarna ctaTtycCa BCeX XypHalioB.

BbIxogHble gaHHbIe MOTYT UMETb BUA json, Xml-¢pannos, TEKCTOBLIN BUA.

Bepcua 11.0
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Mepe4yeHb YCNOBHbLIX 0603HAa4Ye€HUN U COKpaLLeHUN

APM
oC
nocm
N3BM
cM
ARM
BFD
BGP
BMC
BPDU
CARP
cBQ
cLl
DHCP
DMVPN
DNS
DSA
DSCP
FIFO
FTP
GRE
GRED
HFSC
HTB

IGMP

IPIP
IPSec
IP SLA

IS-1S

ABTOMATU3MU poBaHHOE pa60l-|ee MecCTo

OnepaunoHHaa cuctema

MporpammHoe obecneyeHns cepBUCHOTO MaplpyTusaTtopa CS

ﬂepCOHaanaﬂ 3/1EKTPOHHO-BbIYNCINUTE/IbHAA MaLUNHa

CepBucHbIN mapLupyTnsatop CS
Advanced RISC Machine

Bidirectional Forwarding Detection
Border Gateway Protocol

Baseboard Management Controller
Bridge Protocol Data Unit

Common Address Redundacy Protocol
Class-based queueing

Command-Line Interface

Dynamic Host Configuration Protocol
Dynamic Multipoint Virtual Private Network
Domain Name System

Distributed Switch Architecture
Differentiated Services Code Point
First In, First Out

File Transfer Protocol

Generic Routing Encapsulation
Generalized RED

Hierarchical fair-service curve
Hierarchical Token Bucket

Internet Group Management Protocol
Internet Protocol

Internet Protocol in IP

IP Security

Internet Protocol Service Level Agreement

Intermediate System to Intermediate System
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L2TP
LACP
LDP
LLDP
MAC
MPLS
MSTP
MTU
NAPT
NAT
NTP
OpenVPN
OSPF
PAT
PIM
PPTP
PPPoE
PQ
QoS
RADIUS
RED
RFC
RIO
RIP
RIPng
RSTP
RSVP
RSVP-TE
SFQ
SNMP

SSH

Layer 2 Tunnelling Protocol

Link Aggregation Control Protocol
Label Distribution Protocol

Link Layer Discovery Protocol
Media Access Control
Multiprotocol Label Switching
Multiple Spanning Tree Protocol
Maximum Transmission Unit
Network Address Port Translation
Network Address Translation
Network Time Protocol

Open Virtual Private Network
Open Shortest Path First

Port address translation

Protocol Independent Multicast

Point-to-Point Tunneling Protocol

Point-to-point protocol over Ethernet

Priority Queuing

Quality of Service

Remote Authentication Dial-In User Service

Random early detection
Request for Comments

RED In/Out

Routing Information Protocol
RIP next generation

Rapid spanning tree protocol

Resource ReSerVation Protocol

Resource Reservation Protocol - Traffic Engineering

Stochastic Fairness Queueing

Simple Network Management Protocol

Secure Shell

Bepcua 11.0
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COKpaLleHNI
STP — Spanning Tree Protocol
TBF — Token Bucket Filter
TACACS+ — Terminal Access Controller Access Control System
TCP — Transmission control protocol
TFTP — Trivial File Transfer Protocol
ToS — Type of Service
TTL — Time to Live
UDP — User Datagram Protocol
UMSD — Unified Marvell SOHO Driver
USB — Universal Serial Bus
VLAN — Virtual Local Area Network
VPLS — Virtual Private LAN Service
VPN — Virtual Private Network
VPWS — Virtual Private Wire Service
VRF — Virtual Routing and Forwarding
VRRP — Virtual Router Redundancy Protocol
WAN — Wide Area Network
WFQ — Weighted Fair Queuing
WRED — Weighted Random Early Detection
WRR — Weighted Round Robin
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TexHunyeckasa nopgae PXKa

OdmumanbHbIi caiT KomnaHuu: https://istokmw.ru/

[okymeHTauumo 1 nporpammMmHoe obecnevyeHne Ha U3genus MoXHO ckadaTb B pasfgene
«JokymeHTauusa n NporpammHoe obecneveHne» Ha cTpaHuue https://istokmw.ru/service-router/

BasoBast TexHN4eckas nogaepkka OCyLLeCTBNAETCS

5 pHew B Hegento no 6ygHsam ¢ 8:00 go 17:00 (Bpemsi MockoBckoe)
Ten: +7 (495) 465-86-48

e-mail: support@istokmw.ru

E h web: https://istokmw.ru/support/

JIn4yHbIN KAaBUHET TEXHUYECKON NOAAEPKKM MO PYHKLMOHNPOBAHMIO MPOOYKTOB
https://helpdesk.istokmw.ru/
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