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AHHOTaUuusA

[aHHbIN OOKYMEHT SBSEeTCA WHCTPYKUMEN MO HavarbHOW HaCTPOWKE CepBUCHbLIX
MapLUpyTU3aToOpPOB (Jarnee rno TeKCTy — YCTPOMCTBO).

B MHCTpyKumMm onucaHbl cnocobbl nogkntoyeHns Kk nHtepdency CLI, pabota ¢ naponsmm
nonb3oBartenien, cosgaHne u HacTtponka VLAN, 6GasoBble HacTpoOWKM YCTponcTBa, paboTa
C KOHUrypauusmMm, CMeHa faTbl, BpEMEHU U YacoBOro Nosica, KOMaHabl CETEBOW ANArHOCTUKM.

Hactosawmmn OOKYMeHT npefHasHaveH ANg TeXHUYEeCcKoro nepcoHana, BbINOSHALWEro
YCTAHOBKY M HACTPOMKY YCTPOWMCTBa NOCPeACTBOM WHTepdenca komaHaHown ctpoku (CLI),
a Takke npoueaypbl N0 06CNyXMBaHUIO CUCTEMBI.

Mepen HavYanoMm HaCTPOMKM HeobXoAMMO TakkKe BHUMATENbHO O3HAKOMUTLCS
C pykosozacTBOM Mo akcnnyaTtauum KPIMIM.465614.001P3.
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MopkntoyeHue K HTepdency WHCTPYKLMS NO ycTaHOBKE N BbICTPOMY 3anycKy
komaHgHou ctpoku (CLI) KPTII.465614.0011C26

1. MopknioyeHune K MHTepdency komaHgHom ctpoku (CLI)

1.1. Noaknto4vyeHue no nokanbHou cetun Ethernet c nomowbro SSH

War 1. MogkniounTte ceteBon kabenb nepegayn AaHHbiX (NaTty-kopAa) K nodomy LAN
nopty, Bxogswemy B 30HY «LAN1» - «LAN8» n K ycTponcTBy, npeaHasHayeHHOMY [OnS
yrnpaBneHus.

War 2. Otkoppektnpynte |IP-agpec uHTepdenca ynpasnsowero ycTpomcTea, ero
MacKy 1 agpec Luno3a.

NMpumeyaHue

Mo ymonyaHuto IP-agpec — 192.168.0.100, macka noacetn — 255.255.255.0, agpec
wno3a — 192.168.0.1

War 3. [1nsa npoBepkn CBA3HOCTU BbINOMHUTE KOMaHay ping 192.168.0.1 ¢ noMoLLbo
KOMaHOHOW CTPOKMW.

C:\User\admin>ping 192.168.0.1

PesyanaT BbINOJTIHEHNA KOMaHObl:

Pinging 192.168.0.1 with 32 bytes of data:

Reply from 192.168.0.1: bytes=32 time<1ims TTL=64
Reply from 192.168.0.1: bytes=32 time<lms TTL=64
Reply from 192.168.0.1: bytes=32 time<ims TTL=64
Reply from 192.168.0.1: bytes=32 time=1ms TTL=64

Ping statistics for 192.168.0.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 1ms, Average = Omsyes

Lar 4. C nomMoLlbd KOMaHOHOW CTPOKM OCYLLECTBUTE yaaneHHoe noAKMYeHue,
BbINOMHUB KOMaHAy

C:\User\admin>ssh admin@192.168.0.1

roe:  <username> — uMSA nonb3oBaTens; <ipaddress> — ip-agpec CepBUCHOrO
MapLupyTusaTopa.

LWar 5. ﬂomBep,qMTe yaoaneHHoe noakrnoyveHne, BBeasd B KOHCOJ1Ib KOMaHAy Yes
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The authenticity of host ‘192.168.0.1 (192.168.0.1)’ can’t be established.
RSA key fingerprint is SHA256:FzmnRyWGBJFxGjMEEIWLOv87Bim1hH1EmwwxDidEi9o.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

LWar 6. BeeguTte napornb Ans OCyLWeCcTBIeHNA BXoAa nosfb3oBaTens

Warning: Permanently added ‘192.168.0.1’ (RSA) to the list of known hosts.
admin@192.168.0.1’s password:

MpumeyaHue

Maponb no ymonyaHuto admin, npy BBOAE Napofs CUMBOSIbI Ha 3KpaHe He
oTobpaxatoTtcs

YaaneHHbIn BXO B CUCTEMY BbIMOSHEH.
BbinonHute komaHay show interfaces brief ytobbl yaHaTte IP-agpeca nHtepdencos Ha
CEpPBUCHOM MapLUpyTMU3aTope.

Interface HW Address IPv4 Address  Admin/Link DHCPv4 Description
ethl 94:3f:bb:00:2d:e3 unassigned UP/DOWN ON
eth2 94:3f:bb:00:2d:fe  unassigned = DOWN/DOWN OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
switchportl n/a UP/DOWN n/a
switchport2 n/a UP/UP n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
switchport7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a
NMpumeyaHue

Mpw OTCYTCTBUM NOAKMIOYEHUS K CEPBUCHOMY MapLUpyTM3aTopy oGpaTuTech B CryxoOy

nogaepXkn https://istokmw.ru/support/
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1.2. NoakntoyeHue no nokanoHou cetn Ethernet c nomowbio Telnet

MpumeyaHue

Y6eanTtecb, YTO Ha CEPBUCHOM MapLUpyTM3aTope HacCTPOeH yAaneHHbIn AO0CTyn no
npotokony Telnet. No ymonyaHuto pyHKUNA OTKNOYEHa

War 1. MNMogkntounte ceteBon kabenb nepenadn gaHHbix (naty-kopa) K WAN nopty
«WAN1» 1 K ycTponcTBy, NpegHasHa4eHHOMY 14 yripaBeHns.

War 2. Otkoppektupynte |IP-agpec uHTepdenca ynpaBnsoLWEro yCTPOWCTBa, €ro
MacKy 1 agpec Lno3a.

NMpumeyaHue

Mo ymonyaHunio IP-agpec — 198.18.1.100, macka nogcetn — 255.255.255.0, agpec
wno3a —198.18.1.1

War 3. [Ina npoBepkn CBA3HOCTU BbINONHUTE kKOMaHAy ping 198.18.1.1 ¢ noMoLLbto
KOMaHZHOW CTPOKM.

C:\User\admin>ping 198.18.1.1

Pe3yanaT BbINOJTIHEHNA KOMaHObl:

Pinging 198.18.1.1 with 32 bytes of data:

Reply from 198.18.1.1: bytes=32 time<1ms TTL=64
Reply from 198.18.1.1: bytes=32 time<1lms TTL=64
Reply from 198.18.1.1: bytes=32 time<lms TTL=64
Reply from 198.18.1.1: bytes=32 time=1ms TTL=64

Ping statistics for 198.18.1.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 1ms, Average = Omsyes

War 4. C nomoLibld KOMaHOHOW CTPOKU OCYLLECTBUTE yOaneHHOe MOAKMNIYEeHne,
BbIMNOSTHMB KOMaHAy

C:\User\admin>telnet 198.18.1.1

LWar 5. Beegute norvH n naporsib ona ocywecTBlieHNA BXoada NoJib30BaTENA

Bepcusa 6.0 9
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SR-BE
sr-be login:

NMpumeyaHue

Mo ymonyaHuto normH admin, napons admin, npy BBOAE Napons CUMBOSIblI HA 3KpaHe
He oTobpaxatoTcs

YaaneHHbIn BXOA4 B CUCTEMY BbIMOSHEH.
BeinonHute komaHay show interfaces brief ytobel y3HaTte IP-agpeca nHtepdencos Ha
CEepBMCHOM MapLupyTmM3aTope.

Interface HW Address IPv4 Address  Admin/Link DHCPv4 Description
ethl 94:3f:bb:00:2d:e3 198.18.1.1/24 UP/DOWN ON
eth2 94:3f:bb:00:2d:fe  unassigned DOWN/DOWN OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
switchportl n/a UP/DOWN n/a
switchport2 n/a UP/UP n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
switchport?7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a
NMpumeyaHue

[Mpy OTCYTCTBMM NOAKMOYEHUS K CEPBMCHOMY MapLLpyTU3aTopy obpaTuTech B Cnyx0y
nogaepxku https://istokmw.ru/support/

1.3. MogknioyeHne Yepe3 KOHCONbHbIN NOpPT RS-232

YCTPOWCTBO MMEET KOHCOSbHbIN MOPT Ha Kopnyce.
[ns coeanHeHns Yepes KOHCOsb HeobXoaAMMO Hanuumne cneayoLlero obopyaoBaHus:
o TepMMHAaN WnM KOMMbHTEP C nocrneaoBaTeribHbIM MOPTOM U BO3MOXHOCTbHO
3MynuMpoBaTb TepMUHan;
o kabenb koHconbHbIN RJ45-DB9.

Bepcusa 6.0 10
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NMpumeyaHue

Kabenb koHconbHbIn RJ45-DB9 He BXOAMT B KOMMIIEKT MOCTaBKM M NpuobpeTtaeTcs
oTAenbHo. Ecnn HOyTOYK nnn KOMNblOTEP NOMb30BaTENSA HE OCHALLEH MHTepPMeNncom
RS-232, Heobxoanmo npuobpectn kabenb-agantep USB-RS232. Kabenb-agantep
USB-RS232 He BxoAUT B KOMMMEKT NOCTaBKM N NpnobpeTtaeTcsa oTaenbHO.

[ns yCTaHOBKN COEQNHEHUS Yepe3 KOHCOSb BbINOSTHUTE crieayloume enCTBuUS:

War 1. Bknounte APM n Bongnte B OC C MCNOMb30OBaHMEM YYETHOM 3anucu
agMUHUCTpaTopa.

War 2. CoeanHute nopt «Console» yctponctea ¢ noptom RS-232 komnbioTepa C
NOMOLLbIO Kabensa KOHCOSTbHOro — PUCYHOK 1.

A BHumaHue! /| BaxHo!

Ha «komnbtoTep npegBapuTenbHO [OOMKHO ObiTb  YCTAHOBMEHO NpOrpammHoe
obecneyeHne amynsuMm TepMuHana

= 2

iyt — ’/;’;\ saaas3
— 4
= A3 333 )
6

Lanwnnz7

8

PucyHok 1 — PacnpegeneHne KOHTakToB pa3beMoB Kabens

NMpumeyaHue

B cnyyae otcyTcTBusa nopta DB9 Ha ycTponcTBe NpoBepPKM, HEOBXOOMMO UCMNOSb30BaTh
kabenb-agantep USB — DB9 (RS-232). YcraHoBUTb MCMNOMb3yeMble aganTepom
Apaveepa no Heob6xoanMmMocTn

War 3.[lMogknounte kKabenb K TepMuHany wunuM nocrnegoBaTtenbHOMY MNOpTy
KOMMblOTEPa C YCTAHOBMEHHbLIM NMPOrpaMMHbIM obecnevyeHmem amynaumm TepmMmuHana.

War 4. 3anyctute TepmuHanbHyto nporpammy (Hanpumep, PUuTTY wunm Microsoft
Windows HyperTerminal) n yctaHoBuTe napameTpbl NporpaMMHOro obecneyeHmst amynsaumm
TepMuHana.

BeinonHuTe cneaytowme HacTponku nHtepdgenca RS-232:

o ckopocTb: 115200 6uT/c;
o BUTbI AaHHbIX: 8 OuUT;

O YETHOCTb: HET;

o CTOnoBble OuThI: 1;

Bepcusa 6.0 11
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o ynpaBJieHne NnoToKoM: HeT.

War 5. MNogkntounte nutaHne K yCTpOﬁCTBy. Ha TEPMUHaANe nodaBnUTCA 3arpy3odHas
nocrieaoBaTesibHOCTb.

[Mocne BbINOSHEHUS 3arpy30qH0|7| nocriegoBaTtesibHOCTU NOoABUTCA KOMaHOHaA CTPOKa
C npurnaweHmem yCTpOIZCTBaZ

SR-BE sr-be ttySO
Sr-be login:
Password:

LWar 6. BeBegute nms nonb3oBaTtesnisi U Naporsib.

Mo ymonyaHuto onga Bxoga B CUCTEMY C NpaBamMu agMuUHUCTpaTopa UCMNoSb3ymnTe:
o UMs nonb3oBartens: admin;
o napons: admin.

YCTPOMCTBO rOTOBO K HACTPOMKE.

1.4. HacTpoMKK NO yMOn4yaHuio

Ha ycTtponcTtBo 3arpyxeHa HadanbHasi KoHdurypaumusa startup, kotopasi BkrovaeT
MUHMMarbHO HeobxoanMmble 6a30Bble HACTPOWKN:
o BCe MNOpTbl yCTpoucTBa pasgeneHbl Ha ase rpynnbl: WAN- n LAN-nopTtbl. Ux
nogpobHoe onucaHuve npeacTtasneHo B nogpasgene OnucaHne WAN-noptos n OnucaHue
LAN-MOpTOB HAaCTOSALEN UHCTPYKL MK,

o BCe UHTepdencbl yCTpOMCTBa OTKPbITbI AMS YAAneHHOro 4OCTyna C MNOMOLLbIO
npoTokonoB Telnet, SSH;

o Bce LAN-nopTbl ycTponctea no ymonyaHuo otHocAaTcsa K VLAN 1 ¢ umeHem
«Default»:

admin@sr-be(config)#show vlan all
VLAN id Name Member ports (t-tagged, u-untagged)
1 default swpl(u),swp2(u),swp3(u),swpd(u),swp5(u),swp6(u),swp7(u),swp8(u)

O Ha YyCTpoMUCTBE 3aJaHO WMA nonb3oBaTenis M napofb, B COOTBETCTBUN C
Tabnuuen 1: pexmm agMUHUCTPUPOBAHNS, NONb30BaTENLCKUI, 6€30MaCHbIN PEXNM.

Tabnuua 1 — ima nonb3oBaTens u naposnb

Uma nonb3osatens Maponb

admin admin

I'Ipwweanme - MMA NONb30BaATENIA U NAPO/1b BBOAAT C y4ETOM PErnNCTpaA.
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O YCTPOMCTBO WCMOMb3yeT 3aJaHHOe Ha 3aBode WMs YCTPoOMCTBa «Sr-be»
N [OMEHHoe UMs «sr-bex. MNpu KoHUrypnpoBaHum nmsa yctponctea MeHsoT. [NogpobHee 06
39TOM MOXHO npoyuTaTb B pasgenie 4 «HacTtpomka MMeHW yCTpOMCTBa U JOMEHHOIO UMEHM
cucTeMbl». [1ns HACTPOMKM YyCTPOMCTBA NPW NEPBOM BKITHOYEHUM B KOH(pUrypaLmm ycTponcTea
ncnonb3yeTcs yd4eTHas 3annucb agMuHucTparopa admin;

o (pyHKkuMa SSH ans yganeHHoro ynpasneHusi YCTPOMCTBOM MO YMOSYaHUKO
BKIOYEHa:

SSH server enabled
Version: 2
Port: 22
Listen addresses:
all
Whitelist:
all

[nsa npocmoTpa HayanbHOW KOHMUIypauum BbIMONIHUTE KOMaHAY:

admin@sr-be# show running-config

Pe3yanaT BbINOJTHEHNA KOMaHObl:

interface ethl
no shutdowm
ip address dhcp
exit

interface eth2
exit

log deamon level WARNING

ipv6 dhcp relay dhcp6-relay
vrf default
exit

interface switchportl
no shutdown

exit

interface switchport2
no shutdown

exit

interface switchport3
no shutdown

exit
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interface switchport4
no shutdown

exit

interface switchport5
no shutdown

exit

interface switchport6
no shutdown

exit

interface switchport7
no shutdown

exit

interface switchport8
no shutdown

exit

log netflow maxsize 1G
radius accounting off

samba server
off
exit

system web timeout 600
system tty timeout 600
system ssh timeout 600
system telnet timeout 600
system ssh on

system integrity alert led

system memory-cache policy aggressive

interface vlanl

vid 1 ethertype 0x8100
no shutdown

ip address 192.168.0.1/24
exit

logging monitor 7

router Idp
exit

router rsvp
exit

end
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[ns npocmoTpa 6onee NogpoGHbIX HACTPOEK NO YMOSYaHWIO BbINOMTHUTE KOMaHAb:

admin@sr-be# show profile startup detail
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2. USMEHEHME NAPOJIEU NMOJNIb30OBATEJEN

Nmsa nonb3oBaTtens n naposfie BBOAUTCSI NPV BXOOE B CUCTEMY BO BpPEMsSI CEaHCOB
aaMUHUCTPUPOBaHMS YCTPOMCTBA.

A BHumaHue! / BaxHo!

[nsa 3awmTbl BXo4a B CUCTEMY HEOBXOOMMO CMEHUTL NApPOSib Nosib3oBaTens «adminy.

2.1. Monb3oBaTtenb «admin»

,D,J'IFI N3MEeHEHWNA NMaposid nonb3oBaTens «adminy BbINONHUTE cnegywume KoMmaHabl:

admin@sr-be#configure terminal
admin@sr-be(config)#fusername edit admin password
Enter password: <new-password>

Repeat password: <new-password>
admin@sr-be(config)# exit

roe <new-password> - HOBbIW Naposb Ans nosib3oBatens «adminy.

MpumeyaHue

Mpw BBOAE NapOis CUMBObI HA 3KpaHe He 0ToGpaaroTcs

2.2. Co3paHue rpynn

Cospgante HOBYKO rpynny C ykasaHuem YpoBHS npueunernin ot 1 go 14 ¢ nomoLLbo
cnegyowmx KoMangy group <group_name> privilege <privilege_level>.
roe: - <group_name> - UMsi HOBOM rpynnbl;

- <privilege_level> - ypoBeHb NpuBUNErnn y rpynmoi.

Mpumep cosgaHusa rpynnel «operators» ¢ ypoBHeM npusunerumn 1:

admin@sr-be#tconfigure terminal
admin@sr-be(config)ttgroup operators privilege 1

[ns npoBepkun pesynbTaTa BbIMNOIHUTE KOMaHAY:
admin@sr-be(config)#show groups

Group | Privilege

admin | 15
service |1
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operators | 1

2.3. Co3agaHue HOBbIX Nonb3oBaTenen

[na co3gaHust nonb3oBaTens YKaXnUte unmMAa nonb3oBatesida 1M UMda  rpynnbl

C HeOO6XOANMbLIM YPOBHEM MPUBUMETNI, UCNOMb3ys KOMaHLy username add <username>
group <usergroup>.

roe: - <username> - UMsi HOBOTO NOMb30BaTENS;
- <usergroup> - rpynna K KoTopoi 4o6aBnsieTcst HOBbIN NOMb30BaTENb.

Mpumep co3pgaHus nonb3oBaTensa «boris» ¢ naponem «bOris_istok» rpynnbl
«operators»:

admin@sr-be#configure terminal

admin@sr-be(config)#ftusername add boris group operators
Enter password:

Repeat password:

[ns npoBepku pe3ynbTaTta BbINOMHUTE KOMaHay show users.

admin@sr-be#configure terminal
admin@sr-be(config)#tshow users

Pe3yJ'IbTaT BbINMOJTHEHNA KOMaHA,:

User | Group | Type | Privilege
admin | admin | local | 15
boris | operators | local |1

Bepcusa 6.0 17



HacTtpownka umeHu yctpomncrTea u NHCTpYyKUMS NO yCTaHOBKE U BbICTPOMY 3amnycKy
OOMEHHOro MMeH” CUCTEMbI KPII.465614.0011C26

3. HACTPOUKA UMEHWN YCTPOUCTBA U JOMEHHOIO UMEHU CUCTEMbI

Mmsa ycTponcTBa ncnosnb3yeTcd B 3anpocax MHTepdenca KoMmaHLHOM CTPOKU U UMeHax
drannoB KOHUrypaumm rno ymonyaHuio. [ns cMeHbl UMEHU YCTPOMUCTBA U JOMEHHOIO UMEHN
cucTeMbl  Ucnonb3ynte komaHgy system host-name <hostname> domain-name
<domain_name>.
roe: - <hostname> - Ms YyCTPONCTBA;

- <domain_name> - JOMEHHOE UMSI.

Hanpumep, onst cMeHbl UMeHn ycTporcTBa «RouterA» n JOMEHHOro meHun «istok.aby»
BbINOSTHUTE KOMaHb!:

admin@sr-be#configure terminal
admin@sr-be(config)# system host-name RouterA domain-name istok.ab

Mocrne nNpMMeHeHWs1 KOHUrypaumm npurnalleHne KOMaHOHOW CTPOKM U3MEHUTCS Ha
3HauyeHue, 3aaaHHoe napameTpom <hostname>.
[insi NpoBepKM HAaCTPOEK MMEHN YCTPONCTBA BbIMONHUTE KOMaHAY:

admin@RouterA(config)#show host-name

Pe3yanaT BbINOJTHEHNA KOMaHObI:

service-router

Ons NpPoOBEPKN HACTpPOEK AOMEHHOIO MMEHWN BbINMOJTHNTE KOMaHAYy:

admin@RouterA(config)#ishow domain-name

PeayanaT BbINOJTHEHNA KOMaHObI:

RouterA.istok.ab
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4. PABOTA C KOHOUTYPALIMEN

4.1. NpumMmeHeHUe HacTpoeK

4.1.1. NprmMeHeHne nokarnbeHbIX Npodunen

[Onsa  3arpyskM  cywlecTBywowero anna  KoHduUrypauuu,  pacnofioXXeHHOro
Ha yCTpoOUCTBe, Ucnonb3ymnte komaHay load. Hanpumep, ana 3arpysku KOHUrypawumoHHOro

danna «TEST»:

admin@sr-bett load TEST

PesyanaT BbINOJIHEHNA KOMaHObl:

Clearing configuration for module debug

Loading configuration for module debug

Clearing configuration for module system_configs
Clearing configuration for module dhcp_client
Clearing configuration for module routing

MpumeyaHue

lMepen 3arpy3kon HOBOro Npoduns yoanatTcs BCe HACTPOMKM TEKyLLEero npoduns

4.1.2. lNpumeHeHne npodunen, ckavyeHHblx Yepe3 TFTP

War 1. Y6egutecb B Hannuum TFTP-cepBepa B ceTw.

War 2. 3arpy3ute cann c TFTP-cepeepa. [Jns 9TOro BbINOMHUTE KOMAHY C yKa3aHuem
IP-agpeca TFTP-cepBepa 1 nmeHun npoduns:

admin@sr-be# copy profile TEST2 from url tftp 192.168.1.14 remotedir /wew/

LWar 3. [1ns npoBepku 3arpy3ku gaiina BbINomHUTE KoMaHay:

admin@sr-be#tshow profiles

LWar 4. 3arpy3nte ckadeHHbIN hann KoHUrypauum, BbINOSIHMB KOMaHAY:

admin@sr-be#t load TEST2

Pe3yJ'IbTaT BbIMNOJTHEHNA KOMaHObI:

Bepcusa 6.0 19



Pa6oTa c koHcurypaumen NHCTpYyKUMS NO yCTaHOBKE U BbICTPOMY 3amnycKy
KPIIr.465614.0011C26

Clearing configuration for module debug

Loading configuration for module debug

Clearing configuration for module system_configs
Clearing configuration for module dhcp_client
Clearing configuration for module routing

4.2. Copoc HacTpoek

[nsa BbINONHEHWS 3arpy3kn panna HavyanbHOM KOHUrypaumm BbINOSTHATE KOMaHAY:

admin@sr-be#load startup

PesyanaT BbINOJIHEHNA KOMaHObI:

Clearing configuration for module debug

Loading configuration for module debug

Clearing configuration for module system_configs
Clearing configuration for module dhcp_client
Clearing configuration for module 12tp_server
Clearing configuration for module 12tp_client

Ons yaaneHunda BcexX HeCOXpaHEHHbIX HACTPOEK, BbIMOJTHUTE KOMaHObI:

admin@sr-bettload null

Pe3yJ'IbTaT BbINOJTHEHNA KOMaHObI:

Do you really want to load null config? (yes/no)

MoaTeepanTe cOPOC HaCTPOEK:

admin@sr-be#yes

PesyanaT BbINOJTHEHNA KOMaHObl:

Clearing configuration for module debug

Clearing configuration for module system_configs
Clearing configuration for module dhcp_client
Clearing configuration for module 12tp_server
Clearing configuration for module 12tp_client
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4.3. CoxpaHeHue HacTpoek

4.3.1. CoxpaHeHue npocunen nokansHoO

[ns coxpaHeHusi CKOHUrypupoBaHHOro npoduns, Hanpumep, «TEST», BbinonHuTe
KOomMaHAay:

admin@sr-beftwrite TEST

Ecnu ykasaH napameTp comment, To k npodounto 4o6aBnseTcs KOMMEHTapuii, KOTOPbIN
OyneT nokasaH npu BbIBOAE AOCTYMHbIX Npodune:

admin@sr-be#write TEST comment keep

,D,J'IFI BblBOJa Ha 3KpaH COXpaHEeHHOro I'IpOCbI/IJ'IFI KOH(bI/IpraU,I/II/I BbIMOJIHATE KOMaHAY:

admin@sr-be#tshow profile name TEST

PesyanaT BbINOJIHEHNA KOMaHObl:

| Profile Name | Loaded by | Created by | Loaded at |

| TEST | | admin | |

[ns BbiIBOA4A Ha 3KpaH cogepxumoro npoduns KoHdgurypaumm TEST BbINONHUTE
KomMaHAay:

admin@sr-be#tshow profile name TEST detail

Pe3yanaT BbINOJTIHEHNA KOMaHObl:

{
"comment": "",
"watchdog": {
"watchdog_interval": 60,
"watchdog_enabled": false
2

"dynamic_routing_imi": {
"commands": [

n III
A
"no service password-encryption",

|||II
A
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"logging monitor 7"

[ns BbIBOOA Ha 9KpaH MMeH BceX nNpounen KoHpUrypaummn BbINOHUTE KOMaHAY:

admin@sr-be#show profiles

PesyanaT BbINOJTHEHNA KOMaHObI:

Flags: b - boot profile, | - last loaded profile, m - profile was modified or corrupted
| Flags | Profile Name | Comment |

| | TEST | keep |
| bl | startup | |

[ns ynaneHus CkoHpUrypnpoBaHHOro Npoduns UCNonb3yinTe KOMaHAay:

admin@sr-be# no profile TEST

,D,J'IFI NnpoBEepPKN yaarieHnd I'IpO(bVIJ'IFI BbIMOJIHATE KOMaHAY:

admin@sr-be#tshow profiles

Pe3yanaT BbINOJIHEHNA KOMaHObl:

Flags: b - boot profile, | - last loaded profile, m - profile was modified or corrupted
| Flags | Profile Name | Comment |

| bl | startup | |

4.3.2. CoxpaHeHue npocunen yaaneHHo no npotokony TFTP

CxemMa NogkritoyeHnst CeTU - PUCYHOK 3.
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TFTP - cepeep CepBUCHbLIN
MaplupyTusaTtop
Onepatop
192.168.1.0/24 WAN (eth 2) = O oooo WAN (Elh’l) 172.16.0.0/16 WAN CBA3N
&
192.168.1.14 192.168.1.1 SRl 72 16.0.2 172.16.0.1

LAN
(switchport 2)

LAN
(switchport 1)

LAN
(switchport 3)

MonesoBatenu
192.168.3.0/124

PucyHok 2 — lNpumeHeHne npodunen, ckadaHHblx Yepes TFTP-cepeep

MpumeyaHue

Y6eautecb B Hannumn TFTP-cepBepa B ceTu

[na konupoBaHna danna Tekywen KoHdurypaumm Ha TFTP-cepBep B ykasaHHyH
OVPEKTOPUIO BbINOSHUTE KOMaHAY:

admin@sr-be# copy profile TEST to url tftp 192.168.1.14 remotedir /wew/
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5. HACTPOMKA WAN-NMOPTOB
5.1. Onucanme WAN-nopTtoB

Moptel WAN wucnonbayoTcsa Ans NOAKNKYEHUA YCTPOMCTBA KO BHELIHEW CceTu, B
YACTHOCTM AN MOAKITIYEHNS K CETU NpoBanaepa C Lenbio nonyyeHnsa OoCTyna B MHTEpPHeT.
YctponictBo umeetr pgsa WAN-rnopta RJ-45 (10/100/1000BASE-T) (ans yctpowcTs
ISN41508T4 — gBa nopta SFP (1000BASE-X), 4To no3BonseT Ucrnonb3oBaTtb NOAKMYEHNE
cpasy K HECKOSbKMM ornepaTopam CBA3N (PUCYHKU 4-7).

WAN?2 LAN2 [AN4 [AN6 LAN8
X R
8Pwn
LLa) L AL if Aif
omn  WANT [ANI [AN3 [AN5 LAN7
PucyHok 3 — WAN-nopThl. [NepeaHsas naHenb ISN41508T3
WAN?2 [AN2 _[AN4 _[AN6 _LANS

® ®

e3¢

OFWR
NI A2 Ak
o WANT [ANT [AN3 [AN5 [AN7
PucyHok 4 — lNepeaHssa naHenb ISN41508T3-M
e WAN2 ~ _LAN2 LAN4 _LAN6 LANS
LASER DEVICE i P
USB2 ETZT%? ?LF ?LF ?f
| — OPWR Ev.ﬁl_vlﬂj
S I A
Qe 1
oar  WAN1 LANT LAN3 L[AN5 LAN7

PucyHok 5 — WAN-nopTbl. MNepegHas naHens ISN41508T4

WANZ LANZ [ANA [AN6 [ANS
29 [ §% g% 3% ==
OPIR ©
w { = T :
UBl ., WANT TANT [AN3 [AN5 LAN7

PucyHok 6 — WAN-nopThl. [NepeaHas naHens ISN41508T3-M-AC

Bepcusa 6.0

24



Hactpownka WAN-nopToB NHCTpYyKUMS NO yCTaHOBKE U BbICTPOMY 3amnycKy
KPIIr.465614.0011C26

B yctponctBax ISN41508T3-M/ISES1004, ISN41508T3-M/ISES0108, ISN41508T3-
M/ISES0116, ISN41508T3-M-AC/ISES1004, ISN41508T3-M-AC/ISES0108, ISN41508T3-M-
AC/ISES0116, ISN41508T3-M-AC/ISES9112, ISN41508T3-M-AC/ISES7312, ISN41508T3-M-
AC/ISES3901 yctaHoBneH oanH moaysb pacwmpenna ¢ WAN-noptamu.

MmeHa vHTepdencoB HaunHatoTca ¢ npedukca eth (Ethernet), nanee ykasbiBaeTcs
nopsagkosbi Homep nopta: eth1 u eth2. Hymepauna nopToB COOTBETCTBYET MapKMPOBKE Ha
nepegHen naHenu yctponctaea (WAN1, WAN2). HazsaHnA NopToOB YyBCTBUTENbHbLI K PETUCTPY
N yKa3bIBaOTCS TOJbKO C ManeHbKon ByKBbI.

»
NMpumeyaHue

B mopynax pacwmpenuss Hymepauus WAN-NopToB MOXET MEHATbCSH, HaunHas C
TpeTbero NopsiAKoBOro Homepa, Hanpumep, B moayne ISES0108 Hymepauusa nopTos:
eth3 — eth6, B ISES1004: eth3 — eth4.

5.2. HazHa4yeHue IP-agpeca
5.2.1. HasHa4yeHue ctaTnyeckoro IP-agpeca

[na HacTporkn ctatnyeckoro IP-agpeca WAN-uHTepdency BbINOMHUTE crneayoLmne
KOMaHAabl

admin@sr-be#configure terminal
admin@sr-be(config)#interface ethl
admin@sr-be(config-if-[eth1])#no shutdown
admin@sr-be(config-if-[eth1])#ip address 172.16.0.2 255.255.0.0
admin@sr-be(config-if-[eth1])#exit

roe: -172.16.0.2 - ctatuyeckun IP-agpec;
- 255.255.0.0 - mackon noaceTu.

MpumeyaHue

[na npucesoeHus ctatuyeckoro IP-agpeca oTkniounte AnHamu4deckoe nonydeHuve |P-
agpeca KomaHaom

admin@sr-be(config-if-[eth1])#no ip address dhcp

BmecTto mackn noacetu Buga «255.255.0.0» MOXHO BBeCTU AnuHY npedwmkca «/16»,
Hanpumep:

admin@sr-be(config-if-[eth1])#ip address 172.16.0.2/16
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Ybeautechb, YTO agpec Ha3HayYeH UHTepdency nocne NPUMEHEHNA KOHUrypaumn.
BbinonHuTe cnegytouyo KoMaHay:

admin@sr-be(config)t#tshow interfaces eth1

PesyanaT BbINOJTHEHNA KOMaHObI:

ethl:

Link: DOWN

IPv4 Address: 172.16.0.2/16

RX: O bytes / 0 packets

TX: 728 bytes / 6 packets

MTU: 1500

HW Address: 94:3f:bb:ff:ff:03

IPv6 Address: fe80::963f:bbff:fe00:2de3/64
Autonegotiation: on

Duplex: unknown

Speed: unknown

Supported speeds (Mb/s): 10, 100, 1000
ALLMULTI mode ON

RPS: disabled

Takxke npoeputb IP-agpec nHtepdenca MoXXHO C NOMOLLbIO KOMaHAbI:

admin@sr-be(config)#tshow interfaces brief

Pe3yanaT BbINOJTIHEHNA KOMaHObl:

Interface HW Address IPv4 Address Admin/Link DHCPv4 Description

ethl 94:3f:bb:00:2d:e3 172.16.0.2/16 UP/DOWN OFF
eth2 94:3f:bb:00:2d:fe unassigned DOWN/DOWN OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
switchportl n/a UP/UP n/a
switchport2 n/a UP/DOWN n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
switchport7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a

[lna OTMEHbI CTaTU4YeCcKoro IP-a,u,peca BbINOJTHNTE KOMaHObl:
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admin@sr-be#configure terminal
admin@sr-be(config)#interface ethl
admin@sr-be(config-if-[eth1])# no ip address
admin@sr-be(config-if-[eth1])# exit

5.2.2. lNony4yeHue guHamuyeckoro IP-agpeca

Cxema nogkniYeHnst CeTu - PUCYHOK 8.

CepBMUCHbLIH
MaplipyTusaTop

DHCP-cepBep

0 0000 172.16.0.55 ‘0 000

DHCP-knueHT

Onepartop
CBA3U

PucyHok 7 — lNonyyeHne auHamuyeckoro |IP-agpeca

MpumeyaHue

Mepepn HacTponkon DHCP Ha yctponctee ybeautecs, 4to DHCP-cepBep rotos

Mpumep HaCTPOWKK nonyyeHus IP-agpeca oT DHCP-cepBepa
Ha WAN-uHTepdelice ethl:

admin@sr-be#configure terminal
admin@sr-be(config)#interface ethl
admin@sr-be(config-if-[eth1])#ip address dhcp
admin@sr-be(config-if-[eth1])#no shutdown
admin@sr-be(config-if-[eth1])#exit

Y6eautech, YTO agpec Ha3Ha4yeH nHTepdency nocne NpuMeHeHnst KoHurypaumn. ns
3TOro BbIMOMHUTE CrneayloLLyo KOMaHay:

admin@sr-be(config)t#tshow interfaces ethl

PesyanaT BbINOJTIHEHNA KOMaHObl:

ethl:
Link: UP
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IPv4 Address: 172.16.0.2/16

RX: 31332 bytes / 486 packets

TX: 2138 bytes / 25 packets

MTU: 1500

HW Address: 94:3f:bb:ff:ff:03
IPv6 Address: fe80::963f:bbff:fe00:2de3/64

Autonegotiation: on
Duplex: unknown
Speed: unknown

Supported speeds (Mb/s): 10, 100, 1000

ALLMULTI mode ON
RPS: disabled

Takxke npoepuTtb IP-agpec nHtepdenca MoXXHO C NOMOLLLI KOMaHAbI:

admin@sr-be(config)#tshow interfaces brief

PesyanaT BbINOJIHEHNA KOMaHObl:

Interface HW Address

ethl 94:3f:bb:00:2d:e3 172.16.0.2/16 UP/UP ON
eth2 94:3f:bb:00:2d:fe unassigned DOWN/DOWN OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
switchportl n/a UP/UP n/a
switchport2 n/a UP/DOWN n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
switchport?7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a

IPv4 Address Admin/Link

DHCPv4 Description

Ansa yoaneHus nonyyeHHoro IP-agpeca no npotokony DHCP BbInonHMTE KOMaHAb!:

admin@sr-be#tconfigure terminal
admin@sr-be(config)#interface ethl

admin@sr-be(config-if-[eth1])#no ip address dhcp
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5.3. Hactponka MapwpyTa no ymon4aHuio
5.3.1. lo6aBneHne cTaTMyeckoro MmapLupyTa no ymon4yaHuio

CraTtudeckne mapulpyTbl obecrneymBaloT (PUKCUPOBAHHbLIE MYTWU MapLlpyTM3auum no
ceTn. OHM HacTpanBalOTCA BPYYHYIO Ha MapLupyTusaTope. Ecnuv Tononorus cetm nsMmeHsaeTcs,
CTaTMYECKNIA MapLUPYT JOIMKEH OblTb OOHOBMEH.

Cratmyeckum MapwpyT no ymonyaHuio [oGaBnseTca B pexume KoHurypauum
C MOMOLLBLI0 KOMaHAab! ip route. MNMpumep cxembl CeTu - pUCYHOK 9.

CepBUCHLIA
LAN apLIpyTH3aTop

192.168. Onepatop

CBA3K

Belissicsl wan (eth1)  172.16.0.0/16 wan

=
0 Oooa 172.16.0.2 172.16.0.5
LAN
(switchport 2)

PucyHok 8 — Cxema HacTponku MmapLupyta no yMony4aHuio

[lnsi HACTPOVKM Ha CEPBUCHOM MapLUpyTM3aTope MapLUpyTa Mo YMOMYaHWUIO BbINOMHUTE
KoMaHay:

admin@sr-be#configure terminal
admin@sr-be(config)#ip route default 172.16.0.1

OTa 3anucb bygeT aHanornyHa 3anucu crneayroulero Bmaa:

admin@sr-be#configure terminal
admin@sr-be(config)#ip route 0.0.0.0 0.0.0.0 172.16.0.1

UToObl y6eanTbca, YTO Bbl MPaBUIIbHO HACTPOUIM CTAaTUYECKYD MapLupyTU3auuio no
YMOSYaHMIO, BbINONHUTE KOMaHay show ip route u HamguTe cTaTUYecKne MapLupyThl,
0603Ha4eHHble BYKBON «S»:

admin@sr-be(config)t#tshow ip route

Pe3yJ'IbTaT BbIMNOJTHEHNA KOMaHObI:

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
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* - candidate default
IP Route Table for VRF "default"
Gateway of last resort is 172.16.0.1 to network 0.0.0.0
S* 0.0.0.0/0[1/0] via 172.16.0.1, eth1
C 127.0.0.0/8 is directly connected, lo
C 172.168.0.0/24 is directly connected, vlanl

5.3.2. VIaMeHeHne mapLipyTa no yMon4aHuo
Yaanute ctapbiii MapLIpyT MO YMOMYaHMIO C MOMOLLbI KOMaHA!:

admin@sr-be#configure terminal
admin@sr-be(config)#no ip route default 172.16.0.1

OTa 3anucb bygeT aHanornyHa 3anucu crneaytowlero smaa:

admin@sr-be#configure terminal
admin@sr-be(config)#no ip route 0.0.0.0 0.0.0.0 172.16.0.1

Beeante HOBbIN MapLpyT Nno ymosn4yaHuio, HarnpuMmep:

admin@sr-be(config)#ip route default 172.20.0.1

5.4. Hactpouka npaBun ounbTpauum

Hwxe npuBegeH npuMep HACTPOWKM yAareHHOro AocTyna K ycTpoucTtBy no SSH ot
xocTa c¢ IP-agpecom 192.168.3.16/24. Npumep cxembl ceTu - pucyHok 10.

CepBUCHbLIN
MapLupyTusaTtop

WAN(eth 1)
g 192.168.3.0/24 _ .0 Ooog
192.168.3.16 192.168.3.1 -0 0000

PucyHok 9 — Cxema HacTponku npasusn ounbTpaumm

War 1. Co3gante access-list «100» ¢ IP-agpecom 192.168.3.16/24, nopT Ha3Ha4yeHUs
22, BbINMOSTHUB KOMaHbI:
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admin@sr-be#configure terminal
admin@sr-be(config)#ip access-list 100 sourceip 192.168.3.16/24 destinationports 22 protocol tcp

War 2. CosganTte access-list «500» c IP-agpecom ceTtun 0.0.0.0/0, nopT Ha3Ha4eHna 22,
BbINOMHMB KOMaHAb!:

admin@sr-be(config)#ip access-list 500 sourceip 0.0.0.0/0 destinationports 22 protocol tcp

LWar 3. [1na npoBepkn co3gaHus access-list (0B) BbINOMHMUTE KOMaHAY:

admin@sr-be(config)#tshow ip access-list

KomaHaa BbiBe4ET BCE CMUCKN OOCTyna, nponncaHHble Ha yCTpOIZCTBeZ

Name # Rule
100 1 src:192.168.3.16/24 dp: 22 prot: 6
500 1 src:0.0.0.0/0 dp: 22 prot: 6

War 4. HactponTte orpaHMyeHns yaaneHHoro AocTtyna K YCTPOWCTBY, BbINOSHUB
KOmMaHAay:

admin@sr-be(config)#ip filter input position 10 permit access-list 100

KomaHpa paspewaet Bxogawmn TCP-tpadguk oT xocta 192.168.3.16/24, nopt
Ha3Ha4eHus 22.

admin@sr-be(config)#ip filter input position 20 deny access-list 500

KomaHpa 3anpewaetr Becb Bxogswmh TCP-Tpadguk OT Jpyrux XocCToB, MOpT
HasHayeHunsa 22.
War 5. MNpoBepbTe HAaCTPOWKN, BbIMOSHUB KOMaHAY:

admin@sr-be(config)ttshow ip filter

Pe3yJ'IbTaT BbIMNOJTHEHNA KOMaHObI:

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)

# Pkts Bytes Action Rule config

0 0 0 permit  src: 192.168.3.16/24 dp: 22 prot: 6
1 0 0 deny src: 0.0.0.0/0 dp: 22 prot: 6
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[Ana OTMeHbl HaCTPOWKM MpaBusl PUIbLTPAUUN BbINOSIHUTE KOMaHObl B pexume
KOHoUrypaumu:

admin@sr-be(config)#no ip filter input access-list 100
admin@sr-be(config)#no ip filter input access-list 500

Ons yaoaneHua access-list-oB BbINOMHUTE KOMaHAbI B pexunve KOH(*)I/IpraLI,I/II/IZ

admin@sr-be(config)#no ip access-list 100
admin@sr-be(config)#no ip access-list 500
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6. HACTPOMKA VLAN
6.1. Onucanue LAN-noptoB

LAN-nopTbl (pycyHkn 11-14) ncnonb3yrTcs A4S opraHn3auum nokansHom cetn. Yepes
HAX C MNOMOLbI CceTeBbiX Kabenem K YCTPOUCTBY MOXHO MOLKIOUYUTL HECKOSbKO
nepudepunHbIX YCTPOUCTB (KOMNbIOTEPDLI, NMPUHTEPbI, KCEPOKChbl U T.4.) U Cco3haTb eauHoe
ceTeBOe OKpyxeHue. YcTponcteo nmeet socemb LAN-noptoB RJ-45 (10/100/1000BASE-T).

o [F 7 f2fbariens
Fiiisiisiis

= 3|

USB1 WAN1 LAN1  LAN3 LAN5 LAN7

Oar

PucyHok 10 — LAN-nopTsl. NepeaHss naHens ISN41508T3

WAN2 LAN2 LAN4 LAN6 LANS

Yo k2dbadiedis
£1523305507

WAN1 LAN1 LAN3 LAN5 LAN7

®

PucyHok 11 — LAN-nopTsl. NepeaHss naHens ISN41508T3-M

WAN2 LAN2 |AN4 [AN6 LANS

ﬁﬁﬁﬁﬁﬁ P25p49p60;8
L1i03505507

WAN1 LAN1 LAN3 LAN5 LAN7

PucyHok 12 — LAN-noptbl. NepeaHss naHens ISN41508T4

WAN2 LLFANZZ ?LIE_‘AZAf?LFL.ZN% LFL;NB g

e

S Sl 4 |L1ar3305507)
PucyHok 13 — LAN-nopTbl. lNMepeaHss naHens ISN41508T3-M-AC

= Ol

ocr WANI TANT LAN3 LAN5S LAN7
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MimeHa wHTepdencoB HauyuHawTca C npedukca switchport, fanee ykasbiBaeTcs
nopsigkoBbIn HOMep nopTta: switchport1 — switchport8. Hymepauna noptoB cooTeBeTcTBYyET
MapKMpOBKe Ha nepeaHen naHenu yctporncrtea (SP1 — SP8).

HasBaHns nopToB YyBCTBUTENbHbI K PErMCTPY U YKa3bliBAlOTCH TOMbKO C MasrieHbKOW
ByKBbI.

6.2. CospgaHue VLAN

VLAN — kommyTupyemasi ceTb, KOTOopasi fIOrMYeCcKn CermeHTMpoBaHa Mno OyHKUMSM,
NPOEKTHOW rpynne wunu MpUoXeHWo, He3aBUCMMO OT (U3NYECKOro MeCTOMONOXEHNS
nonb3oatenen. VLAN nmetloT Te e aTpubyTbl, 4TO U Pn3n4eckne nokarnbHble CETU, HO Bbl
MOXeTe rpynnupoBaTbh KOHEYHble CTaHUMW, Aaxe eCnn OHU PU3NYECKM He pacrofioXeHbl B
OOHOM cerMeHTe nokanbHou ceTtu. Jllobon LAN-nopT ycTponcTBa MOXET npuHagnexartb
VLAN, a ogHoagpecHble, luMpoKoBeLaTenbHble 1 MHOroaapecHble nakeTbl nepechbinarTcs u
3anosHATCSA TOMNbKO KOHEYHbIMU cTaHumamn B VLAN.

Mpumep cxembl ceTn - pucyHok 15.

CepBUCHbLIN
MapLpyTusaTtop
=
192.168.3.1/24 0 0000
LAN
(switchport 1)

192.168.3.0/24

192.168.3.2/24 P

/
|/’
[

o /

| ~— Monb3oBatenu -

L ~__ -

PucyHok 14 — Cxema HaCTpOWKM fIoKarbHOM ceTn
6.2.1. Hactpouka ceTtu

Onsa co3ganua VLAN Beeante ngeHtndpmkaumoHHein Homep VLAN-ID (vid) ¢ nomoLybio
KOMaHz;:

admin@sr-be#configure terminal
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admin@sr-be(config)ttvlan 20

MpumeyaHus

1. VLAN-ID moxeT npuHumaTh 3Ha4eHus ot 2 oo 4094.

2. [Npun HeobxoanmocTn 3aganTte nmsa VLAN ¢ NnOMOLLIbIO KOMaHAbl name.

3. Ona cospganusa cnucka VLAN nepeuncniute VLAN-ID 4epes «,» unu «-» B pexume
rnodanbHOM KOHUrypaumm:

admin@sr-be(config)#tvlan 2,3,5-8

HasHaubTe VLANZ20 nutepdemncy switchport1

admin@sr-be(config)#interface switchportl
admin@sr-be(config-switchport1)#switchport mode access
admin@sr-be(config-switchportl)#switchport access vian 20
admin@sr-be(config-switchportl)#no shutdown
admin@sr-be(config-switchport1)#exit

Hactponte ctatudeckun IP-agpec Ha VLAN-nHTepdence

admin@sr-be(config)#interface vian20
admin@sr-be(config-if-[vlan10])#vid 20
admin@sr-be(config-if-[vlan10])#ip address 192.168.3.1/24
admin@sr-be(config-if-[vlan10])#no shutdown
admin@sr-be(config-if-[vlan10])#exit

Takke BO3MOXHO Ha3Ha4yeHne AMHaMU4YecKoro IP-a,D,peca:

admin@sr-be(config)#interface vian20
admin@sr-be(config-if-[vlan10])#vid 20
admin@sr-be(config-if-[vlan10])#ip address dhcp
admin@sr-be(config-if-[vlan10])#no shutdown
admin@sr-be(config-if-[vlan10])#exit

Ona yoanenna VLAN ncnonb3ynte KOMaHbl:

admin@sr-be#configure terminal
admin@sr-be(config)#tno vlan 20
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A BHumaHue! / BaxHo!

Mpexae yem yaanutb VLAN, ybeantecb, 4To BCeM mHTepdencam ¢ gaHHbim VLAN
HasHayeH gpyron VLAN

6.2.2. [lpoBepka HacTpoek

BeinonHute komangy show vian all ans nposepku co3gaHHbix VLAN

VLAN id Name Member ports (t-tagged, u-untagged)
1 default swp2 (u), swp3 (u), swp4 (u), swp5(u), swpb (u), Swp7 (u), swp8 (u)
20 VIan0020 swpl(u)

BoinonHute komaHgy show interfaces switchportl ansa npoBepkn COCTOSAHUSA
switchportl

switchport1:

Link: DOWN

MTU: 10240

Duplex: full

AUtonegotivation: on

Speed: 1000

Supported speed (Mb/s): 10, 100, 1000
Switchport mode access

Switchport access vlan: 20

BeinonHute komangy show interfaces vlan20 ans nposepkun HacTpounku vian20

vlan20 vid 20:

Link: UP

Ipv4 Address: 192.168.3.1/24
RX: 13908 bytes / 88 packets
TX: 1764 bytes / 10 packets
MUT: 1500

Tx buffer: 1000

HW Address: b4:81:bf:00:00:85
Ipv6 Address: fe80::b681:bfff:fe00:85/64
EtherType: 0x8100
Encapsulation: dotlq
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6.3. HacTtpouka nHtepcenca B pexmme Trunk

UTtobbl HacTpouTb nopT switchport5 ycTtponctea B kadecTtBe mMarucrTpasnbHOro nopra,
ncnonb3ynTe criegyoLlne KoMmaHabl:

admin@sr-be#configure terminal
admin@sr-be(config)#interface switchport5
admin@sr-be(config-switchport5)#switchport mode trunk
admin@sr-be(config-switchport5)#exit

BoinonHute komaHgy show interfaces switchportS ana npoBepkM COCTOSHUSA
switchport5

switchport5:

Link: DOWN

MTU: 10240

Duplex: full

Autonegotiation: on

Speed: 1000

Supported speeds (Mb/s): 10, 100, 1000
Switchport mode trunk

Switchport trunk allowed vlans: 1-4094
Switchport trunk native vlan: 1

A BHumaHue! / BaxHo!

Ansa nopta yctponcTtea 6yayT paspeweHsl Bce VLAN
HasHaubTe trunk-nopTty cnucok paspeweHHbix VLAN.

NMpumeyaHue

[lna HacTporkn npeasBapuTensHo co3ganTte Heckonbko VLAN

admin@sr-be(config)t#tinterface switchport 5
admin@sr-be(config-switchport5)#switchport trunk allowed vlan none
admin@sr-be(config-switchport5)#switchport trunk allowed vlan add 20,21
admin@sr-be(config-switchport5)#no shutdown
admin@sr-be(config-switchport5)#exit
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BoinonHute komaHgy show interfaces switchportS ana npoBepkn COCTOSAHUSA
switchports

switchport5:

Link: DOWN

MTU: 10240

Duplex: full

Autonegotiation: on

Speed: 1000

Supported speeds (Mb/s): 10, 100, 1000
Switchport mode trunk

Switchport trunk allowed vlans: 20-21
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7. HACTPOUKA YOAJNIEHHOIO AOCTYNA
7.1. HacTtpouka yaaneHHoro aocrtyna no nportokony SSH

Mpumep cxembl HACTpoOKKa yaaneHHoro goctyna no npotokony SSH yepes WAN-nopT -
pUCYHOK 16.

CepBUCHLIN
MapLupyTusatop

g 192.168.1.0/24 WAN (eth1) ~ O oooo
192.168.1.25 192.168.1.1 0 0000

PucyHok 15 — Cxema HacTpomrku yaaneHHoro goctyna no npotokony SSH

A BHumaHue! /| BaxHo!

Ana nogkntoveHna depe3 SSH pgomkeH ObITb HacTpoeH IP-agpec Ha wvHTepdeince
YCTPOMCTBA, Yepes KOTOpbI ByaeT OCyLLeCTBNATLCS NOAKMYEHNE

Hactponte WAN-nopT eth1
admin@sr-be#configure terminal
admin@sr-be(config)ttinterface ethl
admin@sr-b(config-if-[eth1])#no shutdown

admin@sr-b(config-if-[eth1])#no ip address dhcp
admin@sr-b(config-if-[eth1])#ip address 192.168.1.1/24

admin@sr-b(config-if-[eth1])#exit

[ns HacTpomkn yganeHHoro goctyna Heobxoammo ykasaTb |IP-agpec mHTepdeica,
KoTopbI ByaeT npuHumatb SSH-coeamHeHwme:

admin@sr-be(config)#tsystem ssh listen-address 192.168.1.1

[lnsa BbiBOOgA Ha 9KpaH HacTpoekK SSH-cepBepa BbIMOJTHATE KOMaHAYy:

admin@sr-be(config)# show system ssh
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PesyanaT BbINOJTHEHNA KOMaHObI:

SSH server enabled
Version: 2
Port: 22
Listen addresses:
192.168.1.1
all-ipv6
Whitelist:
all
all-ipv6
SSH timeout: 600

BoinonHute komaHay ssh admin@192.168.1.1 Ha ycCTpoWcTBe, 4epe3 KoTopoe

OCYLLECTBNATLCA MOOKIIOYEHNE W LOXAMTECH MPUrNalleHns BBOAA YYETHbIX [AaHHbIX
(password)

The authenticity of host '192.168.1.1 (192.168.1.1)' can't be established.

RSA key fingerprint is SHA256:5DGX/BWLmMyFK1cBZLAJGvwrZNQVCMFP65HZdLIEjttU.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '192.168.1.1' (RSA) to the list of known hosts.
admin@192.168.1.1's password:

D,J'Iﬂ yaaneHnda HaCTpoOEHHbIX MapamMeTpoB SSH BbINnonHUTE KOMaHAbI:

admin@sr-be#configure terminal
admin@sr-be(config)# no system ssh listen-address 192.168.1.1

MpoTtokon SSH BkntoyeH no ymonuyaHwuto. [Ona oTtknoveHna SSH Ha ycTponcTtee
BbINOSHUTE KOMaHAbI:

admin@sr-be#configure terminal
admin@sr-be(config)# system ssh off

7.2. HacTtpouka yaaneHHoro goctyna no npotokony Tinet

lMpumep cxeMbl HacTporka yaaneHHoro goctyna no npotokony Telnet yepes WAN-
nopT - pUCYHoK 17.
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CepBHUCHBIN
MaplipyTu3aTop 198.18.1.0/24

'O ooog
198.18.1.2/24

198.18.1.1/24 C — J

PucyHok 16 — Cxema HacTpouku npoTtokona Telnet

A BHumaHue! / BaxHo!

Ana nogkntodeHna vepes Telnet gormkeH GbITb HacTpoeH IP-agpec Ha uHTepdence
YCTPOMCTBA, Yepes KOTOpbI ByaeT OCyLLeCTBNATLCS NOAKMYEHNE

Hactponte WAN-nopTt eth1

admin@sr-be#configure terminal
admin@sr-be(config)#interface ethl
admin@sr-be(config-if-[eth1])#no shutdown
admin@sr-be(config-if-[eth1])#no ip address dhcp
admin@sr-be(config-if-[eth1])#ip address 198.18.1.1/24
admin@sr-be(config-if-[eth1])#exit

Bkntounte npotokon Telnet

admin@sr-be(config)#tsystem telnet on

[lns BbIBOAA Ha 3kpaH ctaTyca Telnet-cepeepa BbINOMHUTE KOMaHAY:

admin@sr-be(config)#tshow system telnet

PesyanaT BbINOJTHEHNA KOMaHObl:

Telnet server enabled
Port: 23
Listen address: all IPv4
Whitelist:

all-ipv4

all-ipvé
Telnet timeout: 600
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Onsa oTknoveHunsa Telnet Ha ycTponcTBe BbINOMHUTE KOMaHAbI:

admin@sr-be#configure terminal
admin@sr-be(config)# system telnet off
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8. HACTPOUKA CEPBEPA IOMEHHOIO UMEHU

DNS-cepBepbl NnogaepxmBatoT Katanor JOMeHHbIX UMEH 1 conoctasneHumn IP-agpecos.
Cnyx6a OMeHHbIX MMeH ucnonb3yeTca Ans npeobpasoBaHusa AOMeEHHbIX UMeH B IP-agpeca
1 HaobOopOT.

OTO no3BonseT ucnonb3oBaTb Kak npeobpasoBaHne umenHn B IP-agpec, Tak
n npeobpasoBaHune IP-agpeca B msa BHYTpU CETW.

Korga knueHT oTnpasndaeT gomeHHoe uMma Ha DNS-cepBep ans paspelueHusi, cepeep
nnbo npeobpasyeT ums B IP-agpec B cBoeM fiokanbHOM Kalle, imbo obpallaetcs Kk agpyromy
DNS-cepBepy, 4ToObI NonyunTh |IP-agpec ansa knueHTa.

JNTokanbHbin DNS-cepBep noTtpebyeTcs, ecnu paboyme cTaHumm obmeHmBaoTCs
AaHHbIMK MO MMeHn paboyen cTaHumu, a He no IP.

Mpumep cxembl ceTun - pucyHok 18.

PC DNS
server
ns1

oth1 a2 aaa

100.10.10.10/24

L

PucyHok 17 — HacTpowka cepBepa JOMEHHOIO MMEHWN B FIOKasIbHOM CEeTU
War 1. Hactponte nHtepdenc eth1 Ha cepBucHom MmapLupyTusaTope.

RouterA#configure terminal
RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 100.10.10.10/24
RouterA(config-if-[eth1])#exit

LWar 2. HactponTe loopback nHtepdenc

RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 1.1.1.1/24
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RouterA(config-if-[lo1])#exit

War 3. Hactponte DNS cepsep

RouterA(config)#ip route 0.0.0.0/0 100.10.10.20
RouterA(config)#tdns-server

RouterA(dns-server)#zone master test.do
RouterA(config-dnszone-[test.do])#set ns nsl
RouterA(config-dnszone-[test.do])#set refresh 300 sec
RouterA(config-dnszone-[test.do])#entry a 192.168.0.1 pc
RouterA(config-dnszone-[test.do])#entry a 100.10.10.10 ns1
RouterA(config-dnszone-[test.do])#entry a 1.1.1.1 lol
RouterA(config-dnszone-[test.do])#entry ns nsl
RouterA(config-dnszone-[test.do])#exit
RouterA(dns-server)#dns-server on
RouterA(dns-server)#end

,D,J'IFI OTKIMHOYEeHUA CJ'Iy)K6bI DNS-cepBepa BbINOJIHNTE KOMaHObl:

RouterA(config)#dns-server
RouterA(dns-server)#dns-server off

8.1. NMpoBepka HacTpoek

LWar 1. NMpoBepbTe HacTponkn DNS-cepBepa BbINONHMB KOMaHay show dns-server:

DNS Server
Status: running
Listen address:
any
Listen port: 53
Allow query address:
any
Allow transfer address:
any
Recursion: False

Master zone: test.do

STTL 38400

@ IN SOA ns1 admin@test.do (
1438828620
300
3600
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604800

86400

)

lol A 1.1.1.1

pc A 192.168.0.1
nsl A 100.10.10.10
@ NS nsl

War 2. Boingute 13 y4eTHOM 3anncu nonb3oBaTens BbiMOSHUB KOMaH4y exXit:

C:\Users\Conference>

War 3. NMpoeepbTe 3anucn DNS-cepBepa BbiNonHuB Ha PC komaHab!:

1) nslookup pc.test.do 100.10.10.10

Server:  UnKnown
Address: 100.10.10.10
Name: pc.test.do
Address: 192.168.0.1

2) nslookup nsl.test.do 100.10.10.10

Server: UnKnown
Address: 100.10.10.10
Name: nsl.test.do
Address: 100.10.10.10
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9. HACTPOWUKA DHCP-CEPBEPA HA YCTPOUCTBE

YctponctBo nogaepxvsaet knueHToB B VLAN, obbeauHss ux B BUPTYyarnbHYHO
nokanbHyK CceTb, He3aBUCUMO OT ee ((puandeckonm TOMOMOrMU. YCTPONUCTBO MOXET
MCNonb3oBaTb MPOTOKON AMHAMU4YECKOW KoHdurypauum xocta (DHCP), y4Ttobbl BKMAOYUTL
aBTOMaTU4eCcKoe HasHayYeHue KoHdurypaumn IP ans y3noB B 3TUX CETAX.

[Mpumep cxembl NOAKIKYEHNSA - pUCyYHOK 19.

CepBUCHBIA
MaplupyTusatop Onepatop
CBA3N
SEREEEEY v et 172.16.0.0116 wan - 0 ooog
fele =il 72 16.0.2 172.16.0.5 allemze

LAN
(switchport 1)

\‘

Monb3osarenn

PucyHok 18 — Hactponka DHCP-cepBepa Ha ycTponcTse

Ansa Hactponkn DHCP-cepBepa Ha yCTpOMCTBE BbIMOMHUTE KOMaHAbI:

admin@sr-be#configure terminal

admin@sr-be(config)#ip dhcp pool 10
admin@sr-be(config-dhcp[10])#network 192.168.3.0/24
admin@sr-be(config-dhcp[10])#range 192.168.3.3 192.168.3.50
admin@sr-be(config-dhcp[10])#exit

admin@sr-be(config)#ip dhcp server on
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MpumeyaHus

1. Homep nyna gomxeH ObiTb Ha3HayeH B Anana3oHe ot 1 oo 65535.

2. network 192.168.3.0/24 — nogceTb, Ans Kotopon 6yayT BblgaBaTbca agpeca DHCP-
CEpBEPOM.

3. range 192.168.3.3 192.168.3.50 — Ha4anbHbLIN U KOHeYHbIN |IP-agpec AnanasoHa
agpecos.

4. BbiBOA KOMaHAbl range BO3MOXEH TOSMbKO, eCnv paHee Obina BbINOMIHEHA KOMaH4a
network.

MpoBepbTe HacTponkn DHCP-cepBepa ¢ MOMOLLBbIO KOMaHAbI:

admin@sr-be#tshow ip dhcp

PesyanaT BbINOJIHEHNA KOMaHObl:

VRF: default

default-lease-time 600;

Pool: 10

subnet 192.168.3.0 netmask 255.255.255.0 {
range 192.168.3.3 192.168.3.50;

}

Onsa yoanexus nyna IP-agpecoB 192.168.3.3 — 192.168.3.50 BbINONHUTE KOMaHAbI:
admin@sr-be#configure terminal
admin@sr-be(config)#ip dhcp pool 10

admin@sr-be(config-dhcp)#no range 192.168.3.3 192.168.3.50
admin@sr-be(config-dhcp)#exit

D,J'IFI yaaneHusa scero Ha6opa JIOKalibHbIX apeCcoB BbINOJIHATE KOMaHObI:

admin@sr-be#tconfigure terminal
admin@sr-be(config)#no ip dhcp pool 10

Onsa otknoveHus cnyx6bl DHCP-cepsepa BbINOMHUTE KOMaHAbI:

admin@sr-be#tconfigure terminal
admin@sr-be(config)#ip dhcp server off
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10. HACTPOMKA XXYPHAJIUPOBAHUSA COBbITUA HA YOANEHHBIA SYSLOG-
CEPBEP

[laHHbIEe N3 CUCTEMHOrO XXypHara yCTPoNCTBa MOXHO nepecbinatb No NpoTokosny Syslog
Ha yganeHHoln cepBep. COop nor-cooblieHn NO3BONMUT WUMETb MOJSIHYK CTATUCTUKY
NPOUCXOQALMNX C YCTPOMCTBOM COObITUIM, MPOBOAUTL aHanuM3 W 3apaHee BbISBMATb
BO3MOXHble Npobriemsbl.

Mpumep cxembl ceTun - pucyHok 20

Syslog - cepeep CepBUCHLIN
MapLpyTu3arop

Onepatop

192.168.1.0/24 172.16.0.0116 cBA3N

WAN (eth 2) FREEERR WAN (eth1) WAN
192.168.1.11 192.16.0.2 el eli72 16.0.2 172.16.0.1

LAN
(switchport 1)

LAN
LAN (switchport 3)

(switchport 2)

S~ Monb3oBaTenu
192.168.3.0/24

PucyHok 19 — Cxema HaCTpONKM XXypHanupoBaHus cobbITU Ha yaaneHHbln Syslog-cepeep
BbIinonHuTe kOMaHgbl 4N NPOBEPKM cTaTyca JIOrMpoBaHnS:

admin@sr-be#configure terminal
admin@sr-be(config)t#tshow logs status

PesyanaT BbINOJTHEHNA KOMaHObI:

access_violation : on
access_list : off

pim ipv4 : off

pim ipv6 : off
netflow : off
pppoe-server : off
pptp-server : off
syslog : on

kern:on

vpn : off

daemon : on
command-history : on
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system_integrity_log: on

Mo ymonyaHuio, nor coobLleHnn oT ycTponcTea Ha Syslog-cepsep byayT oTchbinaTbes
B CneaylLmx KaTeropusx:
o Syslog — nor cUCTeMHbIX UBMEHEHWI;
o kern— nor coobuweHun ot sapa Linux n npeaynpexneHuns, kKotopble MoryT 6biTb
nonesHbl NpU YCTpaHeHMn OWNBOK NONb30BaTENbCKUX MOLYNEN, BCTPOEHHbIX B SAPO;
o daemon — nor coobweHnn o pasnuYHbIX Mpoueccax, KOTopble 3anyLieHbl
B cucteme (4EMOHbI);
o command-history — nor nctopmm BBoga KomaHz.
Utobbl HacTpouTb OTMpPaBKYy SfIOrOB Ha YCTPOWCTBE, Heobxoammo ykasaTtb IP-agpec
yaaneHHoro Syslog-cepBepa, BbIMOMHMB KOMaHAb!:

admin@sr-be#configure terminal
admin@sr-be(config)#log syslog remote 192.168.1.11

,D,J'IFI NpoBEPKN HACTPOEK BbINOJIHUTE KOMaHAY.

admin@sr-be(config)#tshow running-config

PesyanaT BbIMNOJIHEHNA KOMaHAbI:
YacTb BbIBOgA NponyLeHa a1a KPaTKoCTH

log syslog remote 192.168.1.11

system web timeout 600
system tty timeout 600

D,J'IFI OTMEHbI OTMNPaBKK J10ros Ha Syslog-cepBep BbINOJIHNB KOMaHAbI:

admin@sr-be#tconfigure terminal
admin@sr-be(config)#log syslog remote 0.0.0.0
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11. YCTAHOBKA OATbl, BPEMEHU 1 HACOBOI'O NOACA

[ns BbiIBOAa Ha 9KpaH Tekyuwiero sBpeMeHn 1 gatbl BbINOJIHUTE KOMaHAY:.

admin@sr-bettshow clock

PesyanaT BbINOJIHEHNA KOMaHObl:

Yt aHs 30 08:41:04 MSK 2021

11.1. HacTpouka BpeMeHuU

YcTaHoBUTE TekyLlee BpeMs C NoMoLLbo koMmaHabl system clock time <HH:MM[:SS]>,
Hanpumep:

admin@sr-be#configure terminal

admin@sr-be(config)#tsystem clock time 12:30:16
admin@sr-be(config)t#ishow clock

PesyanaT BbINOJIHEHNA KOMaHObl:

Yt ans 30 18 12:30:22 MSK 2021

11.2. HacTpouka patbl

YcTtaHoBuTe paty € nomowbi kKomaHgbl system clock date <DD.MM.YYYY>,
Hanpumep:

admin@sr-be#configure terminal

admin@sr-be(config)#system clock date 18.08.2021
admin@sr-be(config)t#tshow clock

PesyanaT BbINOJTIHEHNA KOMaHObl:

Cpasr 18 12:31:22 MSK 2021

11.3. CmeHa yacoBoro nosica

[ns cMeHbl YacoBOro nosica Ucnonb3ynte komaHay system clock timezone, nanee
HaxxmuTe <Tab> gns Bbibopa cTpaHbl, HaXMUTE <Tab> ans Bbibopa ropoaa, Hanpumep:

admin@sr-be#tconfigure terminal
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admin@sr-be(config)#system clock timezone Europe Moscow

11.4. HacTpouka cuHxpoHusaumm spemeHu ¢ NTP-cepBepa

CxemMa nogkrioyeHnst ceTn - pucyHok 21.

NTP - cepeep CepBUCHLIA

MapLlpyTusaTop
Onepartop
192.168.1.0/24 WAN (eth 2) T WAN (etht) 172.16.0.0/16 WAN O bogo cBA3U
E: =
192.168.1.15 192.168.1.1 lesze 172.16.0.2 172.16.0.1 EIREY
LAN | LAN
(switchport 1) LAN (switchport 3)

(switchport 2)

MonesoBaTenu

192.168.3.0/24

PucyHok 20 — Hactponka cuHxpoHusauum spemeHn ¢ NTP-cepeepa
[nsa HacTporkn cuHxpoHusaumm ¢ NTP-cepBepOM BbINONMHUTE KOMaHAbI:

admin@sr-be#configure terminal

admin@sr-be(config)#ntp server 192.168.1.15

admin@sr-be(config)#ntp restrict default kod nomodify notrap noquery nopeer
admin@sr-be(config)#ntp on

admin@sr-be(config)#exit

NMpumeyaHue

Utobbl CUMHXpOHM3MpOBaTb Bpems C nomowpbto npoTtokonia NTP, cneayet
npegBapuUTenbHO BPYYHYKD HAcTPOUTb TeKyllee BpeMs, AaTy M 4acoBOW MOSAC (CM.
nogpasgensl CoxpaHeHue HacTpoek, [pumeHeHne HacTpoek, Copoc HacTpoek). MNpu
cunbHom pasHuue (6onee 1000 cekyHA) CMHXPOHM3aUMS OCYLLECTBNATLCSA He Oyaer.
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12. KOMAHObI AUATHOCTUKA
12.1. Ping

Mcnonbayite KomaHay ping Anst ouarHoCTukn npobrnem ceTeBoro CoeguHEHN Mexay
ycTporctBamu. C nomoLubto axo-naketos ICMP MOXHO onpefenntb akTUBHO v yaaneHHoe
YCTPOMWCTBO, y3HaTb BPeEMSs 3a[ep>KeK Npu nepegayve nakeTtos U Hanuyme nx notepb.

Mpumep koMaHabl 4Na NPOBEPKUN JOCTYNHOCTU xocTa 192.168.3.2 B ceTu:

admin@sr-be#ping 192.168.3.2 repeat 4

PesyanaT BbINOJIHEHNA KOMaHObl:

PING 192.168.3.2 (192.168.3.2) 56(84) bytes of data.

64 bytes from 192.168.3.2: icmp_seq=1 tt|=128 time=1.27 ms
64 bytes from 192.168.3.2: icmp_seq=2 ttI=128 time=1.27 ms
64 bytes from 192.168.3.2: icmp_seq=3 ttl=128 time=1.16 ms
64 bytes from 192.168.3.2: icmp_seq=4 tt|=128 time=1.36 ms

--- 192.168.3.2 ping statistics ---
4 packets transmitted, 4trace received, 0% packet loss, time 7ms
rtt min/avg/max/mdev = 1.164/1.266/1.362/0.078 ms

MOo>XHO BOCNONb30BaTLCA KOMaHAOM NPOBEPKN AOCTYMHOCTU XOCTa B CETU CreayoLWero
BMAA:

admin@sr-be#ping 192.168.3.2

B pesynbtarte BbINOMHEHUS KOMaHAbl 3anycTutcsa ©OeckoHeudHbln ping. OH byaer
npogomkaTbCa OO0 Tex Mop, noka He OyaeT ocTaHoBneH agmuHucTpatopom. [pepBaTb
BbINOSIHEHNE KOMaHAbl MOXHO coyveTaHnem knasuw <Ctrl + c>.

12.2. Traceroute

KomaHpa traceroute ncnonbadyeTtca Arnsi oOHapyXeHus nyTen crnegoBaHus naketa o
a[lpeCcoB yAaneHHbIX YCTPOMCTB, a TakkKe TOYEK HapyLUEHNS MapLLpYyTM3aLmu.

Mpumep koMaHabl ONs onpefernieHns M BbiIBOA4A Ha 9KpaH MapLipyta crefoBaHusd
AaHHbIX 0o xocta 192.168.3.2 B ceTu:

admin@sr-betttraceroute 192.168.3.2

Pe3yJ'IbTaT BbIMNOJTHEHNA KOMaHObI:

traceroute to 192.168.3.2 (192.168.3.2), 30 hops max, 60 byte packets
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1 192.168.3.2 0.987 ms 0.016 ms 0.016 ms
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13. BONOJIHUTEJNbHBLIE PYKOBOLCTBA MO PABOTE C YCTPOUCTBOM

1. KPI1Ir.465614.001P3 PykoBoacTBO NO 3KCnyaTaumu.
2. RU.07622667.00004-01 34 01-1 PykoBoACTBO onepatopa.
3. RU.07622667.00004-01 34 01-2 PykoBogcteo onepatopa. [lpunoxeHue 1.
CnpaBoyHuk komaHg CLI.
4. RU.07622667.00004-01 32 01 PykoBOACTBO CUCTEMHOIO nNporpamMmucTa.
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TexHU4ecKas nogaepxka

OdmumanbHbIn canT komnaHuu: hitps://istokmw.ru/

[okymeHTauumo n nporpammMmHoe obecneveHme Ha U3genus MoXHO ckadaTb B pasfgerne
«[JokymeHTaumns 7 MporpammHoe obecneyeHne» Ha CTpaHuue
https://istokmw.ru/service-router/

BasoBas TexHnyeckasa nogaepKka OCyLLEeCTBSETCS

5 gHen B Hegento no 6yaHsm ¢ 8:00 go 17:00 (Bpemst MockoBckoe)
Ten: +7 (495) 465-86-48

e-mail: support@istokmw.ru

web: https://istokmw.ru/support/

JINYHBI KAOUHET TEXHMYECKOW NOAAEPKKM NO PYHKLMOHMPOBAHMIO NPOAYKTOB
https://helpdesk.istokmw.ru/
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