tg‘,q/vr:* MHCTpyKUMs No ycTaHOBKE 1 BbICTPOMY 3amnycky
KPII.465614.0011C26

CEPBUCHbIA MAPLLUPYTU3ATOP CEPUM ISN415
MHCTPYKLUWUA MO YCTAHOBKE U BbICTPOMY 3AINYCKY
BEPCUA MO 3.24.08

2025



NHCTPYKLMS MO yCTaHOBKE M BbICTPOMY 3anycky

KPIMIr.465614.0011C26
COOEP>XXAHUE

T Lo o T N 5
UCTOPUSA USMEHEHUM AOKYMEHT . ...coueuieerieenienneessneessseessstessssessssessssessssessssessssesessessssesessesesses 6
1 YCAOBHDBIE OBOBHAUEHMS.....ueureeiiiiiineiiiiiiiittteiiiateesesaseeessssssseessssssssessssssssessssssssessssssnssess 7
2 NMoakAoYeHUE K MHTepdency KOMAHAHOU CTPOKMU (CLI).......uuurrreeeeiiiiiiicicineeeeeeeeeeeeenne 8
2.1 NoakAo4YeHne no AokaAbHou ceTu Ethernet ¢ nomowbio SSH............eveiiivinnniiiiinnnnneen. 8
2.2 MNoakAo4YeHHe no AokaAbHou ceTu Ethernet ¢ nomousio Telnet.............coveeneeennnnnes 10
2.3 NMoAKAIOHEHUE YepEe3 KOHCOABHbIM MOPT RS-232.......ccooeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeens 12
2.4 HOCTPOMKM MO YMOAUHTHMIO .....cceeeeeeeeeeeeeeeeeeereeeeeeeseessesssssesssssssssssssssssssssssssssssssssssssssssssssans 13
3 U3MEHEHME NAPOAEU MOABIOBUTEAECH ....cceeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeesesesssesessssssssssssssssssees 17
3.1 MOAB3OBATEAD (AAMIND ....coueiiiiiiiiiiiiietiencete ettt e s sst e s se st e e s e sseesssssssassessssnseess 17
3.2 COBAGHUE TPYMI....ceeeuuueenieeeeeeeerrnnnneeeeeeseseesrassssssssssssssssssssssssssssssssssssssssssssssssssssnnnsssssssssses 17
3.3 CO3AAHNE HOBBIX MOAB3OBATEAECM ....eeereeueerreneereereesesnressesseesesssessesseesssssessessnessssssessssenses 18
4 HaCTpPOMKO MMEHU YCTPOMUCTBA U AOMEHHOTO MMEHU CUCTEMb.....cceeeennnnnrnrneeeereeseennns 19
5 PAGOTA C KOHMOUNYPALLUEMH ...cceeeeeeeeeeeeneirreeeeeeeieeeeeessssssssseesessssssssssssssssssessssssssssssssssssesssssnnns 20
5.1 TIPUMEHEHMUE HOACTPOEK ...ceereeiiirnnnnieerennneerernsssssserssssssssnsssssssssnssssssssssssssssnssssssssnsssssssnnnss 20
5.1.1 IpUMeEHEHNE AOKAABHDBIX MPOMIUACH ....cceeeeeeeeerrrereeeeeeeeeeeeerrreeeseeeesessessssssssesesesssssnnns 20
5.1.2 NpumeHeHune npodchraer, CKAYEHHbIX HEPE3 TFTP ... 20
5.2 COPOC HOUCTPOEK ceuueeeieeeeeeeerennenneseeeeeeeesssssssssssessesssssssssssssssssssssssssssssssssssssssssnssnssssssssssssnes 21
5.3 COXPAHEHMUE HACTPOEK. ....ceerrruunneeaeeeererrrnmnsssseeeeresssssssssssssssesssssssssssssssssssssssssssssssssssssssnns 21
5.3.1 COXPAHEHUE NMPOMUAEH AOKUABHO......ccceeeeeeeeerrrrerreeeeeeseeeessssssssesesesssesssssssssssssssssssssnns 21
5.3.2 CoxpaHeHue npouAer YAAAEHHO MO NPOTOKOAY TFTP .......cccciiiiiiiiiiiiiiiiiiiiieeneeeeens 22

Bepcus 7.0 2



NHCTPYKLMS MO yCTaHOBKE M BbICTPOMY 3anycky

KPII.465614.0011C26
6 HOCTPOMUKA WAN-TIOPTOB......cciiiiiiiiiiiiieieeeeeeteesesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 24
6.1 ONUCAHME WAN-TIOPTOB.......ccceiiiirrrrtniieieeeeeeeeeeeasnneeesseeeessessssssssssssessssssssssssssssssessssssssnsnnnns 24
6.2 HO3HAYEHME IP-QAPECA.......eciiiricceccirrrerreeeeeseeeeeeseessessesssssssssssssssssssssssssssssssssssssssssssasans 25
6.2.1 Ha3HAa4YeHME CTATUHECKOTO IP-AAPECA......ccuveecieiiiiettrtetcceeeeeeeeeeeenseeeeeeeeeeesssnnsnnnns 25
6.2.2 TIoAyHeHUE AUHAMUHECKOTO IP-QAPECA ....ccevreeiiiiiiiiiirtetiieeeeeeereeeeeennaneeeeeeeseesssnnnnnnns 27
6.3 HaOCTPOMKQA MAPLLUPYTA MO YMOAHAHMIO .....uuurrerrrerrerrrrreeesesssessssssssssssssssssssssssssssssssssssssens 28
6.3.1 AobaBAeHUE CTATUHECKOTO MAPLUPYTA MO YMOAHAHMIO.......ceeerereeennneceeeereeeessnnnnnnns 28
6.3.2 U3SMEHEHUE MAPLLUPYTA MO YMOAUAHMUIO .....ccevvueeeerrerneeeererenneeerersseeeesssssssssssssssssesssnnnnees 29
6.4 HaCTPOMUKA MPABUA COUABTPALLUM ......uuereererererereereesssssssssssssssssssssssssssssssssssssssssssssssssssses 30
Al 5 Lo Tog o Yo 17T e TV A 1Y - | 32
7.1 ONMUCAHUE LAN-TIOPTOB ...ccuuiiiirrniiiiiiettieeteetneeeeessseeeeesssssssesssssssssssssssssssssssssssssssssssssssnsnnes 32
7.2 CO3AAHMNE VLAN. ...ttt asrs e sssssee e e e s s e s s s s sssnnnens 33
A W 5 ToTog f o Yo 717Ce I o33 1 7 EO 34
7.2.2 TIPOBEPKA HACTPOEK ..cceuveeeieeeeeieerrnnnenneeeeeeeeessssssssssssessssssssssssssssssssssssssssssssssssssssssssnnssnnns 35
7.3 HacTpouka MHTEPMENCA B PEXKUME TIUNK.......ccceeeiiiiieeciiireeeeeeeeeeeeeeensneeneeeeeesssesesssnnnnes 35
8 HACTPOMKA YAQAEHHOTO AOCTYTIC ....ceveeieeieeeeeceurnreeeeeeeessseeessssssssssesesssssssssssssssssessssssssssnnnes 37
8.1 HacTponka YAQAEHHOro AOCTYNA MO NPOTOKOAY SSH ......oeeiiiiiiiiiiiiiirereeeeeeeeceeennnnnns 37
8.2 HacTponka YAQAEHHOro AOCTYNA MO NPOTOKOAY Telnet ..........cooceevvriveeeeeeeeiececnnnnns 38
9 HaCTPOMKA CEPBEPA AOMEHHOTO MUMEHM.........uuveereeeeeeeeeerrnrrereeeeeeeessessssssssssssssssssessssssssnes 41
9.1 NP OBEPKA HUCTPOEK ....uuuniirirraraeaaeaeaaassessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 42
10 HacTponka DHCP-CEpPBEPA HO YCTPOMCTBE ........cuueerrrrreeeeeeeeeecernrrensseseeeessesessssssssssseses 44
11 HacTpouKa XXyYPHAAUPOBAHUA COBbITUU HO YAQAEHHbIU Syslog-cepBep ........ccuuue.... 46

Bepcus 7.0 3



NHCTPYKLMS MO yCTaHOBKE M BbICTPOMY 3anycky

KPIMIr.465614.0011C26
12 YCTAHOBKA AQTbI, BPEMEHU U HOCOBOTO MOACK ..ceevuunnneeeereeeeernnsnnneseeeeeeessnssssnnsssseesssssnns 48
12.1 HOCTPOMKO BPEMEHM .....cceeeeeeeeeerrereeererersssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnne 48
12.2 HOCTPOMKO ACQTDL..ccceeveeeerereerereresssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnne 48
12.3 CMEHA HACOBOTO MOSACH.....uueiiiiiinreeeiiiiunteeesiisateessssssseessssssssesssssssssesssssssssessssssssesssssssnes 48
12.4 HaCTpOMUKA CUHXPOHU3ALUU BPEMEHU C NTP-CEPBEPA.....ceeeeeeeerreeeeeeeereneeeneeennnennnnnns 48
13 KOMOHADI AUATHOCTUKM .....uennnnrreeiererniiesssnnnenseeessssssssssssssssssssssssssssssssssssssssssssssssssnsnssssssssss 50
T3.T PiNQueeeeeeeiieieieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseesessssmsesssesssssssssssssssssssssssssssssssssssssssssssssssssnnssssnnnne 50
LRSI | e Tod = o1 U (= 50
14 AONOAHUTEAbHbIE PYKOBOACTBA MO PABOTE C YCTPOUCTBOM....cceeeeeeeeeeevennennnnnnnennnnnnes 52

Bepcusa 7.0 4



NHCTPYKLMS MO yCTaHOBKE M BbICTPOMY 3anycky
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AHHOTALUUA

[aHHbIN [OOKYMEHT SBMSeTCA WHCTPYKUMEN MO HayarbHOW HAaCTPOWKE CepBUCHbIX
MapLUpyTU3aToOpOB (ganee No TEKCTY — YCTPOWUCTBO).

B nHCTpyKuumn onmncaHbl cnocobbl noakntodeHnsa k nHtepdgency CLI, pabota ¢ naponamu
nonb3oBaTenen, cosgaHne u Hactponka VLAN, 6asoBble HacTpoWKu yCTpoucTBa, paboTa
C KOHpurypaumsammn, cmeHa gatbl, BpEMEHU M 4acOBOro Nnosica, KOMaHAbl CETEBOW AMarHOCTUKM.

HacToawun OOKYyMeHT npefaHasHadeH A5 TEXHUYEeCKOro nepcoHana, BbIMOMHALWEro
YCTaHOBKY W HACTPOWKY YCTPOWCTBa MocCpeacTBOM uHTepdenca komaHgHou ctpokm (CLI),
a Takxke npoueaypbl N0 06CNYyXMBaHNIO CUCTEMBI.

lMepen HavanoMm HaCTPOMKM HeoBXOAMMO TaKkKe BHUMATENbHO O3HAKOMUTLCHA
C pykoBogcTteom no akcnnyatauyum KPIMIM.465614.001P3.

YcnoBHble 0603Ha4YeHNs YCTPOUCTB:

o ISN41508T3

o ISN41508T3-M

o ISN41508T3-M/ISES0108

o ISN41508T3-M/ISES0116

o ISN41508T3-M/ISES1004

o ISN41508T3-M-AC

o ISN41508T3-M-AC/ISES0108
o ISN41508T3-M-AC/ISES0116
o ISN41508T3-M-AC/ISES1004
o ISN41508T3-M-AC/ISES3901
o ISN41508T3-M-AC/ISES7312
o ISN41508T3-M-AC/ISES9112
o0 ISN41508T4
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YcnoBHble 0603HaYeHus MHCTpyKUumMs No ycTaHOBKE 1 GbICTPOMY 3amnycKy
KPIIr.465614.0011C26

1 YCNNIOBHbIE OBO3HAYEHUA

,D,J'IFI HarndgHOCTU B TEKCTE AOKYMEHTa UCMNOJIb30BaHbI pa3findHble CTUITN OCbOpMJ'IeHVIFI.

O6nactn npumeHeHna ctunen — tabnvua 1.

Tabnuua 1 — CTnnu odopMneHns B JOKYMEHTe

Ctunb opopmneHums O6nactb npumeHeHuns MNpumep

MonyKUpPHbIN TEKCT BblgeneHne KOMaHA, KOMaHAbl name

YCTPOWCTBO UMEET HECKOSTBbKO PEXUMOB KOHMrypaumm — tabnuvua 2.

Tabnuua 2 — PexxuMbl KOHUrypaumm

PexXxumbl KOHUrypauum Cnocob aocrtyna MpurnaweHue Cnocob Bbixoaa
B KOMaHAHOM CTPOKe U3 pexmma
MpuBUAErMPOBAHHbIN peXxum|ABTOpPU3YHATECH admin@sr-be# -
Pexkum rnobanbHom BbinonHUTE KOMaHAy admin@sr-be(config)# C nomouybto
KOHUrypaumm configure terminal KomaHgb! exit, end
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MogknioyeHne K wuHTepdency kKomaHgHoM WHCTpYKUMA NO yCTaHOBKE UM ObICTPOMY 3amnycKy
ctpoku (CLI) KPII.465614.0011C26

2 NOAKNIOYEHUE K UHTEP®ENCY KOMAHOHOW CTPOKM (CLI)
2.1 NMNoakntovyeHue no nokanbHou cetn Ethernet c nomowsbro SSH

War 1. MNogknounte ceteBon Kabenb nepedadn AaHHbIX (naTty-kopa) K nmobomy LAN

nopTy, BXOASLWEMY B 30HY «SP» 1 K yCTPOUCTBY, NpeAHasHa4YeHHOMY AN ynpaBrieHus.

»
MpumeyaHue

Bo3amoxxHa nocTaBka CcepBUCHOro MaplipyTusatopa ©Oonee paHHenm Bepcun C
o6o3HayeHnamm LAN noptoB Kak «LAN1» - «LAN8»

War 2. OTtkoppekTnpynte IP-agpec nHtepgenca ynpaBnsaoLwero ycTpomcTaa, ero Macky

M agpec wWrko3a.

»
NMpumeyaHue

Mo ymonuyaHuwo IP-agpec — 192.168.0.100, macka nogcetnm — 255.255.255.0, agpec
wno3a — 192.168.0.1

War 3. [lna npoBepkM CBA3HOCTWU BbINOMAHUTE KOMaHAy ping 192.168.0.1 ¢ nomoLubto

KOMaHOHOW CTPOKW.

C:\User\admin>ping 192.168.0.1

Pe3yanaT BbIMOJIHEHNA KOMaHAbl:

Pinging 192.168.0.1 with 32 bytes of data:

Reply from 192.168.0.1: bytes=32 time<lms TTL=64
Reply from 192.168.0.1: bytes=32 time<lms TTL=64
Reply from 192.168.0.1: bytes=32 time<ims TTL=64
Reply from 192.168.0.1: bytes=32 time=1ms TTL=64

Ping statistics for 192.168.0.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 1ms, Average = Omsyes

LWar 4. C nomMollblo KOMaHOHOW CTPOKW OCYLLEeCTBUTE YyAaneHHoe MNOoAKMoYeHve,

BbINOJIHMB KOMaHAOy

C:\User\admin>ssh admin@192.168.0.1
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MogknioyeHne K wuHTepdency kKomaHgHou WHCTpyKUMA NO yCTaHOBKE U ObICTPOMY 3amnycKy
ctpoku (CLI) KPII.465614.0011C26

»
MpumeyvaHue

ssh <username>@<ipaddress> rge: <username> — uMs nonb3osaTens; <ipaddress> — ip-
agpec CepBUCHOro MapLupyTu3aTtopa.

LWar 5. nO,D,TBep)J,I/ITe yoaneHHoe nogkrno4veHne, BBead B KOHCOJIb KOMaHAy YeS

The authenticity of host ‘192.168.0.1 (192.168.0.1)’ can’t be established.
RSA key fingerprint is SHA256:FzmnRyWGBJFxGjMEEiWLOv87Bim1hH1EmwwxDidEi9o.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

War 6. BeeguTte naponb Ans ocywecTBreHnsa Bxoga nonb3oBartens

Warning: Permanently added ‘192.168.0.1’ (RSA) to the list of known hosts.
admin@192.168.0.1’s password:

»
NMpumeyaHue

Maponb No ymonyaHuio admin, npy BBOAE Naponsd CMMBOJSbI HA 9KpaHe He oTobpaxatoTcs

YaaneHHbIn BXo, B CUCTEMY BbIMOSTHEH.

BeinonHuTte komangy show interfaces brief 4tobbl y3Hate |IP-agpeca nHTepdencos Ha

CEepPBUCHOM MapLLpyTU3aTope.

Interface HW Address IPv4 Address  Admin/Link DHCPv4 Description
ethl 94:3f:bb:00:2d:e3 unassigned UP/DOWN ON
eth2 94:3f:bb:00:2d:fe  unassigned DOWN/DOWN OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
switchportl n/a UP/DOWN n/a
switchport2 n/a UP/UP n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
switchport7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a
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MogknioyeHne K wuHTepdency kKomaHgHou WHCTpyKUMA NO yCTaHOBKE U ObICTPOMY 3amnycKy
ctpoku (CLI) KPII.465614.0011C26

»
MpumeyvaHue

Mpn OTCYTCTBMM MNOAOKIHOYEHUSI K CEPBMCHOMY MapLupyTudaTopy obpatutecb B Cnyx0y
nogaepxku https://istokmw.ru/support/

2.2 MNoakntoyeHne no nokanbHon cetn Ethernet c nomowsio Telnet
»
MpumeyaHue

Y6eaoutecb, YTO Ha CEPBMCHOM MapLupyTM3aTOpe HaCTpOeH YyAarneHHblM A0CTyn Mo
npoTokony Telnet. o ymonyaHuio pyHKLMS OTKIHOYEHA.

War 1. Moakntounte ceTeBon kKabenb nepeaayn AaHHbX (naty-kopg) Kk WAN nopty « GE1»
N K YCTPONCTBY, NpefHa3Ha4YeHHOMY ANs yrnpaBrieHns.

»
NMpumeyaHue

Bo3amoxHa MocTaBka CepBUCHOrO MaplupyTusaTopa 6onee paHHei

BEpcun C
o6o3HaveHnamm WAN-nopTta kak « WAN1».

War 2. OTtkoppekTupymnTte IP-agpec nHtepdenca ynpaBnsaioLero ycTponcTaa, ero Macky
W agpec wn3sa.

»
NMpumeyaHue

Mo ymonyaHuio IP-agpec — 198.18.1.100, macka nogcetn — 255.255.255.0, agpec wno3sa —
198.18.1.1

War 3. [Ansa npoBepkn CBA3HOCTWU BbIMNOMHUTE KOMaHAy ping 198.18.1.1 ¢ nomoLubto
KOMaHLHOW CTPOKW.

C:\User\admin>ping 198.18.1.1

Pe3yanaT BbINMOJIHEHNA KOMaHObl:

Pinging 198.18.1.1 with 32 bytes of data:

Reply from 198.18.1.1: bytes=32 time<lms TTL=64
Reply from 198.18.1.1: bytes=32 time<lms TTL=64
Reply from 198.18.1.1: bytes=32 time<lms TTL=64
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MogknioyeHne K wuHTepdency kKomaHgHou WHCTpyKUMA NO yCTaHOBKE U ObICTPOMY 3amnycKy
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Reply from 198.18.1.1: bytes=32 time=1ms TTL=64

Ping statistics for 198.18.1.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 1ms, Average = Omsyes

War 4. C nomowbio KoMaHOHOW CTPOKM ocyulectBuTe yaarneHHoe MnoaKkr4eHne,

BbINOJIHMB KOMaHAOy

C:\User\admin>telnet 198.18.1.1

LLar 5. Beegute norvH 1 naporsb ANs OCYLLECTBIEHUS BXoAa NoNb3oBaTens

SR-BE
sr-be login:

»
NMpumeyaHue

Mo ymonyaHuto normH admin, naponb admin, NpyM BBOAE NApONnsA CUMBOSbI HA 3KpaHe He
oTobpaxalTcs

YaaneHHbIn BXo, B CUCTEMY BbIMOSHEH.
BeinonHuTte komaHgy show interfaces brief 4tobbl y3Hate |IP-agpeca nHTepdencos Ha

CEPBUCHOM MapLupyTUsaTope.

Interface HW Address IPv4 Address Admin/Link DHCPv4 Description
ethl 94:3f:bb:00:2d:e3 198.18.1.1/24 UP/DOWN ON
eth2 94:3f:bb:00:2d:fe  unassigned DOWN/DOWN OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
switchportl n/a UP/DOWN n/a
switchport2 n/a UP/UP n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
switchport7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a
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MopknoyeHe K uHTepdency KoMaHaHoW WHCTPYKUMS Nno yCTaHOBKe 1 BbICTPOMY 3amnycKy
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»
MpumeyvaHue

Mpn OTCYTCTBMM MNOAOKIHOYEHUSI K CEPBMCHOMY MapLupyTudaTopy obpatutecb B Cnyx0y
nogaepxku https://istokmw.ru/support/

2.3 NMogknro4yeHne Yepe3 KOHCONbHbIA NOPT RS-232

YCTPOWCTBO UMEET KOHCOSbHbIV NOPT Ha Kopnyce.
[ns coeanHeHnsi Yepes KOHCOMNb HEOBX0AMMO Hanm4yme crieayroLLero 06opyaoBaHUs:
o TepMWHan U1 KOMMNbITEP C NnocrneaoBaTeNbHbIM MOPTOM U BO3MOXHOCTBIO
3MynupoBaTb TePMUHATT;

o Kabenb koHconbHbI RJ45-DB9.

»
NMpumeyaHue

Kabenb koHconbHbin RJ45-DB9 He BXOoOUT B KOMMMEKT MNOCTaBKM M npuobpeTaeTcs
oTAenbHo. Ecnn HOyTOYK Mnu KomMnbloTep NONb3oBaTeNsl He OcHalleH nHTepdencom RS-
232, Heobxoammo npuobpectn kabenb-agantep USB-RS232. Kabenb-apantep USB-
RS232 He BXxOAUT B KOMMMNEKT MOCTaBkM W npuobpeTtaetrcss OTAenbHO. YCTaHOBUTb
ncnonb3yemMble aganTepom gparsepa no HeodXoaMMOCTH.

[ns yCTaHOBKN COeaUHEHMSI Yepe3 KOHCOMb BbINOSTHUTE creayoLlmne JenCTBUS:

War 1. Bkntounte APM un Bonmgute B OC C uCNONb30BaHMEM YYETHOW 3anucu
aAMUHUCTpaTopa.

War 2. CoegmHnte nopt «Console» ycTponctBa ¢ noptom RS-232 komnbioTepa c

NOMOLLbIO Kabens KOHCOMbHOro puUcyHku 1, 2.

PucyHok 1 — PacnpeaeneHune KOHTakTOB pa3bemMoB kabens
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MopknoyeHe K uHTepdency KoMaHaHoW WHCTPYKUMS Nno yCTaHOBKe 1 BbICTPOMY 3amnycKy
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PucyHok 2 — PacnpegeneHune KOHTakToB pasbemoB kabens ansa CM Beinycka paHee 05.2024

War 3. MNogkntounTte kabenb K TepMyUHany unm nocrnegoBaTesisHOMy NOPTY KOMMNboTepa ¢
YCTaHOBIEHHbIM NporpamMMHbIM obecrnevyeHremM amynsaunm TepMmmHana.
LWar 4. 3anyctuTte TepMyHanbHyto nporpammy (Hanpumep, PuTTY unn Microsoft Windows
HyperTerminal) n yctaHOBUTE napaMeTpbl NporpaMmmMHOro obecnevyeHmst amynaumm TepmuHana.
BbinonHuTe cneayrouime HacTporkn nHtepdgenca RS-232:
o ckopocTb: 115200 6uT/c;
o OWTbl AaHHbIX: 8 OUT;
O YETHOCTb: HET;
o cTonosble 6uTtol: 1;
O ynpasrieH/e MOTOKOM: HeT.
War 5. lNogkniounMte nutaHuMe K yCTpOMUCTBY. Ha TepmuHane nosBUTCA 3arpy3oydHas
nocrnenoBaTernbHOCTb.
[Mocne BbINONHEHUA 3arpy3o4YHON NnocnenoBaTerlbHOCTU MOABUTCHA KOMaHOHaA CTpoka C
npurraweHnem yCcTpoucTBa:

SR-BE sr-be ttySO
Sr-be login:
Password:

LWWar 6. BBegmte nma nosnib3oBaTtesnis 1 Naporsib.

Mo ymon4yaHuio ans Bxoga B CUCTEMY C NpaBamMu agMUHUCTPaToOpa UCMNOSNb3yunTe:
o nMm4 nonb3oBaTtens: admin;
o naponb: admin.

YCTPOMNCTBO rOTOBO K HACTPOWKE.

2.4 HacTpoMKM NO yMON4aHUIo

Ha ycTponcTBO 3arpyxeHa HayanbHas KoHuUrypauus, kKotopas BKoYaeT MUHMMANbHO

HeobxoauMmble 6a30Bble HACTPOMKMU:
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o BCe nopTbl ycTponctea pasaernieHbl Ha ase rpynnbl: WAN u LAN-nopTbl. X

nogpobHoe onncaHne npeacTtaBneHo B nogpasgenax Onucadve WAN-NopToB

n OnucaHve LAN-NopToB HaCTOALEN NHCTPYKLNN;

o BCe MHTEepdENCHI YCTPOMUCTBA OTKPbIThI ANS yAANEeHHOro AOCTyna C MOMOLLbIO
npotokosnos Telnet, SSH;

o Bce LAN-nopTbl ycTponcTtea rno ymondaHuo otHocaTca K VLAN 1 ¢ nmeHem
«Defaulty:

admin@sr-be(config)#show vlan all
VLAN id Name

Member ports (t-tagged, u-untagged)
1 default

swpl(u),swp2(u),swp3(u),swps(u),swp5(u),swpb(u),swp7(u),swp8(u)

O Ha yCTpoWCTBe 3aJaHo MM nonb3oBaTensa n naponbs (cM. Tabnuuy 3). Ans

HaCTPOWKM YCTPOWCTBA NPY NEPBOM BKIOYEHUN B KOHpUIypaLmm yCTPOUCTBa
ncnonb3yeTcs y4yeTHas 3anncb agMmmHucTpaTopa admin;

Tabnuua 3 — Vims nonb3oBaTens U naposb

Uma nonb3oBartens Maponb
admin admin
MpumeyaHue - UMA NONb30BaTe/IA U NAapOJib BBOAAT C Y4ETOM perncrpa.

O YCTPOWCTBO MCMONb3yeT 3ajaHHOEe Ha 3aBOoAe NMS YCTPOUCTBaA «Sr-bex» u

AOOMeEHHOe uM4a «sr-bex. MNMpun KoHPUrypMpoBaHUM NMS YCTPOUCTBA MEHSIOT.

MoapobHee 06 3aTOM MOXHO NpoYnTaThb B pasgene Hactporka MeHn yCTpoucTBa 1

[OMEHHOI0 MMEHM CUCTEMbI HACTOSILLIEN UHCTPYKLIMU;

o pyHKkuma SSH ana yganeHHoro ynpaeneHnsa yCTPOMCTBOM MO YMOMYaHUIO
BKIOYEHa:

SSH server enabled
Version: 2
Port: 22

Listen addresses:
all

Whitelist:
all

[lna npocmoTpa HavyanbHOW KOHMUIypaumm BbIMOIHUTE KOMaHAY:
admin@sr-be#t show running-config

Pe3yanaT BbIMNOJTHEHNA KOMaHObI:

Bepcua 7.0
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interface eth1
no shutdowm
ip address dhcp
exit

interface eth2
exit

log deamon level WARNING

ipv6 dhcp relay dhcp6-relay
vrf default
exit

interface switchportl
no shutdown

exit

interface switchport2
no shutdown

exit

interface switchport3
no shutdown

exit

interface switchport4
no shutdown

exit

interface switchport5
no shutdown

exit

interface switchport6
no shutdown

exit

interface switchport?
no shutdown

exit

interface switchport8
no shutdown

exit

log netflow maxsize 1G
radius accounting off

samba server

off

exit

system web timeout 600
system tty timeout 600
system ssh timeout 600
system telnet timeout 600
system ssh on

system integrity alert led
system memory-cache policy aggressive

interface vlanl

Bepcua 7.0
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NHCTpyKUMA Mo ycTaHOBKE U BbICTPOMY 3anycky
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vid 1 ethertype 0x8100
no shutdown
ip address 192.168.0.1/24

exit
logging monitor 7

router Idp
exit

router rsvp
exit

end

Ans npocmoTpa 6onee NoApoBHLIX HACTPOEK MO YMOSTHAHUIO BbINOSTHATE KOMaHAbI:

admin@sr-be# show profile name boot

Bepcua 7.0
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3 U3BMEHEHUWE NAPOJIENA NOJIb3OBATENEN

Mmsa nonb3oBaTena u naposji BBOAUTCA MNpun BXoAde B CUCTeMy BO BpeMdA CeaHCOB
aAMUHNCTPUPOBaAHUA yCTpOVICTBa.

A BHumaHue!

[nsa 3awmTel BXo4a B CMCTEMY HEOBXOOUMO CMEHUTbL Naposib Nosib3oBaTenia «adminy.

3.1 Nonb3oBaTenb «admin»

D,J'IFI N3MEeHEHUA Naposid NoJib3oBaTens «adminy BbINOMHUTE cnegywuime KoMmaHabl:

admin@sr-bettconfigure terminal
admin@sr-be(config)#fusername edit admin password
Enter password: <new-password>

Repeat password: <new-password>
admin@sr-be(config)# exit

roe <new-password> - HOBbIN Naposb ANnd nonb3oBaTens «adminy.

»
MpumevaHue

Mpv BBOAE Napons CUMBOIbLI Ha 3KpaHe He oTobpaarTcs

3.2 Co3spaHue rpynn

Cospante HOBYK Trpynny C ykasaHMEM YpOBHS npusunermi ot 1 go 14 ¢ nomouybio
cnefylowmnx kKomaHgy group <group_name> privilege <privilege_level>.
rage: - <group_name> - UM HOBOW rpynnbl;
- <privilege_level> - ypoBeHb NpMBMNErnin y rpynmeoi.
Mpumep cosgaHusa rpynnel «operators» ¢ ypoBHeM npusunernn 1:

admin@sr-bettconfigure terminal
admin@sr-be(config)#group operators privilege 1

[nsa npoBepku pesyrnbTaTa BbIMONTHUTE KOMaHAY:
admin@sr-be(config)#show groups

Group | Privilege

admin | 15
service |1

Bepcusa 7.0 17



M3meHeHne naponen nonb3oBaTenen NHCTpYyKUMA NO yCcTaHOBKE U BbICTPOMY 3amnyCcKy
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operators | 1
3.3 Co3aaHue HOBbIX Nonb3oBaTenen

[ns co3aaHusi nonb3oBaTens ykaxkuTe UMs Norib3oBaTensi M UMs rpynnbl ¢ He06XoAUMbIM
YPOBHEM NPUBUIENMI, UCNONb3ya koMaHay username add <username> group <usergroup>.
rae: - <username> - UMsi HOBOFO NoJSib30BaTeNs;

- <usergroup> - rpynna K KoTopow 4o6aBnseTcs HOBbIN NoNb3oBaTerb.

Mpumep cosgaHna nonb3osatens «boris» ¢ naponem «bOris_istok» rpynnel «operatorsy:

admin@sr-be#configure terminal

admin@sr-be(config)#fusername add boris group operators
Enter password:

Repeat password:

Ons NPOBEPKU pe3yJibTaTa BbINOJIHUTE KOMaHAY show users.

admin@sr-bettconfigure terminal
admin@sr-be(config)#ishow users

PesyanaT BbIMOJIHEHUNA KOMaHA:

User | Group | Type | Privilege
admin | admin | local | 15

boris | operators | local |1
Bepcua 7.0
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4 HACTPOUKA UMEHU YCTPOMUCTBA N AOMEHHOIO MMEHU CUCTEMbI

Mmsa ycTporcTBa Mcnonb3yeTca B 3anpocax MHTepdgenca KoMaHaHOW CTPOKU U UMeHax
hannoB KoHGUrypauum no ymondaHuto. ns cMeHbl UMeHU YCTPOMUCTBA U LJOMEHHOro UMEHU
cUcTeMbl  UCMONb3ynMTe KomaHay system host-name <hostname> domain-name
<domain_name>.
roe: - <hostname> - UM YyCTPONCTBA;

- <domain_name> - JOMEHHOE NMS.
Hanpumep, ana cmeHbl MMeHU ycTponctea «RouterA» un OMeEHHOro umeHn «istok.ab»

BbIMOJIHUTE KOMaHAbI.

admin@sr-be#configure terminal
admin@sr-be(config)# system host-name RouterA domain-name istok.ab

MNocne npuMeHeHunA KOHC*)I/IpraLI,I/II/I npurnaweHune KOMaHOHOW CTPOKMN U3MEHUTCA Ha
3Ha4YeHune, 3agaHHoe napamMeTpom <hostname>.
Ons NnpoBepKN HACTPOEK MMEHN yCTpOIZCTBa BbIMOJIHUTE KOMaHAOY.

admin@RouterA(config)#show host-name

Pesyn bTaT BbIMOJIHEHNA KOMaHObl:

RouterA

Ons NnpoBEepPKN HACTpoeK AOMEHHOIO MMEHWN BbINMOJTHUTE KOMaHAY:

admin@RouterA(config)#show domain-name

Pe3yanaT BbINMOJIHEHNA KOMaHObl:

RouterA.istok.ab
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5 PABOTA C KOHOUTYPALIMEWN
5.1 NpumeHeHUe HacTpoeK

5.1.1 lNpumeHeHne nokanbHbIX Npodunen
[nsa 3arpysku cyuwiectBytoLwero anna KoHpurypaumm, pacnosioXXeHHOro Ha yCTPOUCTBE,
ucrnonb3ynte komaHagy load. Hanpumep, ons sarpysku KoHpurypaumoHHoro canna « TEST»:

admin@sr-be# load TEST

PesyanaT BbIMOJIHEHNA KOMaHObl:

Clearing configuration for module debug

Loading configuration for module debug

Clearing configuration for module system_configs
Clearing configuration for module dhcp_client
Clearing configuration for module routing

»
NMpumeyaHue

lMepen 3arpys3kon HOBOro NpPouns yoansaTca BCe HACTPOUKM TeKyLero npodunsi.

5.1.2 lNpumeHeHne npodunen, ckayeHHblx Yeped TFTP
War 1. Y6eantecb B Hanuuun TFTP-cepBepa B ceTu.
War 2. 3arpysute cann ¢ TFTP-cepeepa. [Insa 3TOro BbINOAHUTE KOMaHAY C yKazaHuem

IP-agpeca TFTP-cepBepa n uMmeHu npocunsi:

admin@sr-be# copy profile TEST2 from url tftp 192.168.1.14 remotedir /wew/

War 3. [1ns npoBepku 3arpysku canna BbINOSIHATE KOMaHAY:

admin@sr-bettshow profiles

LWar 4. 3arpy3nte ckadeHHbIn hann KoHdUrypaumm, BINOSTHUB KOMaHAY:

admin@sr-bett load TEST2

Pe3yanaT BbINMOJIHEHNA KOMaHObl:

Clearing configuration for module debug

Loading configuration for module debug

Clearing configuration for module system_configs
Clearing configuration for module dhcp_client
Clearing configuration for module routing
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5.2 Copoc HacTpoek

[nsa BbINOSHEHUS 3arpy3kun dpanna HavyanbHOM KOHUrypaLumm BbiNOMHUTE KOMaHAY:

admin@sr-bettload default

Pe3yanaT BbIMOJIHEHNA KOMaHObl:

Clearing configuration for module debug

Loading configuration for module debug

Clearing configuration for module system_configs
Clearing configuration for module dhcp_client
Clearing configuration for module [2tp_server
Clearing configuration for module [2tp_client

5.3 CoxpaHeHue HacTpoekK

5.3.1 CoxpaHeHune npodunen nokanbHO
[ns coxpaHeHust CKOHUrypupoBaHHOro npodund, Hanpumep, «TEST», BbinonHuTe

KOMaHAay:

admin@sr-bettwrite TEST

Ecnn ykasaH napameTp comment, TO kK npodunto obaBnaeTcss KOMMEHTapui, KOTOPbIN

OyneT nokasaH npu BbIBOAE AOCTYMHbIX Npodunen:

admin@sr-bettwrite TEST comment keep

[nsi BbIBOAA Ha 3KkpaH cCoOXpaHeHHOro npocumns KOHUrypaLmm BbINONIHATE KOMaHAY:

admin@sr-bettshow profile name TEST

Pe3yanaT BbINMOJIHEHNA KOMaHObl:

| Profile Name | Loaded by | Created by | Loaded at |

|  TEST | | admin | |

[ns BbIBOAA Ha 3KpaH cogepxmmoro npodmnsa koHdurypaummn TEST BbinonHUTE KOMaHAY:

admin@sr-bettshow profile name TEST detail

Pe3yanaT BbINMOJIHEHNA KOMaHObl:

{

"comment": "",
"watchdog": {
"watchdog_interval": 60,

Bepcus 7.0 21



PaboTa c koHdurypaumnen NHCTpYyKUMA NO yCcTaHOBKE U BbICTPOMY 3amnyCcKy
KPII.465614.0011C26

"watchdog_enabled": false
3
"dynamic_routing_imi": {
"commands": [

|||||
2

"no service password-encryption”,
|||||
2

"logging monitor 7"

ﬂ,]’lﬂ BblBOa Ha 3KpaH MMEH BCEX I'IpO(*)I/IJ'IeI7I KOHCbI/IpraLl,I/IM BbIMNOJIHUTE KOMaHAY.

admin@sr-be#show profiles

Pe3yJ'IbTaT BbIMOJIHEHNA KOMaHObl:

Flags: b - boot profile, | - last loaded profile, m - profile was modified or corrupted
| Flags | Profile Name | Comment |

| | TEST | keep |
| bl | startup | |
[ns yoaneHus ckoHpMrypmpoBaHHOro npoduns NCnonb3ynTe kKoMaHay:

admin@sr-be# no profile TEST

[ns npoBepkun yaaneHns Npoduns BbINOMHUTE KOMaHAy:

admin@sr-bettshow profiles

Pe3yanaT BbINMOJIHEHNA KOMaHObl:

Flags: b - boot profile, | - last loaded profile, m - profile was modified or corrupted
| Flags | Profile Name | Comment |

| bl | startup | |

5.3.2 CoxpaHeHue npodunen yganeHHo no npotokony TFTP

CxeMa noakntoYeHust ceTu - pUCyHok 3.
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TFTP - cepsep CepBUCHBIN
MapLipyTHUsaTop
Onepatop
192.168.1.0/24 WAN (eth 2) O oooo WAN (Eth‘l) 172.16.0.0/16 WAN CBA3N
=
192.168.1.14 192.168.1.1 NSl 72.16.0.2 172.16.0.1

LAN
(switchport 1)
(switchport 2)

Moneb3oBarenu
192.168.3.0/24

PucyHok 3 — lNpnmeHeHue npodunen, ckavaHHbix Yepes TFTP-cepeep

»
MpumevaHue

Y6egutech B Hannumm TFTP-cepBepa B ceTu.

[Onsa konupoBaHus anna Tekywen koHdpurypauum Ha TFTP-cepBep B ykasaHHyH

ONPEKTOPUIO BbIMOJTHATE KOMaHAYy:

admin@sr-be# copy profile TEST to url tftp 192.168.1.14 remotedir /wew/
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6 HACTPOMKA WAN-NMOPTOB
6.1 OnucaHue WAN-nopTtoB

MopTtel WAN mncnonb3yoTcs Ana NOAKNI0YEHUA YCTPONCTBA K BHELLHEN CETU, B YHAaCTHOCTU
A8 NOAKMIYEHUA K CeTU npoBangepa C Lerbio NofydYeHna JocTyna B UHTEepPHET. YCTPOUCTBO
nmeet aea WAN-nopta RJ-45 (10/100/21000BASE-T) (ans yctponcts ISN41508T4 — aBa nopTa
SFP (1000BASE-X), 4TO no3BonsieT MCMNonb3oBaTb MOAKMYEHNE Cpa3y K HEeCKONbKUM

oneparopam cBs3u (pUcyHku 4-7).

N

2
wv

5 T

=SS === =T === ===

PucyHok 4 — WAN-nopTbl. [NepeaHasa naHens ISN41508T3

,BY By Ty 5g

LW

= =1= === ==[== = E === ==

PucyHok 5 — lNepeaHasa naHenb ISN41508T3-M

PucyHok 7 — WAN-nopThbl. MNepegHas naHens ISN41508T3-M-AC
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B ycrtponcteax ISN41508T3-M/ISES1004, ISN41508T3-M/ISES0108, ISN41508T3-
M/ISES0116, ISN41508T3-M-AC/ISES1004, ISN41508T3-M-AC/ISES0108, ISN41508T3-M-
AC/ISES0116, ISN41508T3-M-AC/ISES9112, ISN41508T3-M-AC/ISES7312, ISN41508T3-M-
AC/ISES3901 yctaHoBneH oanH moaynb pacwmpeHuna ¢ WAN-noptamu.

MmeHa wuHTepdgencoB HauymHatotca ¢ npedukca eth (Ethernet), panee ykasbiBaetcsa
nopsgkoBbin HoMmep nopTta: eth1 n eth2. Hymepaums nopToB COOTBETCTBYET MapKMpOBKE Ha

nepegHen naHenu yctponcTea. HasBaHUA NOPTOB YYBCTBUTENbHbLI K PErMCTPY U yKasbiBalOTCS
TONbKO C ManeHbKon ByKBbl.

»
MpumeyaHue

B MoaynAax paclmpeHna Hymepauud WAN-NOPTOB MOXET MEHATLCA, Ha4YMHas C TPeTbero

nopsiaKoBOro Homepa, Hanpumep, B moayne ISES0108 Hymepaums nopTtoB: eth3 — eth6,
B ISES1004: eth3 — eth4.

6.2 HasHa4yeHue IP-agpeca

6.2.1 HasHa4yeHue ctaTnyeckoro |IP-agpeca
Onsa Hactponkn ctatudeckoro |IP-agpeca WAN-uHTepgency BbINOMHUTE crneaytowne

KomMaHAabl

admin@sr-bettconfigure terminal
admin@sr-be(config)#interface ethl
admin@sr-be(config-if-[eth1])#no shutdown
admin@sr-be(config-if-[eth1])#ip address 172.16.0.2 255.255.0.0
admin@sr-be(config-if-[eth1])#exit

roe: - 172.16.0.2 - cratnyeckunn IP-agpec;

- 255.255.0.0 - macka noaceTw.

»
NMpumeyaHue

[nsa npucBoeHna ctatudeckoro |P-agpeca OTKNIOYMTE AMHAMUYecKoe nony4deHue |P-
agpeca KoMaHaom

admin@sr-be(config-if-[eth1])#no ip address dhcp
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Bmecto macku nogcetv Bupa «255.255.0.0» MOXHO BBecCTM ONMHY npedumkca «/16»,

Hanpuwmep:

admin@sr-be(config-if-[eth1])#ip address 172.16.0.2/16

Y6eoutechb, 4TO agpec Ha3HayeH uHTepdency nocne NPUMeEHeHUs KOHUrypaumm.

BbinonHuTe cneayoLlyro kKoMmaHay:

admin@sr-be(config)#tshow interfaces ethl

PesyanaT BbIMOJIHEHNA KOMaHObl:

ethl:
Link: DOWN

IPv4 Address: 172.16.0.2/16

RX: O bytes / 0 packets

TX: 728 bytes / 6 packets

MTU: 1500

HW Address: 94:3f:bb:ff:ff:03
IPv6 Address: fe80::963f:bbff:fe00:2de3/64

Autonegotiation: on
Duplex: unknown
Speed: unknown

Supported speeds (Mb/s): 10, 100, 1000

ALLMULTI mode ON
RPS: disabled

Takxke nposepuTb IP-agpec nHtepgenca MoxxHO ¢ NOMOLLbIO KOMaHAb!:

admin@sr-be(config)#show interfaces brief

Pe3yanaT BbINMOJIHEHNA KOMaHAbl:

Interface HW Address

IPv4 Address Admin/Link

DHCPv4 Description

ethl 94:3f:bb:00:2d:e3 172.16.0.2/16 UP/DOWN OFF
eth2 94:3f:bb:00:2d:fe unassigned DOWN/DOWN OFF
vlanil 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
switchportl n/a UP/UP n/a
switchport2 n/a UP/DOWN n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
switchport7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a

[nsa oTMeHbI cTaTuyeckoro IP-agpeca BbINONHUTE KOMaHAb!:

admin@sr-bettconfigure terminal
admin@sr-be(config)#tinterface eth1

Bepcua 7.0

26



Hactpownka WAN-nopToBs NHCTpyKUMA No ycTaHOBKe U BbICTPOMY 3arnycky
KPIMI.465614.0011C26

admin@sr-be(config-if-[eth1])# no ip address
admin@sr-be(config-if-[eth1])# exit

6.2.2 lNony4eHune guHamudeckoro IP-agpeca

Cxema noaksitoveHus ceTu - PUCYHOK 8.

CepBUCHbIN
MapLpyTUsaTop DHCP-cepBep Oneparop
e

???Iwa"lethﬂ 172.16.0.0/16 wan _.oao
lelleccs 172.16.0.55 -0 0000

DHCP-KNueHT

CBA3M

PucyHok 8 — lNonyyeHne guHamudeckoro |IP-agpeca

»
MpumevaHue

Mepepn HacTponkon DHCP Ha ycTponcTBe ybeantech, 4To DHCP-cepBep rotos.

Mpumep HacTponkn nony4veHus IP-agpeca ot DHCP-cepeepa Ha WAN-unHTepgeince ethl:

admin@sr-bettconfigure terminal
admin@sr-be(config)#interface ethl
admin@sr-be(config-if-[eth1])#ip address dhcp
admin@sr-be(config-if-[eth1])#no shutdown
admin@sr-be(config-if-[eth1])#exit

Y6eautech, 4TO agpec Has3Ha4yeH nHTepdency nocne NpMMeHeHus KoHdurypaumm.

[ns 3TOro BbINONHUTE CrEeAyoLLY0 KOMaHay:

admin@sr-be(config)#show interfaces ethl

Pe3yanaT BbINMOJIHEHNA KOMaHObl:

ethl:

Link: UP

IPv4 Address: 172.16.0.2/16
RX: 31332 bytes / 486 packets
TX: 2138 bytes / 25 packets
MTU: 1500

HW Address: 94:3f:bb:ff:ff:03
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IPv6 Address: fe80::963f:bbff:fe00:2de3/64
Autonegotiation: on

Duplex: unknown

Speed: unknown

Supported speeds (Mb/s): 10, 100, 1000
ALLMULTI mode ON

RPS: disabled

Takke nposepuTb IP-agpec nHtepdenca MOXXHO C NOMOLLbIO KOMaHAbI:

admin@sr-be(config)#ishow interfaces brief

PesyanaT BbIMOJIHEHNA KOMaHObl:

Interface  HW Address IPv4 Address Admin/Link DHCPv4 Description

ethl 94:3f:bb:00:2d:e3 172.16.0.2/16 UP/UP ON
eth2 94:3f:bb:00:2d:fe unassigned DOWN/DOWN OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
switchport1 n/a UP/UP n/a
switchport2 n/a UP/DOWN n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
switchport7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a

[ns yoaneHna nonyyeHHoro IP-agpeca no npotokony DHCP BbInonHMTE KOMaHAb!:

admin@sr-bettconfigure terminal
admin@sr-be(config)#interface ethl
admin@sr-be(config-if-[eth1])#no ip address dhcp

6.3 HacTpouka maplupyTa Nno yMOsn4aHuo

6.3.1 [lobaBneHme cTaTU4eckoro MmapLupyTa no ymMosnyaHuto

Cratnyeckue mapLupyTbl obecneymBatoT (PUKCMPOBaHHbIE NYTWU MapLUpyTM3aumm no ceTu.
OHM HacTpauBaloTCA BPYYHYHO Ha MapupyTtudaTope. Ecnu Tonomnorua cetm u3MeHsieTcs,
CTaTU4ECKUIN MapLLPYT OOMKEH ObiTb OGHOBEH.

Cratvyeckun MapwpyT no yMOnyaHuio [JobaBnseTca B pexume KoHdurypaumm

C NoOMOLLbI0 KOMaHab! ip route. Npumep cxembl ceTn - pucyHok 9.
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CepBUCHbIA
aplupyTusaTop

Onepatop

Nel=issel wan (eth!)  172.16.0.0/16 wan CBAN

=:
0 DOoO 172.16.0.2 172.16.0.5
LAN
(switchport 2)

PucyHok 9 — Cxema HaCcTponkn MapLupyta no yMon4aHuo

ﬂ,]’lﬂ HaCTpOVIKM Ha CepBUCHOM MapLlipyTu3aTope MaplipyTta no ymoJsi4aHUKO BbIMOJTHUTE
KOMaHAay:

admin@sr-be#configure terminal
admin@sr-be(config)#ip route default 172.16.0.1

9Ta 3anucb 6y,D,eT aHanorn4dHa 3anmcu cnegywuwiero suaa:

admin@sr-bettconfigure terminal
admin@sr-be(config)#ip route 0.0.0.0 0.0.0.0 172.16.0.1

UTtob6bl y6eanTbCs, 4TO Bbl MPaBUMbHO HACTPOWUM CTaTMYECKYID MapLupyTU3aLuio Mo
YMOMYaHUo, BbINOMHUTE KOMaHay show ip route u Hamgute cTaTUYecKMe MapLupyThl,
0603Ha4eHHble ByKBON «S»:

admin@sr-be(config)#show ip route

Pe3yr| bTaT BbIMOJIHEHNA KOMaHAbl:

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default

IP Route Table for VRF "default"

Gateway of last resort is 172.16.0.1 to network 0.0.0.0

S* 0.0.0.0/0[1/0] via 172.16.0.1, eth1

C 127.0.0.0/8 is directly connected, lo

C 172.168.0.0/24 is directly connected, vlanl

6.3.2 VIameHeHne MapLupyTa no yMOn4yaHuo
Ypganute ctapbin MapLUpyT MO YMONMYaHUIO C MOMOLLIbIO KOMaHA:

admin@sr-bettconfigure terminal
admin@sr-be(config)#no ip route default 172.16.0.1
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9Ta 3anucb 6y,u,eT aHarlnorn4dHa 3anmcu cnegywulero suaa.

admin@sr-betconfigure terminal
admin@sr-be(config)#no ip route 0.0.0.0 0.0.0.0 172.16.0.1

Beeante HOBbIN MapLwpyT no ymon4aHuto, Hanpumep:

admin@sr-be(config)#ip route default 172.20.0.1
6.4 HacTtpouka npaBun ounbTpaummu

Hwxe npuBegeH npumep HaCTPOWKN yaaneHHoro AocTtyna K ycTtponctsy no SSH oT xocTa

c IP-agpecom 192.168.3.16/24. Npumep cxembl cetn - pucyHok 10.

CepBUCHBLIA
MapLupyTusaTtop

WAN(eth 1)
g 192.168.3.0/24 _.0 ooog
192.168.3.16 192.168.3.1 0 0000

PucyHok 10 — Cxema HacTponkun npasun ounbTpaumnm

War 1. Co3ganTte access-list «100» ¢ IP-agpecom 192.168.3.16/24, nopT HasHa4yeHus 22,

BbIMOJIHUB KOMaHdbl:

admin@sr-bettconfigure terminal
admin@sr-be(config)#ip access-list 100 sourceip 192.168.3.16/24 destinationports 22 protocol tcp

War 2. Co3gante access-list «500» ¢ IP-agpecom cetn 0.0.0.0/0, nopT HasHayeHus 22,
BbINOMHUB KOMaH/b!:

admin@sr-be(config)#ip access-list 500 sourceip 0.0.0.0/0 destinationports 22 protocol tcp

War 3. [1ns npoBepku co3gaHus access-list (0B) BbINONHUTE KOMaHAY:

admin@sr-be(config)#tshow ip access-list

KomaHpa BbiBegeT Bce CNMCKM OOCTyna, NponMcaHHbIe Ha YCTPOMCTBE:
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Name # Rule
100 1 src:192.168.3.16/24 dp: 22 prot: 6
500 1 src:0.0.0.0/0dp: 22 prot: 6

LWar 4. HaCTpOﬂTe orpaHundeHund yganeHHoro goctyna K yCTpOIZCTBy, BbIMOJIHNB KOMaHAY:

admin@sr-be(config)#ip filter input position 10 permit access-list 100

KomaHpa paspewaeTr Bxogawmunm TCP-Tpacmk ot xocta 192.168.3.16/24, nopt
Ha3HayeHus 22.

admin@sr-be(config)#ip filter input position 20 deny access-list 500

KomaHga 3anpeuwaeT Becb Bxoadawmn TCP-Tpaduk OT ApyrMx XOCTOB, MOPT Ha3Ha4YeHus
22.

LWar 5. lNpoBepbTe HACTPOMKM, BbINOMHMB KOMaHAY:

admin@sr-be(config)ttshow ip filter

PesyanaT BbINMOJIHEHNA KOMaHObl:

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)

# Pkts Bytes Action Rule config

0 0 0 permit  src: 192.168.3.16/24 dp: 22 prot: 6
1 0 0 deny src: 0.0.0.0/0 dp: 22 prot: 6

Ana oOTMeHbl HacTpoWKM npaBun UABTPAUUN BbINOMHUTE KOMaHObl B pexume
KOHoMrypaumm:

admin@sr-be(config)#no ip filter input access-list 100
admin@sr-be(config)#no ip filter input access-list 500

[na yoaneHusa access-list BbINOMHUTE KOMaHAbl B peXnmMe KoHdurypaumm:

admin@sr-be(config)#no ip access-list 100
admin@sr-be(config)#no ip access-list 500
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7 HACTPOMKA VLAN
7.1 Onucanue LAN-noptoB

LAN-nopTbl (prcyHkn 11-14) ncnonb3yrTcs A8 opraHn3aunm fiokansHom cetn. Yepes Hux
C NOMOLLBI0 ceTeBbIX Kabenen K yCTPONCTBY MOXHO MOLKIMOYUTE HECKOMBbKO nepuepuinHbix
YCTPOUCTB (KOMMNbIOTEPHI, MPUHTEPLI, KCEPOKCHI U T.4.) U CO3[4aTb €ANHOE CETEBOE OKPYXEHue.
Yctponcteo nmeet BoceMmb LAN-noptoB RJ-45 (10/100/1000BASE-T).

B =I=I =[S === =1 === R ===

PucyHok 11 — LAN-nopTbl. [NepeaHss naHens ISN41508T3

==I==! =[==] ==lz=! EEy  fRE /ey EaEn
PucyHok 12 — LAN-nopTbl. [NepeaHss naHenb ISN41508T3-M

a1 == R BE e a5 == == === C1=]

PucyHok 14 — LAN-nopTbl. MNMepeaHss naHens ISN41508T3-M-AC
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MmeHa wHTepdencoB HaumHawTcsa C npedukca switchport, ganee ykasbiBaeTcs
nopsgkoBbin Homep nopta: switchportl — switchport8. Hymepauus noptoB cooTBeTCTBYyeET
MapKMpOBKe Ha nepeaHen naHenu yctponctea (SP1 — SP8).

HasBaHna NopToOB YyBCTBUTENbHbI K PErMCTPY M YKa3bliBatOTCH TOSTbKO C ManeHbKon OYKBbI.
7.2 Co3paHue VLAN

VLAN — koMmyTuMpyemasi ceTb, KOTopasi fOrm4yecku cermMeHTMpoBaHa Mo OyHKUUAM,
NPOEKTHOW rpynne WM MPUIOXKEHUID, He3aBUCMMO OT (PU3NYECKOTO MECTOMOSTOXKEHNSA
nonb3oBatenen. VLAN nmetotT Te xe atpubyTbl, YTO U PM3MYECKME NOoKasbHble CEeTU, HO Bbl
MOXeTe rpynnupoBaTb KOHEYHble CTaHUUKW, OaXe eCnU OHU (PU3NYEeCKM He pacrofioXeHbl B
OAHOM cerMmeHTe fnokansHon ceTtu. Jllobon LAN-nopT ycTponctea moxeT npuHagnexatb VLAN,
a oOJHoadpecHble, LIMpoKoBellaTemnbHbIE W MHOMOAApECHbIe MakeTbl MepecbinarnTca WU
3arnosHSATCS TONbKO KOHEYHbIMK cTaHumsimm B VLAN.

Mpumep cxembl ceTn - pucyHok 15.

CepBUCHLIN
MapLlwpyTU3aTtop
= 8 oooo
192.168.3.1/24 -0 0000
LAN
(switchport 1)

192.168.3.0/24

192.168.3.2/24

— — — — —

Monb3oBaTenu

PucyHok 15 — Cxema HacTpOWKun NoKarnbHOM ceTu
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7.2.1 Hactpownka cetu
Ona cosgaHna VLAN Beeaute naeHTudukaunoHHblr Homep VLAN-ID (vid) ¢ nomoLbio
KOMaHA:

admin@sr-bettconfigure terminal
admin@sr-be(config)#tvlan20

»
MpumeyaHue

VLAN-ID MOXeT npuHUMaThb 3Ha4veHus oT 2 no 4094.
Mpn HeobxogmmocTn 3apgante wuma  VLAN Cc  nomowbk  KOMaHgbl  hame.
Ona cosgaHnsa cnucka VLAN nepeducnute VLAN-ID yepes «,» unmM «-» B pexunme
rnobanbHON KOHUrypauuu:

admin@sr-be(config)#tvlan 2,3,5-8

HasHaubTe VLAN20 nHTepdency switchport1

admin@sr-be(config)#interface switchportl
admin@sr-be(config-switchportl)#switchport mode access
admin@sr-be(config-switchportl)#switchport access vlan20
admin@sr-be(config-switchportl)#no shutdown
admin@sr-be(config-switchportl)#exit

HactpownTe ctatnyeckum IP-agpec Ha VLAN-uHTepdence

admin@sr-be(config)#interface vlan20
admin@sr-be(config-if-[vlan20])#vid 20
admin@sr-be(config-if-[vlan20])#ip address 192.168.3.1/24
admin@sr-be(config-if-[vlan20])#no shutdown
admin@sr-be(config-if-[vlan20])#exit

Takxe BO3MOXHO Ha3Ha4yeHne guHammndeckoro IP-agpeca:

admin@sr-be(config)#interface vlan20
admin@sr-be(config-if-[vlan20])#vid 20
admin@sr-be(config-if-[vlan20])#ip address dhcp
admin@sr-be(config-if-[vlan20])#no shutdown
admin@sr-be(config-if-[vlan20])#exit

Ona yoaneHuna VLAN ncnone3ynte kKomaHabl:

admin@sr-bettconfigure terminal
admin@sr-be(config)#no vlan20
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A BHumaHue!

Mpexne 4em ypanutb VLAN, ybegutecb, 4YTO BCceM WHTepdencam ¢ gaHHbiM VLAN
HasHa4eH gpyron VLAN.

7.2.2 lpoBepka HacTpoek

BeinonHute komangy show vlan all gns nposepku co3gaHHbix VLAN

VLAN id Name Member ports (t-tagged, u-untagged)
1 default swp2 (u), swp3 (u), swp4 (u), swp5(u), swpb (u), Swp7 (u), swp8 (u)
20 VIan0020  swpl(u)

BeinonHuTe komaHay show interfaces switchportl gnsa npoBepkn coctosiHus switchport1

switchport1:

Link: DOWN

MTU: 10240

Duplex: full

AUtonegotivation: on

Speed: 1000

Supported speed (Mb/s): 10, 100, 1000
Switchport mode access

Switchport access vlan: 20

BeinonHuTte komangy show interfaces vlan20 ans nposepku HacTponkn vian20

vlan20 vid 20:

Link: UP

Ipv4 Address: 192.168.3.1/24
RX: 13908 bytes / 88 packets
TX: 1764 bytes / 10 packets
MUT: 1500

Tx buffer: 1000

HW Address: b4:81:bf:00:00:85
Ipv6 Address: fe80::b681:bfff:fe00:85/64
EtherType: 0x8100
Encapsulation: dotlq

7.3 HacTtpouka nHtepcenca B pexmme Trunk

Utobbl HacTpouTb nopTt switchportS yctponctea B kayectBe marmcrtpanbHOro nopTa,

ncnonb3yinTe criegyolme KoMaHabl:

admin@sr-bettconfigure terminal
admin@sr-be(config)#interface switchport5
admin@sr-be(config-switchport5)#switchport mode trunk

Bepcus 7.0 35



Hactporika VLAN NHCTpYyKUMA NO yCcTaHOBKE U BbICTPOMY 3amnyCcKy
KPII.465614.0011C26

admin@sr-be(config-switchport5)#exit

BeinonHute komaHay show interfaces switchport5 gnga nposepku coctosiHus switchport

switchport5:

Link: DOWN

MTU: 10240

Duplex: full

Autonegotiation: on

Speed: 1000

Supported speeds (Mb/s): 10, 100, 1000
Switchport mode trunk

Switchport trunk allowed vlans: 1-4094
Switchport trunk native vlan: 1

A BHumanme!

[ns nopta yctponcTtea 6yayT paspeLueHbl Bce VLAN.

HasHaubTe trunk-nopTy cnmncok paspelleHHbix VLAN.

»
MpumevyaHue

[lna HacTponkn npeaBapuTensHO co3gante Heckornbko VLAN.

admin@sr-be(config)#interface switchport 5
admin@sr-be(config-switchport5)#switchport trunk allowed vlan none
admin@sr-be(config-switchport5)#switchport trunk allowed vlan add 20,21
admin@sr-be(config-switchport5)#no shutdown
admin@sr-be(config-switchport5)#exit

BbeinonHuTe komaHay show interfaces switchport5 gnga npoeepkun coctosiHus switchports

switchport5:

Link: DOWN

MTU: 10240

Duplex: full

Autonegotiation: on

Speed: 1000

Supported speeds (Mb/s): 10, 100, 1000
Switchport mode trunk

Switchport trunk allowed vlans: 20-21
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8 HACTPOWKA YOANEHHOIO OOCTYNA
8.1 HacTpouka yaaneHHoro gocrtyna no nportokony SSH

Mpumep cxemMbl HacTpourka yganeHHoro goctyna no npotokony SSH vyepes WAN-nopt -

PUCYHOK 16.

CepBUCHbLIN
MapLupyTmu3atop

192.168.1.0/24 WAN (eth1)

192.168.1.25 192.168.1.1

PucyHok 16 — Cxema HacTponku yaaneHHoro goctyna no npotokony SSH

A BHumaHue!

[Ona nogkntoyeHna 4vepe3 SSH pgomkeH ObiTb HacTpoeH IP-agpec Ha uHTepdence
YCTPOWCTBA, Yepes KOTOpbI ByaeT OCyLEeCTBNATLCA NOAKOYEHNE.

Hactponte WAN-nopTt eth1

admin@sr-bettconfigure terminal
admin@sr-be(config)#interface ethl
admin@sr-b(config-if-[eth1])#no shutdown
admin@sr-b(config-if-[eth1])#no ip address dhcp
admin@sr-b(config-if-[eth1])#ip address 192.168.1.1/24
admin@sr-b(config-if-[eth1])#exit

[ns HacTpovkuM ypaneHHoro goctyna Heobxoammo ykasaTb |P-agpec wmHTepdeiica,

KoTopbIn ByaeT npuHMMmaTb SSH-coeanHeHue:

admin@sr-be(config)#tsystem ssh listen-address 192.168.1.1

[ns BbIBOAA Ha akpaH HacTpoek SSH-cepBepa BbINOMHWUTE KOMaHAY:

admin@sr-be(config)# show system ssh
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PesyanaT BbIMOJIHEHNA KOMaHObl:

SSH server enabled
Version: 2

Port: 22

Listen addresses:
192.168.1.1

all-ipvé
Whitelist:

all

all-ipvé
SSH timeout: 600

BeinonHute komaHay ssh admin@192.168.1.1 Ha YCTpOWCTBE, 4epe3 KOoTopoe
OCYLLECTBNATLCA NOAKIMIYEHNE U JOXAUTECh NpUrnaLlleHnsi BBoga YYETHbIX AaHHbIX (password)

The authenticity of host '192.168.1.1 (192.168.1.1)' can't be established.

RSA key fingerprint is SHA256:5DGX/BWLmyFK1cBZLAJGvwrZNQVCMFP65HZdLIEjttU.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '192.168.1.1' (RSA) to the list of known hosts.
admin@192.168.1.1's password:

[ns yoaneHus HaCTPOEHHbIX NapameTpoB SSH BbINONHUTE KOMaHAObI:

admin@sr-bettconfigure terminal
admin@sr-be(config)# no system ssh listen-address 192.168.1.1

MpoTtokon SSH BkntoyeH no ymonudaHnuto. Ona oTknoveHnsa SSH Ha ycTpouncTee
BbINOSIHNTE KOMaHAbI:

admin@sr-bettconfigure terminal
admin@sr-be(config)# system ssh off

8.2 HacTpouka yaaneHHoro goctyna no npotokony Telnet

MpuMep cxeMbl HACTPOMKK yaaneHHoro goctyna no npotokosny Telnet yepes WAN-nopT -
PUCYHOK 17.
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PC
CepBUCHBIA
MapupyTusaTop 198.18.1.0/24
‘N nooo
eth1 198.,18.1.2/24
198.18.1.1/24 C — g

PucyHok 17 — Cxema HacTpouiku npoTtokona Telnet

A BHumanme!

Ona nogkntodeHus 4yepes Telnet gormkeH ObITb HacTpoeH IP-agpec Ha uHTepdence
YCTPOWCTBA, Yepes KOTOpbIN ByaeT OCyLEeCTBNATLCS NOAKNIOYEHME.

Hactporte WAN-nopT eth1

admin@sr-bettconfigure terminal
admin@sr-be(config)#interface ethl
admin@sr-be(config-if-[eth1])#no shutdown
admin@sr-be(config-if-[eth1])#no ip address dhcp
admin@sr-be(config-if-[eth1])#ip address 198.18.1.1/24
admin@sr-be(config-if-[eth1])#exit

Bkrnitounte npotokon Telnet

admin@sr-be(config)#system telnet on

[nsa BbiIBOAa Ha aKpaH cTaTyca Telnet-cepBepa BbINONHUTE KOMaHAY:

admin@sr-be(config)#show system telnet

Pe3yanaT BbINMOJIHEHNA KOMaHObl:

Telnet server enabled
Port: 23
Listen address: all IPv4
Whitelist:

all-ipva

all-ipvé
Telnet timeout: 600
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Ansa otknoveHna Telnet Ha yCTpoNCTBE BbINOSTHUTE KOMaHAbI:

admin@sr-betconfigure terminal
admin@sr-be(config)# system telnet off
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9 HACTPOUKA CEPBEPA JOMEHHOIO UMEHMU

DNS-cepBepbl NOOAEPKMBAKOT KaTanor JOMEHHbIX MMEH U conocTasneHun |IP-agpecos.
Cnyx0a AOMEHHbIX MMEH Mcnonb3yeTca Ansa npeobpasoBaHMs JOMEHHbIX UMeH B IP-agpeca un
HaobopoT.

OTO no3BONdAeT MucCnonb3oBaTb Kak npeobpasoBaHMe wumeHn B |IP-agpec, Tak
n npeobpasoBaHue IP-agpeca B UMs BHYTpU ceTu.

Korga knuneHT oTnpaBnsdeT AoMeHHoe umsa Ha DNS-cepBep Ans paspelueHusi, cepeep
nnbo npeobpasyet uma B IP-agpec B cBoOeM nokanbHOM kawe, nnbo obpalltaeTcs K gpyromy
DNS-cepBepy, 4ToObl nonyunts IP-agpec ons knneHTa.

JTokanbHbIn DNS-cepBep notpebyeTtcs, ecnv paboyme ctaHunn obMeHnBaroTCs 4aHHbIMN
no MmeHn paboyen ctaHumm, a He no |P.

Mpumep cxembl ceTn - pucyHok 18.

PC DNS
server
ns1

100.10.10.11 O goog
=0 pooo
eth1

100.10.10.10/24

L

PucyHok 18 — HacTponka cepBepa JOMEHHOIO MMEHW B JTOKanbHOM CETU

War 1. HacTtponte nHtepgenc eth1 Ha cepBucHOM MapLLpyTM3aTope.

RouterA#configure terminal
RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 100.10.10.10/24
RouterA(config-if-[eth1])#exit

LWar 2. HactpownTe loopback nHtepgenc

RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
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RouterA(config-if-[lo1])#ip address 1.1.1.1/24
RouterA(config-if-[lo1])#exit

War 3. Hactponte DNS cepBep

RouterA(config)#ip route 0.0.0.0/0 100.10.10.20
RouterA(config)#tdns-server

RouterA(dns-server)#zone master test.do
RouterA(config-dnszone-[test.do])#set ns ns1
RouterA(config-dnszone-[test.do])#set refresh 300 sec
RouterA(config-dnszone-[test.do])#entry a 192.168.0.1 pc
RouterA(config-dnszone-[test.do])#entry a 100.10.10.10 ns1
RouterA(config-dnszone-[test.do])#entry a 1.1.1.1 lo1
RouterA(config-dnszone-[test.do])#entry ns ns1
RouterA(config-dnszone-[test.do])#exit
RouterA(dns-server)#dns-server on
RouterA(dns-server)#end

[nsa otknoveHna cnyxobl DNS-cepBepa BbINONHUTE KOMaHAbI:

RouterA(config)#dns-server
RouterA(dns-server)#dns-server off

9.1 NpoBepKa HacTpoek

LWar 1. MNMpoeepbTe HacTponkn DNS-cepBepa BbINONHMB KOMaHay show dns-server:

DNS Server
Status: running
Listen address:
any
Listen port: 53
Allow query address:
any
Allow transfer address:
any
Recursion: False

Master zone: test.do
STTL 38400

@ IN SOA ns1 admin@test.do (
1438828620

300

3600

604800

86400

)

lol A 1.1.11

pc A 192.168.0.1
nsl A 100.10.10.10
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@ NS nsl

War 2. BeinguTte 13 y4eTHOW 3annucuy nonb3oBaTens BbIMOMHUB KOMaHAy exit:

C:\Users\Conference>

War 3. NMpoeepbTe 3anucn DNS-cepBepa BbiNonHUB Ha PC koMmaHab!:
nslookup pc.test.do 100.10.10.10

Server:  UnKnown
Address: 100.10.10.10
Name: pc.test.do
Address: 192.168.0.1

nslookup nsl.test.do 100.10.10.10

Server: UnKnown
Address: 100.10.10.10
Name: nsl.test.do
Address: 100.10.10.10
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10 HACTPOWUKA DHCP-CEPBEPA HA YCTPOWUCTBE

YcTtponcTteo nogaepxumBaeT knneHToB B VLAN, 06beauHAst nx B BUPTYarbHYH NoKanbHY0
CeTb, HE3aBMCMMO OT ee PU3NYECKON TOMOMOrmn. YCTPOMCTBO MOXET MCMOMb30BaTh NPOTOKOI
AnHamMmmnyeckon koHdpurypauum xocta (DHCP), ytobbl BKNIOYMTL aBTOMaTUYeCKOe Ha3HayYeHue
KOHpurypaumn IP ans y3nos B 3TUX CeTSX.

Mpumep cxeMbl NOAKNIYEHUS - pUCYHOK 19.

CepBUCHBIA
MaplupyTusaTtop Onepatop
CBA3N
MIEIEEER] von ) 172.16.0.0116 wan - 0 ooog
Selesi=el 72 16.0.2 172.16.0.5 elfzzze

LAN
(switchport 2)

LAN
(switchport 1)

Mone3opatenu

PucyHok 19 — Hactponka DHCP-cepBepa Ha ycTponctee

Onsa Hactponkn DHCP-cepBepa Ha yCTpOMCTBE BbINOMHUTE KOMaHAbI:

admin@sr-bettconfigure terminal

admin@sr-be(config)#ip dhcp pool 10
admin@sr-be(config-dhcp[10])#network 192.168.3.0/24
admin@sr-be(config-dhcp[10])#range 192.168.3.3 192.168.3.50
admin@sr-be(config-dhcp[10])#exit

admin@sr-be(config)#ip dhcp server on

»
NMpumeyaHue

Homep nyna pomkeH ObiTb HasHadeH B auManasoHe ot 1  go  65535.
network 192.168.3.0/24 — nopceTb, ana koTtopon OyayT BbligaBaTbess agpeca DHCP-
CEPBEPOM.

range 192.168.3.3 192.168.3.50 — Ha4arnbHbIM 1 KOHEYHbIN IP-agpec gnana3oHa agpecos.
BbiBOO KOMaHAbl range BO3MOXEH TOSbKO, €Cnn paHee Obina BbiNnofHeHa komaHaa network
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MpoBepbTe HacTponkn DHCP-cepBepa ¢ MOMOLLBbIO KOMaHAbI:

admin@sr-be#show ip dhcp

Pe3yanaT BbIMOJIHEHNA KOMaHObl:

VRF: default

default-lease-time 600;

Pool: 10

subnet 192.168.3.0 netmask 255.255.255.0 {
range 192.168.3.3 192.168.3.50;

}

Onsa yopaneHna nyna IP-agpecos 192.168.3.3 — 192.168.3.50 BbINOAHUTE KOMaHAbI:

admin@sr-be#configure terminal

admin@sr-be(config)#ip dhcp pool 10
admin@sr-be(config-dhcp)#no range 192.168.3.3 192.168.3.50
admin@sr-be(config-dhcp)#exit

ﬂ,]’lﬂ yaaneHuna Bcero Ha60pa JTOKalibHbIX aapeCcoB BbINOJIHATE KOMaHObl:
admin@sr-betconfigure terminal
admin@sr-be(config)#no ip dhcp pool 10

Ons otknoveHna cnyxobl DHCP-cepBepa BbINONHUTE KOMaHAbI:

admin@sr-bettconfigure terminal
admin@sr-be(config)#ip dhcp server off
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11 HACTPOUKA XYPHANUPOBAHUA COBbITUA HA YOANEHHbIA SYSLOG-
CEPBEP

[laHHble N3 CMCTEMHOrO XypHara yCTPoONCTBa MOXHO Mepechiniate No NpoTokony Syslog
Ha yganeHHbin cepBep. C6op nor-coobweHWn no3BOSIUT UMETb MOSMHYK CTaTUCTUKY
NPoOUCXoaALWMUX C YCTPOUCTBOM COBLITUIN, MPOBOANTL aHanu3 n 3apaHee BbiSIBIIATb BO3MOXHbIE
npobnemsol.

Mpumep cxemMbl ceTu - pucyHok 20

Syslog - cepeep CepBUCHbIA
MapLupyTu3aTop

Onepatop

192.168.1.0/24. 172.16.0.0116 cBA3N

WAN (eth 2) FREERER WAN (eth1) WAN
192.168.1.11 192.16.0.2 Hegese 81721602 172.16.0.1

LAN
(switchport 1)

LAN
(switchport 2)

~_ Monk3oBaTenu
192.168.3.0/24

PucyHok 20 — Cxema HaCTpOWKM XXypHanmpoBaHus CObbITUI Ha yaaneHHbI Syslog-cepBep

BbinonHuTe KoMaHAbl Ansi NPOBEPKM cTaTyca NIOrMpoBaHus:

admin@sr-bettconfigure terminal
admin@sr-be(config)#show logs status

PesyanaT BbINMOJIHEHNA KOMaHObl:

access_violation : on
access_list : off

pim ipv4 : off

pim ipv6 : off

netflow : off
pppoe-server : off
pptp-server : off
syslog : on

kern:on

vpn : off

daemon : on
command-history : on
system_integrity_log : on
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Mo ymon4yaHuto, nor coobLieHnin OT ycTporcTBa Ha Syslog-cepsep 6yayT oTcbinaTbecs B
cnefyoLwmnx KaTeropusx:
o syslog — nor cMCTeMHbIX U3MEHEHUN;
o kern— nor coobueHu ot aapa Linux n npegynpexaeHns, Kotopble MOryT ObiTb
nonesHbl Npu yCTpaHeHMM OWNBOK NOMb30BaTENbCKUX MOAYNEN, BCTPOEHHbIX B SIAPO;
o daemon — fior cooBLeHnn 0 pasnUYHbIX NpoLeccax, KoTopble 3anyLeHbl
B cucTemMe (O4eMOHbI);
o command-history — nor uctopmm BBoga KoMaHz.
Utobbl HacTpouTb OTMNpPaBKy fIOrOB Ha YCTpoucTBe, Heobxoaumo ykasatb IP-agpec
yoaneHHoro Syslog-cepsepa, BbINOMIHUB KOMaHAbI:
admin@sr-be#configure terminal
admin@sr-be(config)#log syslog remote 192.168.1.11

Ons NnpoBEpPKN HACTPOEK BbINOJIHUTE KOMaHAY:

admin@sr-be(config)#tshow running-config

PesyanaT BbINMOJIHEHNA KOMaHObl:

YacTb BbIBOAA nponyuweHa gnAa KpaTtkoCctn

log syslog remote 192.168.1.11

system web timeout 600
system tty timeout 600

[inst oTMeHbI OTNpaBkK NoroB Ha Syslog-cepBep BbINOMHUB KOMaHAbI:

admin@sr-bettconfigure terminal
admin@sr-be(config)#log syslog remote 0.0.0.0
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12 YCTAHOBKA OATbl, BPEMEHU N HACOBOI'O NMOACA

,D,J'IFI BbIBOAAa Ha 3KpaH TeKyLwiero sBpeMeHn n Aatbl BbINOJIHUTE KOMaHAY.
admin@sr-be#tshow clock

Pe3yanaT BbIMOJIHEHNA KOMaHObl:

Yt aHus 30 08:41:04 MSK 2021

12.1 HacTtpouka BpemMeHU

YcTaHoBUTE TeKyLlee BpeMsi C MOMOLLBbI KoMaHabl system clock time <HH:MM[:SS]>,
Hanpumep:

admin@sr-bettconfigure terminal

admin@sr-be(config)#tsystem clock time 12:30:16
admin@sr-be(config)#show clock

PesyanaT BbINMOJIHEHNA KOMaHObl:

Yt ans 30 12:30:22 MSK 2021

12.2 HacTtpouka aatbl

YcTtaHoBuTe gaTy ¢ nomMoLbio kKoMaHabl system clock date <DD.MM.YYYY>, Hanpumep:
admin@sr-bettconfigure terminal

admin@sr-be(config)#system clock date 18.08.2021
admin@sr-be(config)#show clock

Pe3yanaT BbINMOJIHEHNA KOMaHObl:

Cp asr 18 12:31:22 MSK 2021

12.3 CmeHa yacoBoro nosica

[ns cmeHbl 4acoBOro nosica Ucnonb3ymte komaHay system clock timezone, panee

HaxmnTe <Tab> ans Bbibopa cTpaHbl, HaxxMuUTEe <Tab> ansa Bbibopa ropoaa, Hanpumep:
admin@sr-bettconfigure terminal
admin@sr-be(config)#tsystem clock timezone Europe Moscow

12.4 HacTtponka cMHxpoHu3saumm BpemeHun ¢ NTP-cepBepa

CxemMa NoaKIYeHmnst CeTU - pUCYHOK 21.
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NTP - cepeep CepBUCHBIN
MapLipyTHsaTop

Onepatop

192.168.1.0/24 CBA3N

WAN (eth 2) EETTETR WAN (eth1) 172.16.0.0/16 WAN
=]
192.168.1.15 192.168.1.1 el e l17.16.0.2 172.16.0.1

LAN
(switchport 1)

O ooog
5ipn pooo

(switchport 2)

Moneb3oBarenu
192.168.3.0/24

PucyHok 21 — Hactponka cnHxpoHusauum spemenn ¢ NTP-cepsepa

[na HacTponkn cnHxpoHnsauum ¢ NTP-cepBepom BbINOSTHUTE KOMaHAbI:

admin@sr-bettconfigure terminal

admin@sr-be(config)#ntp server 192.168.1.15

admin@sr-be(config)#ntp restrict default kod nomodify notrap noquery nopeer
admin@sr-be(config)#ntp on

admin@sr-be(config)#exit

»
NMpumeyaHue

UTto6bl CMHXPOHU3MPOBATL BPeEMs C NOMOLLbIO npoTokona NTP, cnefyeT npeaBapuTenbHO
BPYYHYIO HACTpPOUTb TeKyLlee Bpems, AaTy M YacoBow Nosic (CM. nogpasaens CoxpaHeHue
HacTpoek, lNpnmeHeHne HacTpoek, Copoc HacTpoek). Npu cunbHon pasHuue (bonee 1000
CEKYH[) CMHXPOHM3aLNSA OCYLLIECTBNATLCS He Byaer.
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13 KOMAHAbI AWATHOCTUKU
13.1 Ping

Ncnonb3ynte komaHgy ping Ans AnarHOCTMKM NpobnemMm ceTeBOro CoeAMHEHUa Mmexay
yctponctBamu. C nomouwbio axo-naketoB ICMP MOXHO onpefenutb akTUMBHO W yaarieHHoe
YCTPOWCTBO, Y3HaTb BPEMS 3aJepXeK Npu nepegayve naketoB U Hanuvme nx notepb.

Mpumep koMaHgbl 4Ng NPOBEPKM AOCTYNHOCTU xocTa 192.168.3.2 B ceTu:

admin@sr-be#ping 192.168.3.2 repeat 4

Pe3yJ'IbTaT BbIMOJIHEHNA KOMaHObl:

PING 192.168.3.2 (192.168.3.2) 56(84) bytes of data.

64 bytes from 192.168.3.2: icmp_seq=1 ttI=128 time=1.27 ms
64 bytes from 192.168.3.2: icmp_seq=2 ttl=128 time=1.27 ms
64 bytes from 192.168.3.2: icmp_seq=3 ttI=128 time=1.16 ms
64 bytes from 192.168.3.2: icmp_seq=4 tt|=128 time=1.36 ms

---192.168.3.2 ping statistics ---
4 packets transmitted, 4trace received, 0% packet loss, time 7ms
rtt min/avg/max/mdev = 1.164/1.266/1.362/0.078 ms

Mo>XHO BOCMOMb30BaTbCsl KOMAHAOW NPOBEPKM AOCTYMHOCTM XOCTa B CETU CreaytoLLero
BUaa:

admin@sr-be#tping 192.168.3.2

B pesynbTate BbINONMHEHMSI KOMaHAbl 3anyctutcs ©OeckoHeuvHbln ping. OH Oyaer
npogomkaTbCa OO0 Tex nop, Nnoka He OyaeT oOcCTaHoBMNeH aamuHucTpaTopoM. [lpepBaTb

BbIMNOSIHEHNE KOMaHAbl MOXHO coveTaHuem knasuw <Ctrl + C>.
13.2 Traceroute

KomaHpga traceroute mcnonb3yeTcs Ansi obHapyXeHus nyTen cnegoBaHWsa nakeTa go
a[pecoB yaaneHHbIX YCTPONCTB, a TakKe TOYEK HapyLUEHNSA MapLIpyTU3aLn.

Mpumep KoMaHab! 4Ns onpeaeneHns 1 BblBOAa Ha 3KpaH MapLupyTa crieaoBaHns AaHHbIX
Jo xocTta 192.168.3.2 B ceTu:

admin@sr-betitraceroute 192.168.3.2
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Pe3yanaT BbIMOJIHEHNA KOMaHObl:

traceroute to 192.168.3.2 (192.168.3.2), 30 hops max, 60 byte packets
1 192.168.3.2 0.987 ms 0.016 ms 0.016 ms
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14 AONONHUTENbHbLIE PYKOBOACTBA N0 PABOTE C YCTPONCTBOM

1. KPI1I.465614.001P3 PykoBoacTBO Mo akcnnyaTawuumu.

2. RU.07622667.00004-01 34 01-1 PykoBoacTBO onepaTtopa.

3. RU.07622667.00004-01 34 01-2 PykosoactBo onepartopa. [lpunoxeHue 1.
CnpaBoyHuk komaHg CLI.

4. RU.07622667.00004-01 32 01 PykoBOACTBO CUCTEMHOIO NporpaMmmucTa.
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TexHun4yeckas nogaepixka

OdmumaneHbI cant komnaHuu: https://istokmw.ru/

JokymeHTaumio 1 nporpaMMHoe obecneyeHne Ha U3LenMsa MOXHO ckadyaTb B pasaerne
«[dokymeHTaums u [lNporpammHoe obecnedeHne» Ha cTpaHuue https://istokmw.ru/service-
router/

BasoBas TexHM4eckasi nogaepkka ocyLLeCcTBNSeTCs

5 pHewn B Hegento no 6yaHam ¢ 8:00 go 17:00 (Bpemsi MockoBckoe)
Ten: +7 (495) 465-86-48

e-mail: support@istokmw.ru

web: https://istokmw.ru/support/

JINYHBIN KABMHET TEXHUYECKON NOAAEPXKKM MO PYHKLNOHMPOBAHMIO NPOAYKTOB
https://helpdesk.istokmw.ru/
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