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BBepgeHune

NHCTpyKUMS MO HacTpoiike
KPIMIr.465614.0011C3

BBEAEHUE

HacToswas MHCTPYKUNA COOEPXKUT CcueHapun n HaCTpOﬁKM CepBUCHOIo MapLipyTn3aTopa

KPI1IM.465614.001 (ganee no TEKCTY — MapLipyTmM3aTop, nsgenve) u BapuaHToB ero UCrnosiHeHNs

B COOTBETCTBUM C Tabnumuen 1.

Tabnuua 1 — BapmnaHTbl UICNOMHEHUS n3aenus

BapuaHT ucnonHeHua uspenus

YcnoBHoe 0603HaueHue usgenusa

KPTI.465614.001

ISN41508T3

KPMr.465614.001-01

ISN41508T3

KPTI.465614.001-02

ISN41508T3-M/ISES1004

KPIr.465614.001-03

ISN41508T3-M

KPIIr.465614.001-04

ISN41508T4

KPIrr.465614.001-05

ISN41508T4

KPIrr.465614.001-06

ISN41508T3-M-AC/ISES1004

KPIrr.465614.001-07

ISN41508T3-M-AC

KPIrr.465614.001-08

ISN41508T3-M/ISES1004

KPIr.465614.001-09

ISN41508T3-M/ISES0108

KPIr.465614.001-11

ISN41508T3-M/ISES0116

KPIr.465614.001-13

ISN41508T3-M-AC/ISES1004

KPIrr.465614.001-14

ISN41508T3-M-AC/ISES0108

KPIrr.465614.001-16

ISN41508T3-M-AC/ISES0116

KPIrr.465614.001-30

ISN41508T3-M-AC/ISES9112

KPIr.465614.001-31

ISN41508T3-M-AC/ISES7312

KPIrr.465614.001-32

ISN41508T3-M-AC/ISES3901

B nokymeHTe onucaHbl TONOMIOrMM N HACTPOWKK NOKaNbHOW ceTu, pyHKunm obecneyeHmns

©e30nacHOCTN noKanbHOM CEeTu, HaCTPOWKM

nonyyeHnsa CcTaTUYecKux u anHamudeckmx IP-

agpecos, HacTponkn L2TP- n PPPoE-knueHTa Ha mapLupyTtmnsaTope.

MNMepea Hayanom HacTPOMKM HeOBXOAMMO BHMMATENbHO O3HAKOMUTLCS C PYKOBOACTBOM

no akcnnyataumm KPIIM.465614.001P3O u MHCTpyKUMEN NO yCTaHOBKE M ObICTPOMY 3anycky

KPII.465614.0011C26.
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BeeneHue NHCTpyKUMA No HacTporke
KPII.465614.0011C3

WHCTpyKuMA npegHasHayeHa ang TeXHUYeCcKoro nepcoHana, BbINOSIHAKLWEro HacTPOWKY
n3genua nocpeactsoM uHTepdpenca komangHow ctpoku (CLI), a Takke npoueaypbl Mo

O6CJ'IY)KI/I BaHUIO CUCTEMBbI.
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YcrnoBHble 0003Ha4YeHus NHCTpyKUMA No HacTporke
KPII.465614.0011C3

1 YCNNIOBHbIE OBO3HAYEHUA

[lnsa HarnsgHOCTU B TEKCTE OOKYMEHTa UCNosnb30BaHbl pa3yiMvHbIE CTUIN O(bOpMJ'IeHVIFI.

O6nactn npumeHeHna ctunen — Tabnuvua 2.

Tabnuua 2 — CTnnu odopMneHns B JOKYMEHTe

Crunb opopmneHusn O6nactb npumeHeHUA Mpumep
Mony*KMpHbIN TEKCT Bblaenser uMeHa KOMaHA, KOMaHAbl name
WpnoT Calibri Bbloenaer npMmepbl CUHTAKCUCA KOMaHA, admin@sr-be#configure terminal
MonyxupHbiit wpudT Calibri  |Boigenset sbisog, CLI Name # Rule

100 1 src:192.168.1.1/32
500 1 src:0.0.0.0/0

YCTPONCTBO MMEET HECKOSBbKO PEXUMOB KOHGUrypauumn — tabnvua 3.

Tabnuua 3 — Pexxumbl KoHUrypaumm

Mpurnawexue Cnocob Bbixoaa
PexXumbl KOHUrypauum Cnocob aocryna -
B KOMAHAHO CTPOKe 13 peXxuma
MpuBUAErMPOBAHHbIN peXxum|ABTOpPU3YNTECH admin@sr-be# -
Peskum rnobanbHom BbinonHUTE KOMaHay admin@sr-be(config)# C nomouybto
KOHUrypaumm configure terminal KomaHpgb! exit, end
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Cxema ceTn 1 onvcaHne obLiero cueHapus NHCTpyKUMA No HacTporke
HaCTPOWKN yCTpOMUCTBa KPIIM.465614.0011C3

2 CXEMA CETU U ONMUCAHUE OBLLEIO CLUEHAPUA HACTPOMKN YCTPOUCTBA

PaccmoTpum cueHapui, Koraa Hy>XXHO opraHm3oBaTtb 6e3onacHbi 40CTyn B ceTb HTEpHET
ana  Hebonbworo oduca. [lNpuBegem npumep oOpraHu3auuuM, Ha KOTOPYH paccyuMTaHa
WUHCTPYKLMSI.

K ogHoM nokanbHOM ceTu AOMKHbI ObITb NOAKITHOYEHbI:

o aBTOMaTM3npoBaHHoe paboyvee mecTo (ganee no Tekcty — APM) — 4 wr;
o pannosbln cepsep — 1 WT.;
o npuHTep — 1 Wwr.

MapwpyTtusatop 4epe3 WAN-nopT nogknto4eHo kK 06opyaoBaHUIO MHTEPHET-NpoBangepa.

K LAN-noptam LAN 1 — LAN 4 nsgenuna nogkntodeHsl APMbl, LAN 5 — dhainoBbin cepeep,
LAN 6 — npuHTep.

APMbi, cepBep U1  nNpuMHTEP  OpraHmM3auMm  OOMKHbl  OblTb  3aWMLLEHBbI
OT HECAHKLMOHMPOBAHHOIO A0CTyNa No KaHany cetn VIHTepHeT.

MNpoBangep npenocraenseT opraHusaumnu ceTeBOn nHTepdoemnc, OOVH
ctaTuyeckun/anHammndeckmn IP-agpec, IP-agpec wnio3a n DNS.

O6uwasn cxema ceTn npeacTaBieHa Ha pucyHke 1.

_ Onepartop cBsA3n

_ 0O oooog
='n pooo

WAN

/

APM1 APM3
WAN1
LAN1 LAN3
=
=0 Dooo LAN4
LAN2
LANS CepBHCHbIN LANG

maplupyTusaTop
APM4

. _

Dannosbiv
Mpuntep cepBep

% BHHEBEHEEES

PucyHok 1 — Cxema HaCTpOWMKKM NIoKarnbHOW ceTu
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[MoaknoYyeHne K yCTponCTBY NHCTpyKUMA No HacTpouke
KPIMIr.465614.0011C3

3 MOOKNIOYEHMUE K YCTPOUCTBY
3.1 NoakntoyeHne Yepe3 KOHCOSbHbLIA NOPT

YCTPONCTBO MMEET KOHCOSbHbIM MOPT Ha Kopnyce.
[na coegmMHeHnsa Yepes KOHCOSb He0BXo0ANMMO Hanuuune cnegyouero obopygoBaHUS:
o TepMuHan unmn KoMnbTep ¢ nocrnegoBaTesibHbIM NOPTOM U BO3MOXHOCTbHO
3aMynMpoBaTb TEPMUHATT;

o kabernb KoHconbHbIM RJ45-DB9.

»
MpumeyvaHue

Kabenb koHconbHbin RJ45-DB9 He BXOoOMT B KOMMMEKT MNOCTaBKM M npuobpeTaeTcs
oTAenbHo. Ecnn HOyTOYK Mnu KomMnbloTep NONb3oBaTeNsl He ocHalleH nHTepdgencom RS-
232, Heobxoammo npuobpectn kabenb-agantep USB-RS232. Kabenb-agantep USB-

RS232 He BXxOAUT B KOMMNSIEKT NOCTaBKM N NpuobpeTaeTca oTAeNbHO.

Ons YCTaHOBKM coeanHEeHNA Yepe3 KOHCOJ1b BbINOJIHUTE crneayrouine DEencTBuS:

War 1. Bkntounte APM un Bomgute B OC C wucnonb3oBaHMEM YYETHOW 3anucu

agMuUHUCTpaTopa.
War 2. CoeguHute nopt «Console» ycTponctBa ¢ noptom RS-232 komnbkoTepa cC

NOMOLLbIO kKabens KOHCOMbHOro (pucyHku 2, 3).

A BHumaHue!

Ha komnbloTepe OOMKHO ObITb YCTAHOBMEHO MporpaMMHoe obecneveHne 3amynsaumm

TepMuHana.

W wwwww

]
v
’
v
v
5

6 4

PucyHok 2 — PacnpeaeneHune KOHTakToB pa3bemMoB kabens
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[MoaknoYyeHne K yCTponCTBY NHCTpyKUMA No HacTpouke

KPIIr.465614.0011C3

D oS0 v aaas 3
—_ = 4
;;; A3 333 5

Lunwnnz?
8

PucyHok 3 — PacnpegeneHune KOHTakToB pasbemoB kabens ansa CM Beinycka paHee 05.2024

»
MpumeyaHue

B cnyyae otcytctBus nopta DB9 Ha ycTponcTBe npoBepKn, HEOBXOOMMO MCMNOSb30BaTb

kabenb-agantep USB — DB9 (RS-232). YcTaHOBUTbL UCMONb3yeMble aganTepoMm gpansepa
no HeobxoaAnMOCTH

War 3. MNogkntounTe kabenb K TepMuHany unv nocnegoBatenilbHOMY NOPTY KOMMbOTEPA C
YCTaHOBJEHHbIM NPOrpaMMHbIM obecrneyeHmemMm amynsaunm TepMmHana.
LWar 4. 3anyctnte TepMmnHanbHyto nporpammy (Hanpumep, PUTTY mnnun Microsoft Windows
HyperTerminal) n yctaHoBUTE napaMeTpbl NporpamMHOro obecnevyeHmst amynaumm TepmuHana.
BeinonHuTe cneayrowme HacTporkn nHtepgenca RS-232:
o ckopocTb: 115200 6ut/c;
o OwuTbl AaHHbIX: 8 OUT;
O YeTHOCTb: HET;
o CcTonoBble ouThl: 1;
o YynpaBfieHne NOTOKOM: HET.
War 5. lNogkniounte nutaHuMe K YCTPOMUCTBY. Ha TepMuHane nosiBUTCA 3arpy3oydHas
nocrnenoBaTenbHOCTb.
[Mocne BbINOMHEHUS 3arpy304HON NOCNenoBaTEeNbHOCTU MOSIBUTCS KOMaHAHas CTpoKa C
npurrnaweHMem yCcTponcTaa:

SR-BE sr-be ttySO
Sr-be login:
Password:

LWar 6. BBegute nma nosnb3oBaTtesnis 1 Naporsib.

Mo ymon4yaHuio ans Bxoga B CUCTEMY C NpaBamMu agMUHUCTpPaToOpa UCMNOSNb3ynTE:
o uMs nonb3oBartens: admin;

Bepcus 7.0 13



[MoaknoYyeHne K yCTponCTBY NHCTpyKUMA No HacTpouke
KPIMIr.465614.0011C3

o naposnb: admin.

YCTPONCTBO rOTOBO K HACTPONKE.

3.2 HacTpounku no ymosn4yaHuio

Ha ycTponcTBO 3arpyxeHa HadanbHasi KoHdurypaums startup, koTopasi BkroyaeT
MWHUMAarbHO Heobxoanmble 6a30Bble HACTPONKMU:
o Bce nopTbl ycTponcTBa pasgeneHsl Ha ase rpynnbl: WAN- n LAN-nopTbl. Mx

nogpobHoe onucaHue npeactasneHo B nogpasaene Onvcadne WAN-NopToB

n OnucaHve LAN-NopTOB HaCTOSALEN UHCTPYKLNNK;

O BCe MHTepeNnChbl yCTPOMUCTBA OTKPbIThI AN YAaneHHoro 4octyna ¢ NoOMOLLbHO
npotokosnoB Telnet, SSH;
o Bce LAN-nopTbl ycTporcTtBa no ymondaHuto otHocAatcs K VLAN 1 ¢ umeHem

«Default»:

admin@sr-be(config)#show vlan all
VLAN id Name Member ports (t-tagged, u-untagged)
1 default swpl(u),swp2(u),swp3(u),swp4d(u),swp5(u),swpb(u),swp7(u),swp8(u)

O Ha yCTpOVICTBe 3a4aHO0 MMA noJb3oBaTend n naposib, B COOTBETCTBUU C

Tabnuuen (cm. Tabnuua 4): pexmm agMUHUCTPUPOBAHUS, NOSTb30BATENbCKUMN,

©e30nacHbIN pexum.

Tabnuua 4 — Mima nonb3oBaTtens v naposb

Mma nonb3oBaTtens MNaponb

admin admin

I'Ipmmeanme - MMA NO/1b30BaATE/IA U NAPOJib BBOOAT C Y4ETOM perncrpa.

O YCTPOWCTBO UCMNOSb3YyeT 3aaHHOE Ha 3aBOe MMS YCTPONCTBA «Sr-be»
N JOMEHHOoe nMs «sr-bex. [Npn KOHUryprupoBaHUN UMS YCTPONCTBA MEHSAIOT.
MogpobHee 06 aTOM MOXHO NpounTaThb B pasgene 4 «HacTtporika nmeHu
YCTPONCTBA N JOMEHHOIO UMEHN CUCTEMBbI».

[lna HacTpomkm ycTponcTBa Mpu MEepBOM BKIKOYEHMN B KOHMrypaumm ycTpoucTBa
Mcnosib3yeTcda yyeTHasa 3anucb agMmuHmucTpaTopa admin;

o pyHKuna SSH ansa yganeHHOro ynpasneHus yCTPOMCTBOM MO YMOMYaHMIO

BKIOYEHa:

SSH server enabled
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[MogkntoyeHne K yCTponCTBY

NHCTpyKUMS MO HacTpoiike
KPIMIr.465614.0011C3

Version: 2

Port: 22

Listen addresses:
all

Whitelist:

all

ﬂ,]’lﬂ NMpPOCMOTpPa HavanbHOM KOH(*)VIpraLI,I/II/I BbIMOJIHATE KOMaHAY:

admin@sr-be# show running-config

interface ethl
no shutdowm
ip address dhcp
exit

interface eth2
exit

log deamon level WARNING
ipv6 dhcp relay dhcp6-relay

vrf default
exit

interface switchportl
no shutdown

exit

interface switchport2
no shutdown

exit

interface switchport3
no shutdown

exit

interface switchport4
no shutdown

exit

interface switchport5
no shutdown

exit

interface switchport6
no shutdown

exit

interface switchport?
no shutdown

exit

interface switchport8
no shutdown

exit

log netflow maxsize 1G

radius accounting off

Bepcua 7.0

15



[MoaknoYyeHne K yCTponCTBY

NHCTpyKUMS MO HacTpoiike
KPIMIr.465614.0011C3

samba server
off
exit

system web timeout 600
system tty timeout 600
system ssh timeout 600
system telnet timeout 600
system ssh on

system integrity alert led
system memory-cache policy aggressive

interface vlanl

vid 1 ethertype 0x8100
no shutdown

ip address 192.168.0.1/24
exit

logging monitor 7

router Idp
exit

router rsvp
exit

end

[ns npocMoTpa 6onee nogpobHbIX HACTPOEK MO YMONYAHUIO BbINOMNHUTE KOMaHAbI:

admin@sr-be# show profile startup detail

Bepcua 7.0
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MpoBepka BEpcun NporpamMmMHoro NHCTpyKUMA No HacTporke
obecneyvyeHus KPIr.465614.0011C3

4 MPOBEPKA BEPCUU NMPOITPAMMHOI'O OBECNEYEHUA

4.1 BbinonHure KOMaHAY B KOHCOJIU show version gnsa nony4vyeHusA MHd)OpMaLWIVI o

BepCcun yCtaHOBJI€EHHOIo nporpamMmmHoOro obecneyeHusn

Version:3.24.08 mips sr-be 4.4.165-bfkx mpls
Build date: Fri Dec 20 MSK 2024

4.2 BbinonHute KomaHAay B koHconu show platform ana nonyyeHusa nHcpopmauum o

KOHdMrypauumm cepBMCHOro MapLipyTusartopa, Bknrovas sepcum U-boot u BMC

Platform: ISN41508
Serial number: RS3010011C0014
BMC Firmware version: 1.8.1
U-boot version: 1.3.6
CPU model: Baikal-T1; MIPS P5600 V3.0 FPU V2.0
CPU cores: 2
Memory: 2 GB
Network:

2 X WAN 1000Base-LX

8 X LAN 1000Base-TX (speed 10/100/1000)
Internal SSD: connected
USB Flash Drive: no Flash drive connected
LTE USB Modem: no LTE modem connected
PCl: not found

MonyynTtb HGopmauuio o Bepcun U-boot n BMC moxHo 4epes U-Boot menu, ansa atoro:

BeinonHute komaHgy system reboot ans nepesarpysku cepBMCHOro mMapLupyTusatopa u
nonagaHuda B U-Boot menu

Mcnonbays knaBmnaTtypy Bbibepute nyHKT U-Boot console

--== RT1MB boot menu ==--
Normal boot
FW update
BMC console
U-Boot console
Press UP/DOWN to move, ENTER to select menu entry 1

OTKpoeTCcsa KOHCOMNb BCTPOEHHOro nporpaMmHoro obecneyenuns U-boot.

BbinonHuTe KoMaHay version, 4tobbl y3HaTb BEPCUIO BCTPOEHHOro obecneyeHus U-boot
n BMC version
U-Boot 2014.10 / SDK 4.18 (May 18 2023 - 11:10:34)

mipsel-unknown-linux-gnu-gcc (crosstool-NG 1.24.0-rc3) 8.3.0
GNU Id (crosstool-NG 1.24.0-rc3) 2.32

Bepcusa 7.0 17



MpoBepka BEpcun NPOrpamMmMHoOro NHCTpyKUMA No HacTporke
obecneyvyeHuns KPIr.465614.0011C3

Istok U-Boot build: 1.3.6
Istok BMC build: 1.8.1

»
MpumeyaHue

[1nsi BO3BpaLlLleHUs K LITaTHOW paboTe nepesarpy3vTe CEPBUCHBIN MapLIpyTM3aTop
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HacTpolika nokansHom cetu NHCTpyKUMA No HacTporke
KPIIM.465614.0011C3

5 HACTPOWKA NNOKANbHOW CETU
5.1 OnucaHue HaCTpPOMUKMU

Kak nokaszaHo Ha pucyHke 4 B KayeCTBE OCHOBHOIO YCTPOMWCTBa BbliOpaH CEpPBUCHLIN
mMapwpyTtusaTtop (RouterA). Bce yctponctsa, nogknioyeHHble k RouterA: PC1-PC4, npuHTep u
cepBep, 06beagnHeHbl B 0gHY BupTyanbHyto ceTb VLAN 100 ¢ agpecom noaceTtn 192.168.3.0/24.
Ha yctpounctee RouterA VLAN-uHTepdenc ¢ npucsoeHHbIM emy IP-agpecom 192.168.3.1/24.
BknioyeH DHCP-cepBep Ha yctponctBe RouterA gns HasHaveHusa IP-agpecoB knneHtam. C
nomowbto DHCP-cepBepa, pa3ssepHyToro Ha yctponctee RouterA HasHauveHbl |IP-agpeca onga
PC: PC1 - 192.168.3.2, PC2 — 192.168.3.3, PC3 — 192.168.3.4, PC4 — 192.168.3.5. IP-agpec
npuHTepa - 192.168.3.6, IP-agpec cepBepa - 192.168.3.7 HacTpoeHbl cTaTuyeckn. PC nony4varoT
BMECTO cnydaunHbix IP-agpecoB n3 nyna DHCP Tonbko XecCcTko 3akpensieHHble 3a Humn |P-
agpeca B COOTBETCTBUM C Tornonoruen cxemol. DHCP-cepsep HacTpoeH Tak, 4Tobbl OH pasgasan
onpegeneHHble IP-agpeca kaxgomy PC ¢ npussaskon k MAC-agpecy/HoMepy ceTeBOW KapTbl
(NIC).

Oneparop cBfi3U

PC1 Cepsep

Q 192.168.3.0/24
192.168.3.2
PC2
- 192.168.3.0/24
192.168.3.3 192.168.3.0/24

RouterA
DHCP-cepBep

192.168.3.7

HH B HHEHH

VLAN100 LAN2 LAN1 LANG
8 Boog
5'n pooo
LAN3 LAN4 LAN5

192.168.3.6 é

PucyHok 4 — Cxema HaCcTpOWMKM NnokanbHOW CETU

192.168.3.5

PC3
- 192.168.3.4 a0 MpunTep
192.168.3.0/24
PC4

192.168.3.0/24
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HacTpolika nokansHom cetu NHCTpyKUMA No HacTporke
KPIIM.465614.0011C3

5.2 dTtanbl HACTPOMNKMN CeTH

Bongute B pexxum rnobansHOM KoHUrypaumm
KoHUrypauuoHHbIM - peXxmm - 3TO OAMH U3  PEeXUMMOB KOMaHOHOW CTpoku. B
KOHPUIYPaLMOHHOM peXMME MOXHO W3MEHSITb HACTPOMKM WHTEepPdEencoB, MapLupyTusaumio,

Ge3onacHoCTb 1 Apyriue napamMeTpbl YyCTPOWCTB.

»
MpumeyaHue

RouterA#configure terminal

5.2.1 Hactpounte LAN-uHTepdencsl Ha RouterA

RouterA(config)#interface switchport 1
RouterA(config-switchportl)#no shutdown
RouterA(config-switchportl)#exit
RouterA(config)#interface switchport 2
RouterA(config-switchport2)#no shutdown
RouterA(config-switchport2)#exit
RouterA(config)#interface switchport 3
RouterA(config-switchport3)#no shutdown
RouterA(config-switchport3)#exit
RouterA(config)#interface switchport 4
RouterA(config-switchport4)#no shutdown
RouterA(config-switchport4)#exit
RouterA(config)#interface switchport 5
RouterA(config-switchport5)#no shutdown
RouterA(config-switchport5)#exit
RouterA(config)#interface switchport 6
RouterA(config-switchport6)#no shutdown
RouterA(config-switchport6)#exit

»
NMpumeyaHue

switchport <Homep nopta> — wumsa ceteBoro LAN-uHTepdenca. <Homep nopta>
COOTBETCTBYET MapKMpoBKe Ha nepeaHen naHenu yctpouctea: LAN 1, LAN 2 n T1.4.

Hanpumep, «LAN 1» — aT10 «switchport1», «LAN 5» — «switchport5»
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HacTpolika nokansHom cetu NHCTpyKUMA No HacTporke
KPIIM.465614.0011C3

5.2.2 Hactponte VLAN-nHTEphenc
5.2.2.1 Beegute nageHtudukaymoHHbin Homep VLAN-ID (vid) ansa cosgaHus VLAN

RouterA(config)#tvlan 100

»
MpumeyaHue

vlan <Id or id list | VLAN id list (1-4091)>, roe uncrno obo3Ha4aeT HoMep BUPTYarbHOM

noKanbHOM ceTy, KOTOpad ncnosb3dyeTca and cermeHtTaunm Tpa(bI/IKa ceTun.

5.2.2.2 Hactpownte IP-agpec y VLAN-nHTepgenca ¢ NnOMOLbI0 KOMaHg

RouterA(config)#interface vian 100
RouterA(config-if-[vlan100])#vid 100
RouterA(config-if-[vlan100])#ip address 192.168.3.1 255.255.255.0
RouterA(config-if-[vlan100])#no shutdown
RouterA(config-if-[vlan100])#exit

»
MpumevaHue

HacTtpoeHHbin [IP-agpec OygeT MaplpyToM MO YMOMYaHUIO ANA BCEX KOHEYHbIX
none3oBatenen B8 VLAN 100
5.2.2.3 lo6asbTe uHTepgenc LAN 1 8 VLAN 100 ¢ noMoLLblO KOMaHL

RouterA(config)#interface switchport 1
RouterA(config-switchportl)#switchport mode access
RouterA(config-switchportl)#switchport access vian 100
RouterA(config-switchportl)#exit

[MoBTOpUTE ONMCaHHbIE Bbiwe aencteusa onsa gobasneHus nHtepdgencos LAN 2, LAN 3,
LAN 4, LAN 5, LAN 6 B VLAN 100

5.2.3 HactponTte DHCP-cepBep Ha ycTponcTee Anda HasHaveHus IP-agpecoB kKnneHTam

RouterA(config)#ip dhcp pool 1
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HacTpolika nokansHom cetu NHCTpyKUMA No HacTporke
KPIIM.465614.0011C3

RouterA(config-dhcp[1])#network 192.168.3.0/24
RouterA(config-dhcp[1])#range 192.168.3.2 192.168.3.5
RouterA(config-dhcp[1])#option routers 192.168.3.1
RouterA(config-dhcp[1])#option domain-name-server 192.168.3.1
RouterA(config-dhcp[1])#exit

»
MpumeyaHue

ip dhcp pool <name>, rge Yncno o6o3Havaet ums nyna DHCP, koTopoe ucnonb3yeTcs Ans
rpynnupoBku HacTpoek DHCP gns onpeaeneHHbIX KIMEHTOB U YCTPONCTB B ceTn. Homep

nyna JormkeH 6biTb Ha3HadeH B AnanasoHe oT 1 go 65535.

5.2.4 HacTtponte pesepsupoBaHue |P-agpeca no DHCP Ha ycTtpownctee. Ona aToro

3akpenute IP-agpec 3a knmeHtom APM1 ¢ noMOLLbO KOMaH4

RouterA(config)#ip dhcp pool 1

RouterA(config-dhcp[1])#host PC1 hardware-address 00:0c:29:58:6¢:9f
RouterA(config-dhcp[1-<default>-<PC1>])#ip 192.168.3.2
RouterA(config-dhcp[1-<default>-<PC1>])#exit

»
MpumevyaHue

<00:0c:29:58:6¢:9f> — MAC-agpec knneHta PC1

lMoBTOopuTEe KOMaHAbl pe3epBupoBaHunsa IP-agpeca gnsa apyrmx paboumx ctaHumn PC2,
PC3, PC4.

B pesynbTate pesepBupoBaHus IP-agpecoB paboune ctaHummn PC1, PC2, PC3, PC4
(knuneHTbI) BYAYT Nnony4atb IP-agpeca, HazHayeHHble o MAC-agpecy/Homepy Ux CETEBOW KapTbl
(NIC).

5.2.5 lNocne 3aBepLueHnst HacTpoek Ha ycTponcTee Bknounte DHCP-cepBep ¢ nomoLbto

KOMaHAbl:

RouterA(config)#ip dhcp server on
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HacTpolika nokansHom cetu NHCTpyKUMA No HacTporke
KPIIM.465614.0011C3

5.2.6 CoxpaHuTe HaCTpPONKu

|/|CI'IOJ'Ib3yl7ITe KOMaHay write <name> gns COXpaHeHndA HaCcTpoeK

»
MpumeyaHue

RouterA#twrite <name>

5.3 NMpoBepKa HaCTPOEK NOKarbHOU ceTn

5.3.1 BeinonHute komaHay show interfaces brief Ha RouterA gns BbiBoga cratycos

UHTEpdencos

Interface HW Address IPv4 Address  Admin/Link DHCPv4 Description
ethl 94:3f:bb:4b:7a:36 unassigned UP/DOWN ON
eth2 94:3f:bb:4b:7b:b8 unassigned DOWN/DOWN  OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
vlan100 94:3f:bb:00:2d:ff 192.168.3.1/24 UP/DOWN OFF
switchport1 n/a UP/DOWN n/a
switchport2 n/a UP/DOWN n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
switchport7 n/a UP/UP n/a
switchport8 n/a UP/DOWN n/a

5.3.2 BoinonHute komaHay show vian 100 Ha RouterA ans npocmotpa napameTpoB

HaCTPOWKMN

VLAN id Name Member ports (t-tagged, u-untagged)
100 VIan0100 swp1(u),swp2(u),swp3(u),swp4(u),swp5(u),swp6(u)

5.3.3 BoinonHute komaHay show vlan all Ha RouterA ans otobpaxennsa nHgpopmaumm 060

Bcex cyuwecteytowmx VLAN

VLAN id Name Member ports (t-tagged, u-untagged)
1 default swp7(u),swp8(u)
100 VIan0100 swpl(u),swp2(u),swp3(u),swpd(u),swp5(u),swpb(u)
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5.3.4 BeinonHute komaHay show interfaces vlan Ha RouterA ans npocmoTtpa nogpo6HoM

KoHdurypauumn VLAN-uHTepdencos

vlanl vid 1:

Link: UP

IPv4 Address: 192.168.0.1/24
RX: 55915 bytes / 532 packets
TX: 54857 bytes / 270 packets
MTU: 1500

Tx buffer: 1000

HW Address: 94:3f:bb:00:2d:ff
IPv6 Address: fe80::963f:bbff:fe00:2dff/64
EtherType: 0x8100
Encapsulation: dotlq

vlan100 vid 100:

Link: DOWN

IPv4 Address: 192.168.3.1/24
RX: O bytes / 0 packets

TX: 0 bytes / 0 packets

MTU: 1500

Tx buffer: 1000

HW Address: 94:3f:bb:00:2d:ff
IPv6 Address: fe80::963f:bbff:fe00:2dff/64
EtherType: 0x8100
Encapsulation: dotlq

5.3.5 BoinonHute komaHgy show ip dhcp Ha RouterA wun3 pexunma rnobanbHom

KOHpMrypaumm ns npocmMoTpa HacTpoek

VRF: default
default-lease-time 600;
Pool: 1
subnet 192.168.3.0 netmask 255.255.255.0 {
option routers 192.168.3.1;
option domain-name-servers 192.168.3.1;
range 192.168.3.2 192.168.3.5;
group default {
host PC1 {
hardware ethernet 00:0c:29:58:6¢:9f;
fixed-address 192.168.3.2;
}
host PC2 {
hardware ethernet 00:0c:29:58:6¢:9d;
fixed-address 192.168.3.3;
}
host PC3 {
hardware ethernet 00:0c:29:58:6¢:9¢;
fixed-address 192.168.3.4;
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}
host PC4 {

hardware ethernet 00:0c:29:58:6¢:9c;
fixed-address 192.168.3.5;
}
}
}

DHCP server is started but awaiting for network

5.3.6 BeinonHute komaHay show ip dhcp pool 1 Ha RouterA gnsa npocmMoTpa HacTpoek

DHCP-cepBepa

Pool: 1 VRF: default
subnet 192.168.3.0 netmask 255.255.255.0 {
option routers 192.168.3.1;
option domain-name-servers 192.168.3.1;
range 192.168.3.2 192.168.3.5;
group default {
host PC1 {
hardware ethernet 00:0c:29:58:6¢:9f;
fixed-address 192.168.3.2;
}
host PC2 {
hardware ethernet 00:0c:29:58:6¢:9d;
fixed-address 192.168.3.3;
}
host PC3 {
hardware ethernet 00:0c:29:58:6¢:9¢;
fixed-address 192.168.3.4;
}
host PC4 {
hardware ethernet 00:0c:29:58:6¢:9c;
fixed-address 192.168.3.5;
}
}
}
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6 HACTPOUKA ®YHKLIMX OBECIMEYEHNA BE3ONACHOCTMU JIOKAINIbHON CETU

6.1 OnucaHne HaCTPOUKMU

[na KoHTpoNnA NOAKIMYEHHbIX K MaplpyTtudaTopy (RouterA) ycTpoUCTB B nokKarnbHOM
CeTun, HecaHKuMOHUpoBaHHON cMeHbl MAC-agpeca ceTeBOro noAkntovYeHns, NpeaoTBpalleHms
aTak, HanpaBrieHHbIX Ha nepenonHeHne Tabnuubl MAC-agpecoB, HEO6XOAUMO BKIHOYUTb

dyHKuno «Port Security». JlokanbHasa ceTb JOMmMKHaA OblTb HACTPOEHA.
6.2 dTanbl HACTPOMNKU CETN
6.2.1 Bongute B pexunm rnobanbHON KOHGUrypauum

KoH(urypauMoHHbIN - pexum - 3TO OOMH U3  PEeXUMOB KOMaHOHOW cCTpoku. B
KOHOUIypaLnoHHOM peXmmMe MOXHO W3MEHSATb HaCTPOWMKU MHTepdEencoB, MapLupyTusaumio,

Ge3onacHoCTb 1 Apyrne napamMmeTpbl YyCTPOWCTB.

»
NMpumeyaHue

RouterA#configure terminal

6.2.2 Bkntounte Port-Security Ha nHtepdence LAN 1

RouterA(config)#interface switchport 1
RouterA(config-switchportl)#switchport port-security
RouterA(config-switchportl)#exit

B pesynbTaTe BbinonHeHnsa komaHabl MAC-agpec paboyen ctaHuun APM 1 npussxeTcs
k nopty LAN 1. Mo ymonyaHuio MakcumanbHO KonuyecTso agpecos Ha nopty LAN 1 6yaeT paBeH
1. MAC-agpec pabouyen ctaHunn APM1 6yaeT otobpaxaTbesa B Tabnmue MAC-agpecos.
Bkntounte Port-Security Ha nHtepdencax LAN 2 — LAN 4.
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»
MpumeyvaHue

Ona otknoveHna Port-Security Ha uHTepdpenice LAN 1 BBeguTe KOMaHAbl:
RouterA(config)#interface switchportl

RouterA(config-switchportl)#no port security
RouterA(config-switchportl)#exit

6.2.3 CoxpaHunTe HacTPOWKMH

MCHOHb3yIZTe KOMaHAay write <name> gns COXpaHeHnda HaCTpoekK

»
NMpumeyaHue

RouterA#fwrite <name>

6.3 NMpoBepKa HacTpoek

6.3.1 BoinonHnte komaHgy show port security interface switchportl ana BbiBoga

MHOpPMaUMKM O TEKYLLIMX HacTponkax port-security Ha nHtepdgence LAN1

Port Security: Enabled
Maximum MAC Addresses: 1
Total MAC Addresses: 0
Configured MAC Addresses: 0

6.3.2 BoinonHnte komaHay show port-security ans BbiBoga WMHGOPMaUUM O TEKYLMX
HacTpoukax «Port-security» Ha Bcex LAN-uHTepdencax

Secure Port MaxSecureAddr CurrentAdd

switchportl 1 0
switchport2 1 0
switchport3 1 0
switchport4 1 0
Bepcua 7.0
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7 YOANEHHOE NOAKNIOYEHUE K CEPBUCHOMY MAPLUPYTU3ATOPY

War 1. MogkntounTte ceteBon kabenb nepedavv AaHHbIX (Naty-kopa) k nodomy LAN

nopTy, BXOASLWEMY B 30HY «SP» 1 K yCTPOMCTBY, NpeAHa3Ha4YeHHOMY A yNpaBleHus.

»
MpumeyaHue

BoamoxHa MocTaBka CepBWCHOrO MaplipyTusaTopa 6onee paHHein Bepcuu C

o6o3HayeHnamm LAN noptoB Kak «LAN1» - «LAN8»

War 2. OTtkoppekTnpynte IP-agpec nHtepgenca ynpaBnsaoLwero ycTpomcTaa, ero Macky

M agpec wWrk3a.

»
NMpumeyaHue

Mo ymonuyaHuwo IP-agpec — 192.168.0.100, macka nogcetnm — 255.255.255.0, agpec
wno3a — 192.168.0.1

War 3. [Ina npoBepku CBA3HOCTWU BbINOMAHUTE KOMaHgy ping 192.168.0.1 ¢ nomoLubto

KOMaHOHOW CTPOKW.

C:\User\admin>ping 192.168.0.1

Pe3yanaT BbINMOJIHEHNA KOMaHObl:

Pinging 192.168.0.1 with 32 bytes of data:

Reply from 192.168.0.1: bytes=32 time<lms TTL=64
Reply from 192.168.0.1: bytes=32 time<lms TTL=64
Reply from 192.168.0.1: bytes=32 time<ims TTL=64
Reply from 192.168.0.1: bytes=32 time=1ms TTL=64

Ping statistics for 192.168.0.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 1ms, Average = Omsyes

War 4. C nomowbld KOMaHOHOW CTPOKM OCYLLECTBUTE YyAaneHHOE MOAKMIYEHNe,

BbINOJIHMB KOMaHAy

C:\User\admin>ssh admin@192.168.0.1
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»
MpumeyvaHue

ssh <username>@<ipaddress>
roe:  <username> — uMSA Nonb3oBaTtens; <ipaddress> — ip-agpec CepBUCHOIO

MapLupyTm3aTopa.

Lar 5. MoaTeepaute yoaneHHoe NoaknioYeHne, BBeAs B KOHCOMb KOMaHay yes

The authenticity of host ‘192.168.0.1 (192.168.0.1)’ can’t be established.
RSA key fingerprint is SHA256:FzmnRyWGBJFxGjMEEiWLOv87Bim1hH1EmwwxDidEi9o.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

LWar 6. Beegute naposib Ana ocyulecrtBrieHna Bxoda nosjib3oBaTtend

Warning: Permanently added ‘192.168.0.1’ (RSA) to the list of known hosts.
admin@192.168.0.1’s password:

»
MpumevaHue

Maponb No ymonyaHuio admin, npy BBOAE Naponsd CMMBOJSbI HA 9KpaHe He oTobpaxatoTcs

YaaneHHbIn BXO, B CUCTEMY BbIMOSHEH.
BeinonHuTte komaHgy show interfaces brief 4tobbl y3Hate |IP-agpeca nHtepdencos Ha

CEPBUCHOM MapLupyTusaTope.

Interface HW Address IPv4 Address Admin/Link DHCPv4 Description
ethl 94:3f:bb:00:2d:e3 unassigned UP/DOWN ON
eth2 94:3f:bb:00:2d:fe  unassigned DOWN/DOWN OFF
vlanil 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
switchportl n/a UP/DOWN n/a
switchport2 n/a UP/UP n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
switchport7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a
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»
MpumeyvaHue

I'Ip|/| OTCYTCTBUN MNOOKIKOYEHNA K CEepBUCHOMY MapLUpyTU3aTopy O6paTVITer B Cny>|<6y

nogaepxkn hitps://istokmw.ru/support/
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8 ®YHKLUU L2
8.1 Hactpouka mocTa (bridge)
8.1.1 OnuncaHne HacCTpPOKK

Kak nokasaHo Ha pucyHke 5 B Ka4yeCTB€ OCHOBHOMO YCTpPoOWCTBa BblbpaH CepBUCHbLIV
MapwpyTtusaTop (ganee RouterA). Bce yctponctsa nogkntoyeHsl k RouterA: PC1, PC2.

Ha RouterA HacTpoeH mocT - 198.18.2.1/24, koTopbI NpegHa3Ha4vyeH anst oobeanHeHus
cermeHTOB ceTn 192.18.2.2/24 (PC1) n 198.18.2.3/24 (PC2) B ogHy ceTb.

PC1
Ipv4: 198.18.2.2/24
RouterA eth1
O oooo
: Br1:198.18.2.1/124
=pn poop Bl
eth2 PC2

Ipv4: 198.18.2.3/24

PucyHok 5 — Cxema HacTponkm mocTta
8.1.2 OTanbl HaCTPONKN ceTn
8.1.2.1 Bongute B pexum rnobanbHon KoHdurypaumm

KoHurypauMOHHbIN - pexum - 3TO OAMH U3 PEeXUMOB KOMaHOHOW CTpoku. B
KOHOUIypaLUNOHHOM peXNMe MOXHO M3MEHSITb HaCTPOMKM WMHTep(encoB, MapLupyTU3auuio,

6e30nacHOCTb 1 Apyrie napameTpbl YCTPOMCTB.

»
NMpumeyaHue

RouterA#tconfigure terminal
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8.1.2.2 Hactpoute RouterA

8.1.2.2.1 Bkntounte uHtepdgencol eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

8.1.2.2.2 Bkntounte nHtepdgencol eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

8.1.2.2.3 Cosgante moctoBon nHTepdenc n gobasbte nHtepdencel eth1 n eth2 B moct

RouterA(config)#interface brl
RouterA(config-if-[br1])#ip address 198.18.2.1/24
RouterA(config-if-[bri])#include ethl
RouterA(config-if-[bri])#include eth2

8.1.2.2.4 YcTaHOBUTE BpEMS yCTapeBaHuWs 3annucu B Tabnumue KoMMyTauum B CEKyHOAX U

nmMnT Tabnuupl KOMMYyTaLnn

RouterA(config-if-[brl])#ageing-time 600
RouterA(config-if-[brl])#max-mac-addresses 100
RouterA(config-if-[brl])#no shutdown
RouterA(config-if-[brl])#end

8.1.2.3 CoxpaHuTe HaCTPONKn

Mcnonbayite komaHay write <name> gnsi COXpaHEHUs HaCTPOEK

»
NMpumeyaHue

RouterA#twrite <name>
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8.1.3 lNpoBepka HacTpoek

8.1.3.1 BeinonHute komaHay show interfaces brl Ha RouterA ona npoBepkn HaCTPOUKM

MOCTa

bri:

Link: UP

IPv4 Address: 198.18.2.1/24
RX: 16066 bytes / 197 packets
TX: 14796 bytes / 172 packets
MTU: 1500

HW Address: 94:3f:bb:00:00:31
IPv6 Address: fe80::963f:bbff:fe00:31/64
Ageing time (s): 600

Max MAC number on port: 100
STP disabled

Mode: 0

Connected interfaces:

ethl

eth2

8.2 HacTtpouka nornyeckmnx uHtepdencos (sub interface) Ha WAN-nopTax
8.2.1 OnncaHune HacTpOMKK

Kak nokasaHo Ha pucyHke 6 B KayeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEpPBUCHbIE
MapuwpyTtusatopbl RouterA n RouterB.

Yctponctea ob6beamHeHbl B ogHy ceTb - VLAN10, HacTpoeHbl MHTepencbl Ha noptax
YCTPOWUCTB.

Ha RouterA HacTpoeH nHtepgeinc eth1.10 - IP address 198.18.2.1/24.

Ha RouterB HacTpoeHbl nHTtepdenchl eth1.10 - IP address 198.18.2.2/24.

Bepcus 7.0 33



OyHKUmM L2 NHCTpyKUMA No HacTporke
KPII.465614.0011C3

RouterA RouterB

eth1 eth1
Eth1.10:198.18.2.1/24 Eth1.10:198.18.2.2/24

VLAN10

PucyHok 6 — Cxema HacTponkn normyeckmx nHtepdencos (sub interface) Ha WAN-nopTtax
8.2.2 3OTanbl HaCTPONKN ceTn
8.2.2.1 Bongute B pexum rnobanbHoOn KOHUrypaumm Ha yCTpoMCcTBax nepen HacTpomKom

Mpn HacTpouke ceTeBoro o6opyaoBaHUs, OOHUM U3 FMaBHbIX LLAroB, ABNSETCS BXOA4 B
KOHOUrypaunoHHbIN pexxumM. KoHUrypaumMoHHbIN pexnm - 3T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpokU. B KOH(pUrypauMOHHOM peXxume MOXHO W3MEHATb HaCTPOUKM UHTepdencos,

MapLUpyTu3auuo, 6e3onacHoOCTb U Apyrne napameTpbl YyCTPONCTB.

»
NMpumeyaHue

Router#configure terminal

8.2.2.2 Hactpounte mnHtepdenc eth1 Ha RouterA, 3agante nHandukatop M TUN Kagpa
nHtepdgerica VLAN komaHgon vid <vid> [ethertype (0x88a8 | 0x8100)], rae 0x88a8 - Tun copenma:
Q-in-Q, a 0x8100 - Tun cpperma: dot1q

RouterA(config)#interface eth1.10
RouterA(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterA(config-if-[eth1.10])#ip address 198.18.2.1/24
RouterA(config-if-[eth1.10])#no shutdown
RouterA(config-if-[eth1.10])#exit
RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#end
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8.2.2.3 HacTtpounte uHTepdgenc ethl Ha RouterB, 3agante uHaudukatop v Tvn Kagpa
nHTepdgenca VLAN komaHgon vid <vid> [ethertype (0x88a8 | 0x8100)], rae 0x88a8 - Tun copenma:
Q-in-Q, a 0x8100 - Tnn ppenma: dotlq

RouterB(config)#tinterface eth1.10
RouterB(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterB(config-if-[eth1.10])#ip address 198.18.2.2/24
RouterB(config-if-[eth1.10])#no shutdown
RouterB(config-if-[eth1.10])#exit
RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#end

8.2.2.4 CoxpaHuTe HaCTpPONKu

|/|CI'IOJ'Ib3yI7ITe KOMaHay write <name> gns COXpaHeHnda HaCTpoekK

»
NMpumeyaHue

Router#fwrite <name>

8.2.3 lNpoBepka HacTpoekK

8.2.3.1 BoinonHute kKomaHay show interfaces vlan Ha RouterA ana npocmoTtpa

nogpo6Hon koHdurypaumm VLAN mnHTepdencos

eth1.10 vid 10:

Link: UP

IPv4 Address: 198.18.2.1/24

RX: 103036 bytes / 1256 packets

TX: 119402 bytes / 1247 packets

MTU: 1500

HW Address: 94:3f:bb:00:00:31

IPv6 Address: fe80::963f:bbff:fe00:31/64
EtherType: 0x8100

Encapsulation: dotlq

8.2.3.2 BoinonHute komaHay show interfaces vlan Ha RouterB ana npocmoTtpa

nogpo6Hon koHdurypaumm VLAN mnHTepdencos

eth1.10 vid 10:
Link: UP
IPv4 Address: 198.18.2.2/24
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RX: 142156 bytes / 1728 packets

TX: 165938 bytes / 1739 packets

MTU: 1500

HW Address: 7a:72:6c:4b:7a:36

IPv6 Address: fe80::7872:6¢ff:fed4b:7a36/64
EtherType: 0x8100

Encapsulation: dotlq

8.3 HacTtpouka npoTtokona LLDP
8.3.1 OnuncaHne HacTpOKK

Kak nokasaHo Ha pucyHKe 7 B KayeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEpBUCHLIE
MapLpyTusaTtopsbl - RouterA n RouterB.

BbinonHeHo du3nyeckoe MOAKMOYEHME W HacTpoilka cocTaBa 06opyaoBaHus
B COOTBETCTBMM CO CXEMOW NPoBeaeHNs NPOBEPKN.

Mexay ycTpouctBaMmn HacTpoeH npoTtokon LLDP.

RouterA RouterB
=) eth eth2 -

PucyHok 7 — Cxema HacTponkn npoTtokona LLDP
8.3.2 OTanbl HaCTPONKN ceTun
8.3.2.1 Bongute B pexum rnobdanbHon KOHUrypawumm Ha yCTponcTBax nepes HaCTpOmKom

lMpu HacTponke ceTeBoro obopyaoBaHWs, OOHUM U3 rNaBHbIX LWIAroB, ABMASETCS BXO4 B
KOHOUIypauUnoHHbIN pexumMm. KoHUrypauMOHHbIN pexnm - 3T0 OOMH U3 PEXMMOB KOMaHOHOM
CTpOkM. B KOH(UrypauMOHHOM peXumme MOXHO W3MEHATb HaACTPOMKM WHTepdencos,

MapLupyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl YCTPOUCTB.
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»
MpumeyvaHue

Router#configure terminal

8.3.2.2 HactpounTte RouterA

HactponTe nHtepgenc eth1 n sknounte npotokon LLDP Ha nHTepdeince

RouterA#configure terminal
RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit
RouterA(config)#lidp on

8.3.2.3 Hactpoute RouterB

Hactponte nHtepdenc eth2 n sknounte npotokon LLDP Ha uHTepdence

RouterB#configure terminal
RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit
RouterB(config)#lldp on

8.3.2.4 CoxpaHuTe HacTpOWrKu

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HacTPOEK Ha YCTPOMCTBax

»
NMpumeyaHue

Router#twrite <name>

8.3.3 lNpoBepka HacTpoek

8.3.3.1 BoinonHute komaHgy show Illdp neighbors Ha RouterA 4To6bLI nNpoBEpPUTH

HaCTPOWKM

LLDP neighbors:

Interface: ethl, via: LLDP, RID: 1, Time: 0 day, 00:00:09
Chassis:
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ChassisID: mac 94:3f:bb:00:2d:c5
SysName: RouterB.test.do
SysDescr:  SR-BE Linux 4.4.165-bfkx #0 SMP 2019-08-30 12:36:11.0784 mips
Capability: Bridge, off
Capability: Router, on
Capability: WIlan, off
Capability: Station, off

Port:
PortlD: mac 94:3f:bb:00:2d:c6
PortDescr: eth2
TTL: 3600

8.3.3.2 BoinonHute komaHgy show Ildp neighbors Ha RouterB 4T06bLI npoBepuTb

HaCTPOWKN

LLDP neighbors:

Interface: eth2, via: LLDP, RID: 1, Time: 0 day, 00:00:02
Chassis:
ChassisID: mac 94:3f:bb:00:30:35
SysName: RouterA.test.do
SysDescr:  SR-BE Linux 4.4.165-bfkx #0 SMP 2019-08-30 12:36:11.0784 mips
Capability: Bridge, off
Capability: Router, on
Capability: WIlan, off
Capability: Station, off
Port:
PortID:  mac 94:3f:bb:00:30:35
PortDescr: ethl
TTL: 3600

8.4 HacTtpouka npotokona STP
8.4.1 OnuncaHne HaCTpPOWiKK

Kak nokasaHo Ha pucyHke 8 B KayecTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEpBUCHbIE
MapupyTtmnsaTtopsl - RouterA n RouterB.

BbinonHeHO dwm3nMyeckoe NOAKMYEHME U HACTpomka cocTtaBa o0bopyaoBaHus
B COOTBETCTBMM CO CXEMOM NPOBESEHNSA NPOBEPKN.

Mexay ycTponctsamm HacTpoeH npoTtokon STP.
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RouterA Routerd

switchport3 switchport3

switchport4 switchport4

PucyHok 8 — Cxema HacTponkn npoTtokona STP
8.4.2 3OTanbl HACTPONKN ceTU
8.4.2.1 Bongute B pexum rnobdansHon kKoHuUrypaumm Ha ycTporcTBax nepen HaCTpOMKon

Mpn HacTpouke ceTeBoro ob6opyaoBaHUs, OOHUM U3 FMaBHbIX LLAroB, ABNSETCS BXOA4 B
KOHUrypauunoHHbIn pexxumMm. KoHUrypaumMoHHbIN pexnm - 9T0 OOMH U3 PEXUMOB KOMaHOHOMU
CTpokU. B KOH(UrypauuoOHHOM peXume MOXHO W3MEHATb HAaCTPOUKM UHTepdencos,

MapLUpyT13auuo, 6e3onacHoCTb U apyrne napameTpbl YCTPOWCTB.

»
MpumevaHue

Router#configure terminal

8.4.2.2 HactpounTte RouterA

8.4.2.2.1 B komaHgHown ctpoke Bkrtounte LAN nHtepdencel eth3 n eth4

RouterA(config)#interface switchport 3
RouterA(config-switchport3)#no shutdown
RouterA(config-switchport3)#exit
RouterA(config)#interface switchport 4
RouterA(config-switchport4)#no shutdown
RouterA(config-switchport4)#exit

8.4.2.2.2 YctaHoBuTe TMn npoTtokona STP komaHagon spanning-tree mode

RouterA(config)#tspanning-tree mode stp
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8.4.2.2.3 Bkntounte anroputma spanning-tree Ha yctpouctBe (npotokon STP 6e3

npuopuTteTa)
RouterA(config)#spanning-tree on
8.4.2.3 HactpounTte RouterB
8.4.2.3.1 B komaHgHowm ctpoke Bkrtounte LAN nHtepdencel eth3 n eth4

RouterB(config)#interface switchport 3
RouterB(config-switchport3)#no shutdown
RouterB(config-switchport3)#exit
RouterB(config)#interface switchport 4
RouterB(config-switchport4)#no shutdown
RouterB(config-switchport4)#exit

8.4.2.3.2 YctaHoBuTe TMN npoTtokona STP komaHgon spanning-tree mode
RouterB(config)#spanning-tree mode stp

8.4.2.3.3 Bkntounte anroputma spanning-tree Ha yCcTponcTee
RouterB(config)#spanning-tree on

8.4.2.3.4 YctaHoBuTte npuoputet STP - 4096, 4ToObl OH 661N BbIOpaH KOPHEBLIM
RouterA(config)#spanning-tree priority 4096

8.4.2.4 CoxpaHuTe HaCTPONKK

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNs HacTPOEK Ha YCTPOMUCTBax

»
NMpumeyaHue

Routerftwrite <name>

8.4.3 lNpoBepka HacTpoek

8.4.3.1.1 BoinonHute koMmaHgy show spanning-tree Ha RouterA gnst npoBepkn HacTpoek

stpbr CIST info
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enabled yes

bridgeid  32768.0.943FBB000036
designated root 32768.0.943FBB000030
regional root 32768.0.943FBB000036
root port  switchport3 (#3)

path cost 27 internal path cost 0
max age 6 bridge max age 6
forward delay 15 bridge forward delay 15
tx hold count 6 max hops 7
hellotime 2 ageing time 300
force protocol version stp

time since topology change 4295

topology change count 11

topology change no

topology change port switchport4

last topology change port switchport3
8.4.3.1.2 BoinonHute komaHay show spanning-tree Ha RouterB ons npoBepku HacTpoek

stpbr CIST info

enabled yes

bridge id 4096.0.943FBB000036

designated root 4096.0.943FBB000036
regional root 4096.0.943FBB000036

root port none

path cost 0 internal path cost 0
max age 6 bridge max age 6
forward delay 15 bridge forward delay 15
tx hold count 6 max hops 7
hello time 2 ageing time 300
force protocol version stp

time since topology change 5

topology change count 0

topology change no

topology change port None

last topology change port None
8.5 Hactpouka npotokona RSTP
8.5.1 OnuncaHne HacTpoWikK

Kak nokasaHo Ha pucyHke 9 B KayecTBe OCHOBHbIX YCTPOMCTB BblOpaHbl CEpPBUCHbIE
MapupyTtmnsatopsl - RouterA n RouterB.

BbinonHeHO dwm3nyeckoe MNOAKMYEHNE U HACTpoWKka cocTtaBa 000OpyaoBaHuUs
B COOTBETCTBMM CO CXEMOM NPOBESEHNSA NPOBEPKN.

Mexay ycTponctesamm HacTpoeH npoTtokon RSTP.
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RouterA —
switchport3 switchport3

switchport4 switchport4

PucyHok 9 — Cxema HacTponkn npotokona RSTP
8.5.2 OTanbl HacTpPonKn cetn
8.5.2.1 Bongute B pexum rnobanbHON KOHUrypaumm Ha yCTpoOMCTBaxX nepen HacTpomKom

Mpn HacTpouke ceTeBoro ob6opyaoBaHUs, OOHUM U3 FMaBHbIX LLAroB, ABNSETCS BXOA B
KOHUrypaunoHHbIn pexxumM. KoHUrypaumMoHHbIN pexnm - 9T0 OOUH U3 PEXUMOB KOMaHOHOMU
CTpokU. B KOH(UrypauuMoOHHOM peXume MOXHO W3MEHATb HAaCTPOUKM UHTepdencos,

MapLUpyT13auuo, 6e3onacHoOCTb U Apyrine napameTpbl YCTPOMCTB.

»
MpumevaHue

Router#configure terminal

8.5.2.2 HactpounTte RouterA
8.5.2.2.1 B komaHgHown ctpoke Bkrtounte LAN nHtepdencel eth3 n eth4

RouterA(config)#interface switchport 3
RouterA(config-switchport3)#no shutdown
RouterA(config-switchport3)#exit
RouterA(config)#interface switchport 4
RouterA(config-switchport4)#no shutdown
RouterA(config-switchport4)#exit

8.5.2.2.2 YcrtaHoBuTe T1n npotokona RSTP komaHngon spanning-tree mode

RouterA(config)#tspanning-tree mode rstp
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8.5.2.2.3 Bkntounte anroputma spanning-tree (npotokon RSTP 6e3 npuoputeta) Ha

yCTpOuCTBE
RouterA(config)#spanning-tree on
8.5.2.3 HactpounTte RouterB
8.5.2.3.1 B komaHgHowm ctpoke Bkntounte LAN nHtepdencel eth3 n eth4

RouterB(config)#interface switchport 3
RouterB(config-switchport3)#no shutdown
RouterB(config-switchport3)#exit
RouterB(config)#interface switchport 4
RouterB(config-switchport4)#no shutdown
RouterB(config-switchport4)#exit

8.5.2.3.2 YctaHoBuTe T1N npotokona RSTP komaHgon spanning-tree mode
RouterB(config)#tspanning-tree mode rstp

8.5.2.3.3 BkniounTte anroputma spanning-tree Ha yctpoucTtee
RouterB(config)#spanning-tree on

8.5.2.3.4 YctaHoBuTte npuoputeT RSTP - 4096, 4ToObl OH 6bif1 BbIOpaH KOPHEBLIM
RouterB(config)#spanning-tree priority 4096

8.5.2.4 CoxpaHuTe HaCTPONKu

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNs HacTPOEK Ha YCTPOMUCTBax

»
NMpumeyaHue

Routerftwrite <name>

8.5.3 lNpoBepka HacTpoek

8.5.3.1 BeinonHute koMmaHgy show spanning-tree Ha RouterA onsi npoBepku HacTpoek

stpbr CIST info
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enabled yes

bridge id 32768.0.943FBB000036
designated root 32768.0.943FBB000030
regional root 32768.0.943FBB000036

root port switchport3 (#3)

path cost 27 internal path cost 0
max age 6 bridge max age 6
forward delay 15 bridge forward delay 15
tx hold count 6 max hops 7
hello time 2 ageing time 300
force protocol version rstp

time since topology change 4295

topology change count 11

topology change no

topology change port switchport4

last topology change port switchport3
8.5.3.2 BeinonHute komaHgy show spanning-tree Ha RouterB gnsi nposepku HacTpoek

stpbr CIST info

enabled yes

bridge id 4096.0.943FBB000036
designated root 4096.0.943FBB000036
regional root  4096.0.943FBB000036

root port none

path cost 0 internal path cost 0
max age 6 bridge max age 6
forward delay 15 bridge forward delay 15
tx hold count 6 max hops 7
hello time 2 ageing time 300
force protocol version rstp

time since topology change 5

topology change count 0

topology change no

topology change port None

last topology change port None
8.6 Hactpouka npotokona MSTP
8.6.1 OnuncaHne HaCTpPOWiKK

Kak nokasaHo Ha pucyHke 10 B KayeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapLupyTtmnsartopsbl - RouterA, RouterB, RouterC.

BbinonHeHO du3nyeckoe MNOAKMYEHWE UM HACTpoMka cocTtaBa 000OpyaoOBaHMUS
B COOTBETCTBUWN CO CXEMOW NPOBEAEHUSA NPOBEPKM.

Mexay ycTponctsamm HacTpoeH npoTtokon MSTP.
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RouterA RouterB

VLAN10

VLAN10
VLAN20

VLAN20

switchport3
~ . B 0000 ~. B 0000
=0 poon switchport3 =0 poon

switchport4 switchport4

p 3

_ .0 ooog
='p poon
VLAN10

VLAN20
RouterC

PucyHok 10 — Cxema HacTponkun npoTtokosnia MSTP
8.6.2 3Tanbl HaCTPOWNKKN ceTn

8.6.2.1 Bongute B pexum rnobanbHON KOHMUrypaumm Ha yCTponcTeax nepes HaCTponKown

Mpn HacTpouke ceTeBoro obopyaoBaHUs, OOHUM U3 FMaBHbIX LLAroB, ABNSETCS BXOA4 B
KOHOUrypaunoHHbIn pexxumMm. KoHUrypaumMoOHHbIN pexnm - 9T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpOKU. B KOH(UrypauMOHHOM peXume MOXHO W3MEHATb HaCTPOMKU WHTepdencos,

MapLUpyT13auuo, 6e3onacHoCTb U Apyrine napameTpbl YCTPOMCTB.

»
MpumevyaHue

Router#configure terminal

8.6.2.2 Hactpownte RouterA (c npnoputetom 4096 ana VLAN10)
8.6.2.2.1 B komangHown ctpoke Bkrtounte LAN nHtepdencel ethd Ha RouterA

RouterA(config)#interface switchport 3
RouterA(config-switchport3)#no shutdown

8.6.2.2.2 HasHaubTe gaHHoMy nopTy pexum trunk ans padotel ¢ VLAN

RouterA(config-switchport3)#switchport mode trunk
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8.6.2.2.3 HasHaubTe VLAN10 n VLAN20 gaHHoMmy trunk-nopTy

RouterA(config-switchport3)#tswitchport trunk allowed vlan add 10,20
RouterA(config-switchport3)#exit

8.6.2.2.4 AHarnornyHble gencTensa nponsseguTe npu Hactponke sw4 Ha RouterA

RouterA(config)#tinterface switchport4
RouterA(config-switchport4)#no shutdown
RouterA(config-switchport4)#switchport mode trunk
RouterA(config-switchport4)#switchport trunk allowed vlan add 10,20
RouterA(config-switchport4)#exit

8.6.2.2.5 BHecute VLAN10 n VLAN20 B 6a3y gaHHbIX

RouterA(config)#vlan 10,20

8.6.2.2.6 YctaHoBuTe TMN npoTtokona MSTP komaHgon spanning-tree mode n Bknio4vnte

€ro Ha ycTpouncTtee

RouterA(config)#spanning-tree on
RouterA(config)#spanning-tree mode mstp

8.6.2.2.7 3apgante umsi permoHa n Homep peBU3NN Ha JAaHHOM YCTPOWCTBE
RouterA(config)#spanning-tree mst region 1 revision 1
8.6.2.2.8 YctaHoBute napameTtpbl MSTI n npnoputet 4096

RouterA(config)#spanning-tree mst instance 10 vlan 10
RouterA(config)#spanning-tree mst instance 10 priority 4096
RouterA(config)#spanning-tree mst instance 20 vlan 20

8.6.2.3 Hactponte RouterB (c npnoputetom 16834 ans VLAN 20)
8.6.2.3.1 B komaHgHown ctpoke Bkrtounte LAN nHtepdeincel eth3

RouterB(config)#interface switchport 3
RouterB(config-switchport3)#no shutdown
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8.6.2.3.2 HasHaubTe gaHHOMy nopTy pexum trunk gns pabotsl ¢ VLAN
RouterB(config-switchport3)#switchport mode trunk

8.6.2.3.3 HasHaubTe VLAN10 n VLAN20 gaHHoMmy trunk-nopTy

RouterB(config-switchport3)#switchport trunk allowed vian add 10,20
RouterB(config-switchport3)#exit

8.6.2.3.4 AHanornyHble gencTeunsa nponssegute npu Hactpounke eth4 Ha RouterB

RouterB(config)#interface switchport4
RouterB(config-switchport4)#no shutdown
RouterB(config-switchport4)#switchport mode trunk
RouterB(config-switchport4)#switchport trunk allowed vlan add 10,20
RouterB(config-switchport4)#exit

8.6.2.3.5 BHecute VLAN10 n VLAN20 B 6a3y AaHHbIX
RouterB(config)#vlan 10,20

8.6.2.3.6 YcrtaHoBuTe TMN npoTtokona MSTP komaHaon spanning-tree mode n Bkno4vnte

€ro Ha ycTpoucTtee

RouterB(config)#spanning-tree on
RouterB(config)#spanning-tree mode mstp

8.6.2.3.7 3agante umsi permoHa n Homep peBU3NN Ha JAaHHOM YCTPOWCTBE
RouterB(config)#spanning-tree mst region 1 revision 1
8.6.2.3.8 YcrtaHoBuTe napameTtpbl MSTI n npuoputet 16384

RouterB(config)#spanning-tree mst instance 10 vlan 10
RouterB(config)#spanning-tree mst instance 20 vlan 20
RouterB(config)#spanning-tree mst instance 20 priority 16384

8.6.2.4 Hactponte RouterC (npotokon MSTP)

8.6.2.4.1 B komaHgHowm ctpoke Bkrtounte LAN nHtepdencol sw3

RouterC(config)#interface switchport 3
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RouterC(config-switchport3)#no shutdown
8.6.2.4.2 HasHaubTe gaHHOMy nopTy pexum trunk gns pabotsl ¢ VLAN
RouterC(config-switchport3)#switchport mode trunk

8.6.2.4.3 HasHaubTe VLAN10 n VLAN20 gaHHoMmy trunk-nopTy

RouterC(config-switchport3)#switchport trunk allowed vlan add 10,20
RouterC(config-switchport3)#exit

8.6.2.4.4 AHanorn4Hble gencTensa npomsseaguTe npu HacTporike sw4 Ha RouterC

RouterC(config)#interface switchport4
RouterC(config-switchport4)#no shutdown
RouterC(config-switchport4)#switchport mode trunk
RouterC(config-switchport4)#switchport trunk allowed vlan add 10,20
RouterC(config-switchport4)#exit

8.6.2.4.5 BHecuTe VLAN10 1 VLAN20 B 6a3y AaHHbIX
RouterC(config)#vlan 10,20

8.6.2.4.6 YctaHoBuTe TMN npoTtokona MSTP komaHaon spanning-tree mode n Bknio4vnte

€ro Ha ycTpoucTtee

RouterC(config)#spanning-tree on
RouterC(config)#spanning-tree mode mstp

8.6.2.4.7 3apgante uMsi permoHa n HomMep peBU3NN Ha JaHHOM YCTPOWCTBE
RouterC(config)#spanning-tree mst region 1 revision 1
8.6.2.4.8 YcTtaHoBuTe napameTpbl MSTI

RouterC(config)#spanning-tree mst instance 10 vlan 10
RouterC(config)#spanning-tree mst instance 20 vlan 20

8.6.2.5 CoxpaHuTe HacTpPOnKu

Mcnonb3ynte KomaHgy write <name> ans COXpaHeHUa HacTpPoeK Ha YyCTPOMUCTBaxX
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»
MpumeyvaHue

Router#write <name>

8.6.3 NpoBepka HacTpoek

8.6.3.1 BuinonHute komaHagy show spanning-tree mst instance 10 Ha RouterA gns

npocmoTtpa napametpa MSTI co ceszaHHbIM VLAN10

stpbr MSTI 10 info

bridge id 32768.10.7A726C4B7CA3
regional root 4096.10.943FBB000033
root port switchport4 (#4)

internal path cost 20000

time since topology change 53209
topology change count 15
topology change no

topology change port switchport3
last topology change port switchport3

8.6.3.2 BoinonHute komaHay show spanning-tree mst instance 20 Ha RouterA ans

npocmoTtpa napametpa MSTI co ceszaHHbIM VLAN20

stpbr MSTI 20 info

bridge id 32768.20.943FBB000033
regional root 16384.20.7A726C4B7CA3
root port switchport3 (#3)

internal path cost 20000

time since topology change 53035

topology change count 1
topology change no
topology change port None

last topology change port  switchport3

8.6.3.3 BoinonHute komaHay show spanning-tree mst instance 10 Ha RouterB ans

npocmoTpa napameTpa MSTI co ceazaHHbIM VLAN10

stpbr MSTI 10 info

bridge id 32768.10.7A726C4B7CA3
regional root 4096.10.943FBB000033
root port switchport4 (#4)

internal path cost 20000

time since topology change 53209
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topology change count 15
topology change no
topology change port switchport3

last topology change port  switchport3

8.6.3.4 BoinonHute komaHay show spanning-tree mst instance 20 Ha RouterB ans

npocmoTtpa napametpa MSTI co ceazaHHbIM VLAN20

stpbr MSTI 20 info

bridge id 16384.20.7A726C4B7CA3
regional root 16384.20.7A726C4B7CA3
root port none

internal path cost 0

time since topology change 53224

topology change count 13
topology change no
topology change port switchport3

last topology change port switchport3

8.6.3.5 BoinonHute komaHay show spanning-tree mst instance 10 Ha RouterC ans

npocmoTtpa napametpa MSTI co cszaHHbIM VLAN10

stpbr MSTI 10 info

bridge id 32768.10.943FBB000045
regional root 4096.10.943FBB000033
root port switchport4 (#4)

internal path cost 40000

time since topology change 54061

topology change count 3
topology change no
topology change port switchport4

last topology change port switchport4

8.6.3.6 BoinonHuTe komaHay show spanning-tree mst instance 20 Ha RouterC ans

npocmoTpa napameTpa MSTI co ceazaHHbIM VLAN20

stpbr MSTI 20

info bridge id  32768.20.943FBB000045
regional root 16384.20.7A726C4B7CA3
root port switchport4 (#4)

internal path cost 20000

time since topology change 54064

topology change count 2
topology change no
topology change port switchport4

last topology change port switchport4
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8.7 Hactpowuka L2 acl, L2 filter u L2 mangle list(?)
8.7.1 Hactpownka L2 ACL
8.7.1.1 OnucaHwne HacTpOWKn

Kak nokaszaHo Ha pucyHke 11 B KayeCTBE€ OCHOBHbLIX YCTPOMWCTB WCMNONb3ylTCA ABa
cepBUCHbIX MaplipyTusaTopa - RouterA n RouterB.
K wmapwpyTtusatopy RouterA nogknioyeH PC, Ha KoTopoMm HacTpoeH |P-agpec

192.168.0.1/24.
Ha RouterA HacTpoeHbl nHtepdencel eth1 n eth2, moctoson nutepdenc brO n L2 ACL

ans punbTpayum Tpadmka, ocHoBaHHas Ha VLAN.
Ha RouterB HacTtpoeH nntepdenc eth1, cab nHrepdeinic eth1.10 ¢ meTkon vian 10.

PC
vlan10:192.168.0.3/24

e ————
RouterA RouterB
192.168.0.1/24 eth1 — eth2 eth1.10 0ooo
2aae aaas

PucyHok 11 — Cxema HacTpownkn L2 ACL

8.7.1.2 3Tanbl HACTPONKN CETU

8.7.1.2.1 Hactpounte uHTepcenc Ha PC un HasHaubTe emy IP-agpec -192.168.0.1/24,

HasHa4dbTe MeTKy vlan id 10

8.7.1.2.2 Bongnte B pexum rnobanbHom KOHdurypaumm Ha YCTPOMCTBax nepen

HaCTpPOMKOM

Mpu HacTpounke ceTeBoro obopyaoBaHus, OOHUM U3 FNaBHbIX LIAroB, ABMASETCHS BXO4 B
KOHOUIypauUnoHHbIN pexxuM. KoHMUrypaumMOHHbIN pexnm - 3T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpokU. B KOH(UrypaumoOHHOM peXume MOXHO W3MEHATb HaCTPOWMKM UHTepdencos,

MapLupyTM3aumo, 6e3onacHoOCTb U Apyrue napameTpbl yCTPOWCTB.
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»
MpumeyvaHue

Router#configure terminal

8.7.1.2.3 Hactpounte RouterA

8.7.1.2.3.1 HactpouTe nHtepemncel eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit
RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth1])#exit

8.7.1.2.3.2 HactpowuTe nHtepgemnc br 0

RouterA(config)#interface br 0
RouterA(config-if-[br0])#no shutdown
RouterA(config-if-[br0])#include ethl
RouterA(config-if-[br0])#include eth2
RouterA(config-if-[br0])#exit

8.7.1.2.3.3 HactponTe KOHTpOrb JocTyna

RouterA(config)#l2 access-list vid protocol 0x8100 vilan-id 10
RouterA(config)#l2 filter forward deny access-list vid

8.7.1.2.4 HactpowuTe RouterB

8.7.1.2.4.1 OTKnouMTE TEKYLLMIA vlan ncnonb3yeMbli N0 YMOMYaHUIo
RouterB(config)#no interface vlanl

8.7.1.2.4.2 Hactpoute nHtepenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit
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8.7.1.2.4.3 Hactponte cab-untepdenic eth1.10

RouterB(config)#tinterface eth1.10
RouterB(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterB(config-if-[eth1.10])#no shutdown
RouterB(config-if-[eth1.10])#ip address 192.168.0.3/24
RouterB(config-if-[eth1.10])#end

8.7.1.2.5 CoxpaHuTe HaCTpPONKu

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha yCTponcTBax

»
MpumeyaHue

Router#fwrite <name>

8.7.1.3 lNpoBepka HacCTpoOekK

8.7.1.3.1 BoinonHute komaHgy ping 192.168.0.3 Ha PC gns npoBepKM HACTPOEHHbIX
nHTepdencos

PING 192.168.0.3 (192.168.0.3) 56(84) bytes of data.
--- 192.168.0.3 ping statistics ---
2 packets transmitted, O received, 100% packet loss, time 1002ms

8.7.1.3.2 BoinonHute komaHay show |2 filter Ha RouterA ans npocmoTpa HacTponkn L2
filter

Bridge table: filter

Bridge chain: INPUT, entries: 0, policy: ACCEPT

Bridge chain: FORWARD, entries: 1, policy: ACCEPT

1.-p 802_1Q --vlan-id 10 -j DROP , pcnt = 13 -- bent = 1902
Bridge chain: OUTPUT, entries: 0, policy: ACCEPT

8.7.2 Hactpownka L2 mangle list nytem nameHenuns metku vlan-id
8.7.2.1 OnucaHne HacTpOWKn

Kak nokasaHo Ha pucyHke 12 B KayecTBe OCHOBHbLIX YCTPOWCTB MCMONb3ylTCA [OBa

CepBUCHbIX MapLupyTusaTopa - RouterA n RouterB.
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K mapwpyTtusatopy RouterA nogknioyeH PC, Ha kotopoMm HacTtpoeH IP-agpec
192.168.0.1/24.

Ha RouterA HacTpoeHbl nHtepdencel eth1 n eth2, moctoBon nHtepdenc br0 n nameHeHa
meTka vlan-id B L2 ACL.

Ha RouterB HacTpoeH nntepdemnc eth1, cad nHrepdeic eth1.10 ¢ metkon vlan 10.

PC RouterA RouterB

eth1.10 192.168.0.3/124

192.68.0.1124 E- sl -l _ .0 ooog
etht eth2 =L 1)

PucyHok 12 — Cxema HacTponkn L2 mangle list
8.7.2.2 JTanbl HACTPONKN CETU
8.7.2.2.1 HasHaubTe IP-agpec - 192.68.0.1/24 n Ha3Ha4ybTe MeTKy vian id 10 Ha PC

8.7.2.2.2 Bongute B pexum rnobanbHOM KOHUrypaumm Ha YyCTpouCcTBax nepenq

HaCcTpPouKomn

Mpu HacTponke ceTeBoro obopyaoBaHus, OOHUM U3 FMNaBHbIX LWAros, ABMASETCS BXO4 B
KOHOUIypaunoHHbIN pexxuM. KoHUrypaumMoOHHbIN pexnm - 3T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpOKU. B KOH(UrypauMOHHOM peXume MOXHO W3MEHATb HaCTPOMKU UHTepdencos,

MapLipyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl yCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal

8.7.2.2.3 Hactponte RouterA
8.7.2.2.3.1 Hactpoute nutepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit
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8.7.2.2.3.2 HactpouTe nHtepgenc eth2

RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

8.7.2.2.3.3 Hactponte nutepdemnc bro

RouterA(config)#interface br 0
RouterA(config-if-[brO])#no shutdown
RouterA(config-if-[brO])#include eth1
RouterA(config-if-[br0])#include eth2
RouterA(config-if-[br0])#exit

8.7.2.2.3.4 Hactponte nameHenme ngeHtudgukatopa vlan id ¢ 10 Ha 20

RouterA(config)#12 access-list vid protocol 0x8100 vian-id 10

RouterA(config)#12 mangle-list PREROUTING access-list vid set-vlan-id 20

8.7.2.2.4 HactpowuTe RouterB

8.7.2.2.4.1 OTKnouMTE TEKYLLMIA vian ncnonb3yemMbli N0 YMOMYaHUIo

RouterB(config)#no interface vianl
8.7.2.2.4.2 Hactpoute nHtepdemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

8.7.2.2.4.3 HactpowuTe cab-uHtepdenc eth1l.10

RouterB(config)#interface eth1.10
RouterB(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterB(config-if-[eth1.10])#no shutdown
RouterB(config-if-[eth1.10])#ip address 192.168.0.3/24
RouterB(config-if-[eth1.10])#exit

8.7.2.2.5 CoxpaHuTe HaCTpPOMKK

Mcnonbayinte komaHay write <name> gnsi CoOxpaHeHNs HacTPOEK Ha YCTPOMUCTBax
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»
MpumeyvaHue

Router#write <name>

8.7.2.3 lNpoBepka HacTpoek

8.7.2.3.1 BoinonHute komaHgy ping 192.168.0.3 Ha PC ana npoBepku HaCTPOEHHbIX
UHTepdencos

PING 192.168.0.3 (192.168.0.3) 56(84) bytes of data.

--- 192.168.0.3 ping statistics --- 2
packets transmitted, O received, 100% packet loss, time 1016ms

8.7.2.3.2 BoinonHute komaHay show 12 mangle-list Ha RouterA gnst npocmoTpa Tabnuubl
mangle list

Bridge table: nat
Bridge chain: PREROUTING, entries: 1, policy: ACCEPT

1. -p 802_1Q --vlan-id 10 -j VLAN --set-vlan-id 0x14 --vlan-target CONTINUE, pcnt = 14 -- bcnt = 188
Bridge chain: OUTPUT, entries: 0, policy: ACCEPT
Bridge chain: POSTROUTING, entries: 0, policy: ACCEPT

8.7.3 Hactpownka paboTtbl L2 filter

8.7.3.1 OnucaHne HacTpPOWKM

Kak nokaszaHo Ha pucyHKke 13 B Ka4yeCTBE OCHOBHOIO YCTPOMWCTBA BblIOpaH CEPBUCHLIN
MapLupyTusaTop (ganee RouterA).

Ha PC, nogkntoyeHHoMmy k RouterA, HacTpoeH IP-agpec 192.168.0.1/24.

Ha RouterA HacTpoeH nHTepdenc switchport1, moctoBon nHtepgenc brO, vian10 n L2
ACL gns dovnbTpauum Tpaduka, ocHoBaHHas Ha MAC.

PC RouterA
vian 10
192.168.0.2/24
192.168.0.1/24 2 oo
_ =:n pooo
c . switchport
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PucyHok 13 — Cxema HacTpovikm paboTbl L2 filter
8.7.3.2 3T1anbl HACTPONKN ceTn
8.7.3.2.1 HasHaubTe IP-agpec - 192.168.0.1/24 n Ha3Ha4bTe MeTKy vlan id 10 Ha PC
8.7.3.2.2 Bongute B pexum rnobanbHOM KoHUrypaumm

Mpn HacTpouke ceTeBoro obopyaoBaHus, OQHUM U3 FMNaBHbIX LLAroB, ABNSETCS BXOA B
KOHPUIYPaLMOHHBIN pexunM. KoHMUrypaumMoOHHbIA peXnMm - 3TO OOUH U3 PEXUMOB KOMaHAHOW
CTPOKN. B  KOHUrypauUMOHHOM peXMMe MOXHO W3MEHHATb HaCTPOMKM UHTepdencos,

MapLupyTM3auuo, 6e3onacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
NMpumeyaHue

RouterA#configure terminal

8.7.3.2.1 HactpounTte RouterA

8.7.3.2.1.1 OTKnouMTE TEKYLLMIA vian ncnonb3yeMbli N0 YMOMYaHUIo
RouterA(config)#no interface vlanl

8.7.3.2.1.2 Hactponte nHtepdemnc switchport 1

RouterA(config)#interface switchportl
RouterA(config-switchportl)#no shutdown
RouterA(config-switchportl)#switchport access vian 10
RouterA(config-switchportl)#exit

8.7.3.2.1.3 Hactpoute nutepcemnc vian10

RouterA(config)#interface vlan10
RouterA(config-if-[vlan10])#vid 10 ethertype 0x8100
RouterA(config-if-[vlan10])#no shutdown
RouterA(config-if-[vlan10])#exit

8.7.3.2.1.4 Hactpoute nHtepdemnc br 0

RouterA(config)#interface br 0
RouterA(config-if-[br0])#no shutdown
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RouterA(config-if-[brO])#ip address 192.168.0.2/24
RouterA(config-if-[brO])#include vlan10
RouterA(config-if-[br0])#exit

8.7.3.2.1.5 3anpetute Tpadmk ¢ PC ncnonbays not n cnyvyamHeln agpec mac

RouterA(config)#12 access-list macs mac-source not b4:96:91:01:7e:c0
RouterA(config)#I2 filter INPUT deny access-list macs

8.7.3.2.1.6 PaspewuTe Tpadumk ¢ mac agpeca nHtepcenca PC ncnonb3ys HOBbIN CMCOK

AOoCTyna n NoJINTUKY permit nomMmecTuB NpaBuMIio Ha 1 no3nymo

RouterA(config)#12 access-list macs2 mac-source b4:96:91:99:7e:c0
RouterA(config)#I2 filter input position 1 permit access-list macs2

8.7.3.2.2 CoxpaHuTe HaCTPONKu

|/|CI'IOJ'Ib3yI‘/'ITe KOMaHAay write <name> gns COXpaHeHnda HaCTpoeK Ha yCTpOIZCTBaX

»
MpumevyaHune

RouterA#fwrite <name>

8.7.3.3 lNpoBepka HacTpoekK

8.7.3.3.1 BoinonHute komaHgy ping 192.168.0.2 -c¢ 2 Ha PC anga 3anycka ICMP Ttpaduka

PING 192.168.0.2 (192.168.0.2) 56(84) bytes of data.
--- 192.168.0.2 ping statistics ---
2 packets transmitted, O received, 100% packet loss, time 1001ms

8.7.3.3.2 BoinonHute komaHgy show 12 filter Ha RouterA ans npocmoTpa HacTponkn L2

filter Ha ycTponcTBe

Bridge chain: INPUT, entries: 2, policy: ACCEPT

1. -s b4:96:91:99:7e:c0 -j ACCEPT, pcnt =3 -- bcnt = 214
2. -5 1b4:96:91:1:7e:c0 -j DROP, pcnt =13 -- bcnt = 1218
Bridge chain: FORWARD, entries: 0, policy: ACCEPT
Bridge chain: OUTPUT, entries: 0, policy: ACCEPT
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8.8 Hactpowuka ¢pyHkumum Storm-control

Kak nokasaHo Ha pucyHke 14 B Ka4yecTBe OCHOBHbIX YCTPOWCTB UCMONb3YHTCA CEPBUCHBbIE
MapLpyTusaTtopsbl - RouterA n RouterB.

Ha RouterA n RouterB HacTpoeHbl nHTepdencsl n storm-control.

RouterA RouterB

swi:trunk swi:trunk

o oooo 'O oooo
5‘'p noooo 5'n oooo

sw2:trunk sw2:trunk

vlan10: 100.10.10.10/24 vlan10: 100.10.10.20/24

PucyHok 14 — Cxema HacTponkmn Storm-control
8.8.1 OTanbl HacCTpPoONnKn ceTu
8.8.1.1 Bongute B pexum rnobanbHon KOHpUrypawumm Ha yCTponcTBax nepes HaCTpOMKOn

Mpn HacTpouke ceTeBoro ob6opyaoBaHnsA, OAHUM U3 FMaBHbIX LLAroB, ABNSAETCS BXOA B
KOHOMrypaunoHHbIN pexxumM. KoHUrypaumMOHHbIN pexnm - 3T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpOKM. B KOH(UrypauMOHHOM peXume MOXHO W3MEHATb HaCTPOWKM WHTepdencos,

MapLipyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl YCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal

8.8.1.2 HactpounTte RouterA

CospanTte neTnio 1 oTknoumTe npotokon STP

RouterA(config)#interface vlan10
RouterA(config-if-[vlan10])#vid 10 ethertype 0x8100
RouterA(config-if-[vlan10])#no shutdown
RouterA(config-if-[vlan10])#ip address 100.10.10.10/24
RouterA(config-if-[vlan10])#exit
RouterA(config)#interface switchportl
RouterA(config-switchportl)#no shutdown
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RouterA(config-switchportl)#tswitchport mode trunk
RouterA(config-switchportl)#tswitchport trunk allowed vian 10
RouterA(config-switchportl)#exit

RouterA(config)#tinterface switchport2
RouterA(config-switchport2)#no shutdown
RouterA(config-switchport2)#tswitchport mode trunk
RouterA(config-switchport2)#tswitchport trunk allowed vian 10
RouterA(config-switchport2)#exit

8.8.1.3 HactpounTte RouterB

Cosgante neTno n oTkNounTe npotokon STP

RouterB(config)#interface vlan10
RouterB(config-if-[vlan10])#vid 10 ethertype 0x8100
RouterB(config-if-[vlan10])#no shutdown
RouterB(config-if-[vlan10])#ip address 100.10.10.20/24
RouterB(config-if-[vlan10])#exit

RouterB(config)#interface switchportl
RouterB(config-switchportl)#no shutdown
RouterB(config-switchportl)#switchport mode trunk
RouterB(config-switchportl)#switchport trunk allowed vlan 10
RouterB(config-switchportl)#exit

RouterB(config)#interface switchport2
RouterB(config-switchport2)#no shutdown
RouterB(config-switchport2)#switchport mode trunk
RouterB(config-switchport2)#switchport trunk allowed vian 10
RouterB(config-switchport2)#exit

8.8.1.4 CoxpaHuTe HaCTPONKu

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HacTPOEK Ha YCTPoMCTBax

»
NMpumeyaHue

Router#twrite <name>

8.8.2 lNpoBepka HacTpoek

8.8.2.1 BboinonHute komaHay do ping 100.10.10.15 Ha RouterA ona nycka ARP 3anpoca
Ha agpec 100.10.10.15

PING 100.10.10.15 (100.10.10.15) 56(84) bytes of data.
From 100.10.10.10 icmp_seq=1 Destination Host Unreachable
From 100.10.10.10 icmp_seq=2 Destination Host Unreachable
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8.8.2.2 BuinonHute komaHgy show bandwidth-monitor Ha RouterB ana sbiBoga Ha

3KpaH 3arpy>xXeHHOCTU NHTepdENCOB

bwm-ng v0.6.2 (delay 1.000s);
input: /proc/net/dev; press 'ctrl-c' to end this

\ iface Rx Tx Total
lo: 0.00 B/s 0.00 B/s 0.00 B/s
mpls-master: 0.00 B/s 0.00 B/s 0.00 B/s
switchport1: 90.86 MB/s 90.86 MB/s 181.71 MB/s
switchport2: 90.86 MB/s 90.85 MB/s 181.71 MB/s
vlan10: 7.34 MB/s 0.00 B/s 7.34 MB/s
total: 189.06 MB/s 181.71 MB/s 370.77 MB/s

8.8.2.3 BuinonHute komaHgy do tcpdump vianl0 Ha RouterB ans BbiBoga Ha akpaH

Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on vlan10, link-type EN10MB (Ethernet), capture size 262144 bytes
12:36:44.850449 ARP, Request who-has 100.10.10.15 tell 100.10.10.20, length 42
12:36:44.850455 ARP, Request who-has 100.10.10.15 tell 100.10.10.20, length 42
12:36:44.850468 ARP, Request who-has 100.10.10.15 tell 100.10.10.20, length 42
12:36:44.850475 ARP, Request who-has 100.10.10.15 tell 100.10.10.20, length 42
12:36:44.850480 ARP, Request who-has 100.10.10.15 tell 100.10.10.20, length 42

8.8.2.4 Hactpowute storm-control Ha nHtepdencax switcportl n switchport2 Ha RouterB

RouterB(config)#interface switchport 1

RouterB(config-switchportl)#storm-control arp min-rate 306Kbit max-rate 310Kbit
RouterB(config-switchport1)#exit

RouterB(configtinterface switchport 2

RouterB(config-switchport2)#storm-control arp min-rate 306Kbit max-rate 310Kbit

8.8.2.5 BoinonHute komaHgy show bandwidth-monitor gns BbiBoOga Ha 3KpaH

3arpy>XeHHOCTU MHTepdEeNCOoB Nnocre KoHdurypaunm KoHTposns paccbinkn ARP naketos

bwm-ng v0.6.2 (delay 1.000s);
input: /proc/net/dev; press 'ctrl-c' to end this

\ iface Rx Tx Total

lo: 0.00 B/s 0.00 B/s 0.00 B/s
mpls-master: 0.00 B/s 0.00 B/s 0.00 B/s
switchport1: 13.92 KB/s 13.86 KB/s 27.78 KB/s
switchport2: 13.92 KB/s 13.86 KB/s 27.78 KB/s
vlani0: 18.20 KB/s 0.00 B/s 18.20 KB/s
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total: 46.04 KB/s 27.73 KB/s 73.76 KB/s

8.8.2.6 BuinonHute komaHngy show storm-control cyclic-counters Ha RouterB ans

BbIBOJA Ha 3KpaH HacTpoek storm-control

Interface Frame type Bytes received Bytes dropped
switchportl arp 12189445 13874101
switchport2 arp 6921420 68880

8.8.2.7 BbeInonHuTe noBTOpHO KOMaHAy show storm-control cyclic-counters Ha RouterB

Ans BbIBOAA Ha 3KpaH HacTpoek storm-control

Interface Frame type Bytes received Bytes dropped
switchportl arp 12272437 13874437
switchport2 arp 7004412 69216

8.9 HacTtpouka paboTtbl TyHHensa L2GRE/GRETAP

Kak nokasaHo Ha pucyHke 15 B Ka4ecTBe OCHOBHbIX YCTPOWCTB MCMOSb3YOTCA CEPBUCHbIE
MapLupyTtmnsartopsbl - RouterA, RouterB, RouterC, RouterD.

Ha cepBUCHbIX MapLupyTU3aTopax HacTpoeHbl MHTepdencol N HasHayeHbl IP-agpeca.

Ha RouterA HacTtpoeH nHtepdenc eth1 - IP address 192.168.0.1/24.

Ha RouterB HacTpoeH nHtepgeic eth1 - IP address 100.10.10.10/24.

Ha RouterC HacTpoeH nHtepderic ethl- IP address 100.10.10.20/24.

Ha RouterD HacTpoeH nHTepderic eth1- IP address 192.168.0.2/24.

Mexay cepBuCHbIMM MapLipyTmM3aTtopammn HacTpoeH L2ZGRE/GRETAP TyHHenb.

oooo .. 0 oooo [ [ .. 0 Ooooo —.. 0 0ooo
opoo =0 oooo \ v/ ='0 oooo =0 oooo

el =

PucyHok 15 — Cxema HacTtponkn L2ZGRE/GRETAP TyHHens

Bepcus 7.0 62



OyHKUMKN L2 NHCTpyKUMA No HacTporke
KPIIM.465614.0011C3

8.9.1 OTanbl HacTponKn
8.9.1.1 Bongute B pexxum rnobanbHON KOHUIypauumn Ha ycTponcTBax nepes HaCTpoOMKon

Mpn HacTpouke ceTeBoro obopyaoBaHusA, OOHUM U3 FMaBHbLIX LWAros, ABNSETCS BXOA B
KOHPUIYPaLMOHHBIN pexnM. KoHMUrypaumMOHHbIA peXnM - 3TO OOUH U3 PEXUMOB KOMaHAHOW
CTPOKN. B KOHUrypauUMOHHOM peXMMe MOXHO W3MEHATb HACTPOWMKU  UMHTepdencos,

MapLupyTM3auuo, 6e30nacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

8.9.1.2 Hactpoute RouterA

8.9.1.2.1 OTkntoumnTe TekyLwmin vian ncnonb3yemsbii No YMOIYaHuIo
RouterA(config)#no interface vlanl

8.9.1.2.2 HactpownTte nHtepdgenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.1/24
RouterA(config-if-[eth1])#exit

8.9.1.3 Hactpounte RouterB

8.9.1.3.1 Hactponte nHtepdemc ethl

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 100.10.10.10/24
RouterB(config-if-[eth1])#exit

8.9.1.3.2 Cospgante TyHHenbL GRETAP

RouterB(config)#tinterface tunnel 1
RouterB(config-[tunnell])#tunnel mode gretap source 100.10.10.10 destination 100.10.10.20
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RouterB(config-[tunnell])#no shutdown
RouterB(config-[tunnell])#ip multicast
RouterB(config-[tunnell])#exit

8.9.1.3.3 Cospgante nHtepdenc vian10 n HactponTe nHTepdeic bridge 0

RouterB(config)#interface vlan10
RouterB(config-if-[vlan10])#vid 10 ethertype 0x8100
RouterB(config-if-[vlan10])#no shutdown
RouterB(config-if-[vlan10])#exit
RouterB(config)#interface br 0
RouterB(config-if-[br0])#no shutdown
RouterB(config-if-[br0])#include vlan10
RouterB(config-if-[br0])#include tunnell
RouterB(config-if-[br0])#exit

8.9.1.3.4 Hactpoute nHtepemnc switchport1

RouterB(config)#interface switchportl
RouterB(config-switchportl)#no shutdown
RouterB(config-switchportl)#switchport access vlan 10
RouterB(config-switchportl)#exit

8.9.1.3.5 [lo6baBbTe MapLUpyT 4O ceTH
RouterB(config)#ip route 192.168.0.0/24 tunnell
8.9.1.4 Hactpownte RouterC

8.9.1.4.1 HactpownTte nHtepdgenc eth1

RouterC(config)#interface ethl
RouterC(config-if-[eth1])#no ip address dhcp
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ip address 100.10.10.20/24
RouterC(config-if-[eth1])#exit

8.9.1.4.2 Cospgante TyHHenbL GRETAP

RouterC(config)#tinterface tunnel 1

RouterC(config-[tunnell])#tunnel mode gretap source 100.10.10.20 destination 100.10.10.10
RouterC(config-[tunnell])#no shutdown

RouterC(config-[tunnell])#ip multicast

RouterC(config-[tunnell])#exit
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8.9.1.4.3 Cospante nHtepdenc vian10 n HactponTe uHtepdenc bridge 0

RouterC(config)#tinterface vilan10
RouterC(config-if-[vlan10])#vid 10 ethertype 0x8100
RouterC(config-if-[vlan10])#no shutdown
RouterC(config-if-[vlan10])#exit
RouterC(config)#tinterface br0
RouterC(config-if-[br0])#no shutdown
RouterC(config-if-[br0])#include vian10
RouterC(config-if-[brO])#include tunnell
RouterC(config-if-[br0])#exit

8.9.1.4.4 Hactpowute nopt switchport1

RouterC(config)#interface switchportl
RouterC(config-switchportl)#no shutdown
RouterC(config-switchportl)#switchport access vlan 10
RouterC(config-switchportl)#exit

8.9.1.4.5 HacTtponTe mapLupyT 40 ceTu
RouterC(config)#ip route 192.168.0.0/24 tunnell

8.9.1.5 Hactpoute RouterD

8.9.1.5.1 OTkntoumnTe TekyLwmin vian ncnonb3yemsbiii No YMOnYaHuo
RouterD(config)#no interface vianl

8.9.1.5.2 HactpownTte nHtepdgenc eth1

RouterD(config)#interface ethl
RouterD(config-if-[eth1])#no ip address dhcp
RouterD(config-if-[eth1])#no shutdown
RouterD(config-if-[eth1])#ip address 192.168.0.2/24
RouterD(config-if-[eth1])#exit

8.9.1.6 CoxpaHuTe HacCTpPONKu

Mcnonbayte komaHay wWrite <name> gnsi CoOxpaHeHNs HacTPOEK Ha YCTPOMUCTBaxX
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»
MpumeyvaHue

Router#write <name>

8.9.2 NpoBepka HacTpoek

8.9.2.1 BuinonHute komaHgy ping 100.10.10.20 repeat 2 Ha RouterB anga BbiBoga Ha

9KpaH CBA3HOCTU LUJTHO30B

PING 100.10.10.20 (100.10.10.20) 56(84) bytes of data.

64 bytes from 100.10.10.20: icmp_seq=1 ttI=64 time=1.02 ms
64 bytes from 100.10.10.20: icmp_seq=2 ttI=64 time=0.971 ms
--- 100.10.10.20 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 2ms
rtt min/avg/max/mdev = 0.971/0.994/1.018/0.039 ms

8.9.2.2 BuinonHute komaHgy ping 192.168.0.2 Ha RouterA gns BbiBOga Ha 3KpaH

CBA3HOCTU KIMMEHTOB

PING 192.168.0.2 (192.168.0.2) 56(84) bytes of data.

64 bytes from 192.168.0.2: icmp_seq=1 ttl=64 time=2.34 ms
64 bytes from 192.168.0.2: icmp_seq=2 ttl=64 time=2.20 ms
--- 192.168.0.2 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 3ms
rtt min/avg/max/mdev = 2.204/2.272/2.340/0.068 ms

8.9.2.3 BoinonHute komaHay tcpdump ethl Ha RouterC gns BbiBoga Ha 3kpaH

ncnonb3oBaHna GRETAP TyHHens

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes

13:35:28.420781 IP 100.10.10.10 > 100.10.10.20: GREVO, length 102: IP 192.168.0.1 > 192.168.0.2: ICMP echo
request, id 5071, seq 22, length 64

13:35:28.421464 |P 100.10.10.20 > 100.10.10.10: GREVO, length 102: IP 192.168.0.2 > 192.168.0.1: ICMP echo
reply, id 5071, seq 22, length 64
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8.10 Hactpouka VLAN
8.10.1 OnucaHne HacTpOWKn

Kak nokasaHo Ha pucyHke 16 B KayecTBe OCHOBHOIO YCTPOMCTBA WCMOSb3yeTcs
CEpPBUCHbLIN MapLLpyTu3aTop - RouterA.

K wmapwpyTtusatopy RouterA nogknioyeH PC, Ha kotopom HacTtpoeH IP-agpec
192.168.3.2/24.

Ha RouterA HacTpoeH VLAN, koTopbIl HazHayeH nHtepdgency switchport1, HazHayeHb! |P-

agpeca n HacTpoeH uHTepgenc B pexxnme trunk.

PC RouterA
vian 10

192.168.0.2/24
192.168.0.1/24 B 20
_ =:n poop
switchport

C )

PucyHok 16 — Cxema HacTtponkun VLAN
8.10.2 OTanbl HACTPOWNKN CETU
8.10.2.1 Bongute B pexum rnobanbHOM KOHUrypauum Ha yCTporncTBe nepes HacTponKkom

lMpu HacTponke ceTeBoro obopyaoBaHWs, OOHUM U3 rMNaBHbIX LIAros, ABMASETCH BXO4 B
KOHOUIypaunoHHbIN pexxumM. KoHUrypaumMoOHHbIN pexnm - 9T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpokM. B KOH(UrypauMOHHOM pexume MOXHO W3MEHATb HaCTPOUKM UHTepdencos,

MapLipyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl YCTPOUCTB.

»
NMpumeyaHue

RouterA#configure terminal

8.10.2.2 Cospgante VLAN Ha ycTponctee

RouterA(config)#tvlan 20
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8.10.2.3 HasHaumm VLANZ20 nHTepdemncy switchport1

RouterA(config)ttinterface switchport 1
RouterA(config-switchportl)#tswitchport mode access
RouterA(config-switchportl)#tswitchport access vian 20
RouterA(config-switchportl)#no shutdown
RouterA(config-switchportl)#exit

8.10.2.4 HactpownTe IP-agpec Ha VLAN-uHTepdence nobbim NpeacTaBneHHbIM cocob6om

HasHaubTe ctatnyeckun IP-agpec

RouterA(config)#interface vlan 20
RouterA(config-if-[vlan10])#vid 20
RouterA(config-if-[vlan10])#ip address 192.168.3.1/24
RouterA(config-if-[vlan10])#no shutdown
RouterA(config-if-[vlan10])#exit

8.10.2.5 HactpownTte uHtepdenc B pexume Trunk

HactpownTe switchport5 B kayectse marmucTpansbHOro nopra

RouterA(config)#interface switchport 5
RouterA(config-switchport5)#switchport mode trunk
RouterA(config-switchport5)#exit

8.10.2.6 HasHau4bTe trunk-nopty cnucok paspetueHHbix VLAN

HasHaubTe nepeyeHb paspelleHHbix VLAN ans trunk-nopta

RouterA(config)#interface switchport 5
RouterA(config-switchport5)#switchport trunk allowed vlan none
RouterA(config-switchport5)#switchport trunk allowed vlan add 20
RouterA(config-switchport5)#no shutdown
RouterA(config-switchport5)#end

8.10.2.7 CoxpaHuTe HaCTPONKu

Mcnonbayinte komaHay write <name> gns COXpaHEHUs HAaCTPOEK Ha YCTPOMNCTBE

»
NMpumeyaHue

RouterA#twrite <name>
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8.10.3 lNpoBepka HacTpoekK

8.10.3.1 BoinonHute komaHgy show vlan all gns nposepku co3gaHHbix VLAN

VLAN id Name Member ports (t-tagged, u-untagged)
1 default swp2 (u), swp3 (u), swp4 (u), swpb (u), swp7 (u), swp8 (u)
20 VIan0020  swpl(u), swp5(t)

»
MpumeyaHue

Onsa yoanenns VLAN vcnonb3ynte komaHay no vian 20

8.10.3.2 BeinonHute komaHay show interfaces switchportl gns npoBepku COCTOSIHUSA

switchportl

switchport1:

Link: DOWN

MTU: 10240

Duplex: full

AUtonegotivation: on

Speed: 1000

Supported speed (Mb/s): 10, 100, 1000
Switchport mode access

Switchport access vlan: 20

8.10.3.3 BeinonHute komaHgy show interfaces vian20 gna nposepkn HacTporiku vian20

vlan20 vid 20:

Link: UP

Ipv4 Address: 192.168.3.1/24

RX: 13908 bytes / 88 packets

TX: 1764 bytes / 10 packets

MUT: 1500

HW Address: b4:81:bf:00:00:85

Ipv6 Address: fe80::b681:bfff:fe00:85/64
EtherType: 0x8100

Encapsulation: dotlq

8.10.3.4 BoinonHute komaHay show interfaces switchport5 gns npoBepku COCTOSIHUSA

switchports

switchport5:
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Link: DOWN

MTU: 10240

Duplex: full

AUtonegotivation: on

Speed: 1000

Supported speed (Mb/s): 10, 100, 1000
Switchport mode trunk

Switchport trunk allowed vlans: 20
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9 YNPABINEHUE IP-AOPECALIVEN

9.1 HasHayeHue cTatnyeckux IP-agpecoB Ha ¢um3nveckue U nornyeckue

UHTepdencol
9.1.1 OnuncaHne HacCTPOWKK

Kak nokasaHo Ha pucyHke 17 B KayeCTBE OCHOBHOMO YCTPOWCTBA BblGpaH CEpPBUCHbLIN
MapLpyTmsaTop - RoutreA.

Ha RouterA HacTpoeHbl norndeckme nHtepdencel eth1 n eth2, HasHayeHbl cTaTuyeckmne

IP-agpeca.

Ipv4: 198.18.2.1/24

- O oooo [l
'0 oono e
Ipv4: 198.18.1.1/24

(lo1: 198.18.3.1/24)

PucyHok 17 — Cxema HacTponku ctatnyeckmx IP-agpecoB Ha donamyeckme n normdeckune

NHTepencsl
9.1.2 OTanbl HaCTPOWKM
9.1.2.1 Bongute B pexum rnobanbHon kKoHdUrypaumm

KoH(urypauMOHHbIN - pexum - 3TO OAMH U3  PEeXUMOB KOMaHOHOW CTpoku. B
KOHOUIypaLNOHHOM PEXUME MOXHO M3MEHSTb HAaCTPOMKUM MHTEPdENCOoB, MapLUpyTMU3aumio,

6e3onacHoOCTb 1 Apyrie napameTpbl YCTPOMCTB.
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»
MpumeyvaHue

RouterA#configure terminal

9.1.2.2 HactpounTe IP-agpec Ha usndecknx nHtepgencax ethium eth2

9.1.2.2.1 Hactpoute nHtepdenc eth1 n HasHaubTe IP-agpec

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit

9.1.2.2.2 Hactpownte nHtepdenc eth2 n HasHaubTe IP-agpec

RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.2.1/24
RouterA(config-if-[eth2])#exit

9.1.2.3 HactpownTe IP-agpec Ha normnyecknx nHtepdencax eth1.100 , lo1, vlan10

9.1.2.3.1 CospanTte cab-nHtepgenc eth100 n HacTpownTe IP-agpec

RouterA(config)#interface eth1.100
RouterA(config-if-[eth1.100])#vid 100
RouterA(config-if-[eth1.100])#ip address 198.18.100.1/24
RouterA(config-if-[eth1.100])#no shutdown
RouterA(config-if-[eth1.100])#exit

9.1.2.3.2 Cospgante nHtepdenic loopback 1 n HactponTe IP-agpec

RouterA(config)#tinterface lo 1
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 198.18.3.1/24
RouterA(config-if-[lo1])#exit

9.1.2.3.3 CospganTte nHtepderic vian 10 n Hactponte IP-agpec

RouterA(config)#interface vlan 10
RouterA(config-if-[vlan10])#vid 10
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RouterA(config-if-[vlan10])#ip address 198.18.10.1/24

RouterA(config-if-[vlan10])#no shutdown

RouterA(config-if-[vlan10])#end

9.1.2.4 CoxpaHuTe HaCTPONKK

MCHOﬂb3yI2Te KOMaHay write <name> gns COXpaHeHnda HaCcTpoekK

»
MpumeyaHue

RouterA#twrite <name>

9.1.3 lNpoBepka HacTpoek

BeinonHute komaHgy show interfaces brief gns npoBepkn HacTporkn MHTEPGENCOB Ha

RouterA

Interface HW Address IPv4
Address Admin/Link DHCPv4
ethl 94:3f:bb:00:00:3a

eth2 94:3f:bb:00:00:3b 198.18.2.1/24
lol 4e:f4:aa:9e:4d:e7

eth1.100 94:3f:bb:00:2d:e3

vlanl 94:3f:bb:00:2d:ff

vlan10 94:3f:bb:00:2d:ff
switchportl n/a
switchport2 n/a
switchport3 n/a
switchport4 n/a
switchport5 n/a
switchport6 n/a
switchport7 n/a
switchport8 n/a
(END)

9.2 Hactpouka DHCP Relay Option 82

9.2.1 OnucaHue HacTt

Kak nokasaHo Ha

192.168.0.1/24
198.18.10.1/24

POVKM

198.18.1.1/24

198.18.3.1/24
198.18.100.1/24

Descriptionethl

UP/UP
UP/DOWN
UP/UP

UP/DOWN

UP/UP

UP/DOWN
UP/UP
DOWN/DOWN
DOWN/DOWN
DOWN/DOWN
DOWN/DOWN
DOWN/DOWN
DOWN/DOWN
DOWN/DOWN

n/a
n/a
n/a
n/a
n/a
n/a
n/a
n/a

OFF
OFF
OFF
OFF
OFF
OFF

pucyHke 18 ceTb HacTpoeHa npuv MOMOLM [OBYX CEPBUCHbIX

MapLUpyTU3aTOpPOB, KOTOPbIE HaxoaAaTcAa B ogHon cetn - 198.18.1.0/24, roe oanH paboTtaeT, Kak

DHCP-cepBep (RouterA), a gpyron kak DHCP Relay Agent (RouterB).
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Relay-areHT pobaBnsieT gononHuTenbHyl WHgopmauumio (onuuio 82) B coobuieHus
DHCP, nepepaBsaemble knueHtom DHCP-cepepy. O3ta wuHdopmauus  nossosniser
noeHTUdnUnpoBaTb TOYKy noaknoyeHuns knveHta (PC).

Ha RouterA HacTpoeH IP-agpec Ha eth1 - 10.0.0.1/24.

Ha RouterB HacTpoeH IP-agpec Ha eth1 - 10.0.0.2/24, switchport n Vlanl - 198.18.1.1/24.

RouterA RouterB
PC

DHCPv4-cepsep

198.18.1.0/24
= =
eth1 eth1 liss switchport1

Ipv4:10.0.0.1/24 1pv4:10.0.0.2/24 Vian1:198.18.1.1/24

ethernet

PucyHok 18 — Hactponka DHCP Relay Option 82
9.2.2 OTanbl HaCTPOWNKN ceTn
9.2.2.1 Bongute B pexum rnobdanbHon KoHUrypawumm Ha yCTpoMCcTBax nepen HacTpomKom

Mpn HacTpouke ceTeBoro obopyaoBaHus, OQHUM U3 FMaBHbIX LLAroB, ABNSETCS BXO4 B
KOHOMIrypaunoHHbIN pexxumMm. KoHUrypaumMoHHbIN pexnm - 9TO OOMH U3 PEXUMOB KOMaHOHOM
CTpokU. B KOH(pUrypauMoOHHOM peXxume MOXHO W3MEHATb HaCTPOUKM UHTepdencos,

MapLUpyTu3auuo, 6e3onacHoOCTb U Apyrine napameTpbl YCTPOMCTB.

»
NMpumeyaHue

Router#configure terminal

9.2.2.2 Hactpounte RouterB

9.2.2.2.1 Bkntouunte switchport1

RouterB(config)#interface switchportl
RouterB(config-switchport1)#no shutdown
RouterB(config-switchport1)#exit

9.2.2.2.2 Co3ganTte vlan n ero nugeHTugukaTop

RouterB(config)#interface vlan 1
RouterB(config-if-[vlan1])#vid 1
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RouterB(config-if-[vlan1])#no shutdown
RouterB(config-if-[vlan1])#ip address 198.18.1.1/24
RouterB(config-if-[vlanl])#exit

9.2.2.2.3 3apanTe IP-address Ha nHtepdence eth1

RouterB(config)#tinterface eth1
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 10.0.0.2/24
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

9.2.2.2.4 Hactpowte dhcp relay un dhcp option 82

RouterB(config)#ip dhcp relay 1
RouterB(config-dhcp-relay-[1])#interface ethl
RouterB(config-dhcp-relay-[1])#interface vlanl
RouterB(config-dhcp-relay-[1])#server 10.0.0.1
RouterB(config-dhcp-relay-[1])#option 82 remote-id 7a:72:6c:4b:7c:a3
RouterB(config-dhcp-relay-[1])#manage-agent-option append
RouterB(config-dhcp-relay-[1])#Append-agent-option
RouterB(config-dhcp-relay-[1])#no shutdown
RouterB(config-dhcp-relay-[1])#end

»
MpumevaHue

3Ha4veHune remote-id — ato MAC-agpec vlan-nHtepgenca DUT2

9.2.2.3 Hactpounte RouterA
9.2.2.3.1 3apganTe IP-agpec Ha uHtepdeliice eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 10.0.0.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

9.2.2.3.2 Co3ganTte nepsbin Habop IPv4-agpecos

RouterA(config)#ip dhcp pool 1
RouterA(config-dhcp[1])#network 10.0.0.0/24
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RouterA(config-dhcp[1])#range 10.0.0.100 10.0.0.200
RouterA(config-dhcp[1])#exit

9.2.2.3.3 CospganTte BTOpOou nyn IPv4-agpecos

RouterA(config)#ip dhcp pool 2
RouterA(config-dhcp[2])#network 198.18.1.0/24
RouterA(config-dhcp[2])#range 198.18.1.2 198.18.1.100
RouterA(config-dhcp[2])#exit

9.2.2.3.4 HactpouTe mapwpyT 1 Bkntounte DHCPv4-cepsep

RouterA(config)#ip route 198.18.1.0/24 10.0.0.2
RouterA(config)#ip dhcp server on
RouterA(config)#end

9.2.2.4 CoxpaHuTe HaCTPONKK

MCHOﬂb3yﬁTe KOMaHay write <name> gns COXpaHeHnda HaCTpoeK Ha yCTpOIZCTBaX

»
MpumevyaHune

Router#fwrite <name>

9.2.3 lNpoBepka HacTpoek Ha RouterA

BeinonHute komaHay tcpdump ethl verbose Ha RouterA, yéegutech 4to onuma 82 6uina
nepegaHa

10.0.0.2.67 > 10.0.0.1.67: [udp sum ok] BOOTP/DHCP, Request from 08:00:27:da:41:ed,
length 300, hops 1, xid 0xbc6b9468, secs 214, Flags [none] (0x0000)
Gateway-IP 198.18.1.1
Client-Ethernet-Address 08:00:27:da:41:ed
Vendor-rfc1048 Extensions
Magic Cookie 0x63825363
DHCP-Message Option 53, length 1: Discover
Hostname Option 12, length 5: "side2"
Parameter-Request Option 55, length 13:
Subnet-Mask, BR, Time-Zone, Default-Gateway
Domain-Name, Domain-Name-Server, Option 119, Hostname
Netbios-Name-Server, Netbios-Scope, MTU, Classless-Static-Route
NTP
Agent-Information Option 82, length 26:
Circuit-ID SubOption 1, length 5: vlanl
Remote-ID SubOption 2, length 17: 7a:72:6c:4b:7c:a3
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END Option 255, length 0
PAD Option 0, length 0, occurs 6

9.3 Hactpouka DHCPv4 relay
9.3.1 OnuncaHne HacCTpPOVKK

Kak nokasaHo Ha pucyHke 19, npeanpusatne ucnonbdyet DHCP server ons HasHayeHus
IP-agpecoB knueHtam DHCP. Cepsep no agpecy 100.10.10.0/24 wcnonb3dyeTca B kayecTse
npumMepa gnsi onMcaHus HacTponkn areHTa petpaHcnauyum DHCP relay.

DHCP client HaxoguTtcsa B cermeHTe cetn 192.168.0.0/24, a DHCP server — B cermeHTe
ce™ 100.10.10.0/24. Knnentbl DHCP moryT nonyyats IP-agpeca ot DHCP server yepes RouterA
C BKNoYeHHon peTpaHcnsaumen DHCP.

Anpec nHTtepdenca eth1 RouterA, nogknioyeHHoro kK DHCP client - 192.168.0.2/24, a
agpec uHtepdenca eth2 RouterA, nogkntoyeHHoro k DHCP server - 100.10.10.20/24.

Anpec nHtepdenca eth1 DHCP server, nogkntodeHHoro k RouterA - 100.10.10.10/24.

RouterA RouterB
PC

DHCPv4-cepsep

198.18.1.0/24 ethernet
(o] BT
eth1 eth1 liss switchport1

Ipv4:10.0.0.1/24 1pv4:10.0.0.2/24 Vian1:198.18.1.1/24

PucyHok 19 — Cxema Hactponkn DHCP Relay
9.3.2 Otanbl HacTponkn DHCP Relay
9.3.2.1 Bongunte B KOHOUIypaLVOHHbIN PEXNM.

KoHurypauMOHHbIN - pexum - 3TO OAMH U3  PEeXUMOB KOMaHOHOW CTpoku. B
KOHOUIypaLUNOHHOM peXMME MOXHO M3MEHSTb HAaCTPOMKU MHTEPdENCOoB, MapLUpyTMU3aumio,

6e30nacHOCTb 1 Apyrie napameTpbl YCTPOMCTB.

»
NMpumeyaHue

RouterA#tconfigure terminal
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9.3.2.2 Hactpoute ctatudeckune IP-agpeca Ha RouterA.

9.3.2.2.1 OTknNtoYnTE TEKYLLMI Vlan ncnonb3yemMblin No yMOSTYaHUIo
RouterA(config)#no interface vlanl

9.3.2.2.2 HactpownTte nHtepgenc eth1 Ha RouterA.

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.2/24
RouterA(config-if-[eth1])#exit

9.3.2.2.3 Hactpoute nHtepdenc eth2 Ha RouterA.

RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 100.10.10.20/24
RouterA(config-if-[eth2])#exit

9.3.2.3 Hactpownte koHdurypaumo DHCP relay cepsuca Ha RouterA.

9.3.2.3.1 Coszpgante DHCP relay Ha RouterA, ykasas uma DHCP relay <name_of relay>

RouterA(config)#ip dhcp relay <dhcp-pool>

9.3.2.3.2 Ykaxute IP-agpec DHCP server gns nepeHanpasneHmss DHCP-3anpocoB OT
knueHtoB Ha DHCP server, Bkntounte yHKUmio gobaBneHms nons ¢ nigopmawmen ob areHTe,

yKaxxute nHtepdencol Ha KoTopbix pabotaet DHCP Relay.

RouterA(config-dhcp-relay-[dhcp-pool])#server 100.10.10.10
RouterA(config-dhcp-relay-[dhcp-pool])#append-agent-option
RouterA(config-dhcp-relay-[dhcp-pool])#interface ethl
RouterA(config-dhcp-relay-[dhcp-pool])#interface eth2
RouterA(config-dhcp-relay-[dhcp-pool])#no shutdown
RouterA(config-dhcp-relay-[dhcp-pool])#end

9.3.2.4 Hactpowika mapwpyTtoB Ha DHCP Server

Heobxoanmo pobaeutb MmappyT Ha DHCP Server go nckomon nogcetn 192.168.0.0/24

DHCP Server(config)# ip route 192.168.0.0 255.255.255.0 100.10.10.20/24
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9.3.2.5 CoxpaHuTe HacTponKu

Wcnonb3ynte komaHay write <config_name> ana coxpaHeHus HacTpoek

»
MpumeyaHue

RouterA#twrite <name>

9.3.3 lNposepka HacTpoek DHCP relay Ha RouterA

Y6egutech 4TO KNMeHT nonyyun agpec u3 nyna DHCP cepsepa
9.4 Hactpouka DNS proxy

9.4.1 OnuncaHne HaCTPOWKK

Kak nokaszaHo Ha pucyHke 20 B Ka4yeCTBE€ OCHOBHbLIX YCTPOWCTB WCMNONb3ylTCs AOBa
CepBUCHbIX MapLupyTusaTopa - RouterA n RouterB.

K wmapwpyTtusatopy RouterA nogknioyeH PC, Ha kKoTtopom HacTtpoeH IP-agpec
192.168.0.1/24.

RouterA HacTpoeH kak Proxy DNS cepep. Ha yctponctee HacTpoeHbl uHTepdenchl - ethl
(IP-agpec - 192.168.0.2/24) n eth2 (IP-agpec - 100.10.10.20/24).

RouterB HacTpoeH kak DNS cepBep. Ha ycTtponctse HacTpoeHbl uHTepgenc - ethl (IP-
agpec - 100.10.10.10/24) v loopback nHTepdenc (IP-agpec - 1.1.1.1/24).

PC DNS DNS
proxy server
ns2 ns1
192.168.0.1/24 E===‘ 198.18.1.0/24 E??E‘
eth1 S22l eth2 eth1 =8
192.168.0.2/24 100.10.10.20/24 100.10.10.10/24

PucyHok 20 — Cxema HacTtponkun DNS proxy
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9.4.2 3Tanbl HACTPONKN CeTU

9.4.2.1 HactpownTte nHtepdenc PC

9.4.2.1.1 HasHaubTe |IP-agpec 192.168.0.1/24

9.4.2.1.2 HasHa4ybTe MeTKy vian id 10

9.4.2.2 Bongute B pexum rnobdanbHON KOHUrypawumm Ha yCTpoMCTBaxX nepen HacTpomKom

Mpn HacTpouke ceTeBoro obopyaoBaHus, OOHUM U3 FMaBHbIX LLAroB, ABNSETCS BXOA B
KOHPUIYPaLMOHHBIN pexunM. KoHMUrypaumMoOHHbIA peXnm - 3TO OOUH U3 PEXUMOB KOMaHAHOW
CTPOKN. B  KOHUrypauUMOHHOM peXMME MOXHO W3MEHATb HACTPOMKU UHTepdencos,

MapLipyTM3auuo, 6e30nacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal

9.4.2.3 Hactponte RouterA

9.4.2.3.1 OTkNoumnTE TEKyLLMI vian ncnonb3yembii Mo yMOYaHUIo
RouterA(config)#no interface vlanl

9.4.2.3.2 HactpownTte nHtepdgenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.2/24
RouterA(config-if-[eth1])#exit

9.4.2.3.3 Hactponte nHtepemnc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 100.10.10.20/24
RouterA(config-if-[eth2])#exit
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9.4.2.3.4 Hactpoute DNS npokcu Ha RouterA

RouterA(config)#tname-server first 100.10.10.10
RouterA(config)#ip route 1.1.1.0/24 100.10.10.10
RouterA(config)#dns-proxy
RouterA(dns-proxy-default)#option listen 192.168.0.2
RouterA(dns-proxy-default)#option authoritative 100.10.10.10
RouterA(dns-proxy-default)#option recursive 100.10.10.10
RouterA(dns-proxy-default)#option internal 192.168.0.0/24
RouterA(dns-proxy-default)#dns-proxy on
RouterA(dns-proxy-default)#end

9.4.2.4 Hactpownte RouterB

9.4.2.4.1 HacTtpouTe nHtepgemnc ethl

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 100.10.10.10/24
RouterB(config-if-[eth1])#exit

9.4.2.4.2 Hactponte DNS cepsep Ha RouterB

RouterB(config)#ip route 0.0.0.0/0 100.10.10.20
RouterB(config)#dns-server

RouterB(dns-server)#zone master test.do
RouterB(config-dnszone-[test.do])#set ns nsl
RouterB(config-dnszone-[test.do])#set refresh 300 sec
RouterB(config-dnszone-[test.do])#entry a 192.168.0.1 pc
RouterB(config-dnszone-[test.do])#entry a 192.168.0.2 ns2
RouterB(config-dnszone-[test.do])#entry a 100.10.10.10 ns1
RouterB(config-dnszone-[test.do])#entry a 1.1.1.1 lo1
RouterB(config-dnszone-[test.do])#entry ns ns1
RouterB(config-dnszone-[test.do])#exit
RouterB(dns-server)#dns-server on
RouterB(dns-server)#exit

9.4.2.5 CoxpaHuTe HaCTPONKu

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNs HaCcTPOEK Ha YCTPOMUCTBaX
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»
MpumeyvaHue

Router#write <name>

9.4.3 lNpoBepka HacTpoek

9.4.3.1 BoinonHute komaHgy nslookup pc.test.do 100.10.10.10 Ha PC gna npoBepku

3anucen cepsepa DNS

Server: 100.10.10.10
Address: 100.10.10.10#53
Name: pc.test.do
Address: 192.168.0.1

9.4.3.2 BeinonHute komaHay nslookup pc.test.do 192.168.0.2 n nslookup ns2.test.do
192.168.0.2 Ha PC pansa npoepku 3anmcn DNS cepsepa (RouterB) yepes npokcu cepsep
(RouterA)

nslookup pc.test.do 192.168.0.2

Server: 192.168.0.2
Address: 192.168.0.2#53
Name: pc.test.do
Address: 192.168.0.1

nslookup ns2.test.do 192.168.0.2

Server: 192.168.0.2
Address: 192.168.0.2#53
Name: ns2.test.do
Address: 192.168.0.2

9.5 Hactpounka DNS-cepBepa
9.5.1 OnuncaHne HaCTpPOWKK

Kak nokaszaHO Ha pucyHke 21 B KayeCTBE OCHOBHbIX YCTPOWCTB WCMONb3YHTCS ABa
CepBUCHbIX MapLupyTusaTopa - RouterA n RouterB.

K wmapwpyTtusatopy RouterA nogknioyeH PC, Ha kotopom HacTtpoeH |P-agpec
192.168.0.1/24.
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RouterA HacTtpoeH kak Slave (Begombil) DNS cepsep. Ha ycTponctBe HacTpoOeHbl
nHTepdenceol - ethl (IP-agpec - 192.168.0.2/24) n eth2 (IP-agpec - 100.10.10.20/24).

RouterB HacTtpoeH kak Master (rnaBHbin) DNS cepBep. Ha ycTponcTBe HacTpoOeHbl
nHTepdenc - ethl (IP-agpec - 100.10.10.10/24) n loopback nHtepdenc (IP-agpec - 1.1.1.1/24).

RouterA RouterB
DNS-Client PC DNS-Server DNS-Server
Slave Master
ns2 ns1
o = 1141,
eth1 sel=lz =22l eth2 eth1 zozrzs
192.168.0.2/24 100.10.10.20/24 100.10.10.10/24

y_u

PucyHok 21 — Cxema HacTpouikn DNS server
9.5.2 OTanbl HaCTPONKKN ceTun
9.5.2.1 Hactpownte PC
9.5.2.1.1 HactpownTe nHtepdenc n HasHaubTe |IP-agpec - 192.168.0.1/24
9.5.2.1.2 Ha3HaubTe agpec DNS cepsepa - 192.168.0.2
9.5.2.1.3 HacTtponTe mapLupyT1U3auunio 4o Apyrmx yCTPOUCTB
9.5.2.2 Bongute B pexum rnobdanbHon KoHUrypawmm Ha yCTpoMCcTBaxX nepen HacTpoOmKom

lMpu HacTponke ceTeBoro obopyaoBaHWs, OOHUM U3 rMNaBHbIX LIAros, ABMASETCH BXO4 B
KOHOUIypaunoHHbIN pexxuM. KOHMUrypaumMoHHbIN peXxmnum - 3TO OOMH U3 PEXUMOB KOMaHOHOM
CTpokM. B KOH(UrypauMoOHHOM peXxume MOXHO W3MEHATb HaCTPOWKM UHTepdencos,

MapLupyTM3aumo, 6e3onacHoOCTb U Apyrne napameTpbl YCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal

Bepcus 7.0 83



YnpasneHue IP-agpecaumen MHCTpyKUMA NO HacTporke
KPII.465614.0011C3

9.5.2.3 Hactpounte RouterA

9.5.2.3.1 OTkntoYnTE TEKYLLMI vlan ncnonb3yemMblin No yMOSTYaHWUIo
RouterA(config)#no interface vlanl

9.5.2.3.2 HacTtpoute nHtepemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.2/24
RouterA(config-if-[eth1])#exit

9.5.2.3.3 Hactpounte nHtepemnc eth2

RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 100.10.10.20/24
RouterA(config-if-[eth2])#exit

9.5.2.3.4 lo6asbTe nogyunHeHHyto DNS 30Hy

RouterA(config)#dns-server

RouterA(dns-server)#zone slave test.do master_ip 100.10.10.10
RouterA(dns-server)#dns-server on

RouterA(dns-server)#exit

9.5.2.3.5 Ykaxnte mMmsa XocTa, OOMEHHOoe uMms cuctembl, mapuwpyT u IP-agpec DNS

cepBepa ¢ master 30HoI

RouterA(config)#system host-name ns2 domain-name test.do
RouterA(config)#name-server first 100.10.10.10
RouterA(config)#ip route 1.1.1.0/24 100.10.10.10

9.5.2.4 HactpounTte RouterB
9.5.2.4.1 HactpownTte nHtepdenc eth1

RouterB(config)#tinterface ethl
RouteB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 100.10.10.10/24
RouterB(config-if-[eth1])#exit
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9.5.2.4.2 HactpouTe nHtepgenc lol

RouterB(config)#tinterface lol
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 1.1.1.1/24
RouterB(config-if-[lo1])#exit

9.5.2.4.3 HacTtpounTe master 30Hy

RouterB(config)#dns-server

RouterB(dns-server)#zone master test.do
RouterB(config-dnszone-[test.do])#set ns nsl
RouterB(config-dnszone-[test.do])#set refresh 300 sec
RouterB(config-dnszone-[test.do])#entry a 192.168.0.1 pc
RouterB(config-dnszone-[test.do])#entry a 192.168.0.2 ns2
RouterB(config-dnszone-[test.do])#entry a 100.10.10.10 ns1
RouterB(config-dnszone-[test.do])#entry a 1.1.1.1 lol
RouterB(config-dnszone-[test.do])#entry ns nsl
RouterB(config-dnszone-[test.do])#exit
RouterB(dns-server)#dns-server on
RouterB(dns-server)#exit

9.5.2.4.4 YkaxuTe nms xocta, JOMEHHOE UMS CUCTEMbI U MapLLPYT MO YMOMYaHWUo

RouterB(config)#system host-name ns1 domain-name test.do
RouterB(config)#ip route 0.0.0.0/0 100.10.10.20

9.5.2.5 CoxpaHuTe HacCTpPONKu

Mcnonbayite komaHay write <name> gnsi CoOXpaHEHNs HaCTPOEK Ha YCTPOMNCTBaX

»
NMpumeyaHue

Router#twrite <name>

9.5.3 lNpoBepka HacTpoek

9.5.3.1 BoinonHute komaHgy nslookup nsl.test.do 100.10.10.10 Ha PC gns npoBepkm

pabotbl DNS cepBepa master

Server: 100.10.10.10
Address: 100.10.10.10#53
Name: nsl.test.do
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Address: 100.10.10.10

9.5.3.2 BeinonHute komaHgy nslookup nsl.test.do 192.168.0.2 Ha PC ansa nposepku

pabotel DNS cepBepa slave

Server: 192.168.0.2
Address: 192.168.0.2#53
Name: nsl.test.do
Address: 100.10.10.10

9.5.3.3 BoinonHute komaHgy nslookup lol.test.do 100.10.10.10 ansa npoBepkn paboTbl

DNS cepBepa master Ha loopback nHtepdgence

Server: 100.10.10.10
Address: 100.10.10.10#53
Name: lol.test.do
Address: 1.1.1.1

9.6 HacTpomnka BcTpoeHHoOro cepBepa u knuenHta DHCPv4
9.6.1 OnncaHne HaCTPOMKK

Kak nokasaHo Ha pucyHke 22 ceTb HaACTpoeHa npyv MOMOLM [OBYX CEpPBMUCHbIX
MapLUpyTU3aTOpPOB, KOTOPbIE HaxoaAaTca B ogHon cetn - 198.18.1.0/24, roe oanH paboTtaeT, Kak
DHCP-cepBep (RouterA), a gpyron, kak DHCP-knneHT (RouterB).

Ha RouterA IP-agpec HacTpoeH cTtaTuyeckn - 198.18.1.1/24.

Ha RouterB IP-agpeca HasHauvatoTcs anHammnyeckn DHCP-cepsepom.

RouterA RouterB
DHCPv4-cepBep DHCPV4-KNueHT
198.18.1.0/24
0 oooo O ooog
=0 pooo S'n pooo
eth1 eth1

Ipv4: 198.18.1.1/24

PucyHok 22 — Cxema HacTponKn BCTPOEHHOro cepeepa u knmeHta DHCPv4

Bepcus 7.0 86



Ynpasnenue IP-agpecaumuen

NHCTpYKLMS Mo HacTpolike
KPIIr.465614.0011C3

9.6.2 OTarnbl HACTPONKN CeTU

9.6.2.1 Bongute B pexxum rnobanbHOM KOHUrypaumm Ha yCTponcTBax nepes HacTpOMKOM

npl/l HaCTpOVIKe ceTeBoro O60py,D,OBaHI/IFI, OQHNM M3 MMaBHbIX Waros, ABJIAETCA BXO4 B

KOHPUIYPaLMOHHBIN pexnM. KoHMUrypaumMOHHbIA peXnM - 3TO OOUH U3 PEXUMOB KOMaHAHOW

CTPOKN. B KOHUrypauUMOHHOM peXMMe MOXHO W3MEHHATb HACTPOMKU UHTepdencos,

MapLpyTM3auuo, 6e3onacHoCTb U Apyrne napameTpbl YCTPOWCTB.

»
MpumeyaHue

Router#configure terminal

9.6.2.2 Hactpoute RouterA

9.6.2.2.1 Hactpoute nHtepemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

9.6.2.2.2 Hactpownte DHCP-cepBep

RouterA(config)#ip dhcp pool 1
RouterA(config-dhcp[1])#network 198.18.1.0/24
RouterA(config-dhcp[1])#range 198.18.1.2 198.18.1.100
RouterA(config-dhcp[1])#exit

RouterA(config)#ip dhcp server on

RouterA(config)#tend

9.6.2.3 HactpounTte nHtepdenc eth1 Ha RouterB

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#end

9.6.2.4 CoxpaHuTe HaCTPONKn

Mcnonb3ynte komaHay write <name> ns coxpaHeHWa HacTPOeK Ha yCTponcTBax
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»
MpumeyvaHue

Router#write <name>

9.6.3 lNpoBepka HacTpoek

9.6.3.1 BeinonHute komaHgy show ip dhcp server-leases ang npoBepkn Ha yCTPOUCTBE

RouterA HasHadeHue knueHTy IP-agpeca

authoring-byte-order little-endian;

server-duid "\000\001\000\001\307\232a\301\224?\273\000\000:";

lease 198.18.1.2 {
starts 2 1970/01/06 19:17:27;
ends 2 1970/01/06 19:27:27;
cltt 2 1970/01/06 19:17:27;
binding state active;
next binding state free;
rewind binding state free;

hardware ethernet 7a:72:6c:4b:7a:36;

client-hostname "t3m-black";

9.6.3.2 BeinonHute komaHay show interfaces brief gns nposepku Ha RouterB Hanuune

Ha3Ha4eHHoro knneHTy |IP-agpeca

Interface HW Address IPv4 Address  Admin/Link DHCPv4 Descriptionethl
ethl 94:3f:bb:00:00:3a 198.18.1.2/24 UP/UP

eth2 94:3f:bb:00:00:3b unassigned DOWN/DOWN OFF

switchportl n/a UP/UP n/a

switchport2 n/a DOWN/DOWN n/a

switchport3 n/a DOWN/DOWN n/a

switchport4 n/a DOWN/DOWN n/a

switchport5 n/a DOWN/DOWN n/a

switchport6 n/a DOWN/DOWN n/a

switchport7 n/a DOWN/DOWN n/a

switchport8 n/a DOWN/DOWN n/a
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9.7 HacTpounka BcTpoeHHoro cepsepa u knueHta DHCPv6
9.7.1 OnuncaHne HaCTPOVKK

Kak nokasaHO Ha pucyHke 23 ceTb HacCcTpoeHa npu MNOMOWM [OBYX CEPBUCHbLIX
MapLUpyTU3aToOpOB, KOTOpble HaxoaaTcs B ogHou cetn - 2001:db8:1::1/64, roe oguH pabotaer,
kak DHCP-cepBep (RouterA), a gpyron, kak DHCP-knneHT (RouterB).

Ha RouterA IP-agpec HacTpoeH ctatudecku - 2001:db8:1::1/64.

Ha RouterB IP-agpeca HasHavatoTcsa guHammyeckn DHCP-cepsepom.

RouterA RouterB

DHCPv6-cepBep DHCPv6-knueHT

O Oogo O OOgo
= | =8B
eth1

Ipv6:2001:db8:1::1/64

2001:db8:1::1/64

eth1

PucyHok 23 — Cxema HaCTpoOmKn BCTPOEHHOro cepsepa u kneHta DHCPV6
9.7.2 OTanbl HACTPOWKN CETU
9.7.2.1 Bongute B pexum rnobdanbHon KoHUrypaumm Ha yCTponcTBax nepen HacTpomKom

Mpu HacTpounke ceTeBoro obopyaoBaHus, OOHUM U3 rMaBHbIX LWIAros, ABMASETCH BXO4 B
KOHOUIypaunoHHbIN pexxuM. KoHMUrypauuoHHbIN peXUM - 3TO OOUH U3 PEXUMOB KOMaHAHOM
CTpokM. B KOH(UrypaumMoOHHOM peXxume MOXHO W3MEHATb HaCTPOUKM UHTepdencos,

MapLupyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl YCTPOMCTB.

»
NMpumeyaHue

Router#configure terminal

9.7.2.2 Hactpounte RouterA
9.7.2.2.1 HactpownTte nHTtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#ipv6 address 2001:db8:1::1/64
RouterA(config-if-[eth1])#no shutdown
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RouterA(config-if-[eth1])#exit
9.7.2.2.2 Hactpoute cepeep DHCPV6

RouterA(config)#ipvé dhcp pool 1
RouterA(config-dhcp6[1])#network 2001:db8:1::/64
RouterA(config-dhcp6[1])#range 2001:db8:1::2 2001:db8:1::100
RouterA(config-dhcp6[1])#exit

RouterA(config)#ipvé dhcp server on

RouterA(config)#end

9.7.2.3 Hactpoute untepdgenc eth1 ansa nonyyenus IP-agpeca no npotokony DHCPV6 Ha
RouterB

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#ipv6 address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#end

9.7.2.4 CoxpaHuTe HaCTPONKK

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHnsa HacTPOEK Ha YCTPoMCTBax

»
MpumevaHue

Router#fwrite <name>

9.7.3 lNpoBepka HacTpoek

9.7.3.1 BoinonHute komaHgy show ipv6 dhcp server-leases onst npoBepkn HasHa4YeEHUA

Ha ycTtpoucTtBe RouterA IP-agpeca

authoring-byte-order little-endian;
server-duid "\000\001\000\001\307\224b\322zrlKz6";
ia-na ":\000\000\273\000\001\000\001\307\2248b\224?\273\000\000:" {
cltt 51970/01/02 06:02:31;
iaaddr 2001:db8:1::100 {
binding state active;
preferred-life 375;
max-life 600;
ends 51970/01/02 06:12:31;

}
}
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9.7.3.2 BeinonHuTte komaHay show ipv6 interfaces brief ana npoBepkn Ha ycTponucTse

RouterB Hanunuyne HasHayeHHoOro knneHTty IP-agpeca

Interface HW Address Link-local IPV6

Address Admin/Link DHCPv6 Description

ethl 94:3f:bb:00:00:3a fe80::963f:bbff:fe00:3a 2001:db8:1::100/128 UP/UP
ON fe80::963f:bbff:fe00:3a/64

eth2 94:3f:bb:00:00:3b fe80::963f:bbff:fe00:3b unassigned DOWN/DOWN

OFF

switchportl n/a n/a n/a UP/UP

switchport2 n/a n/a n/a DOWN/DOWN

switchport3 n/a n/a n/a DOWN/DOWN

switchport4 n/a n/a n/a DOWN/DOWN

switchport5 n/a n/a n/a DOWN/DOWN

switchport6 n/a n/a n/a DOWN/DOWN

switchport7 n/a n/a n/a DOWN/DOWN

switchport8 n/a n/a n/a DOWN/DOWN
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10 PYHKLUUU L3
10.1 HasHauyeHue ctatnyeckux IP-agpecoB WAN uHtepdencam
10.1.1 OnucaHune HacTpPoOuKK

B kauecTBe OCHOBHOIO yCTPOMCTBA UCNOSb3yeTCA CEPBUCHbIN MapLLpyTM3aTop - RouterA.
Ha RouterA HacTpoeH nHtepdeinc eth1 - IP address 172.16.0.2/16.

10.1.2 JOTanbl HACTPOWKK CETH

10.1.2.1 Bonante B pexum rnobanbHOM KOHUrypaumm Ha YCTpoucTBax nepes

HaCTpOWKomn

Mpn HacTpouke ceTeBoro ob6opyaoBaHUs, OOHUM U3 FMaBHbIX LLAroB, ABNSETCS BXOA B
KOHUrypaunoHHbIn pexxumM. KoHUrypauMoHHbIN pexnm - 9T0 OOMH U3 PEXUMOB KOMaHOHOMU
CTpOkU. B KOH(pUrypauMoOHHOM peXume MOXHO WU3MEHSATb HaCTPOMKN WHTepdencos,

MapLipyTM3auuo, 6e30nacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumevaHue

Router#configure terminal

10.1.2.2 Hactpowute ctatnyeckmn IP-agpec 172.16.0.2 ¢ mackoun nogcetn 255.255.0.0 ans
WAN-uHTepdgenca eth1

Router(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
Router(config-if-[eth1])#ip address 172.16.0.2 255.255.0.0
Router(config-if-[eth1])#no shutdown
Router(config-if-[eth1])#exit

10.1.2.3 [Ina oTMeHbl cTaTnyeckoro |IP-agpeca BBeanTe KomaHab!:

Router(config)#interface ethl
Router(config-if-[eth1])#no ip address
Router(config-if-[eth1])#exit
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10.1.2.4 Hactpoute ctatnyecknn IP-agpec 172.16.0.2 ¢ mackoun noacetn 255.255.0.0 ans
WAN-nHTepemnca eth1

Router(config)#tinterface eth1
Router(config-if-[eth1])##ip address 172.16.0.2/16
Router(config-if-[eth1])#no shutdown
Router(config-if-[eth1])#exit

10.1.2.5 CoxpaHnte HacCTpOMKM

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha YCTponCTBax

»
MpumeyaHue

Router#fwrite <name>

10.1.3 lNpoBepka HacTpoek

10.1.3.1 BeinonHute komaHay show interfaces ethl gna npocmoTpa Has3Ha4yeHHOro

agpeca Ha nHtepdenc

ethl:

Link: UP

IPv4 Address: 172.16.0.2/16

RX: 0 bytes / 0 packets

TX: 968 bytes / 8 packets

MTU: 1500

HW Address: 94:3f:bb:ff:ff:03

IPv6 Address: fe80::963f:bbff:feff:ff03/64

Autonegotiation: on

Duplex: Full

Speed: 1000

Supported speeds (Mb/s): 10, 100, 1000

10.1.3.2 BoinonHute komaHgy show interfaces brief pgna nposepku |IP-agpeca

nHTepdenca

Interface HW Address IPv4 Address  Admin/Link DHCPv4 Description
ethl 7a:72:6¢:4b:7a:36 172.16.0.2/16 UP/UP OFF

eth2 7a:72:6c:4b:7b:b8 unassigned DOWN/DOWN OFF

switchportl n/a DOWN/DOWN n/a

switchport2 n/a DOWN/DOWN n/a

switchport3 n/a DOWN/DOWN n/a
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switchport4d n/a DOWN/DOWN n/a
switchport5 n/a DOWN/DOWN n/a
switchporté n/a DOWN/DOWN n/a
switchport7 n/a DOWN/DOWN n/a
switchport8 n/a DOWN/DOWN n/a

10.2 Co3paHue loopback-uHtepcenca
10.2.1 OnncaHue HaCcTpPonKK

B kayecTBe OCHOBHOMO YCTPOWCTBA UCMOMb3YEeTCS CEPBUCHLIN MapLLpyTU3aTop - RouterA.

Ha yctponcTtee co3gaH n HacTpoeH loopback nHtepgenc - IP address 198.18.100.10/24.
10.2.2 Jtanbl HacTporkn RouterA

10.2.2.1 Bonante B pexum rnobanbHOM KOHUrypaumm Ha YyCTpouCcTBax nepea

HaCTPOMKOM

Mpn HacTpouke ceTeBoro ob6opyaoBaHUs, OQHUM U3 FMaBHbIX LLAroB, ABNSETCS BXOA B
KOHOUIypaunoHHbIN pexumM. KoHUrypaumMoHHbIN pexnm - 9T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpPOKU. B KOH(UrypauMOHHOM peXume MOXHO W3MEHATb HaACTPOWMKM WHTepdencos,

MapLUpyTu3auuo, 6e3onacHoOCTb U Apyrne napameTpbl YCTPOUCTB.

»
MpumevaHue

Router#configure terminal

10.2.2.2 Cospganite n HacTpounTe nHtepdenc loopback

RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 198.18.100.10/24
RouterA(config-if-[lo1])#end

10.2.2.3 CoxpaHnTe HaCTPOWKM

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEK Ha YCTPOMCTBax
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»
MpumeyvaHue

Router#write <name>

10.2.3 NpoBepka HacTpoek

BbinonHute komaHgy ping 198.18.100.10 repeat 4 Ha RouterA ans npoBepku HacTpoek
nHTepdenca loopback1

PING 198.18.100.10 (198.18.100.10) 56(84) bytes of data.

64 bytes from 198.18.100.10: icmp_seq=1 ttI=64 time=0.057 ms
64 bytes from 198.18.100.10: icmp_seq=2 ttI=64 time=0.064 ms
64 bytes from 198.18.100.10: icmp_seq=3 ttI=64 time=0.039 ms
64 bytes from 198.18.100.10: icmp_seq=4 ttI=64 time=0.045 ms

--- 198.18.100.10 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 999ms
rtt min/avg/max/mdev = 0.039/0.051/0.064/0.011 ms

10.3 HacTtponka cTaTu4eckom mapLipytTusaumm

10.3.1 OnncaHne HacTpOWKn

Kak nokasaHo Ha pucyHke 24 B KayeCTBE OCHOBHOMO YCTPOMWCTBA BbIOpaH CEpBUCHbIE

MapuwpyTtmnsaTtopsbl - RouterA n RouterB.
Ha yctpoucTtBax HacTpoeHbl nHTepdencol eth, loopback vHTepdencel n cratndeckas

MapLupyTM3aunst Mexzay yCTpOUCTBaMMm.

RouterA RouterB
sle 192.18.1.0/24
=2l th eth1
Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
(lo1: 1.1.1.1/24) (lo1: 2.2.2.1/24)

PucyHok 24 — Cxema HaCTpNOK1 CTaTU4ECKON MapLIpyTM3aLmnm
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10.3.2 OTanbl HACTPOMKK CETH

10.3.2.1 Boriante B pexum rnobanbHOM KOHdurypaumm Ha ycTponcTBax nepen

HaCTPOWKOM

Mpn HacTpourke ceTeBoro ob6opyaoBaHUs, OOHUM U3 [MaBHbLIX LLAroB, SABNSETCS BXOA B
KOHPUIYPaLMOHHBIN pexnM. KoHMUrypaumMOHHbIA peXnm - 3TO OOUH U3 PEXUMOB KOMaHZAHOW
CTPOKN. B  KOHUrypauUMOHHOM pEeXMME MOXHO WU3MEHATb HACTPOMKU UHTepdencos,

MapLupyTM3auuo, 6e3onacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

10.3.2.2 HactpounTe RouterA
10.3.2.2.1 HactponTte uHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit

10.3.2.2.2 HactpownTe loopback nHtepgenc

RouterA(config)#interface lol
RouterA(config-if-[lo1])#ip address 1.1.1.1/24
RouterA(config-if-[lol])#exit

10.3.2.2.3 HacTpounTte ctaTUyecKyro MapLupyTmMsaumo

RouterA(config)#ip route 2.2.2.0/24 198.18.1.2
RouterA(config])#exit

10.3.2.3 HactpounTte RouterB
10.3.2.3.1 HactpownTte uHTepdeiic ethl

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
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RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

10.3.2.3.2 HactpowuTe loopback nHtepdeic

RouterB(config)#tinterface lol
RouterB(config-if-[lo1])#ip address 2.2.2.1/24
RouterB(config-if-[lo1])#exit

10.3.2.3.3 HactponTe ctatMyeckyto MapLupyTu3aumo

RouterB(config)#ip route 1.1.1.0/24 198.18.1.1
RouterB(config)#exit

10.3.2.4 CoxpaHnTe HacCTpPOMKM

MCHOﬂb3yﬁTe KOMaHay write <name> gns COXpaHeHnda HaCTpoeK Ha yCTpOIZCTBaX

»
NMpumeyaHue

Router#fwrite <name>

10.3.3 lNpoBepka HacTpoek

10.3.3.1 BeinonHute KomaHay ping 2.2.2.1 repeat 8 Ha RouterA ona npoBepkn HacTpoek

cTaTM4eCcKoN MapLlpyTM3aLmm

PING 2.2.2.1 (2.2.2.1) 56(84) bytes of data.

64 bytes from 2.2.2.1: icmp_seq=1 ttl=64 time=1.01 ms
64 bytes from 2.2.2.1: icmp_seq=2 ttl=64 time=0.995 ms
64 bytes from 2.2.2.1: icmp_seq=3 ttl=64 time=0.972 ms
64 bytes from 2.2.2.1: icmp_seq=4 ttl=64 time=0.931 ms
64 bytes from 2.2.2.1: icmp_seq=5 ttl=64 time=0.991 ms
64 bytes from 2.2.2.1: icmp_seq=6 ttI=64 time=0.937 ms
64 bytes from 2.2.2.1: icmp_seq=7 ttI=64 time=1.00 ms
64 bytes from 2.2.2.1: icmp_seq=8 ttl=64 time=0.953 ms
--- 2.2.2.1 ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time 14ms rtt min/avg/max/mdev = 0.931/0.973/1.011/0.047
ms
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10.3.3.2 BuinonHute KomaHay ping 1.1.1.1 repeat 8 Ha RouterB ans nposepkn HacTpoek

cTaTU4YecKon MapLpyTusaunm

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.

64 bytes from 1.1.1.1: icmp_seq=1 ttl=64 time=0.984 ms
64 bytes from 1.1.1.1: icmp_seq=2 ttl=64 time=0.969 ms
64 bytes from 1.1.1.1: icmp_seq=3 ttl=64 time=0.966 ms
64 bytes from 1.1.1.1: icmp_seq=4 ttlI=64 time=0.941 ms
64 bytes from 1.1.1.1: icmp_seq=5 ttl=64 time=0.975 ms
64 bytes from 1.1.1.1: icmp_seq=6 ttI=64 time=0.964 ms
64 bytes from 1.1.1.1: icmp_seq=7 ttI=64 time=0.941 ms
64 bytes from 1.1.1.1: icmp_seq=8 ttI=64 time=0.974 ms
--- 1.1.1.1 ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time 14ms rtt min/avg/max/mdev = 0.941/0.964/0.984/0.026
ms

10.4 HacTtpowmka ctaTuyeckon mappytmsaumm IPv6
10.4.1 OnucaHne HaCTpPoOnKK

Kak nokaszaHO Ha pucyHke 25 B KayecTBe OCHOBHbIX YCTPOWCTB WCMOMb3YyTCS fBa
CepBUCHbIX MapLupyTusaTopa - RouterA un RouterB.
Ha yctpouncTtBax HacTpoeHbl nHTepdencol eth, loopback nHTepdencesl n cratmyeckas

MapLupyTM3auUnst Mexzay yCTPOUCTBaMMm.

RouterA RouterB
‘0 ooog .0 oooo
Sn pooo =:p pooo
eth1 eth1
IPv6: 2001:db8:1234: :1/64 IPv6: 2001:db8:1234: :2/64
(lo1: 1:1:1:1::1/128) (lo1: 2:2:2:2::1/128)

PucyHok 25 — Cxema HaCTpOmnKn ctaTmyeckon mapLupytmsauum IPv6
10.4.2 BTanbl HACTPOWKK CETU

10.4.2.1 Boante B pexum rnobanbHOW KOHUrypaumm Ha YCTpOWCTBaxX nepea

HaCTpPOMKOM

Mpu HacTpolke ceTeBoro o6opyaoBaHUSA, OOHUM U3 TMaBHbIX LLAroB, SIBMSETCS BXOA B

KOHOMIypauUnoHHbIN pexxumM. KoHUrypauMOHHbIN pexnm - 3T0 OOMH U3 PEXMMOB KOMaHOHOM
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CTPOKMW. B KOH(bI/IpraLI,I/IOHHOM pexnve MOXHO WU3IMEHATb

MapLipyTM3aumo, 6e30nacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

10.4.2.2 HactpownTte RouterA

10.4.2.2.1 HactponTe uHTepdenc eth1

RouterA(config)#interface ethl

RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2001:db8:1234::1/64
RouterA(config-if-[eth1])#exit

10.4.2.2.2 HactpownTte loopback nHtepgenc

RouterA(config)#interface lol
RouterA(config-if-[lo1])#ipv6 address 1:1:1:1::1/128
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lol])#exit

10.4.2.2.3 HacTpounTe cTtaTU4ecKyro MapLupyTM3aumo

RouterA(config)#ipv6 route 2:2:2:2::1/64 2001:db8:1234::2
RouterA(config-if-[lol])#exit

10.4.2.3 Hactpoute RouterB
10.4.2.3.1 HacTtpounTte nHtepdenc eth1

RouterB(config)#interface ethl

RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ipv6 address 2001:db8:1234::2/64
RouterB(config-if-[eth1])#exit

10.4.2.3.2 HactpownTe loopback nHtepgernc

RouterB(config)#interface lol
RouterB(config-if-[lo1])#ipv6 address 2:2:2:2::1/128
RouterB(config-if-[lo1])#exit

HaCTPOMKM UHTEePdENCOB,
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10.4.2.3.3 HacTtponTe ctatMyecKyto MapLipyTM3aumto

RouterB(config)#ipv6 route 1:1:1:1::/64 2001:db8:1234::1
RouterB(config-if-[lo1])#end

10.4.2.4 CoxpaHnTe HaCTPOMKMN

Mcnonb3ynte komaHay write <name> gnsi CoxpaHeHNsa HacTpOeK Ha yCTponcTBax

»
MpumeyaHue

Router#write <name>

10.4.3 lNpoBepka HacTpoekK

10.4.3.1 BeinonHuTe KomaHay ping ipv6 2:2:2:2::1 repeat 8 Ha RouterA gns nposepku

HaCTpOeK CTaTUYECKOW MapLUpyTU3aLum

PING 2:2:2:2::1(2:2:2:2::1) 56 data bytes

64 bytes from 2:2:2:2::1: icmp_seq=1 ttl=64 time=2.04 ms
64 bytes from 2:2:2:2::1: icmp_seq=2 ttl=64 time=1.03 ms
64 bytes from 2:2:2:2::1: icmp_seq=3 ttl=64 time=0.967 ms
64 bytes from 2:2:2:2::1: icmp_seq=4 ttl=64 time=1.00 ms
64 bytes from 2:2:2:2::1: icmp_seq=5 ttl=64 time=0.980 ms
64 bytes from 2:2:2:2::1: icmp_seq=6 ttl=64 time=0.950 ms
64 bytes from 2:2:2:2::1: icmp_seq=7 ttl=64 time=0.971 ms
64 bytes from 2:2:2:2::1: icmp_seq=8 ttl=64 time=0.985 ms
--- 2:2:2:2::1 ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time 15ms rtt min/avg/max/mdev = 0.950/1.115/2.038/0.351
ms

10.4.3.2 BoinonHute komaHgy ping 1:1:1:1::1 Ha RouterB ana npoBepku HacTpoek

cTaTM4eCcKon MapLlpyTM3aLmm

PING 1:1:1:1::1(2:1:1:1::1) 56 data bytes

64 bytes from 1:1:1:1::1: icmp_seq=1 ttl=64 time=1.03 ms
64 bytes from 1:1:1:1::1: icmp_seq=2 ttl=64 time=1.01 ms
64 bytes from 1:1:1:1::1: icmp_seq=3 ttl=64 time=1.02 ms
64 bytes from 1:1:1:1::1: icmp_seq=4 ttl=64 time=0.956 ms
64 bytes from 1:1:1:1::1: icmp_seq=5 ttl=64 time=0.959 ms
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10.5 HacTtpo#ka npoTokona AMHaMuM4yeckon Maplpytusauum RIPv2
10.5.1 OnucaHue HacTpouKu

Kak nokaszaHO Ha pucyHke 26 B Ka4yeCTBE€ OCHOBHbIX YCTPOMWCTB WCMNONb3ylTCA ABa
cepBUCHbIX MaplipyTusaTopa - RouterA n RouterB.

Ha Router A HacTpoeH nHtepdenc eth1 - IP address 198.18.1.1/24, loopback nHtepdeic
- IP address 100.1.1.1/32 n RIP npoTtokon.

Ha Router B HacTpoeH nHtepdenc eth1 - IP address 198.18.1.2/24, loopback nHtepdeic
- IP address 200.1.1.2/32 n RIP npoTokon.

RouterA RouterB
BT T
L eth1 0oon
198.18.1.1/24 198.18.1.2/24

PucyHok 26 — Cxema HaCcTpomnkmn NpoToKona AMHaMUYeCKOM MapLIpyTM3aumm
10.5.2 OTanbl HACTPOWKK CETU

10.5.2.1 Borante B pexum rnobanbHOM KOHUrypaumm Ha YCTpPOMCTBax nepea

HaCTpPOWMKOM

Mpu HacTpounke ceTeBoro obopyaoBaHus, OOHUM U3 FNaBHbIX LIAroB, ABMASETCS BXO4 B
KOHOUIypauUnoHHbIN pexxuM. KoHUrypauMOHHbIN pexnm - 3T0 OOMH U3 PEXMMOB KOMaHOHOM
CTpokM. B KOH(UrypaumMoOHHOM peXxume MOXHO U3MEHSATb HaCTPOMKU UHTepdencos,

MapLupyTM3aumo, 6e3onacHoOCTb U Apyrne napameTpbl YCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal
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10.5.2.2 HacTtpownTte RouterA

10.5.2.2.1 HactponTte uHTepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit

10.5.2.2.2 HactponTe nHTepdenc lol

RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 100.1.1.1/32
RouterA(config-if-[lo1])#exit

10.5.2.2.3 HactpownTte npotokon RIP

RouterA(config)#router rip
RouterA(config-router)#network eth1
RouterA(config-router)#network lo1
RouterA(config-router)#default-information originate
RouterA(config-router)#timers basic 15 90 150
RouterA(config-router)#end

10.5.2.3 Hactpounte RouterB

10.5.2.3.1 HactpownTe nHTepdeinc ethl

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

10.5.2.3.2 HactponTte uHtepgenc lo1

RouterB(config)#tinterface lol
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 200.1.1.1/32
RouterB(config-if-[lo1])#exit
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10.5.2.3.3 HactpownTte nHtepdeinc 103

RouterB(config)#tinterface lo3
RouterB(config-if-[lo3])#no shutdown
RouterB(config-if-[lo3])#ip address 200.1.1.3/32
RouterB(config-if-[lo3])#exit

10.5.2.3.4 HactpownTte npotokon RIP

RouterB(config)#trouter rip
RouterB(config-router)#network eth1
RouterB(config-router)#network lol
RouterB(config-router)#network lo3
RouterB(config-router)#default-information originate
RouterB(config-router)#timers basic 15 90 150
RouterB(config-router)#end

10.5.2.4 CoxpaHnTe HacCTPOMKM

MCHOﬂb3yﬁTe KOMaHay write <name> gns COXpaHeHnda HaCTpoeK Ha yCTpOIZCTBaX

»
MpumevaHue

Router#fwrite <name>

10.5.3 lNpoBepka HacTpoek
10.5.3.1 BeinonHute komangy show ip rip Ha RouterA gnst npocmoTpa mapupytos RIPv2

Codes: R - RIP, Rc - RIP connected, Rs - RIP static, K - Kernel, C - Connected, S - Static, O - OSPF, | - IS-IS, B - BGP, X
- Default

Network  Next Hop Metric From If Time
Rc 100.1.1.1/32 1 lol

Rc 198.18.1.0/24 1 ethl

R 200.1.1.1/32 01:04 198.18.1.2 2 198.18.1.2 ethl
R 200.1.1.3/32 01:04 198.18.1.2 2 198.18.1.2 ethl

10.5.3.2 BeinonHute komaHay show ip route rip Ha RouterA gns npocmoTtpa Tabnuubl

MapLUpyTOB

IP Route Table for VRF "default"
R 200.1.1.1/32 [120/2] via 198.18.1.2, eth1, 01:02:43
R 200.1.1.3/32 [120/2] via 198.18.1.2, eth1, 00:54:25
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Gateway of last resort is not set
10.5.3.3 BuinonHute komaHay show ip rip Ha RouterB ons npocmotpa mapuipyTtoB RIPv2

Codes: R - RIP, Rc - RIP connected, Rs - RIP static, K - Kernel, C - Connected, S - Static, O - OSPF, | - IS-IS, B - BGP, X
- Default

Network Next Hop Metric From |If Time
R 100.1.1.1/32 198.18.1.1 2 198.18.1.1 eth
Rc 198.18.1.0/24 1 eth
Rc 200.1.1.1/32 1 lol
Rc 200.1.1.3/32 1 lo3

10.5.3.4 BeinonHute komaHay show ip route rip Ha RouterB gns npocmoTtpa Tabnuubl

MapLIpyTOB

IP Route Table for VRF "default"
R 100.1.1.1/32 [120/2] via 198.18.1.1, eth1, 01:04:41
Gateway of last resort is not set

10.5.3.5 BoinonHute komaHay ping 200.1.1.1 Ha RouterA ana npoBepkM HACTPOEHHOro

mapLupyTa

PING 200.1.1.1 (200.1.1.1) 56(84) bytes of data.

64 bytes from 200.1.1.1: icmp_seq=1 ttl=64 time=1.04 ms
64 bytes from 200.1.1.1: icmp_seq=2 ttl=64 time=0.955 ms
64 bytes from 200.1.1.1: icmp_seq=3 ttl=64 time=1.01 ms
64 bytes from 200.1.1.1: icmp_seq=4 ttl=64 time=0.957 ms

10.5.3.6 BeinonHute komaHgy ping 200.1.1.3 Ha RouterA ans npoBepKM HAaCTPOEHHOro

mapLupyTa

PING 200.1.1.3 (200.1.1.3) 56(84) bytes of data.

64 bytes from 200.1.1.3: icmp_seq=1 ttl=64 time=1.03 ms
64 bytes from 200.1.1.3: icmp_seq=2 ttl=64 time=1.02 ms
64 bytes from 200.1.1.3: icmp_seqg=3 ttl=64 time=0.945 ms
64 bytes from 200.1.1.3: icmp_seq=4 ttl=64 time=1.06 ms

10.5.3.7 BeinonHute komaHgy ping 100.1.1.1 Ha RouterB ans npoBepkn HacTpoOeHHOro

mapLupyTa

PING 100.1.1.1 (100.1.1.1) 56(84) bytes of data.

64 bytes from 100.1.1.1: icmp_seq=1 ttl=64 time=1.01 ms
64 bytes from 100.1.1.1: icmp_seqg=2 ttl=64 time=0.978 ms
64 bytes from 100.1.1.1: icmp_seq=3 ttl=64 time=0.921 ms
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64 bytes from 100.1.1.1: icmp_seqg=4 ttI=64 time=0.978 ms
10.6 HacTponka npoTokorna agMHamu4ieckon mapwpytusaumm RIPng
10.6.1 OnncaHue HacTpPonKK

Kak nokasaHO Ha pucyHke 27 B Ka4yeCTBE OCHOBHbIX YCTPOMWCTB WCMNONb3ylTCA ABa
cepBUCHbIX MaplipyTusaTtopa - RouterA n RouterB.

Ha Router A HacTpoeH uHTepdenc eth1 - IP address 2001:2::1/127, loopback nHtepgeinc
- IP address 2001:2::ffff:1/128 n RIP npoTokonn.

Ha Router B HactpoeH wuHTepcennc eth1 - IP address 2001:2::2/127, loopback
nHTepdercol - IP address 2001:2::eeee:1/128 n 2001:2::eeee:2/128. Ha ycTponctBe HacTpoeH
RIP npoTtokon.

RouterA RouterB
=0 oooo e othl =0 oooo
ipv6 address 2001:2::2/127 ipv6 address 2001:2::2/127
(lo1: 2001:2::ffff:1/128) (lo1: 2001:2::eeee:1/128)

(lo2: 2001:2::eeee:1/128)

PucyHok 27 — Cxema HacTponka NpoToKosia AMHamMmyeckon mapupyTtmsauumn RIPng

10.6.2 OTanbl HACTPOWKK CETU

10.6.2.1 Boante B pexum rnobanbHOM KOHMUrypaumm Ha YCTPOWCTBaxX nepen

HaCTpPOWMKOM

Mpn HacTpomnke ceTeBoro obopyaoBaHus, OOHUM U3 FMNaBHbIX LIAroB, ABMASETCH BXO4 B
KOHOUIypauUnoHHbIN pexxuM. KoHUrypaumMOHHbIN pexnm - 3T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpoOkM. B KOH(UrypauMOHHOM peXmme MOXHO W3MEHATb HaCTPOMKU UHTEPJdENCOB,

MapLipyTM3aumo, 6e3onacHoOCTb 1 Apyrne napameTpbl YCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal
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10.6.2.2 HacTtpownTte RouterA

10.6.2.2.1 HactponTe uHTepdemc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2001:2::1/127
RouterA(config-if-[eth1])#ipv6 router rip
RouterA(config-if-[eth1])#exit

10.6.2.2.2 HactpownTte loopback-nHtepdenc

RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ipv6 address 2001:2::ffff:1/128
RouterA(config-if-[lo1])#ipv6 router rip
RouterA(config-if-[lo1])#exit

10.6.2.2.3 HactpownTte npotokosn RIP

RouterA(config)#router ipv6 rip
RouterA(config-router)#redistribute connected
RouterA(config-router)#end

10.6.2.3 HacTtpownTe RouterB

10.6.2.3.1 HactponTe nHTepdenc ethl

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#ipv6 address 2001:2::2/127
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ipv6 router rip
RouterB(config-if-[eth1])#exit

10.6.2.3.2 HactpownTe loopback1-uHtepdenc

RouterB(config)#interface lol

RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ipv6 address 2001:2::eeee:1/128
RouterB(config-if-[lo1])#ipv6 router rip
RouterB(config-if-[lo1])#exit

10.6.2.3.3 HactpownTte loopback2-nHtepdenc

RouterB(config)#tinterface lo2
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RouterB(config-if-[lo2])#no shutdown
RouterB(config-if-[lo2])#ipv6 address 2001:2::eeee:2/128
RouterB(config-if-[lo2])#ipv6 router rip
RouterB(config-if-[lo2])#exit

10.6.2.3.4 HactponTe npotokon RIP

RouterA(config)#trouter ipv6 rip
RouterA(config-router)#redistribute connected
RouterA(config-router)#end

10.6.2.4 CoxpaHnTe HaCTPOMKMU

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha YCTpoMUCTBax

»
NMpumeyaHue

Router#fwrite <name>

10.6.3 lNpoBepka HacTpoekK
10.6.3.1 BeinonHute komaHay show ipv6 rip Ha RouterA gnst npoBepky MapLupyToB

Codes: R - RIP, Rc - RIP connected, Rs - RIP static, Ra - RIP aggregated,
Rex - RIP connect suppressed, Rsx - RIP static suppressed,
K - Kernel, C - Connected, S - Static, O - OSPF, | - IS-IS, B - BGP

Network Next Hop If Met Tag Time
Rc 2001:2::/127 % eth1 1 O
R 2001:2::eeee:1/128 fe80::963f:bbff:fe00:3041 ethl 2 0 02:55
R 2001:2::eeee:2/128 fe80::963f:bbff:fe00:3041 ethl 2 0 02:55
Rc 2001:2::ffff:1/128 o lol 1 0

10.6.3.2 BeinonHute komaHgy show ipv6 route rip Ha RouterA onga nposepku mapLipyToB

IP Route Table for VRF "default"
R 2001:2::eeee:1/128 [120/2] via fe80::7872:6cff:fedb:7a36, eth1, 00:17:08
R 2001:2::eeee:2/128 [120/2] via fe80::7872:6cff:fedb:7a36, ethl, 00:17:08

10.6.3.3 BuinonHute komaHay show ipv6 rip Ha RouterB gnst npoBepkn mapLipyToB

Codes: R - RIP, Rc - RIP connected, Rs - RIP static, Ra - RIP aggregated,
Rcx - RIP connect suppressed, Rsx - RIP static suppressed,
K - Kernel, C - Connected, S - Static, O - OSPF, | - IS-IS, B - BGP
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Network Next Hop If Met Tag Time
Rc 2001:2::/127 oC ethi 1 O
Rc 2001:2::eeee:1/128 i lol 1 0
Rc 2001:2::eeee:2/128 o lo2 1 0
R 2001:2::ffff:1/128 fe80::963f:bbff:fe00:3035 ethl 2 0 02:27

10.6.3.4 BuinonHute komaHgy show ipv6 route rip Ha RouterB onga nposepku mapLipyToB

IP Route Table for VRF "default"
R 2001:2::ffff:1/128 [120/2] via fe80::963f:bbff:fe00:31, eth1, 00:19:52

10.6.3.5 BuinonHnte  komaHgy ping 2001:2::eeee:l Ha RouterA ana npoBepku

AOCTYNHOCTM MapLUpPyTOB

PING 2001:2::eeee:1(2001:2::eeee:1) 56 data bytes

64 bytes from 2001:2::eeee:1: icmp_seq=1 ttI=64 time=1.05 ms
64 bytes from 2001:2::eeee:1: icmp_seq=2 ttI=64 time=1.05 ms
64 bytes from 2001:2::eeee:1: icmp_seq=3 ttI=64 time=0.938 ms

10.6.3.6 BoinonHute komaHay ping 2001:2::eeee:2 Ha RouterA gns npoBepku

AOCTYNHOCTM MapLUpPyTOB

PING 2001:2::eeee:2(2001:2::eeee:2) 56 data bytes

64 bytes from 2001:2::eeee:2: icmp_seq=1 ttI=64 time=1.04 ms
64 bytes from 2001:2::eeee:2: icmp_seq=2 ttI=64 time=0.974 ms
64 bytes from 2001:2::eeee:2: icmp_seq=3 ttI=64 time=1.03 ms

10.6.3.7 BeinonHute komangy ping 2001:2::ffff:1 Ha RouterB ans npoBepkn AOCTYNHOCTU

MapLUpyTOB

PING 2001:2::ffff:1(2001:2::ffff:1) 56 data bytes

64 bytes from 2001:2::ffff:1: icmp_seq=1 ttI=64 time=1.01 ms
64 bytes from 2001:2::ffff:1: icmp_seq=2 ttI=64 time=0.964 ms
64 bytes from 2001:2::ffff:1: icmp_seq=3 ttI=64 time=1.02 ms

10.7 HacTtponka guHamu4yckon mappytusauum OSPFv2
10.7.1 OnncaHme HaCcTpPoMnKK

Kak nokasaHo Ha pucyHke 28 B KayecTBe OCHOBHbLIX YCTPOWCTB MCMOSb3ylTCsS ABa

CepBUCHbIX MapLupyTusaTopa - RouterA un RouterB.
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Mexay yctponctsammn RouterA n RouterB HacTpoeHa guHamudeckas mapLupytusaumsi no
npoTokony OSPF. Ha kaxgom n3 ycTporncTB HacTpoeHbl loopback-uHtepdencel u HasHadeHbl |P-
agpeca.

Loopback-nHtepdencel aHoHCUpyOTCA cBOUM cocedsiM. Ha ycTponcTBax npoBepsaeTcs

nonyyYeHvne MapLpyToB OT COCeaEeN.

Area0

RouterA RouterB

_ .0 oooo _ .0 oooo
E'p pooo ='p pooo

Ipv4: 198.18.1.0/24

eth2 eth2
Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
(lo1: 1.1.1.1/32) (lo1: 2.2.2.2/32)

PucyHok 28 — Cxema HacTponkmn guHammudeckon mapipytusaumnmn OSPFv2
10.7.2 OTanbl HACTPOMKN CETH

10.7.2.1 Bonante B pexum rnobanbHOM KOHUrypaumm Ha YCTpOMUCTBaxX nepes

HaCcTpPoWKomn

lMpu HacTpomnke ceTeBoro obopyaoBaHus, OOHUM U3 FMNaBHbIX LIAros, ABMASETCH BXO4 B
KOHOUIypauUnoHHbIN pexxuM. KoHMUrypauuoHHbIN peXnM - 3TO OOUH U3 PEeXUMOB KOMaHOHOM
CTpokM. B KOH(UrypaumMoOHHOM peXxume MOXHO W3MEHATb HaCTPOUKM UHTepdencos,

MapLipyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl yCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal

10.7.2.2 Hactpoute RouterA
10.7.2.2.1 HacTtpounTte nHtepdenco! eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit
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10.7.2.2.2 HactpownTe uHTepdencsl eth2

RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.1.1/24
RouterA(config-if-[eth2])#exit

10.7.2.2.3 HactponTte uHtepdenc o0

RouterA(config)#interface lo0
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#exit

10.7.2.2.4 HactpounTte npotokont OSPF

RouterA(config)#router ospf 1
RouterA(config-router)#router-id 1.1.1.1
RouterA(config-router)#network 198.18.1.0/24 area 0
RouterA(config-router)#network 1.1.1.1/32 area 0
RouterA(config-router)#no shutdown
RouterA(config-router)#end

10.7.2.3 HactpownTe RouterB
10.7.2.3.1 HactpownTte uHTepdencol eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

10.7.2.3.2 HactpownTe uHtepgencol eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.2/24
RouterB(config-if-[eth2])#exit

10.7.2.3.3 HactpounTte untepdenc lo 0

RouterB(config)#tinterface lo0
RouterB(config-if-[l00])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#exit
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10.7.2.3.4 HactponTe npotokon OSPF

RouterB(config)#router ospf 1
RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#network 2.2.2.2/32 area 0
RouterB(config-router)#network 198.18.1.0/24 area 0
RouterB(config-router)#no shutdown
RouterB(config-router)#end

10.7.2.4 CoxpaHnTe HacTPOMKMU

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha yCTpoMnCcTBax

»
MpumeyaHue

Router#fwrite <name>

10.7.3 lNpoBepka HacTpoekK

10.7.3.1 BeinonHute komaHay show ip route ospf Ha RouterA 4tobbl yb6eautbca, 4To
MapLpyT 2.2.2.2/32 nonyyeH no npotokony OSPF

IP Route Table for VRF "default"

0 2.2.2.2/32[110/11] via 198.18.1.2, eth2, 00:08:28
Gateway of last resort is not set

10.7.3.2 BeinonHute komaHay show ip route ospf Ha RouterB 4tobbl y6eantbca, 4To
MapwpyT 1.1.1.1/32 nonyyeH no npotokony OSPF

IP Route Table for VRF "default"

O 1.1.1.1/32[110/20] via 198.18.1.1, eth2, 00:09:33
Gateway of last resort is not set

10.8 HacTtponka guHamu4yeckon mapuwpytusauum OSPFv3

10.8.1 OnncaHme HacTpounKK

Kak nokasaHo Ha pucyHke 29 B KayecTBe OCHOBHbLIX YCTPOWCTB MCMOSb3ylTCsS ABa

CepBUCHbIX MapLupyTusaTopa - RouterA un RouterB.
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Mexgy yctpouctBamm RouterA u  RouterB  HacTpauBaeTcs  avHamudeckas
MapwpyTtusaums no npotokonly OSPF. Ha kaxgom w3 yctpoucTB nogHumatrotcs loopback-
MHTepdencol 1 HasHa4vatlTcs IP-agpeca.

Loopback-nHtepdencel aHoHCUpyOTCA cBOUM cocedsiM. Ha ycTponcTBax npoBepsaeTcs

nonyyYeHve MapLpyToB OT coceaen.

7 Area0

Ipv6: 2001:db8::198:18:1:2/96

"0 ooog (lo0: 2001:db8::2:2:2:2/128) 'O ooog
='n pooo ='p ppooo

eth2 eth2

Ipv6: 2001:db8::198:18:1:1/96
(lo0: 2001:db8::1:1:1:1/128)

PucyHok 29 — Cxema HacTponkun guHamuyeckon mappytusaumm OSPFv3
10.8.2 JOtanbl HACTPOWKK CETH

10.8.2.1 Bonante B pexum rnobanbHOM KOHUrypaumm Ha YyCTpOMUCTBaxX nepes

HaCcTpPoWKomn

Mpu HacTponke ceTeBoro obopyaoBaHus, OOHUM U3 rMNaBHbIX LWAroB, ABNAETCA BXOL B
KOHOUrypaunoHHbIN pexxuM. KoHUrypaumMoOHHbIN pexnm - 3T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpokM. B KOH(UrypauMOHHOM peXume MOXHO W3MEHATb HaCTPOUKM UHTepdencos,

MapLipyTM3aumo, 6e30nacHOCTb 1 Apyrne napameTpbl YCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal

10.8.2.2 Hactpoute RouterA

10.8.2.2.1 HactpounTte nHtepdenc eth2

RouterA(config)#interface eth2

RouterA(config-if-[eth2])#ipv6 address 2001:db8::198:18:1:1/96
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit
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10.8.2.2.2 HactpownTe loopback nHtepgenc

RouterA(config)#tinterface lol

RouterA(config-if-[lo1])#ipv6 address 2001:db8::1:1:1:1/128
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#exit

10.8.2.2.3 HactponTe mapLupyTusaTop ¢ yHukanbHbIM ID ana npoueccos OSPF

RouterA(config)#router ipv6 ospf
RouterA(config-router)#router-id 1.1.1.1
RouterA(config-router)#exit

10.8.2.2.4 HactpouTe paspelwleHune npotokona OSPFv3 Ha nHTepdgencax

RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#shutdown
RouterA(config-if-[eth2])#ipv6 router ospf area 0
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit
RouterA(config)#interface lo0
RouterA(config-if-[lo0])#ipv6 router ospf area 0
RouterA(config-if-[lo0])#end

»
MpumevaHue

Ecnu nocne BknoveHus npotokona OSPF Ha nHTepderice nossutcsa coobuieHne tuna %
Link-Local address is not assigned to this interface , To BbIKNOYNTE N BKNIOYNTE OAHHbIN

nHTEpdenc.
10.8.2.3 Hactpoute RouterB

10.8.2.3.1 HacTtpounTte nHtepdenc eth2

RouterB(config)#interface eth2

RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ipv6 address 2001:db8::198:18:1:2/96
RouterB(config-if-[eth2])#exit
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10.8.2.3.2 HactponTe loopback nHtepgenc

RouterB(config)#tinterface lo1

RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ipv6 address 2001:db8::2:2:2:2/128
RouterB(config-if-[lo1])#exit

10.8.2.3.3 HactponTe mapLupyTtusaTop ¢ yHuKkanbHbIiM ID ana npoueccos OSPF

RouterB(config)#router ipv6 ospf
RouterB(config-router)#router-id 1.1.1.1
RouterB(config-router)#exit

10.8.2.3.4 HactpounTe paspelwleHune npoTtokona OSPFv3 Ha nHTepdgencax

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#shutdown
RouterB(config-if-[eth2])#ipv6 router ospf area 0
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit
RouterB(config)#interface lo0
RouterB(config-if-[lo0])#ipv6 router ospf area 0
RouterB(config-if-[lo0])#end

10.8.2.4 CoxpaHuTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEK Ha YCTPOoMCTBax

»
NMpumeyaHue

Router#twrite <name>

10.8.3 lNpoBepka HacTpoek

10.8.3.1 BeinonHute komaHgy show ipv6 route ospf Ha RouterA 4Tob6bl y6eantbes, 4To

MapwpyT 2001:db8::2:2:2:2/128 nony4eH no npotokony OSPF

IP Route Table for VRF "default"
(o] 2001:db8::2:2:2:2/128 [110/1] via fe80::c600:adff:feas:1348, eth2, 00:02:58
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10.8.3.2 BeinonHute komaHgy show ipv6 route ospf Ha RouterB 4Tto6bl y6eanTtbes, 4To

mMapwpyT 2001:db8::1:1:1:1/128 nony4eH no npotokony OSPF

IP Route Table for VRF "default"
O 2001:db8::1:1:1:1/128 [110/1] via fe80::963f:bbff:fe00:38, eth2, 00:03:24

10.9 HacTtpo#ka npoTokona AMHaMU4eCcKon mMapuipytusaumm IS-IS
10.9.1 OnucaHune HacTpPouKK

Kak nokaszaHo Ha pucyHke 30 B KayecTBe€ OCHOBHbIX YCTPOWCTB WCMOMb3YOTCHA [Ba
cepBUCHbIX MapLipyTusaTopa - RouterA n RouterB.

Mexay yctponctsammn RouterA n RouterB HacTpoeHa guHamudeckas mapLupytusaumsi no
npoTokony IS-1S. Ha kaxgom u3 ycTtponcTB nogHaThl loopback-uHtepdgencsl n HasHayeHbl IP-
agpeca.

Loopback-uHTepdencsbl aHoHCMpOBaHblI CBOMM COCEASIM.

RouterA RouterB

O oooo 192.18.1.0/24 o oooo
5:p oooo PRTH) oth2 S5‘p pooo
Ipvd: 198.18.1.1/24 Ipvd: 198.18.1.2/124
100: 1.1.1.1/32 100: 2.2.2.2/32

PucyHok 30 — Cxema HacTponkmn NpoToKosia AMHaMUYeCcKon MmapLipyTmsaumm 1S-1S
10.9.2 STanbl HACTPOWKK CETU

10.9.2.1 Bonante B pexum rnobanbHOM KOHUrypaumm Ha YCTpOWCTBaxX nepes

HaCTpPOWMKOM

Mpu HacTponke ceTeBoro o6opyaoBaHWs, OOHUM U3 FMNaBHbIX LIAroB, SBMASETCS BXO4 B
KOHOUIypauUnoHHbIN pexxuM. KoHUrypaumMOHHbIN pexnm - 3T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpokU. B KOH(UrypaumoOHHOM peXume MOXHO W3MEHATb HaCTPOWMKM UHTepdencos,

MapLipyTM3aumo, 6e30nacHOCTb U ApyrMe napameTpbl YCTPOWCTB.
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»
MpumeyvaHue

Router#configure terminal

10.9.2.2 Hactpounte RouterA

10.9.2.2.1 HactponTe uHTepdgenc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.1.1/24
RouterA(config-if-[eth2])#exit

10.9.2.2.2 HacTtpounTte npoTtokon IS-IS

RouterA(config)#router isis

RouterA(config-router)#net 49.0010.0255.0000.0001.00
RouterA(config-router)#is-type level-1
RouterA(config-router)#metric-style wide
RouterA(config-router)#exit

10.9.2.2.3 Bknounte mapuwpyTtmusauuio IS-IS Ha nHtepdence eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#ip router isis
RouterA(config-if-[eth2])#exit

10.9.2.2.4 Hactpowute loopback-uHtepdgenc

RouterA(config)#interface lo0
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#ip router isis
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#end

10.9.2.3 HactpounTte RouterB
10.9.2.3.1 HactpownTte uHtepdenicol eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.2/24
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RouterB(config-if-[eth1])#exit
10.9.2.3.2 HactpownTte npotokon ISIS

RouterA(config)#trouter isis

RouterA(config-router)#net 49.0010.0001.0000.0010.00
RouterA(config-router)tis-type level-1
RouterA(config-router)#tmetric-style wide
RouterA(config-router)#exit

10.9.2.3.3 Bknounte mapwpytusauuio IS-IS Ha nHtepdence eth2

RouterB(config)#interface eth2
RouterA(config-if-[eth2])#ip router isis
RouterA(config-if-[eth2])#exit

10.9.2.3.4 Bknounte mapwpyTtmnsauuio IS-IS Ha loopback-uHtepderice

RouterB(config)#interface lo0
RouterB(config-if-[lo0])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#ip router isis
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#end

10.9.2.4 CoxpaHuTe HaCTPONKK

Mcnonbayinte komaHay write <name> onsi CoxpaHeHNsa HacTPOEK Ha YCTPOoMCTBax

»
NMpumeyaHue

Router#fwrite <name>

10.9.3 lNpoBepka HacTpoek

10.9.3.1 BeinonHute koMmaHgy show ip route isis Ha RouterA 4ToObl y6eantbcs, YTO

MapLwpyT 2.2.2.2/32 nonyyeH no npotokony IS-1S

IP Route Table for VRF "default"
i L1 2.2.2.2/32[115/20] via 198.18.1.2, eth2, 00:03:39
Gateway of last resort is not set
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10.9.3.2 BeinonHute komaHgy show ip route isis Ha RouterB 4tobbl y6eautbes, 4To

MapwpyT 1.1.1.1/32 nonyyeH no npotokony IS-1S

IP Route Table for VRF "default"
i L1 1.1.1.1/32[115/20] via 198.18.1.1, eth2, 00:03:48
Gateway of last resort is not set

10.10 HacTtpouka npoTokona AMHamMmM4yeckon mapupytusauum BGP
10.10.1 OnucaHue HaCTpPOnKK

Kak nokaszaHo Ha pucyHke 31 B KayecTBe OCHOBHbIX YCTPOWCTB WCMOMb3ylTCA Tpu
cepBUCHbIX MapipyTusatopa - RouterA, RouterB n RouterC.

Mexay yctpouctBamm RouterA, RouterB n RouterC HacTpoeHa puHamuyeckas
MapwpyTtusaums no npotokony BGP. CoceactBo HacTpamBaeTtca mexay RouterA n RouterB,
RouterB n RouterC. lMpsmoro coceactsa mexay RouterA n RouterC HeT. Ha kaxgom wu3
YyCTpOMCTB NogHAThl loopback-nHtepgencol n HasHadveHbl |IP-agpeca. Loopback-uHtepdencoi

aHOHCUpPOBaHbl CBONM cocesAM.

RouterA RouterB RouterC
192.18.0.0/24 192.18.1.0/24
S 0 oooo 0 oooo 8:n oooo
eth1 eth1 eth2 eth2
Ipvd: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipvd: 198.18.1.2/24
100: 1.1.1.1/32 lo0: 2.2.2.2i32 100: 3.3.3.3/32
lo1: 100.1.1.1/32 lo1: 200.1.1.1/32
lo2: 100.1.2.1/32 lo2: 200.1.2.1/32
103: 100.1.3.1/32 lo3: 200.1.3.1/32

PucyHok 31 — Cxema HacTponkmn NpoTokoia AMHamuyeckon mappyTtmsaunmn BGP
10.10.2 OTanbl HACTPOWKK CETU

10.10.2.1 Bongute B pexum rnobanbHon KoHduUrypaumMm Ha YCTpOWCTBax nepea

HaCTpPOMKOM

lMpu HacTponke ceteBoro o6opyaoBaHWs, OOHUM U3 FNaBHbIX LIAroB, ABMASETCHA BXO4 B
KOHOUIypauUnoHHbIN pexum. KoHUrypaumMOHHbIN pexnm - 3T0 OOMH U3 PEXMMOB KOMaHOHOM
CTPOKN. B KOHPUrypauUMOHHOM peXMmMe MOXHO W3MEHATb HaCTPOMKU  UHTepdeuncos,

MapLipyTM3auuio, 6e30nacHOCTb U ApyrMe napameTpbl YCTPOWCTB.
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»
MpumeyvaHue

Router#configure terminal

10.10.2.2 HactponTte RouterA

10.10.2.2.1 HactponTe uHTepdencol eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

10.10.2.2.2 HactpownTte nHtepdgeiic 100

RouterA(config)#tinterface lo 0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

10.10.2.2.3 HactpownTe nHtepdeiic lo1

RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 100.1.1.1/24
RouterA(config-if-[lol])#exit

10.10.2.2.4 HactponTe nHTepdenc lo2

RouterA(config)#interface lo2
RouterA(config-if-[lo2])#no shutdown
RouterA(config-if-[lo2])#ip address 100.1.2.1/24
RouterA(config-if-[lo2])#exit

10.10.2.2.5 HactpownTe nHTtepdenc 103

RouterA(config)#interface lo3
RouterA(config-if-[lo3])#no shutdown
RouterA(config-if-[lo3])#ip address 100.1.3.1/24
RouterA(config-if-[lo3])#exit
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10.10.2.2.6 HactponuTe npotokon BGP

RouterA(config)#router bgp 64501
RouterA(config-router)#bgp router-id 1.1.1.1
RouterA(config-router)#network 100.1.1.0/24
RouterA(config-router)#network 100.1.2.0/24
RouterA(config-router)#network 100.1.3.0/24
RouterA(config-router)#neighbor 198.18.0.1 remote-as 64502
RouterA(config-router)#tend

10.10.2.3 HactponTte RouterB
10.10.2.3.1 HactponTe uHTepdencol eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

10.10.2.3.2 HactponTe nHTepdencsl eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

10.10.2.3.3 HactpownTe nHtepdgenc o0

RouterB(config)#interface lo0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#exit

10.10.2.3.4 HactpownTte npotokon BGP

RouterB(config)#router bgp 64502
RouterB(config-router)#bgp router-id 2.2.2.2
RouterB(config-router)#network 2.2.2.2/32
RouterB(config-router)#neighbor 198.18.0.2 remote-as 64501
RouterB(config-router)#neighbor 198.18.1.2 remote-as 64503
RouterB(config-router)#end
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10.10.2.4 HactponTte RouterC

10.10.2.4.1 HactponTe nHTepdgencsl eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

10.10.2.4.2 HactpownTte nHtepdgeiic 100

RouterC(config)#interface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

10.10.2.4.3 Hactponte nHTepdenc lo1

RouterC(config)#interface lol
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 200.1.1.1/24
RouterC(config-if-[lo1])#exit

10.10.2.4.4 Hactpownte nHtepdeinc o2

RouterC(config)#interface lo2
RouterC(config-if-[lo2])#no shutdown
RouterC(config-if-[lo2])#ip address 200.1.2.1/24
RouterC(config-if-[lo2])#exit

10.10.2.4.5 HactpownTe nHtepdgenc o3

RouterC(config)#interface lo3
RouterC(config-if-[lo3])#no shutdown
RouterC(config-if-[lo3])#ip address 200.1.3.1/24
RouterC(config-if-[lo3])#exit

10.10.2.4.6 HactpownTte npotokon BGP

RouterC(config)#router bgp 64503
RouterC(config-router)#bgp router-id 3.3.3.3
RouterC(config-router)#network 200.1.1.0/24
RouterC(config-router)#network 200.1.2.0/24
RouterC(config-router)#network 200.1.3.0/24

RouterC(config-router)#neighbor 198.18.1.1 remote-as 64502
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RouterC(config-router)#end
10.10.2.5 CoxpaHnte HaCTPOWKH

Mcnonb3ynte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha yCTponcTBax

»
MpumeyaHue

Router#write <name>

10.10.3 lNpoBepka HacTpoek

10.10.3.1 BeinonHute komaHgy show ip bgp neighbors 198.18.0.2 routes 4TOb6bI

y6eantbca, 4to RouterB nonyuun npecdukcesl no npotokony BGP o1 RouterA

BGP table version is 19, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, | - labeled, S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 100.1.1.0/24 198.18.0.2 O 100 0 64501 i
*> 100.1.2.0/24 198.18.0.2 O 100 0 64501 i
*> 100.1.3.0/24 198.18.0.2 O 100 0 64501 i

Total number of prefixes 3

10.10.3.2 BeinonHute komaHay show ip bgp neighbors 198.18.1.2 routes, 4TOObI

ybeantbca, yto RouterB nonyuunn npedwukcesl no npotokony BGP ot RouterC

BGP table version is 22, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, | - labeled, S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 200.1.1.0/24 198.18.1.2 0 100 0 64503 i
*> 200.1.2.0/24 198.18.1.2 0 100 0 64503 i
*> 200.1.3.0/24 198.18.1.2 0 100 0 64503 i

Total number of prefixes 3
10.11 HacTpouka npoTokona AMHamMuM4yeckon maplpytusauum MP-BGP
10.11.1 OnncaHne HaCTPOMKK

Kak nokasaHo Ha pucyHke 32 B KayeCTBe OCHOBHbIX YCTPOWCTB MCMOSMb3YOTCS TpU

cepBUCHbIX MaplipyTm3aTtopa - RouterA, RouterB n RouterC.
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Mexnay yctpouctBamu RouterA, RouterB un RouterC HacTpoeHa guHamudeckas
MapwpyTtusaums no npotokony BGP. CoceactBo HacTpavBaeTtca mexay RouterA n RouterB,
RouterB n RouterC. lMpsmoro coceactsa mexay RouterA n RouterC HeT. Ha kaxgom wu3
yCTpOMCTB nogHAThbl loopback-nHtepgencol 1 HasHaveHbl IP-agpeca. Loopback-uHtepdencoi

aHOHCUpPOBaHbl CBOUM coceisAM.

RouterA RouterB RouterC
192.18.0.0/24 192.18.1.0/24
S 0 oooo 0 oooo 8:n oooo
eth1 eth1 eth2 eth2
Ipvd: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipvd: 198.18.1.2/24
100: 1.1.1.1/32 lo0: 2.2.2.2i32 100: 3.3.3.3/32
lo1: 100.1.1.1/32 lo1: 200.1.1.1/32
lo2: 100.1.2.1/32 lo2: 200.1.2.1/32
l03: 100.1.3.1/32 lo3: 200.1.3.1/32

PucyHok 32 — Cxema HacTponkmn NnpoTokona AMHamuyeckon mapwpytmsaumm MP-BGP
10.11.2 3Tanbl HACTPOWKN CETH

10.11.2.1 Bongute B pexum rnobanbHOn KoHdurypaumMm Ha YCTpoucTBax nepea

HaCcTpPoUKoMn

lMpu HacTpounke ceTeBoro obopyaoBaHus, OOHUM U3 rMNaBHbIX LIAros, ABMASETCH BXO4 B
KOHOUIypaunoHHbIN pexxuM. KoHUrypaumMoOHHbIN pexnm - 9T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpokM. B KOH(UrypaumMoOHHOM peXxume MOXHO W3MEHATb HaCTPOUKM UHTepdencos,

MapLipyTM3aumo, 6e30nacHoOCTb U Apyrue napameTpbl yCTPOWCTB.

»
NMpumeyaHue

Router#configure terminal

10.11.2.2 HactponTte RouterA

10.11.2.2.1 HactpownTe nHTepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2001::1/64
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RouterA(config-if-[eth1])#exit
10.11.2.2.2 HactponuTe nHTepdenc lol

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ipv6 address 101::1/64
RouterA(config-if-[lo1])#exit

10.11.2.2.3 HactpownTte npoTtokon MP-BGP

RouterA(config)#router bgp 100
RouterA(config-router)#bgp router-id 1.1.1.1
RouterA(config-router)#neighbor 2001::2 remote-as 200
RouterA(config-router)#address-family ipv6 unicast
RouterA(config-router-af)#network 101::/64
RouterA(config-router-af)#tneighbor 2001::2 activate
RouterA(config-router-af)#exit-address-family
RouterA(config-router)#exit

10.11.2.3 HactpouTte RouterB
10.11.2.3.1 Hactpownte nHtepdenc ethl

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ipv6 address 2001::2/64
RouterB(config-if-[eth1])#exit

10.11.2.3.2 HacTtpownte nHtepdgenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ipv6 address 2000::2/64
RouterB(config-if-[eth2])#exit

10.11.2.3.3 Hactponte nHTepdenc lol

RouterB(config)#tinterface lol
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ipv6 address 102::1/64
RouterB(config-if-[lo1])#exit
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10.11.2.3.4 HactponTte npotokon MP-BGP

RouterB(config)#router bgp 200
RouterB(config-router)#bgp router-id 2.2.2.2
RouterB(config-router)#neighbor 2001:1 remote-as 100
RouterB(config-router)#neighbor 2000::1 remote-as 300
RouterB(config-router)#address-family ipv6 unicast
RouterB(config-router-af)#network 102::/64
RouterB(config-router-af)#neighbor 2000::1 activate
RouterB(config-router-af)#neighbor 2001::1 activate
RouterB(config-router-af)#exit-address-family
RouterB(config-router)#exit

10.11.2.4 Hactpownte RouterC

10.11.2.4.1 HactponTe uHTepdenc ethl

RouterC(config)#tinterface ethl
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ipv6 address 2000::1/64
RouterC(config-if-[eth1])#exit

10.11.2.4.2 HactpownTe nHtepdeiic lo1

RouterB(config)#interface lol
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ipv6 address 103::1/64
RouterB(config-if-[lo1])#exit

10.11.2.4.3 HactpownTe npotokon MP-BGP

RouterC(config)#router bgp 300
RouterC(config-router)#bgp router-id 3.3.3.3
RouterC(config-router)#neighbor 2000::2 remote-as 200
RouterC(config-router)#address-family ipv6 unicast
RouterC(config-router-af)#fnetwork 103::/64
RouterC(config-router-af)#neighbor 2000::2 activate
RouterC(config-router-af)#exit-address-family
RouterC(config-router)#exit

10.11.2.5 CoxpaHnte HaCTPOWKM

Mcnonbaynte komaHay write <name> gnsi CoOxpaHeHNsa HacTPOEK Ha YCTPOMUCTBax
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»
MpumeyvaHue

Router#write <name>

10.11.3 MNpoBepka HacTpoek

10.11.3.1 BeinonHute komaHgy show bgp ipv6 neighbors 2001::1 routes, 4TOObI

yb6eantbca, 4to RouterB nonyyun npecdwukesl no npotokony MP-BGP ot RouterA

BGP table version is 1005, local router ID is 2.2.2.2
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, | - labeled
S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network  NextHop Metric LocPrf Weight Path
*> 101::/64 2000::2(fe80::963f:bbff:fe00:3b) 0 100 0 100i
Total number of prefixes 1

10.11.3.2 BeinonHute komaHgy show bgp ipv6 neighbors 2000::1 routes, 4ToOGbI

y6eantbc4, 4to RouterB nonyymn npedukcsl no npotokony MP-BGP ot RouterC

BGP table version is 1007, local router ID is 2.2.2.2
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, | - labeled
S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop  Metric LocPrf Weight Path
*> 103::/64 2001::2(fe80::963f:bbff:fe00:2e) 0 100 O 300i
Total number of prefixes 1

10.12 HacTtpomka counbTpaumum MapLlupyToB ¢ nomMmoubro prefix-list
10.12.1 OnncaHne HaCTPOKnKK

Kak nokasaHoO Ha pucyHke 33 B KayeCTBE OCHOBHbIX YCTPOWCTB WCMONb3YKTCA TpU
cepBUCHbIX MapLipyTmsaTtopa - RouterA, RouterB n RouterC.

Ha kaxgom wn3 ycTponctB nogHATbl loopback-uHtepdencel n HasHadveHbl |IP-agpeca.
Mexny yctponctesammn RouterA, RouterB 1 RouterC HacTpoeHa gMHamuyeckas MapLupyTusaums
no npotokony BGP. CoceactBo HacTpamnBaeTtca mexay RouterA n RouterB, RouterB n RouterC.
Mpsamoro coceactea mexay RouterA n RouterC HerT.

Ha RouterB HacTpoeH prefix-list, 6narogaps kotopomy omnbTpytOTCA MapLIpyThl B CETU

Ha ocHoBaHuK |IP-agpecoB 1 AnanasoHoB CETEN.
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RouterA RouterB RouterC
= o pooo othl 0 ooon oth2 eth2 ='n oooo
Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.2/24
100: 1.1.1.1/32 100: 2.2.2.2/32 Ipv4: 198.18.1.1/24 100: 3.3.3.3/32
lo1: 100.1.1.1/24 lo1: 200.1.1.1/24
l02: 100.1.2.1/24 lo2: 200.1.2.1/24
103: 100.1.3.1/24 103: 200.1.3.1/24

PucyHok 33 — Cxema HacTponku dunbpaumm MmapLipyToB ¢ nomoubio prefix-list
10.12.2 OTanbl HACTPOWKN CeTH

10.12.2.1 Bongute B pexumMm rrnobanbHON KOHurypaumMm Ha YCTpoucTBax nepen

HaCTpOWKOM

Mpn HacTpouke ceTeBoro ob6opyaoBaHUs, OOHUM U3 FMaBHbIX LLAroB, ABNSETCS BXOA4 B
KOHUrypaunoHHbIn pexxumMm. KoHUrypaumMoHHbIN pexnm - 9T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpPOKU. B KOH(UrypauuOHHOM peXxuMme MOXHO W3MEHATb HAaCTPOMKU UHTepPJdEencos,

MapLUpyT13auuo, 6e3onacHoOCTb U Apyrine napameTpbl YCTPOMCTB.

»
MpumevyaHue

Router#configure terminal

10.12.2.2 HactpounTte RouterA
10.12.2.2.1 HactpownTe nHtepdgenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

10.12.2.2.2 Hactpownte nHtepdeinc o0

RouterA(config)#interface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit
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10.12.2.2.3 HactponTe nHTepdenc lo 1

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 100.1.1.1/24
RouterA(config-if-[lo1])#exit

10.12.2.2.4 HactponTe uHTepdenc lo 2

RouterA(config)#interface lo2
RouterA(config-if-[l02])#no shutdown
RouterA(config-if-[lo2])#ip address 100.1.2.1/24
RouterA(config-if-[lo2])#exit

10.12.2.2.5 HactpownTe nHtepdenc o3

RouterA(config)#interface lo3
RouterA(config-if-[lo3])#no shutdown
RouterA(config-if-[lo3])#ip address 100.1.3.1/24
RouterA(config-if-[lo3])#exit

10.12.2.2.6 HactpownTe npotokon BGP

RouterA(config)#router bgp 64501
RouterA(config-router)#bgp router-id 1.1.1.1
RouterA(config-router)#network 100.1.1.0/24
RouterA(config-router)#network 100.1.2.0/24
RouterA(config-router)#network 100.1.3.0/24

RouterA(config-router)#neighbor 198.18.0.1 remote-as 64502

RouterA(config-router)#end

10.12.2.3 HactpounTte RouterB

10.12.2.3.1 HactpownTe nHtepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

10.12.2.3.2 HacTtpownte nHtepdenc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
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RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

10.12.2.3.3 HacTtpownTte nHtepdeiic o0

RouterB(config)#tinterface lo0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#exit

10.12.2.3.4 HactponuTe npotokon BGP

RouterB(config)#router bgp 64502
RouterB(config-router)#bgp router-id 2.2.2.2
RouterB(config-router)#network 2.2.2.2/32
RouterB(config-router)#neighbor 198.18.0.2 remote-as 64501
RouterB(config-router)#neighbor 198.18.1.2 remote-as 64503
RouterB(config-router)#exit

10.12.2.3.5 HactpownTe prefix-list

RouterB(config)#ip prefix-list 1 seq 10 permit 100.1.3.0/24 eq 24
RouterB(config)#router bgp 64502
RouterB(config-router)#neighbor 198.18.1.2 prefix-list 1 out
RouterB(config-router)#end

10.12.2.4 Hactpownte RouterC

10.12.2.4.1 HacTtpownte nHtepdenc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

10.12.2.4.2 HactpownTe nHtepdenc o0

RouterC(config)#interface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit
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10.12.2.4.3 HactponuTe nHTepdenc lol

RouterC(config)#tinterface lo1
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 200.1.1.1/24
RouterC(config-if-[lo1])#exit

10.12.2.4.4 HactponTe nHTepdenc lo2

RouterC(config)#interface lo2
RouterC(config-if-[lo2])#no shutdown
RouterC(config-if-[lo2])#ip address 200.1.2.1/24
RouterC(config-if-[lo2])#exit

10.12.2.4.5 Hactpownte nHtepdeiic 103

RouterC(config)#interface lo3
RouterC(config-if-[lo3])#no shutdown
RouterC(config-if-[lo3])#ip address 200.1.3.1/24
RouterC(config-if-[lo3])#exit

10.12.2.4.6 HactpownTe npotokon BGP

RouterC(config)#router bgp 64503
RouterC(config-router)#bgp router-id 3.3.3.3
RouterC(config-router)#network 200.1.1.0/24
RouterC(config-router)#network 200.1.2.0/24
RouterC(config-router)#network 200.1.3.0/24

RouterC(config-router)#neighbor 198.18.1.1 remote-as 64502

RouterC(config-router)#end

10.12.2.5 CoxpaHnTe HaCTpPOWKM

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNs HacTPOEK Ha YCTPOoMUCTBax

»
NMpumeyaHue

Routerftwrite <name>

10.12.3 NpoBepka HacTpoek

BeinonHute komaHay show ip bgp neighbors 198.18.0.2 routes Ha RouterB ans

NPOBEPKM NPUHATBLIX NPedrKCOB KOMaHA
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IP Route Table for VRF "default"
B 100.1.3.0/24 [20/0] via 198.18.0.2, eth1, 00:02:06
B 200.1.1.0/24 [20/0] via 198.18.1.2, eth2, 00:14:56
B 200.1.2.0/24 [20/0] via 198.18.1.2, eth2, 00:14:56
B 200.1.3.0/24 [20/0] via 198.18.1.2, eth2, 00:14:56
Gateway of last resort is not set

10.13 MNpoBepka paboTtbl debug Ha npumepe npotokona OSPFv2
10.13.1 OnucaHue HaCTpPoOnKK

Kak nokasaHo Ha pucyHke 34 B Ka4eCTBe OCHOBHOMO YCTPOWCTBA BblOpaHbl CEPBUCHbIE
MapLpyTusaTtopsbl - RouterA n RouterB.

Ha Router A HacTpoeH nntepdenc eth1 - IP address 198.168.0.1/24, loopback nHtepdeic
- IP address 1.1.1.1/24, HactpoeHa cdyHkuunsa debug n npotokon OSPF.

Ha Router B HacTpoeH nntepdenc eth1 - IP address 198.168.0.2/24, loopback nHtepdeic
- IP address 2.2.2.2/24 v npotokon OSPF.

RouterA RouterB
eth1

ipva: 192.168.0.1/24 ipva: 192.168.0.1/24
(lo1: 1.1.1.1/24) (lo1: 1.1.1.1/24)

PucyHok 34 — BapuaHT HacTpoviku pyHKLuMmn debug
10.13.2 OTanbl HACTPOWKK CETU
10.13.2.1 Bongute B pexum rnobdanbHOn KoHGUrypauum

KoH(urypauMoOHHbIN - pexum - 3TO OAMH N3  PEeXUMOB KOMaHOHOW CTpoku. B
KOHOUIypaLNOHHOM pPEeEXUME MOXHO M3MEHSTb HACTPOMKU MHTEPdENCOB, MapLUpyTMU3aumio,

6e3onacHoOCTb 1 Apyrie napameTpbl YCTPOMUCTB.
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»
MpumeyvaHue

RouterA#configure terminal

10.13.2.2 Hactpownte RouterB

10.13.2.2.1 OTknouunTe TekyLwmm vlan ncnonbsyembin No yMonyaHuio
RouterB(config)#no interface vlanl

10.13.2.2.2 HactponTe uHTepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 192.168.0.2/24
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

10.13.2.2.3 HactpownTte nHtepderiic lol

RouterB(config)#interface lol
RouterB(config-if-[lo1])#ip address 2.2.2.2/24
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#exit

10.13.2.2.4 HactponTte npouecc mapwpyTtmsauum OSPF

RouterB(config)#router ospf 1
RouterB(config-router)#router-id 2.2.2.2

Use "clear ip ospf process" command to take effect
RouterB(config-router)#network 192.168.0.0/24 area 0
RouterB(config-router)#network 2.2.2.2/24 area 0
RouterB(config-router)#end

10.13.2.3 HactpounTte RouterA
10.13.2.3.1 OTknounTe TekyLwmn vilan ncnonb3yemsin nNo ymonyaHuio

RouterA(config)#no interface vlanl
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10.13.2.3.2 HactponTe uHTepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 192.168.0.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

10.13.2.3.3 HactponTe nHTepdemc lo1

RouterA(config)#interface lol
RouterA(config-if-[lo1])#ip address 1.1.1.1/24
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#exit

10.13.2.3.4 HacTtpownTe dyHKumto debug

RouterA(config)#debug control on
RouterA(config)#debug ospf route install

OSPF route installation debugging is on

RouterA(config)#logging level ospf 7
RouterA(config)#vlog user admin

10.13.2.3.5 Hactpownte npotokon OSPF

RouterA(config)#router ospf 1
RouterA(config-router)#router-id 1.1.1.1
RouterA(config-router)#network 192.168.0.0/24 area 0
RouterA(config-router)#network 1.1.1.1/24 area 0
RouterA(config-router)#end

10.13.2.4 CoxpaHnTe HaCTPOWKM

Mcnonbayite komaHay write <name> gnsi COXpaHEHNs HAaCTPOEK Ha YCTPOMCTBaX

»
NMpumeyaHue

Routerftwrite <name>
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10.13.3 NpoBepka HacTpoek

10.13.3.1 BoinonHute komaHgy no debug ospf Ha RouterA gns nposepku paboTbl

dyHKumm debug
All possible debugging has been turned off

10.13.3.2 BoinonHute komaHay debug ospf packet hello Ha RouterA gons nposepku
paboTbl oyHKUMKM debug

OSPF packet Hello debugging is on
10.14 HacTtpouka npoTtokona BFD ansa AMHamMuMyeckon mapLupytTusauum
10.14.1 OnncaHne HaCTPOnKK

Kak nokasaHo Ha pucyHke 35 B KaydeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHLIE
MapLpyTtusaTtopsl - RouterA, RouterB, RouterC.

Mexay RouterA RouterB RouterC HacTpavBaeTca guHamuyeckasi MapLipyTmsauuns no
npoTtokony OSPF, Bknwovaetca npotokon BFD. Ha kaxgom n3 ycTponcTtB nogHMMaeTcs
loopback-nHtepdenc n HasHayvaeTca IP-agpeca.

Loopback-nHTepdencel aHoHCUpYyOTCA CBOMM coceasiM. Ha ycTponcTBax npoBepsieTcs

nony4YeHne MapLUpyTOB OT coceaei.

Area 0.0.0.0

192.18.0.0/24 192.18.1.0/24

S'n pooo S'n pooo =:pn pooo
eth1 eth1 eth2 eth2

Ipv4: 198.18.0.2/24  Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
100: 1.1.1.1/32 100: 3.3.3.3/32

PucyHok 35 — Cxema HacTponku npoTtokona BFD gnsa guHammnyeckon mapLupyTtusaumm
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10.14.2 3Tanbl HAaCTPOMKK

10.14.2.1 Boriante B pexum rnobanbHOM KOHUrypauum Ha YCTPOMCTBaxX nepen

HaCTpOWKom

Mpn HacTpouke ceTeBoro obopyaoBaHWsA, OOHUM U3 FMaBHbIX LLAros, ABNSETCS BXOA B
KOHPUIYPaLMOHHBIN pexnM. KoHMUrypaumMOHHbIA peXnm - 3TO OOUH U3 PEXUMOB KOMaHZAHOW
CTPOKN. B  KOHUrypauUMOHHOM pEeXMME MOXHO WU3MEHATb HACTPOMKU UHTepdencos,

MapLpyTM3auuo, 6e3onacHoOCTb U Apyrne napamMeTpbl yCTPOWCTB.

»
MpumeyaHue

Router#configure terminal

10.14.2.2 HactpounTte RouterA
10.14.2.2.1 HactponTe nHTepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

10.14.2.2.2 HactpownTe nHtepdenc o0

RouterA(config)#interface lo 0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

10.14.2.2.3 HactponTte npotokon OSPF

RouterA(config)#router ospf 1

RouterA(config-router)#ospf router-id 1.1.1.1
RouterA(config-router)#network 1.1.1.1/32 area 0.0.0.0
RouterA(config-router)#network 198.18.0.0/24 area 0.0.0.0
RouterA(config-router)#exit

Bepcus 7.0 135



OyHKumMmn L3

NHCTpYKLMS Mo HacTpolike
KPIIr.465614.0011C3

10.14.2.2.4 HactponuTe npotokon BFD

RouterA(config)#router ospf 1
RouterA(config-router)#bfd all-interfaces
RouterA(config-router)#tend

10.14.2.3 HactponTte RouterB
10.14.2.3.1 HactponTe untepdencsl eth1 n eth2

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit
RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

10.14.2.3.2 HactpownTe nHtepdemc o0

RouterB(config)#interface lo 0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#ip address 1.1.1.1/32
RouterB(config-if-[lo0])#exit

10.14.2.3.3 HactponTe npotokon OSPF

RouterB(config)#router ospf 1

RouterB(config-router)#ospf router-id 1.1.1.1
RouterB(config-router)#network 1.1.1.1/32 area 0.0.0.0
RouterB(config-router)#network 198.18.0.0/24 area 0.0.0.0
RouterB(config-router)#exit

10.14.2.3.4 HactpownTte npotokon BFD

RouterA(config)#router ospf 1
RouterB(config-router)#bfd all-interfaces
RouterB(config-router)#end
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10.14.2.4 Hactponte RouterC

10.14.2.4.1 HactponuTe nHTepdemnc eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

10.14.2.4.2 HactpownTe nHtepdgenc o0

RouterC(config)#interface lo 0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

10.14.2.4.3 HactponTe npotokon OSPF

RouterC(config)#router ospf 1

RouterC(config-router)#ospf router-id 3.3.3.3
RouterC(config-router)#network 3.3.3.3/32 area 0.0.0.0
RouterC(config-router)#network 198.18.1.0/24 area 0.0.0.0
RouterC(config-router)#exit

10.14.2.4.4 HactpownTe npotokon BFD

RouterC(config)#router ospf 1
RouterC(config-router)#bfd all-interfaces
RouterC(config-router)#end

10.14.2.5 CoxpaHunTe HacTpOWKu

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNs HacTPOEK Ha YCTPOMUCTBax

»
NMpumeyaHue

Router#twrite <name>
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10.14.3 NpoBepka HacTpoek

10.14.3.1 BeinonHute komaHay show ip ospf route Ha RouterC gna nposepku HanuMyuns

MapLIpyTOB

OSPF process 1:

Codes: C - connected, D - Discard, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2

0 1.1.1.1/32[21] via 198.18.1.1, eth2, Area 0.0.0.0

0 2.2.2.2/32[20] via 198.18.1.1, eth2, Area 0.0.0.0

C 3.3.3.3/32[10] is directly connected, 100, Area 0.0.0.0

0O 198.18.0.0/24 [11] via 198.18.1.1, eth2, Area 0.0.0.0

C 198.18.1.0/24 [10] is directly connected, eth2, Area 0.0.0.0

10.14.3.2 BeinonHuTe crnegytowme KomaHabl 4ns npoBepkn mapLipyToB Ha RouterC:

Ha RouterA oTkniounte nHtepdgenc

RouterA#configure terminal
RouterA(config)#interface ethl
RouterA(config-if-[eth1])#shutdown

BeinonHuTte komaHay show ip ospf route Ha RouterC ans npoBepky HanMymMsi MapLUpyToB

OSPF process 1:

Codes: C - connected, D - Discard, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2

0 2.2.2.2/32[20] via 198.18.1.1, eth2, Area 0.0.0.0

C 3.3.3.3/32[10] is directly connected, |00, Area 0.0.0.0

0O 198.18.0.0/24 [11] via 198.18.1.1, eth2, Area 0.0.0.0

C 198.18.1.0/24 [10] is directly connected, eth2, Area 0.0.0.0

10.15 HacTtpowuka npotokona BFD IPv6 gna amHamMmnyeckon mapLpyTtusauum
10.15.1 OnncaHne HaCcTpPonKK

Kak nokaszaHo Ha pucyHke 36 B KaveCTBe OCHOBHbIX YCTPOWCTB WCMOMb3YTCHA TpU
CepBUCHbIX MapLlpyTmsaTopa - RouterA, RouterB, RouterC.
Ha cepBuCHbIX MapLipyTusaTopax HacTpoeHbl MHTepdencobl, HasHadeHbl IP-agpeca u

HacTpoeH npoTokon OSPF, roe Bkntovaetca BFD.
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Area 0.0.0.0

0 0ooo -0 0Oooo

2000:1/64 2000:2164 . 2001::1/64
101:101::1/128 101:102::11128 2001::2/64 101:103::11128

PucyHok 36 — Cxema HacTponkn npoTtokona BFD IPv6 ons anHammyeckon mapLipytmnsauum
10.15.2 OTanbl HAaCTPOMKM

10.15.2.1 Bongute B pexum rrnobanbHOn KoHdurypaumMm Ha YyCTpoucTBax nepes

HaCTpOWKOM

Mpn HacTporke ceTeBoro ob6opyaoBaHUs, OOHUM U3 FMNaBHbIX LLAroB, SABNSETCS BXOA B
KOHOUIrypaunoHHbIn pexxumM. KoHUrypaumMoOHHbIN pexnm - 3T0 OOMH U3 PEXUMOB KOMaHOHOMU
CTpokU. B KOH(UrypauMoOHHOM peXxume MOXHO W3MEHATb HaCTPOUKM UHTepdencos,

MapLUpyTu3auuo, 6e3onacHoOCTb U Apyrne napameTpbl YCTPOMCTB.

»
MpumevyaHue

Router#configure terminal

10.15.2.2 HactpounTte RouterA

10.15.2.2.1 HactponTte untepdeiic eth1 n npotokon OSPF

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2000::1/64
RouterA(config-if-[eth1])#ipv6 ospf network broadcast
RouterA(config-if-[eth1])#ipv6 router ospf area 0.0.0.0
RouterA(config-if-[eth1])#exit

10.15.2.2.2 Hactponte nHTepdenic lo1 n npotokon OSPF

RouterA(config)ttinterface lo 1
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RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ipv6 address 101::1/128
RouterA(config-if-[lo1])#ipv6 router ospf area 0.0.0.0
RouterA(config-if-[lo1])#exit

10.15.2.2.3 3anyctute npouecc mapuwpytusauum OSPF  un  ycTaHoBuTe

mapLupyTu3aTopa

RouterA(config)#router ipv6 ospf
RouterA(config-router)#router-id 191.0.0.1
RouterA(config-router)#exit

10.15.2.3 HactponTte RouterB

10.15.2.3.1 HactponTte nHTepdenc eth1 n npotokon OSPF Ha nHTepence

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ipv6 address 2000::2/64
RouterB(config-if-[eth1])#ipv6 ospf network broadcast
RouterB(config-if-[eth1])#ipv6 router ospf area 0.0.0.0
RouterB(config-if-[eth1])#exit

10.15.2.3.2 Hactpownte nHtepdenc eth2 n npotokon OSPF Ha uHTepdernice

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ipv6 address 2001::2/64
RouterB(config-if-[eth2])#ipv6 ospf network broadcast
RouterB(config-if-[eth2])#ipv6 router ospf area 0.0.0.0
RouterB(config-if-[eth2])#exit

10.15.2.3.3 HactponTte nHtepderic lo1 n npotokon OSPF Ha nHtepdeince

RouterB(config)#interface lo 1
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ipv6 address 102::1/128
RouterB(config-if-[lo1])#ipv6 router ospf area 0.0.0.0
RouterB(config-if-[lo1])#exit

10.15.2.3.4 3anyctnte npouecc mapuwpytmsauum OSPF un  ycrtaHoBuTe

mapLupyTusartopa

RouterB(config)#router ipv6 ospf
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RouterB(config-router)#router-id 192.0.0.1
RouterB(config-router)#exit

10.15.2.4 HactponTte RouterC
10.15.2.4.1 HactponTte uHTepdenc eth1 n npotokon OSPF Ha nHTepence

RouterC(config)#interface eth1
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ipv6 address 2001::1/64
RouterC(config-if-[eth1])#ipv6 ospf network broadcast
RouterC(config-if-[eth1])#ipv6 router ospf area 0.0.0.0
RouterC(config-if-[eth1])#exit

10.15.2.4.2 HactponTte uHTepdenc lo1 n npotokon OSPF Ha nHtepgence

RouterC(config)#interface lo 1
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ipv6 address 103::1/128
RouterC(config-if-[lo1])#ipv6 router ospf area 0.0.0.0
RouterC(config-if-[lo1])#exit

10.15.2.4.3 3anyctnte npouecc mapuwpytmsaumm OSPF  wn  ycrtaHoBute ID

mapLupyTu3aTopa

RouterC(config)#router ipv6 ospf
RouterC(config-router)#router-id 193.0.0.1
RouterC(config-router)#exit

10.15.2.5 CoxpaHnte HacTpOWKu

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNs HacTPOEK Ha YCTPOMUCTBax

»
NMpumeyaHue

Router#twrite <name>
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10.15.3 NpoBepka HacTpoek

10.15.3.1 BeinonHute komaHgy show ipv6 route ospf Ha RouterC ons BbiBoga Ha akpaH

MapLupyTa nosiydeHHoro no npotokony OSPF

IP Route Table for VRF "default"

0] 101::11/128 [110/11] via fe80::963f:bbff:fe00:3b, eth1, 01:08:29
0] 102::11/128 [110/1] via fe80::963f:bbff:fe00:3b, eth1, 00:55:43
0] 2000::/64 [110/11] via fe80::963f:bbff:fe00:3b, eth1, 01:12:40

10.15.3.2 BeinonHuTe crnegyowmne KoMaHabl Ansi npoBepku, 4To 6e3 npoTtokona BFD npwu
oTKknoYeHnn nHtepderca Ha RouterA, Ha RouterC mapwpyt 100::1/128 6yneT HaxoauTbCcs B

Tabnuue MapLupyt1sauumn npumepHo 40 cekyHa:

10.15.3.2.1 OTkntounte nHtepgenc eth1 Ha RouterA n 3acekuTte Bpemsi

RouterA#configure terminal
RouterA(config)#interface ethl
RouterA(config-if-[eth1])#shutdown

10.15.3.2.2 BeinonHute komaHgy show ipv6 route ospf Ha RouterC gnga npoBepku Hanuyus
mMapwpyTta 100::1/128

IP Route Table for VRF "default"

0] 101::11/128 [110/11] via fe80::963f:bbff:fe00:3b, eth1, 01:08:29
0] 102::1/128 [110/1] via fe80::963f:bbff:fe00:3b, eth1, 00:55:43
0] 2000::/64 [110/11] via fe80::963f:bbff:fe00:3b, eth1, 01:12:40

10.15.3.2.3 lNoBTOpPHO 3anyckamte komaHgy show ipv6 route ospf oo Tex nop, noka

MapLUpyT He nponageT 13 Tabnumubl MapLipyTU3aLmm

Bea BkntoyeHHoro npotokona BFD mapwpyT 6yaet agoctyneH npumepHo 40 cekyHA

IP Route Table for VRF "default"
0 102::1/128 [110/1] via fe80::963f:bbff:fe00:3b, eth1, 01:03:52

10.15.3.3 BeinonHute crnegyowme KoMaHabl Ans BKIOYeHus nHtepdernica obpaTtHo:
10.15.3.3.1 Bkntounte uHtepenc eth1 Ha RouterA

RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit
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10.15.3.3.2 Bknounte npoTtokon BFD Ha RouterA

RouterA(config)#router ospf 1
RouterA(config-router)#bfd all-interfaces
RouterA(config-router)#tend

10.15.3.3.3 Bkntounte npotokon BFD Ha RouterB

RouterB#configure terminal
RouterB(config)#router ospf 1
RouterB(config-router)#bfd all-interfaces
RouterB(config-router)#end

10.15.3.3.4 Bkntounte npoTtokost BFD Ha RouterC

RouterC#configure terminal
RouterC(config)#router ospf 1
RouterC(config-router)#bfd all-interfaces
RouterC(config-router)#end

10.15.3.3.5 BeinonHute komaHay show bfd session Ha RouterA ana nposepku ceccuum
BFD

BFD process for VRF: (DEFAULT VRF)

Sess-ldx Remote-Disc Lower-Layer Sess-Type Sess-State UP-Time
Remote-Addr
1 2 IPv6 Single-Hop Up 00:09:22

fe80::963f:bbff:fe00:3b/128
Number of Sessions: 1

10.15.3.3.6 BeinonHute komaHay show bfd session Ha RouterB ana nposepku ceccum
BFD

BFD process for VRF: (DEFAULT VRF)

Sess-ldx Remote-Disc Lower-Layer Sess-Type Sess-State UP-Time
Remote-Addr
1 2 IPv6 Single-Hop Up 00:10:22

fe80::963f:bbff:fe00:3b/128
Number of Sessions: 1
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10.15.3.3.7 BeinonHute komangy show bfd session Ha RouterC gna nposepku ceccum
BFD

BFD process for VRF: (DEFAULT VRF)

Sess-ldx Remote-Disc Lower-Layer Sess-Type Sess-State UP-Time
Remote-Addr
1 2 IPv6 Single-Hop Up 00:11:22

fe80::963f:bbff:fe00:3b/128
Number of Sessions: 1

10.15.3.4 BoinonHute cnegyowme KoMmaHabl YToObl NpoBepuTh, YTO € npoTokoniom BFD
npu oTknoveHun uHtepdenca Ha RouterA, Ha RouterC mapwpyt 100::1/128 ypansietcs

MOMEHTalrbHO

10.15.3.4.1 OtkntounTe Ha RouterA nHtepdenic eth1 1 3aceknte Bpems

RouterA#configure terminal
RouterA(config)#interface ethl
RouterA(config-if-[eth1])#shutdown

10.15.3.4.2 BeinonHute komaHgy show ipv6 route ospf Ha RouterA gnst npoBepkn Hanuyus

mMapwpyTa 100::1/128

IP Route Table for VRF "default"
0 102::1/128 [110/1] via fe80::963f:bbff:fe00:3b, eth1, 01:36:21

10.16 HacTtpowuka npotokona BFD gna ctatnyeckon mapLpyTtmsaumm
10.16.1 OnncaHne HaCTPOnKK

Kak nokaszaHo Ha pucyHke 37 B KayecTBe OCHOBHbLIX YCTPOWCTB WCMOSb3YHTCA Tpu
cepBUCHbIX MapLipyTmsaTtopa - RouterA, RouterB n RouterC.

Yctponctea RouterA n RouterC noagkntodeHbl mexay cobon yepes RouterB, Ha koTopom
HacTpoeH ceTeBon mocT. Ha RouterA n RouterC HacTpoeHbl loopback-uHtepdgericel. Ha RouterA
n RouterC HacTpoeHbl ctaTtuveckne mapwpyTtbl Ao loopback-nHtepdencos. Ha RouterB
BbIKITHOYEH NOPT B CTOPOHY RouterA.

Ha RouterC npoBepsieTcsi, 4TO 3anMCb HACTPOEHHOro CTaTU4EeCKOro mapLlipyta no

loopback-nHtepdenca RouterA yganeHa ns tabnuubl MapLupyTnsagun.
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RouterA RouterB RouterC
192.18.0.0/24 192.18.1.0/24
.8 0000 .8 0000 .8 0000
eth1 eth1 eth2 eth2
Ipv4: 198.18.0.2124 Inva: o0 a0 12024
100: 1.1.1.4/32 100: 3.3.3.3/32

PucyHok 37 — Cxema HacTponku npoTtokosnia BFD
10.16.2 OTanbl HACTPOWKN CETH

10.16.2.1 MNpexpae, 4Yem BkntoyaTb npoTtokon BFD, Heobxogumo wucknioouutb paboTty

MPOTOKOMa Ha CTaTUYEeCKOM MapLUpyTe, N0 KOTOPOMY OpraHu3oBaH yAaneHHbIV 4OCTyn.
ip static A.B.C.D/E A.B.C.D fall-over bfd disable

10.16.2.2 Bongute B pexum rrnobanbHoOn KoHdurypaumMm Ha YCTpoucTBax nepes

HaCTpOWKOM

Mpn HacTpouke ceTeBoro ob6opyaoBaHUs, OOHUM U3 FMNaBHbIX LLAroB, SABNSETCS BXOA4 B
KOHOUIypaunoHHbIN pexumM. KoHUrypaumMoOHHbIN pexnm - 9T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpokU. B KOH(UrypauMoOHHOM peXxume MOXHO W3MEHATb HaCTPOUKM UHTepdencos,

MapLUpyT13auuo, 6e3onacHoOCTb U Apyrine napameTpbl YCTPOMCTB.

»
NMpumeyaHue

Router#configure terminal

10.16.2.3 HactpounTte RouterA

10.16.2.3.1 HactpownTe nHtepdgencol eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit
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10.16.2.3.2 Co3pganTte u HactpouTte loopback-nHtepdenc

RouterA(config)#tinterface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

10.16.2.3.3 HactponTte mapwpyT wn Bktounte nogaepxky BFD ana cratudeckux

MapLupyTOB

RouterA(config)#ip route 3.3.3.3/32 198.18.0.1
RouterA(config)#ip bfd static all-interfaces

10.16.2.4 HactponTte RouterB
10.16.2.4.1 HactponTe uHtepdencol eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

10.16.2.4.2 Hactpounte nutepdencol eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

10.16.2.4.3 Co3gante uHtepgenc br1

RouterB(config)#interface brl
RouterB(config-if-[brl])#no shutdown
RouterB(config-if-[brl])#include ethl
RouterB(config-if-[brl])#include eth2
RouterB(config-if-[brl])#exit

10.16.2.5 HactpounTte RouterC
10.16.2.5.1 Hactponte nHTepdencsl eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit
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10.16.2.5.2 Co3pganTte u HactpouTte loopback-nHtepdenc

RouterC(config)#tinterface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

10.16.2.5.3 HactponTte mapwpyT n Bktounte nogaepxky BFD pgna cratudeckux

MapLupyTOB

RouterC(config)#ip route 1.1.1.1/32 198.18.0.2
RouterC(config)#ip bfd static all-interfaces

10.16.2.6 CoxpaHunTe HacCTPOMKM

MCHOﬂb3yﬁTe KOMaHay write <name> gns COXpaHeHnda HaCTpoeK Ha yCTpOIZCTBaX

»
NMpumeyaHue

Router#fwrite <name>

10.16.3 lNpoBepka HaAcTpoek

10.16.3.1 BeinonHute komaHay show ip route static Ha RouterA gnsi npoBepkun HacTpoek

cTaTM4eCcKoN MapLlpyTM3aLmm

IP Route Table for VRF "default"
S 3.3.3.3/32[1/0] via 198.18.0.1, eth1
Gateway of last resort is not set

10.16.3.2 BeinonHute komaHgy show ip route static Ha RouterC gnst npoBepku HacTpoek

cTaTM4eCcKon MapLIpyTM3aLmm

IP Route Table for VRF "default"
S 1.1.1.1/32 [1/0] via 198.18.0.2, eth2
Gateway of last resort is not set

10.16.3.3 OTkntounte Ha RouterB nHtepgenc, nogknoyeHHbIn B CTOPoHy RouterA

RouterB#configure terminal
RouterB(config)#tinterface ethl
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RouterB(config-if-[eth1])#shutdown
RouterB(config-if-[eth1])#end

10.16.3.4 BeinonHute komaHay show ip route static Ha RouterC anga nposepku Tabnuubl
cTaTM4ecKon MapLupyTusaumm

IP Route Table for VRF "default"
Gateway of last resort is not set

10.16.3.5 YTtobbl yOeauTbes, 4To 3anuck Ao mapwpyTa 1.1.1.1/32 nponana, BkNtoYnTe Ha

RouterB nHTepdenc, nogkrntoyeHHbIn B cTOPpoHY RouterA

RouterB#configure terminal
RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#end

10.16.3.6 BeinonHute komaHay show ip route static Ha RouterC ansa nposepkn Tabnuubl
CTaTMYecKon MapLupyTusauum

IP Route Table for VRF "default"
S 1.1.1.1/32[1/0] via 198.18.0.2, eth2
Gateway of last resort is not set

10.16.3.7 Yb6eautech, 4To 3anuck go mapuwpyta 1.1.1.1/32 nossunaceo.
10.17 HacTtpowuka npotokona BFD IPv6 gnsa ctatuyeckon mapLupytusauum

10.17.1 OnncaHne HaCTPOnKK

Kak nokaszaHo Ha pucyHke 38 B KaveCTBe OCHOBHbIX YCTPOWCTB WCMOMb3YTCA TpU
CepBUCHbIX MapLlpyTmn3aTopa - RouterA, RouterB, RouterC.

Ha cepBUCHbIX MapLupyTHU3aTopax HacTpoeHbl MHTepdencol N HasHayeHbl IP-agpeca.

Yctponctea RouterA n RouterB nogkntoueHbl mexay cobon yepes RouterB, Ha koTopom

HaCTpPOEH CeTEBON MOCT.

Ha RouterA n RouterC HacTpamBatoTcss cTatudeckme wmapwpytbl ao loopback-
NHTEpPdENCOB.
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RouterA RouterB RouterC

/ .0 ooo
=:pn poon X : = otht =:n pooo

2000:1/64 2000:2/64
lo1:101::1128 R bri - 101:102::1/128

PucyHok 38 — Cxema HacTponkn npoTtokona BFD IPv6 gns ctatudeckon mapLipytusaumm

10.17.2 OTanbl HACTPOMKM

»
NMpumeyaHue

Mpexaoe, 4em BkMwyatb npotokonn BFD, HeoGxoAMmMo — UCKMOYUTL — paboTy
NMPOTOKONAa Ha CTaTMYeCKOM MapLupyTe, Mo KOTOPOMY OpraHM30BaH YAaneHHbIn O0CTYym,

BbINonHMB KomaHagy:Router#lpv6 static X:X::X:X/M X:X::X:X fall-over bfd disable

10.17.2.1 Bongute B pexum rnobanbHON KoHurypaumMm Ha YCTpouCTBax nepea

HaCcTpPouKomn

Mpu HacTpounke ceTeBoro obopyaoBaHWs, OOHUM U3 rMNaBHbIX LWAros, ABMASETCH BXO4 B
KOHOUrypaunoHHbIN pexxuM. KoHUrypaumMOHHbIN pexnm - 9T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpokM. B KOH(pUrypauMOHHOM peXxume MOXHO W3MEHATb HaCTPOUKM UHTepdencos,

MapLipyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl yCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal

10.17.2.2 HactponTte RouterA

10.17.2.2.1 HactpownTe nHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2000::1/64
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RouterA(config-if-[eth1])#exit
10.17.2.2.2 HactponTe nHTepdenc lol

RouterA(config-if-[lo1])#interface lo1
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ipv6 address 101::1/128
RouterA(config-if-[lo1])#exit

10.17.2.2.3 HactponTte |IPV6 mapLupyT
RouterA(config)#ipv6 route 102::1/128 2000::2
10.17.2.3 HactponTte RouterB

10.17.2.3.1 HactponTe uHtepdericol eth1 n eth2

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit
RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

10.17.2.3.2 Co3pganite mocToBOM uHTEepdenc bri

RouterB(config)#interface br 1
RouterB(config-if-[brl])#no shutdown
RouterB(config-if-[brl])#include ethl
RouterB(config-if-[brl])#include eth2
RouterB(config-if-[brl])#exit

10.17.2.4 Hactpownte RouterC
10.17.2.4.1 HactpownTe nHtepgenc eth1

RouterC(config)#interface ethl
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ipv6 address 2000::2/64
RouterC(config-if-[eth1])#exit

10.17.2.4.2 Co3sgante uHtepdeiic lo1

RouterC(config)#tinterface lo 1
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RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ipv6 address 102::1/128
RouterC(config-if-[lo1])#exit

10.17.2.4.3 Co3pganTe ipv6 mapLupyT
RouterC(config)#ipv6 route 102::1/128 2000::2
10.17.2.5 CoxpaHnTe HacTPOMKH

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha yCTponCTBax

»
MpumeyaHue

Router#fwrite <name>

10.17.3 lNpoBepka HacTpoek

10.17.3.1 BeinonHute komaHgy show bfd session Ha RouterA gns BbiBoga Ha akpaH

3anyueHHoun ceccum BFD

BFD process for VRF: (DEFAULT VRF)

Sess-ldx Remote-Disc Lower-Layer Sess-Type Sess-State UP-Time Remote-
Addr

1 1 IPv6 Single-Hop Up 02:13:44
2000::2/128

Number of Sessions: 1

10.17.3.2 BeinonHute komaHay show bfd session Ha RouterC ans BbiBOAa Ha akpaH

3anyweHHon ceccum BFD

BFD process for VRF: (DEFAULT VRF)

Sess-ldx Remote-Disc Lower-Layer Sess-Type Sess-State UP-Time Remote-
Addr

1 1 IPv6 Single-Hop Up 02:15:05
2000::1/128

Number of Sessions: 1
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10.17.3.3 BuinonHute komaHay show ipv6 route static Ha RouterA ans BbiBoAa Ha 3KpaH

cTaTU4YecKon MapLpyTusaunm

IP Route Table for VRF "default"
S 102::1/128 [1/0] via 2000::2, eth1, 01:56:31

10.17.3.4 BeinonHute komaHgy show ipv6 route static Ha RouterC ans BeiBoga Ha akpaH

cTaTUyecKon MapLlpyTusaunm

IP Route Table for VRF "default"
S 101::1/128 [1/0] via 2000::1, eth1, 02:18:59

10.17.3.5 BeinonHuTe cneaylowmne komaHabl Ans NPOBEpPKM MpepbiBaHWs 3anucu Ao

mMapwpyTa 101::1/128:

10.17.3.5.1 OTkntounTe Ha RouterB nHtepdenic, nogkntoveHHbI B CTOPoHY RouterA

RouterB#configure terminal
RouterB(config)#interface ethl
RouterB(config-if-[eth1])#shutdown
RouterB(config-if-[eth1])#end

10.17.3.5.2 BeinonHute komaHgy show bfd session Ha RouterA aons BbiBoga Ha akpaH

npepBaHHOM ceccum

BFD process for VRF: (DEFAULT VRF)

Sess-ldx Remote-Disc Lower-Layer Sess-Type Sess-State UP-Time Remote-
Addr

1 1 IPv6 Single-Hop Down 00:00:00
2000::2/128

Number of Sessions: 1

10.17.3.5.3 BeinonHute komaHgy show bfd session Ha RouterC gonga BbiBoga Ha akpaH

npepBaHHON ceccum

BFD process for VRF: (DEFAULT VRF)

Sess-ldx Remote-Disc Lower-Layer Sess-Type Sess-State UP-Time Remote-
Addr

1 1 IPv6 Single-Hop Down 00:00:00
2000::1/128

Number of Sessions: 1
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10.17.3.5.4 BuinonHute komangy show ipv6 route static Ha RouterC ansa BbiBoga Ha

3KpaH NpepBaHHOW ceccumn
IP Route Table for VRF "default"

10.17.3.6 BoinonHnte cregyowme KOMaHAbl ONA MPOBEPKM BKIIKOYEHMS 3anucu Ao
mMapwpyTa 101::1/128:

10.17.3.6.1 Bkntounte Ha RouterB nHTepdenic, nogknoyeHHbIn B CTOpoHY RouterA

RouterB#configure terminal
RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#end

10.17.3.6.2 BeinonHute kKomaHay show ip route static Ha RouterC ans BbiBoga Ha akpaH
cTaTU4eCcKon MapLupyTusaumm

IP Route Table for VRF "default"
S 101::1/128 [1/0] via 2000::1, eth1, 02:38:16

10.18 HacTtpounka Source NAT
10.18.1 OnncaHmne HacTpPOWKn

Kak nokaszaHo Ha pucyHke 39 B KayecTBe OCHOBHbIX YCTPOMWCTB WCMOSb3YTCA Tpu
cepBUCHbIX MapLupyTmsaTopa - RouterA, RouterB n RouterC.

Ha yctponctBax RouterA, RouterB n RouterC HacTpoeHbl loopback-uHtepdencol u
HasHauveHbl IP-agpeca. MNpsamoro coceactesa mexay RouterA n RouterC Her.

Ha RouterB HacTtpoeHa TtexHonorms SNAT. TexHonorma Source NAT nossonsiet
npeobpas3oBbiBaTb |IP-agpeca n3 BHyTpeHHeN ceTn Bo BHelHME IP-agpeca oauH B oguH. RouterA
nogknoyeH kK RouterB n Haxoantcs BO BHyTpeHHen ceTtu. RouterB nogkntoveH k RouterC un

Haxo4uTCs BO BHELLHEW CETW.

BHyTpeHHAR BHewwHsasa
noacetTb noaceTb
RouterA RouterB RouterC
O ooog 192.18.0.0/24 o oo 192.18.1.0/24 O oooo
Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
100: 1.1.1.1/32 100: 2.2.2.2/32 100: 3.3.3.3/32
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PucyHok 39 — Cxema HacTponkn Source NAT
10.18.2 OTanbl HACTPOMKK CeTU

10.18.2.1 Bongute B pexum rrnobanbHONW KOHUrypaumMm Ha YCTpoucTBax nepen

HaCTpOWKom

Mpn HacTporke ceTeBoro obopyaoBaHUsA, OOHUM U3 FMNaBHbLIX LWAroB, ABNSETCS BXOA B
KOHPUIYPaLMOHHBIN pexnM. KoHMUrypaumMoOHHbIA peXnm - 3TO OOUH U3 PEXUMOB KOMaHAHOW
CTPOKN. B  KOHUrypauUMOHHOM peXMME MOXHO W3MEHATb HACTPOMKU UHTepdencos,

MapLipyTM3aumo, 6e3onacHOCTb U Apyrne napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

10.18.2.2 HactpouTte RouterA

10.18.2.2.1 HactpownTe nHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

10.18.2.2.2 HactpownTe nHtepdgenc o0

RouterA(config)#tinterface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

10.18.2.2.3 HacTtponTe mapLupyT, NPUMEHSIOLWMNIACA NPU YCTAaHOBIIEHUM COeANHEHNA

RouterA(config)#ip route 3.3.3.3/32 198.18.0.1
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10.18.2.3 HactponTe RouterB

10.18.2.3.1 HactponTe uHTepdenc eth1

RouterB(config)#tinterface eth1
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description INSIDE
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

10.18.2.3.2 HactponuTe nHTepdemnc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#description OUTSIDE
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

10.18.2.3.3 HacTtponTe mapLupyTbl, NPUMEHSOLNNACA NPU YCTAHOBIEHUN COeAUHEHUS

RouterB(config)#ip route 1.1.1.1/32 198.18.0.2
RouterB(config)#ip route 3.3.3.3/32 198.18.1.2

10.18.2.3.4 HacTtpownTe npasuna TpaHCNALMWN afpecoB N3 BHYTPEHHEN CETU BO BHELLHIOK

RouterB(config)#ip access-list SNAT1 sourceip 198.18.0.0/24
RouterB(config)#ip nat access-list SNAT1 source position 10 ip 198.18.1.1

RouterB(config)#ip connections statistics on
RouterB(config)#end

10.18.2.4 Hactpownte RouterC
10.18.2.4.1 Hactpownte nHtepdgenc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

10.18.2.4.2 HactpownTe nHtepdenc 100

RouterC(config)#tinterface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
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RouterC(config-if-[lo0])#exit
10.18.2.4.3 HacTtpounTe MapLpyT, NPUMEHSIOLLNNCA NPY YCTAaHOBNEHNN COeAUHEHUS
RouterC(config)#ip route 1.1.1.1/32 198.18.1.1

10.18.2.5 CoxpaHnte HaCTpOMKM
Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha YCTpoMUCTBax

»
MpumeyaHue

Router#write <name>

10.18.3 lNpoBepka HacTpoekK

10.18.3.1 BeinonHute komaHgy ping 3.3.3.3 Ha RouterA aons NnpoBepKkn LLENTOCTHOCTU U

kayecTtBO coeauHeHusi ¢ RouterC

PING 3.3.3.3 (3.3.3.3) 56(84) bytes of data.

64 bytes from 3.3.3.3: icmp_seq=1 ttlI=63 time=2.92 ms

64 bytes from 3.3.3.3: icmp_seq=2 ttlI=63 time=1.97 ms

64 bytes from 3.3.3.3: icmp_seq=3 ttl=63 time=1.94 ms

--- 3.3.3.3 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 4ms
rtt min/avg/max/mdev = 1.942/2.274/2.917/0.457 ms

10.18.3.2 BeinonHute komaHay tcpdump eth2 Ha RouterB ans aHanusa tpadguka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on eth2, link-type EN1IOMB
(Ethernet), capture size 262144 bytes

07:57:09.158719 ARP, Request who-has 198.18.1.1 tell 198.18.1.2, length 46
07:57:09.158786 ARP, Reply 198.18.1.1 is-at 94:3f:bb:00:00:38, length 28
07:57:09.164879 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 14723, seq 6, length 64
07:57:09.165372 1P 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 14723, seq 6, length 64
07:57:10.166472 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 14723, seq 7, length 64
07:57:10.166962 IP 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 14723, seq 7, length 64
07:57:11.168089 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 14723, seq 8, length 64
07:57:11.168588 IP 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 14723, seq 8, length 64
07:57:11.193909 LLDP, length 328: EX3400-STACKAC

9 packets captured

packets received by filter

packets dropped by kernel
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10.18.3.3 BuinonHute komaHgy show ip connections statistics Ha RouterB ans

NnpoBepPKN CTaTUCTUKKN

ipv4d 2icmp 123 src=198.18.0.2 dst=3.3.3.3 type=8 code=0id=14723 packets=38 bytes=3192 src=3.3.3.3
dst=198.18.1.1 type=0 code=0id=14723 packets=37 bytes=3108 mark=0 zone=0 use=2

10.19 HacTpouka Destination NAT
10.19.1 OnucaHne HaCTPOUnKK

Kak nokaszaHo Ha pucyHke 40 B KayecTBe OCHOBHbIX YCTPOMWCTB WCMOMb3ylTCA Tpu
cepBUCHbIX MappyTusatopa - RouterA, RouterB n RouterC.

Ha yctponctBax RouterA, RouterB n RouterC HactpoeHbl loopback-uHtepdgencel u
HasHauveHb! IP-agpeca. MNpsamoro coceactsa mexay RouterA n RouterC Her.

Ha RouterB HacTpoeHa TexHonorusi Destination NAT. TexHonorua Destination NAT
Nno3BosSiieT nosiydatb SOCTYN U3 BHELWHEN CETU Ha BHYTPEHHME PecypcChbl, B3aMOLEUCTBYS C
BHELIHUM agpecoM M NopToM TpaHcnupyemoro yctponcTtea. RouterA nogkntoyeH k RouterB un

HaxoanTcs BO BHyTpeHHen ceTn. RouterB nogkntodeH k RouterC n HaxoguTcsa BO BHELUHEN CETMW.

BHyTpeHHAsA BHewwHssA
noacetb noaceTs
RouterA RouterB RouterC
192.18.0.0/24
-8 0oog -8 8000 192450024 -8 gooo
8'p pooo 2'p pooo =‘n pooo
eth1 eth1 eth2 eth2
Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
100: 1.1.1.1/32 l00: 2.2.2.2/32 100: 3.3.3.3/32

PucyHok 40 — Cxema HacTponku Destination NAT
10.19.2 OTanbl HACTPOWKK CETU

10.19.2.1 Bongute B pexumMm rnobanbHoOn KoHdurypauum Ha YCTpPOMCTBax nepea

HaCTpPOWMKOM

lMpu HacTponke ceTeBoro obopyaoBaHus, OOHUM U3 rNaBHbIX LIAroB, ABMASETCS BXO4 B
KOHOMIypauUnoHHbIN pexumMm. KoHUrypauMoHHbIN pexnm - 3T0 OOMH U3 PEXMMOB KOMaHOHOM
CTpOkU. B KOH(pUrypaumMOHHOM pexume MOXHO WU3MEHSATb HaCTPOMKN UHTepdencos,

MapLupyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl YCTPOUCTB.

Bepcusa 7.0 157



OyHKumMmn L3

NHCTpYKLMS Mo HacTpolike
KPIIr.465614.0011C3

»
MpumeyvaHue

Router#configure terminal

10.19.2.2 HactponTte RouterA

10.19.2.2.1 HactponTe uHTepdencol eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

10.19.2.2.2 HactpownTe nHtepdemc o0

RouterA(config)#interface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

10.19.2.2.3 HacTtponTe CcTaTM4YECKy0 MapLlpyTM3aLmo

RouterA(config)#ip route 3.3.3.3/32 198.18.0.1
RouterA(config)#ip route 198.18.1.0/24 198.18.0.1

10.19.2.3 HactpounTte RouterB

10.19.2.3.1 HacTtpownte nHtepdencsl eth1 n eth2

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description INSIDE
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit
RouterB(config)#interface eth2
RouterB(config-if-[eth2])#description OUTSIDE
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit
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10.19.2.3.2 HacTponTe ctaTtn4eckyro MapLipyTm3aumto

RouterB(config)#ip route 1.1.1.1/32 198.18.0.2
RouterB(config)#ip route 3.3.3.3/32 198.18.1.2

10.19.2.3.3 HactponTe npasuna TpaHCnaLMmM aapecoB U3 BHYTPEHHEN CETU BO BHELLHIOW

RouterB(config)#ip access-list DNAT1 destinationip 198.18.1.1/32 protocol tcp
RouterB(config)#destinationports 1023

RouterB(config)#ip nat access-list DNAT1 destination position 10ip 1.1.1.1 port 22
RouterB(config)#ip connections statistics on

RouterB(config)#end

10.19.2.4 HactponTte RouterC
10.19.2.4.1 HactponTe nHTepdercsl eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

10.19.2.4.2 HactpownTe nutepgenc lo0

RouterC(config)#interface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

10.19.2.4.3 HacTtponTe ctaTU4YeCcKyo MapLupyTmMsaumo
RouterC(config)#ip route 1.1.1.1/32 198.18.1.1
10.19.2.5 CoxpaHnTe HacCTpOWKM

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNs HacTPOEK Ha YCTPOMUCTBax

»
NMpumeyaHue

Router#twrite <name>
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10.19.3 NpoBepka HacTpoek

10.19.3.1 BuinonHute komaHay show ip nat Ha RouterB ana npoBepku cosgaHHOro

npasuia

Chain PREROUTING (policy ACCEPT 0 packets, 0 bytes)

# Pkts Bytes Action Rule config
0 0 0 First IP: 1.1.1.1 Port: 22 dst:
198.18.1.1/32 dp: 1023 prot: 6

Action: dnat

10.19.3.2 3anyctuTe yTunnuTy, BbINOnHMB koMaHay ssh admin@198.18.1.1 port 1023 Ha

RouterC, ansa nogkntoveHns k RouterA, ncnonb3ys agpec RouterB

10.19.3.3 3anyctute yTunuty, BbINONHMB komaHgy tcpdump eth2 Ha RouterB, ans

aHanusa ceTeBoro Tpagwvka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes

08:35:28.574449 |P 198.18.1.2.36262 > 198.18.1.1.1023:

1460,nop,nop,sackOK,nop,wscale 7], length O

08:35:28.575569 IP 198.18.1.1.1023 > 198.18.1.2.36262:

Flags [S], seq 1123643842, win 29200, options [mss

Flags [S.], seq 3032896446, ack 1123643843, win 29200,

options [mss 1460,nop,nop,sackOK,nop,wscale 4], length 0

08:35:28.576084 |P 198.18.1.2.36262 > 198.18.1.1.1023:
08:35:28.576922 |P 198.18.1.2.36262 > 198.18.1.1.1023:
08:35:28.577878 IP 198.18.1.1.1023 > 198.18.1.2.36262:
08:35:28.611818 P 198.18.1.1.1023 > 198.18.1.2.36262:

08:35:28.612330 IP 198.18.1.2.36262 > 198.18.1.1.1023

10.19.3.4 BoinonHute komaHay show

cTatucTukm Ha RouterB

Flags [.], ack 1, win 229, length O

Flags [P.], seq 1:22, ack 1, win 229, length 21
Flags [.], ack 22, win 1825, length 0

Flags [P.], seq 1:22, ack 22, win 1825, length 21

: Flags [.], ack 22, win 229, length O
08:35:28.613047 IP 198.18.1.2.36262 > 198.18.1.1.1023:
08:35:28.614042 1P 198.18.1.1.1023 > 198.18.1.2.36262:

Flags [P.], seq 22:1534, ack 22, win 229, length 1512
Flags [.], ack 1534, win 2014, length 0

ip connections statistics gna npoBepku

ipvd  2tcp 6431943 ESTABLISHED src=198.18.1.2 dst=198.18.1.1 sport=36262
dport=1023 packets=18 bytes=3225 src=1.1.1.1 dst=198.18.1.2 sport=22 dport=36262 packets=20 bytes=3633

[ASSURED] mark=0 zone=0 use=2

Bepcua 7.0

160



®OyHKumm L3 NHCTpyKUMA No HacTporke
KPII.465614.0011C3

10.19.3.5 HacTponka cuuTaeTcs BbIMNOMIHEHHOW YCMELWHO, €Cnu Mnocrne HaCTPOWKK
TpaHcnsaumm agpecoB DNAT nogknioyeHne no ssh Ha agpec 198.1.1.1 nopt 1023

nepenpasnseTca Ha agpec 1.1.1.1 nopt 22.
10.20 Hactpouka NAT masquerade
10.20.1 OnucaHne HaCcTpPoKrKK

Kak nokaszaHo Ha pucyHke 41 B KayeCTBe OCHOBHbIX YCTPOWCTB WCMOMb3YTCA Tpu
cepBUCHbIX MappyTusatopa - RouterA, RouterB n RouterC.

Ha yctponctBax RouterA, RouterB n RouterC HactpoeHbl loopback-uHtepdgencol u
Ha3HauveHbl IP-agpeca. MNpamoro coceactsa mexagy RouterA n RouterC Her.

Ha RouterB HacTtpoeHa TexHonorms NAT Masquerade, KoTopasi NoO3BOSSIET
npeobpasoBbiBaTh |IP-agpeca 13 BHyTpeHHeN ceTn BO BHeLWHUI IP-agpec. RouterA nogkrtoyeH K
RouterB n Haxogutca BO BHyTpeHHen ceTu. RouterB nogkntodeH k RouterC n Haxogutca BO

BHELLHEeW ceTu.

BHyTpeHHsA BHewHaAs
noacetb noaceTtb
RouterA RouterB RouterC
192.18.0.0/24 192.18.1.0/24
-0 oooog .0 ooog 0 oooog
=‘p pooo =:p poon S:p poon
eth1 eth1 eth2 eth2
Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
100: 1.1.1.1/32 100: 2.2.2.2/32 100: 3.3.3.3/32

PucyHok 41 — Cxema HacTtponkn NAT masquarad
10.20.2 3Tanbl HACTPOWKK CETU

10.20.2.1 Bongute B pexum rrnobanbHon KoHdurypaumMm Ha YCTpOWCTBax nepea

HaCTpPOWMKOM

Mpn HacTponke ceTeBoro obopyaoBaHus, OOHUM U3 FNaBHbIX LIAroB, ABMASETCHA BXO4 B
KOHOUIypauUnoHHbIN pexxuM. KoHUrypaumMOHHbIN pexnm - 3TO OOMH U3 PEXUMOB KOMaHOHOM
CTpokU. B KOH(UrypaumoOHHOM peXume MOXHO W3MEHATb HaCTPOWMKM UHTepdencos,

MapLupyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl YCTPOUCTB.
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»
MpumeyvaHue

Router#configure terminal

10.20.2.2 HactponTte RouterA

10.20.2.2.1 HactponTe uHTepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

10.20.2.2.2 HactpownTte nHtepdeiic 100

RouterA(config)#interface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

10.20.2.2.3 HacTtponte mapLipyT, NPUMEHSIOLWNINCA NPU YCTAHOBIIEHNUN COeANHEHUS
RouterA(config)#ip route 3.3.3.3/32 198.18.0.1
10.20.2.3 HactpounTte RouterB

10.20.2.3.1 HactpownTe nHtepdgenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description INSIDE
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

10.20.2.3.2 HacTtpownte nHtepdenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#description OUTSIDE
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
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RouterB(config-if-[eth2])#exit
10.20.2.3.3 HactponTe MapLupyTbl, NPUMEHSIIOLLNACSA NPU YCTAaHOBIIEHUN COeAUHEHNSA

RouterB(config)#ip route 1.1.1.1/32 198.18.0.2
RouterB(config)#ip route 3.3.3.3/32 198.18.1.2

10.20.2.3.4 HactponTte TexHonornio NAT Masquerade

RouterB(config)#ip access-list 1 outinterface eth2
RouterB(config)#ip nat access-list 1 source masquerade
RouterB(config)#ip connections statistics on
RouterB(config)#end

10.20.2.4 HactponTte RouterC

10.20.2.4.1 HactponTe nHTepdenc eth1

RouterC(config)#tinterface ethl
RouterC(config-if-[eth1])#no ip address dhcp
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

10.20.2.4.2 Hactpownte nHtepdeiic 100

RouterC(config)#interface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

10.20.2.4.3 HacTtponTe mapLupyT, NPUMEHSAIOLWMIACS NMPU YCTAHOBIIEHUM COeaUHEHNSA
RouterC(config)#ip route 1.1.1.1/32 198.18.1.1

10.20.2.5 CoxpaHnTe HaCTpOMKn

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNs HacTPOEK Ha YCTPOMUCTBax

»
NMpumeyaHue

Routerftwrite <name>
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10.20.3 NpoBepka HacTpoek

10.20.3.1 BeinonHute komaHgy show ip nat Ha RouterB ana npoBepku cosgaHHOro

npasuiia TpaHcAaAUunn

Chain POSTROUTING (policy ACCEPT 0 packets, 0 bytes)

# Pkts Bytes Action Rule config

0 0 0 io: eth2
Action: masquerade

10.20.3.2 3anyctute ytunuty komangon ping 3.3.3.3 source 1.1.1.1 Ha RouterA

10.20.3.3 3anyctute ytunuty komangon tcpdump eth2 Ha RouterB

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on eth2, link-type EN1IOMB
(Ethernet), capture size 262144 bytes 23:12:11.394713 LLDP, length 328: EX3400-STACK
23:12:15.913459 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 15067, seq 1, length 64
23:12:15.9139701P 3.3.3.3>198.18.1.1: ICMP echo reply, id 15067, seq 1, length 64
23:12:16.915169 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 15067, seq 2, length 64
23:12:16.915663 IP 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 15067, seq 2, length 64
23:12:17.916792 1P 198.18.1.1 > 3.3.3.3: ICMP echo request, id 15067, seq 3, length 64
23:12:17.917282 IP 3.3.3.3>198.18.1.1: ICMP echo reply, id 15067, seq 3, length 64

AC

7 packets captured

7 packets received by filter

0 packets dropped by kernel

10.20.3.4 BoinonHnte KomaHay show ip connections statistics Ha RouterB ans

NPOBEPKN CTATUCTUKM

ipv4d 2icmp 15src=1.1.1.1 dst=3.3.3.3 type=8 code=0 id=15067 packets=3 bytes=252 src=3.3.3.3
dst=198.18.1.1 type=0 code=0 id=15067 packets=3 bytes=252 mark=0 zone=0 use=2

10.21 HacTtpowuka VREF Lite
10.21.1 OnncaHne HaCTpPOoKnKK

Kak nokasaHO Ha pucyHke 42 B KayecTBe OCHOBHbIX YCTPOMWCTB WCMOMb3yHTCA Tpu
cepBUCHbIX MapLipyTmsaTtopa - RouterA, RouterB n RouterC.

Ha yctporictBax RouterA, RouterB n RouterC HacTpoeHbl IP-agpeca. Npsamoro coceacrea
mexay RouterA n RouterC Her.

Ha RouterB HactpoeHa TexHonorms VRF Lite, koTopas no3sonsetr pasgenuTtb

m3nyecknii MapLLPyTU3aTOP Ha HECKOSBbKO NOrMYEeCcKUX (BUPTYyarnbHbIX).
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RouterA RouterB RouterC
192.18.0.0/24 192.18.1.0/24
=0 poon =0 pooo =0 popn
eth1 eth1 eth2 eth2
Ipva: 198.18.0224  1PVA: 1981800124 o yppoutera 1PVA: 1981814124 ypyg: 108.18.1.2124
Ip vrf RouterC

PucyHok 42 — Cxema HacTtpouikn VRF Lite
10.21.2 OTanbl HACTPOMKK CEeTU

10.21.2.1 Bongute B pexumMm rrnobanbHONW KOHurypaumMm Ha YCTpoucTBax nepen

HaCTpOWKom

Mpn HacTpouke ceTeBoro ob6opyaoBaHUs, OQHUM U3 FMaBHbIX LLAroB, ABNSETCS BXOA B
KOHUrypaunoHHbIN pexuM. KoHMUrypaumMoHHbIN peXUM - 3TO OOUH U3 PEXUMOB KOMaHOHOMU
CTpokU. B KOH(UrypauuoOHHOM peXume MOXHO W3MEHATb HAaCTPOUKM UHTepdencos,

MapLipyTM3auuio, 6e3onacHoOCTb U Apyrne napameTpbl YCTPOUCTB.

»
MpumevaHue

Router#configure terminal

10.21.2.2 HactpounTte untepdenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

10.21.2.3 HactpounTte RouterB

10.21.2.3.1 HasHaubTe ak3emnnapbl VPN Routing Forwarding

RouterB(config)#ip vrf RouterA
RouterB(config-vrf)#exit
RouterB(config)#ip vrf RouterC
RouterB(config-vrf)#exit
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10.21.2.3.2 HactponTe uHTepdencsl eth1 n eth2

RouterB(config)#tinterface eth1
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip vrf forwarding RouterA
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit
RouterB(config)#finterface eth2
RouterB(config-if-[eth2])#ip vrf forwarding RouterC
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

10.21.2.3.3 HactponTe MapLupyTbl, MPUMEHSIIOLLNACS NPU YCTAHOBIIEHUN COeOUHEHUSA

RouterA(config)#ip route vrf RouterA 1.1.1.1/32 198.18.0.2 eth1
RouterA(config)#ip route vrf RouterC 3.3.3.3/32 198.18.1.2 eth2
RouterA(config)#end

10.21.2.4 Hactpownte RouterC

HactpownTe nHtepdgemncol eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

10.21.2.5 CoxpaHnTe HaCTpOWKu

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HacTPOEK Ha YCTPOMCTBax

»
NMpumeyaHue

Router#twrite <name>

10.21.3 NpoBepka HacTpoek

10.21.3.1 BoinonHute komangy show ip vrf RouterA Ha RouterB pna nposepku

CO30aHHOIo aKk3eMridpa

VRF RouterA, FIBID 1
Router ID: 198.18.0.1 (automatic)
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Interfaces:

ethl
VRF RouterA; (id=1); RIP is not enabled
VRF RouterA; RD is not defined
Interfaces:

ethl
No export VPN route-target community
No import VPN route-target community
No import route-map

10.21.3.2 BoinonHute komangy show ip vrf RouterC Ha RouterB ans nposepku

CO3daHHOro 3K3emMmnsapa

VRF RouterC, FIB ID 2
Router ID: 198.18.1.1 (automatic)
Interfaces:

eth2
VRF RouterC; (id=2); RIP is not enabled
VRF RouterC; RD is not defined
Interfaces:

eth2
No export VPN route-target community
No import VPN route-target community
No import route-map

10.21.3.3 BeinonHute KomaHAay show ip route ans npoBepkun Tabnuubl MapLupyTusaumm

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default
IP Route Table for VRF "default"
C 127.0.0.0/8 is directly connected, lo
Gateway of last resort is not set

10.21.3.4 BeinonHute komaHay show ip route vrf RouterA Ha RouterB gnsi npoBepku

Tabnuubl mapwpyTtmsaummn VRF RouterA

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default
IP Route Table for VRF "RouterA"
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S 1.1.1.1/32[1/0] via 198.18.0.2, ethl
C 198.18.0.0/24 is directly connected, ethl
Gateway of last resort is not set

10.21.3.5 BoinonHute komangy show ip route vrf RouterC Ha RouterB ans nposepku
Tabnuubl mapwpyTtmsaummn VRF RouterC

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default IP Route Table for VRF "RouterC"
S 3.3.3.3/32[1/0] via 198.18.1.2, eth2
C 198.18.1.0/24 is directly connected, eth2
Gateway of last resort is not set

10.22 HacTtpowuka VRF Lite IPv6

10.22.1 OnucaHne HaCTpPoOnKK

Kak nokaszaHO Ha pucyHke 43 B KayeCTBE OCHOBHbIX YCTPOWCTB WCMOMb3YTCA Tpu
cepBUCHbIX MapLipyTmsaTtopa - RouterA, RouterB n RouterC.

Ha yctponicTtBax RouterA, RouterB n RouterC HacTpoeHbl IP-agpeca. lNpamoro coceacrea
mexay RouterA n RouterC Her.

Ha RouterB HacTpoeHa TexHonorus VRF Lite IPv6, koTtopas nossonseTt pasfnenutb

hmanyecknii MapLLpyTU3aTOP Ha HECKOSbKO NOrMYEeCcKUX (BUPTYyarnbHbIX).

RouterA RouterB RouterC

0 ooog i ‘0 oooo I O ooog
=n pooo Y Tetht ='p oooo K et 2:pn pooo

ip vrf RouterA 2000:2/64
ip vrf RouterC 101:102::1/128

101:01::1/128

PucyHok 43 — Cxema HacTtponku VRF Lite Ipv6
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10.22.2 OTanbl HAaCTPOMKK

10.22.2.1 Boriante B pexum rnobanbHOM KOHUrypauum Ha YCTPOMCTBaxX nepen

HaCTPOWKOM

Mpn HacTpouke ceTeBoro obopyaoBaHWsA, OOHUM U3 FMaBHbIX LLAros, ABNSETCS BXOA B
KOHPUIYPaLMOHHBIN pexnM. KOHMUIypauMOHHbBIA peXnm - 3TO OOUH U3 PEXUMOB KOMaHOHOM
CTPOKN. B  KOHUrypauUMOHHOM pEeXMME MOXHO WU3MEHATb HACTPOMKU UHTepdencos,

MapLupyTM3auuo, 6e3onacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

10.22.2.2 HactpounTte RouterA
10.22.2.2.1 HactponTte nHTepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2000::2/64
RouterA(config-if-[eth1])#exit

10.22.2.2.2 HacTtpownte nHtepdeinc lol

RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ipv6 address 101::1/128
RouterA(config-if-[lo1])#end

10.22.2.3 HactpounTte RouterB
10.22.2.3.1 Co3ganTte BupTyanbHbi mapwpyTtm3atop RouterA

RouterB(config)#ip vrf RouterA
RouterB(config-vrf)#exit

10.22.2.3.2 Co3ganTte BupTyanbHbii mapwpyTtm3atop RouterC

RouterB(config)#ip vrf RouterC
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RouterB(config-vrf)#exit
10.22.2.3.3 HactponTe nHTepdemc eth1

RouterB(config)#tinterface eth1
RouterB(config-if-[eth1])#ip vrf forwarding RouterA
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ipv6 address 2000::1/64
RouterB(config-if-[eth1])#exit

10.22.2.3.4 HactponuTe nHTepdemnc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#ip vrf forwarding RouterC
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ipv6 address 2001::1/64
RouterB(config-if-[eth2])#exit

10.22.2.3.5 Hactponte VRF mapwwpyTt RouterA
RouterB(config)#ipv6 route vrf RouterA 101::1/128 2000::2 eth1

10.22.2.3.6 Hactponte VRF mappyT RouterC
RouterB(config)#ipv6 route vrf RouterC 102::1/128 2001::2 eth2

10.22.2.4 Hactpownte RouterC

10.22.2.4.1 Hactpownte nHtepdgenc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ipv6 address 2001::2/64
RouterC(config-if-[eth2])#exit

10.22.2.4.2 Hactpownte nHtepdenc lo 1

RouterC(config)#interface lo1
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ipv6 address 102::1/128
RouterC(config-if-[lo1])#end
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10.22.2.5 CoxpaHnte HaCTPOWKH

Mcnonb3ynte komaHay write <name> nsi CoxpaHeHUsa HacTPOeK Ha yCTponcTBax

»
MpumeyaHue

Router#write <name>

10.22.3 lNpoBepka HacTpoek

10.22.3.1 BeinonHute komaHgy show ip route Ha RouterB gns BbiBOAa Ha akpaH Tabnuubl

MapLwpyTmulauunm

IPv6 Routing Table
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
Timers: Uptime
IP Route Table for VRF "default"
C ::1/128 via i3, lo, 00:44:08

10.22.3.2 BeinonHute komaHgy show ipv6 route vrf RouterA Ha RouterB ansa BbiBoga

Tabnuubl mapwpyTtmsaumm VRF RouterA

IPv6 Routing Table
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
Timers: Uptime
IP Route Table for VRF "DUT1"
S 101::1/128 [1/0] via 2000::2, eth1, 00:34:03
C 2000::/64 via ::, eth1, 00:36:03
C fe80::/64 via ::, eth1, 00:36:03

10.22.3.3 BeinonHute komangy show ip route vrf RouterC Ha RouterB gns BbiBoga

Tabnuubl mapwpyTtmsaunn VRF RouterC

IPv6 Routing Table
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
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O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
Timers: Uptime
IP Route Table for VRF "DUT3"
S 102::1/128 [1/0] via 2001::2, eth2, 00:32:02
C 2001::/64 via ::, eth2, 00:35:40
C fe80::/64 via ::, eth2, 00:35:39

10.22.3.4 BuinonHute komaHgy ping 101::1 vrf RouterC Ha RouterB gns sbiBoga Ha

aKkpaH goctynHoctn 101::1

PING 101::1(101::1) 56 data bytes

64 bytes from 101::1: icmp_seq=1 ttl=64 time=1.03 ms
64 bytes from 101::1: icmp_seq=2 ttl=64 time=1.01 ms
64 bytes from 101::1: icmp_seq=3 tt|=64 time=0.975 ms

--- 101::1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 4ms
rtt min/avg/max/mdev = 0.975/1.005/1.034/0.035 ms

10.22.3.5 BeinonHute komaHgy ping 102::1 vrf RouterC Ha RouterB ansa BbiBOga Ha

3KpaH goctynHocTtn 102::1

PING 102::1(102::1) 56 data bytes

64 bytes from 102::1: icmp_seq=1 ttl=64 time=1.03 ms
64 bytes from 102::1: icmp_seq=2 ttl=64 time=0.976 ms
64 bytes from 102::1: icmp_seq=3 ttl=64 time=0.958 ms

--- 102::1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 4ms
rtt min/avg/max/mdev = 0.958/0.989/1.033/0.031 ms

10.23 HacTtpowmka Policy Based Routing Ha ocHoBe IP-agpeca ncrouHumka
10.23.1 OnncaHne HaCTpPoKnKK

Kak nokasaHo Ha pucyHKke 44 B KayecTBe OCHOBHbIX YCTPOWMCTB WCMOMb3YHTCA Tpwu
cepBUCHbIX MapLipyTmsaTtopa - RouterA, RouterB n RouterC.

Mexngy yctponctBammn RouterA, RouterB n RouterC HacTtpoeHa craTuyeckas
MapwpyTtusaums. Coceactso HacTpamBaetTcs mexay RouterA n RouterB, RouterA u RouterC.
Mpsamoro coceactea mexay RouterB n RouterC HeT. Ha Kakgom M3 yYCTPOWCTB HACTPOEHDI

UHTepdencol, HasHa4veHbl IP-agpeca n nogHaTel loopback-uHTepdencoi.
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Ha RouterA HactpoeHa TtexHonorna Policy Based Routing Ha ocHoBe |P-agpeca

MCTOYHUKA.

RouterB

101:2.2.2.2/32

_ . 0O ooog
='0 pooo
eth1
RouterA Ipv4: 198.18.1.2/124
Ipv4: 198.18.1.1/24
lo1:1.1.1.1/32 athi
_ .8 cooe
=0 pooo
eth2 RouterC
182.18.0.0/24
Ipvd: 198.18.2.2124
eth2
_ O ooog
50 pooo

lo1:2.2.2.2/32

PucyHok 44 — Cxema HacTponkn PBR Ha ocHoBe IP-agpeca nctoyHumka
10.23.2 OTanbl HACTPOMKN CETH

10.23.2.1 Bongute B pexum rnobanbHoOn KoHurypaumMm Ha YCTpoucTBax nepes

HaCcTpPouKomn

Mpn HacTporke ceTeBoro obopyaoBaHns, OAHUM U3 FMNaBHbIX LLAroB, ABNSETCS BXOA4 B
KOHOUrypaunoHHbIN pexxumM. KoHUrypaumMoHHbIN pexnm - 9T0 OOMH U3 PEXUMOB KOMaHOHOMU
CTpokM. B KOH(UrypaumMoOHHOM peXxume MOXHO W3MEHATb HaCTPOUKM UHTepdencos,

MapLipyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl yCTPOMCTB.

»
NMpumeyaHue

Router#configure terminal

10.23.2.2 HactpounTte RouterA

10.23.2.2.1 Hactpownte nHtepdencel eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit
RouterA(config)#tinterface eth2
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RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.2.1/24
RouterA(config-if-[eth2])#exit

10.23.2.2.2 CospganTte u HactponuTe loopback-uHtepdenc

RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 1.1.1.1/32
RouterA(config-if-[lo1])#exit

10.23.2.2.3 YkaxuTe mapupyT o cetn 2.2.2.2/32 yepes RouterB
RouterA(config)#ip route 2.2.2.2/32 198.18.1.2

10.23.2.2.4 HactponTe agpec RouterC Kak LL03 N0 YMOMYaHUIO U CoOXpaHUTe B Tabnvuy

21. Hactponte PBR n ykaxute ncrounumky 1.1.1.1/32 cmotpetb B Tabnuuy 21

RouterA(config)#ip route 0.0.0.0/0 198.18.2.2 table 21
RouterA(config)#ip access-list PBR_SRC_IP sourceip 1.1.1.1/32
RouterA(config)#ip policy rule access-list PBR_SRC_IP output lookup 21

10.23.2.3 Hactpoute RouterB
10.23.2.3.1 HactpownTe nHtepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

10.23.2.3.2 Cospgante u HactponTe loopback-nHtepdenc

RouterB(config)#interface lol
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 2.2.2.2/32
RouterB(config-if-[lo1])#exit

10.23.2.3.3 YKaxute MapLipyTbl, (PUMEHAIOLLMNCS MPU YCTAaHOBNEHUN COEOUHEHUS

RouterB(config)#ip route 1.1.1.1/32 198.18.1.1
RouterB(config)#end
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10.23.2.4 HactponTte RouterC
10.23.2.4.1 HactponTe uHTepdenc eth1

RouterC(config)#interface eth1
RouterC(config-if-[eth1])#no ip address dhcp
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ip address 198.18.2.2/24
RouterC(config-if-[eth1])#exit

10.23.2.4.2 Co3pganTte u HactpouTte loopback-nHtepdeic

RouterC(config)ttinterface lol
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 2.2.2.2/32
RouterC(config-if-[lo1])#exit

10.23.2.4.3 YkaxuTte MapLipyT, NPUMEHSIOLLMACS MPU YCTAaHOBNEHUN COEQUHEHUS
RouterC(config)#ip route 1.1.1.1/32 198.18.2.1
10.23.2.5 CoxpaHuTe HaCTpPOnKM

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHnsa HacTPOEK Ha YCTPoMCTBax

»
NMpumeyaHue

Router#twrite <name>

10.23.3 NpoBepka HacTpoek

10.23.3.1 BoinonHnte KomaHay ping 2.2.2.2 source 1.1.1.1 Ha RouterA, 4TOOGbI

ybeaunTbcs, 4To Tpaduk nocne NpuMeHeHns NonuTukn naet vYepes RouterC

PING 2.2.2.2 (2.2.2.2) from 1.1.1.1 : 56(84) bytes of data.
64 bytes from 2.2.2.2: icmp_seq=1 ttI=64 time=1.08 ms
64 bytes from 2.2.2.2: icmp_seq=2 ttl=64 time=1.04 ms
64 bytes from 2.2.2.2: icmp_seq=3 ttl=64 time=0.971 ms
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10.23.3.2 BuinonHute komaHgy tcpdump eth2 Ha RouterC ana aHanusa ceTteBoro
Tpadvka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes
01:40:25.345345 1P 1.1.1.1 > 2.2.2.2: ICMP echo request, id 15267, seq 4, length 64
01:40:25.345400 1P 2.2.2.2>1.1.1.1: ICMP echo reply, id 15267, seq 4, length 64
01:40:26.346493 1P 1.1.1.1 > 2.2.2.2: ICMP echo request, id 15267, seq 5, length 64
01:40:26.346578 1P 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 15267, seq 5, length 64

10.24 HacTtpowmka Policy Based Routing Ha ocHoBe IP-agpeca Ha3Ha4yeHusA

10.24.1 OnucaHne HaCTPOnKK

Kak nokaszaHO Ha pucyHke 45 B KayeCTBE OCHOBHbIX YCTPOWCTB WCMOMb3YTCS TpU
cepBUCHbIX MapipyTusatopa - RouterA, RouterB n RouterC.

Mexngy yctponctBamn RouterA, RouterB n RouterC HacTpoeHa cTaTuyeckas
MapwpyTtusaums. Coceactso HacTpamBaeTcs mexay RouterA n RouterB, RouterA n RouterC.
Mpsamoro cocenctea mexay RouterB n RouterC HeT. Ha kagom m3 yCTPOWCTB HACTPOEHbI
nHTepdencsl, HadHa4veHbl IP-agpeca n nogHaTel loopback-nHtepdencel.

Ha RouterA HacTtpoeHa TexHonorna Policy Based Routing Ha ocHoBe |P-agpeca
Ha3Ha4vyeHus.

RouterB
101:2.2.2.2/32
.8 8000
eth1
Ipv4: 198.18.1.2/24

RouterA
Ipv4: 198.18.1.1/24

eth1
_ .0 ooog
='0 opopo

101:1.1.1.1/32 oth2 RouterC

192.18.0.0/24
Ipv4: 198.18.2.2/24

eth1
O ooog
E'pn oooo

101:2.2.2.2/32

PucyHok 45 — Cxema HacTtponkmn PBR Ha ocHoBe IP-agpeca HasHauyeHus
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10.24.2 JTanbl HACTPOWKN CETH

10.24.2.1 Borante B pexum rnobanbHOM KOHUrypaumMm Ha YCTPOMCTBax nepen

HaCTPOWKOM

Mpn HacTpouke ceTeBoro obopyaoBaHWsA, OOHUM U3 FMaBHbIX LLAros, ABNSETCS BXOA B
KOHPUIYPaLMOHHBIN pexnM. KoHMUrypaumMOHHbIA peXnm - 3TO OOUH U3 PEXUMOB KOMaHZAHOW
CTPOKN. B KOHUrypauUMOHHOM peXMMe MOXHO W3MEHHATb HaCTPOWKM UHTepdencos,

MapLupyTM3auuo, 6e3onacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

10.24.2.2 HactpounTte RouterA
10.24.2.2.1 HactponTte uHtepdericol eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit
RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.2.1/24
RouterA(config-if-[eth2])#exit

10.24.2.2.2 Hactponte nHTepdenc lol

RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 1.1.1.1/32
RouterA(config-if-[lol])#exit

10.24.2.2.3 YkaxunTe mapupyT o cetn 2.2.2.2/32 yepes RouterB

RouterA(config)#ip route 2.2.2.2/32 198.18.1.2
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10.24.2.2.4 HactpowTte agpec RouterC kak LM03 N0 yMONYaHUIO U COXpaHuTe B Tabnuuy

21. Hactponte PBR n ykaxute npu agpece HazHayeHus 2.2.2.2/32 cmoTpeTb B Tabnuyy 21

RouterA(config)#ip route 0.0.0.0/0 198.18.2.2 table 21
RouterA(config)#ip access-list PBR_DES_IP destinationip 2.2.2.2/32
RouterA(config)#ip policy rule access-list PBR_DES_IP output lookup 21
RouterA(config)#tend

10.24.2.3 HactponTte RouterB

10.24.2.3.1 HactponTte uHTepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

10.24.2.3.2 Hactponte nHTepdenc lo1

RouterB(config)#interface lol
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 2.2.2.2/32
RouterB(config-if-[lo1])#exit

10.24.2.3.3 YkaxuTte mapwpyTt go cetn 1.1.1.1/32 yepe3 RouterA

RouterB(config)#ip route 1.1.1.1/32 198.18.1.1
RouterB(config)#end

10.24.2.4 Hactponte RouterC

10.24.2.4.1 HactpownTe nHtepdenc eth1

RouterC(config)#interface ethl
RouterC(config-if-[eth1])#no ip address dhcp
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ip address 198.18.2.2/24
RouterC(config-if-[eth1])#exit

10.24.2.4.2 Hactpownte nHtepgenc lo1

RouterC(config)#tinterface lo1
RouterC(config-if-[lo1])#no shutdown
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RouterC(config-if-[lo1])#ip address 2.2.2.2/32
RouterC(config-if-[lo1])#exit

10.24.2.4.3 HacTtponTe ctaTn4eckyo MapLipyTmM3aumto
RouterC(config)#ip route 1.1.1.1/32 198.18.2.1

10.24.2.5 CoxpaHnTe HacTpOMKM

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha yCTpoMUCTBax

»
MpumeyaHue

Router#fwrite <name>

10.24.3 NpoBepka HacTpoek

YTOOBI
ybeanTbca, 4To Tpaduk Nocne npuMeHeHns nonnTukn naet Yepes RouterC, ncnonb3ysa tabnuuy
21

10.24.3.1 BoinonHute komaHay ping 2.2.2.2 source 1.1.1.1 Ha RouterA,

PING 2.2.2.2 (2.2.2.2) from 1.1.1.1 : 56(84) bytes of data.
64 bytes from 2.2.2.2: icmp_seq=1 ttlI=64 time=1.04 ms
64 bytes from 2.2.2.2: icmp_seq=2 ttlI=64 time=1.00 ms
64 bytes from 2.2.2.2: icmp_seq=3 ttlI=64 time=0.945 ms

10.24.3.2 BoinonHute komaHay tcpdump eth2 Ha RouterC gns aHanus3a ceTeBoro
Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes
12:11:03.689069 IP 1.1.1.1 > 2.2.2.2: ICMP echo request, id 14396, seq 15, length 64
12:11:03.689124 1P 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 14396, seq 15, length 64
12:11:04.690203 IP 1.1.1.1 > 2.2.2.2: ICMP echo request, id 14396, seq 16, length 64
12:11:04.690245 IP 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 14396, seq 16, length 64
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10.25 Hactpouka Policy Based Routing Ha ocHoBe Homepa nopta (TCP/UDP)

MCTOYHMKA
10.25.1 OnucaHne HaCTpPonKK

Kak nokaszaHO Ha pucyHKke 46 B Ka4yecTBe OCHOBHbIX YCTPOWCTB WCMOMb3ylTCA Tpu
cepBUCHbIX MaplipyTusaTtopa - RouterA, RouterB 1 RouterC.

Mexay yctponcteamm RouterA, RouterB n RouterC HacTtpoeHa craTuyeckas
MapwpyTtusaums. Coceactso HacTpamsaeTcs mexay RouterA n RouterB, RouterA n RouterC.
Mpamoro cocenctea mexay RouterB n RouterC HeT. Ha kagom u3 yCTPOWCTB HACTPOEHDI
nHTepdencol, HasHaveHbl IP-agpeca n nogHaTel loopback-nHTepgencoi.

Ha RouterA n RouterB cosgaHbl n HacTpoeHbl BUpTYyasibHble MHTEPdENCHI.

Ha RouterA HacTtpoeHa TexHonorusa Policy Based Routing Ha ocHoBe Ha ocHOBe HoMepa

nopta (TCP/UDP) ncto4Huka.

RouterB RouterA RouterC
192.18.0.0/24 192.18.1.0/24
EH e ‘0 ooon allaaalal
eth2 eth2 eth1 eth1
lo1:2.2.2.2/32 eth2.10: 198.18.10.1/24 lov4: 198.18.1.1/24 |pV4: 198.18.1.2/24
eth2.10: 198.18.10.2/24  ¢th2.20: 198.18.20 1/24 e lo1: 1.1.1.1/32

eth2.20: 198.18.20.2/24

PucyHok 46 — Cxema HacTponkn PBR Ha ocHOBe HOMepa nopTa MCTOYHUKA
10.25.2 3Tanbl HACTPOMKK CETU

10.25.2.1 Bongute B pexum rnobanbHon KoHdurypaumMm Ha YCTpoWCTBax nepea

HaCTpPOMKOM

Mpn HacTpounke ceTeBoro obopyaoBaHus, OOHUM U3 FMNaBHbIX LIAros, ABMASETCHS BXO4 B
KOHOUIypauUnoHHbIN pexxuM. KoHMUrypaumoHHbIM peXxnum - 3TO OOMH U3 PEXUMOB KOMaHOHOM
CTpokU. B KOH(UrypauMoOHHOM peXume MOXHO W3MEHATb HaCTPOUKM UHTepdencos,

MapLupyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl YCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal
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10.25.2.2 HactponTe RouterA

10.25.2.2.1 HactponTte uHTepdencel eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit
RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

10.25.2.2.2 HactponTte uHtepdencol eth2.10 n eth2.20

RouterA(config)#interface eth2.10

RouterA(config-if-[eth2.10])#vid 10 ethertype 0x8100
RouterA(config-if-[eth2.10])#no shutdown
RouterA(config-if-[eth2.10])#ip address 198.18.10.1/24
RouterA(config-if-[eth2.10])#exitRouterA(config)#interface eth2.20
RouterA(config-if-[eth2.20])#vid 20 ethertype 0x8100
RouterA(config-if-[eth2.20])#no shutdown
RouterA(config-if-[eth2.10])#ip address 198.18.20.1/24
RouterA(config-if-[eth2.20])#exit

10.25.2.2.3 HacTtponTe ctaTUyecKyo MapLupyTmMsaumo

RouterA(config)#ip route 1.1.1.1/32 198.18.1.2
RouterA(config)#ip route 2.2.2.2/32 198.18.10.2

10.25.2.2.4 HactpownTte agpec eth2.20 RouterB kak w03 nNo yMON4aHUO U COXpaHUTE B

Tabnuuy 21, HacTtponTe PBR 1 ykaxute nctouHmnky ¢ noptom 10000 nepeHanpaBndatb Tpaduk

cnenysa tabnuue 21.

RouterA(config)#ip route 0.0.0.0/0 198.18.20.2 table 21
RouterA(config)#ip access-list PBR_S_PORT protocol 6 sourceports 10000

RouterA(config)#ip policy rule access-list PBR_S_PORT prerouting lookup 21

RouterA(config)#tend

10.25.2.3 HactponTte RouterB

10.25.2.3.1 HacTtpownte nHtepdenc eth2

RouterB(config)#tinterface eth2
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RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

10.25.2.3.2 HactponTe nHTepdenc lo1

RouterB(config)#tinterface lol
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 2.2.2.2/32
RouterB(config-if-[lo1])#exit

10.25.2.3.3 Cos3panTte uHtepdencol eth2.10 n eth2.20

RouterB(config)#interface eth2.10
RouterB(config-if-[eth2.10])#vid 10 ethertype 0x8100
RouterB(config-if-[eth2.10])#no shutdown
RouterB(config-if-[eth2.10])#ip address 198.18.10.2/24
RouterB(config-if-[eth2.10])#exit
RouterB(config)#tinterface eth2.20
RouterB(config-if-[eth2.20])#vid 20 ethertype 0x8100
RouterB(config-if-[eth2.20])#no shutdown
RouterB(config-if-[eth2.10])#ip address 198.18.20.2/24
RouterB(config-if-[eth2.20])#exit

10.25.2.3.4 HacTtponTe cTtaTUyYeCcKyo MapLupyTmMsaumo

RouterB(config)#ip route 0.0.0.0/0 198.18.10.1
RouterB(config)#end

10.25.2.4 Hactpownte RouterC

10.25.2.4.1 HactpownTe nHtepdgenc eth1

RouterC(config)#interface ethl
RouterC(config-if-[eth1])#no ip address dhcp
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ip address 198.18.1.2/24
RouterC(config-if-[eth1])#exit

10.25.2.4.2 Hactpownte nHtepgenc lo1

RouterC(config)#tinterface lo1
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 1.1.1.1/32
RouterC(config-if-[lo1])#exit
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10.25.2.4.3 HacTtponTe ctaTtn4eckyo MapLipyTmM3aumto

RouterB(config)#ip route 0.0.0.0/0 198.18.1.1
RouterB(config)#end

10.25.2.5 CoxpaHnte HacTpOMKu

Mcnonb3ynte komaHay write <name> gnsi CoxpaHeHNsa HacTpOeK Ha yCTponcTBax

»
MpumeyaHue

Router#write <name>

10.25.3 lNpoBepka HacTpoek

10.25.3.1 BeinonHute komangy iperf server port 10000 bind 1.1.1.1 Ha RouterC ans
NPOBEPKM NPOrYyCKHON CNOCOBHOCTU B pexume cepeepa

Server listening on TCP port 10000 Binding to local address 1.1.1.1
TCP window size: 85.3 KByte (default)

[ 4] local 1.1.1.1 port 10000 connected with 198.18.10.2 port 33725
[ID] Interval  Transfer Bandwidth

[ 4] 0.0-10.0 sec 918 MBytes 769 Mbits/sec

10.25.3.2 BeinonHute komaHgy iperf client 1.1.1.1 port 10000 bind 198.18.10.2 Ha
RouterB gnst npoBepkn nponyckHON CNOCOBHOCTU B PEXMME KIMEHTa

Client connecting to 1.1.1.1, TCP port 10000 Binding to local address 198.18.10.2
TCP window size: 76.5 KByte (default)

[ 3] local 198.18.10.2 port 33725 connected with 1.1.1.1 port 10000
[ID] Interval  Transfer Bandwidth

[ 3]10.0-10.0 sec 918 MBytes 770 Mbits/sec

10.25.3.3 BoinonHute komaHay tcpdump eth2.20 Ha RouterA gnsa aHanusa ceTeBoro

Tpaduka, ydbeantechb 4YTo Tpaduk ObIn NepeHanpaBneH B COOTBETCTBMM ¢ Tabnuuen 21.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth2.20, link-type EN1OMB (Ethernet), capture size 262144 bytes

19:58:12.0728201P 1.1.1.1.10000 > 198.18.10.2.33725: Flags [S.], seq 3929972981, ack 2471004496, win 29200,
options [mss 1460,nop,nop,sackOK,nop,wscale 4], length 0
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19:58:12.075426 1P 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 10221, win 3103, length O
19:58:12.077406 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 16061, win 3833, length O
19:58:12.0774201P 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 26281, win 5110, length O
19:58:12.079286 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 29201, win 5475, length O
19:58:12.079301 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 36501, win 6388, length 0
19:58:12.081261 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 51101, win 8213, length O
19:58:12.083132 1P 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 55481, win 8760, length O
19:58:12.083146 1P 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 59861, win 9308, length O
19:58:12.083158 1P 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 61321, win 9490, length O

10.26 Hactpouka Policy Based Routing Ha ocHoBe Homepa nopta (TCP/UDP)

Ha3Ha4yeHus
10.26.1 OnucaHne HaCTPoOnKK

Kak nokaszaHO Ha pucyHke 47 B KayeCTBE OCHOBHbIX YCTPOWCTB WCMOMb3YTCA TpU
CepBUCHbIX MapLupyTusaTopa - RouterA, RouterB n RouterC.

Mexnay yctponcteammn RouterA, RouterB n RouterC HacTpoeHa craTuyeckas
MapwpyTtusaums. Coceactso HacTpamBaeTcs mexay RouterA n RouterB, RouterA u RouterC.
Mpsamoro cocencrtea mexay RouterB n RouterC HeT. Ha kagom u3 yCTPOWCTB HACTPOEHDI
nHTepdencsl, HadHa4veHbl IP-agpeca n nogHaTel loopback-nHtepdencel.

Ha RouterA n RouterB co3sgaHbl n HacTpoeHbl BUpTyasbHble MHTEPdENCHI.

Ha RouterA HacTtpoeHa TexHonorunsa Policy Based Routing Ha ocHoBe Ha oCcHOBe HoMepa

nopta (TCP/UDP) Ha3Ha4yeHwus.

RouterB 192.18.0.0/24 RouterA 192.18.1.0/24 RouterC
B 2000 ~ . B0 8000 -0 2ooo
='0 oooo peTe eth2 =0 oooo P eth1 ='0 oooo
lo1: 2.2.2.2/32 eth2.10: 198.18.10.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
eth2.10: 198.18.10.2/24 eth2.20: 198.18.20.1/24 lo1: 1.1.1.1/32

eth2.20: 198.18.20.2/24
PucyHok 47 — Cxema HacTponkn PBR Ha ocHoBe HOMepa nopTa HasHa4YeHUs
10.26.2 OTanbl HACTPOWKK CETU

10.26.2.1 Bongute B pexum rnobanbHon KoHdurypaumum Ha YCTpOWCTBax nepea

HaCTpPOMKOM

Mpu HacTpoike ceTeBoro o6opyaoBaHUSA, OOHUM U3 TMaBHbIX LLAroB, SIBNSETCS BXOA B

KOHPUIYpPaLMOHHBIN pexnM. KOHMUrypauMOHHbIN PeXnM - 3TO OOUH U3 PEXUMOB KOMaHAHOW
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CTPOKN. B KOHUrypauUMOHHOM peXMMe MOXHO WU3MEHHATb HAaCTPOMKU UHTepdeuncos,

MapLipyTM3aumo, 6e30nacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

10.26.2.2 HactponTte RouterA

10.26.2.2.1 HactponTe nHTepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit

10.26.2.2.2 Hactponte nHtepdenc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

10.26.2.2.3 HactponTe BupTyanbHble nHtepdenc eth2.10

RouterA(config)#interface eth2.10
RouterA(config-if-[eth2.10])#vid 10 ethertype 0x8100
RouterA(config-if-[eth2.10])#no shutdown
RouterA(config-if-[eth2.10])#ip address 198.18.10.1/24
RouterA(config-if-[eth2.10])#exit

10.26.2.2.4 HactponTe BupTyanbHble nHtepdenc eth2.20

RouterA(config)#interface eth2.20
RouterA(config-if-[eth2.20])#vid 20 ethertype 0x8100
RouterA(config-if-[eth2.20])#no shutdown
RouterA(config-if-[eth2.10])#ip address 198.18.20.1/24
RouterA(config-if-[eth2.20])#exit

10.26.2.2.5 HacTtponTe mapLupyTbl, NPUMEHSOLMECHA NPU YCTAHOBIIEHNN COEONHEHUS

RouterA(config)#ip route 1.1.1.1/32 198.18.1.2
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RouterA(config)#ip route 2.2.2.2/32 198.18.10.2
10.26.2.2.6 HacTtpoute nonutuky PBR nopta HasHayeHus

RouterA(config)#ip route 0.0.0.0/0 198.18.20.2 table 21

RouterA(config)#ip access-list PBR_D_PORT protocol 6 destinationports 10000

RouterA(config)#ip policy rule access-list PBR_D_PORT prerouting lookup 21

10.26.2.3 HactponTte RouterB

10.26.2.3.1 HactponTte uHTepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

10.26.2.3.2 HactponTe nHTepdenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

10.26.2.3.3 HactpownTe nHtepdeic lo 1

RouterB(config)#interface lol
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 2.2.2.2/32
RouterB(config-if-[lo1])#exit

10.26.2.3.4 HactponTe BupTyanbHble nHtepgenc eth2.10

RouterB(config)#interface eth2.10
RouterB(config-if-[eth2.10])#vid 10 ethertype 0x8100
RouterB(config-if-[eth2.10])#no shutdown
RouterB(config-if-[eth2.10])#ip address 198.18.10.2/24
RouterB(config-if-[eth2.10])#exit

10.26.2.3.5 HacTtpownTe BupTyanbHble nHTepgenc eth2.20

RouterB(config)#tinterface eth2.20
RouterB(config-if-[eth2.20])#vid 20 ethertype 0x8100
RouterB(config-if-[eth2.20])#no shutdown
RouterB(config-if-[eth2.10])#ip address 198.18.20.2/24
RouterB(config-if-[eth2.20])#exit
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10.26.2.3.6 HactponTte mMapLipyT, NPUMEHSAIOLLNMNCS NPU YCTAaHOBMEHUN COeANHEHUS

RouterA(config)#ip route 0.0.0.0/0 198.18.10.1
RouterB(config)#end

10.26.2.4 HactponTte RouterC
10.26.2.4.1 HactponTe uHTepdenc eth1

RouterC(config)#interface ethl
RouterC(config-if-[eth1])#no ip address dhcp
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ip address 198.18.1.2/24
RouterC(config-if-[eth1])#exit

10.26.2.4.2 HacTtpownte nHtepdenc lol

RouterC(config)ttinterface lol
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 1.1.1.1/32
RouterC(config-if-[lo1])#exit

10.26.2.4.3 HacTtponTe mapLupyT, NPUMEHSIOLWMNIACA NPU YCTAaHOBMEHUN COeANHEHNSA

RouterC(config)#ip route 0.0.0.0/0 198.18.1.1
RouterC(config)#end

10.26.2.5 CoxpaHnte HacCTpOWKM

Mcnonbayinte komaHay write <name> onsi CoxpaHeHNsa HacTPOEK Ha YCTPoMCTBax

»
NMpumeyaHue

Router#twrite <name>

10.26.3 lNpoBepka HacTpoek

10.26.3.1 BeinonHnte komaHay iperf server port 10000 Ha RouterB gna nposepku

MPOMYCKHOM CMOCOGHOCTM B pexnMe cepeepa

Server listening on TCP port 10000
TCP window size: 85.3 KByte (default)
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[ 4] local 2.2.2.2 port 10000 connected with 1.1.1.1 port 47220
[ID] Interval  Transfer Bandwidth
[ 4] 0.0-10.0 sec 1.08 GBytes 925 Mbits/sec

10.26.3.2 BuinonHute komaHay iperf client 2.2.2.2 port 10000 bind 1.1.1.1 Ha RouterC

A=A NpoBEPKU HpOHyCKHOVI cnocobHocTn B pexumMme KrimeHTa

Client connecting to 2.2.2.2, TCP port 10000
Binding to local address 1.1.1.1
TCP window size: 104 KByte (default)

[ 3]local 1.1.1.1 port 47220 connected with 2.2.2.2 port 10000
[ID] Interval  Transfer = Bandwidth
[ 3] 0.0-10.0 sec 1.08 GBytes 927 Mbits/sec

10.26.3.3 BoinonHute komaHgy tcpdump eth2.10 Ha RouterA ana aHanusa ceTeBoro

Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth2.10, link-type EN1OMB (Ethernet), capture size 262144 bytes

13:26:28.473203 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [S], seq 2762057523, win 29200, options [mss
1460,nop,nop,sackOK,nop,wscale 4], length 0

13:26:28.474204 |P 2.2.2.2.10000 > 1.1.1.1.60520: Flags [S.], seq 3612333970, ack 2762057524, win 29200,
options [mss 1460,nop,nop,sackOK,nop,wscale 4], length 0

13:26:28.475177 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], ack 1, win 1825, length 0

13:26:28.475840 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 1:1461, ack 1, win 1825, length 1460
13:26:28.475849 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 1461:2921, ack 1, win 1825, length 1460
13:26:28.475857 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 2921:4381, ack 1, win 1825, length 1460
13:26:28.475865 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 4381:5841, ack 1, win 1825, length 1460
13:26:28.475872 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 5841:7301, ack 1, win 1825, length 1460
13:26:28.475879 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 7301:8761, ack 1, win 1825, length 1460
13:26:28.475885 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 8761:10221, ack 1, win 1825, length 1460
13:26:28.475893 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 10221:11681, ack 1, win 1825, length 1460
13:26:28.475900 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 11681:13141, ack 1, win 1825, length 1460
13:26:28.475906 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 13141:14601, ack 1, win 1825, length 1460
13:26:28.476809 IP 2.2.2.2.10000 > 1.1.1.1.60520: Flags [.], ack 14601, win 3650, length 0
13:26:28.477796 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 14601:16061, ack 1, win 1825, length 1460

10.26.3.4 BoinonHnte komaHay iperf server port 10000 Ha RouterB gna nposepku

MPOMNYCKHOW CMOCOGHOCTM B pexnMe cepeepa

Server listening on TCP port 10000
TCP window size: 85.3 KByte (default)

[ 4] local 2.2.2.2 port 10000 connected with 1.1.1.1 port 47717
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[ID] Interval  Transfer Bandwidth
[ 4] 0.0-10.0sec 1.08 GBytes 930 Mbits/sec

10.26.3.5 BuinonHute komaHay iperf client 2.2.2.2 port 10000 bind 1.1.1.1 Ha RouterC

A=A NpoBEPKU HpOHyCKHOVI cnocobHocTn B pexumMme KrimeHTa

Client connecting to 2.2.2.2, TCP port 10000
Binding to local address 1.1.1.1
TCP window size: 99.0 KByte (default)

[ 3]local 1.1.1.1 port 47717 connected with 2.2.2.2 port 10000
[ ID] Interval Transfer Bandwidth
[ 3] 0.0-10.0sec 1.08 GBytes 931 Mbits/sec

10.26.3.6 BoinonHute komangy tcpdump eth2.20 Ha RouterA ana aHanusa ceTeBoro

Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth2.20, link-type EN10MB (Ethernet), capture size 262144 bytes

13:37:07.981666 IP 1.1.1.1.47717 > 2.2.2.2.10000: Flags [S], seq 2278507345, win 29200, options [mss
1460,nop,nop,sackOK,nop,wscale 4], length 0

13:37:07.983684 IP 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], ack 2702062680, win 1825, length 0
13:37:07.984343 P 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 0:1460, ack 1, win 1825, length 1460
13:37:07.984354 |P 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 1460:2920, ack 1, win 1825, length 1460
13:37:07.984360 IP 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 2920:4380, ack 1, win 1825, length 1460
13:37:07.984366 IP 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 4380:5840, ack 1, win 1825, length 1460
13:37:07.984372 1P 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 5840:7300, ack 1, win 1825, length 1460
13:37:07.984377 1P 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 7300:8760, ack 1, win 1825, length 1460

10.27 HacTtpowuka cpusmnyeckoro uHtepdenca B kayectse next-hop ansa cratmyeckoro

MapLipyTa
10.27.1 OnncaHne HaCTPOnKK

Kak nokaszaHo Ha pucyHke 48 B KayeCcTBe OCHOBHbIX YCTPOWCTB WCMOMb3YyTCA [OBa
CepBUCHbIX MapLipyTmn3aTopa - RouterA, RouterB.
Mexay ycTpouMcTBaMuM HaCTpOeHa cTaTtudeckass Mapupytusaumda. Ha kaxgom u3

YCTPOWCTB HacTpoeHbl MHTepdencol, HasHadeHbl IP-agpeca n nogHAaTel loopback-uHTepdgencel.
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RouterA RouterB

192.18.1.0/24

8 ooog .8 8000
='n poon ='n pooo
eth1

eth1

Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
l00: 1.1.1.1/24 100: .2.2.2.1/24

PucyHok 48 — Cxema HacTponkmn pmnamndeckoro nHTepderca B kayectee next-hop
10.27.2 OTanbl HACTPOWKN CETH

10.27.2.1 Bongute B pexum rrnobanbHONW KOHurypaumMm Ha YCTpoucTBax nepen

HaCTpOWKOM

Mpn HacTpouke ceTeBoro ob6opyaoBaHUs, OOHUM U3 FMaBHbIX LLAroB, ABNSETCS BXOA B
KOHUrypaunoHHbIn pexxumMm. KoHUrypaumMoHHbIN pexnM - 9T0 OOMH U3 PEXUMOB KOMaHOHOMU
CTpOKU. B KOH(UrypauMOHHOM peXume MOXHO W3MEHATb HaCTPOUKU UHTEPdENCos,

MapLUpyT13auuo, 6e3onacHoOCTb U Apyrine napameTpbl YCTPOMCTB.

»
MpumevaHue

Router#configure terminal

10.27.2.2 HactpounTte RouterA

10.27.2.2.1 HactpownTe nHtepdgenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit

10.27.2.2.2 Hactpownte nHtepgenc lo1

RouterA(config)#interface lol
RouterA(config-if-[eth1])#ip address 1.1.1.1/24
RouterA(config-if-[lo1])#no shutdown
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RouterA(config-if-[eth1])#exit

10.27.2.2.3 HacTtponTe pexum oTrnpaBkM OTBETOB B OTBET Ha nony4deHHble ARP-3anpochl,

KOTopble pa3peLluatoT fokanbHble Lenesble IP-agpeca
RouterA(config)#tarp reply global
10.27.2.2.4 HacTtponTe cTaTM4eckyo MapLipyTmM3aLumto

RouterA(config)#ip route 2.2.2.0/24 eth1
RouterA(config)#end

10.27.2.3 HactponTte RouterB

10.27.2.3.1 HactponTe nHTepdeic eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

10.27.2.3.2 Hactpownte nHtepdeiic lol

RouterB(config)#interface lol
RouterB(config-if-[eth1])#ip address 2.2.2.1/24
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[eth1])#exit

10.27.2.3.3 HacTtpounTe pexum oTnpaBkn OTBETOB B OTBET Ha nonyyeHHble ARP-3anpochl,

KOTopble paspeLuaroT fokasnbHble Lenesble IP-agpeca
RouterB(config)#arp reply global
10.27.2.3.4 Co3gante cTaTU4ECKy0 MapLUpyTM3aLmio

RouterA(config)#ip route 1.1.1.0/24 eth1
RouterA(config)#tend

10.27.2.4 CoxpaHnTe HaCTPOWKM

Mcnonb3ynte komaHay write <name> ans coxpaHeHWa HacTPOeK Ha yCTponcTBax
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»
MpumeyvaHue

Router#write <name>

10.27.3 NpoBepka HacTpoek

10.27.3.1 BeinonHute koMmaHay show ip route Ha RouterA gns BbiIBoga Ha 3kpaH cnmcka

MapLIpyTOB

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default

IP Route Table for VRF "default"

C 1.1.1.0/24 is directly connected, lo1

S 2.2.2.0/24 [1/0] is directly connected, eth1

C 127.0.0.0/8 is directly connected, lo

C 198.18.1.0/24 is directly connected, eth1

Gateway of last resort is not set

10.27.3.2 BeinonHute komaHay show ip route Ha RouterB gns BbiBOAa Ha akpaH cnucka

MapLLpYyTOB

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default

IP Route Table for VRF "default"

S 1.1.1.0/24 [1/0] is directly connected, ethl

C  2.2.2.0/24is directly connected, lo1l

C 127.0.0.0/8 is directly connected, lo

C 198.18.1.0/24 is directly connected, eth1

Gateway of last resort is not set
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10.28 HazHayeHne B KaudectBe hext-hop Ana cratMyeckoro maplwpyTta ABYX

UHTepcencon
10.28.1 OnucaHne HaCTpPonKK

Kak nokaszaHo Ha pucyHke 49 B KayeCTBE€ OCHOBHbIX YCTPOMWCTB WCMNONb3ylTCA ABa
cepBUCHbIX MaplipyTusaTopa - RouterA n RouterB.

Ha Router A HacTpoeH uHTepdenc ethl - IP address 10.10.10.1/24, eth2 - IP address
20.20.20.1/24, loopback nHtepdenc - IP address 1.1.1.1/24.

Ha Router B HacTpoeH uHTepdoenc ethl - IP address 10.10.10.2/24, eth2 - IP address
20.20.20.2/24, loopback nHtepdenc - IP address 2.2.2.1/24.

Me>|<p,y yCTpOﬁCTBaMM HaCTpoOeHa CTaTun4ecKkasa MmapLlipyTtm3auua.

RouterA ipv4: 10.10.10.1/24 R 40042124
(fo1: 1.1.1.1/24) L Rauters
th1 10.10.10.0/24 th1
— .0 ooog 1 2 - .0 ooog
O CIOCC e 20.20.20.0/24 eth2 sllesz2
ipv4: 20.20.20.1/24 ipv4: 20.20.20.2/24

(lo1: 1.1.1.1/24)

PucyHok 49 — BapuaHT HasHavyeHus B KadecTBe next-hop ans cratnyeckoro mapLupyTa aByx

NHTepdencos
10.28.2 OTanbl HACTPOMKK CETU

10.28.2.1 Bongute B pexuMm rnobanbHON KoHdurypaumm Ha YCTPOMUCTBaxX nepen

HaCTpPOWMKOM

Mpu HacTpounke ceTeBoro obopyaoBaHus, OOHUM U3 FNaBHbIX LIAroB, ABMASETCHS BXO4 B
KOHOUIypauUnoHHbIN pexxuM. KoHUrypaumMoOHHbIN pexnm - 3TO OOMH U3 PEXUMOB KOMaHOHOM
CTpOkM. B KOH(UrypauMOHHOM peXmme MOXHO W3MEHATb HaCTPOMKU UHTepdencos,

MapLupyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl YCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal
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10.28.2.2 HactponTe RouterA

10.28.2.2.1 HactponTte uHTepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 10.10.10.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

10.28.2.2.2 HactponTe nHTepdenc lo1

RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 1.1.1.1/24
RouterA(config-if-[lo1])#exit

10.28.2.2.3 Hactponte nHtepdenc eth2

RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#ip address 20.20.20.1/24
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

10.28.2.2.4 HactponTe rnobanbHbli pexumMm OTMNpaBkM OTBETOB Ha MonyyeHHble ARP-

3anpochl

RouterA(config)#arp reply global
RouterA(config)t#tend

10.28.2.2.5 HacTtponTe ctaTMyecKyo MapLupyTmMsaumo

RouterA#configure terminal
RouterA(config)#ip route 0.0.0.0/0 eth1 10
RouterA(config)#ip route 0.0.0.0/0 eth2 20
RouterA(config)#exit

10.28.2.3 HactpounTte RouterB
10.28.2.3.1 Hactpownte nHtepgenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 10.10.10.2/24
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RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

10.28.2.3.2 HactponTe nHTepdenc lo1

RouterB(config)#tinterface lo1
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 2.2.2.1/24
RouterB(config-if-[lo1])#exit

10.28.2.3.3 Hactponte nHtepdemnc eth2

RouterB(config)tinterface eth2
RouterB(config-if-[eth2])#ip address 20.20.20.2/24
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

10.28.2.3.4 HactponTe rnobanbHbli pexxumMm OTMpaBkM OTBETOB Ha MonyyeHHble ARP-

3anpochbl
RouterB(config)#arp reply global
10.28.2.3.5 HacTtponTe ctaTMyecKyo MapLupyTmMsaumo

RouterB(config)#ip route 0.0.0.0/0 eth1 10
RouterB(config)#ip route 0.0.0.0/0 eth2 20
RouterB(config)#exit

10.28.2.4 CoxpaHnTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi COXpaHEHUs HacTpPOeK

»
NMpumeyaHue

Router#twrite <name>

10.28.3 NpoBepka HacTpoek

10.28.3.1 BeinonHute kKomaHay ping 2.2.2.1 Ha RouterA gns otnpasku ICMP-3anpoca

PING 2.2.2.1 (2.2.2.1) 56(84) bytes of data.
64 bytes from 2.2.2.1: icmp_seq=1 ttI=64 time=0.983 ms

Bepcus 7.0 195



®OyHKumm L3 NHCTpyKUMA No HacTporke
KPII.465614.0011C3

64 bytes from 2.2.2.1: icmp_seq=2 ttlI=64 time=0.962 ms
64 bytes from 2.2.2.1: icmp_seq=3 ttl=64 time=0.949 ms
64 bytes from 2.2.2.1: icmp_seq=4 ttl=64 time=0.977 ms

10.28.3.2 BeinonHuTe crnegytowme KomaHabl 4ns oTKoYeHus nHtepdenca Ha Router B:

RouterB#configure terminal
RouterB(config)#tinterface eth1
RouterB(config-if-[eth1])#shutdown

10.28.3.3 BuinonHute komaHay ping 2.2.2.1 Ha RouterA ons npoBepkn [OCTYMHOCTU

pe3epBHOro CTaTM4ecKkoro MapLupyTa Yepes uHtepdgenc eth2

PING 2.2.2.1(2.2.2.1) 56(84) bytes of data.

64 bytes from 2.2.2.1: icmp_seq=5 ttl=64 time=0.933 ms
64 bytes from 2.2.2.1: icmp_seq=6 ttI=64 time=0.932 ms
64 bytes from 2.2.2.1: icmp_seq=7 ttI=64 time=0.929 ms
64 bytes from 2.2.2.1: icmp_seq=8 ttI=64 time=0.987 ms

10.29 HacTpounka loopback-unrepdenca B kavyectse next-hop ansa cratunyeckoro

MapLpyTa
10.29.1 OnncaHne HacTpOWKn

Kak nokasaHo Ha pucyHke 50 B KayeCcTBe OCHOBHbIX YCTPOWCTB MCMONb3yOTCA [Ba
CepBUCHbIX MapLupyTm3aTopa - RouterA, RouterB.
Mexay ycTpoucTBaMuM HaCTpOeHa cTaTudeckas Mapupytusaumd. Ha kaxgom wu3

YCTPOWCTB HaAcTpoeHbl MHTepdencol, HasHadeHbl IP-agpeca n nogHATel loopback-uHTepdgencel.

TFTP - cepsep

RouterA RouterB
192.18.1.0/24
o 2ooo -0 80000
=1 pooo =:n pooo
ethernet eth1 eth1
Ipv4:10.10.10.1/24 Ipv4: 10.10.10.2/24
100: 1.1.1.1/32 lo2:2.2.2.2/32
lo3: 3.3.3.3/32

PucyHok 50 — Cxema HacTponku loopback-nHtepderica B kadectee next-hop ans

cTaTU4YecKoro MapLupyTa
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10.29.2 3Tanbl HACTPOWKK CETH

10.29.2.1 Boriante B pexum rnobanbHOM KOHUrypauum Ha YCTPOMCTBaxX nepen

HaCTPOWKOM

Mpn HacTpouke ceTeBoro obopyaoBaHWsA, OOHUM U3 FMaBHbIX LLAros, ABNSETCS BXOA B
KOHPUIYPaLMOHHBIN pexnM. KOHMUIypauUMOHHbBIA PEXUM - 3TO OOUH U3 PEXUMOB KOMaHZAHOW
CTPOKN. B  KOHUrypauUMOHHOM pEeXMME MOXHO WU3MEHATb HACTPOMKU UHTepdencos,

MapLupyTM3auuo, 6e3onacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

10.29.2.2 Hactpoute RouterA
10.29.2.2.1 HactponTe uHtepdericol eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 10.10.10.1/24
RouterA(config-if-[eth1])#exit
RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.1.1/24
RouterA(config-if-[eth2])#exit

10.29.2.2.2 CospanTte u HactponTe loopback-nHtepdenc

RouterA(config)#interface lol
RouterA(config-if-[lo1])#ip address 1.1.1.1/32
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lol])#exit

10.29.2.2.3 HacTtpounTe pexum oTnpaBku OTBETOB B OTBET Ha nosiydeHHble ARP-3anpochl,

KOTOpble paspeLuaroT fokasnbHble Lenesble IP-agpeca

RouterA(config)#arp reply global
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10.29.2.2.4 HacTtponTe ctaTM4eckyo MapLipyTM3aLmto

RouterA(config)#ip route 2.2.2.0/24 lo1
RouterA(config)#ip route 0.0.0.0/0 10.10.10.2 eth1
RouterA(config)#tend

10.29.2.3 HactponTte RouterB
10.29.2.3.1 HactponTte uHTepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 10.10.10.2/24
RouterB(config-if-[eth1])#exit

10.29.2.3.2 Cospgante u HacTtponuTe loopback-nHtepdencol

RouterB(config)#interface lo2
RouterB(config-if-[lo2])#ip address 2.2.2.2/32
RouterB(config-if-[lo2])#no shutdown
RouterB(config-if-[lo2])#exit
RouterB(config)#interface lo3
RouterB(config-if-[lo3])#ip address 3.3.3.3/32
RouterB(config-if-[lo3])#no shutdown
RouterB(config-if-[lo3])#exit

10.29.2.3.3 HacTtpounTe pexum oTnpaBku OTBETOB B OTBET Ha noslydeHHble ARP-3anpochl,

KOTOpble paspeLuaroT fnokasnbHble Lenesble IP-agpeca
RouterB(config)#arp reply global
10.29.2.3.4 HacTtponTe cTaTUYeCcKyo MapLupyTmMsaumo

RouterB(config)#ip route 0.0.0.0/0 10.10.10.1 eth1
RouterB(config)#end

10.29.2.4 CoxpaHnTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoOxpaHeHNs HacTPOEK Ha YCTPOMUCTBax
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»
MpumeyvaHue

Router#write <name>

10.29.3 NpoBepka HacTpoek
10.29.3.1 BeinonHute komaHnay ping 2.2.2.2 Ha PC ana otnpasku ICMP-3anpoca

Pinging 2.2.2.2 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 2.2.2.2:
Packets: Sent = 4, Received =0, Lost = 4 (100% loss)

ICMP-0TBET OT 2.2.2.2 He JOSMKEH ObITb NOSyYeH.

10.29.3.2 BeinonHute komaHgy tcpdump lol Ha RouterA ansa nposepkn ICMP 3anpocos
ot PC

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on lo1, link-type EN10MB (Ethernet), capture size 262144 bytes
13:07:38.576533 IP 198.18.1.3 > 2.2.2.2: ICMP echo request, id 1, seq 56, length 40
13:07:43.185698 IP 198.18.1.3 > 2.2.2.2: ICMP echo request, id 1, seq 57, length 40
13:07:48.173453 IP 198.18.1.3 > 2.2.2.2: ICMP echo request, id 1, seq 58, length 40
13:07:53.162208 IP 198.18.1.3 > 2.2.2.2: ICMP echo request, id 1, seq 59, length 40

10.29.3.3 BeinonHute komaHay ping 3.3.3.3 Ha PC gns otnpaskm ICMP-3anpoca

Pinging 3.3.3.3 with 32 bytes of data:

Reply from 3.3.3.3: bytes=32 time=1ms TTL=63
Reply from 3.3.3.3: bytes=32 time=1ms TTL=63
Reply from 3.3.3.3: bytes=32 time=1ms TTL=63
Reply from 3.3.3.3: bytes=32 time=1ms TTL=63

Ping statistics for 3.3.3.3:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 1ms, Average = 1ms

ICMP-oT1BeThl OT 3.3.3.3 OOMKHbI ObITb MNOMYYEHbI.
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10.30 HacTtpouka 3epkanupoBaHua Tpaduka
10.30.1 OnucaHue HaCTpPouKK

Kak nokaszaHo Ha pucyHke 51 B KayeCTBe OCHOBHbIX YCTPOWCTB WCMOMb3YTCA TpU
CepBUCHbIX MapLupyTusaTopa - RouterA, RouterB, RouterC.
Ha cepBUCHbIX MapLupyTu3aTopax HacTpoeHbl MHTEPdENCHI U HasHaYeHbl IP-agpeca.

Ha RouterB HacTpoeHo 3epkanupoBaHue Tpaduka.

RouterA RouterB RouterC

OO 192.18.0.0/24 0000 192.18.1.0/24 -
slajalalll oth1 eth1 alalalall oth2 eth2 alalala

Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24

PucyHok 51 — Cxema HaCcTponkm
10.30.2 OTanbl HAaCTPOKK

10.30.2.1 Bongute B pexum rnobanbHOn KoHurypaumMm Ha YCTpoucTBax nepes

HaCcTpPoWKomn

Mpn HacTpourke ceTeBoro o6opyaoBaHUs, OOHUM U3 FMaBHbIX LLAroB, SBMSETCS BXOA4 B
KOHOUrypaunoHHbIN pexxumM. KoHUrypaumMoHHbIN pexnm - 3TO OOMH U3 PEXUMOB KOMaHOHOM
CTpokM. B KOH(UrypaumMoOHHOM peXxume MOXHO W3MEHATb HaCTPOUKM UHTepdencos,

MapLupyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl YCTPOMCTB.

»
NMpumeyaHue

Router#configure terminal

10.30.2.2 HactpounTte untepdenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config)#tend
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10.30.2.3 HactponTe RouterB

10.30.2.3.1 HactponTe uHTepdencsl eth1 n eth2

RouterB(config)#tinterface eth1
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit
RouterB(config)#interface eth2
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

10.30.2.3.2 HacTtpownTe 3epkanupoBaHue Tpaduka

RouterB(config)#ip access-list MIRRORING destinationip 198.18.0.0/24
RouterB(config)#ip clone INPUT access-list MIRRORING gateway 198.18.1.2

10.30.2.4 HactponTte untepdenc eth2 Ha RouterC

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#no shutdown

10.30.2.5 CoxpaHuTe HaCTpOnKM

Mcnonbaynte komaHay write <name> onsi CoxpaHeHNs HacTPOEK Ha YCTPOoMCTBax

»
NMpumeyaHue

Router#twrite <name>

10.30.3 lNpoBepka HacTpoek

10.30.3.1 BeinonHute komaHgy ping 198.18.1.2 repeat 4 Ha RouterB gns nposepku

cBs3HOCTb Mexay RouterB n RouterC

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.
64 bytes from 198.18.1.2: icmp_seq=1 ttl=64 time=1.93 ms
64 bytes from 198.18.1.2: icmp_seq=2 ttl=64 time=0.944 ms

--- 198.18.1.2 ping statistics ---
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2 packets transmitted, 2 received, 0% packet loss, time 2ms
rtt min/avg/max/mdev = 0.944/1.438/1.933/0.495 ms

10.30.3.2 BuinonHute komaHgy ping 198.18.0.2 repeat 4 Ha RouterB ana nposepku

cBsa3HOCTb Mexay RouterB n RouterA

PING 198.18.0.2 (198.18.0.2) 56(84) bytes of data.
64 bytes from 198.18.0.2: icmp_seq=1 ttl=64 time=1.96 ms
64 bytes from 198.18.0.2: icmp_seq=2 ttl=64 time=0.944 ms

--- 198.18.0.2 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 2ms
rtt min/avg/max/mdev = 0.944/1.449/1.955/0.506 ms

10.30.3.3 BuinonHute komaHay ping 198.18.0.1 Ha RouterB ans otnpaeku icmp-3anpocos

PING 198.18.0.1 (198.18.0.1) 56(84) bytes of data.
64 bytes from 198.18.0.1: icmp_seq=1 ttl=64 time=1.04 ms
64 bytes from 198.18.0.1: icmp_seq=2 ttl=64 time=0.989 ms

10.30.3.4 BoinonHute komangy tcpdump eth2 Ha RouterB ans npoBepku npucyTcTaus

icmp-3anpocoB

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes
21:53:10.982481 IP 198.18.0.2 > 198.18.0.1: ICMP echo request, id 16764, seq 1, length 64
21:53:11.982596 IP 198.18.0.2 > 198.18.0.1: ICMP echo request, id 16764, seq 2, length 64
21:53:12.983683 IP 198.18.0.2 > 198.18.0.1: ICMP echo request, id 16764, seq 3, length 64
21:53:13.984744 IP 198.18.0.2 > 198.18.0.1: ICMP echo request, id 16764, seq 4, length 64
21:53:14.985864 IP 198.18.0.2 > 198.18.0.1: ICMP echo request, id 16764, seq 5, length 64
21:53:15.986919 IP 198.18.0.2 > 198.18.0.1: ICMP echo request, id 16764, seq 6, length 64
21:53:16.988029 IP 198.18.0.2 > 198.18.0.2: ICMP echo request, id 16764, seq 7, length 64
21:53:17.988380 IP 198.18.0.2 > 198.18.0.2: ICMP echo request, id 16764, seq 8, length 64

10.31 HacTtpomka Jumbo Frames Ha uHtepdencax Ethernet
10.31.1 OnncaHne HaCTpPOonKK

Kak nokasaHoO Ha pucyHke 52 B KayeCTBE OCHOBHOIO YCTPOWCTBA BblOpaH CEpPBUCHbLIN
MapLupyTmnsartop - RouterA.
Yctponctea obbeamHeHbl B ogHy ceTb - VLAN10, ycTaHOBNEH MakcMMarnbHbIN pasmep

kagpa MTU Ha noprax.
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PC1

100.1.0.0/24

RouterA

sw1

O Dgog
=:p popoo

swz2

100.1.0.0/24

PucyHok 52 — Cxema HacTporikn Jumbo Frames
10.31.2 3Tanbl HACTPOWKK CETU

10.31.2.1 Hactponte Ha PC1 n PC2 MTU - 9000 n creHepupynTe NOTOK A5l MPOBEPKU

nepegadun naketa fonbLoro pa3mMmepa

10.31.2.2 Bongute B pexum rnodanbHon kKoHpurypaumm Ha yctponctse RouterA nepepg

HaCcTpPouKomn

Mpn HacTporke ceTeBoro obopyaoBaHns, OAHUM U3 FMNaBHbIX LLAroB, ABNSETCS BXOA4 B
KOHOUrypaunoHHbIn pexxum. KoHUrypaumMoOHHbIN pexnm - 9T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpoku. B KOH(pUrypauMOHHOM peXxume MOXHO U3MEHSATb HaCTPOMKN UHTepdencos,

MapLipyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl yCTPOMCTB.

»
NMpumeyaHue

Router#configure terminal

10.31.2.3 HasHaubTe VLAN10 n ycraHoBMTE MakcumarnbHbii pasmep kagpa MTU Ha

switchport1 Ha RouterA

RouterA(config)#interface switchportl
RouterA(config-if-[switchport1])#no shutdown
RouterA(config-if-[switchportl])#switchport access vian 10
RouterA(config-if-[switchportl])#mtu 10240
RouterA(config-if-[switchportl])#exit

Bepcus 7.0 203



OyHKumMmn L3 NHCTpyKUMA No HacTpouke
KPIMIr.465614.0011C3

10.31.2.4 HasHaubTe VLAN10 n ycrtaHoBuUTE MakcumasribHbI pasmep kagpa MTU Ha

switchport2 n Ha RouterA

RouterA(config)#tinterface switchport2
RouterA(config-if-[switchport2])#no shutdown
RouterA(config-if-[switchport2])#switchport access vian 10
RouterA(config-if-[switchport2])#mtu 10240
RouterA(config-if-[switchport2])#end

10.31.2.5 CoxpaHunTe HaCTPOMKn

MCHOHb3yIZTe KOMaHAay write <name> gns COXpaHeHnda HaCTpoekK

»
MpumeyaHue

Router#fwrite <name>

10.31.3 lNpoBepka HacTpoekK

10.31.3.1 BoinonHute komaHay show interfaces switchports 1Ha RouterA ans

NnpPoOCMoTpa HaCcTPOMKKN pasmepa kagpa MTU

switchport1:

Link: UP

MTU: 10240

Duplex: full

Autonegotiation: on

Speed: 1000

Supported speeds (Mb/s): 10, 100, 1000
Switchport mode access

Switchport access vlan: 10

Mode: Access
VLAN: 10

10.31.3.2 BoinonHute komaHay show interfaces switchports 2 Ha RouterA ans

npocMoTpa HaCTPOMKKN pas3mepa kagpa MTU

switchport2:

Link: UP

MTU: 10240
Duplex: full
Autonegotiation: on
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Speed: 1000

Supported speeds (Mb/s): 10, 100, 1000
Switchport mode access

Switchport access vlan: 10

Mode: Access
VLAN: 10

10.31.3.3 BoinonHute komaHay iperf3 -s -B 100.1.0.3 -p 5000 Ha PC2 gns nposepku

nepegadun naketa fonbLoro pa3mMmepa

Server listening on TCP port 5000
TCP window size: 128 KByte (default)

[ 1] local 100.1.0.3 port 5000 connected with 100.1.0.3 port 33170
[ID] Interval  Transfer Bandwidth
[ 1] 0.0000-10.0306 sec 1.15 GBytes 987 Mbits/sec

10.31.3.4 BuinonHute komaHgy iperf3 -c 100.1.0.3 -b 470m -p 5000 --mss 9000 Ha PC1

ANA NPOBEPKU Nepeaaydn naketa 6onblUoro pasmepa

Client connecting to 100.1.0.3, TCP port 5000
TCP window size: 325 KByte (default)

[ 1] local 100.1.0.3 port 33170 connected with 100.1.0.3 port 5000 (MSS=8948)
[ID] Interval  Transfer Bandwidth
[ 1] 0.0000-10.0403 sec 1.15 GBytes 986 Mbits/sec
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11 TYHHEITMPOBAHUE
11.1 HacTtpouka PPTP

11.1.1 OnncaHue HaCTPOUnKK

Kak nokasaHo Ha pucyHke 53 B KaydeCTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CepBUCHLIE
MapLpyTusaTtopsbl - RouterA n RouterB.

Ha RouterA HacTpoeHbl uHTepdencol: eth1 - IP address 198.18.2.1/24, loopback-
nHTepdenc lo0 - IP address 201.1.2.1/32.

Ha RouterB HacTpoeHbl uHTepdencohl: eth1 - IP address 198.18.2.2/24, loopback-
nHTepdenc lo1 - IP address 202.2.2.1/32.

Mexpay yctpouctBamn RouterA u RouterB HactpoeH PPTP-TyHHenb. Ha RouterA

npousBeaeHa HacTpoika cepBepa, Ha RouterB npounssegeHa HacTpoiika KnmeHTa.

RouterA

RouterB
Server 192.18.2.0/24 Client

P
O gogoo Bl eth1 oo
= BB

L]
a
Ipv4: 198.18.2.1/24

Ipv4: 198.18.2.2/24
l00: 201.1.2.1/32

lo1: 202.2.2.1/32

PucyHok 53 — Cxema HacTponkn npoTtokona PPTP

11.1.2 BTanbl HACTPOWKK

11.1.2.1 Boante B pexum rnobanbHOM KOHUrypaumm Ha YCTpOWCTBaxX nepes

HaCTpPOWMKOM

Mpu HacTpoike ceTeBoro ob6opyaoBaHUS, OOHUM U3 TMaBHbIX LLAroB, SIBNSETCH BXOA B

KOHOUIypaunoHHbIN pexxumM. KoHMUrypaumMOHHbIN peXnm - 3TO OOUH U3 PEXUMOB KOMaHOHOM

CTpOKMU. B KOH(UrypauMOHHOM peXmme MOXHO W3MEHATb HaCTPOWKMK

NHTepencos,
MapLipyTusauuio, 6e3onacHoCcTb 1 apyrue napameTpbl yCTPONCTB.

»
NMpumeyaHue

Router#configure terminal
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11.1.2.2 Hactpownte PPTP-cepsep Ha RouterA

11.1.2.2.1 HactponTe uHTepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.2.1/24
RouterA(config-if-[eth1])#exit

11.1.2.2.2 HactpownTe loopback-nHtepgenc lo1

RouterA(config)#interface lo 1
RouterA(config-if-[lo1])#ip address 201.1.2.1/32
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#exit

11.1.2.2.3 Hactpoute PPTP-cepBep

RouterA(config)#pptp server SERVER
RouterA(config-pptp-s-[SERVER])#ppp authentication chap

RouterA(config-pptp-s-[SERVER])#ip address 198.18.2.1 port 1723

RouterA(config-pptp-s-[SERVER])#ip pool 2.2.2.3-10
RouterA(config-pptp-s-[SERVER])#ip pool gateway 2.2.2.2
RouterA(config-pptp-s-[SERVER])#client range 198.18.2.0/24

RouterA(config-pptp-s-[SERVER])#client authentication name <client> password <istokistok>

RouterA(config-pptp-s-[SERVER])#no shutdown
RouterA(config-pptp-s-[SERVER])#exit

»
NMpumeyaHue

Onsa nogkntoyeHns RouterB Ha RouterA coxpaHsatoTcsa aaHHble knueHTa. KomaHgon client

authentication name <client> password <istokistok> 3agaeTcs nmsa <client> n naponb

<istokistok>

11.1.2.2.4 HacTtponte mapLipyTnsaumto

RouterA(config)#ip route 202.2.2.1/32 2.2.2.3
RouterA(config)#tend
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11.1.2.3 Hactpownte PPTP-knueHT Ha RouterB

11.1.2.3.1 HactponTe uHTepdenc ethl

RouterB(config)#tinterface eth1
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.2.2/24
RouterB(config-if-[eth1])#exit

11.1.2.3.2 HactpowuTe loopback-nHtepdeiic lo1

RouterB(config)#interface lo 1
RouterB(config-if-[lo1])#ip address 202.2.2.1/32
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#exit

11.1.2.3.3 Hactpounte PPTP-knueHt

RouterB(config)#pptp client CLIENT
RouterB(config-pptp-c-[CLIENT])#server 198.18.2.1 port 1723

RouterB(config-pptp-c-[CLIENT])#authentication name <client> password <istokistok>

RouterB(config-pptp-c-[CLIENT])#unit 1
RouterB(config-pptp-c-[CLIENT])#holdoff 10
RouterB(config-pptp-c-[CLIENT])#maxfail 30
RouterB(config-pptp-c-[CLIENT])#no shutdown
RouterB(config-pptp-c-[CLIENT])#exit

HanomuHaHue

Ons nogkntoueHma RouterA Ha RouterB coxpaHstoTca aaHHble cepBepa. KomaHaom client authentication
name <client> password <istokistok> 3agaetcsa ums <client> 1 naponsb <istokistok>

»
NMpumeyaHue

Ons nogknioyeHns RouterA Ha RouterB coxpaHsitotca gaHHble cepBepa. KomaHgon client

authentication name <client> password <istokistok> 3agaeTcs nmsa <client> n naponb

<istokistok>
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11.1.2.3.4 HactponTe MapLupyTusaumo

RouterB(config)#ip route 201.1.2.1/32 2.2.2.2
RouterB(config)#end

11.1.2.4 CoxpaHuTe HaCTPOMKMN

Mcnonb3ynte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha yCTponcTBax

»
MpumeyaHue

Router#write <name>

11.1.3 lNpoBepka HacTpoek

11.1.3.1 BeinonHute komaHgy show pptp server Ha RouterA ana BbiBoga Ha 3kpaH

HacTpoek PPTP-cepBepa

PPTP Server SERVER is ON
Allowed networks:
198.18.2.0/24
Listen: 198.18.2.1:1723
IP pools:2.2.2.3-10
Auth type: chap
IP pool gw: 2.2.2.2
Users:
client psw:GQxbNXEmynaED230FsQ4jAA=
IPv6 peer interface ID: don\'t accept
LCP echo failure: 3
LCP echo interval: 20
MTU: 1400
Min MTU: 1280
MRU: 1400

11.1.3.2 BeinonHute komaHay show pptp client Ha RouterB gns BbiBoga Ha akpaH

HacTpoek PPTP-knneHTa Ha RouterB

PPTP Client CLIENT is ON State: ON
Interface: pppl
Server IP: 198.18.2.1 Server port: 1723
IP-address: 2.2.2.3
Username: client passwd: GQxbNXEmynaED230FsQ4jAA=
MTU: 1400
MRU: 1400
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Server route: False
Persistent: False
MaxFail: 30

Holdoff: 10

LCP echo failure: 3 LCP
echo interval: 5
Default route enabled

11.1.3.3 BuinonHute komaHay ping 198.18.2.2 Ha RouterA aons npoBepky CBA3aHHOCTU

mexgy RouterA n RouterB

PING 198.18.2.2 (198.18.2.2) 56(84) bytes of data.

64 bytes from 198.18.2.2: icmp_seq=1 ttl=64 time=1.02 ms
64 bytes from 198.18.2.2: icmp_seq=2 ttl=64 time=0.957 ms
64 bytes from 198.18.2.2: icmp_seq=3 ttI=64 time=1.00 ms
64 bytes from 198.18.2.2: icmp_seq=4 ttI=64 time=0.942 ms
64 bytes from 198.18.2.2: icmp_seq=5 ttl=64 time=1.01 ms

11.1.3.4 BoinonHute komaHay ping 198.18.2.1 Ha RouterB gna npoBepku cBA3aHHOCTU

mexay RouterA v RouterB

PING 198.18.2.1 (198.18.2.1) 56(84) bytes of data.

64 bytes from 198.18.2.1: icmp_seq=1 ttI=64 time=0.981 ms
64 bytes from 198.18.2.1: icmp_seq=2 ttl=64 time=0.977 ms
64 bytes from 198.18.2.1: icmp_seq=3 ttl=64 time=0.953 ms
64 bytes from 198.18.2.1: icmp_seq=4 ttl=64 time=0.981 ms
64 bytes from 198.18.2.1: icmp_seq=5 ttl=64 time=0.951 ms

11.1.3.5 BbinonHnte komaHgy ping 202.2.2.1 Ha RouterA gna BbiBoga MpPOBEPKM

MHKancynauumn, npoxogdawmx 4epes TyHHe b, NakeTtoB

PING 202.2.2.1 (202.2.2.1) 56(84) bytes of data.

64 bytes from 202.2.2.1: icmp_seq=1 ttl=64 time=1.28 ms
64 bytes from 202.2.2.1: icmp_seq=2 ttl=64 time=1.08 ms
64 bytes from 202.2.2.1: icmp_seq=3 ttl=64 time=1.22 ms
64 bytes from 202.2.2.1: icmp_seq=4 ttl=64 time=1.10 ms
64 bytes from 202.2.2.1: icmp_seq=5 ttl=64 time=1.04 ms

11.1.3.6 BoinonHute komaHgy tcpdump ethl Ha RouterB ansa BbiBoga npoBepku

WHKanNcynsumm, Npoxoasiumx Yepes TyHHe b, NakeToB

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on eth1,

link-type EN10MB (Ethernet), capture size 262144 bytes

05:44:29.648214 P 198.18.2.1 > 198.18.2.2: GREV], call 29163, seq 491, length 100: IP 2.2.2.2 > 202.2.2.1: ICMP
echo request, id 15698, seq 12, length 64
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05:44:29.648384 IP 198.18.2.2 > 198.18.2.1: GREV], call 2, seq 497, ack 491, length 104: IP 202.2.2.1 > 2.2.2.2:
ICMP echo reply, id 15698, seq 12, length 64

05:44:30.648527 IP 198.18.2.1 > 198.18.2.2: GREV1, call 29163, seq 492, ack 497, length 104: 1P 2.2.2.2 >
202.2.2.1: ICMP echo request, id 15698, seq 13, length 64

05:44:30.648755 IP 198.18.2.2 > 198.18.2.1: GREV], call 2, seq 498, ack 492, length 104: 1P 202.2.2.1 > 2.2.2.2:
ICMP echo reply, id 15698, seq 13, length 64

05:44:31.648982 IP 198.18.2.1 > 198.18.2.2: GREv1, call 29163, seq 493, ack 498, length 104: 1P 2.2.2.2 >
202.2.2.1: ICMP echo request, id 15698, seq 14, length 64

05:44:31.649375 1P 198.18.2.2 > 198.18.2.1: GREv], call 2, seq 499, ack 493, length 104: IP 202.2.2.1 > 2.2.2.2:
ICMP echo reply, id 15698, seq 14, length 64

11.2 HacTtpowuka PPPoE
11.2.1 OnncaHue HaCTpPoOnKK

Kak nokasaHo Ha pucyHke 54 B ka4yeCTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapuwpyTtnsaTtopsbl - RouterA n RouterB.

Ha RouterA HacTpoeHbl uHTepdoenchl: eth1, loopback-uHtepdenc lo0 - IP address
201.1.2.1/32.

Ha RouterB HacTpoeHbl uHTepdoenichl: eth1, loopback-uHtepdenc lo1 - IP address
202.2.2.1/32.

Mexpay yctponctBamn RouterA u RouterB HactpoeH PPPoE TyHHenb. Ha RouterA

npounsesegeHa HacTpourka cepsepa, Ha RouterB nponssegeHa HaCTponKa KIMeHTa.

RouterA RouterB
Server Client
.0 0000 Ky ethd B 28aoo
='n pooo =1 oooo
100: 201.1.2.1/32 lo1: 202.2.2.1/32

PucyHok 54 — Cxema HacTponkmn npoTtokona PPPoE
11.2.2 BTanbl HACTPOWKK

11.2.2.1 Boante B pexum rnobanbHOM KOHUrypaumm Ha YCTpOWCTBAxX nepea

HaCTpPOMKOM

Mpu HacTpolke ceTeBoro o6opyaoBaHUSA, OOHUM U3 TMaBHbIX LLAroB, SIBMSETCS BXOA B

KOHOMIypauUnoHHbIN pexuM. KoHMUrypaumMoHHbIN pexnmm - 3TO OOMH U3 PEXUMOB KOMaHOHOM
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CTPOKN. B KOHUrypauUMOHHOM peXMMe MOXHO WU3MEHHATb HAaCTPOMKU UHTepdeuncos,

MapLipyTM3aumo, 6e30nacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

11.2.2.2 HactpownTte cepsep PPPoE Ha RouterA

11.2.2.2.1 HactponTe uHTepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

11.2.2.2.2 HactponTe uHtepgenc lo1

RouterA(config)#tinterface lo 1
RouterA(config-if-[lo1])#ip address 201.1.2.1/32
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lol])#exit

11.2.2.2.3 HacTtpouTte pppoe server

RouterA(config)#pppoe server SERVER

RouterA(config-pppoe-s-[SERVER])#ppp authentication chap
RouterA(config-pppoe-s-[SERVER])#ip pool chap gateway 2.2.2.2
RouterA(config-pppoe-s-[SERVER])#ip pool 2.2.2.3-10
RouterA(config-pppoe-s-[SERVER])#username <client> password <istokistok> address 2.2.2.3
RouterA(config-pppoe-s-[SERVER])#use-interface ethl

RouterA(config-pppoe-s-[SERVER])#no shutdown

RouterA(config-pppoe-s-[SERVER])#exit

»
NMpumeyaHue

Ona nogknoveHns RouterB Ha RouterA coxpaHawTcs faHHble knueHTa. KomaHgow
username <client> password <istokistok> address 2.2.2.3 3agaetca ums client n

naponsb istokistok
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11.2.2.2.4 HactponTe MapLupyTusaumo
RouterA(config)#ip route 202.2.2.1/32 2.2.2.3

11.2.2.3 HactpownTte knueHT PPPoE Ha RouterB

11.2.2.3.1 HactponTe uHTepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

11.2.2.3.2 HactpownTe untepdgenc lo1

RouterB(config)#interface lo 1
RouterB(config-if-[lo1])#ip address 202.2.2.1/32
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#exit

11.2.2.3.3 HacTtpounTte KnNneHT pppoe

RouterB(config)#pppoe client CLIENT
RouterB(config-pppoe-c-[CLIENT])#persistent
RouterB(config-pppoe-c-[CLIENT])#chap login <client> password <istokistok>
RouterB(config-pppoe-c-[CLIENT])#unit O
RouterB(config-pppoe-c-[CLIENT])#use-interface ethl
RouterB(config-pppoe-c-[CLIENT])#holdoff 10
RouterB(config-pppoe-c-[CLIENT])#maxfail 15
RouterB(config-pppoe-c-[CLIENT])#lcp-echo-failure 10
RouterB(config-pppoe-c-[CLIENT])#lcp-echo-interval 15
RouterB(config-pppoe-c-[CLIENT])#no shutdown
RouterB(config-pppoe-c-[CLIENT])#exit

11.2.2.3.4 HacTtponte mapLipyTnsaumto
RouterB(config)#ip route 201.1.2.1/32 2.2.2.2

11.2.2.4 CoxpaHnTe HaCTPOWKM

Mcnonbayte komaHay write <name> gnsi CoxpaHeHNs HacTPOEK Ha YCTPOMUCTBax
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»
MpumeyvaHue

Router#write <name>

11.2.3 lNpoBepka HacTpoek

11.2.3.1 BeinonHute komaHgy show pppoe server Ha RouterA aona BbiBoga Ha 3KpaH

HacTpoek PPPoE-cepBepa

pppoe server SERVER is ON
Duplicate session: replace
IPv4: require IPv6: deny
IP pools:
2.2.2.3-10
Auth type: chap
CHAP IP pool gw: 2.2.2.2
Users:
client psw: GQxbNXEmynaED230FsQ4jAA=ip: 2.2.2.3
IPv6 peer interface ID: don't accept
LCP echo failure: 3 LCP echo interval: 20 MTU: 1400
Min MTU: 1280 MRU: 1400
Interfaces used:
ethl

11.2.3.2 BeinonHute komaHay show pppoe client Ha RouterB gns BbiBoga Ha akpaH

HacTpoek PPPoE-knueHTa

pppoe client CLIENT

VRF: default

State: ON

Interface: ppp0 Link: UP
Connected to: ethl

IP Address: 2.2.2.3

CHAP Host name: client psw: GQxbNXEmynaED230FsQ4jAA=
MTU: 1400

MRU: 1400

Persistent: ON

Maxfail: 0

LCP echo failure: 10

LCP echo interval: 15
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11.2.3.3 BoinonHute komangy ping 202.2.2.1 repeat 20 Ha RouterA ons npoBepku

CBA3aHHOCTU yCTpOVI CTB

PING 202.2.2.1 (202.2.2.1) from 201.1.2.1 : 56(84) bytes of data.
64 bytes from 202.2.2.1: icmp_seq=1 ttl=64 time=1.10 ms

64 bytes from 202.2.2.1: icmp_seq=2 ttl=64 time=1.05 ms

64 bytes from 202.2.2.1: icmp_seq=3 tt|=64 time=1.00 ms

64 bytes from 202.2.2.1: icmp_seq=4 ttl=64 time=1.06 ms

64 bytes from 202.2.2.1: icmp_seq=5 ttI=64 time=0.974 ms

11.2.3.4 BoinonHute kKomaHgy tcpdump ethl Ha RouterB gna BbiBoga nposepku

MHKancynauum, npoxogdwmx 4epes TyHHe b, NakeToB

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on eth1,link-type ENIOMB
(Ethernet), capture size 262144 bytes

08:52:58.237914 PPPoE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo request, id 21797, seq 11, length 64
08:52:58.237997 PPPoE [ses 0x140] IP 202.2.2.1 > 201.1.2.1: ICMP echo reply, id 21797, seq 11, length 64
08:52:59.239118 PPPoE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo request, id 21797, seq 12, length 64
08:52:59.239200 PPPoE [ses 0x140] IP 202.2.2.1 > 201.1.2.1: ICMP echo reply, id 21797, seq 12, length 64
08:53:00.240284 PPPoE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo request, id 21797, seq 13, length 64
08:53:00.240369 PPPoE [ses 0x140] IP 202.2.2.1 > 201.1.2.1: ICMP echo reply, id 21797, seq 13, length 64
08:53:01.241436 PPPoOE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo request, id 21797, seq 14, length 64
08:53:01.241474 PPPoE [ses 0x140] IP 202.2.2.1 > 201.1.2.1: ICMP echo reply, id 21797, seq 14, length 64
08:53:02.242572 PPPoE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo request, id 21797, seq 15, length 64

11.3 Hactpouka PPPoE IPv6
11.3.1 OnncaHune HacTpomnKK

Kak nokaszaHo Ha pucyHke 55 B KayecTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbLIE
MapuwpyTtusatopsl - RouterA n RouterB.

Ha RouterA HacTpoeHbl nHtepgencel eth1 - IP address 2001::1/64, loopback-uHtepdenc
l00 - IP address 100::1/24.

Ha RouterB HacTpoeH nHtepdeic eth1 - IP address 2001::2/64.

Mexay yctponctBammn RouterA n RouterB HacTpanBaeTcs npotokon PPPoE IPv6.
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RouterA RouterB
0 ocooo P oth1 O oooo
=:n pooo M * =:n poon

2001::1/64 ]
lo:100:1/24 2001:2/64

PucyHok 55 — Cxema HacTpoviku npoTtokona PPPoE IPv6
11.3.2 OTanbl HAaCTPOVKK

11.3.2.1 Bongute B pexum rnobanbHOM KOHUrypaumm Ha YyCTpoucTBax nepes

HaCTpPOWKomn

Mpn HacTpouke ceTeBoro ob6opyaoBaHUs, OOHUM U3 FMaBHbIX LLAroB, ABNSETCS BXOA4 B
KOHUrypaunoHHbIn pexumM. KoHUrypaumMoHHbIN pexnM - 9TO OOMH U3 PEXUMOB KOMaHOHOU
CTpOKU. B KOH(UrypauMOHHOM peXuMmMe MOXHO W3MEHATb HaCTPOUKU UHTEPdENCoB,

MapLipyTM3auuio, 6e3onacHoOCTb 1 Apyrne napameTpbl YCTPOUCTB.

»
MpumevyaHue

Router#configure terminal

11.3.2.2 Hactpoute cepsep PPPoE Ha RouterA
11.3.2.2.1 HacTtpounTte nHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2001::1/64
RouterA(config-if-[eth1])#exit

11.3.2.2.2 HactpownTe loopback-uHtepgeinc 100

RouterA(config)#interface lo 0
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ipv6 address 100::1/24
RouterA(config-if-[lo1])#exit
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11.3.2.2.3 Hactponte PPPoE-cepBep

RouterA(config)#pppoe server 1
RouterA(config-pppoe-s-[SERVER])#ppp authentication chap
RouterA(config-pppoe-s-[SERVER])#ipv4 deny
RouterA(config-pppoe-s-[SERVER])#ipv6 require
RouterA(config-pppoe-s-[SERVER])#ipv6 pool 2001:1:1::/48 64
RouterA(config-pppoe-s-[SERVER])#ipv6 pool delegate 2001:1:1::/36 48
RouterA(config-pppoe-s-[SERVER])#ipv6 dhcp
RouterA(config-pppoe-s-[SERVER])#ipv6 dhcp pref-lifetime 12000
RouterA(config-pppoe-s-[SERVER])#ipv6 dhcp valid-lifetime 240000
RouterA(config-pppoe-s-[SERVER])#ipv6 dhcp route-via-gw on
RouterA(config-pppoe-s-[SERVER])#username <client> password <istokistok>
RouterA(config-pppoe-s-[SERVER])#Icp-echo-failure 3
RouterA(config-pppoe-s-[SERVER])#Icp-echo-interval 5
RouterA(config-pppoe-s-[SERVER])#use-interface ethl
RouterA(config-pppoe-s-[SERVER])#no shutdown
RouterA(config-pppoe-s-[SERVER])#exit

»
NMpumeyaHue

Ona nogknoyeHns RouterB Ha RouterA coxpaHawTcs AaHHble KnueHTa. KomaHgowm

username <client> password <istokistok> 3agaetca nms client n napons istokistok

11.3.2.3 Hactpoute PPPoE-knneHT Ha RouterB

11.3.2.3.1 HacTtpounTte uHtepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ipv6 address 2001::2/64
RouterB(config-if-[eth1])#exit

11.3.2.3.2 Hactponte PPPoOE-knueHT

RouterB(config)#pppoe client 1

RouterA(config-pppoe-c-[1])#unit 1
RouterA(config-pppoe-c-[1])#use-interface ethl
RouterA(config-pppoe-c-[1])#chap login <client> password <istokistok>
RouterA(config-pppoe-c-[1])#persistent
RouterA(config-pppoe-c-[1])#maxfail 0
RouterA(config-pppoe-c-[1])#holdoff 30
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RouterA(config-pppoe-c-[1])#lcp-echo-failure 3
RouterA(config-pppoe-c-[1])#lcp-echo-interval 5
RouterA(config-pppoe-c-[1])#use-dns
RouterA(config-pppoe-c-[1])#use-default-route
RouterA(config-pppoe-c-[1])#ipv4 off
RouterA(config-pppoe-c-[1])#ipv6 on
RouterA(config-pppoe-c-[1])#no shutdown
RouterA(config-pppoe-c-[1])#Hexit

11.3.2.4 CoxpaHunTe HacCTPOMKMU

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha yCTpoMnCcTBax

»
MpumeyaHue

Router#fwrite <name>

11.3.3 lNpoBepka HacTpoekK

11.3.3.1 BeinonHute komaHay show pppoe server Ha RouterA gns BbiBoga Ha akpaH

HacTpoek PPPoE-cepBepa

pppoe server 1is ON
Duplicate session: replace
IPv4: deny IPv6: require
IPv6 pools:
2001:1:1::/48,64
IPv6 pool delegate: 2001:1:1::/36,48
Auth type: chap
Users:
client psw: gehRopxWSvWLIOAxpbUOOwWA= ip: None
IPv6 peer interface ID: don't accept
LCP echo failure: 3 LCP echo interval: 5 MTU: 1400
Min MTU: 1280 MRU: 1400
Interfaces used:
ethl
IPv6 DHCP:
PrefLifeTime: 12000
ValidLifeTime: 240000
RouteViaGw: On
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11.3.3.2 BoinonHute komaHay show pppoe client Ha RouterB ons BbiBoga Ha akpaH

HacTpoek PPPoE-knueHTa

pppoe client 1

VRF: default

State: ON

Interface: pppl Link: UP
Connected to: ethl
CHAP Host name: client psw: gehRopxWSvWLIOAxpbUOOWA=
MTU: 1400

MRU: 1400

Persistent: ON

Maxfail: 0

Holdoff: 30

LCP echo failure: 3

LCP echo interval: 5

DNS usage enabled
Default route enabled

11.3.3.3 BuinonHute komaHay ping ipv6 100::1 Ha RouterB ans npoBepku cBA3aHHOCTU
RouterA n RouterB

PING 100::1(100::1) 56 data bytes

64 bytes from 100::1: icmp_seq=1 tt|=64 time=1.07 ms
64 bytes from 100::1: icmp_seq=2 ttl=64 time=1.03 ms
64 bytes from 100::1: icmp_seq=3 ttl=64 time=0.997 ms
64 bytes from 100::1: icmp_seq=4 ttl=64 time=1.07 ms
64 bytes from 100::1: icmp_seq=5 ttl=64 time=1.07 ms

11.3.3.4 BoinonHute komaHgy tcpdump ethl Ha RouterA ans BbiBoga npoBEpPKU

MHKancynauumn, npoxogdawmx 4epes TyHHesb, NakeTtoB

11:15:15.147142 PPPoE [ses 0x1] LCP, Echo-Request (0x09), id 149, length 10
11:15:15.148144 PPPoE [ses 0x1] LCP, Echo-Reply (0x0a), id 149, length 10
11:15:15.163604 PPPoE [ses 0x1] LCP, Echo-Request (0x09), id 232, length 10
11:15:15.163676 PPPoE [ses 0x1] LCP, Echo-Reply (0x0a), id 232, length 10
11:15:20.147143 PPPoE [ses 0x1] LCP, Echo-Request (0x09), id 150, length 10
11:15:20.148156 PPPoE [ses 0x1] LCP, Echo-Reply (0x0a), id 150, length 10
11:15:20.163646 PPPoE [ses 0x1] LCP, Echo-Request (0x09), id 233, length 10
11:15:20.163719 PPPoE [ses 0x1] LCP, Echo-Reply (0x0a), id 233, length 10
11:15:25.147107 PPPoE [ses 0x1] LCP, Echo-Request (0x09), id 151, length 10
11:15:25.148086 PPPoE [ses 0x1] LCP, Echo-Reply (0x0a), id 151, length 10
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11.4 Hactpouka GRE
11.4.1 OnncaHue HaCTPOUKK

Kak nokasaHo Ha pucyHke 56 B ka4yeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapLpyTtusaTtopsbl - RouterA n RouterB.

Ha RouterA HacTpoeHbl nHtepdeincel eth1 n cab-nHtepdenc eth1.2 - 198.18.2.1/24.

Ha RouterB HacTpoeHbl nutepdeincel eth1 n cab-nHtepdenc eth1.2 - 198.18.2.2/24.

Mexay yctponctesammn RouterA n RouterB HacTpoeH GRE-TyHHenb.

—_— —

7 TyHHernbHble UHTeperChI N
/ Ipv4: 198.18.202.0/30

RouterA \ RouterB

l GRE-TyHHernb
= -7-' eth1.2 eth1.2 B -77'
- 0O Oooo = 0 00oo

Ipv4: 198.18.2.1/24 Ipv4: 198.18.2.2/24

PucyHok 56 — GRE-TyHHenb
11.4.2 3Tanbl HACTPOMKK

11.4.2.1 Boante B pexum rnobanbHOM KOHUrypaumm Ha YCTpOWCTBax nepes

HaCTpPOMKOM

Mpu HacTponke ceTeBoro obopyaoBaHus, OOHUM U3 FMNaBHbIX LWAros, ABMASETCS BXO4 B
KOHOUIypaunoHHbIN pexxuM. KoHMUrypauuoHHbIN peXnM - 3TO OOUH U3 PEXUMOB KOMaHAHOM
CTpokU. B KOH(UrypaumMoOHHOM peXume MOXHO W3MEHATb HaCTPOWKM UHTepdencos,

MapLupyTM3aumo, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal

Bepcus 7.0 220



TyHHenupoBaHue MHCTpyKUMA NO HacTporke
KPII.465614.0011C3

11.4.2.2 HactpownTte RouterA

11.4.2.2.1 HactponTe uHtepdenc ethl

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

11.4.2.2.2 HactponTe cab-nHrepgenc eth1.2

RouterA(config)#interface eth1.2
RouterA(config-if-[eth1.2])#vid 2 ethertype 0x8100
RouterA(config-if-[eth1.2])#no shutdown
RouterA(config-if-[eth1.2])#ip address 198.18.2.1/24
RouterA(config-if-[eth1.2])#exit

11.4.2.2.3 HacTtponTe TyHHENbHbIN NHTepdenc tunnel2

RouterA(config)#interface tunnel 2

RouterA(config-[tunnel2])#tunnel mode gre source 198.18.2.1 destination 198.18.2.2
RouterA(config-[tunnel2])#no shutdown

RouterA(config-[tunnel2])#ip mtu 1476

RouterA(config-[tunnel2])#ip address 198.18.202.1/30

RouterA(config-[tunnel2])#ip multicast

RouterA(config-[tunnel2])#exit

11.4.2.2.4 HacTtpounTte uHtepgenc vian2

RouterA(config)#interface vlan2
RouterA(config-[vlan2])#vid 2 ethertype 0x8100
RouterA(config-[vlan2])#no shutdown
RouterA(config-[vlan2])#ip address 202.2.2.1/24
RouterA(config-[vlan2])#exit

11.4.2.2.5 HacTtponte mapLipyTnsaumio Yepes TyHHeNbHbIN MHTepdenc tunnel2
RouterA(config)#ip route 201.1.2.0/24 198.18.202.2 tunnel2

11.4.2.3 HactpounTte RouterB

11.4.2.3.1 Hactponte untepdgenc ethl

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
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RouterB(config-if-[eth1])#exit
11.4.2.3.2 HacTtponte cab-uHtepdeinc eth1.2

RouterB(config)#tinterface eth1.2
RouterB(config-if-[eth1.2])#vid 2 ethertype 0x8100
RouterB(config-if-[eth1.2])#no shutdown
RouterB(config-if-[eth1.2])#ip address 198.18.2.2/24
RouterB(config-if-[eth1.2])#exit

11.4.2.3.3 HactponTe TyHHENbHbIN NHTepdenc tunnel2

RouterB(config)#interface tunnel 2

RouterB(config-[tunnel2])#tunnel mode gre source 198.18.2.2 destination 198.18.2.1

RouterB(config-[tunnel2])#no shutdown
RouterB(config-[tunnel2])#ip mtu 1476
RouterB(config-[tunnel2])#ip address 198.18.202.2/30
RouterB(config-[tunnel2])#ip multicast
RouterB(config-[tunnel2])#exit

11.4.2.3.4 HacTtpounTte uHTepdenc vlian2

RouterB(config)#interface vlan2
RouterBconfig-[vlan2])#vid 2 ethertype 0x8100
RouterB(config-[vlan2])#no shutdown
RouterB(config-[vlan2])#ip address 202.2.2.2/24
RouterB(config-[vlan2])#exit

11.4.2.3.5 HacTtponte mapLipyTnsaumto
RouterB(config)#ip route 201.1.2.0/24 198.18.202.1 tunnel2

11.4.2.4 CoxpaHnTe HaCTPOWKM

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNs HacTPOEK Ha YCTPOMUCTBax

»
NMpumeyaHue

Routerftwrite <name>
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11.4.3 lNpoBepka HacTpoekK

11.4.3.1 BuinonHute komaHay show interfaces tunnel 2 Ha RouterA gns BbiBoga Ha

3KpaH HacTpoek GRE TyHHens

tunnel2

Link: UP

Mode: gre

Multicast: on

Source address: 198.18.2.1
Destination address: 198.18.2.2
IPv4 Address: 198.18.202.1/30
RX: 1512 bytes / 18 packets

TX: 1512 bytes / 18 packets
MTU: 1476

11.4.3.2 BeinonHute komaHay show interfaces tunnel 2 Ha RouterB ansa BbiBoga Ha

aKpaH HacTpoek GRE TyHHens

tunnel2

Link: UP

Mode: gre

Multicast: on

Source address: 198.18.2.2
Destination address: 198.18.2.1
IPv4 Address: 198.18.202.2/30
RX: 3024 bytes / 36 packets

TX: 3024 bytes / 36 packets
MTU: 1476

11.4.3.3 BoinonHute komaHgy ping 202.2.2.1 repeat 20 Ha RouterA gns npoBepku

cBaA3aHHocTU RouterA n RouterB

PING 202.2.2.1 (202.2.2.1) 56(84) bytes of data.

64 bytes from 202.2.2.1: icmp_seq=1 ttl=64 time=1.16 ms
64 bytes from 202.2.2.1: icmp_seq=2 ttl=64 time=1.02 ms
64 bytes from 202.2.2.1: icmp_seq=3 ttl=64 time=1.09 ms
64 bytes from 202.2.2.1: icmp_seq=4 ttl=64 time=0.983 ms
64 bytes from 202.2.2.1: icmp_seq=5 ttl=64 time=1.08 ms

11.4.3.4 BoinonHute komaHgy tcpdump ethl Ha RouterB ans BbiBoga npoBepku

WHKanNcynsummn, NpoxoasumMx Yepes TyHHeNb, NakeToB

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
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10:55:12.696404 |P 198.18.2.2 > 198.18.2.1: GREVO, length 88: IP 198.18.202.2 > 198.18.202.1: ICMP echo

request, id 27279, seq 3, length 64
10:55:12.696499 IP 198.18.2.1 > 198.18.2.2: GREVO, length 88: IP 198.18.202.1 > 198.18.202.2: ICMP echo reply,

id 27279, seq 3, length 64
10:55:13.697545 IP 198.18.2.2 > 198.18.2.1: GREVO, length 88: IP 198.18.202.2 > 198.18.202.1: ICMP echo

request, id 27279, seq 4, length 64
11.5 Hactpowuka IPIP
11.5.1 OnucaHue HaCcTpPouKK

Kak nokasaHO Ha puUcyHke 57 B KayecTBe OCHOBHbIX yCTpOVICTB Bbl6paHbI cepBUCHbIE

MapLpyTusaTtopsbl - RouterA n RouterB.
Ha RouterA HacTpoeHbl nHTepdencol: ethl.2 - IP address 198.18.2.1/24, tunnel 2 - IP

address 198.18.202.1/30, vlan2 - IP address 201.1.2.1/24.
Ha RouterB HacTpoeHbl nHTepdencol: ethl.2 - IP address 198.18.2.2/24, tunnel 2 - IP

address 198.18.202.2/30, vlan2 - IP address 202.2.2.1/24.

Mexay yctpoructBamun RouterA un RouterB HacTpoeH IPIP-TyHHenb.

P _—

-
-~ ~ ~
' TyHHenbHbIE UHTePhEACHI ~
7/ Ipv4: 198.18.202.0/30
AN
/ \
/
\
RouterA \ RouterB
f IPIP-TyHHenb
— —

Neloee ol eth.2 eth1.2 B 20O

E:D alalala EiD alalala
Ipv4: 198.18.2.1/24 Ipv4: 198.18.2.2/24

PucyHok 57 — IPIP-TyHHenNb

11.5.2 BTanbl HACTPOWKK

11.5.2.1 Bonante B pexum rnobanbHOM KOHUrypaumm Ha YCTpOWUCTBaxX nepea

HaCTpPOWMKOM

lMpu HacTponke ceTeBoro obopyaoBaHus, OOHUM U3 FNaBHbIX LIAroB, ABMASETCS BXO4 B
KOHOUIypauUnoHHbIN pexxum. KoOHMUrypaumMoHHbIM peXxnum - 3TO OOMH U3 PEXMMOB KOMaHOHOM
CTpOokU. B KOH(UrypaumoOHHOM peXume MOXHO W3MEHATb HaCTPOWMKM UHTepdencos,

MapLupyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl YCTPOUCTB.
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»
MpumeyvaHue

Router#configure terminal

11.5.2.2 B komaHagHou cTpoke RouterA BBeCTM KOMaHAb!:

11.5.2.2.1 HacTtpownTte cab-uHtepgenc

RouterA(config)#interface eth1.2
RouterA(config-if-[eth1.2])#vid 2 ethertype 0x8100
RouterA(config-if-[eth1.2])#no shutdown
RouterA(config-if-[eth1.2])#ip address 198.18.2.1/24
RouterA(config-if-[eth1.2])#exit

11.5.2.2.2 HactponTe nHTepdenc tunnel2

RouterA(config)#ttinterface tunnel 2

RouterA(config-[tunnel2])#tunnel mode ipip source 198.18.2.1 destination 198.18.2.2
RouterA(config-[tunnel2])#no shutdown

RouterA(config-[tunnel2])#ip mtu 1476

RouterA(config-[tunnel2])#ip address 198.18.202.1/30

RouterA(config-[tunnel2])#ip multicast

RouterA(config-[tunnel2])#exit

11.5.2.2.3 HacTtpounTte uHtepgenc vian2

RouterA(config)#interface vlan2
RouterA(config-if-[vlan2])#vid 2 ethertype 0x8100
RouterA(config-if-[vlan2])#no shutdown
RouterA(config-if-[vlan2])#ip address 201.1.2.1/24
RouterA(config-if-[vlan2])#exit

11.5.2.2.4 HacTtponte mapLipyTnsaumto

RouterA(config)#ip route 202.2.2.0/24 198.18.202.2 tunnel2
11.5.2.3 B komaHgHou cTpoke RouterB BBecTn komaHab!:
11.5.2.3.1 HactponTe cab-nHtepdenc

RouterB(config)#tinterface eth1.2
RouterA(config-if-[eth1.2])#vid 2 ethertype 0x8100
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RouterA(config-if-[eth1.2])#no shutdown
RouterA(config-if-[eth1.2])#ip address 198.18.2.2/24
RouterA(config-if-[eth1.2])#exit

11.5.2.3.2 HactponTe uHTepdenc tunnel2

RouterB(config)#tinterface tunnel 2

RouterA(config-[tunnel2])#tunnel mode ipip source 198.18.2.2 destination 198.18.2.1
RouterA(config-[tunnel2])#no shutdown

RouterA(config-[tunnel2])#ip mtu 1476

RouterA(config-[tunnel2])#ip address 198.18.202.2/30

RouterA(config-[tunnel2])#ip multicast

RouterA(config-[tunnel2])#exit

11.5.2.3.3 HactponTe uHTepdeinc vian2

RouterB(config)#interface vlan2
RouterA(config-if-[vlan2])#vid 2 ethertype 0x8100
RouterA(config-if-[vlan2])#no shutdown
RouterA(config-if-[vlan2])#ip address 202.2.2.1/24
RouterA(config-if-[vlan2])#exit

11.5.2.3.4 HacTtpounte mapLipyTnsaumto
RouterB(config)#ip route 201.1.2.0/24 198.18.202.1 tunnel2

11.5.2.4 CoxpaHnTe HaCTPOWKM

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HacTPOEK Ha YCTPOoMCTBax

»
NMpumeyaHue

Router#twrite <name>

11.5.3 NpoBepka HacTpoek

11.5.3.1 BeinonHute komaHgy show interfaces tunnel 2 Ha RouterA gnsa BbiBOga Ha

3KpaH HaCTPOeK TYHHeNs

tunnel2
Link: UP Mode: ipip
Multicast: on
Source address: 198.18.2.1
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Destination address: 198.18.2.2
IPv4 Address: 198.18.202.1/30
RX: 2604 bytes / 31 packets

TX: 2604 bytes / 31 packets
MTU: 1476

11.5.3.2 BeinonHute komaHay show interfaces tunnel 2 Ha RouterB anga BbiBoga Ha

9KpaH HaCTpPOEeK TyHHENA

tunnel2
Link: UP Mode: ipip
Multicast: on
Source address: 198.18.2.2
Destination address: 198.18.2.1
IPv4 Address: 198.18.202.2/30
RX: 2604 bytes / 31 packets
TX: 2604 bytes / 31 packets
MTU: 1476

11.5.3.3 BuinonHute komaHgy ping 198.18.2.2 Ha RouterA ans npoBepkn CBA3aHHOCTU

mexay RouterA v RouterB

PING 198.18.2.2 (198.18.2.2) 56(84) bytes of data.

64 bytes from 198.18.2.2: icmp_seq=1 ttl=64 time=1.04 ms
64 bytes from 198.18.2.2: icmp_seq=2 ttl=64 time=1.01 ms
64 bytes from 198.18.2.2: icmp_seq=3 ttl=64 time=0.939 ms
64 bytes from 198.18.2.2: icmp_seq=4 ttl=64 time=1.02 ms
64 bytes from 198.18.2.2: icmp_seq=5 ttl=64 time=0.974 ms

11.5.3.4 BeinonHute koMaHgy ping 198.18.2.1 Ha RouterB gna npoBepku CBA3aHHOCTU

mexay RouterA n RouterB

PING 198.18.2.1 (198.18.2.1) 56(84) bytes of data.

64 bytes from 198.18.2.1: icmp_seq=1 ttl=64 time=1.01 ms
64 bytes from 198.18.2.1: icmp_seq=2 ttl=64 time=0.954 ms
64 bytes from 198.18.2.1: icmp_seq=3 ttl=64 time=1.00 ms
64 bytes from 198.18.2.1: icmp_seq=4 ttl=64 time=0.943 ms
64 bytes from 198.18.2.1: icmp_seq=5 ttl=64 time=0.993 ms

11.5.3.5 BoinonHute komaHgy ping 202.2.2.1 Ha RouterA ans BbiBOga NPOBEPKM

WHKanNcynsummn, npoxoasiumx Yepes TyHHeNb, NakeToB

PING 202.2.2.1 (202.2.2.1) 56(84) bytes of data.
64 bytes from 202.2.2.1: icmp_seq=1 ttl=64 time=1.16 ms
64 bytes from 202.2.2.1: icmp_seq=2 ttl=64 time=1.02 ms
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64 bytes from 202.2.2.1: icmp_seq=3 ttl=64 time=1.09 ms
64 bytes from 202.2.2.1: icmp_seq=4 tt|=64 time=0.983 ms
64 bytes from 202.2.2.1: icmp_seq=5 ttl=64 time=1.08 ms

11.5.3.6 BoinonHute komaHgy tcpdump ethl Ha RouterB gna BbiBoga nposepku

MHKancynauum, npoxogdwmx 4epes TyHHesb, NnakeTtoB

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on eth1, link-type EN10MB
(Ethernet), capture size 262144 bytes

23:41:45.353327 1P 198.18.2.1 > 198.18.2.2: IP 198.18.202.1 > 202.2.2.1: ICMP echo request, id 5280, seq 6,
length 64 (ipip-proto-4)

23:41:45.353382 |P 198.18.2.2 > 198.18.2.1: IP 202.2.2.1 > 198.18.202.1: ICMP echo reply, id 5280, seq 6, length
64 (ipip-proto-4)

23:41:46.354485 |P 198.18.2.1 > 198.18.2.2: 1P 198.18.202.1 > 202.2.2.1: ICMP echo request, id 5280, seq 7,
length 64 (ipip-proto-4)

23:41:46.354584 |P 198.18.2.2 > 198.18.2.1: IP 202.2.2.1 > 198.18.202.1: ICMP echo reply, id 5280, seq 7, length
64 (ipip-proto-4)

23:41:47.355666 IP 198.18.2.1 > 198.18.2.2: IP 198.18.202.1 > 202.2.2.1: ICMP echo request, id 5280, seq 8,
length 64 (ipip-proto-4)

11.6 HacTtpownka L2TP
11.6.1 OnncaHne HaCcTpPOWKKn

Kak nokaszaHo Ha pucyHke 58 B kayecTBe OCHOBHbIX YCTPOMWCTB BbliOpaHbl CEPBUCHbIE
MapuwpyTtmnsaTtopsbl - RouterA n RouterB.

Ha RouterA HacTpoeHbl nHTepdencel: ethl - IP address 198.18.0.1/24, ppp20 - IP address
198.18.2.1.

Ha RouterB HacTpoeH uHTepdencol: ethl - IP address 198.18.0.2/24, pppl0 - IP address
expect.

Ha RouterA HacTpoeH L2TP-cepsep.

Ha RouterB HacTpoeH L2TP-knueHT.

RouterA RouterB
Server Client
0 Boo0 e eth1 B B
='n poon = n noon
198.18.0.1/24 198.18.0.2/24

PucyHok 58 — Cxema HacTponkn npoTtokona L2TP
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11.6.2 OTanbl HACTPOMKK

11.6.2.1 Boante B pexum rnobanbHOM KoHdMrypaumm Ha yCTpPOMCTBax nepen

HaCTPOWKOM

Mpn HacTpouke ceTeBoro obopyaoBaHWsA, OOHUM U3 FMaBHbIX LLAros, ABNSETCS BXOA B
KOHPUIYPaLMOHHBIN pexnM. KoHMUrypaumMOHHbIA peXnm - 3TO OOUH U3 PEXUMOB KOMaHZAHOW
CTPOKN. B  KOHPUrypauUMOHHOM pexMMe MOXHO UW3MEHATb HACTPOMKU  MHTepdencos,

MapLupyTM3auuo, 6e3onacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

11.6.2.2 HactpownTte L2TP-cepBep Ha RouterA
11.6.2.2.1 Hactponte uHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.1/24
RouterA(config-if-[eth1])#exit

11.6.2.2.2 HactpounTte uHtepdenc ppp20

RouterA(config)#interface ppp 20
RouterA(config-[ppp20])#mtu 1450
RouterA(config-[ppp20])#ip address local 198.18.2.1
RouterA(config-[ppp20])#ppp authentication chap
RouterA(config-[ppp20])#exit

11.6.2.2.3 HactpounTte L2TP-cepBep

RouterA(config)#l2tp server SERVER

RouterA(config-12tp-s-[SERVER])#client lac 0.0.0.0 255.255.255.255
RouterA(config-12tp-s-[SERVER])#ip pool 198.18.2.10 198.18.2.20
RouterA(config-12tp-s-[SERVER])#ip pool gateway 198.18.2.1
RouterA(config-12tp-s-[SERVER])#client authentication name <client> password <istokistok>
RouterA(config-12tp-s-[SERVER])#ppp interface 20

RouterA(config-12tp-s-[SERVER])#no shutdown

RouterA(config-12tp-s-[SERVER])#end

Bepcus 7.0 229



TyHHenupoBaHue NHCTpyKUMA No HacTporke

KPIIr.465614.0011C3

»
MpumeyaHue

[na nogkntoveHns RouterB Ha RouterA coxpaHsioTcsa AaHHble kKnveHTa. KomaHgon client

authentication name <client> password <istokistok> 3apgaeTcs nmsa <client> n naponb

<istokistok>

11.6.2.3 Hactpownte L2TP-knueHT Ha RouterB

11.6.2.3.1 HactponTe uHTepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.2/24
RouterB(config-if-[eth1])#exit

11.6.2.3.2 HactpounTte uHtepdenc pppl0

RouterB(config)#interface ppp 10
RouterB(config-[ppp20])#mtu 1450
RouterB(config-[ppp20])#ip address expect
RouterB(config-[ppp20])#exit

11.6.2.3.3 HacTtpounTte L2TP-knneHT

RouterB(config)#12tp client CLIENT

RouterB(config-12tp-c-[CLIENT])#server 198.18.0.1
RouterB(config-12tp-c-[CLIENT])#authentication name <client> password <istokistok>
RouterB(config-12tp-c-[CLIENT])#ppp interface 10

RouterB(config-12tp-c-[CLIENT])#no shutdown

RouterB(config-12tp-c-[CLIENT])#end

11.6.2.4 CoxpaHnTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoOxpaHeHNs HacTPOEK Ha YCTPOMUCTBax
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»
MpumeyaHue

Router#write <name>

11.6.3 NpoBepka HacTpoek

11.6.3.1 BeinonHute komaHagy show [2tp server Ha RouterA gns BbiBOAa Ha 3KpaH

HacTpoek L2TP cepsepa

L2TP Server SERVER is ON

Allowed networks: 0.0.0.0-255.255.255.255
IP pool: 198.18.2.10-198.18.2.10

IP pool gw: 198.18.2.1

Users:

client psw:gehRopxWSvWLIOAxpbUOOWA=
PPP interface number: 20

11.6.3.2 BeinonHute komaHgy show [2tp client Ha RouterB gns BbiBoga Ha akpaH

HacTpoek L2TP knueHTa

L2TP Client CLIENT is ON

State: OFF

Server IP: 198.18.0.1 Username: client passwd: gehRopxWSvWLIOAxpbUOOwWA=
PPP interface number: 10

11.6.3.3 BoinonHute komaHgy ping 198.18.2.1 Ha RouterB gns BbiBOAa NpPOBEPKM

MHKancynauumn, npoxogdawmx 4epes TyHHesb, NakeTtoB

PING 198.18.2.1 (198.18.2.1) 56(84) bytes of data.

64 bytes from 198.18.2.1: icmp_seq=1 ttl=64 time=1.17 ms
64 bytes from 198.18.2.1: icmp_seq=2 ttl=64 time=1.05 ms
64 bytes from 198.18.2.1: icmp_seq=3 ttl=64 time=1.11 ms
64 bytes from 198.18.2.1: icmp_seq=4 ttl=64 time=1.13 ms
64 bytes from 198.18.2.1: icmp_seq=>5 ttl=64 time=1.09 ms

11.6.3.4 BoinonHute komaHay tcpdump ethl Ha RouterA gns BbiBoga npoOBEpPKU

WHKanNcynsumm, Npoxoasiumx Yepes TyHHe b, NakeToB

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes

17:10:44.104815 1P 198.18.0.2.1701 > 198.18.0.1.1701: 12tp:[](24370/4408) {IP 198.18.2.10 > 198.18.2.1: ICMP
echo request, id 5090, seq 1, length 64}
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17:10:44.104928 IP 198.18.0.1.1701 > 198.18.0.2.1701: 12tp:[](782/18942) {IP 198.18.2.1 > 198.18.2.10: ICMP
echo reply, id 5090, seq 1, length 64}

17:10:45.105748 1P 198.18.0.2.1701 > 198.18.0.1.1701: 12tp:[](24370/4408) {IP 198.18.2.10 > 198.18.2.1: ICMP
echo request, id 5090, seq 2, length 64}

17:10:45.105807 IP 198.18.0.1.1701 > 198.18.0.2.1701: 12tp:[](782/18942) {IP 198.18.2.1 > 198.18.2.10: ICMP
echo reply, id 5090, seq 2, length 64}

17:10:46.106948 IP 198.18.0.2.1701 > 198.18.0.1.1701: 12tp:[](24370/4408) {IP 198.18.2.10 > 198.18.2.1: ICMP
echo request, id 5090, seq 3, length 64}

17:10:46.107025 IP 198.18.0.1.1701 > 198.18.0.2.1701: 12tp:[](782/18942) {IP 198.18.2.1 > 198.18.2.10: ICMP
echo reply, id 5090, seq 3, length 64}

17:10:47.108151 IP 198.18.0.2.1701 > 198.18.0.1.1701: [2tp:[1(24370/4408) {IP 198.18.2.10 > 198.18.2.1: ICMP
echo request, id 5090, seq 4, length 64}

17:10:47.108280 IP 198.18.0.1.1701 > 198.18.0.2.1701: [2tp:[](782/18942) {IP 198.18.2.1 > 198.18.2.10: ICMP
echo reply, id 5090, seq 4, length 64}

17:10:48.109345 IP 198.18.0.2.1701 > 198.18.0.1.1701: [2tp:[1(24370/4408) {IP 198.18.2.10 > 198.18.2.1: ICMP
echo request, id 5090, seq 5, length 64}

17:10:48.109452 |IP 198.18.0.1.1701 > 198.18.0.2.1701: 12tp:[](782/18942) {IP 198.18.2.1 > 198.18.2.10: ICMP
echo reply, id 5090, seq 5, length 64}

11.7 HacTtpownka L2TPv3
11.7.1 OnncaHne HaCTpPOnKK

Kak nokasaHo Ha pucyHke 59 B kayeCTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapuwpyTtmnsaTtopsbl - RouterA n RouterB.

Ha RouterA HacTpoeHbl uHTepdenchl: eth1 - IP address 198.18.2.1/24, loopback-
nHTepdenc lo1 - 201.1.2.1/32, TyHHenbHbIN nHTepdenc 12tp1 - IP address 1.1.1.1/24.

Ha RouterB HacTpoeHbl uHTepdenichl: eth1 - IP address 198.18.2.2/24, loopback-
nHTepdgernc lo1 - 201.2.2.1/32, TyHHenbHbIN nHTepdenc 12tp1 - IP address 1.1.1.2/24.

Mexay yctporctBammn RouterA v RouterB HacTpoeH L2TPv3-TyHHenb.

—_— —

-~ ~
- ~
4 \
/ \
RouterA ‘ RouterB
, L2TPv3-TyHHens
p——— ——
B Dooo ol eth1 - B Booc
E:D alalals EID N000
Ipv4: 198.18.2.1/24 Ipv4: 198.18.2.2/24
Lo1:201.1.2.1/32 Lo1:201.2.2.1/32

PucyHok 59 — L2TPv3-TyHHenNb
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11.7.2 3Tanbl HACTPOVKK

11.7.2.1 Boante B pexum rnobanbHOM KOHdurypaumm Ha ycTpomcTBax nepenq

HaCTPOWKOM

Mpn HacTpourke ceTeBoro ob6opyaoBaHUSA, OOHUM U3 FMaBHbIX LLAroB, SIBMASETCA BXO4 B
KOHPUIYPaLMOHHBIN pexnM. KoHMUrypaumMOHHbIA peXnm - 3TO OOUH U3 PEXUMOB KOMaHZAHOW
CTPOKN. B  KOHUrypauUMOHHOM pEeXMME MOXHO WU3MEHATb HACTPOMKU UHTepdencos,

MapLupyTM3auuo, 6e3onacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

11.7.2.2 Hactpoute L2TPv3 TyHHenb Ha RouterA
11.7.2.2.1 HactponTe uHtepdgenc ethl

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.2.1/24
RouterA(config-if-[eth1])#exit

11.7.2.2.2 HactpownTe loopback-nHtepgenc lol

RouterA(config)#interface lol
RouterA(config-if-[lo1])#ip address 201.1.2.1/32
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lol])#exit

11.7.2.2.3 HacTtpounTte TyHHenbHbIN HTEpdenc 12tp1

RouterA(config)#interface 12tp 1

RouterA(config-12tp[1])#tunnel source 198.18.2.1 destination 198.18.2.2 local-id 101 remote-id 102
encapsulation udp sourceport 1001 destinationport 2001

RouterA(config-12tp[1])#session local-id 1 remote-id 2

RouterA(config-12tp-ses[1])#ip address 1.1.1.1/24

RouterA(config-12tp-ses[1])#no shutdown

RouterA(config-12tp-ses[1])#exit

RouterA(config-12tp[1])#exit
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11.7.2.2.4 HactponTe MapLupyTusawumo
RouterA(config)#ip route 202.2.2.1/32 1.1.1.2

11.7.2.3 Hactpoute L2TPv3 TyHHenb Ha RouterB

11.7.2.3.1 HactponTe uHTepcenc ethl

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.2.2/24
RouterB(config-if-[eth1])#exit

11.7.2.3.2 HactpownTe loopback-nHtepgenc lol

RouterB(config)#interface lol
RouterB(config-if-[lo1])#ip address 202.2.2.1/32
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#exit

11.7.2.3.3 HactponTe TyHHENbHbIN NHTEepdenc 12tpl

RouterB(config)#interface 12tp 1

RouterB(config-12tp[1])#tunnel source 198.18.2.2 destination 198.18.2.1 local-id 102 remote-id 101
encapsulation udp sourceport 2001 destinationport 1001

RouterB(config-12tp[1])#session local-id 2 remote-id 1

RouterB(config-12tp-ses[2])#ip address 1.1.1.2/24

RouterB(config-12tp-ses[2])#no shutdown

RouterB(config-12tp-ses[2])#exit

RouterB(config-12tp[1])#exit

11.7.2.3.4 HacTtponte mapLipyTnsaumto
RouterB(config)#ip route 201.1.2.1/321.1.1.1

11.7.2.4 CoxpaHUTe HaCTPOWKM

Mcnonbayte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEK Ha YCTPOMUCTBax
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»
MpumeyvaHue

Router#write <name>

11.7.3 lNpoBepka HacTpoek

11.7.3.1 BeinonHute komaHay show interfaces 12tp Ha RouterA gnsa BbiBoga Ha aKkpaH

HacTpoek L2TPv3 TyHHens

[2tp tunnel 1:

Local IP: 198.18.2.1

Remote IP: 198.18.2.2

Local ID: 101

Remote ID: 102

Encap: udp

Source port: 1001 Dest port: 2001 VRF: default
[2tp session: 12tplsl

Link: UP

Local ID: 1

Remote ID: 2

IPv4 Address: 1.1.1.1/24 RX: 0 bytes / 0 packets
TX: 738 bytes / 7 packets

11.7.3.2 BeinonHute komaHay show interfaces 12tp Ha RouterB ans BbiBoga Ha akpaH

HacTpoek L2TPv3 TyHHens

[2tp tunnel 1:

Local IP: 198.18.2.2

Remote IP: 198.18.2.1

Local ID: 102

Remote ID: 101

Encap: udp

Source port: 2001 Dest port: 1001 VRF: default
|2tp session: 12tp1s2

Link: UP

Local ID: 2

Remote ID: 1

IPv4 Address: 1.1.1.2/24

RX: 19892 bytes / 186 packets
TX: 16922 bytes / 179 packets
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11.7.3.3 BoinonHute komaHgy ping 198.18.2.2 Ha RouterA ans npoBepkn CBA3aHHOCTU

mexay RouterA n RouterB

PING 198.18.2.2 (198.18.2.2) 56(84) bytes of data.

64 bytes from 198.18.2.2: icmp_seq=1 ttI=64 time=1.03 ms
64 bytes from 198.18.2.2: icmp_seq=2 tt|=64 time=0.935 ms
64 bytes from 198.18.2.2: icmp_seq=3 ttl=64 time=0.998 ms
64 bytes from 198.18.2.2: icmp_seq=4 tt|=64 time=0.958 ms
64 bytes from 198.18.2.2: icmp_seq=5 ttl=64 time=1.00 ms

11.7.3.4 BoinonHute komaHgy ping 198.18.2.1 Ha RouterB ans nposepkn cBA3aHHOCTU

mexgy RouterA n RouterB

PING 198.18.2.1 (198.18.2.1) 56(84) bytes of data.

64 bytes from 198.18.2.1: icmp_seq=2 ttl=64 time=0.987 ms
64 bytes from 198.18.2.1: icmp_seq=3 ttI=64 time=0.949 ms
64 bytes from 198.18.2.1: icmp_seq=4 ttl=64 time=0.992 ms
64 bytes from 198.18.2.1: icmp_seq=5 ttl=64 time=0.935 ms

11.7.3.5 BoinonHute kKomaHgy ping 202.2.2.1 Ha RouterA gna BbiBOAa MNpOBEPKU

MHKancynauumn, npoxogdawmx 4epes TyHHes b, NakeTtoB

PING 202.2.2.1 (202.2.2.1) 56(84) bytes of data.

64 bytes from 202.2.2.1: icmp_seq=1 ttl=64 time=2.13 ms
64 bytes from 202.2.2.1: icmp_seq=2 ttl=64 time=1.04 ms
64 bytes from 202.2.2.1: icmp_seq=3 ttl=64 time=1.11 ms
64 bytes from 202.2.2.1: icmp_seq=4 ttl=64 time=1.02 ms
64 bytes from 202.2.2.1: icmp_seq=5 ttl=64 time=1.11 ms

11.7.3.6 BoinonHute komaHgy tcpdump ethl Ha RouterB gns BbiBoga npoBepku

MHKancynauumn, npoxogdawmx 4epes TyHHe b, NakeTtoB

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on eth1, link-type EN1IOMB
(Ethernet), capture size 262144 bytes

02:03:57.526652 IP 198.18.2.1.1001 > 198.18.2.2.2001: UDP, length 110

02:03:57.526764 IP 198.18.2.2.2001 > 198.18.2.1.1001: UDP, length 110

02:03:58.527872 IP 198.18.2.1.1001 > 198.18.2.2.2001: UDP, length 110

02:03:58.527985 IP 198.18.2.2.2001 > 198.18.2.1.1001: UDP, length 110

02:03:59.529082 IP 198.18.2.1.1001 > 198.18.2.2.2001: UDP, length 110

02:03:59.529141 IP 198.18.2.2.2001 > 198.18.2.1.1001: UDP, length 110
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11.8 HacTtpownka OpenVPN

11.8.1 OnucaHue HaCcTpPouKK

B paHHOM npumepe wucnonb3yetcsd OpenVPN B kayecTBe OCHOBHOro cpeacrtsa Ans

obecneveHnsa 6esonacHoOro yganeHHoro goctyna Kk cetn ogpuca. B kadectse cepsepa OpenVPN
BbICTynaet ycTtponcteo RouterA, koTopoe

Takke BbINOMHAET
mapupyTusaTopa, RouterB BbicTynaeT KnMeHToMm.

dyHKUMN  CepBUCHOrO

Mexay yctponctesammn RouterA n RouterB HacTpoeH OpenVPN-TyHHeNb.
Ansa ycnewHon TLS-ayTeHTUdMKaALMM CUHXPOHU3NPOBAHO BPEMSA MEXAY YCTPONCTBaMM.

[ns aToro HacTpoeHa CUHXPOHM3aUUK Ha YCTPOMCTBax C ntp-cepBepoM Wnn HacTponTe ntp-
cepBep Ha RouterA n cnHxpoHusmpynte Bpemst RouterB ¢ RouterA.

OpenVPN TyHHenb
’

~
100.0.0.0/24
’

.0 Q0

RouterA
Server

1.1.1.2/30

N
.
.
N
S

— 2.2.2.2/30

@ @ N eth1

==

aa
—

ipv4:1.1.1.1/30

88|
m

RouterB
Client

PucyHok 60 — Cxema HacTponkn OpenVPN

11.8.2 BTanbl HacTponkn OpenVPN

11.8.2.1 Boante B pexum rnobanbHOM KOHUrypaumm Ha YCTpOWUCTBaxX nepen
HaCTpPOWMKOM

Mpu HacTpounke ceteBoro o6opyaoBaHWs, OOHUM U3 FNaBHbIX LIAroB, ABMASETCHA BXO4 B
KOHOUIypauUnoHHbIN pexxuM. KoHUrypaumMOHHbIN pexnm - 3T0 OOMH U3 PEXUMOB KOMaHOHOM
cTpokun. B

KOH(PUrypaLUMOHHOM peXMMe MOXHO W3MEHSATb HaCTPOWKK

NHTepencos,
MapLupyTu3auuio, 6e3o0nacHoCcTb 1 apyrue napameTpbl YCTPOUCTB.
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»
MpumeyvaHue

Router#configure terminal

11.8.2.2 HactpownTte cepsep OpenVPN RouterA

11.8.2.2.1 Bknounte cepsep TFTP ana nepefayun ceptudukaTtoB U yganute crapble

KItoumn, ecnm aTto HeobxoamMmo

RouterA(config)#tftp on
RouterA(config)#tftp clear-files

11.8.2.2.2 HacTtpounTte Bpema Ha RouterA

RouterA(config)#system clock date 01.01.2024
RouterA(config)#system clock time 10:10

11.8.2.2.3 HacTtpouTte nokanbHbIN cepBep BpemeHn NTP Ha RouterA

RouterA(config)#ntp interface listen eth1
RouterA(config)#ntp local-server stratum 1
RouterA(config)#ntp on

11.8.2.2.4 HacTtpounTte nHtepdgenc eth1

RouterA(config)#interface ethl
RouterA(config)#no ip address dhcp
RouterA(config)#ip address 1.1.1.1/30
RouterA(config)#no shutdown
RouterA(config)#exit

11.8.2.2.5 HacTtponte mapLpyTnsaumo 4o KrMeHTa
RouterA(config)#ip route 2.2.2.2/32 1.1.1.2
11.8.2.2.6 Hactponte OPENVPN cepBep

RouterA(config)#tvpn server SERVER
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11.8.2.2.7 Cospgaunte hannbl Kntova n ceptudmkata cepsepa
RouterA(config-vpnserver-[SERVER])#build-key server static

11.8.2.2.8 Beeante wuHGopmauuio O cepBepe (B KBagpaTHbIX CKOOKax ykasblBalTCS
3Ha4YeHus Mo YMOS4YaHuIo).

»
MpumeyvaHue

Ob6saszaTenbHbIn napameTp Counrty Name, ocTtasnbHble OnNuMOHanbHO.

Country Name (2 letter code) [RU]:RU

State or Province Name (full name) [MSK]:

Locality Name (eg, city) [Moscow]:

Organization Name (eg, company) [YourCompany]:
Organizational Unit Name (eg, section) [changeme]:
Name [changeme]:

Email Address [mail@host.domain]:

Generating server key, please be patient ... OK

11.8.2.2.9 CreHepupynTe napameTtpbl Quddu-XennmaHa ons cepsepa
RouterA(config-vpnserver-[SERVER])#build-key server tls verbose

[oxgutecb OKOHYaHWA reHepaumm napameTpos.

11.8.2.2.10 CreHepupynTe dannbl Krnova n ceptudumkaTta ang KnmeHTa
RouterA(config-vpnserver-[SERVER])#build-key client CLIENT

Beeante nHdopmaumio o knneHTe (B KBagpaTHbIX CKOOKaX ykasblBalOTCS 3HAYEHMs MO

YMOM4YaHuIo).

»
NMpumeyaHue

Ob6s3aTenbHbIn napameTp Counrty Name, octanbHble OnuMOHanbHo.
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Country Name (2 letter code) [RU]:RU

State or Province Name (full name) [MSK]:

Locality Name (eg, city) [Moscow]:

Organization Name (eg, company) [YourCompany]:
Organizational Unit Name (eg, section) [changeme]:
Name [changeme]:

Email Address [mail@host.domain]:

Generating client certificate and key ... OK

11.8.2.2.11 YkaxuTte pexum TyHHens L3, udp npoTokon nepegayn AaHHbIX NO TYHHEN!o,

HoMep nopTa udp, ip-agpec nHTepdenca wan

RouterA(config-vpnserver-[SERVER])#device tun
RouterA(config-vpnserver-[SERVER])#protocol udp
RouterA(config-vpnserver-[SERVER])#port 5000
RouterA(config-vpnserver-[SERVER])#local address 1.1.1.1

11.8.2.2.12 YkaxuTe agpec noacetn ns kotopon cepeep byaet Bolgasath |IP-agpeca ona

VPN knnenToB
RouterA(config-vpnserver-[SERVER])#server-address 100.0.0.0/24
11.8.2.2.13 Bkntounte OpenVPN cepsep
RouterA(config-vpnserver-[SERVER])#no shutdown
11.8.2.2.14 3kcnopTupymnTe cepTudmrKaThl U KNKOYK Ha nokanbHbin TFTP-cepeep RouterA

RouterA(config-vpnserver-[SERVER])#export CLIENT url tftp 127.0.0.1
RouterA(config-vpnserver-[SERVER])#end

11.8.2.3 HacTtpownTte knueHT OpenVPN RouterB
11.8.2.3.1 HacTtpounTte nHtepdenc eth2

RouterB(config-if-[eth2])#interface eth2
RouterB(config-if-[eth2])#ip address 2.2.2.1/30
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

11.8.2.3.2 HacTtpounte mapLipyTusaumio 4o cepsepa

RouterB(config)#ip route 1.1.1.1/32 2.2.2.2
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11.8.2.3.3 CuHxpoHusupyente Bpems ¢ RouterA

RouterB(config)#ntp server 1.1.1.1 iburst
RouterB(config)#ntp on
RouterB(config)#system clock synchronize 1.1.1.1

»
MpumeyaHue

Y6egutecb, 4to RouterB cuHxpoHusmpoBan faty u Bpemsa ¢ NTP-cepsepom. [ns

npocMoTpa TeKyLlen aaTbl U BpeMeHn BBeanTe komaHay show clock

11.8.2.3.4 HactpownTte knneHT OPENVPN

RouterB(config)#vpn client CLIENT
RouterB(config-vpnclient-[CLIENT])#server-address 1.1.1.1 port 5000
RouterB(config-vpnclient-[CLIENT])#device tun
RouterB(config-vpnclient-[CLIENT])#protocol udp

11.8.2.3.5 mnopTtupynte ceptudmkatbl 1 kntoum Yepes TFTP ( yaanuTe ctapble Knoun

€Cnun 3To HeoBxoanmo)

RouterB(config-vpnclient-[CLIENT])#import url tftp 1.1.1.1
RouterB(config-vpnclient-[CLIENT])#no shutdown
RouterB(config-vpnclient-[CLIENT])#end

11.8.2.4 CoxpaHunTe HaCTPOWKM

Mcnonbayinte komaHay write <name> onsi CoxpaHeHNsa HacTPOEK Ha YCTPOoMCTBax

»
NMpumeyaHue

Router#twrite <name>

11.8.2.5 MNposepka HacTpoek OpenVPN

11.8.2.5.1 lNpoBepbTe ycTaHoBneHune coegumHeHnss Open-VPN cepBepa UM KnveHTa
BbINONHMB koMaHgy show log vpn server SERVER Ha RouterA, yb6eantecb B NpuCyTCTBUM

BbIiBOAA.
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Mon Nov 27 14:58:54 2023 us=56099 Initialization Sequence Completed

Mpn ycnewHon TLS-ayteHTUpukauuun, B XypHane OpenVPN cepBepa npucytctByeT

3anucb Peer Connection Initiated

Mon Nov 27 14:59:21 2023 us=202750 2.2.2.1:1194 [CLIENT] Peer Connection Initiated with
[AF_INET]2.2.2.1:1194

Mpu ycnewHom cornacoBaHun wudpa B xypHane OpenVPN cepBepa npucyTcTByeT
3anucu Outgoing Data Channel: Cipher 'AES-256-GCM, Incoming Data Channel: Cipher 'AES-
256-GCM

Mon Nov 27 14:59:22 2023 us=963745 CLIENT/2.2.2.1:1194 Data Channel: using negotiated cipher 'AES-256-
GCM'

Mon Nov 27 14:59:22 2023 us=963837 CLIENT/2.2.2.1:1194 Data Channel MTU parms [ L:1550 D:1450
EF:50EB:406 ET:0 EL:3 ]

Mon Nov 27 14:59:22 2023 us=964542 CLIENT/2.2.2.1:1194 Outgoing Data Channel: Cipher'AES-256-GCM'
initialized with 256 bit key

Mon Nov 27 14:59:22 2023 us=964609 CLIENT/2.2.2.1:1194 Incoming Data Channel: Cipher'AES-256-GCM'
initialized with 256 bit key

11.8.2.5.2 lNpoeepbTe ycnewHbl 3anyck OpenVPN knueHTa

[MpoBepbTe 3anucb B XypHane o6 wnHuumanusauuu BbINOAHMB Komaay show log vpn
client client Ha RouterB. Npu ycTaHOBNEHMM coeanHEHNSA KNMeHTa C CEPBEPOM NPUCYTCBYET

3anncb

Mon Nov 27 14:59:22 2023 Initialization Sequence Complete

MpoBepbTe cBs3aHHOCTb RouerB ¢ RouterA BbinonHme komaHay ping 100.0.0.1 repeat 30

Ha RouterB

PING 100.0.0.1 (100.0.0.1) 56(84) bytes of data.

64 bytes from 100.0.0.1: icmp_seq=1 ttl=64 time=3.17 ms

64 bytes from 100.0.0.1: icmp_seq=2 ttl=64 time=2.64 ms

64 bytes from 100.0.0.1: icmp_seq=3 ttl=64 time=2.58 ms

64 bytes from 100.0.0.1: icmp_seq=4 ttl=64 time=2.58 ms

64 bytes from 100.0.0.1: icmp_seq=29 ttl=64 time=2.67 ms

64 bytes from 100.0.0.1: icmp_seq=30 ttl=64 time=2.65 ms

--- 100.0.0.1 ping statistics ---

30 packets transmitted, 30 received, 0% packet loss, time 76ms
rtt min/avg/max/mdev = 2.515/2.671/3.171/0.169 ms

BoinonHute «komangy tcpdump ethl Ha RouterA, ybegutecb, 4tO Tpaduk

WHKancynmpyeTcs
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tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
10:29:32.8942701P 2.2.2.1.1194 > 1.1.1.1.5000: UDP, length 109
10:29:32.895073 1P 1.1.1.1.5000 > 2.2.2.1.1194: UDP, length 109
10:29:33.895362 IP 2.2.2.1.1194 > 1.1.1.1.5000: UDP, length 109
10:29:33.895904 IP 1.1.1.1.5000 > 2.2.2.1.1194: UDP, length 109
10:29:34.897303 1P 2.2.2.1.1194 > 1.1.1.1.5000: UDP, length 109
10:29:34.897816 IP 1.1.1.1.5000 > 2.2.2.1.1194: UDP, length 109
10:29:35.899129 1P 2.2.2.1.1194 > 1.1.1.1.5000: UDP, length 109
10:29:35.899598 IP 1.1.1.1.5000 > 2.2.2.1.1194: UDP, length 109

11.9 Hactpownka DMVPN

11.9.1 OnucaHne HaCTpPOoOUnKK

Kak nokasaHo Ha pucyHke 61 B Ka4eCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHLIE
MappyTtusaTtopsl - RouterA, RouterB n RouterC.
Ha wmapuwpyTtunsatopax HacTpoeHbl WHTepdenchbl, MapLipyTbl, npoTokon IPsec u

3awmuweHHoe TyHHennposaHne DMVPN npu nomowum gre-TyHHens.

RouterA
Hub

JenTTTTTTTTITTTTTT .0 0000 | s
P Tunnel IP 8 allaaaa .

” 10.10.10.1/24 .
+ eth1 3.3.3.1/30
v

1
]
]
]
1
1
]
1
]
1
1
1
1
[]

LI Tunnel IP
2 @y 10.10.10.3/24

RouterB
Spoke-1
Tunnel IP o9 @ o eth WAI
10.10.10.2124 alaaall im0

PucyHok 61 — Cxema HacTtponkn DMVPN
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11.9.2 OTanbl HAaCTPOMKK

11.9.2.1 Boante B pexum rnobanbHOM KOHdurypaumm Ha ycTponcTBax nepen

HaCTPOWKOM

Mpn HacTpourke ceTeBoro ob6opyaoBaHUA, OOHUM N3 FMNaBHbLIX LWAroB, SBMSETCA BXOA B
KOHPUIYPaLMOHHBIN pexnM. KoHMUrypaumMOHHbIA peXnm - 3TO OOUH U3 PEXUMOB KOMaHZAHOW
CTPOKN. B  KOHUrypauUMOHHOM pEeXMME MOXHO WU3MEHATb HACTPOMKU UHTepdencos,

MapLupyTM3auuo, 6e3onacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

11.9.2.2 Hactpoute RouterA
11.9.2.2.1 HactponTte uHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 3.3.3.1/30
RouterA(config-if-[eth1])#exit

11.9.2.2.2 HacTtpounTte ctaTU4ecKnin mapLipyTt
RouterA(config)#ip route 0.0.0.0/0 3.3.3.2
11.9.2.2.3 HactpounTte nHtepdenc tunnel1

RouterA(config)#interface tunnel 1
RouterA(config-[tunnell])#tunnel mode gre source ethl
RouterA(config-[tunnell])#no shutdown
RouterA(config-[tunnell])#ip mtu 1400
RouterA(config-[tunnell])#ip address 10.10.10.1/24
RouterA(config-[tunnell])#ip ttl 255
RouterA(config-[tunnell])#ip nhrp
RouterA(config-if-[tunnell-nhrp])#multicast dynamic
RouterA(config-if-[tunnell-nhrp])#cisco-authentication istok
RouterA(config-if-[tunnell-nhrp])#exit
RouterA(config-[tunnell])#exit
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11.9.2.2.4 HactpowuTe iPsec

RouterA(config)#ipsec secret any password istokistok
RouterA(config)#ipsec config ipsec-1
RouterA(config-ipsec-[ipsec-1])#connection start
RouterA(config-ipsec-[ipsec-1])#ike-version 2
RouterA(config-ipsec-[ipsec-1])#mode transport
RouterA(config-ipsec-[ipsec-1])#exit
RouterA(config)#interface tunnel 1
RouterA(config-[tunnell])#ipsec apply ipsec-1
RouterA(config-[tunnell])#exit
RouterA(config)#ip nhrp on

RouterA(config)#end

11.9.2.3 Hactpounte RouterB

11.9.2.3.1 HactpownTe uHtepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 1.1.1.1/30
RouterB(config-if-[eth1])#exit

11.9.2.3.2 HacTtpounTe ctaTU4ecKknin mapLipyTt

RouterB(config)#ip route 0.0.0.0/0 1.1.1.2

11.9.2.3.3 HactpounTte uHtepdenc tunnell

RouterB(config)#interface tunnel 1
RouterB(config-[tunnell])#tunnel mode gre source ethl
RouterB(config-[tunnell])#no shutdown
RouterB(config-[tunnell])#ip mtu 1400
RouterB(config-[tunnell])#ip address 10.10.10.2/24
RouterB(config-[tunnell])#ip ttl 255
RouterB(config-[tunnell])#ip nhrp
RouterB(config-[tunnell-nhrp])#multicast nhs
RouterB(config-if-[tunnel1-nhrp])#cisco-authentication istok
RouterB(config-[tunnell-nhrp])#map 10.10.10.1/24 3.3.3.1 register
RouterB(config-[tunnell-nhrp])#exit
RouterB(config-[tunnell])#exit

11.9.2.3.4 HactpowuTe iPsec

RouterB(config)#tipsec secret any password istokistok
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RouterB(config)#ipsec config ipsec-1
RouterB(config-ipsec-[ipsec-1])#connection start
RouterB(config-ipsec-[ipsec-1])#ike-version 2
RouterB(config-ipsec-[ipsec-1])#mode transport
RouterB(config-ipsec-[ipsec-1])#exit
RouterB(config)#tinterface tunnel 1
RouterB(config-[tunnell])#ipsec apply ipsec-1
RouterB(config-[tunnell])#exit
RouterB(config)#ip nhrp on

RouterB(config)#end

11.9.2.4 Hactpounte RouterC

11.9.2.4.1 HacTtpounTte uHtepdenc

RouterC(config)#interface eth1
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#no ip address dhcp
RouterC(config-if-[eth1])#ip address 2.2.2.1/30
RouterC(config-if-[eth1])#exit

11.9.2.4.2 HacTpounTe cTtaTUYeCcKyro MapLupyTM3aumo

RouterC(config)#ip route 0.0.0.0/0 2.2.2.2

11.9.2.4.3 HacTtpounTe 3awumwieHHoe TyHHenmposaHne DMVPN

RouterC(config)#interface tunnel 1
RouterC(config-[tunnell])#tunnel mode gre source ethl
RouterC(config-[tunnell])#no shutdown
RouterC(config-[tunnell])#ip mtu 1400
RouterC(config-[tunnel1])#ip address 10.10.10.3/24
RouterC(config-[tunnell])#ip ttl 255
RouterC(config-[tunnell])#ip nhrp
RouterC(config-[tunnell-nhrp])#multicast nhs
RouterC(config-if-[tunnel1-nhrp])#cisco-authentication istok
RouterC(config-[tunnell-nhrp])#map 10.10.10.1/24 3.3.3.1 register
RouterC(config-[tunnell-nhrp])#exit
RouterC(config-[tunnell])#exit

11.9.2.4.4 HactpowuTe iPsec

RouterC(config)#ipsec secret any password istokistok
RouterC(config)#ipsec config ipsec-1
RouterC(config-ipsec-[ipsec-1])#connection start
RouterC(config-ipsec-[ipsec-1])#ike-version 2
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RouterC(config-ipsec-[ipsec-1])#mode transport
RouterC(config-ipsec-[ipsec-1])#exit
RouterC(config)#tinterface tunnel 1
RouterC(config-[tunnell])#ipsec apply ipsec-1
RouterC(config-[tunnell])#exit
RouterC(config)#ip nhrp on
RouterC(config)#end

11.9.2.5 CoxpaHnTe HaCTpOMKM

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha yCTponcTBax

»
MpumeyaHue

Router#fwrite <name>

11.9.3 lNpoBepka HacTpoekK

11.9.3.1 BeinonHute komaHay show ip nhrp Ha RouterC ans BbiBoga Ha aKpaH ctatyca

NHRP npotokona n NHRP-3anucen

Status: ok

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.255/32
Alias-Address: 10.10.10.3

Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.3/32
Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.255/32
Alias-Address: 10.10.10.3

Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.3/32
Flags: up

Interface: tunnell
Type: static
Protocol-Address: 10.10.10.1/24
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NBMA-Address: 3.3.3.1
Flags: up

11.9.3.2 BuinonHute komaHay show ip nhrp Ha RouterB anga BbiBoga Ha akpaH cTaTyca

NHRP npotokona n NHRP-3anucen

Status: ok

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.255/32
Alias-Address: 10.10.10.2

Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.2/32
Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.255/32
Alias-Address: 10.10.10.2

Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.2/32
Flags: up

Interface: tunnell

Type: static

Protocol-Address: 10.10.10.1/24
NBMA-Address: 3.3.3.1

11.9.3.3 BuinonHute komaHgy show ip nhrp Ha RouterA ans BbiBOAa Ha akpaH ctaTtyca

NHRP npotokona n NHRP-3anuncen

Status: ok

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.255/32
Alias-Address: 10.10.10.1

Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.1/32
Flags: up

Interface: tunnell

Bepcus 7.0 248



TyHHenupoBaHue MHCTpyKUMA NO HacTporke
KPII.465614.0011C3

Type: local

Protocol-Address: 10.10.10.255/32
Alias-Address: 10.10.10.1

Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.1/32
Flags: up

Interface: tunnell

Type: dynamic
Protocol-Address: 10.10.10.2/32
NBMA-Address: 1.1.1.1

Flags: up

Expires-In: 118:21

Interface: tunnell

Type: dynamic
Protocol-Address: 10.10.10.3/32
NBMA-Address: 2.2.2.1

Flags: up

Expires-In: 114:38

11.9.3.4 BuinonHute komaHgy show ipsec status all Ha RouterA ana BbiBoaa

MHOpMaLUNN O COCTOAHUM ipSEC-COEANHEHUSI.

Status of IKE charon daemon (strongSwan 5.9.14, Linux 4.4.165-bfkx, mips):

uptime: 17 minutes, since Sep 04 13:39:31 2024

malloc: sbrk 671744, mmap 0, used 351472, free 320272

worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 8

loaded plugins: charon aes des rc2 sha2 shal md5 mgfl random nonce x509 revocation constraints pubkey
pkes1 pkes7 pkes12 pgp dnskey sshkey pem pkes8 fips-prf gmp curve25519 xcbc cmac hmac kdf gecm drbg attr
kernel-netlink resolve socket-default stroke vici updown xauth-generic counters
Listening IP addresses:

3.3.3.1

177.177.88.4

10.65.5.107

192.168.0.101

10.10.10.1
Connections:
ipsec-1-tunnell: 3.3.3.1...%any IKEv2
ipsec-1-tunnell: local: [3.3.3.1] uses pre-shared key authentication
ipsec-1-tunnell: remote: uses pre-shared key authentication
ipsec-1-tunnell: child: 3.3.3.1/32[gre] === 0.0.0.0/0[gre] TRANSPORT
ipsec-1-tunnel1-1.1.1.1: 3.3.3.1...1.1.1.1 IKEv2
ipsec-1-tunnel1-1.1.1.1: local: [3.3.3.1] uses pre-shared key authentication
ipsec-1-tunnel1-1.1.1.1: remote: [1.1.1.1] uses pre-shared key authentication
ipsec-1-tunnell-1.1.1.1: child: 3.3.3.1/32[gre] ===1.1.1.1/32[gre] TRANSPORT
ipsec-1-tunnell-2.2.2.1: 3.3.3.1...2.2.2.1 IKEv2
ipsec-1-tunnel1-2.2.2.1: local: [3.3.3.1] uses pre-shared key authentication
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ipsec-1-tunnell-2.2.2.1: remote: [2.2.2.1] uses pre-shared key authentication

ipsec-1-tunnel1-2.2.2.1: child: 3.3.3.1/32[gre] ===2.2.2.1/32[gre] TRANSPORT

Security Associations (2 up, 0 connecting):

ipsec-1-tunnell-2.2.2.1[4]: ESTABLISHED 2 minutes ago, 3.3.3.1[3.3.3.1]...2.2.2.1[2.2.2.1]
ipsec-1-tunnel1-2.2.2.1[4]: IKEv2 SPIs: 879f7ecbd9f01f5f i* acb23e4c7367feb3 _r, pre-shared key
reauthentication in 2 hours

ipsec-1-tunnel1-2.2.2.1[4]: IKE proposal: AES_CBC_128/HMAC_SHA1_96/PRF_HMAC_SHA1/MODP_1536
ipsec-1-tunnell-2.2.2.1{6}: INSTALLED, TRANSPORT, reqid 2, ESP SPIs: c439b2ec_i ceb33ae2 o
ipsec-1-tunnell1-2.2.2.1{6}: AES_CBC_128/HMAC_SHA1 96, 69 bytes_i (1 pkt, 177s ago), 218 bytes_o (2 pkts,
177s ago), rekeying in 41 minutes

ipsec-1-tunnell1-2.2.2.1{6}: 3.3.3.1/32[gre] === 2.2.2.1/32[gre]

ipsec-1-tunnel1-1.1.1.1[2]: ESTABLISHED 12 minutes ago, 3.3.3.1(3.3.3.1]...1.1.1.1[1.1.1.1]
ipsec-1-tunnell-1.1.1.1[2]: IKEv2 SPIs: aa3477acf2fe29b4_i* 8fa57ce86faaacd2_r, pre-shared key
reauthentication in 2 hours

ipsec-1-tunnel1-1.1.1.1[2]: IKE proposal: AES_CBC_128/HMAC_SHA1_96/PRF_HMAC_SHA1/MODP_1536
ipsec-1-tunnell1-1.1.1.1{2}: INSTALLED, TRANSPORT, reqid 1, ESP SPIs: c77781cd_i cd7d5a3b_o
ipsec-1-tunnell1-1.1.1.1{2}: AES_CBC_128/HMAC_SHA1 96, 69 bytes_i (1 pkt, 768s ago), 218 bytes_o (2 pkts,
768s ago), rekeying in 31 minutes

ipsec-1-tunnel1-1.1.1.1{2}: 3.3.3.1/32[gre] === 1.1.1.1/32[gre]

11.9.3.5 BbinonHnte komaHay show ipsec status all Ha RouterB ana BbiBoAaa

I/IHCbOpMaLWIVII/I O COCTOAHUN ipSGC-COG,EI,I/IHeHI/IFI.

Status of IKE charon daemon (strongSwan 5.9.14, Linux 4.4.165-bfkx, mips):
uptime: 13 minutes, since Jul 20 01:26:31 2024
malloc: sbrk 671744, mmap 0, used 297448, free 374296
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 4
loaded plugins: charon aes des rc2 sha2 shal md5 mgfl random nonce x509 revocation constraints pubkey
pkes1 pkes7 pkes12 pgp dnskey sshkey pem pkes8 fips-prf gmp curve25519 xcbc cmac hmac kdf gecm drbg attr
kernel-netlink resolve socket-default stroke vici updown xauth-generic counters
Listening IP addresses:
1.1.1.1
192.168.0.1
10.10.10.2
Connections:
ipsec-1-tunnell: 1.1.1.1...%any IKEv2
ipsec-1-tunnell: local: [1.1.1.1] uses pre-shared key authentication
ipsec-1-tunnell: remote: uses pre-shared key authentication
ipsec-1-tunnell: child: 1.1.1.1/32[gre] === 0.0.0.0/0[gre] TRANSPORT
ipsec-1-tunnel1-3.3.3.1: 1.1.1.1...3.3.3.1 IKEv2
ipsec-1-tunnel1-3.3.3.1: local: [1.1.1.1] uses pre-shared key authentication
ipsec-1-tunnel1-3.3.3.1: remote: [3.3.3.1] uses pre-shared key authentication
ipsec-1-tunnel1-3.3.3.1: child: 1.1.1.1/32[gre] ===3.3.3.1/32[gre] TRANSPORT
Security Associations (1 up, 0 connecting):
ipsec-1-tunnel1-3.3.3.1[2]: ESTABLISHED 13 minutes ago, 1.1.1.1[1.1.1.1]...3.3.3.1[3.3.3.1]
ipsec-1-tunnel1-3.3.3.1[2]: IKEv2 SPIs: aa3477acf2fe29b4 i 8fa57ce86faaacd2_r*, pre-shared key
reauthentication in 2 hours
ipsec-1-tunnel1-3.3.3.1[2]: IKE proposal: AES_CBC_128/HMAC_SHA1 96/PRF_HMAC_SHA1/MODP_1536
ipsec-1-tunnel1-3.3.3.1{3}: INSTALLED, TRANSPORT, reqid 1, ESP SPIs: cd7d5a3b_i c77781cd_o
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ipsec-1-tunnell1-3.3.3.1{3}: AES_CBC_128/HMAC_SHA1_96, 218 bytes_i (2 pkts, 801s ago), 69 bytes_o (1 pkt,
801s ago), rekeying in 32 minutes
ipsec-1-tunnel1-3.3.3.1{3}: 1.1.1.1/32[gre] === 3.3.3.1/32[gre]

11.9.3.6 BuinonHute komaHagy show ipsec status all Ha RouterC gns BbiBoAa

I/IHCbOpMaU,VIVII/I O COCTOAHUN ipSGC-COG,D,I/IHeHI/IFI.

Status of IKE charon daemon (strongSwan 5.9.14, Linux 4.4.165-bfkx, mips):

uptime: 3 minutes, since Sep 04 13:50:00 2024

malloc: sbrk 671744, mmap 0, used 304688, free 367056

worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 4

loaded plugins: charon aes des rc2 sha2 shal md5 mgfl random nonce x509 revocation constraints pubkey
pkesl pkes7 pkes12 pgp dnskey sshkey pem pkes8 fips-prf gmp curve25519 xcbc cmac hmac kdf gecm drbg attr
kernel-netlink resolve socket-default stroke vici updown xauth-generic counters
Listening IP addresses:

2.2.2.1

10.65.5.99

10.10.10.3
Connections:
ipsec-1-tunnell: 2.2.2.1...%any IKEv2
ipsec-1-tunnell: local: [2.2.2.1] uses pre-shared key authentication
ipsec-1-tunnell: remote: uses pre-shared key authentication
ipsec-1-tunnell: child: 2.2.2.1/32[gre] === 0.0.0.0/0[gre] TRANSPORT
ipsec-1-tunnel1-3.3.3.1: 2.2.2.1...3.3.3.1 IKEv2
ipsec-1-tunnel1-3.3.3.1: local: [2.2.2.1] uses pre-shared key authentication
ipsec-1-tunnel1-3.3.3.1: remote: [3.3.3.1] uses pre-shared key authentication
ipsec-1-tunnell1-3.3.3.1: child: 2.2.2.1/32[gre] === 3.3.3.1/32[gre] TRANSPORT
Security Associations (1 up, 0 connecting):
ipsec-1-tunnel1-3.3.3.1[2]: ESTABLISHED 2 minutes ago, 2.2.2.1{2.2.2.1]...3.3.3.1[3.3.3.1]
ipsec-1-tunnel1-3.3.3.1[2]: IKEv2 SPIs: 879f7ecbd9f01f5f i acb23e4c7367feb3_r*, pre-shared key
reauthentication in 2 hours
ipsec-1-tunnell-3.3.3.1[2]: IKE proposal: AES_CBC_128/HMAC_SHA1 96/PRF_HMAC_SHA1/MODP_1536
ipsec-1-tunnel1-3.3.3.1{3}: INSTALLED, TRANSPORT, reqid 1, ESP SPIs: ceb33ae2_i c439b2ec_o
ipsec-1-tunnel1-3.3.3.1{3}: AES_CBC_128/HMAC_SHA1 96, 218 bytes_i (2 pkts, 158s ago), 69 bytes_o (1 pkt,
158s ago), rekeying in 44 minutes
ipsec-1-tunnell-3.3.3.1{3}: 2.2.2.1/32[gre] === 3.3.3.1/32[gre]

11.10 HacTpowmka IPsec
11.10.1 OnncaHne HaCTPOKnKK

Kak nokasaHo Ha pucyHKe 62 B KayeCTBE€ OCHOBHbIX YCTPOWCTB WCMOMb3YKTCH Tpu
cepBUCHbIX MapLipyTmsaTtopa - RouterA, RouterB n RouterC.
Ha yctponctBax RouterA, RouterB n RouterC HactpoeHbl IPsec-uHTepdencol u

HasHauveHbl IP-agpeca. MNpsamoro coceactea mexay RouterA n RouterC Her.
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OpraHusoBaHHO coeguHeHne mexay yaaneHHsimu cetsmmn 10.10.10.0/24 v 40.40.40.0/24
c nomoLbio IPsec-TyHHens, obecnevmBarollero wmndposaHue Tpaduka, Npoxoasawero vyepes

TpaH3uTHbI RouterB. B TyHHene ByaeT ncnonb3oBaTtbca ayTeHTUMMKaALMA NO KoYy (Naporsto).

IPsec-TyHHenb

il ~
7= ~
< N
4 \
@ \
$ \
/ \

RouterA l RouterB RouterC

0 oooo BN eth1 0 oooo X eth? O ooog
E:D alalala Eln alalala EZD alalala

20.20.20.1/24 20.20.20.2/24 30.30.30.1/24 30.30.30.2/24
lo1: 10.10.10.1/24 lo1: 40.40.40.1/24

PucyHok 62 — Cxema HacTponkmn npoTokona IPsec
11.10.2 OTanbl HACTPOWKM

11.10.2.1 Bongute B pexum rnobanbHON KoHurypaumMm Ha YCTpoMUCTBax nepea

HaCcTpPoWKomn

lMpu HacTponke ceTeBoro obopyaoBaHUs, OOHUM U3 rNaBHbIX LIAros, SABMASETCH BXO4 B
KOHOUrypaunoHHbIN pexxumM. KoHUrypaumMoOHHbIN pexnm - 3T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpokM. B KOH(UrypauuMoOHHOM peXxume MOXHO W3MEHATb HaCTPOUKM UHTepdencos,

MapLupyTM3aumto, 6e30nacHOCTb U ApyrMe napameTpbl YCTPOWCTB.

»
NMpumeyaHue

Router#configure terminal

11.10.2.2 HactpounTte RouterA
11.10.2.2.1 HactpownTe Ipsec

RouterA(config)#ipsec config 1

RouterA(config-ipsec-[1])#remote hash-algorithm shal
RouterA(config-ipsec-[1])#remote dh-group modp1536
RouterA(config-ipsec-[1])#remote encryption-algorithm aes128
RouterA(config-ipsec-[1])#remote authentication-method pre-shared-key
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RouterA(config-ipsec-[1])#remote exchange-mode main
RouterA(config-ipsec-[1])#sa hash-algorithm shal
RouterA(config-ipsec-[1])#sa encryption-algorithm aes128
RouterA(config-ipsec-[1])#connection start
RouterA(config-ipsec-[1])#exit

RouterA(config)#ipsec secret 30.30.30.2 password hello

11.10.2.2.2 HactponTe nHTepdenc lo1

RouterA(config)#interface lo 1
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 10.10.10.1/24
RouterA(config-if-[lo1])#exit

11.10.2.2.3 HactponTte uHTepdenc eth1

RouterA(config)#interface ethl

RouterA(config-if-[eth1])#no shutdown

RouterA(config-if-[eth1])#no ip addres dhcp

RouterA(config-if-[eth1])#ip address 20.20.20.1/24
RouterA(config-if-[eth1])#ipsec apply 1

RouterA(config-if-[eth1])#ipsec peer 30.30.30.2 source-subnet 10.10.10.0/24
RouterA(config-if-[eth1])#ipsec peer 30.30.30.2 destination-subnet 40.40.40.0/24
RouterA(config-if-[eth1])#exit

11.10.2.2.4 HacTtponTe mapLupyT1M3aLunio

RouterA(config)#ip route 30.30.30.0/24 20.20.20.2
RouterA(config)#ip route 40.40.40.0/24 30.30.30.2
RouterA(config)#end

11.10.2.3 HactpounTte RouterB

11.10.2.3.1 HactpownTe nHtepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#no ip addres dhcp
RouterB(config-if-[eth1])#ip address 20.20.20.2/24
RouterB(config-if-[eth1])#exit

11.10.2.3.2 HacTtpownte nHtepdenc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
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RouterB(config-if-[eth2])#ip address 30.30.30.1/24
RouterB(config-if-[eth2])#end

11.10.2.4 HactponTte RouterC
11.10.2.4.1 HactpownTe Ipsec

RouterC(config)#ipsec config 1
RouterC(config-ipsec-[1])#remote hash-algorithm shal
RouterC(config-ipsec-[1])#remote dh-group modp1536
RouterC(config-ipsec-[1])#remote encryption-algorithm aes128
RouterC(config-ipsec-[1])#remote authentication-method pre-shared-key
RouterC(config-ipsec-[1])#remote exchange-mode main
RouterC(config-ipsec-[1])#sa hash-algorithm shal
RouterC(config-ipsec-[1])#sa encryption-algorithm aes128
RouterC(config-ipsec-[1])#connection start
RouterC(config-ipsec-[1])#exit

RouterC(config)#ipsec secret 20.20.20.1 password hello

11.10.2.4.2 Hactponte nHTepdenc lo1

RouterC(config)#interface lo 1
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 40.40.40.1/24
RouterC(config-if-[lo1])#exit

11.10.2.4.3 HactpownTe nutepgemnc eth2

RouterC(config)#interface eth2

RouterC(config-if-[eth2])#no shutdown

RouterC(config-if-[eth2])#ip address 30.30.30.2/24
RouterC(config-if-[eth2])#ipsec apply 1

RouterC(config-if-[eth2])#ipsec peer 20.20.20.1 source-subnet 40.40.40.0/24
RouterC(config-if-[eth2])#ipsec peer 20.20.20.1 destination-subnet 10.10.10.0/24
RouterC(config-if-[eth2])#exit

11.10.2.4.4 HacTtponTe mapLupyT1M3aLunio

RouterC(config)#ip route 20.20.20.0/24 30.30.30.1
RouterC(config)#ip route 10.10.10.0/24 20.20.20.1
RouterC(config)#end

11.10.2.5 CoxpaHnte HaCTpPONKM

Mcnonb3ynte komaHay write <name> ans coxpaHeHWa HacTPOeK Ha yCTponcTBax

Bepcua 7.0

254



TyHHenupoBaHue MHCTpyKUMA NO HacTporke
KPII.465614.0011C3

»
MpumeyvaHue

Router#write <name>

11.10.3 lNpoBepka HacTpoek

11.10.3.1 BeinonHute koMaHgy show ipsec status all Ha RouterA gns BbiBoga Ha akpaH

HaCTpoeK ipsec

Status of IKE charon daemon (strongSwan 5.9.1, Linux 4.4.165-bfkx, mips):
uptime: 13 minutes, since Feb 14 14:24:11 2023
malloc: sbrk 675840, mmap 0, used 261904, free 413936
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 2
loaded plugins: charon aes des rc2 sha2 shal md5 mgfl random nonce x509 revoca
tion constraints pubkey pkcs1 pkcs7 pkcs8 pkes12 pgp dnskey sshkey pem fips-prf
gmp curve25519 xcbc cmac hmac drbg attr kernel-netlink resolve socket-default st
roke vici updown xauth-generic counters
Listening IP addresses:
20.20.20.1
10.10.10.1
Connections:

1: 20.20.20.1...30.30.30.2 IKEv1/2

1: local: [20.20.20.1] uses pre-shared key authentication

1: remote: [30.30.30.2] uses pre-shared key authentication

1: child: 10.10.10.0/24 === 40.40.40.0/24 TUNNEL
Security Associations (1 up, 0 connecting):
1[2]: ESTABLISHED 2 minutes ago, 20.20.20.1[20.20.20.1]...30.30.30.2[
30.30.30.2]
1[2]: IKEv2 SPIs: e9de5dea512fa5d7_i 1154a6e0d9645852 r*, pre-shared
key reauthentication in 2 hours
1[2]: IKE proposal: 3DES_CBC/HMAC_MD5_96/PRF_HMAC_MD5/MODP_1024
1{1}: INSTALLED, TUNNEL, reqid 1, ESP SPIs: c6be2de4 i c851516¢c_o
1{1}: AES_CBC_128/HMAC_SHA2_ 256 128, 0 bytes_i, 0 bytes_o, rekeying
in 41 minutes
1{1}: 10.10.10.0/24 === 40.40.40.0/24

11.10.3.2 BeinonHute komaHay show ipsec status all Ha RouterC gnsi BbiBoga Ha akpaH

HaCTpOeK ipsec

Status of IKE charon daemon (strongSwan 5.9.1, Linux 4.4.165-bfkx, mips):

uptime: 28 seconds, since Dec 12 14:17:23 2015

malloc: sbrk 675840, mmap 0, used 246144, free 429696

worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled:

3

loaded plugins: charon aes des rc2 sha2 shal md5 mgfl random nonce x509 revoca
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tion constraints pubkey pkcs1 pkcs7 pkcs8 pkes12 pgp dnskey sshkey pem fips-prf
gmp curve25519 xcbc cmac hmac drbg attr kernel-netlink resolve socket-default st
roke vici updown xauth-generic counters
Listening IP addresses:
30.30.30.2
40.40.40.1
Connections:
1:30.30.30.2...20.20.20.1 IKEv1/2
1: local: [30.30.30.2] uses pre-shared key authentication
1: remote: [20.20.20.1] uses pre-shared key authentication
1: child: 40.40.40.0/24 === 10.10.10.0/24 TUNNEL
Security Associations (1 up, 0 connecting):
1[1]: ESTABLISHED 14 seconds ago, 30.30.30.2[30.30.30.2]...20.20.20.1
[20.20.20.1]
1[1]: IKEv2 SPIs: e9de5dea512fa5d7_i* 1154a6e0d9645852_r, pre-shared
key reauthentication in 2 hours
1[1]: IKE proposal: 3DES_CBC/HMAC_MD5_96/PRF_HMAC_MD5/MODP_1024
1{1}: INSTALLED, TUNNEL, reqid 1, ESP SPIs: c851516c_i cbbe2de4 o
1{1}: AES_CBC_128/HMAC_SHA2_256_128, 0 bytes_i, O bytes_o, rekeying
in 44 minutes
1{1}: 40.40.40.0/24 === 10.10.10.0/24

11.10.3.3 BoinonHute komaHgy ping 40.40.40.1 source 10.10.10.1 Ha RouterA ans

NpPoOBEPKN CBA3HOCTb MeXAYy BHYTPEHHUMU CETAMU KITMEHTOB |pS€C

PING 40.40.40.1 (40.40.40.1) from 10.10.10.1 : 56(84) bytes of data.
64 bytes from 40.40.40.1: icmp_seq=1 ttl=64 time=0.808 ms
64 bytes from 40.40.40.1: icmp_seq=2 ttl=64 time=0.301 ms
64 bytes from 40.40.40.1: icmp_seq=3 ttl=64 time=0.354 ms

11.10.3.4 BoinonHute komaHay tcpdump ethl Ha RouterB ans BbiBoga NpoOBEpPKU

MHKancynauum npoxogdawnx 4epes3 TyHHe b NakeToB

»
NMpumeyaHue

Mo ymon4yaHuio ipsec B TYHENTbHOM peXxume, COOTBETCTBEHHO BUAEH BHeELIHMI IP agpec u

ESP 3aronoBok

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
11:02:30.238016 IP 20.20.20.1 > 30.30.30.2: ESP(spi=0xc851516¢,seq=0x18), length 136
11:02:30.239071 IP 30.30.30.2 > 20.20.20.1: ESP(spi=0xc6be2de4,seq=0x18), length 136
11:02:31.239249 IP 20.20.20.1 > 30.30.30.2: ESP(spi=0xc851516¢,seq=0x19), length 136
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11:02:31.240408 IP 30.30.30.2 > 20.20.20.1: ESP(spi=0xc6be2de4,seq=0x19), length 136
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12 ®YHKUUUN MPLS
12.1 PacnpepeneHue MeToK ¢ noMolLlbio npotokona LDP
12.1.1 OnncaHue HacTpPOoOnKK

Kak nokasaHo Ha pucyHke 63 B KayecTBe OCHOBHbIX YCTPOWCTB BbliOpaHbl CEPBUCHLIE
MapLpyTtusaTtopsl - RouterA, RouterB, RouterC.
HactpoeHa kommyTaumsa no MPLS wmeTkam, OuHamuyeckass MapLlipytusaumsa  AOns

nepegaym mappytoB loopback-nHtepgencos 1 npotokon Idp ana pacnpocTtpaHeHUs1 METOK.

RouterA RouterB RouterC

0 ooog 192.18.0.0/24 'O ooog 192.18.1.0/24 'O ooog
=0 oooo T etht ='n0 oooo T eth2 =‘n oooo

Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
Lo0: 1.1.1.1/32 Lo0: 2.2.2.2/32 Lo0: 3.3.3.3/132

PucyHok 63 — PacnpeneneHne meTok ¢ nomMoLLbto npotokona LDP
12.1.2 3Tanbl HACTPOWKN CETH

12.1.2.1 Boante B pexum rnobanbHOM KOHUrypaumm Ha YyCTpoOMUCTBax nepea

HaCcTpPoWKomn

Mpu HacTponke ceTeBoro obopyaoBaHus, OOHUM U3 FMNaBHbIX LWAros, ABMASETCS BXO4 B
KOHOUIypaunoHHbIN pexxuM. KoHUrypaumMoOHHbIN pexnm - 3T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpOKU. B KOH(UrypauMOHHOM peXumme MOXHO W3MEHATb HaACTPOWKM WHTepdencos,

MapLipyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl YCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal

12.1.2.2 Hactpoute RouterA

12.1.2.2.1 HacTtpounTte nHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
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RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#label-switching
RouterA(config-if-[eth1])#enable-ldp ipv4
RouterA(config-if-[eth1])#exit

12.1.2.2.2 HacTtpownTte nHtepdeinic 100

RouterA(config)#tinterface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[loO)#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

12.1.2.2.3 HactponTe aTpubyThl Nnpouecca LDP

RouterA(config)#router Idp
RouterA(config-router)#router-id 1.1.1.1
RouterA(config-router)#exit

12.1.2.2.4 Hactponte OSPF-mapLupyTusaumio ¢ ykasaHHbiMm ID obnactu Ha uHTepdencax

c IP-agpecamu

RouterA(config)#router ospf 1

RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0.0.0.0
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0.0.0.0
RouterA(config-router)#end

12.1.2.3 Hactpoute RouterB
12.1.2.3.1 HacTtpounTte nHtepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#label-switching
RouterB(config-if-[eth1])#enable-ldp ipv4
RouterB(config-if-[eth1])#exit

12.1.2.3.2 HacTtpounTte nHtepdenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#label-switching
RouterB(config-if-[eth2])#enable-ldp ipv4
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RouterB(config-if-[eth2])#exit
12.1.2.3.3 HacTtpounTte uHtepdenc lo0

RouterB(config)#tinterface lo0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#exit

12.1.2.3.4 HactponTe aTpubyThl Nnpouecca LDP

RouterB(config)#router Idp
RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#exit

12.1.2.3.5 Hactponte OSPF-mapLpyTusaumio ¢ ykaszaHHbiM |ID obnactu Ha nHTepdgencax

c IP-agpecamu

RouterB(config)#router ospf 1

RouterB(config-router)#network 2.2.2.2/32 area 0.0.0.0
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0.0.0.0
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0.0.0.0
RouterB(config-router)#end

12.1.2.4 HactponTe RouterC
12.1.2.4.1 HacTtpounTte nHtepdenc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#label-switching
RouterC(config-if-[eth2])#enable-ldp ipv4
RouterC(config-if-[eth2])#exit

12.1.2.4.2 HactpounTte nHtepdenc lo0

RouterC(config)#interface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit
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12.1.2.4.3 HacTtponTe aTpubyThl npouecca LDP

RouterC(config)#router Idp
RouterC(config-router)#router-id 3.3.3.3
RouterC(config-router)#exit

12.1.2.4.4 Hactponte OSPF-mapLpyTtusaumio ¢ ykasaHHbiM ID obnactu Ha nHTepdencax
c IP-agpecamun

RouterC(config)#router ospf 1
RouterC(config-router)#network 3.3.3.3/32 area 0.0.0.0

RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0.0.0.0
RouterC(config-router)#end

12.1.2.5 CoxpaHnTe HacCTPOMKM

MCHOﬂb3yﬁTe KOMaHay write <name> gns COXpaHeHnda HaCTpoeK Ha yCTpOIZCTBaX

»
NMpumeyaHue

Router#fwrite <name>

12.1.3 lNpoBepka HacTpoekK

12.1.3.1 BeinonHute komaHgy show |dp session Ha RouterA gna npocmoTtpa Bcex

CECCUI, yCTaHOBIEHHbIX MEXAY TEKYLUMM MapLUpyTU3aTOpPOM Mo MeTkam

Peer IP Address IF Name My Role State KeepAlive Uptime
2.2.2.2 ethl Passive OPERATIONAL 30 01:53:37

12.1.3.2 BeinonHute komaHay show mpls forwarding-table gna npocmoTpa Tabnuubl
nepeagpecaumm MPLS

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN, K- CLI FTN, L - LDP FTN, R - RSVP-TE FTN, S -
SNMP FTN, | - IGP-Shortcut, U - unknown FTN

Code FEC FTN-ID Tunnel-id Pri LSP-Type Out-Label Out-

Intf Nexthop

L> 2.2.2.2/32 1 0 Yes LSP_DEFAULT 3 ethl
198.18.0.1

L> 3.3.3.3/32 3 0 Yes LSP_DEFAULT 53122 ethl
198.18.0.1

L> 198.18.1.0/24 2 0 Yes LSP_DEFAULT 3 ethl
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198.18.0.1

12.1.3.3 BoinonHute komaHay show mpls ldp session 2.2.2.2 ansa oto6paxeHus AaHHbIX
MPLS LDP no ceccumn 2.2.2.2

Session state : OPERATIONAL

Session role : Passive

TCP Connection : Established

IP Address for TCP :2.2.2.2

Interface being used :ethl

Peer LDP ID :2.2.2.2:0

Peer LDP Password : Not Set

Adjacencies :198.18.0.1

Advertisement mode : Downstream Unsolicited

Label retention mode : Liberal

Graceful Restart : Not

Capable Keepalive Timeout :30

Reconnect Interval 115

Address List received 12.2.2.2
198.18.0.1
198.18.1.1

Received Labels : Fec Label Maps To
IPV4:3.3.3.3/32 53122 none
IPV4:2.2.2.2/32 impl-null  none

IPV4:198.18.1.0/24  impl-null none
IPV4:198.18.0.0/24  impl-null none
Sent Labels : Fec Label Maps To
IPV4:1.1.1.1/32 impl-null  none
IPV4:198.18.0.0/24  impl-null none

12.1.3.4 BoinonHute komaHgy show |dp session Ha RouterB gna npocmoTtpa Bcex

CECCUI, yCTaHOBIEHHbIX MEXAY TEKYLUMM MapLUpyTU3aTOpPOM Mo MeTkam

Peer IP Address IF Name My Role State KeepAlive Uptime
1.1.1.1 ethl Active OPERATIONAL 30 02:03:01
3.3.3.3 eth2 Passive OPERATIONAL 30 02:04:09

12.1.3.5 BeinonHute komaHgy show mpls Idp session 1.1.1.1 onsa otobpaxeHus AaHHbIX
MPLS LDP no ceccumn 1.1.1.1

Session state : OPERATIONAL
Session role : Active

TCP Connection : Established

IP Address for TCP :1.1.1.1
Interface being used :ethl

Peer LDP ID :1.1.1.1:0
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Peer LDP Password
Adjacencies
Advertisement mode
Label retention mode
Graceful Restart
Timeout

Reconnect Interval
Address List received

Received Labels

Sent Labels

: Not Set
:198.18.0.2
: Downstream Unsolicited
: Liberal
: Not Capable Keepalive
: 30
;15
:1.1.1.1
198.18.0.2
: Fec Label Maps To
IPV4:1.1.1.1/32 impl-null 53121
IPV4:198.18.0.0/24 impl-null none
: Fec Label Maps To
IPV4:3.3.3.3/32 53122 impl-null
IPV4:2.2.2.2/32 impl-null none
IPV4:198.18.1.0/24 impl-null impl-null
IPV4:198.18.0.0/24 impl-null none

12.1.3.6 BoinonHute komaHay show mpls ldp session 3.3.3.3 ana otobpaxeHust 4aHHbIX
MPLS LDP no ceccuun 3.3.3.3

Session state

Session role

TCP Connection

IP Address for TCP
Interface being used
Peer LDP ID

Peer LDP Password
Adjacencies
Advertisement mode
Label retention mode
Graceful Restart
Timeout

Reconnect Interval
Address List received

Received Labels

Sent Labels

: OPERATIONAL
: Passive
: Established
:3.3.3.3
: eth2
:3.3.3.3.0
: Not Set
:198.18.1.2
: Downstream Unsolicited
: Liberal
: Not Capable Keepalive
: 30
: 15
:3.3.3.3
198.18.1.2
: Fec Label Maps To
IPV4:3.3.3.3/32 impl-null 53122
IPV4:198.18.1.0/24 impl-null  impl-null
: Fec Label Maps To
IPV4:1.1.1.1/32 53121 impl-null
IPV4:2.2.2.2/32  impl-null none
IPV4:198.18.1.0/24 impl-null  none
IPV4:198.18.0.0/24 impl-null  none
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12.1.3.7 BoinonHute komangy show mpls forwarding-table ana npocmotpa Tabnuubl

nepeagpecaumn MPLS

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN, K - CLI
FTN, L- LDP FTN, R - RSVP-TE FTN, S - SNMP FTN, | - IGP-Shortcut, U - unknown

FTN

Code  FEC FTN-ID Tunnel-id Pri LSP-Type Out-Label Out-Intf  Nexthop
L> 1.1.1.1/32 1 0 Yes LSP_DEFAULT 3 ethl 198.18.0.2
L> 3.3.3.3/32 2 0 Yes LSP_DEFAULT 3 ethl 198.18.1.2

12.2 Co3paHue BUPTyarbHbIX YacTHbIX ceTen TpeTbero yposBHsA (MPLS L3VPN)
12.2.1 OnncaHne HaCTpPonKK

Kak nokaszaHo Ha pucyHke 64 B KayeCcTBE€ OCHOBHbIX YCTPOWCTB BbliOpaHbl CEPBUCHLIE
MapLpyTtmusaTtopsbl - RouterA, RouterB, RouterC, RouterD, RouterE.

Mexay cepBUCHbIMK MapLIpyTM3aTopamu HacTpoeH npotokon MPLS.

RouterA n RouterC sbinonHstoT ponb PE (Provider Edge) mapLipyTtnsaTopoB 1 aBnstTcs
KnoveBbiMM ANA obecnevyeHns CBA3W Mexay pasnuyHbiMu cetamn. PE mapupyTtusatopbl
HaxoAdATCA Ha rpaHvue ceTu nposavjepa.

RouterB BbinonHsaeT ponb P (Provider) mapwpyTtnsaTtopa 1 Tak e SBMsSeTCA BaXHbIM B
ceTn. P mapLipyTmnsaTop HaxoauTcs BHYTpU CeTU NpoBaraepa U OTBeYaeT 3a TPaHCMOPTUPOBKY
Tpaduka mexagy PE mapipyTtmusatopamu.

RouterD n RouterE BbinonHsitot ponb CE (Customer Edge) mapwwpyTtusatopoB. OHu

npeacTaBnaioT cobon rpaHMLy Mexay ceTbio KIMeHTa 1 CeTbo NpoBanaepa.

RouterA RouterB RouterC
(PE1) (P) (PE2)

.0 goog o _.0 ooog 192.18.1.0124 s
I 8 oo eth1 etht =0 oo eth2 ='0 oooo I
L |

eth2
eth2 Ipv4: 198.18.0.2/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24

100: 1.1.1.1/32 Ipv4: 198.18.0.1/24 100: 2.2.2.2/32 100: 3.3.3.3/32 ohd

MP-BGP

OSPF
OSPF

eth1

Ipva: 100.1.0.11/24 o
/ pva: 100.1.0.12/24
100: 4.4.4.4/32 100: 5.5.5.5/32

_ O ooog O ooog
='n pooo =:pn poon

RouterD RouterE
(CE1) (CE2)

eth1

PucyHok 64 — CosgaHune BupTyarnbHbIX YacTHbIX ceTen TpeTbero ypoHs (MPLS L3VPN)
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12.2.2 JTanbl HACTPOMKN CETH

12.2.2.1 Boante B pexum rnobanbHOM KOHdMrypaumm Ha yCTpOMCTBax nepea

HaCTPOWKOM

Mpn HacTpouke ceTeBoro obopyaoBaHWsA, OOHUM U3 FMaBHbIX LLAros, ABNSETCS BXOA B
KOHPUIYPaLMOHHBIN pexnM. KoHMUrypaumMOHHbIA peXnm - 3TO OOUH U3 PEXUMOB KOMaHZAHOW
CTPOKN. B  KOHUrypauUMOHHOM pEeXMME MOXHO WU3MEHATb HACTPOMKU UHTepdencos,

MapLpyTM3auuo, 6e30nacHoOCTb 1 Apyrne napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

12.2.2.2 Hactpoute RouterA (PE1)

12.2.2.2.1 HasHauybTe ak3emnngapy VRF nageHTudukatop maplipytmnsaTtopa un gobasbTe

CMMCOK UMMOPTHBIX N 9KCNOPTHbIX aTpmbyToB extended community ana mapLpyToB

RouterA(config)#ip vrf CUST1
RouterA(config-vrf)#router-id 1.1.1.1
RouterA(config-vrf)#rd 65000:100
RouterA(config-vrf)#route-target import 65000:101
RouterA(config-vrf)#route-target export 65000:102
RouterA(config-vrf)#exit

12.2.2.2.2 HacTtpounTte nHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#description to_P
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#label-switching
RouterA(config-if-[eth1])#enable-ldp ipv4
RouterA(config-if-[eth1])#exit

12.2.2.2.3 HacTtpounTte nHtepdenc eth2

RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#description to_CE1
RouterA(config-if-[eth2])#ip vrf forwarding CUST1
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RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 100.1.0.1/24
RouterA(config-if-[eth2])#exit

12.2.2.2.4 HacTtpownTte nHtepdenc 100

RouterA(config)ttinterface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

12.2.2.2.5 HactponTe 3anucb ansa cnucka IPv4 npedwukcoB w 3agavte atpubyTtbl Ans

npouecca LDP

RouterA(config)#ip prefix-list permit-any seq 5 permit any
RouterA(config)#router IdpRouterA(config-router)#router-id 1.1.1.1
RouterA(config-router)#receive-labels for permit-any from any
RouterA(config-router)#advertisement-mode downstream-on-demand
RouterA(config-router)#exit

12.2.2.2.6 Hactponte OSPF-mapLupyTusaumio ¢ ykaszanHbiM |ID obnactu Ha nHTepdgencax

c IP-agpecamu

RouterA(config)#router ospf
RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterA(config-router)#exit

12.2.2.2.7 HactponTe npouecc mapwpyTtudaumm OSPF un 3anyctute peamctpudyuuio B
OSPF mapuwpyTtos BGP

RouterA(config)#router ospf 1 CUST1
RouterA(config-router)#redistribute bgp
RouterA(config-router)#network 100.1.0.0 0.0.0.255 area 0
RouterA(config-router)#exit

12.2.2.2.8 HactpownTte npouecc BGP

RouterA(config)#router bgp 65000

RouterA(config-router)#neighbor 3.3.3.3 remote-as 65000
RouterA(config-router)#neighbor 3.3.3.3 update-source lo0
RouterA(config-router)#neighbor 3.3.3.3 soft-reconfiguration inbound
RouterA(config-router)#address-family vpnv4 unicast
RouterA(config-router-af)#neighbor 3.3.3.3 activate
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RouterA(config-router-af)#neighbor 3.3.3.3 soft-reconfiguration inbound
RouterA(config-router-af)#exit-address-family
RouterA(config-router)#taddress-family ipv4 vrf CUST1
RouterA(config-router-af)#redistribute connected
RouterA(config-router-af)#redistribute ospf 1
RouterA(config-router-af)#exit-address-family
RouterA(config-router)#tend

12.2.2.3 Hactpoute RouterC (PE2)

12.2.2.3.1 HasHauybTe ak3emnnsapy VRF uaeHTudgumkatop MapluipytusaTtopa n gobasbTe

CNNCOK UMMOPTHBIX N 3KCMOPTHLIX aTpnbyToB extended community ans MmapLupyToB

RouterC(config)#ip vrf CUST1
RouterC(config-vrf)#irouter-id 3.3.3.3
RouterC(config-vrf)#ird 65000:100
RouterC(config-vrf)#iroute-target export 65000:101
RouterC(config-vrf)#route-target import 65000:102
RouterC(config-vrf)#exit

12.2.2.3.2 Hactpounte nHtepdenc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#description to_P
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#label-switching
RouterC(config-if-[eth2])#enable-ldp ipv4
RouterC(config-if-[eth2])#exit

12.2.2.3.3 HactponTte nHTepdeiic ethl

RouterC(config)#interface ethl
RouterC(config-if-[eth1])#no ip address dhcp
RouterC(config-if-[eth1])#description to_CE2
RouterC(config-if-[eth1])#ip vrf forwarding CUST1
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ip address 101.1.0.1/24
RouterC(config-if-[eth1])#exit

12.2.2.3.4 HacTtpounTte nHtepdeinc o0

RouterC(config)#interface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
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RouterC(config-if-[lo0])#exit

12.2.2.3.5 Hactponte 3anucb gns cnucka IPv4 npedwmkcoB n 3agante atpmbyTbl Ana

npouecca LDP

RouterC(config)#ip prefix-list permit-any seq 5 permit any
RouterC(config)#router Idp

RouterC(config-router)#router-id 3.3.3.3
RouterC(config-router)#receive-labels for permit-any from any
RouterC(config-router)#advertisement-mode downstream-on-demand
RouterC(config-router)#exit

12.2.2.3.6 Hactponte OSPF-mapLpyTusaumio ¢ ykasanHbiM |ID obnactu Ha nHTepdgencax

c IP-agpecamun

RouterC(config)#router osrf
RouterC(config-router)#network 3.3.3.3 0.0.0.0 area 0
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterC(config-router)#exit

12.2.2.3.7 HactponTe npouecc mapwpyTtmsaunmn OSPF

RouterC(config)#router ospf 1 CUST1
RouterC(config-router)#redistribute bgp
RouterC(config-router)#network 101.1.0.0 0.0.0.255 area 0
RouterC(config-router)#exit

12.2.2.3.8 HactpownTte npouecc BGP

RouterC(config)#router bgp 65000

RouterC(config-router)#neighbor 1.1.1.1 remote-as 65000
RouterC(config-router)#neighbor 1.1.1.1 update-source lo0
RouterC(config-router)#neighbor 1.1.1.1 soft-reconfiguration inbound
RouterC(config-router)#address-family vpnv4 unicast
RouterC(config-router-af)#fneighbor 1.1.1.1 activate
RouterC(config-router-af)#fneighbor 1.1.1.1 soft-reconfiguration inbound
RouterC(config-router-af)#exit-address-family
RouterC(config-router)#address-family ipv4 vrf CUST1
RouterC(config-router-af)#redistribute connected
RouterC(config-router-af)#tredistribute ospf 1
RouterC(config-router-af)#exit-address-family
RouterC(config-router)#end
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12.2.2.4 Hactpoute RouterB (P)

12.2.2.4.1 Hactponte uHTepdenc ethl

RouterB(config)#tinterface eth1
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description to_PE1
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#label-switching
RouterB(config-if-[eth1])#enable-ldp ipv4
RouterB(config-if-[eth1])#exit

12.2.2.4.2 Hactponte uHtepdgenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#description to_PE2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#label-switching
RouterB(config-if-[eth2])#enable-ldp ipv4
RouterB(config-if-[eth2])#exit

12.2.2.4.3 Hactpoute nHtepdenc lo 0

RouterB(config)#interface lo 0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#exit

12.2.2.4.4 HactponTe 3anucb gnst cnucka IPv4 npecdwukcoB n 3agante atpubyTbl Ans

npouecca LDP

RouterB(config)#ip prefix-list permit-any seq 5 permit any
RouterB(config)#router IdpRouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#receive-labels for permit-any from any
RouterB(config-router)#advertisement-mode downstream-on-demand
RouterB(config-router)#exit

12.2.2.4.5 Hactponte OSPF-mapLupyTusaumio ¢ ykaszanHbiMm ID obnactu Ha nHtepdgencax

c IP-agpecamn

RouterB(config)#router ospf 1
RouterB(config-router)#network 2.2.2.2/32 area 0
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0
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RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterB(config-router)#end

12.2.2.5 Hactpoute RouterD (CE1)
12.2.2.5.1 HactponTe uHTepdenc eth1

RouterD(config)#tinterface eth1
RouterD(config-if-[eth1])#no ip address dhcp
RouterD(config-if-[eth1])#description to_PE1
RouterD(config-if-[eth1])#no shutdown
RouterD(config-if-[eth1])#ip address 100.1.0.2/24
RouterD(config-if-[eth1])#exit

12.2.2.5.2 HactpounTte uHtepdenc lo0

RouterD(config)#interface lo0
RouterD(config-if-[lo0])#no shutdown
RouterD(config-if-[lo0])#ip address 4.4.4.4/32
RouterD(config-if-[lo0])#exit

12.2.2.5.3 Hactponte OSPF-mapLuipyTusaumio ¢ ykaszanHbiMm |ID obnactu Ha nHTepdgencax

c IP-agpecamu

RouterD(config)#router ospf
RouterD(config-router)#network 4.4.4.4/32 area 0.0.0.0
RouterD(config-router)#network 100.1.0.0/24 area 0.0.0.0
RouterD(config-router)#end

12.2.2.6 Hactpownte RouterE (CE2)
12.2.2.6.1 HacTtpounTte nHtepdenc eth1

RouterE(config)#interface ethl

RouterE(config-if-[eth1])#no ip address dhcpRouterE(config-if-[eth1])#description to_PE2RouterE(config-if-
[eth1])#no shutdownRouterE(config-if-[eth1])#ip address 101.1.0.2/24RouterE(config-if-[eth1])#exit

12.2.2.6.2 HactpounTte nHtepdenc lo0

RouterE(config)#interface lo0
RouterE(config-if-[lo0])#no shutdown
RouterE(config-if-[lo0] )#ip address 5.5.5.5/32
RouterE(config-if-[lo0])#exit
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12.2.2.6.3 HactponTte OSPF-mapLuipyTnsaumio ¢ ykadaHHbiM ID obnactu Ha nHTepdencax
c IP-agpecamun

RouterE(config)#router ospf
RouterE(config-router)#network 5.5.5.5/32 area 0.0.0.0
RouterE(config-router)#network 101.1.0.0/24 area 0.0.0.0
RouterE(config-router)#end

12.2.2.7 CoxpaHnTe HacTpOMKMU

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha yCTpomncTBax

»
MpumeyaHue

Router#fwrite <name>

12.2.3 lpoBepka HacTpoek

12.2.3.1 BeinonHute komaHay show mpls Idp neighbor Ha RouterA ans otobpaxeHus
paHHbix MPLS LDP

IP Address Mode Intf Name  Holdtime  LDP-ldentifier
198.18.0.1 Interface ethl 15 2.2.2.2:0

12.2.3.2 BeinonHute komaHgy show mpls forwarding-table Ha RouterA ans npocmoTpa
Tabnuubl nepeagpecaunn MPLS

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN, K- CLI FTN, L— LDP FTN, R - RSVP-TE FTN, S -
SNMP FTN, | - IGP-Shortcut, U - unknown FTN

Code FEC FTN-ID Out-Intf Nexthop Tunnel-id Pri LSP-

Type Out-Label

L> 2.2.2.2/32 1 0 Yes LSP_DEFAULT 3 ethl
198.18.0.1

L> 3.3.3.3/32 2 0 Yes LSP_DEFAULT 53121 ethl
198.18.0.1

L> 198.18.1.0/24 4 0 Yes LSP_DEFAULT 3 ethl
198.18.0.1

12.2.3.3 BeinonHute komaHgy show mpls forwarding-table Ha RouterC ansa npocmoTpa
Tabnuubl nepeagpecaunn MPLS

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B- BGP FTN, K- CLI FTN, L - LDP FTN, R - RSVP-TE FTN, S -
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SNMP FTN, | - IGP-Shortcut,U - unknown FTN

Code FEC FTN-ID Out-Intf  Nexthop Tunnel-id Pri LSP-Type Out-
Label
L> 1.1.1.1/32 1 0 Yes LSP_DEFAULT 53120 eth2 198.1
8.1.1
L> 2.2.2.2/32 2 0 Yes LSP_DEFAULT 3 eth2 198.1
8.1.1
L> 198.18.0.0/32 3 0 Yes LSP_DEFAULT 3 eth2 198.1
8.1.1

12.2.3.4 BoinonHute komaHay show ip route vrf CUST1 Ha RouterA gna npocmoTtpa

Tabnuubl MapLipyTusagnm

Codes: K - kernel, C - connected, S - static, R - RIP, B- BGP O - OSPF, IA -
OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2

i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default

IP Route Table for VRF "CUST1"

0] 4.4.4.4/32 [110/20] via 100.1.0.2, eth2, 01:44:35
B 5.5.5.5/32 [200/20] via 3.3.3.3, 01:45:41

C 100.1.0.0/24 is directly connected, eth2

B 101.1.0.0/24 [200/0] via 3.3.3.3,01:27:01

Gateway of last resort is not set

12.2.3.5 BeinonHute komaHgy show ip bgp vpnv4 vrf CUST1 Ha RouterA ansa npocmoTpa
nHpopmauum no VPNv4

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
| - labeled

S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf  Weight

Path Route Distinguisher: 65000:100 (Default for VRF CUST1)

*>| 4.4.4.4/32 100.1.0.2 20 100 32768 °?

*>i 5555/32 3333 20 100 O ?
*>| 101.1.0.0/24 0.0.00 O 100 32768
*>i 100.1.0.0/24 3333 0 100 O ?

Announced routes count = 2
Accepted routes count = 2

12.2.3.6 BoinonHute komaHay show ip route Ha RouterD ana npocmoTpa Tabnuy

MapLipyTM3aumm

Codes: K - kernel, C - connected, S - static, R - RIP, B- BGP O - OSPF, IA -
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OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default

IP Route Table for VRF "default"

C 4.4.4.4/32 is directly connected, o0

OIA 5.5.5.5/32[110/21] via 100.1.0.1, eth1, 01:52:37
C 100.1.0.0/24 is directly connected, eth1

OE2 101.1.0.0/24[110/1] via 100.1.0.1, eth1, 01:35:40
C 127.0.0.0/8 is directly connected, lo

Gateway of last resort is not set

12.2.3.7 BoinonHute kKomaHay ping 5.5.5.5 repeat 4 Ha RouterD ana otnpaskn 4

3anpocos ICMP coobuieHunin

PING 5.5.5.5 (5.5.5.5) 56(84) bytes of data.

64 bytes from 5.5.5.5: icmp_seq=1 ttlI=62 time=2.97 ms

64 bytes from 5.5.5.5: icmp_seq=2 ttl=62 time=2.94 ms

64 bytes from 5.5.5.5: icmp_seq=3 ttl=62 time=2.99 ms

64 bytes from 5.5.5.5: icmp_seq=4 ttlI=62 time=2.89 ms

--- 5.5.5.5 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 7ms
rtt min/avg/max/mdev = 2.887/2.944/2.990/0.066 ms

12.2.3.8 BuinonHute komaHgy tcpdump eth?2 filter "mpls && mpls && icmp" Ha RouterC

PE2 ons aHanusa nHdopmaumm

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes

06:38:07.798169 MPLS (label 53120, exp 0, ttl 255) (label 52481, exp O, [S], ttl 255) IP 5.5.5.5 > 100.1.0.2: ICMP
echo reply, id 8362, seq 1, length 64

06:38:08.799440 MPLS (label 53120, exp 0, ttl 255) (label 52481, exp O, [S], ttl 255) IP 5.5.5.5 > 100.1.0.2: ICMP
echo reply, id 8362, seq 2, length 64

06:38:09.800652 MPLS (label 53120, exp 0, ttl 255) (label 52481, exp O, [S], ttl 255) IP 5.5.5.5 > 100.1.0.2: ICMP
echo reply, id 8362, seq 3, length 64

06:38:10.801734 MPLS (label 53120, exp 0, ttl 255) (label 52481, exp O, [S], ttl 255) IP 5.5.5.5 > 100.1.0.2: ICMP
echo reply, id 8362, seq 4, length 64

AC

4 packets captured

4 packets received by filter

0 packets dropped by kernel
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12.3 Co3paHue BUpPTYyalribHbIX YacTHbIX ceTen BTOoporo ypoBHA (MPLS L2VPN) no

TexHonornsam VPWS
12.3.1 OnncaHue HacTpPouKK

Kak nokasaHo Ha pucyHke 65 B ka4yeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapLupyTtusaTtopsl - RouterA, RouterB, RouterC, RouterD, RouterE.

Mexay cepBUCHbIMM MapLipyTusaTopaMmm HacTpoeH npoTtokosn MPLS no TexHonormsam
VPWS.

RouterA n RouterC sbinonHstoT ponb PE (Provider Edge) mapLupyTtnsaTopoB 1 aBnstoTcs
Kno4eBbiIMM ANA obecnevyeHnst CBA3N Mexay pasnuyHbiMu cetamn. PE mapupyTtusatopbl
Haxo4ATCA Ha rpaHuLe ceTu npoBanaepa.

RouterB BbinonHsaeT ponb P (Provider) maplwpyTtmnsaTtopa 1 Tak e SBfSeTCA BaXHbIM B
cetn. P mappyTusaTop HaxoguTcsi BHYTPY CETU NpoBangepa 1 oTBeyaeT 3a TPaHCNOPTUPOBKY
Tpaduka mexagy PE mapipyTtmusatopamu.

RouterD n RouterE BbinonHstoT ponb CE (Customer Edge) mapuwpyTtusatopoB. OHM
npeacTaBnsioT cOOOM rpaHnLy Mexay CeTbio KNMeHTa 1 ceTblo npoBangepa.

Ha RouterA (PE1) HacTpoeHbl nHTepdenchl eth1 - IP address 198.18.0.2/24, eth2,
loopback-nHtepdenc Io0 - IP address 1.1.1.1/32.

Ha RouterB (P) HacTpoeHbl uHTepdenchl eth1 - IP address 198.18.0.1/24, eth2 - IP
address 198.18.1.1/24, loopback-uHtepdeiic lo0 - IP address 2.2.2.2/32.

Ha RouterC (PE2) HacTpoeHbl uHTepdenchl eth1, eth2 - IP address 198.18.1.2/24,
loopback-nHtepdeic 100 - IP address 3.3.3.3/32.

Ha RouterD (CE1) HacTpoeHbl nHtepgencel eth1 - IP address 100.1.0.1/24, loopback-
nHTepdenc lo0 - IP address 4.4.4.4/32.

Ha RouterE (CE2) HacTpoeHbl nHTepdericol eth1 - IP address 198.1.0.2/24, loopback-
nHtepderic lo0 - IP address 5.5.5.5/32.
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Ipvd: 100.1.0.11/24 Ipv4: 100.1.0.12/24
100: 4.4.4.4132 100: 5.5.5.5/32
.0 oooa .0 oooa
5:n poon B:n poon

RouterD
(CE1)

RouterE
(CE2)

PucyHok 65 — Cxema HacTporku BUPTYyarnbHbIX YacTHbIX ceTer BToporo ypoBHsa (MPLS L2VPN)

12.3.2 OTanbl HAaCTPOWVKK

12.3.2.1 Bongute B pexum

HaCTpOWKOM

no texHonoruam VPWS

rnobanbHON KOHMrypauum Ha YCTpPOUCTBax nepen

I'Ile HaCTpOVIKe ceTeBoro O60py,EI,OBaHVI$|, OAHMM M3 MMaBHbIX LWAaros, ABAETCA BXOO B

KOHOUrypaunoHHbIN pexxumMm. KoHUrypaumMoOHHbIN pexnm - 9TO OOMH U3 PEXUMOB KOMaHOHOM

CTpokM. B KOH(pUrypauMoOHHOM peXxume MOXHO W3MEHATb HaCTPOUKM UHTepdencos,

MapLipyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl yCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal

12.3.2.2 HactpownTte RouterA (PE1)

12.3.2.2.1 HacTtpounTte nHtepdenc eth1

RouterA(config)#interface ethl

RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#description to_P
RouterA(config-if-[eth1])#no shutdown

RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#label-switching
RouterA(config-if-[eth1])#enable-ldp ipv4
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RouterA(config-if-[eth1])#exit
12.3.2.2.2 Hactponte uHtepdgenc eth2

RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

12.3.2.2.3 HacTtpownTte nHtepdeiic o0

RouterA(config)#interface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

12.3.2.2.4 HactpounTte nHtepdenc eth2.100

RouterA(config)#interface eth2.100
RouterA(config-if-[eth2.100])#vid 100 ethertype 0x8100
RouterA(config-if-[eth2.100])#description to_CE1
RouterA(config-if-[eth2.100])#no shutdown
RouterA(config-if-[eth2.100])#exit

12.3.2.2.5 MNpuBskute nHtepenc k Virtual Circuit MPLS Layer2

RouterA(config)#interface eth2.100
RouterA(config-if-[eth2.100])#mpls-12-circuit CUST1 ethernet
RouterA(config-if-[eth2.100])#exit

12.3.2.2.6 Co3gante ak3emMnnsip BupTyanbHon cxembl ypoBHa 2 MPLS n 3apante

aTpmbyTbl onga npouecca LDP

RouterA(config)#mpls 12-circuit CUST1 100 3.3.3.3
RouterA(config)#router Idp

RouterA(config-router)#frouter-id 1.1.1.1
RouterA(config-router)#targeted-peer ipv4 3.3.3.3
RouterA(config-router-targeted-peer)#exit-targeted-peer-mode
RouterA(config-router)#transport-address ipv4 1.1.1.1
RouterA(config-mpls)#exit

12.3.2.2.7 HactponTe npouecc mapipyTtmsaummn OSPF

RouterA(config)#router ospf
RouterA(config-router)#fnetwork 1.1.1.1 0.0.0.0 area 0
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RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterA(config-router)#tend

12.3.2.3 HactpownTte RouterB (P)
12.3.2.3.1 HactponTe uHTepdenc eth1

RouterB(config)#tinterface eth1
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description to_PE1
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#label-switching
RouterB(config-if-[eth1])#enable-ldp ipv4
RouterB(config-if-[eth1])#exit

12.3.2.3.2 HactpownTe untepdgenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#description to_PE2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#label-switching
RouterB(config-if-[eth2])#enable-ldp ipv4
RouterB(config-if-[eth2])#exit

12.3.2.3.3 Hactpoute uHtepdenc lo0

RouterB(config)#interface lo0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#exit

12.3.2.3.4 3apanTe atpubyTbl Ansa npouecca LDP

RouterB(config)#router Idp
RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#transport-address ipv4 2.2.2.2
RouterB(config-router)#exit

12.3.2.3.5 HactponTte npouecc mapwpyTtmsaunmn OSPF

RouterB(config)#router ospf
RouterB(config-router)#network 2.2.2.2/32 area 0
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0
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RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterB(config-router)#end

12.3.2.4 Hactpoute RouterC (PE2)
12.3.2.4.1 HactponTe uHTepdgenc eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#description to_P
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#label-switching
RouterC(config-if-[eth2])#enable-ldp ipv4
RouterC(config-if-[eth2])#exit

12.3.2.4.2 HactpounTte uHtepdeinc eth3

RouterC(config)#tinterface eth3
RouterC(config-if-[eth3])#no shutdown
RouterC(config-if-[eth3])#ip address 3.3.3.3/32
RouterC(config-if-[eth3])#exit

12.3.2.4.3 HactponTte untepdenc eth1.100

RouterC(config)#interface eth1.100
RouterC(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterC(config-if-[eth1.100])#description to_CE2
RouterC(config-if-[eth1.100])#no shutdown
RouterC(config-if-[eth1.100])#exit

12.3.2.4.4 MNpusskute nHtepdenc k Virtual Circuit MPLS Layer2

RouterC(config)#interface eth1.100
RouterC(config-if-[eth1.100])#)#mpls-l12-circuit CUST1 ethernet
RouterC(config-mpls)#exit

12.3.2.4.5 Co3gante ak3emMnnsip BupTyanbHon cxembl ypoBHa 2 MPLS n 3apante

aTpmbyTbl onga npouecca LDP

RouterC(config)#mpls I12-circuit CUST1 100 1.1.1.1
RouterC(config)#router Idp

RouterC(config-router)#router-id 3.3.3.3
RouterC(config-router)#targeted-peer ipv4 1.1.1.1
RouterC(config-router-targeted-peer)#exit-targeted-peer-mode
RouterC(config-router)#transport-address ipv4 3.3.3.3
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RouterC(config-router)#exit
12.3.2.4.6 HactponTe npouecc mapwpyTtusaunm OSPF

RouterC(config)#router ospf
RouterC(config-router)#network 3.3.3.3 0.0.0.0 area 0
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterC(config-router)#end

12.3.2.5 Hactpoute RouterD (CE1)

12.3.2.5.1 HactponTte uHtepdenc eth1

RouterD(config)#interface ethl
RouterD(config-if-[eth1])#no shutdown
RouterD(config-if-[eth1])#exit

12.3.2.5.2 HactponTte untepdenc eth1.100

RouterD(config)#interface eth1.100
RouterD(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterD(config-if-[eth1.100])#no shutdown
RouterD(config-if-[eth1.100])#ip address 100.1.0.11/24
RouterD(config-if-[eth1.100])#end

12.3.2.6 Hactpownte RouterE (CE2)
12.3.2.6.1 HacTtpounTte nHtepdenc eth1

RouterE(config)#interface ethl
RouterE(config-if-[eth1])#no shutdown
RouterE(config-if-[eth1])#exit

12.3.2.6.2 HactponTte untepgenc eth1.100

RouterE(config)#interface eth1.100
RouterE(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterE(config-if-[eth1.100])#no shutdown
RouterE(config-if-[eth1.100])#ip address 100.1.0.12/24
RouterE(config-if-[eth1.100])#end

12.3.2.7 CoxpaHnTe HaCTpPONKM

Mcnonb3ynte komaHay write <name> ans coxpaHeHWa HacTPOeK Ha yCTponcTBax
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»
MpumeyvaHue

Router#write <name>

12.3.3 NpoBepka HacTpoek

12.3.3.1 BeinonHute komaHgy show ldp mpls-12-circuit Ha RouterA, 4tobbl 0TOOpa3nTb
CBOAHYI MHGOpMauuio BUpTyanbHon cxemsbl ypoBHs 2 (Layer-2 Virtual Circuit) o6o Bcex

BUpTyanbHbix cxeMax MPLS, HacTpoeHHbIX Ha TekyLeM mapLupyTtusatope no metkam (LSR).

Transport Client VC VC Local Remote
Destination

VCID Binding State Type VC Label VC Label Address
100 eth2.100 UP Ethernet 53120 52480 3.3.3.3

12.3.3.2 BoinonHute komaHgy ping 100.1.0.12 repeat 4 Ha RouterD ans nposepku cBA3n
mexay RouterD n RouterE

PING 100.1.0.12 (100.1.0.12) 56(84) bytes of data.

64 bytes from 100.1.0.12: icmp_seq=1 ttl=64 time=2.98 ms

64 bytes from 100.1.0.12: icmp_seq=2 ttl=64 time=2.88 ms

64 bytes from 100.1.0.12: icmp_seq=3 ttl=64 time=2.92 ms

64 bytes from 100.1.0.12: icmp_seq=4 ttI=64 time=2.86 ms

--- 100.1.0.12 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 7ms rtt min/avg/max/mdev
=2.858/2.910/2.984/0.071 ms

12.3.3.3 BeinonHute komaHay show arp Ha RouterD gns npocmotpa tabnuy ARP

State: | - incomplete R -reachable S-stale D-delay P - probe F-failed N-noarp M - manual
IPaddress HW type Flags HW address Device
100.1.0.12 ether S 94:3f:bb:00:00:3a eth1.100

12.4 Co3gaHue BUpPTyalbHbIX YacTHbIX ceTen BToporo ypoBHsA (MPLS L2VPN) no

TexHonorusam VPLS
12.4.1 OnncaHne HaCcTpPoOKnKK

Kak nokasaHo Ha pucyHke 66 B ka4eCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEpPBUCHLIE

mapwpyTusatopsbl (RouterA, RouterB, RouterC, RouterD, RouterE).
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BboinonHeHO du3nyeckoe nNOOKMYEHME W HacTpoWka cocTtaBa obOOpyAoBaHUS B
COOTBETCTBUUN CO CXEMOW.

MPLS Layer 2 Virtual Circuit ato L2 coeguHeHve Tuna ToO4YKa-TOYKa, KOTOpas
opraHusoBaHa Yyepe3 MPLS ceTb 1 npegoctaBnseTcs Kak ycnyra oneparopa.

B Hawen cxeme mexay RouterA (PE1) un RouterC (PE2) opraHunsyetcsa LSP-TyHHenb,
yepes KOoTopbl HacTpaneaeTcs L2-a0MeH.

Ha RouterA (PE) HacTpoeHbl uHTepdenchbl eth1 - IP address 198.18.0.2/24, eth2,
loopback-nHtepdenc LoO - IP address 1.1.1.1/32.

Ha RouterB (P) HacTpoeHbl nHTepdencel eth1 - IP address 198.18.0.1/24, eth2 - IP
address 198.18.1.1/24, loopback-uHtepdenc LoO - IP address 2.2.2.2/32.

Ha RouterC (PE) HacTpoeHbl uHTepdpencol eth1, eth2 - IP address 198.18.1.2/24,
loopback-nHtepdenc LoO - IP address 3.3.3.3/32.

Ha RouterD (CE1) HacTpoeHbl nHtepgencel eth1 - IP address 100.1.0.1/24, loopback-
nHtepdenc LoO - IP address 4.4.4.4/32.

Ha RouterE (CE2) HacTpoeHbl nHTepdernickl eth1 - IP address 198.1.0.2/24, loopback-
nHtepdenc LoO - IP address 5.5.5.5/32.

RouterA n RouterC sbinonHstoT ponb PE (Provider Edge) mapLupyTtnsaTtopoB u aBnstoTCA
KnioveBbiMM ANA obecneyvyeHns CBA3W Mexay pasnuyHbiMu cetamn. PE mapupyTtusatopbl
Haxo4ATCA Ha rpaHuue ceTu nposanaepa.

RouterB BbinonHsaeT ponb P (Provider) maplpyTtmnsaTopa 1 Tak e SBMsSeTCA BaXHbIM B
ceTn. P mapLipyTusaTop HaxoguTcs BHYTPU CETU NpoBangepa u oTBeYyaeT 3a TPaHCMOPTUPOBKY
Tpaduka mexagy PE mapLipyTtmusatopamu.

RouterD n RouterE BbinonHstoT ponb CE (Customer Edge) mapwpyTtusatopoB. OHM

npeacTaBnatoT cobon rpaHMLy Mexay CceTbio KIMeHTa 1 CeTblo NpoBanaepa.

| _ O oooo 192.18.0.0124 _ O ooog 192.18.1.0124 o cooo
=:p0 ooon =0 oopo 2:pn pooo
eth1 eth1 eth2 eth2 I
| eth2 Ipv4: 198.18.0.2/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24 eth1
100: 1.1.1.1132 Ipv4: 198.18.0.1/24 100: 2.2.2.2/32 100: 3.3.3.3/32 I
eth1 eth1 I
| Ipva: 100.1.0.11/24 Ipvé: 100.1.0.12124
100: 4.4.4.4/32 100:5.5.5.5/32
— .0 ooog 0 0ooo
| =‘n ooon ='n ooon

RouterD RouterE I
(CE1) (CE2)

PucyHok 66 — Cxema co3gaHusi BUPTYyarbHbIX YacTHbIX ceTen BToporo ypoBHA (MPLS L2VPN)

no texHonornam VPLS
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12.4.2 OTanbl HACTPOMKN CETH

12.4.2.1 Boante B pexum rnobanbHOM KOHdurypaumm Ha ycTponcTBax nepen

HaCTPOWKOM

Mpn HacTpouke ceTeBoro obopyaoBaHWsA, OOHUM U3 FMaBHbIX LLAros, ABNSETCS BXOA B
KOHPUIYPaLMOHHBIN pexnM. KOHMUrypaumMOHHbBIA peXnm - 3TO OOUH U3 PEXUMOB KOMaHZAHOW
CTPOKN. B  KOHUrypauUMOHHOM pEeXMME MOXHO WU3MEHATb HACTPOMKU UHTepdencos,

MapLupyTM3auuo, 6e3onacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

12.4.2.2 Hactpoute RouterA (PE1)
12.4.2.2.1 Hactponte uHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#description to_P
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#label-switching
RouterA(config-if-[eth1])#enable-ldp ipv4
RouterA(config-if-[eth1])#exit

12.4.2.2.2 HacTtpounTte nHtepdenc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

12.4.2.2.3 HactpounTte nHtepdenc lo0

RouterA(config)#interface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit
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12.4.2.2.4 Hanctpownte nHtepgenc 2.100

RouterA(config)#tinterface eth2.100
RouterA(config-if-[eth2.100])#vid 100 ethertype 0x8100
RouterA(config-if-[eth2.100])#description to_CE1
RouterA(config-if-[eth2.100])#no shutdown
RouterA(config-if-[eth2.100])#mpls-vpls CUST1 ethernet
RouterA(config-if-[eth2.100])#exit

12.4.2.2.5 3apanTe atpubyTtbl Ansa npouecca LDP

RouterA(config)#router Idp

RouterA(config-router)#router-id 1.1.1.1
RouterA(config-router)#targeted-peer ipv4 3.3.3.3
RouterA(config-router-targeted-peer)#exit-targeted-peer-mode
RouterA(config-router)#transport-address ipv4 1.1.1.1
RouterA(config-router)#exit

12.4.2.2.6 Cosgante ak3emnnap VPLS Ha ocHoBe MPLS u HacTponTe O4HOPaHroBbIN
y3en VPLS

RouterA(config)#mpls vpls CUST1 100
RouterA(config-vpls)#signaling Idp
RouterA((config-vpls-sig))#vpls-peer 3.3.3.3
RouterA((config-vpls-sig))#exit-signaling
RouterA(config-vpls)#exit

12.4.2.2.7 HactponTe npouecc mapipyTtmsaunmn OSPF

RouterA(config)#router ospf
RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterA(config-router)#end

12.4.2.3 Hactpownte RouterB (P)
12.4.2.3.1 HactpounTte nHtepdenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description to_PE1
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#label-switching
RouterB(config-if-[eth1])#enable-ldp ipv4
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RouterB(config-if-[eth1])#exit
12.4.2.3.2 HactponTe nHTepdenc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#description to_PE2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#label-switching
RouterB(config-if-[eth2])#enable-ldp ipv4
RouterB(config-if-[eth2])#exit

12.4.2.3.3 HactpownTte nHtepdelic o0

RouterB(config)#interface lo0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#exit

12.4.2.3.4 3apante atpubyTtbl ansa npouecca LDP

RouterB(config)#router Idp
RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#transport-address ipv4 2.2.2.2
RouterB(config-router)#exit

12.4.2.3.5 HactponTe npouecc mapwpyTtmsaunmn OSPF

RouterB(config)#router ospf
RouterB(config-router)#network 2.2.2.2/32 area 0
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterB(config-router)#exit

RouterB(config)#end

12.4.2.4 Hactpownte RouterC (PE2)
12.4.2.4.1 HacTtpounTte nHtepgenc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#description to_P
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#label-switching
RouterC(config-if-[eth2])#enable-ldp ipv4
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RouterC(config-if-[eth2])#exit
12.4.2.4.2 Hactponte uHTepdemc eth1

RouterC(config)#tinterface eth1
RouterC(config-if-[eth3])#no shutdown
RouterC(config-if-[eth3])#exit

12.4.2.4.3 HactponTte untepgenc lo 0

RouterC(config)#interface lo 0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

12.4.2.4.4 HactponTte untepdenc eth1.100

RouterC(config)#interface eth1.100
RouterC(config-if-[eth3.100])#vid 100 ethertype 0x8100
RouterC(config-if-[eth3.100])#description to_CE2
RouterC(config-if-[eth3.100])#no shutdown
RouterC(config-if-[eth3.100])#mpls-vpls CUST1
RouterC(config-if-[eth3.100])#exit

12.4.2.4.5 3apante atpubyTtbl Ansa npouecca LDP

RouterC(config)#router Idp

RouterC(config-router)#router-id 3.3.3.3
RouterC(config-router)#targeted-peer ipv4 1.1.1.1
RouterC(config-router-targeted-peer)#exit-targeted-peer-mode
RouterC(config-router)#transport-address ipv4 3.3.3.3
RouterC(config-router)#exit

12.4.2.4.6 Cospgante ak3emnnap VPLS Ha ocHoBe MPLS u HacTponTe OOHOPaHroBbl
y3en VPLS

RouterC(config)#mpls vpls CUST1 100
RouterC(config-vpls)#redundancy-role primary
RouterC(config-vpls)#signaling Idp
RouterC(config-vpls-sig)#vpls-peer 1.1.1.1
RouterC(config-vpls-sig)#exit-signaling
RouterC(config-vpls)#exit
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12.4.2.4.7 HactponTe npouecc mapwpyTtusaumm OSPF

RouterC(config)#router ospf
RouterC(config-router)#network 3.3.3.3 0.0.0.0 area 0
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterC(config-router)#exit

RouterC(config)#end

12.4.2.5 Hactpoute RouterD (CE1)
12.4.2.5.1 HactponTe uHTepdenc eth1

RouterD(config)#interface eth1
RouterD(config-if-[eth1])#no shutdown
RouterD(config-if-[eth1])#exit

12.4.2.5.2 HactponTte untepdenc eth1.100

RouterD(config)#interface eth1.100
RouterD(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterD(config-if-[eth1.100])#no shutdown
RouterD(config-if-[eth1.100])#ip address 100.1.0.11/24
RouterD(config-if-[eth1.100])#end

12.4.2.6 Hactpownte RouterE (CE2)

12.4.2.6.1 HacTtpounTte nHtepdenc eth1

RouterE(config)#interface ethl
RouterE(config-if-[eth1])#no shutdown
RouterE(config-if-[eth1])#exit

12.4.2.6.2 HactpounTte untepgenc eth1.100

RouterD(config)#interface eth1.100
RouterD(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterD(config-if-[eth1.100])#no shutdown
RouterD(config-if-[eth1.100])#ip address 100.1.0.12/24
RouterD(config-if-[eth1.100])#end

12.4.2.7 CoxpaHnTe HaCTPOWKM

Mcnonb3ynte KomaHgy write <name> ans COXpaHeHUsa HacTpPOeK Ha YyCTPOUCTBaX
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»
MpumeyvaHue

Router#write <name>

12.4.3 lNpoBepka HacTpoekK

12.4.3.1 BoinonHute komaHgy show mpls vpls mesh Ha RouterA gna otobpaxeHus
nHgopmauyum o MPLS VPLS Mesh Forwarding

VPLS-ID Peer Addr Tunnel-Label In-Label Network-Intf  Out-

Label Opcode State  SIG-Protocol Status
100 3.3.33 53120 53120 ethl 52480 Push and Lookup for
VC Up LDP Active

12.4.3.2 BeinonHute komaHay show mpls forwarding-table Ha RouterA ons npocmoTpa

Tabnnubl nepeagpecauun MPLS

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN, K - CLI FTN,
L-LDP FTN, R - RSVP-TE FTN, S - SNMP FTN, | - IGP-Shortcut, U - unknown FTN

Code FEC FTN-ID  Tunnel-id  Pri LSP-Type Out-Label  Out-Intf  Nexthop

L> 2.2.2.2/32 1 0 Yes  LSP_DEFAULT 3 ethl 198.18.0.1
L> 3.3.3.3/32 2 0 Yes  LSP_DEFAULT 53120 ethl 198.18.0.1
L> 198.18.1.0/24 3 0 Yes  LSP_DEFAULT 3 ethl 198.18.0.1

12.4.3.3 BeinonHute komaHay ping 100.1.0.12 repeat 4 Ha RouterD ans npoeepku cBs3un

¢ Routerk

PING 100.1.0.12 (100.1.0.12) 56(84) bytes of data.

64 bytes from 100.1.0.12: icmp_seq=1 ttl=64 time=2.98 ms

64 bytes from 100.1.0.12: icmp_seq=2 ttl=64 time=2.88 ms

64 bytes from 100.1.0.12: icmp_seq=3 ttl=64 time=2.92 ms

64 bytes from 100.1.0.12: icmp_seq=4 ttl=64 time=2.86 ms

--- 100.1.0.12 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 7ms rtt min/avg/max/mdev
=2.858/2.910/2.984/0.071 ms

12.4.3.4 BoinonHute komaHay show arp Ha RouterD ana nposepku 3anucen ARP-

Tadnuubl

State: | - incomplete R - reachable S - stale D - delay P - probe F -failed N-noarp M - manual
IP address HW type Flags HW address Device
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100.1.0.12 ether S 94:3f:bb:00:00:3a eth1.100
12.5 PacnpegeneHnst MeTok ¢ nomMmolubio npotokona RSVP-TE
12.5.1 OnncaHue HacTpouKu

Kak nokasaHo Ha pucyHke 67 B KadeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CepBUCHLIE
MapLpyTtusaTtopsl - RouterA, RouterB, RouterC.

MpoTokon pacnpoctpaHeHus metok RSVP-TE. Ha Bcex ycTponcTBax 3anycTuTb NPOTOKOS
RSVP-TE B MMHMMarnbHOM KOHUrypauuu.

Ha RouterA n RouterC Hactpoute RSVP Trunk.

RouterA n RouterC sbinonHstoT ponb PE (Provider Edge) mapLupyTtnsaTopoB 1 aBnstoTcs
KnoyeBbIMM AN obecnedeHnsa CBA3M MeXay pasnuyHbiMn ceTsmun. PE maplipytmusatopsbl
HaxoAdATCs Ha rpaHuLe ceTu npoBangepa.

RouterB BbinonHsaeT ponb P (Provider) maplipyTtusaTtopa 1 Tak xe ABNseTCsl BaXHbIM B
ceTn. P mapLlpyTmnsaTop HaxoauTcsl BHYTPU CETU NpoBanaepa U OTBeYaeT 3a TPaHCMOPTUPOBKY
Tpaduka mexagy PE mapLipytmusatopamu.

OSPF OSPF
RouterA (PE1) —p RouterB (P) G RouterC (PE2)

= o oooo 192.18.0.0/24 = O goog 192.18.1.0/24 = o oooo
j2flalaala) ethi ethi 2flalaaa) eth2 th2 [2aflaaala)

e
Ipv4: 198.18.0.2/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/124
100: 1.1.1.1/32 Ipv4: 198.18.0.1/24 100: 2.2.2.2/32 100: 3.3.3.3/32

PucyHok 67 — Cxema HaCcTpomnKn pacnpegenieHns MeTok ¢ noMoLubto npotokona RSVP-TE
12.5.2 BTanbl HAaCTPOWKK

12.5.2.1 Bonante B pexum rnobanbHOM KOHUrypaumm Ha YCTpOWUCTBaxX nepea

HaCTpPOWMKOM

Mpn HacTpounke ceTeBoro obopyaoBaHus, OOHUM U3 rNaBHbIX LIAroB, ABMASETCHS BXO4 B
KOHOUIypauUnoHHbIN pexxuM. KoHMUrypaumMoOHHbIN pexnm - 3T0 OOMH U3 PEXMMOB KOMaHOHOM
CTpoOkU. B KOH(UrypaumMOHHOM pexmme MOXHO UW3MEHSATb HaCTPOMKN UHTepPdEencos,

MapLupyTM3aumo, 6e30nacHOCTb U Apyrue napameTpbl YCTPOUCTB.
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»
MpumeyvaHue

Router#configure terminal

12.5.2.2 Hactpoute RouterA (PE1)

12.5.2.2.1 HactponTte uHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#description to_P
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#label-switching
RouterA(config-if-[eth1])#enable-rsvp
RouterA(config-if-[eth1])#exit

12.5.2.2.2 HactpownTte nHtepderic 100

RouterA(config)#interface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

12.5.2.2.3 Bkntouynte gpemoH RSVP

RouterA(config)#router rsvp
RouterA(config-rsvp)#exit

12.5.2.2.4 HacTtpounTe npouecc mapwpyTtusaunm OSPF

RouterA(config)#router ospf
RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterA(config-router)#exit

12.5.2.2.5 Hactponte maructpans P2MP gna Resource Reservation Protocol (RSVP)
LSP

RouterA(config)#rsvp-trunk T1 ipv4
RouterA(config-rsvp)#from 1.1.1.1
RouterA(config-rsvp)#to 3.3.3.3
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RouterA(config-rsvp)#end

12.5.2.3 Hactpoute RouterB (P)
12.5.2.3.1 HactponTte uHTepdenc eth1

RouterB(config)#tinterface eth1
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description to_PE1
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#label-switching
RouterB(config-if-[eth1])#enable-rsvp
RouterB(config-if-[eth1])#exit

12.5.2.3.2 HactponTe untepdgenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#description to_PE2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#label-switching
RouterB(config-if-[eth2])#enable-rsvp
RouterB(config-if-[eth2])#exit

12.5.2.3.3 Hactpoute uHtepdenc lo0

RouterB(config)#interface lo0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#exit

12.5.2.3.4 HacTtpounTe npouecc mappyTtusaunm OSPF

RouterB(config)#router ospf
RouterB(config-router)#network 2.2.2.2/32 area 0

RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0

RouterB(config-router)#end
12.5.2.4 Hactpownte RouterC (PE2)
12.5.2.4.1 HacTtpounTte nHtepgenc eth2

RouterC(config)#tinterface eth2
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RouterC(config-if-[eth2])#description to_P
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#label-switching
RouterC(config-if-[eth2])#enable-rsvp
RouterC(config-if-[eth2])#exit

12.5.2.4.2 HactpownTte uHtepdenc lo0

RouterC(config)tinterface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

12.5.2.4.3 Bkntounte gemoH RSVP

RouterC(config)#router rsvp
RouterC(config-rsvp)#exit

12.5.2.4.4 HactponTe npouecc mapwpyTtmsaunmn OSPF

RouterC(config)#router ospf
RouterC(config-router)#network 3.3.3.3 0.0.0.0 area 0
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterC(config-router)#end

12.5.2.4.5 Hactponte maructpans P2MP gna Resource Reservation Protocol (RSVP)

LSP

RouterC(config)#rsvp-trunk T1 ipv4
RouterC(config-rsvp)#from 3.3.3.3
RouterC(config-rsvp)#to 1.1.1.1
RouterC(config-rsvp)#exit
RouterC(config)#end

12.5.2.5 CoxpaHnte HacCTpOnKu

Mcnonbaynte komaHay write <name> gnsi CoOxpaHeHNs HaCcTPOEK Ha YCTPOMUCTBaX

»
NMpumeyaHue

Router#twrite <name>
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12.5.3 lNpoBepka HacTpoek

12.5.3.1 BeinonHute komaHay show ip route Ha RouterA ana npocmoTpa MapLupyToB

IPv4

Codes: K - kernel, C - connected, S - static, R - RIP, B- BGP O - OSPF, IA -
OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2

i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default

IP Route Table for VRF "default"

1.1.1.1/32 is directly connected, lo0

2.2.2.2/32[110/11] via 198.18.0.1, eth1, 00:16:07
3.3.3.3/32[110/12] via 198.18.0.1, eth1, 00:16:07
127.0.0.0/8 is directly connected, lo

198.18.0.0/24 is directly connected, eth1

198.18.1.0/24 [110/2] via 198.18.0.1, eth1, 00:16:07
Gateway of last resort is not set

OOO0O0OO0O

12.5.3.2 BoinonHute komaHgy show mpls forwarding-table Ha RouterA ans

oTobpaxeHus Tabnuusl nepeagpecaunn MPLS

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN, K - CLI
FTN, L- LDP FTN, R - RSVP-TE FTN, S - SNMP FTN, | - IGP-Shortcut, U - unknown
FTN

Code FEC FTN-ID Tunnel-id Pri  LSP-Type Out-Label Out-Intf

R> 3.3.3.3/32 1 5001 Yes LSP_DEFAULT 52481 ethl

Nexthop
198.18.0.1

12.5.3.3 BoinonHute komaHay show rsvp session Ha RouterA ana otobpaxeHus

WHOpMaLKnK, CBSA3aHHOW C CECCUEN, ANl HACTPOEHHbIX LSP

Ingress RSVP:

To From State Pri Rt Style Labelin Labelout LSPName  DSType

3.3.33 1.1.1.1 Up Yes 1 1SE - 53481 T1 DEFAULT
Total 1 displayed, Up 1, Down O.

Egress RSVP:

To From State Pri Rt Style Labelin Labelout LSPName  DSType

1.1.1.1 3.3.33 Up Yes 1 1SE 3 - T1 ELSP_CON

Total 1 displayed, Up 1, Down O.

12.5.3.4 BuinonHute komangy show rsvp session transit Ha RouterB ansa nposepku

NHGOPMAaLMKN NO TPaH3UTHBIM CECCUSM

Transit RSVP:
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To From State Pri Rt Style Labelin Labelout LSPName DSType
1.1.1.1 3.3.3.3 Up Yes 1 1SE 52480 3 T1 ELSP_CON
3.3.33 1.1.1.1 Up Yes 1 1SE 52481 3 T1 ELSP_CON
Total 2 displayed, Up 2, Down 0.

12.5.3.5 BoinonHum komaHay ping 3.3.3.3 source 1.1.1.1 repeat 4 Ha RouterA gns

nposepkun ceasu ¢ loopback-uHtepcerncom RouterC

PING 3.3.3.3(3.3.3.3) from 1.1.1.1 : 56(84) bytes of data.

64 bytes from 3.3.3.3: icmp_seq=1 ttlI=64 time=1.57 ms

64 bytes from 3.3.3.3: icmp_seq=2 ttlI=64 time=1.50 ms

64 bytes from 3.3.3.3: icmp_seq=3 ttI=64 time=1.50 ms

64 bytes from 3.3.3.3: icmp_seq=4 ttlI=64 time=1.44 ms

--- 3.3.3.3 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 8ms rtt min/avg/max/mdev
=1.443/1.502/1.569/0.065 ms

12.5.3.6 BoinonHute komaHgy tcpdump eth?2 filter "mpls && icmp" Ha RouterB ans

aHanusa Tpadgmka B ctopoHy RouterD

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes

04:20:25.172277 MPLS (label 52480, exp O, [S], ttl 255) IP 3.3.3.3 > 1.1.1.1:ICMP echo reply, id 18734, seq 1,
length 64

04:20:26.174127 MPLS (label 52480, exp 0, [S], ttl 255) IP 3.3.3.3 > 1.1.1.1:ICMP echo reply, id 18734, seq 2,
length 64

04:20:27.175860 MPLS (label 52480, exp 0, [S], ttl 255) IP 3.3.3.3 > 1.1.1.1:ICMP echo reply, id 18734, seq 3,
length 64

04:20:28.177492 MPLS (label 52480, exp 0, [S], ttl 255) IP 3.3.3.3 > 1.1.1.1:ICMP echo reply, id 18734, seq 4,
length 64

4 packets captured
4 packets received by filter
0 packets dropped by kernel

12.6 Co3gaHue BUpTyalbHbIX YacTHbIX ceTen BToporo ypoBHA (MPLS L2VPN) no

TexHonormam VPLS c¢c BGP curHanusauuen
12.6.1 OnncaHne HacTponKK

Kak nokasaHo Ha pucyHke 68 B kayeCTBe OCHOBHbIX YCTPOMWCTB BblOpaHbl CEPBUCHbIE
MapLupyTtmnsartopsbl - RouterA, RouterB, RouterC, RouterD, RouterE.
BbinonHeHO dwm3nyeckoe MNOAKMYEHME U HACTpomka cocTtaBa o0bopyaoBaHus

B COOTBETCTBUU CO CXEMON.
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RouterA n RouterC sbinonHsoT ponb PE (Provider Edge) mapLupyTnsaTtopoB 1 aBnsaTCs
KntoveBbiMM Ana obecnevyeHusi CBA3N Mexay pasnuuHbiMu cetamn. PE mapupyTtusatopbl
HaxXoAATCs Ha rpaHuLe ceTu nposangepa.

RouterB BbinonHsaeT ponb P (Provider) maplipyTnsaTtopa v Tak xe sBRAsieTCA BaXHbIM B
ceTn. P mapLlpyTmnsaTop HaxoauTcsl BHYTpU CeTU NpoBangepa U oTBeYaeT 3a TPaHCMOPTUPOBKY
Tpaduka mexay PE mappyTtmusatopamu.

RouterD un RouterE BbinonHsoT pons CE (Customer Edge) mapwpyTtusatopoB. OHM
npeacTasnaoT cobOM rpaHnLy MexXay CeTbio KNUeHTa 1 ceTbio npoBangepa.

MPLS Virtual Private LAN Service (VPLS) ¢ BGP curHanusaumen 910 TeXHOMormg,
KoTopasi no3sonsieT obbeauHATb pacrnpefernieHHble y4acTkn cetTn B eauHbin VPLS-gomeH, npu

3TOM 3a curHanusauuto u obHapyxeHune PE otBeyaeT npotokon MP-BGP.

-r- - - - — - - - — - — — — — — — — = = — = — —
RouterA (PE1) RouterB (P) RouterB (PE2)

_ O oo 192.18.0.0/24 _ O oooo 192.18.1.0/24 _ O oooo |

| 0 oonn oth eth1 0 ooon oth? oth? 0 ooon
et Ipvd: 198.18.0.2124 Ipvd: 198.18.1.1/24 Ipvd: 198.18.1.2124 |

100: 1.1.1.1/32 Ipv4: 198.18.0.1/24 lo0: 2.2.2.2/32 lo0: 3.3.3.3/32 eth

eth1 eth1
| Ipv: 100.1.0.11/:24 Ipvd: 100.1.0.12/24
100: 4.4.4.4/32 100: 5.5.5.5/32 |

O oooo O oooo
| ='n pooo 2'n pooo |

RouterC (CE1) RouterD (CE2)

PucyHok 68 — Cxema HacTponkmn BUpTyarnbHbIX YacTHbIX ceTen BToporo ypoBHs (MPLS L2VPN)

no texHonornam VPLS ¢ BGP curHanmsauuen
12.6.2 OTanbl HACTPOWKK

12.6.2.1 Bonante B pexum rnobanbHOM KOHUrypaumm Ha YCTpOWUCTBaxX nepea

HaCTpPOMKOMn

Mpu HacTpounke ceTeBoro obopyaoBaHus, OOHUM U3 FNaBHbIX LIAroB, ABMASETCS BXO4 B
KOHOUIypauUnoHHbIN pexxuM. KoHUrypaumMOHHbIN pexnm - 3T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpokU. B KOH(UrypaumoOHHOM peXume MOXHO W3MEHATb HaCTPOWMKM UHTepdencos,

MapLupyTM3aumo, 6e3onacHoOCTb U Apyrne napamMeTpbl yCTPOWCTB.
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»
MpumeyvaHue

Router#configure terminal

12.6.2.2 Hactpoute RouterA (PE1)

12.6.2.2.1 HactponTte uHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#description to_P
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#label-switching
RouterA(config-if-[eth1])#enable-ldp ipv4
RouterA(config-if-[eth1])#exit

12.6.2.2.2 HactponTe nHTepdenc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

12.6.2.2.3 HactponTte nHtepgenc lo0

RouterA(config)#interface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

12.6.2.2.4 Hactpownte untepderic eth2.100

RouterA(config)#tinterface eth2.100
RouterA(config-if-[eth2.100])#vid 100 ethertype 0x8100
RouterA(config-if-[eth2.100])#description to_CE1
RouterA(config-if-[eth2.100])#no shutdown
RouterA(config-if-[eth2.100])#exit

12.6.2.2.5 MNpusknte uHTepgenc AC k aksemnnapy VPLS wn 3apgante atpubyTtbl ans

npouecca LDP

RouterA(config)#tinterface eth2.100

Bepcus 7.0 295



®yHkunmn MPLS NHCTpyKUMA No HacTporke
KPIIM.465614.0011C3

RouterA(config-if-[eth2.100])#mpls-vpls CUST1
RouterA(config-if-[eth2.100])#exit
RouterA(config)#router Idp
RouterA(config-router)#trouter-id 1.1.1.1
RouterA(config-router)#transport-address ipv4 1.1.1.1
RouterA(config-router)#exit

12.6.2.2.6 Cosgante ak3emnnap VPLS Ha ocHoBe MPLS u HacTpouTe OOHOpPaHroBbIn
y3en VPLS

RouterA(config)#mpls vpls CUST1 100
RouterA(config-vpls)#redundancy-role primary
RouterA(config-vpls)#vpls-mtu 1400
RouterA(config-vpls)#signaling bgp
RouterA(config-vpls-sig)#ve-id 1
RouterA(config-vpls-sig)#exit-signaling
RouterA(config-vpls)#exit

12.6.2.2.7 HactponTe npouecc mapwpyTtmsaummn OSPF

RouterA(config)#router ospf
RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterA(config-router)#exit

12.6.2.2.8 3anyctute npouecc BGP

RouterA(config)#router bgp 65000
RouterA(config-router)#neighbor 3.3.3.3 remote-as 65000
RouterA(config-router)#neighbor 3.3.3.3 update-source lo0
RouterA(config-router)#address-family 12vpn vpls
RouterA((config-router-af)#neighbor 3.3.3.3 activate
RouterA((config-router-af)#exit-address-family
RouterA(config-router)#exit

RouterA(config)t#end

12.6.2.3 Hactpownte RouterB (P)

12.6.2.3.1 HacTtpounTte nHtepdenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description to_PE1
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#label-switching
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RouterB(config-if-[eth1])#enable-ldp ipv4
RouterB(config-if-[eth1])#exit

12.6.2.3.2 HactponTe uHTepdgenc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#description to_PE2
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#label-switching
RouterB(config-if-[eth2])#enable-ldp ipv4
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

12.6.2.3.3 HactpownTte nHtepdgeiic o0

RouterB(config)#interface lo0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#exit

12.6.2.3.4 3apanTe atpmubyTbl Ansa npouecca LDP

RouterB(config)#router Idp
RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#transport-address ipv4 2.2.2.2
RouterB(config-router)#exit

12.6.2.3.5 HactponTe npouecc mapwpyTtmsaunmn OSPF

RouterB(config)#router ospf
RouterB(config-router)#network 2.2.2.2/32 area 0
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterB(config-router)#exit

RouterB(config)#end

12.6.2.4 Hactpownte RouterC (PE2)
12.6.2.4.1 HacTtpounTte nHtepdenc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#description to_P
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#label-switching
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RouterC(config-if-[eth2])#enable-ldp ipv4
RouterC(config-if-[eth2])#exit

12.6.2.4.2 Hactponte uHTepdenc eth1

RouterC(config)#interface eth1
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#exit

12.6.2.4.3 HactpounTte nHtepdeic o0

RouterC(config)#interface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

12.6.2.4.4 HactpounTte nHtepdenc eth2.100

RouterC(config)#interface eth1.100
RouterC(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterC(config-if-[eth1.100])#description to_CE2
RouterC(config-if-[eth1.100])#no shutdown
RouterC(config-if-[eth1.100])#exit

12.6.2.4.5 MNpusxxknute uHTepgenc AC k aksemnndapy VPLS n 3agante atpmbytbl ans

npouecca LDP

RouterC(config)#interface eth1.100
RouterC(config-if-[eth1.100])#mpls vpls CUST1 100
RouterC(config-if-[eth1.100])#exit
RouterC(config)#router Idp
RouterC(config-router)#router-id 3.3.3.3
RouterC(config-router)#transport-address ipv4 3.3.3.3
RouterC(config-router)#exit

12.6.2.4.6 Cosgante ak3emnnap VPLS Ha ocHoBe MPLS u HacTponTe OOHOPaHroBbli
y3en VPLS

RouterC(config)#mpls vpls CUST1 100
RouterC(config-vpls)#redundancy-role primary
RouterC(config-vpls)#vpls-mtu 1400
RouterC(config-vpls)#signaling bgp
RouterC(config-vpls-sig)#ve-id 2
RouterC(config-vpls-sig)#exit-signaling
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RouterC(config-vpls)#exit
12.6.2.4.7 HactponTe npouecc mapwpyTtusaumnn OSPF

RouterC(config)#router ospf
RouterC(config-router)#network 3.3.3.3 0.0.0.0 area 0
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterC(config-router)#exit

12.6.2.4.8 3anyctute npouecc BGP

RouterC(config)#router bgp 65000
RouterC(config-router)#neighbor 1.1.1.1 remote-as 65000
RouterC(config-router)#neighbor 1.1.1.1 update-source 100
RouterC(config-router)#address-family I12vpn vpls
RouterC(config-router-af)#neighbor 1.1.1.1 activate
RouterC(config-router-af)#exit-address-family
RouterC(config-router)#exit

RouterC(config)ttend

12.6.2.5 Hactpownte RouterD (CE1)
12.6.2.5.1 HactponTte uHTepdenc eth1

RouterD(config)#interface ethl
RouterD(config-if-[eth1])#no shutdown
RouterD(config-if-[eth1])#exit

12.6.2.5.2 Hactpownte untepdenic eth1.100

RouterD(config)#interface eth1.100
RouterD(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterD(config-if-[eth1.100])#no shutdown
RouterD(config-if-[eth1.100])#ip address 100.1.0.11/24
RouterD(config-if-[eth1.100])#exit

RouterD(config)#end

12.6.2.6 Hactpownte RouterE (CE2)
12.6.2.6.1 HacTtpounTte nHtepdenc eth1

RouterE(config)#interface ethl
RouterE(config-if-[eth1])#no shutdown
RouterE(config-if-[eth1])#exit
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12.6.2.6.2 HactponTte untepgenc eth1.100

RouterE(config)#interface eth1.100
RouterE(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterE(config-if-[eth1.100])#no shutdown
RouterE(config-if-[eth1.100])#ip address 100.1.0.12/24
RouterE(config-if-[eth1.100])#exit

RouterE(config)#end

12.6.2.7 CoxpaHnTe HacTPOMKMU

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha yCTpoMnCcTBax

»
MpumeyaHue

Router#fwrite <name>

12.6.3 lNpoBepka HacCTpoekK

12.6.3.1 BeinonHute komaHgy show ip route Ha RouterA ans npoBepku MNONyyYeHus

mMapwpyTta go 3.3.3.3/32 no npotokony OSPF

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP O - OSPF, IA -
OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2

i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default

IP Route Table for VRF "default"

1.1.1.1/32 is directly connected, lo0

2.2.2.2/32[110/20] via 198.18.0.1, eth1, 01:42:30
3.3.3.3/32[110/21] via 198.18.0.1, eth1, 01:36:18
127.0.0.0/8 is directly connected, lo

198.18.0.0/24 is directly connected, eth1

198.18.1.0/24 [110/11] via 198.18.0.1, eth1, 01:42:30

000000

12.6.3.2 BeinonHute komangy show mpls Idp session 2.2.2.2 Ha RouterA ans nposepku,

yT0 LDP ceccus yctaHoBneHa ¢ RouterB

Session state : OPERATIONAL
Sessionrole : Passive

TCP Connection : Established
IP Address for TCP :2.2.2.2
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Interface being used :ethl
Peer LDPID :2.2.2.2:0
Peer LDP Password : Not Set
Adjacencies :198.18.0.1
Advertisement mode : Downstream Unsolicited
Label retention mode : Liberal
Graceful Restart : Not Capable
Keepalive Timeout :30
Reconnect Interval :15
Address List received : 2.2.2.2
198.18.0.1
198.18.1.1
Received Labels : Fec Label Maps To
IPV4:3.3.3.3/32 53120 none
IPV4:198.18.1.0/24 impl-null none
IPV4:198.18.0.0/24 impl-null none

IPV4:2.2.2.2/32 impl-null  none
Sent Labels : Fec Label Maps To

IPV4:198.18.0.0/24  impl-null none

IPV4:1.1.1.1/32 impl-null  none

12.6.3.3 BoinonHute komaHay show mpls forwarding-table Ha RouterA gns nposepku

BblaeneHna TpaHcnoptHon metkmn ana FEC 3.3.3.3/32

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN, K- CLI FTN, L -
LDP FTN, R - RSVP-TE FTN, S - SNMP FTN, | - IGP-Shortcut, U - unknown FTN

Code FEC FTN-ID Tunnel-id Pri  LSP-Type Out-Label  Out-Intf  Nexthop

L> 2.2.2.2/32 1 0 Yes LSP_DEFAULT 3 ethl 198.18.0.1
L> 3.3.3.3/32 2 0 Yes LSP_DEFAULT 53120 ethl 198.18.0.1
L> 198.18.1.0/24 3 0 Yes LSP_DEFAULT 3 ethl 198.18.0.1

12.6.3.4 BoinonHute komaHgy show mpls vpls mesh Ha RouterA gna npoBepku, 4To

LSR-coeanHeHune ¢ RouterC yctaHoOBNEHO

VPLS-ID Peer Addr Tunnel-Label In-Label Network-Intf  Out-Label Opcode State
SIG-Protocol Status

100 3.3.3.3 53120 53762 ethl 53121 Push and Lookup
forVC UpBGP Active

12.6.3.5 BoinonHute komangy ping 100.1.0.12 repeat 4, 4T06bI Yb6EAUTBLCHA, YTO
nHTtepdencol RouterD n RouterE HacTpoeHbl M3 OOHOM MOACETU W HAXOOATCA B OLHOCM

LLnpokoBeLllaTesibHOM JOMeHe.

PING 100.1.0.12 (100.1.0.12) 56(84) bytes of data.
64 bytes from 100.1.0.12: icmp_seq=1 ttl=64 time=3.03 ms
64 bytes from 100.1.0.12: icmp_seq=2 ttl=64 time=2.96 ms
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64 bytes from 100.1.0.12: icmp_seq=3 ttI=64 time=2.82 ms

64 bytes from 100.1.0.12: icmp_seq=4 ttI=64 time=2.98 ms

--- 100.1.0.12 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 7ms rtt min/avg/max/mdev
=2.823/2.946/3.026/0.092 ms

12.6.3.6 BoinonHute komaHay show arp Ha RouterD gns nposepku ARP-Tabnuvubl

State: | - incomplete R - reachable S - stale D - delay

P-probe F-failed N-noarp M -manuallPaddress HW
HW address Device type Flags

100.1.0.12 ether S 94:3f:bb:00:00:3a eth1.100

12.7 Hactponka MPLS access list
12.7.1 OnncaHne HaCTPOnKK

Kak nokasaHo Ha pucyHke 69 B KadeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHLIE
MapLpyTtusaTtopsl - RouterA, RouterB, RouterC.

BbinonHeHO u3nyeckoe NOOKMKOYEHME M HaCTpoMKka cocTaBa o00Opy[OBaHUS B
COOTBETCTBUM CO CXEMOM NPOBELEHNSA NPOBEPKN.

Mexay Tpemsi Tectupyembimn yctponrctsamm RouterA, RouterB n RouterC HacTpoeHa
kommyTaumsa no MPLS meTkam, AMHaMmmnyeckas maplipytTmsauus Ons nepegaydyv MapLupyToB

loopback-nHtepdencos n npotokon Idp 4nsa pacnpocTpaHeHUst METOK.

RouterA RouterB RouterC

192.18.0.0/24 192.18.1.0/24
B B0oo 00 B 800
=1 pooo K 2ol etz othl =1 poo

1pv4: 198.18.0.2124 . Ipv4: 198.18.1.1124 Ipv4: 198.18.1.2124
100: 1.1.1.1/32 lpva:A98.18.0.1124 100: 2.2.2.2132 lo0: 3.3.3.3/32

3
m
(pla)
pla
pla

PucyHok 69 — Cxema HaCTponkmn BUpTyanbHbIX YacTHbIX ceTern BToporo ypoBHs (MPLS L2VPN)

no texHonornam VPWS
12.7.2 3Tanbl HACTPOWKK

12.7.2.1 Boante B pexum rnobanbHOM KOHUrypaumm Ha YCTPOWCTBAX nepea

HaCTpPOMKOM

Mpu HacTpoike ceTeBoro obopyaoBaHUs, OOHUM U3 [MaBHbIX LIAroB, SABMNSETCA BXon B

KOHPUIYpPaLMOHHBIN pexnM. KoOHMUrypaumMOHHbIA peXnM - 3TO OOUH U3 PEXUMOB KOMaHAHOW
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CTPOKN. B KOHUrypauUMOHHOM peXMMe MOXHO WU3MEHHATb HAaCTPOMKU UHTepdeuncos,

MapLipyTM3aumo, 6e30nacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

12.7.2.2 Hactpownte RouterA

12.7.2.2.1 Hactponte uHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#label-switching
RouterA(config-if-[eth1])#enable-ldp ipv4
RouterA(config-if-[eth1])#exit

12.7.2.2.2 Hactpoute nHtepdenc lo 0

RouterA(config)#interface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[loO)#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

12.7.2.2.3 3apanTe atpmnbyThl npouecca LDP

RouterA(config)#router Idp
RouterA(config-router)#router-id 1.1.1.1
RouterA(config-router)#exit

12.7.2.2.4 Bkntounte OSPF-mapuwpyTtmsaumto ¢ ykasaHHbIM ID obnactu Ha uHTepdencax

c IP-agpecamun

RouterA(config)#trouter ospf 1

RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0.0.0.0
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0.0.0.0
RouterA(config-router)#tend
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12.7.2.3 HactpownTte RouterB

12.7.2.3.1 Hactponte uHTepdemc eth1

RouterB(config)#tinterface eth1
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#label-switching
RouterB(config-if-[eth1])#enable-ldp ipv4
RouterB(config-if-[eth1])#exit

12.7.2.3.2 HactponTe untepdgenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#label-switching
RouterB(config-if-[eth2])#enable-ldp ipv4
RouterB(config-if-[eth2])#exit

12.7.2.3.3 HactpouTte nHtepdenc o0

RouterB(config)#interface lo0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#exit

12.7.2.3.4 3apanTe atpubyTbl npouecca LDP

RouterB(config)#router Idp
RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#exit

12.7.2.3.5 Bknounte OSPF-mapuwpyTtmsaumto ¢ ykasaHHbIM ID obnactu Ha uHTepdencax

c IP-agpecamu.

RouterB(config)#router ospf 1

RouterB(config-router)#network 2.2.2.2/32 area 0.0.0.0
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0.0.0.0
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0.0.0.0
RouterB(config-router)#exit
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12.7.2.3.6 Hactponte dpunbTpaumo no cnucky goctyna gna MPLS

RouterB(config)#mpls access-list 5 label 53121
RouterB(config)#tmpls filter PREMPLS deny access-list 5
RouterB(config)#end

12.7.2.4 HactpounTte RouterC
12.7.2.4.1 Hactponte uHtepdgenc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#label-switching
RouterC(config-if-[eth2])#enable-ldp ipv4
RouterC(config-if-[eth2])#exit

12.7.2.4.2 HacTtpounTte nHtepdenc lol

RouterC(config)#interface lo1
RouterC(config-if-[lo 1])#no shutdown
RouterC(config-if-[lo 1])#ip address 3.3.3.3/32
RouterC(config-if-[lo 1])#exit

12.7.2.4.3 3apanTe atpubyTbl npouecca LDP

RouterC(config)#router Idp
RouterC(config-router)#router-id 3.3.3.3
RouterC(config-router)#exit

12.7.2.4.4 Bxknounte OSPF-mapuwpyTtmsaumto ¢ ykasaHHbIM ID obnactu Ha uHTepdencax

c IP-agpecamu.

RouterC(config)#router ospf 1
RouterC(config-router)#network 3.3.3.3/32 area 0.0.0.0

RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0.0.0.0

RouterC(config-router)#end

12.7.2.5 CoxpaHnte HaCTpOMKM

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNs HacTPOEK Ha YCTPOMUCTBaxX
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»
MpumeyvaHue

Router#write <name>

12.7.3 lNpoBepka HacTpoek

12.7.3.1 BeinonHute komangy show Idp session Ha RouterA ans BbiBoga Ha 3kpaH LDP-

ceccum
Peer IP Address IF Name My Role State KeepAlive Uptime
2.2.2.2 eth2 Active OPERATIONAL 30 1d19h21m

12.7.3.2 BeinonHute komangy show ldp session Ha RouterB gns BbiBoga Ha akpaH LDP-

ceccumn

Peer IP Address IFName My Role State KeepAlive  Uptime
1.1.1.1 ethl Active OPERATIONAL 30 1d00h06m
2.2.2.2 eth2 Passive OPERATIONAL 30 1d19h22m

12.7.3.3 BeinonHute komangy show ldp session Ha RouterC ans BeiBoga Ha akpaH LDP-

ceccumn
Peer IP Address IFName My Role State KeepAlive  Uptime
2.2.2.2 eth2 Active OPERATIONAL 30 1d19h22m

12.7.3.4 BeinonHute komaHgy ping 3.3.3.3 Ha RouterA ansa npoBepku cBa3HoCTM RouterA

1 RouterC

PING 3.3.3.3 (3.3.3.3) 56(84) bytes of data.

64 bytes from 3.3.3.3: icmp_seq=1 ttl=63 time=1.96 ms

64 bytes from 3.3.3.3: icmp_seq=2 ttl=63 time=1.89 ms

64 bytes from 3.3.3.3: icmp_seq=3 ttlI=63 time=1.91 ms

--- 3.3.3.3 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 5ms
rtt min/avg/max/mdev = 1.893/1.921/1.964/0.047 ms

12.7.3.5 BeinonHute komaHay ping 1.1.1.1 Ha RouterC ons npoBepkun cBasHocT RouterA

1 RouterC

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.
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64 bytes from 1.1.1.1: icmp_seq=1 ttI=63 time=1.91 ms

64 bytes from 1.1.1.1: icmp_seq=2 ttlI=63 time=1.92 ms

64 bytes from 1.1.1.1: icmp_seq=3 tt|=63 time=1.90 ms

--- 1.1.1.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 4ms
rtt min/avg/max/mdev = 1.897/1.911/1.924/0.051 ms

12.7.3.6 BoinonHute komaHgy show mpls Idp session 1.1.1.1 Ha RouterB ans BeiBoaa

Ha akpaH LDP-ceccun

Session state : OPERATIONAL

Session role . Active

TCP Connection . Established

IP Address for TCP 1111

Interface being used : ethl

Peer LDP ID : 1.1.1.1:.0

Peer LDP Password : Not Set

Adjacencies : 198.18.0.2

Advertisement mode . Downstream Unsolicited

Label retention mode . Liberal

Graceful Restart . Not Capable

Keepalive Timeout : 30

Reconnect Interval . 15

Address List received 1111

198.18.0.2

Received Labels : Fec Label Maps To
IPV4:198.18.0.0/24 impl-null impl-null
IPV4:1.1.1.1/32 impl-null 53120

Sent Labels : Fec Label Maps To
IPV4:198.18.1.0/24 impl-null impl-null
IPV4:198.18.0.0/24 impl-null none
IPV4:3.3.3.3/32 53121 impl-null
IPV4:2.2.2.2/32 impl-null none

12.7.3.7 BeinonHute komaHgy show mpls ldp session 3.3.3.3 Ha RouterB gns BbiBoga

Ha akpaH LDP-ceccuu

Session state : OPERATIONAL
Session role . Passive

TCP Connection . Established

IP Address for TCP : 3.3.3.3
Interface being used . eth2

Peer LDP ID : 3.3.3.3:0

Peer LDP Password . Not Set
Adjacencies : 198.18.1.2
Advertisement mode . Downstream Unsolicited
Label retention mode . Liberal
Graceful Restart :  Not Capable

Bepcus 7.0 307



®dyHkymm MPLS

NHCTpyKUMS MO HacTpoiike
KPIMIr.465614.0011C3

Keepalive Timeout : 30

Reconnect Interval . 15

Address List received : 3333

198.18.1.2

Received Labels : Fec Label Maps To
IPV4:198.18.1.0/24 impl-null impl-null
IPV4:3.3.3.3/32 impl-null 53121

Sent Labels : Fec Label Maps To
IPV4:1.1.1.1/32 53120 impl-null
IPV4:198.18.0.0/24 impl-null none
IPV4:198.18.1.0/24 impl-null none
IPV4:2.2.2.2/32 impl-null none

12.7.3.8 BoinonHute komaHay ping 3.3.3.3 Ha RouterA anga nposepku cBs3HocTH loopback

mexay RouterA n RouterC

PING 3.3.3.3 (3.3.3.3) 56(84) bytes of data.
--- 3.3.3.3 ping statistics ---

3 packets transmitted, O received, 100% packet loss, time 9ms

12.7.3.9 BeinonHute komaHay ping 1.1.1.1 Ha RouterC gnga nposepku cBsa3HOCTU loopback

mexay RouterC n RouterA

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.

64 bytes from 1.1.1.1: icmp_seq=1 ttlI=63 time=1.97 ms

64 bytes from 1.1.1.1: icmp_seq=2 ttlI=63 time=1.95 ms

64 bytes from 1.1.1.1: icmp_seq=3 ttlI=63 time=1.93 ms

--- 1.1.1.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 4ms
rtt min/avg/max/mdev = 1.925/1.945/1.965/0.053 ms
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13 MYJIbTUBELLAHUE
13.1 HacTtpownka PIM n IGMP
13.1.1 OnucaHue HaCcTpPonKK

Kak nokaszaHO Ha pucyHke 70 B KayecTBe OCHOBHbIX YCTPOWCTB WCMOMb3YTCHA [Ba
CcepBUCHbIX MapLlpyTu3aTopa - RouterA, RouterB

HacTpolika Ha npumepe cepBepa ¢ onepaunoHHON CUCTEMOWN N YCTAHOBNEHHbLIM MakeToM
vlc koTopbI ByaeT BewaTb B ceTb Ha multicast-agpec 239.255.255.250 suaeo cann B hopmate
‘mp4”. RouterA n RouterB 6yayt BbinonHATb ¢yHKUuMM multicast maplpyTtusatopoB, a
npuHumate 6yaeTr VLC-KNUeHT, YCTaHOBMIEHHbIM Ha KOMMbOTEPEe noh YynpaBfieHnem

onepauyuoHHON CUCTEMOW.

VLC knuent
RouterA RouterB

= 0 0ooo __El Booo
eth1 SRl oth2 eth2 m=l=s sl ethi

198.18.1.2/24 198.18.1.1/24 100.1.0.2/24 100.1.0.1/24 198.18.2.1/24  198.18.2.2/24

PucyHok 70 — Cxema HacTtponku PIM n IGMP
13.1.2 OTanbl HACTPOWKN CETU

13.1.2.1 Boante B pexum rnobanbHOM KOHUrypaumm Ha YCTpOWCTBaxX nepes

HaCTpPOWKOM

Mpu HacTpounke ceTeBoro obopyaoBaHus, OOHUM U3 FMNaBHbIX LIAros, ABMASETCH BXO4 B
KOHOUIypauUnoHHbIN pexxuM. KoHUrypauMOHHbIN pexnm - 3T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpokU. B KOH(UrypaumMoOHHOM pexmme MOXHO W3MEHSATb HaCTPOMKU UHTepdencos,

MapLupyTM3aumo, 6e3onacHoOCTb U Apyrne napameTpbl YCTPOMCTB.

»
NMpumeyaHue

Router#configure terminal
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13.1.2.2 HacTtpownTte RouterA

13.1.2.2.1 HactponTe uHTepgencol

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit
RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 100.1.0.2/24
RouterA(config-if-[eth2])#exit

13.1.2.2.2 Hactponte PIM

RouterA(config)#ip pim interface ethl igmp 3
RouterA(config)#ip pim interface eth2 igmp 3
RouterA(config)#ip pim rp 100.1.0.2 group-prefix 239.255.255.250/32

13.1.2.2.3 HacTpounTe ctaTUyecKyro MapLupyTmMsaumo

RouterA(config)#ip route 198.18.2.0/24 100.1.0.1
RouterA(config)#end

13.1.2.3 HactpownTe RouterB

13.1.2.3.1 HacTtpounTte nHtepdencsl eth1 n eth2

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.2.1/24
RouterB(config-if-[eth1])#exit
RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 100.1.0.1/24
RouterB(config-if-[eth2])#exit

13.1.2.3.2 Hactpownte PIM n IGMP

RouterB(config)#ip pim interface eth2 igmp 3
RouterB(config)#ip pim interface ethl igmp 3
RouterB(config)#ip pim rp 100.1.0.2 group-prefix 239.255.255.250/32
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13.1.2.3.3 HactponTe cTatMyeckyto MapLupyTu3aumo

RouterB(config)#ip route 198.18.1.0/24 100.1.0.2
RouterB(config)#end

13.1.2.4 CoxpaHnTe HaCTPOMKM

Mcnonb3ynte komaHay write <name> gnsi CoxpaHeHNsa HacTpOeK Ha yCTponcTBax

»
MpumeyaHue

Router#write <name>

13.1.3 lNpoBepka HacTpoek

13.1.3.1 BeinonHute komaHgy show ip pim Ha RouterA anga nposepkun HacTpoek PIM

IPv4 PIM state: ON

Enabled interfaces:
eth2 igmp 3

RP:

interface 100.1.0.2 group-prefix 239.255.255.250/32
BFD state: OFF

13.1.3.2 BeinonHute komaHay show ip pim Ha RouterB anga nposepkn HacTpoek PIM

IPv4 PIM state: ON
Enabled interfaces:
eth2 igmp 3
ethligmp 3
RP:
interface 100.1.0.2 group-prefix 239.255.255.250/32
BFD state: OFF

Ha VLC cepBepe 3anyctute BUAEO NOTOK HA MynbTUKacT agpec 239.255.255.250

13.1.3.3 BuinonHute komaHgy tcpdump eth2 Ha RouterB uto6bl y6eantbcsa, 4to Tpaduk
NaeT K vICc KnueHTy

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes
18:44:53.682772 IP 198.18.1.2.60278 > 239.255.255.250.1234: UDP, length 1328
18:44:53.696207 IP 198.18.1.2.60278 > 239.255.255.250.1234: UDP, length 1328
18:44:53.709834 |IP 198.18.1.2.60278 > 239.255.255.250.1234: UDP, length 1328
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18:44:53.723412 |P 198.18.1.2.60278 > 239.255.255.250.1234: UDP, length 1328
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14 KAYECTBO OBCINY>KUBAHUA
14.1 HacTtpomnka pa6oTbl QoS ancumnnuHbl o6cnyxuBanusa FIFO
14.1.1 OnncaHne HaCTPOnKK

Kak nokasaHo Ha pucyHke 71 B ka4yeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapLwpyTtusaTtopsbl (ganee RouterA, RouterB, RouterC).

BbinonHeHo um3nyeckoe nNOAKMOYMEHME UM HacTpoWKa cocTaBa 06opyaoBaHMS
B COOTBETCTBMM CO CXEMOW NPOBEAEHUSA NPOBEPKN.

OucumnnuHbl obecnyxuBaHus Tpadmka, NO3BOMSAKT MapLIpyTU3aToOpy COPTUPOBaTb U
ob6pabaTbiBaTh BXoAdALWME CETEBble NakeTbl B COOTBETCTBMM C UX 3aJaHHbIM MNOfib30oBaTeNem
NPUOPUTETOM, a TaKKe OrpaHNYMBaTb NOMOCY NPOMNYCKaHUSA ANs pa3nnUYHOro Tpaduka.

Ha RouterA HacTtpoeH nHtepdenc eth1 - IP address 198.18.0.2/24.

Ha RouterB HacTpoeHbl MHTepdelichl: ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

Ha RouterC HacTpoeH nHtepdenc eth2- IP address 198.18.1.2/24.

RouterA RouterB RouterC

o oooo Eul 192.18.0.0/24 eth1 0 oooo B 192.18.1.0/24 eth2 O ooog
2!n pooo 8!n pooo 2'n pooo

Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24

PucyHok 71 — HacTponka pabotbl QoS ancumnnuHel obenyxunsanms FIFO
14.1.2 BTanbl HACTPOWKN CETU

14.1.2.1 Boante B pexum rnobanbHOM KOHUrypaumm Ha YCTpOWCTBaxX nepes

HaCTpPOWMKOM

Mpn HacTpounke ceTeBoro obopyaoBaHus, OOHUM U3 rNaBHbIX LIAroB, ABMASETCHS BXO4 B
KOHOUIypauUnoHHbIN pexxuM. KoHUrypauMOHHbIN pexnm - 3T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpOkU. B KOH(UrypauMOHHOM peXmme MOXHO W3MEHSATb HaCTPOMKU UHTEPENCOB,

MapLupyTM3aumo, 6e30nacHoOCTb U Apyrne napameTpbl YCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal
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14.1.2.2 HactpownTte RouterA

14.1.2.2.1 HactponTe uHTepdemc eth1

RouterA(config)t#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

14.1.2.2.2 HactponTte |IPv4 mapLipyT
RouterA(config)#ip route 0.0.0.0/0 198.18.0.1

14.1.2.3 Hactpoute RouterB

14.1.2.3.1 HactponTte uHtepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 192.18.0.1/24
RouterB(config-if-[eth1])#exit

14.1.2.3.2 HacTtpouTte nHtepgdenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

14.1.2.4 Hactpownte RouterC
14.1.2.4.1 HacTtpounTte nHtepdenc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

14.1.2.4.2 HactpownTe |IPv4 mapLipyT

RouterC(config)#ip route 0.0.0.0/0 198.18.1.1
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14.1.2.5 CoxpaHnTe HacTPOMKHU

Mcnonb3ynte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha yCTponcTBax

»
MpumeyaHue

Router#write <name>

14.1.3 lNpoBepka HacTpoekK

14.1.3.1 BeinonHute komaHgy ping 198.18.1.2 Ha RouterA gns npoBepku CBA3HOCTU

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.
64 bytes from 198.18.1.2: icmp_seq=1 ttl=63 time=3.80 ms
64 bytes from 198.18.1.2: icmp_seq=2 tt|=63 time=1.87 ms

14.1.3.2 BeinonHute komaHay show qos eth2 Ha RouterB 4T106bI NOCMOTPETH CHETUMK

NnakeToB

qdisc pfifo_fast 0: root refcnt 2 bands 3 priomap 1222120011111111
Sent 738 bytes 7 pkt (dropped 0, overlimits 0 requeues 0)
backlog Ob Op requeues 0

14.1.3.3 BoinonHute komaHagy show qos eth2 Ha RouterB u4tobbl ybeamntbcd, 4To

CYHETHUK yBeJIM4YMBAETCA

qdisc pfifo_fast 0: root refcnt 2 bands 3 priomap 1222120011111111
Sent 1172 bytes 12 pkt (dropped 0, overlimits 0 requeues 0)
backlog Ob Op requeues 0

14.2 HacTtpouka paboTtbl QoS aucumnnuHbl o6enyxuBaHma HTB
14.2.1 OnncaHme HaCTPOKnKK

Kak nokasaHoO Ha pucyHke 72 B KayeCTBE OCHOBHOMO YyCTPOMWCTBA BblOpaH CepBUCHbIE
MapLpyTusatopsl (ganee RouterA, RouterB, RouterC).
BbinonHeHO du3nyeckoe nNOOKMYEHWE WM HACTpoMka cocTtaBa 000pyaoBaHuUs

B COOTBETCTBMM CO CXEMOW NPOBEAEHNSI MPOBEPKMW.
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Oucumnnuubl obcnyxuBaHms Tpaduka, MO3BOMAKT MapLIpyTU3aTopy COpPTUPOBaTb U
ob6pabaTbiBaTh BXoAdALWME CeTeBble NakeTbl B COOTBETCTBMM C UX 3aJaHHbIM MOfib30oBaTeNem
NPUOPUTETOM, a TaKKe OrpaHNYMBaTb NOMOCY NPOMYCKaHUA ANs pa3nnUYHOro Tpaduka.

Ha RouterA HacTpoeH nHtepdenc eth1 - IP address 198.18.0.2/24.

Ha RouterB HacTpoeHbl nHTepdencel ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

Ha RouterC HacTpoeH nHtepdgenc eth2- IP address 198.18.1.2/24.

RouterA RouterB RouterC

o oooo KU 192.18.0.0/24 eth1 0 oooo B 192.18.1.0/24 eth2 O gooog
='n pooo =‘'n oooo ='n pooo

Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24

PucyHok 72 — Hactpowka pabotsl QoS gucuunnumHbl obcnyxmeaHms HTB
14.2.2 JTanbl HACTPOWKN CETH

14.2.2.1 Bonante B pexum rnobanbHOM KOHUrypaumm Ha YCTpOMUCTBaxX nepes

HaCcTpPouKomn

Mpn HacTporke ceTeBoro ob6opyaoBaHNsA, OAHUM M3 FMaBHbIX LIAroB, SBMSIETCA BXO4 B
KOHOUrypaunoHHbIn pexxumMm. KoHUrypaumMoOHHbIN pexnm - 9T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpokM. B KOH(UrypauMOHHOM peXxume MOXHO W3MEHATb HaCTPOWKM UHTepdencos,

MapLipyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl yCTPOMCTB.

»
NMpumeyaHue

Router#configure terminal

14.2.2.2 Hactpoute RouterA

14.2.2.2.1 HacTtpounTte nHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit
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14.2.2.2.2 HactponTte |IPv4 mapLipyT
RouterA(config)#ip route 0.0.0.0/0 198.18.0.1

14.2.2.3 HactpownTte RouterB

14.2.2.3.1 HactponTte uHTepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 192.18.0.1/24
RouterB(config-if-[eth1])#exit

14.2.2.3.2 HactponTe uHtepdgenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

14.2.2.3.3 Hactpounte HTB knaccbl 06paboTkn ceTeBbIX NakeToB

14.2.2.3.3.1 HactponTe ancumnnunHel o6cnyxmBaHms KnaccoBon aucumnnnmibsl HTB

RouterB(config)#qos eth2

RouterB(config-qos[eth2])#qos type htb 1 parent root rate 10Mbit selection-size 1500

RouterB(config-qos[eth2])#class type htb 1:2 parent 1:1 rate 5Mbit selection-size 1500 priority 1
RouterB(config-qos[eth2])#class type htb 1:3 parent 1:1 rate 3Mbit selection-size 1500 priority 2
RouterB(config-qos[eth2])#class type htb 1:4 parent 1:1 rate 1Mbit selection-size 1500 priority 3

RouterB(config-qos[eth2])#exit

14.2.2.3.3.2 HactponTe oTOOp NakeToB

RouterB(config)#ip access-list 1 protocol udp destinationports 5001
RouterB(config)#ip mangle-list prerouting access-list 1 set-flow-id 1
RouterB(config)#ip access-list 2 protocol udp destinationports 5002
RouterB(config)#ip mangle-list prerouting access-list 2 set-flow-id 2
RouterB(config)#ip access-list 3 sourceip 0.0.0.0/0 destinationip 0.0.0.0/0
RouterB(config)#ip mangle-list PREROUTING position 1 access-list 3 set-flow-id 3

14.2.2.3.3.3 HactponTe ounbTpbl Knaccos

RouterB(config)#qos eth2
RouterB(config-qos[eth2])#class 1:2 include flow 1
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RouterB(config-qos[eth2])#class 1:3 include flow 2
RouterB(config-qos[eth2])#class 1:4 include flow 3
RouterB(config-qos[eth2])#exit

14.2.2.4 Hactpounte RouterC
14.2.2.4.1 HactponTe uHtepdgenc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

14.2.2.4.2 HactponTte |IPv4 mapLipyT
RouterC(config)#ip route 0.0.0.0/0 198.18.1.1

14.2.2.5 CoxpaHnTe HacTpOMKM

MCHOﬂb3yﬁTe KOMaHay write <name> gns COXpaHeHndA HaCTpoeK Ha yCTpOIZCTBaX

»
MpumevaHue

Router#fwrite <name>

14.2.3 NpoBepka HacTpoek

14.2.3.1 BeinonHute komaHay iperf server udp port 5001 Ha RouterC ans npoBepku

paboTbl knacca 1:2

14.2.3.2 BeinonHute komaHay iperf client 198.18.1.2 udp port 5001 bandwidth 20M Ha

RouterA gns 3anycka Tpaduka mexay RouterA n RouterC

»
NMpumeyaHue

Ha RouterC y6eaunTtecsb, 4to 3Ha4yeHne Bandwidth Haxogutcsa B npegenax 5 Méut/c.

[ 3] local 198.18.1.2 port 5001 connected with 198.18.0.2 port 49527
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[ID] Interval Transfer Bandwidth Jitter Lost/Total Datagrams
[ 3] 0.0-12.4 sec 7.20 MBytes 4.86 Mbits/sec 0.257 ms 12281/17416 (71%)

14.2.3.3 BoinonHute KomaHgy iperf server udp port 5002 Ha RouterC ons npoBepku

paboTbl knacca 1:3

14.2.3.4 BoinonHute komaHay iperf client 198.18.1.2 udp port 5002 bandwidth 20M Ha

RouterA gns npoBepku paboTbl B pexume KnneHTa
»
MpumeyaHue

Ha RouterC y6eaunTtecsb, 4Tto 3Ha4yeHne Bandwidth Haxogutcsa B npegenax 3 Méut/c.

[ 3] local 198.18.1.2 port 5002 connected with 198.18.0.2 port 43398
[ ID] Interval Transfer Bandwidth Jitter Lost/Total Datagrams
[ 3] 0.0-14.0 sec 4.88 Mbytes 2.92 Mbits/sec 0.042 ms 13934/17415 (80%)

14.2.3.5 BeinonHute komaHay iperf server udp port 5003 Ha RouterC gns npoBepku

paboTbl knacca 1:4

14.2.3.6 BeinonHute komaHay iperf client 198.18.1.2 udp port 5003 bandwidth 20M Ha

RouterA gnst npoBepkn paboTbl B peXXMME KNneHTa
»
NMpumeyaHue

Ha RouterC y6eaunTtecsb, 4to 3Ha4yeHne Bandwidth Haxogutcsa B npegenax 1 Méut/c.

[ 4] local 198.18.1.2 port 5001 connected with 198.18.0.2 port 55204
[ ID] Interval Transfer Bandwidth
[ 4] 0.0-15.2 sec 1.75 Mbytes 966 Kbits/sec
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14.3 HacTtpouka paboTbl QoS avcumnnmHbl o6cnyxuBaHma SFQ
14.3.1 OnucaHue HaCTpPouKK

Kak nokasaHo Ha pucyHke 73 B KayeCTBe OCHOBHOMO YyCTPOMWCTBA BblOpaH CepBUCHbIE
MapLwpyTtusaTtopsbl (ganee RouterA, RouterB, RouterC).

BboinonHeHO u3nyeckoe NOAKMYMEHME UM HacTpoWka cocTtaBa o6opyaoBaHus
B COOTBETCTBMM CO CXEMOW NPOBEAEHNSA NPOBEPKN.

Oucumnnuubl obcnyxuBaHms Tpaduka, MO3BOMAKT MapLIpyTU3aTopy COPTUPOBaTb U
obpabaTbiBaTh BXOAdALWME CETEBble NakeTbl B COOTBETCTBMM C UX 3aJaHHbIM MOfib30BaTeNem
NPUOPUTETOM, a TaKKe OrpaHN4YMBaTb NOMOCY NPOMNYCKaHUA ANS pa3nnMYHOro Tpaduka.

Ha RouterA HacTpoeH nHtepdenc eth1 - IP address 198.18.0.2/24.

Ha RouterB HacTpoeHbl nHTepdencel ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

Ha RouterC HacTpoeH nHtepdenc eth2- IP address 198.18.1.2/24.

RouterA RouterB RouterC

'O cooo B 192.18.0.0124 eth1 'O oooo B 192:48:1.0124 eth2 'O ooog
E:p poon E:'n pooo E'n poon

Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24

PucyHok 73 — Hactpoika pabotbl QoS gucumnnumHbl obcnyxmeaHua SFQ
14.3.2 STanbl HACTPOWKK CETU

14.3.2.1 Bonante B pexum rnobanbHOM KOHUrypaumm Ha YCTpOWCTBax nepea

HaCTpPOWMKOM

Mpn HacTpomnke ceTeBoro obopyaoBaHWs, OOHUM U3 FNaBHbIX LIAroB, ABMASETCH BXO4 B
KOHOUIypauUnoHHbIN pexxuM. KoHUrypauMOHHbIN pexnm - 3TO OOMH U3 PEXUMOB KOMaHOHOM
CTpokU. B KOH(UrypaumMoOHHOM peXume MOXHO W3MEHATb HaCTPoOUKM UHTepdencos,

MapLipyTM3aumo, 6e3onacHoOCTb 1 Apyrne napameTpbl YCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal
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14.3.2.2 HacTtpownTte RouterA

14.3.2.2.1 Hactponte uHTepdemc eth1

RouterA(config)t#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

14.3.2.2.2 HactponTte |IPv4 mapLipyT
RouterA(config)#ip route 0.0.0.0/0 198.18.0.1

14.3.2.3 Hactpownte RouterB

14.3.2.3.1 HactponTte uHtepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 192.18.0.1/24
RouterB(config-if-[eth1])#exit

14.3.2.3.2 HactpounTte nHtepgdenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

14.3.2.3.3 Bkntounte 6eccknaccoyto aucumnnuny SFQ

RouterB(config)#qgos eth2

RouterB(config-qos[eth2])#qos type sfq 1 parent root queues 2048 rehash-time 120 selection-size 1500

14.3.2.4 Hactpownte RouterC
14.3.2.4.1 HacTtpounTte nHtepdenc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit
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14.3.2.4.2 HactponTte |IPv4 mapLipyT
RouterC(config)#ip route 0.0.0.0/0 198.18.1.1

14.3.2.5 CoxpaHnte HacTpOMKM

Mcnonbaynte komaHay write <name> gnsi COXpaHeHNsa HacTPOEK Ha YyCTPOMCTBaX

»
MpumeyaHue

Router#write <name>

14.3.3 lNpoBepka HacTpoekK

14.3.3.1 BoinonHute komaHay iperf server Ha RouterC ansa 3anycka paboTbl B pexume

cepBepa

14.3.3.2 BoinonHute komangy iperf client 198.18.1.2 time 60 bandwidth 500M Ha

RouterB gns 3anycka paboTbl B pexunme KnmeHTa

14.3.3.3 BoinonHute komaHgy iperf client 198.18.1.2 parallel 4 bandwidth 200K Ha
RouterA B npomexyTtke ¢ 10 go 20 cekyHg nocne 3anycka iperf Ha RouterB gna nposepku paboTbl

B peXunmMe KrimeHTa

14.3.3.4 loxgutecb 3aBeplueHna pabotbl iperf m Ha RouterC ybegmtecb no Bcem

4yeTblpeM NOTOKaM CKOPOCTb MexAay NOTOKaMMu A0oMKHa BbiTb NPYMEPHO OOUHAKOBOWA.

[ID] Interval Transfer Bandwidth

[ 5] 0.0-10.1 sec 226 MBytes 188 Mbits/sec
[ 8] 0.0-10.1 sec 226 MBytes 188 Mbits/sec
[ 710.0-10.1 sec 226 MBytes 188 Mbits/sec
[ 6] 0.0-10.1 sec 226 MBytes 188 Mbits/sec
[SUM] 0.0-10.1 sec 903 MBytes 751 Mbits/sec
[4] 0.0-60.0 sec 3.58 GBytes 512 Mbits/sec
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14.4 HacTtpouka paboTtbl QoS aucumnnuHbl o6cnyxnBaHma CBQ
14.4.1 OnncaHue HaCTPOUKK

Kak nokasaHo Ha pucyHke 74 B KayecTBe OCHOBHOrO YCTpPOMWCTBa BblOpaH CepBUCHbIN
mMapwpytusatop (RouterB) .

BboinonHeHO  u3nyeckoe NOAKMYEHME UM HacTpolka cocTtaBa o06opyaoBaHUA
B COOTBETCTBUMN CO CXEMOW NPOBEAEHUS NPOBEPKMN.

Oucumnnuubl obcnyxuBaHms Tpaduka, MO3BOMAKT MapLIpyTU3aTopy COPTUPOBaTb U
obpabaTbiBaTb BXOASLLIME CETEBble NakeTbl B COOTBETCTBUN C UX 3adaHHbIM MOSib30oBaTeNEM
NPUOPUTETOM, a TaKKe OrpaHNYMBaTb NOMOCY NPOMNYCKaHUA AS1S pa3nnUYHOro Tpaduka.

Knaccosas gucuunnunHa obenyxmnsaHna odvepegen CBQ (Class Based Queuing). CBQ
crnocobHa pacnpenenaTb NPONyCKHY0 CNOCOBHOCTL KaHana Mexay Knaccamm B COOTBETCTBUM C
3aJaHHOWN KoHurypauuen.

Ha RouterB HacTpoeHbl uHTepdencol ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

PC1 RouterB PC2

192.18.0.0/24 _ .0 oooo 192.18.1.0/24
eth1 Momoloiolol  eth2

Ipv4: 198.18.0.1/24 1pv4: 198.18.1.1/24 196:18:1:101124

198.18.0.101/24

PucyHok 74 — HacTponka pabotbl QoS ancumnnuHel obenyxunsanms CBQ
14.4.2 3Tanbl HACTPOWKN CETU

14.4.2.1 Bonante B pexum rnobanbHOM KOHUrypaumm Ha YCTpOWUCTBaxX nepea

HaCTpPOWMKOM

Mpn HacTpounke ceTeBoro obopyaoBaHus, OOHUM U3 FMNaBHbIX LIAros, ABMASETCHS BXO4 B
KOHOUIypauUnoHHbIN pexxuM. KoHUrypauMOHHbIN pexnm - 3T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpOkU. B KOH(UrypauMOHHOM peXmme MOXHO W3MEHSATb HaCTPOMKU UHTEPENCOB,

MapLupyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl YCTPOUCTB.

Bepcus 7.0 323



KavecTtBo 0b6cnyxuBaHus NHCTpyKUMA No HacTporke

KPIIr.465614.0011C3

»
MpumeyvaHue

Router#configure terminal

14.4.2.2 HactpownTte Ha PC1 ip agpec 198.18.0.101/24 n mapwpyT go cetn 198.18.1.0/24
14.4.2.3 Hactpownte Ha PC2 ip agpec 198.18.1.101/24 n mapwpyT oo cetn 198.18.0.0/24
14.4.2.4 HactpownTte RouterB

14.4.2.4.1 HactponTe uHtepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 192.18.0.1/24
RouterB(config-if-[eth1])#exit

14.4.2.4.2 HacTtponTte uHtepdenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

14.4.2.4.3 Hactponte gucumnnuHbl obcnyxmeaHus ovepenen CBQ

RouterB(config)#qos eth2

RouterB(config-qos[eth2])#qos type cbq 1 parent root avg-packet-size 1000 selection-size 1500 bandwidth
1000Mbit

RouterB(config-qos[eth2])#class type cbq 1:2 parent 1:1 rate 35Mbit selection-size 1500 avg-packet-size 100
bounded

RouterB(config-qos[eth2])#class type cbq 1:3 parent 1:2 priority 1 rate 25Mbit selection-size 1500 avg-packet-
size 1000

RouterB(config-qos[eth2])#class type cbq 1:4 parent 1:2 priority 2 rate 15Mbit selection-size 1500 avg-packet-
size 100

RouterB(config-qos[eth2])#exit

14.4.2.4.4 HactpownTte knaccudukaumo Tpaduka no nonsm DSCP

RouterB(config)#ip access-list 1 dscp 8
RouterB(config)#ip mangle-list prerouting access-list 1 set-flow-id 1
RouterB(config)#ip access-list 2 dscp 16
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RouterB(config)#ip mangle-list prerouting access-list 2 set-flow-id 2
14.4.2.4.5 MNpuBsxuTte oUNbTPbI K Krnaccam

RouterB(config)#qgos eth2
RouterB(config-qos[eth2])#class 1:3 include flow 1
RouterB(config-qos[eth2])#class 1:4 include flow 2

14.4.2.5 CoxpaHnte HacTpOMKU

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha yCTpoMCTBax

»
MpumeyaHue

Router#fwrite <name>

14.4.3 lNpoBepka HacTpoek

BoinonHute komanay iperf3 -s -B 198.18.1.101 -p 5201 & iperf3 iperf3 -s -B
198.18.1.101 -p 5202 Ha PC2 gns 3anycka ytunuTol iperf B pexxmve cepeepa

BeinonHute komangy iperf3 -c 198.18.1.101 -p 5201 -u -S 32 -b50m -T Stream1 & iperf3
-c 198.18.1.101 -p 5202 —u -S 64 -b50m -T Stream2 Ha PC1 ansa 3anycka ytunutol iperf B
pexnmMe KnmeHTa

Y6eoutecb, 4TO peanbHasi NpOMyckHas CNocOBHOCTb COOTBETCTBYET KOH(Urypauuw.
Onsa Tpadumka ¢ DSCP = 8 nponyckHast cnocobHOCTb ByaeT coctaBnsaATb npumMmepHo 25 Moéut/c.

Onsa tpacdmka ¢ DSCP = 16 nponyckHasi cnocobHocTb 6yaeT coctaBnaTbnpumepHo 15 Méut/c

Stream1:[ ID] Interval Transfer Bitrate Jitter Lost/Total

Datagrams

Stream1:[ 5] 0.00-10.00 sec 59.6 MBytes 50.0 Mbits/sec 0.000ms 0/43160
(0%)sender

Stream1:[ 5] 0.00-10.00 sec 29.2 MBytes 24.5 Mbits/sec 0.464ms 19969/41120
(49%)receiver Stream1:

Stream1:iperf Done.

Stream2:[ 5] 9.00-10.00 sec 5.96 MBytes 50.0 Mbits/sec 4317

Stream2i----------------- oo

Stream2:[ ID] Interval Transfer Bitrate Jitter Lost/Total
Datagrams

Stream2:[ 5] 0.00-10.00 sec 59.6 MBytes 50.0 Mbits/sec 0.000ms 0/43160
(0%)sender

Stream2:[ 5] 0.00-10.00 sec 17.5 MBytes 14.7 Mbits/sec 0.340ms 27076/39755
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(68%)receiver
Stream2:
Stream2:iperf Done.

14.5 HacTpowka pa6oTbl QoS ancuunnuHbl oocnyxmBaHua PQ
14.5.1 OnncaHne HaCTpPonKK

Kak nokasaHo Ha pucyHke 75 B KayeCcTBe OCHOBHOrO yCTpOWCTBa BblOpaH CEepBUCHbLIN
mMapwpyTtusatop (RouterB).

BboinonHeHO  u3nyeckoe NOAKMYEHMEe UM HacTpolka cocTtaBa o6opyaoBaHUA
B COOTBETCTBMM CO CXEMOW NPOBEAEHNSA NPOBEPKN.

OuncumnnuHbl 0BcnyXmBaHua odepeden NO3BONSAT MapLUpyTU3aTopy COpTMpoBaTh U
o6pabaTbiBaTh BXOAdALME CETEBble NakeTbl B COOTBETCTBMM C UX 3aJaHHbIM MNOfib30oBaTeNnem
NPUOPUTETOM, a TaKKe OrpaHNYMBaTb NOMOCY NPOMNYCKaHUA AN1S pa3nnUYHOro Tpaduka.

AucumnnuHa obenyxmBaHua odvepenen PQ (Priority Queuing) obpabaTbiBaeT ovepeaun
cornacHo ux npuopuTeTam.

Ha RouterB HacTpoeHbl uHTepdencol ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

PC1 PC2
RouterB

192.18.0.0/24 'O ooog 192.18.1.0124
eth1 ='p poon BT

198.18.1.101/24

198.18.0.101/24
Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24

PucyHok 75 — HacTponka pabotbl QoS ancumnnuHel obcnyxuneanms PQ
14.5.2 STanbl HACTPOWKK CETU

14.5.2.1 Boante B pexum rnobanbHOM KOHUrypaumm Ha YCTPOWCTBaxX nepea

HaCTpPOWMKOM

lMpu HacTponke ceTeBoro obopyaoBaHus, OOHUM U3 rNaBHbIX LIAroB, ABMASETCS BXO4 B
KOHOUIypauUnoHHbIN pexuM. KoHUrypaumMoHHbIN pexnm - 3T0 OOMH U3 PEXMMOB KOMaHOHOM
CTpokU. B KOH(UrypaumMOHHOM peXxume MOXHO U3MEHSATb HaCTPOMKN WHTepdencos,

MapLupyTM3aumo, 6e30nacHoOCTb U Apyrne napameTpbl YCTPOUCTB.
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»
MpumeyvaHue

Router#configure terminal

14.5.2.2 HactpownTte Ha PC1 ip agpec 198.18.0.101/24 n mapwpyT go cetn 198.18.1.0/24
14.5.2.3 HacTtpownTte Ha PC2 ip agpec 198.18.1.101/24 v mapwpyT o cetn 198.18.0.0/24
14.5.2.4 HactpownTte RouterB

14.5.2.4.1 HactponTe uHtepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 192.18.0.1/24
RouterB(config-if-[eth1])#exit

14.5.2.4.2 HactponTte uHtepdenc eth2

RouterB(config)#interface eth2

RouterB(config-if-[eth2])#no shutdown

RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#autonegotiation off duplex full speed 100
RouterB(config-if-[eth2])#exit

14.5.2.4.3 HactponTe gucumnnuHbl ob6cnyxmsaHus ovepenen PQ

RouterB(config)#qgos eth2
RouterB(config-qos[eth2])#qos type pqg 1 parent root queues 8
RouterB(config-qos[eth2])#exit

14.5.2.4.4 HactponTe knaccudukaumo Tpaduka no aHavyeHmnsa ToS

RouterB(config)#ip access-list 1 tos 224

RouterB(config)#ip access-list 2 tos 192

RouterB(config)#ip access-list 3 tos 160

RouterB(config)#ip access-list 4 tos 128

RouterB(config)#ip access-list 5 tos 96

RouterB(config)#ip access-list 6 tos 64

RouterB(config)#ip access-list 7 tos 32

RouterB(config)#ip access-list 7 tos 0

RouterB(config)#ip mangle-list prerouting access-list 1 set-flow-id 1
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RouterB(config)#ip mangle-list prerouting access-list 2 set-flow-id 2
RouterB(config)#ip mangle-list prerouting access-list 3 set-flow-id 3
RouterB(config)#ip mangle-list prerouting access-list 4 set-flow-id 4
RouterB(config)#ip mangle-list prerouting access-list 5 set-flow-id 5
RouterB(config)#ip mangle-list prerouting access-list 6 set-flow-id 6
RouterB(config)#ip mangle-list prerouting access-list 7 set-flow-id 7
RouterB(config)#ip mangle-list prerouting access-list 8 set-flow-id 8

14.5.2.4.5 HactponTe npuBA3Ky UnbTPOB K Knaccam

RouterB(config)#qos eth2

RouterB(config-qos[eth2])#class 1:1 include flow 1
RouterB(config-qos[eth2])#class 1:2 include flow 2
RouterB(config-qos[eth2])#class 1:3 include flow 3
RouterB(config-qos[eth2])#class 1:4 include flow 4
RouterB(config-qos[eth2])#class 1:5 include flow 5
RouterB(config-qos[eth2])#class 1:6 include flow 6
RouterB(config-qos[eth2])#class 1:7 include flow 7
RouterB(config-qos[eth2])#class 1:8 include flow 8

14.5.2.5 CoxpaHnTe HacTpPOMKM

Mcnonbayite kKomaHay write <name> gnsi CoOXpaHeHNs HaCTPOEK Ha YCTPOMCTBaX

»
MpumevyaHue

Router#twrite <name>

14.5.3 NpoBepka HacTpoek

BbinonHute komangy iperf3 -s -B 198.18.1.101 -p 5201 & iperf3 -s -B 198.18.1.101 -p
5202 Ha PC2 gns 3anycka ytunuthbl iperf B pexunme cepsepa

BbinonHute komaHgy iperf3 -c 198.18.1.101 -u -b60m -p 5201 -S 224 -i 10 -T Streaml1 &
iperf3 -c 198.18.1.101 -u -b100m -p 5202 -S 0 -i 10 -T Stream8 Ha PC1 gna 3anycka yTunuTbl
iperf B pexxvme KnveHTa

Y6eputecb uto ans tpadmka ¢ ToS = 224 Stream1 nponyckHasi cnocobHocTb Gyaet
cocTaBnsaTb npumepHo 60 M6ut/c

Onsa Tpaduka ¢ ToS = 0 Stream8 nponyckHasa cnocobHocTb ByaeT cocTaBnsATb NPUMEPHO

40 MouT/c

Stream8:[ ID] Interval Transfer Bitrate Total Datagrams
Stream8:[ 5] 0.00-10.00 sec 119 Mbytes 100 Mbits/sec 86319
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Stream8:[ ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams
Stream8:[ 5] 0.00-10.00 sec 119 Mbytes 100 Mbits/sec 0.000 ms 0/86319 (0%) sender

Stream8:[ 5] 0.00-10.13 sec 43.9 Mbytes 36.4 Mbits/sec 0.361 ms 54493/86317 (63%)receiver
Stream8:

Stream8: iperf Done.

Stream1:[ ID] Interval Transfer Bitrate Total Datagrams

Stream1:[ 5] 0.00-10.00 sec 71.5 Mbytes 60.0 Mbits/sec 51792

Streamli-------------------------

Stream1:[ ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams

Stream1:[ 5] 0.00-10.00 sec 71.5 Mbytes 60.0 Mbits/sec 0.000 ms 0/51792 (0%) sender
Stream1:[ 5] (0%)receiver
Stream1:

Stream1: iperf Done.
14.6 HacTtpowka pa6oTtbl QoS ancunnnuHbl o6cnyxmsaHusa WFQ
14.6.1 OnncaHne HaCTPOnKK

Kak nokasaHo Ha pucyHke 76 B KayecTBe OCHOBHOrO yCTpOWCTBa BblOpaH CepBUCHbIN
mMappyTtusatop (RouterB).

BbinonHeHO dwm3nyeckoe NOAKMOYEHME UM HACTpoOMKa cocTtaBa 00OpyaOBaHMUS
B COOTBETCTBMM CO CXEMOM NpoBeaEeHNSA NPOBEPKN.

AucumnnuHbl 0BcnyxuMBaHUA ovepeden MO3BOMAKT MapLupyTu3aTopy copTupoBatb U
obpabaTbiBaTh BXOAdALME CeTeBble MakeTbl B COOTBETCTBMM C UX 3aJaHHbIM MOfb3oBaTenem
NPUOPUTETOM, a TaKKe OrpaHn4MBaTb NOMOCY NPOMYCKaHUA AS1S pa3fUYHOro Tpaguka.

OuncumnnuHa obenyxunBanus odvepenen WFQ (Weighted Fair Queuing) obecneudnBaeT
crnpaBenvBoe pacnpeferieHne rnonockl NPONyCcKaHNa Mexay aBToMaTnyeckn popmmpyemMbiMm
noTokamu Tpaduka c y4eToM nx Beca.

Ha RouterB HacTpoeHbl nHTepdencel ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

RouterB

198.18.0.0/24 O ooog 198.18.1.0/24
-
198.18.0.101/24 etht =l zl]eth2 198.18.1.101/24

Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24

PucyHok 76 — Hactponka pabotbl QoS ancumnnundel obcnyxuneanms WFQ
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14.6.2 OTanbl HACTPOMKN CETH
14.6.2.1 BoraunTe B pexum rnobanbHOM KOHMrypauumn Ha yCTponcTBe nepen HacTpOMKOM

Mpn HacTpouke ceTeBoro obopyaoBaHusA, OOHUM U3 FMaBHbLIX LWAros, ABNSETCS BXOA B
KOHPUIYPaLMOHHBIN pexnM. KoHMUrypaumMOHHbIA PeXnM - 3TO OOUH U3 PEXUMOB KOMaHAHOW
CTPOKN. B KOHUrypauUMOHHOM peXMMe MOXHO W3MEHHATb HACTPOMKU UHTepdencos,

MapLupyTM3auuo, 6e30nacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

14.6.2.2 HactpownTte Ha PC1 ip agpec 198.18.0.101/24 n mapwpyT oo cetn 198.18.1.0/24
14.6.2.3 HactpownTte Ha PC2 ip agpec 198.18.1.101/24 n mapwpyT go cetn 198.18.0.0/24
14.6.2.4 HactpownTe RouterB

14.6.2.4.1 HactpownTte uHTepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 192.18.0.1/24
RouterB(config-if-[eth1])#exit

14.6.2.4.2 Hactponte nHTepdenc eth2

RouterB(config)#interface eth2

RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#autonegotiation off duplex full speed 100
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

14.6.2.4.3 Hactponte gucumnnuHy obcnyxusanus odepenen WFQ

RouterB(config)#qgos eth2
RouterB(config-qos[eth2])#qos type wfq 1 parent root queue-count 1024 length 512
RouterB(config-qos[eth2])#exit
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14.6.2.5 CoxpaHnte HaCTPOMKHN

Mcnonb3ynte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha yCTponcTBax

»
MpumeyaHue

Router#write <name>

14.6.3 NpoBepka HacTpoek

BbinonHute komaHay iperf3 -s -B 198.18.1.101 -p 5201& iperf3 -s -B 198.18.1.101 -p
5207& Ha PC2 gnsa 3anycka ytunuThl iperf B pexxume cepeepa

BoinonHute komangy iperf3 -c 198.18.1.101 -u -b100m -p 5201 -S 224 -i 10 -T Stream1&
iperf3-c 198.18.1.101 —u -b100m -p 5207 -S 0 -i 10 -T Stream7 Ha PC1 gns 3anycka yTunmTbl

iperf B pexume knueHTa

Y6egutech, 4to anga Tpaduka c IP Precedence = 7 (Stream1) nponyckHas cnocobHOCTb
Oynet coctaBnatb npumepHo 80 — 85 Mout/c.na Tpadumka ¢ IP Precedence = 0 (Stream?7)
nponyckHasa cnocobHocTb byaet coctaBnATb npumepHo 10 — 12 M6uTt/c. PasHunua nponyckHom
cnocobHoCcTK Mexay notokammu Stream1 n Stream2 oTnuyaeTcs npumepHo B 8 pas

Stream1: [ ID] Interval Transfer Bitrate Total Datagrams

Stream1: [ 5] 0.00-10.00 sec 119 Mbytes 100 Mbits/sec 86319
Streaml:-------------------------

Stream1: [ ID] Interval Transfer Bitrate Jitter Lost/Total

Datagrams

Stream1: [ 5] 0.00-10.00 sec 119 Mbytes 100 Mbits/sec 0.000 ms 0/86319
(0%) sender

Stream1: [ 5] 0.00-10.13 sec 101 Mbytes 84.0 Mbits/sec 0.216 ms12868/86319
(15%) receiver

Stream1:

Stream1: iperf

Done.

Stream7: [ ID] Interval Transfer Bitrate Total Datagrams

Stream7: [ 5] 0.00-10.00 sec 119 Mbytes 100 Mbits/sec 86319

Stream7: ---------------------- -

Stream7: [ ID] Interval Transfer Bitrate Jitter Lost/Total

Datagrams

Stream7: [ 5] 0.00-10.00 sec 119 Mbytes 100 Mbits/sec 0.000 ms 0/86319
(0%) sender

Stream7: [ 5] 0.00-10.13 sec 14.0 Mbytes 11.6 Mbits/sec 1.146 ms 76158/86310
(88%) receiver

Stream7:

Stream7: iperf Done.
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14.7 HacTtpouka npeaoTBpalleHus neperpysku ovyepeaen RED
14.7.1 OnncaHne HaCTPOUKK

Kak nokasaHo Ha pucyHke 77 B KayeCTBe OCHOBHOrO YCTpPOWCTBa BblOpaH CepBUCHbLIV
MapLupyTusaTop - RouterB.

BbinonHeHO  u3nyeckoe nogknyeHWe UM HacTpowka coctaBa obopynoBaHUs
B COOTBETCTBMM CO CXEMOM NpoBeSeHNSA NMPOBEPKN.

OucumnnuHbl oBcnyxmMBaHUA odepeden NO3BOMSAT MapLUpyTU3aTopy copTupoBatb U
obpabaTbiBaTh BXOASALWME CETeBble MakeTbl B COOTBETCTBMM C UX 3aJaHHbIM Mofb3oBaTenem
NPUOPUTETOM, a TaKKe OrpaHn4MBaThb NOMOCY NPOMYCKaHUA AS1S pa3nUYHOro Tpaduka.

Anroputmv RED (Random Early Detection) wucnonb3yetca ana ynpaBneHus
nepenonHeHvem odepeaen. OH obecneynBaeT BbIDOpOYHOE oTOpackLIiBaHME NakeToB N3 odepeamn
npu yBenu4eHun ee pasmepa, TeM caMbIM CrraxuBas BCNeckn Tpaduvka n no3sonsasa 4obutbes
npegoTBpaLLeHns nepernosiHeHNS.

Ha RouterB HacTpoeHbl MHTepdelichl: ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24

PC1 PC2
Ipef3 knuent Ipef3 cepsep

RouterB

192.18.0.0/24 O ooog 192.18.1.0/24
eth1 =0 poon ey

Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24

Ipv4: 198.18.0.101/24 Ipv4: 198.18.1.101/24

PucyHok 77 — HacTponka npenoTepalleHus neperpyskmn odepenen RED
14.7.2 BTanbl HACTPOWKK CETU

14.7.2.1 Bonante B pexum rnobanbHOM KOHUrypaumm Ha YCTpOWUCTBaxX nepea

HaCTpPOWMKOM

Mpu HacTponke ceTeBoro o6opyaoBaHWs, OOHUM U3 FNaBHbIX LWIAroB, SABMASETCS BXO4 B
KOHOUIypauUnoHHbIN pexxuM. KoHUrypaumMoOHHbIN pexnm - 3T0 OOMH U3 PEXMMOB KOMaHOHOM
CTpOokU. B KOH(UrypaumoOHHOM peXume MOXHO W3MEHATb HaCTPOWMKM UHTepdencos,

MapLipyTM3aumo, 6e30nacHOCTb U ApyrMe napameTpbl YCTPOWCTB.
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»
MpumeyvaHue

Router#configure terminal

14.7.2.2 HacTtpownTte Ha PC1 ip agpec 198.18.0.101/24 n mapwpyT go cetn 198.18.1.0/24
14.7.2.3 HacTtpownTte Ha PC2 ip agpec 198.18.1.101/24 v mapwpyT go cetn 198.18.0.0/24
14.7.2.4 HactpownTte RouterB

14.7.2.4.1 Hactponte uHtepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 192.18.0.1/24
RouterB(config-if-[eth1])#exit

14.7.2.4.2 HacTtponTte uHtepdenc eth2

RouterB(config)#interface eth2

RouterB(config-if-[eth2])#no shutdown

RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#autonegotiation off duplex full speed 100
RouterB(config-if-[eth2])#exit

14.7.2.4.3 HacTtpounTte anroputm ynpasrieHns nepenonHeHna odepenen RED

RouterB(config)#qgos eth2

RouterB(config-qos[eth2])#qos type red 1 parent root queue-size 1000000 min 150000 max 300000 avpkt 1000
burst 200 ecn probability 1

RouterB(config-qos[eth2])#exit

14.7.2.5 CoxpaHnte HacCTpONKM

Mcnonbayite komaHay write <name> gnsi COXpaHEHUsA HAaCTPOEK Ha YCTPOMNCTBaX

»
NMpumeyaHue

Router#twrite <name>
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14.7.3 lNpoBepka HacTpoek

BoinonHute komaHay iperf3 -s -B 198.18.1.101 -p 5201& iperf3 -s -B 198.18.1.101 -p
5202& iperf3 -s —B 198.18.1.101 -p 5203& iperf3 -s -B 198.18.1.101 -p 5204 Ha PC2 ans
3anycka ytunuThl iperf B pexuvme cepsepa

BbinonHute komanapl iperf3 -¢ 198.18.1.101 -u -b26m -p 5203 -S 224 -i 10 -T Stream1l
& iperf3-c 198.18.1.101 -u -b26m -p 5204 -S 96 -i 10 -T Stream2 & iperf3 -c 198.18.1.101 -u -
b26m -p 5205 -S 32 -i 10 -T Stream3 & iperf3 -¢ 198.18.1.101 -u -b26m -p 5206 -S 0 -i 10 -T
Stream4 Ha PC1 ong 3anycka ytunutsl iperf B pexume KnueHTa

Y6egutech, 4YTO B CTpOKe receiver, B KonoHke Lost/Total Datagrams oguHakoBble notepu

MMEKTCA BO BCEX YeTbIpeX NMNOTOKaxX BHE 3aBUCUMOCTU OT 3Ha4YeHUA NosiA ToS

Stream1: [ID] Interval Transfer Bitrate Total Datagrams

Stream1: [5] 0.00-10.00 sec 31.0 Mbytes 26.0 Mbits/sec 22443
Streaml:-------------------------

Stream1: [ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams

Stream1: [5] 0.00-10.00 sec 31.0 Mbytes 26.0 Mbits/sec 0.000 ms 0/22443 (0%) sender
Stream1: [5] 0.00-10.03 sec 28.7 Mbytes 24.0 Mbits/sec0.278 ms 1688/22443 (7.5%) receiver Stream1:
Stream1: iperf Done.

Stream2: [ID] Interval Transfer Bitrate Total Datagrams

Stream?2: [5] 0.00-10.00 sec 31.0 Mbytes 26.0 Mbits/sec 22443
Stream2;-------------------------

Stream?2: [ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams

Stream?2: [5] 0.00-10.00 sec 31.0 Mbytes 26.0 Mbits/sec 0.000 ms 0/22443 (0%) sender
Stream?2: [5] 0.00-10.03 sec 28.6 Mbytes 23.9 Mbits/sec 0.304 ms 1723/22443 (7.7%) receiver
Stream?2:

Stream2: iperf Done.

Stream3: [ID] Interval Transfer Bitrate Total Datagrams

Stream3: [5] 0.00-10.00 sec 31.0 Mbytes 26.0 Mbits/sec 22443
Stream3:-------------------------

Stream3: [ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams

Stream3: [5] 0.00-10.00 sec 31.0 Mbytes 26.0 Mbits/sec 0.000 ms 0/22443 (0%) sender
Stream3: [5] 0.00-10.03 sec 28.6 Mbytes 23.9 Mbits/sec 0.246 ms 1726/22443 (7.7%) receiver
Stream3:

Stream3: iperf Done.

Stream4: [ID] Interval Transfer Bitrate Total Datagrams

Stream4: [5] 0.00-10.01 sec 31.0 Mbytes 26.0 Mbits/sec 22443

Stream4:------------m oo

Stream4: [ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams

Stream4: [5] 0.00-10.01 sec 31.0 Mbytes 26.0 Mbits/sec 0.000 ms 0/22443 (0%) sender
Stream4: [5] 0.00-10.03 sec 28.4 Mbytes 23.8 Mbits/sec 0.271 ms 1844/22442 (8.2%) receiver
Stream4:

Stream4: iperf Done.
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14.8 HacTtpowka npeaoTBpalleHus neperpy3sku ovyepeaen GRED
14.8.1 OnncaHne HaCTpPouKK

Kak nokasaHo Ha pucyHKe 78 B Ka4yeCTBe OCHOBHOIO YCTPOMWCTBa BbliOpaH CEpBUCHLIN
MapLpyTusaTop - RouterB.

BbinonHeHO dwm3myeckoe NOAKMOYEHWE UM HACTpoMKa cocTtaBa 0bOpyaoBaHuUS
B COOTBETCTBUMN CO CXEMOW.

OucumnnnuHbl obcnyxmBaHus ovepenen MNOo3BOMAT MapLUpyTU3aTopy COpTUpoBaTh U
obpabaTbiBaTh BXOAsLLME CeTeBble MakeTbl B COOTBETCTBMU C UX 3afaHHbIM Monb3oBaTenemM
NPUOPUTETOM, a TaKKe OrpaHMyYMBaTh NOIOCY NPOMNYCKaHUA ONs pas3nUYHOro Tpaduka.

Anroputm GRED (Gentle RED) aBnsetca pacwupeHvem anroputma RED u onepupyet
HECKONbKMMW ovepensMun, Kaxaasi U3 KoTopbix npeactasnsiet cobon RED-ovepeab.

Ha RouterB HacTpoeHbl nHTepdencel: ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

PC1 PC2
Iperf3 knueHT Iperf3 cepeep

RouterB

192.18.0.0/24 o oooo 192.18.0.0/24
etht =0 oooo AT

Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24

Ipv4: 198.18.0.101/24 Ipv4: 198.18.1.101/24
PucyHok 78 — Hactpoinka npegotBpalleHus neperpyskm odepegen GRED
14.8.2 STanbl HACTPOWKK CETU

14.8.2.1 Boante B pexum rnobanbHOM KOHUrypaumm Ha YCTpOWCTBaxX nepes

HaCTpPOMKOM

Mpu HacTpounke ceTeBoro obopyaoBaHus, OOHUM U3 rNaBHbIX LIAroB, ABMASETCH BXO4 B
KOHOUIypaunoHHbIN pexnuM. KoHUrypaumMoHHbIN pexnm - 3TO OOMH U3 PEXUMOB KOMaHOHOM
CTpokU. B KOH(UrypauMoOHHOM peXume MOXHO W3MEHATb HaCTPOUKM UHTepdencos,

MapLupyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl YCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal
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14.8.2.2 HactpownTte Ha PC1 ip agpec 198.18.0.101/24 v mapwpyT o cetn 198.18.1.0/24

14.8.2.3 HactpownTte Ha PC2 ip agpec 198.18.1.101/24 n mapwpyT go cetn 198.18.0.0/24

14.8.2.4 Hactpoute RouterB
14.8.2.4.1 HactponTe uHTepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 192.18.0.1/24
RouterB(config-if-[eth1])#exit

14.8.2.4.2 HactponTe nHTepdenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#no shutdown

RouterB(config-if-[eth2])#autonegotiation off duplex full speed 100

RouterB(config-if-[eth2])#exit

14.8.2.4.3 HactponTe anroputm ynpasneHus nepenosniHeHmst ovepeaen GRED

RouterB(config)#qos eth2

RouterB(config-qos[eth2])#qos type gred 1 parent root queues 4 default-queue 0
RouterB(config-qos[eth2])#virtual-queue type gred parent 1 0 queue-size 1000000 min 150000 max 300000

avpkt 1000 burst 200

RouterB(config-qos[eth2])#virtual-queue type gred parent 1 1 queue-size 1000000 min 150000 max 300000

avpkt 1000 burst 200

RouterB(config-qos[eth2])#virtual-queue type gred parent 1 2 queue-size 1000000 min 150000 max 300000

avpkt 1000 burst 200

RouterB(config-qos[eth2])#virtual-queue type gred parent 1 3 queue-size 1000000 min 150000 max 300000

avpkt 1000 burst 200
RouterB(config-qos[eth2])#exit

14.8.2.5 CoxpaHnTe HaCTpOMKu

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNs HacTPOEK Ha YCTPOMUCTBaxX

»
NMpumeyaHue

Router#twrite <name>
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14.8.3 NpoBepka HacTpoek

14.8.3.1 BeinonHute komaHay show qos eth2 Ha RouterB ons npoBepku ctaTuCTukm

gdisc gred 1: root refcnt 2 vgs 4 default 0

vq 0 prio 8 limit 2000000b min 150000b max 300000b ewma 6 probability 0.02
Scell _log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early O pdrop 0 other 0 Total packets: 13 (978b)

vq 1 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02
Scell_log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early O pdrop 0 other 0 Total packets: 0 (0b)

vq 2 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02
Scell_log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early O pdrop 0 other 0 Total packets: 0 (0b)

vq 3 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02
Scell_log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early O pdrop 0 other O Total packets: 0 (Ob)

Sent 978 bytes 13 pkt (dropped 0, overlimits O requeues 0)

backlog Ob Op requeues 0

14.8.3.2 BoinonHute komaugy iperf3 -s -B 198.18.1.101 -p 5201 & iperf3 -s -B
198.18.1.101 -p 5202 & iperf3 -s —B 198.18.1.101 -p 5203 & iperf3 -s -B 198.18.1.101 -p 5204

Ha PC2 ans 3anycka ytunuTol iperf B pexxume cepeepa

14.8.3.3 BbinonHute komaHgy iperf3 -c 198.18.1.101 -u -b26m -p 5201 -S 16 -i 10 -T

Stream1 Ha PC1 ansa 3anycka ytunuTbl iperf B pexxume knneHTta ¢ Tos=16
14.8.3.4 BeinonHute komaHgy show qos eth2 Ha RouterB gns npoBepku CTaTUCTUKU

gdisc gred 1: root refcnt 2 vgs 4 default 0

vq 0 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02
Scell_log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early O pdrop 0 other 0 Total packets: 22481
(33443193b)

vq 1 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02
Scell_log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early O pdrop O other 0 Total packets: 0 (Ob)

vq 2 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02
Scell_log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early O pdrop O other 0 Total packets: 0 (Ob)
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vq 3 prio 8 limit 2000000b min 150000b max 300000b ewma 6 probability 0.02
Scell_log 16

Queue size: average 0b current Ob

Dropped packets: forced 0 early O pdrop O other 0 Total packets: 0 (Ob)

Sent 33443193 bytes 22481 pkt (dropped 0, overlimits 0 requeues 0)

backlog Ob Op requeues 0

Y6eautecb, YTO MOTOKM CO 3HadeHnamMmn ToS = 0 u ToS >12 nonagatoT B vq 0 ovepenb.
lMoTok co 3HayeHnem ToS=4 nonagaet B vq 1. NoTok co 3HayeHnem ToS = 8 nonagaeT B vq 2.

MoTok co 3HayeHnem ToS = 12 nonagaet B vq 3 Tpaduk ¢ Tos=16 nonan B vq 0 oyepeap
14.9 HacTponka nepemMapKMpOBKU NPUOPUTETOB
14.9.1 OnncaHue HaCTPoOnKK

Kak nokasaHo Ha pucyHke 79 B ka4yeCTBEe OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapLpyTtusaTtopsl - RouterA, RouterB, RouterC.

BbinonHeHo du3nyeckoe MOAKMKYEHME W  HACcTpoWka cocTaBa obopydoBaHusa B
COOTBETCTBMM CO CXEMOMW MpoBeAeHUs npoBepku. OucunnnuHbl obcnyxmnBaHus oudepenen
No3BOMNAT MapLUpyTM3aTopy copTvpoBaTb M obpabaTtbiBaTb BXoAsLIME CceTeBble MakeTbl B
COOTBETCTBUM C MX 3aJaHHbIM Monb3oBaTenemM NpUOpUTETOM, a TakkKe OorpaHuymBaTb Morocy
nponyckaHua Ans pasnuyHoro Tpaduka.

Ha RouterA HacTtpoeH nHtepdenc ethl - IP address 198.18.0.2/24.

Ha RouterB HacTpoeHbl nHTepdelichl: ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

Ha RouterC HacTpoeH nHTepdenc eth2 - IP address 198.18.1.2/24.

RouterA RouterB RouterC

— . 0 Ooog 192.18.0.0124 _ .0 ooog 192.18.1.0124 O ooog
='0 oooo Y eth1 ='n pooo Y eth2 5'p pooo

Ipv4:198.18.0.2/24 Ipv4:198.18.0.1/24 Ipv4:198.18.1.1/24 Ipv4:198.18.1.2/124

PucyHok 79 — Cxema HacTponkn nepeMapkmpoBKM NMPUOPUTETOB
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14.9.2 OTanbl HACTPOWKN CETH

14.9.2.1 Boante B pexum rnobanbHOM KOHdurypaumm Ha ycTpoucTBax nepen

HaCTPOWKOM

Mpn HacTpouke ceTeBoro obopyaoBaHWsA, OOHUM U3 FMaBHbIX LLAros, ABNSETCS BXOA B
KOHPUIYPaLMOHHBIN pexnM. KOHMUIypauMOHHbBIA peXnm - 3TO OOUH U3 PEXUMOB KOMaHOHOW
CTPOKN. B  KOHUrypauUMOHHOM pEeXMME MOXHO WU3MEHATb HACTPOMKU UHTepdencos,

MapLupyTM3auuo, 6e3onacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

14.9.2.2 Hactpoute RouterA
14.9.2.2.1 HactponTte uHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

14.9.2.2.2 HacTtponte mapLipyTusauno
RouterA(config)#ip route 0.0.0.0/0 198.18.0.1
14.9.2.2.3 HacTtpounTte nepemapknpoBy

RouterA(config)#ip access-list 1 tos 32
RouterA(config)#ip mangle-list prerouting access-list 1 set-dscp 40
RouterA(config)#exit

14.9.2.3 Hactpoute RouterB
14.9.2.3.1 HacTtpounTte nHtepdenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
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RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

14.9.2.3.2 HactponTe nHTepdenc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

14.9.2.3.3 HacTpouTb nepemMapKkupoBKy

RouterB(config)#ip access-list 1 tos 32
RouterB(config)#ip mangle-list prerouting access-list 1 set-dscp 40

14.9.2.4 Hactpounte RouterC
14.9.2.4.1 HactponTe untepdgenc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

14.9.2.4.2 HacTtpounte mapLipyTnsaumio
RouterC(config)#ip route 0.0.0.0/0 198.18.1.1
14.9.2.5 CoxpaHnTe HacCTpPOWKM

Mcnonbayinte komaHay write <name> onsi CoxpaHeHNsa HacTPOEK Ha YyCTPOoMCTBax

»
NMpumeyaHue

Router#twrite <name>

14.9.3 NpoBepka HacTpoek

BbinonHuTte komangy ping ip 198.18.1.2 tos 32 Ha RouterA gna 3anycka yTunuTbl ping.
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BeinonHute komangy tcpdump eth2 verbose filter "ip and(ip[1]&0xfc)>>2==40" Ha
RouterB ansa 3anycka ytunutbl tcpdump ¢ dunbtpom, ybegutecb 4TO Tpaduk Obin
nepemapkmpoBaH B HoBoe 3HayeHne DSCP = 40.

3Ha4veHuto ToS (Hex) = 0xa0 cooTtBeTcTBYeT 3HaveHne DSCP (Dec) = 40.

08:21:37.014929 IP (tos 0xa0, ttl 63, id 21797, offset O, flags [DF], proto ICMP (1), length 84)
198.18.0.2 > 198.18.1.2: ICMP echo request, id 6414, seq 1, length 64

08:21:37.015431 IP (tos Oxa0, ttl 64, id 41846, offset 0, flags [none], proto ICMP (1), length 84)
198.18.1.2 > 198.18.0.2: ICMP echo reply, id 6414, seq 1, length 64

08:21:38.016602 IP (tos 0xa0, ttl 63, id 21879, offset O, flags [DF], proto ICMP (1), length 84)
198.18.0.2 > 198.18.1.2: ICMP echo request, id 6414, seq 2, length 64

14.10 HacTtpowuka paboTbl QoS ancuunnuHbl obcnyxxuBaHua TBF

14.10.1 OnucaHne HaCTPOnKK

Kak nokasaHo Ha pucyHke 80 B KayeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHLIE
MapLupyTmnsaTtopsbl - RouterA, RouterB.

BbinonHeHo du3anyeckoe MNOAKMIOYEHME W HacTpolka cocTaBa 0GoOpyaoBaHWA

B COOTBETCTBMM CO CXEMOW NpOoBeaeHNsi NPOBEPKMN.

AvcunnnuHbl obcnyxuBaHusa Tpadmka, NO3BOMAKT MapLlpyTU3aTopy COpPTMPOBaTb U
obpabaTtbiBaTh BXoslMe CeTeBble NakeTbl B COOTBETCTBMM C UX 3aJaHHbIM MOfib3oBaTenem
NPMOPUTETOM, @ TakKe OrpaHMyMBaThb NOMOCY NPOMYyCKaHUSA ANA pa3nMyHoro Tpaduka.

Ha RouterA HacTpoeH nHtepgeinc eth1 - IP address 198.18.1.1/24.

Ha RouterB HacTpoeH nHtepgeic eth1 - IP address 198.18.1.2/24.

RouterA

.8 O

RouterB

=8 eth1 ethi O O
5

198.18.1.1/24 198.18.1.2124

ag|
w

PucyHok 80 — HacTponka pabotbl QoS ancumnnuHel obcnyxusanus TBF
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14.10.2 3OT1anbl HACTPOMKMK

14.10.2.1 Boriante B pexum rnobanbHOM KOHUrypauum Ha YCTPOMCTBax nepen

HaCTPOWKOM

Mpn HacTpouke ceTeBoro ob6opyaoBaHUsA, OOHUM U3 MMaBHbIX LLAroB, SABNSETCH BXOA B
KOHPUIYPaLMOHHBIN pexnM. KoHMUrypaumMOHHbIA peXnm - 3TO OOUH U3 PEXUMOB KOMaHZAHOW
CTPOKN. B  KOHUrypauUMOHHOM pEeXMME MOXHO WU3MEHATb HACTPOMKU UHTepdencos,

MapLipyTM3aumo, 6e30nacHOCTb U ApyrMe napameTpbl YCTPOWCTB.

»
MpumeyaHue

Router#configure terminal

14.10.2.2 HactpounTte RouterA
14.10.2.2.1 HactponTe nHTepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

14.10.2.2.2 HacTtponte AUCUUnnHy criaxxmsaHusa Tpaduka

RouterA(config)#qos ethl
RouterA(config-qos[eth1])#qos type tbf 1 parent root rate 10Mbit maxburst 12500 latency-limit 50
RouterA(config-qos[eth1])#end

14.10.2.3 HactpounTte RouterB

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#end

14.10.2.4 CoxpaHnTe HaCTpPOWKM

Mcnonb3ynte komaHay write <name> ns coxpaHeHWa HacTPOeK Ha yCTponcTBax
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»
MpumeyvaHue

Router#write <name>

14.10.3 lNpoBepka HacTpoek

14.10.3.1 BeinonHute komaHgy ping 198.18.1.1 repeat 4 Ha RouterA gns BbiBoda Ha

3KpaH ceasHocTn mexay RouterA n RouterB

PING 198.18.1.1 (198.18.1.1) 56(84) bytes of data.

64 bytes from 198.18.1.1: icmp_seq=1 ttl=64 time=0.059 ms
64 bytes from 198.18.1.1: icmp_seq=2 ttl=64 time=0.042 ms
64 bytes from 198.18.1.1: icmp_seq=3 ttl=64 time=0.079 ms
64 bytes from 198.18.1.1: icmp_seq=4 ttl=64 time=0.069 ms

--- 198.18.1.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 1000ms
rtt min/avg/max/mdev = 0.042/0.062/0.079/0.014 ms

14.10.3.2 BeinonHute komaHgy iperf server udp bind 198.18.1.2 Ha RouterB gns 3anycka

ynuTunuThl iperf B pexxume cepeepa

14.10.3.3 BoinonHute komaHay iperf client 198.18.1.2 udp bandwidth 1000M Ha RouterA

ANs 3anycka ynutunuTel iperf B pexume KnneHTa

Y6eauTechb, YTO NponyckHasi CNOCOBHOCTb AN UCXoasLero Tpaduka orpaHuynBaeTcs Ao

~10 M6uT B cekyHay, iperf-cepep RouterB nonyyaet ~10 Mout B cekyHay oT RouterA

Server listening on UDP port 5001
UDP buffer size: 176 KByte (default)

[1] local 198.18.1.2 port 5001 connected with 198.18.1.1 port 40776
[ ID] Interval Transfer Bandwidth Jitter Lost/Total Datagrams
[1] 0.0000-10.0119 sec  9.86 MBytes 8.26 Mbits/sec  0.768 ms 863715/870749 (99%)

14.11 HacTtpouka paboTbl npegoTBpaLleHUA neperpysku ovyepegen WRED
14.11.1 OnncaHne HaCTPOMKK

Kak nokaszaHo Ha pucyHKe 81 B Ka4eCTBE OCHOBHOIO YCTPOMWCTBA BbiOpaH CEPBUCHbLIN

MapLupyTmnsaTop - RouterA.
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BboinonHeHO  hu3myeckoe NOAKMYEHME UM HacTpolka cocTtaBa o06opyaoBaHUA
B COOTBETCTBMM CO CXEMOWN.

Ha RouterA HacTpoeHbl nHtepgencel: ethl - IP address 198.18.0.10/24, eth2 - IP address
198.18.1.101/24.

Ha ycTtponcTtee HacTpoeH anroputm nepenosnHeHuns odepenen WRED.

PC1 PC2

RouterA
e nspX 192.18.0.0/24 = O goog 192.18.1.0/24 e nspX
eth1 ECHEEEL e

Ipv4; 198.18.0.101/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.101/24

PucyHok 81 — Cxema HacTponkn gucuunnmHel WRED
14.11.2 BTanbl HACTPOMKMK

14.11.2.1 Bongute B pexum rrnobanbHOn KoHurypaumMm Ha YCTpoucTBax nepes

HaCTpOWKOM

Mpn HacTpouke ceTeBoro ob6opyaoBaHUs, OOHUM U3 FMaBHbIX LLAroB, ABNSETCS BXO4 B
KOHOMrypaunoHHbIN pexxumM. KoHUrypaumMoHHbIN pexnm - 9TO OOMH U3 PEXUMOB KOMaHOHOM
CTpokU. B KOH(UrypauMoOHHOM peXxume MOXHO W3MEHATb HaCTPOUKM UHTepdencos,

MapLUpyT13auuo, 6e3onacHoCTb U Apyrine napameTpbl YCTPOMCTB.

»
NMpumeyaHue

Router#configure terminal

14.11.2.2 Hactponte Ha PC1 ip agpec 198.18.0.101/24 n mapwpyT oo cetn 198.18.1.0/24
14.11.2.3 Hactpownte Ha PC2 ip agpec 198.18.1.101/24 n mapwpyT go cetn 198.18.0.0/24
14.11.2.4 HactpounTte RouterA

14.11.2.4.1 HactpownTe nHtepgenc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#shutdown
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RouterA(config-if-[eth1])#ip mtu 570
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.1/24
RouterA(config-if-[eth2])#exit

14.11.2.4.2 HactponTe uHTepdenc eth2

RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.1.1/24
RouterA(config-if-[eth2])#exit

14.11.2.4.3 HactponTe anroputMm ynpasneHus nepenonHeHnm odepegen WRED

RouterA(config)#qos eth2

RouterA(config-qos[eth2])#qgos type wred 1 parent root queues 15 default-queue 0
RouterA(config-qos[eth2])#virtual-queue type wred parent 1 0 queue-size 100000 min 50000 max 80000 avpkt
1000 burst 60 probability 1

RouterA(config-qos[eth2])#virtual-queue type wred parent 1 1 queue-size 100000 min 50000 max 80000 avpkt
1000 burst 60 probability 5

RouterA(config-qos[eth2])#exit

14.11.2.5 CoxpaHuTe HaCTpPOMKM

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHnsa HacTPOEK Ha YCTPOoMCTBax

»
NMpumeyaHue

Router#fwrite <name>

14.11.3 NpoBepka HacTpoek

14.11.3.1 BeinonHnte komaHay show qos eth2 Ha RouterA gns BbiBOga Ha 9kpaH

crtatuctukm nocne Hactponkn WGRED

gdisc gred 1: root refcnt 2 vgs 15 default 0

vq 0 prio 8 limit 100000b min 50000b max 80000b ewma 4 probability 0.01
Scell_log 14

Queue size: average Ob current Ob

Dropped packets: forced 0 early 0 pdrop 0 other 0

Total packets: 0 (Ob)

vq 1 prio 8 limit 100000b min 50000b max 80000b ewma 4 probability 0.05
Scell _log 14

Queue size: average Ob current Ob
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Dropped packets: forced 0 early 0 pdrop O other 0
Total packets: 0 (Ob)
Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)
backlog Ob Op requeues 0

14.11.3.2 BoinonHute komangy iperf3 -s -B 198.18.1.101 -p 6000 Ha PC2 ansa 3anycka

yTunuThbl iperf B pexxume cepsepa

14.11.3.3 BoinonHute komangy iperf3 -c 198.18.1.101 -b 470m -p 6000 --tos 4 -i 10 -P 2

Ha PC1 gnsa 3anycka ytunuthbl iperf B pexume knveHTa

14.11.3.4 BoinonHunte komaHgy show qos eth2 Ha RouterA gns BbiBoga Ha 3KpaH

ctatuctukm nocne Hactponkn WGRED

Y6eauTech, 4TO NakeTbl OTOPOLLUEHbI 1 MOTOK Nnonarn B ovepenb vq 1

gdisc gred 1: root refcnt 2 vgs 15 default 0

vq 0 prio 8 limit 100000b min 50000b max 80000b ewma 4 probability 0.01
Scell_log 14

Queue size: average Ob current Ob

Dropped packets: forced 0 early 0 pdrop 0 other 0

Total packets: 25 (2279b)

vq 1 prio 8 limit 100000b min 50000b max 80000b ewma 4 probability 0.05
Scell_log 14

Queue size: average Ob current Ob

Dropped packets: forced 0 early 0 pdrop 35 other 0

Total packets: 66600 (1227411874b)
Sent 1226707115 bytes 810363 pkt (dropped 35, overlimits 0 requeues 1153)
backlog Ob Op requeues 1153

14.12 HacTtpouka paboTbl NnpeaoTBpaLleHUA neperpy3ku ovyepegen RIO

14.12.1 OnnucaHne HaCTPOnKK

Kak nokasaHo Ha pucyHKe 82 B Ka4yeCTBE OCHOBHOIO YCTPOMWCTBA BblOpaH CEepBUCHbIN

MapLupyTtmnsartop - RouterB.

BbinonHeHO dwm3nyeckoe MNOAKMOYEHME U HACTpoMKa cocTtaBa 00OpyaoOBaHMS
B COOTBETCTBUMN CO CXEMOW.

Ha RouterB HacTpoeHbl nHTepdelichl: ethl - IP address 192.18.0.1/24, eth2 - IP address
198.18.1.1/24.

Ha ycTtponcTtee HacTpoeH anroputm nepenonHenuns odepenen RIO.
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PC1 PC2
Iperf3 knueHT Iperf3 cepeep

RouterB
192.18.0.0/24 ~ . 0O ooog 192.18.1.0/24
eth1 0 0000 eth2

Ipv4: 198.18.0.101/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.101/24

PucyHok 82 — Cxema HacTpouku
14.12.2 3Tanbl HACTPOMKM

14.12.2.1 Bongute B pexumMm rrnobanbHON KOHuUrypaumMm Ha YCTpoucTBax nepes

HaCTpOWKom

Mpn HacTpouke ceTeBoro obopyaoBaHUs, OOHUM U3 FMaBHbIX LLAroB, ABNSETCS BXOA4 B
KOHOUrypauuoHHbIn pexumMm. KoHUrypauMoHHbIN pexnM - 9T0 OOMH U3 PEXUMOB KOMaHOHOMU
CTpokU. B KOH(UrypauuoOHHOM peXume MOXHO W3MEHATb HAaCTPOUKM UHTepdencos,

MapLipyTM3auuo, 6e3onacHoOCTb 1 Apyrne napameTpbl YCTPOUCTB.

»
MpumevaHue

Router#configure terminal

14.12.2.2 Hactpownte Ha PC1 ip agpec 198.18.0.101/24 n mapwpyT go cetn 198.18.1.0/24
14.12.2.3 Hactpownte Ha PC2 ip agpec 198.18.1.101/24 n mapwpyT go cetn 198.18.0.0/24
14.12.2.4 HactpounTte RouterB

14.12.2.4.1 HactpownTe nHtepgenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 192.18.0.1/24
RouterB(config-if-[eth1])#exit

14.12.2.4.2 Hactponte nHtepdenc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
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RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

14.12.2.4.3 HactponTe anroputm ynpasneHus nepenonHeHna ovepegen RIO

RouterB(config)#qgos eth2

RouterB(config-qos[eth2])#qos type rio 1 parent root queues 16 default-queue 2
RouterB(config-qos[eth2])#virtual-queue type rio parent 1 0 queue-size 100000 min 40000 max 85000 avpkt
1000 burst 55 probability 2 prio 1

RouterB(config-qos[eth2])#virtual-queue type rio parent 1 8 queue-size 100000 min 40000 max 85000 avpkt
1000 burst 55 probability 2 prio 3

RouterB(config-qos[eth2])#virtual-queue type rio parent 1 4 queue-size 100000 min 40000 max 85000 avpkt
1000 burst 55 probability 2 prio 2

RouterB(config-qos[eth2])#exit

14.12.2.5 CoxpaHnTe HacTpOWKM

MCHOﬂb3yﬁTe KOMaHay write <name> gns COXpaHeHndA HaCTpoeK Ha yCTpOIZCTBaX

»
NMpumeyaHue

Router#fwrite <name>

14.12.3 lNpoBepka HaACTpoekK

14.12.3.1 BeinonHute komaHay show gqos eth2 Ha RouterB gnsa npoBepku ctaTucTukm

gdisc gred 1: root refcnt 2 vgs 15 default 0

vq 0 prio 8 limit 100000b min 50000b max 80000b ewma 4 probability 0.01
Scell_log 14

Queue size: average 0b current Ob

Dropped packets: forced 0 early 0 pdrop 0 other 0

Total packets: 0 (Ob)

vq 1 prio 8 limit 100000b min 50000b max 80000b ewma 4 probability 0.05
Scell_log 14

Queue size: average Ob current Ob

Dropped packets: forced 0 early 0 pdrop 0 other 0

Total packets: 0 (Ob)
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14.12.3.2 BoinonHute komaHay iperf3 -s -B 198.18.1.101 -p 6000 & iperf3 -s -B
198.18.1.101 -p 7000 & iperf3 -s -B 198.18.1.101 -p 8000 Ha PC2 pansa 3anycka ytunutbl iperf

B pexume cepsepa

14.12.3.3 BoinonHute komaHay iperf3 -¢ 198.18.1.101 -b 400m -p 6000 -u -i 10 -—bytes
150m -T T1 & iperf3 -c 198.18.1.101 -b 400m -p 7000 -u --tos 32 -i 10 -—bytes 150m -T T2 &
iperf3 -c 198.18.1.101 -b 400m -p 6000 -u --tos 16 -i 10 -—bytes 150m -T T3 Ha PC1 ans

3anycka yTunutbl iperf B pexxume KrveHTa

14.12.3.4 BeinonHute komaHay show qos eth2 Ha RouterB ans nposBepku cTaTtuCTUKK

gdisc gred 1: root refcnt 2 vgs 16 default 2 grio
vq 0 prio 1 limit 200000b min 40000b max 83Kb ewma 5 probability 0.02 Scell_log 15
Queue size: average Ob current Ob
Dropped packets: forced 972 early 5 pdrop 62 other 0
Total packets: 217358 (323709454b)
vq 4 prio 2 limit 100000b min 40000b max 83Kb ewma 5 probability 0.02 Scell_log 15
Queue size: average Ob current Ob
Dropped packets: forced 1138 early 5 pdrop 0 other 0
Total packets: 217248 (323699520b)
vq 8 prio 3 limit 100000b min 40000b max 83Kb ewma 5 probability 0.02 Scell_log 15
Queue size: average Ob current Ob
Dropped packets: forced 1255 early 30 pdrop 0 other 0
Total packets: 217248 (323699520b)
Sent 484745177 bytes 325384 pkt (dropped 543, overlimits 513 requeues 0)
backlog Ob Op requeues 0

Y6egutech, 4to y notoka ToS=0 meHbLLe 0TOpoLLEHO nakeToB Yem y ToS=16 n ToS=32,

ay Tos=16 meHbLle yem y T0S=32
14.13 HacTtpounka paboTtbl QoS ancumnnuHbl o6cnyxusaHna WRR
14.13.1 OnncaHme HaCTPOKKK

Kak nokasaHo Ha pucyHke 83 B kayeCTBe OCHOBHbIX YCTPOMWCTB BblOpaHbl CEpPBUCHbIE
MapuwpyTtnsatopsbl - RouterA, RouterB. Bce yctponcTtsa nogkntoyveHsl kK RouterB - PC1, PC2.

BbinonHeHO dwm3nyeckoe NOAKMYEHME U HACTpomka cocTtaBa obopyaoBaHus
B COOTBETCTBUMN CO CXEMOW.

Ha RouterA n RouterB HacTpoeHbl MHTEpP®ENCHI.

Ha RouterB HacTpoeHa gucuunnmHa QoS Weighted Round Robin.
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PC1

- T
PC2 sw2

PucyHok 83 — Cxema HacTtponku gucumnnmHel WRR

eth2 RouterB RouterA
g2 Q000 ~ . B 0000
=0 poon =0 poon
eth1 eth1

100.1.0.1/24

]

14.13.2 OTanbl HACTPOWKM

14.13.2.1 Bongute B pexumMm rnobanbHOM KOHdurypaumMm Ha YCTpouUCTBax nepea

HaCTpOWKOM

Mpn HacTporke ceTeBoro ob6opyaoBaHns, OAHUM W3 FMaBHbIX LLAroB, ABNSETCS BXOA B
KOHOUIypaunoHHbIN pexxumM. KoHUrypaumMoOHHbIN pexnm - 9T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpOKU. B KOH(UrypauMOHHOM peXume MOXHO W3MEHATb HaACTPOWMKM WHTepdencos,

MapLUpyT13auuo, 6e3onacHoOCTb U Apyrine napameTpbl YCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal

14.13.2.2 Hactponte Ha PC1 ip agpec 100.1.0.2/24
14.13.2.3 Hactpownte Ha PC2 ip agpec 100.1.0.3/24
14.13.2.4 HactpounTte RouterA

14.13.2.4.1 HactpownTe nHtepgenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

Bepcus 7.0 350



KauecTtBo obcnyxunsaHms MHCTpyKUMA NO HacTporke
KPII.465614.0011C3

14.13.2.4.2 Hactpownte nHtepdenc eth1.10

RouterA(config)#interface eth1.10
RouterA(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterA(config-if-[eth1.10])#no shutdown
RouterA(config-if-[eth1.10])#ip address 100.1.0.1/24
RouterA(config-if-[eth1.10])#exit

14.13.2.5 HactponTe RouterB

14.13.2.5.1 HactponTe uHTepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

14.13.2.5.2 Hactponte nHtepdenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

14.13.2.5.3 HactpownTe nutepdemnc switchport2

RouterB(config)#interface switchport2
RouterB(config-switchport2)#switchport access vian 10
RouterB(config-switchport2)#no shutdown
RouterB(config-switchport2)#exit

14.13.2.5.4 HactpownTe nHtepdgenc vian10

RouterB(config)#interface vlan10
RouterB(config-if-[vlan10])#vid 10 ethertype 0x8100
RouterB(config-if-[vlan10])#no shutdown
RouterB(config-if-[vlan10])#exit

14.13.2.5.5 Hactpownte nutepdenc eth1.10 n nogknoumnte KapTbl 4N MAapKMPOBKK NOSIS
PCP

RouterB(config)#tinterface eth1.10
RouterB(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterB(config-if-[eth1.10])#no shutdown
RouterB(config-if-[eth1.10])#egres-map 1 1
RouterB(config-if-[eth1.10])#egres-map 3 3
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RouterB(config-if-[eth1.10])#exit
14.13.2.5.6 Hactponte nHTepdemc br1

RouterB(config)#tinterface brl
RouterB(config-if-[br1])#include eth1.10
RouterB(config-if-[brl])#include vlan10
RouterB(config-if-[brl])#include eth2
RouterB(config-if-[br1])#no shutdown
RouterB(config-if-[brl])#exit

14.13.2.5.7 3apante L2 ACL gnsa kaxgoro knmeHTta

RouterB(config)#l2 access-list 1 in-interface eth2

RouterB(config)#l2 access-list 3 in-interface vlan10

RouterB(config)#l2 mangle-list PREROUTING access-list 1 set-skb-prio 1
RouterB(config)#l2 mangle-list PREROUTING access-list 3 set-skb-prio 3

14.13.2.5.8 Hactponte WRR

RouterB(config)#qos eth2
RouterB(config-qos[eth2])#qos type wrr 1 parent root length 1024 w1 10 w3 40
RouterB(config-qos[eth2])#exit

14.13.2.6 CoxpaHuTe HaCTpPOMKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEK Ha YyCTPpoMCTBax

»
NMpumeyaHue

Router#fwrite <name>

14.13.3 NpoBepka HacTpoek

14.13.3.1 BeinonHute komaHay iperf server bind 100.1.0.1 port 6000 udp Ha RouterA
AN 3anycka yTunutel iperf B pexkume cepBepa 1 nocre 3anycka knmeHToB Iperf, ybeanTtech, 4To
nakeTbl ObINMM OTOPOLUEHbI U KIIMEHTCKME CKOPOCTM pacnpedenunuce B npubnmnantenbHON

nponopuun 1:3

[ 1] local 100.1.0.4 port 6000 connected with 100.1.0.2 port 59263
[ 2] local 100.1.0.4 port 6000 connected with 100.1.0.3 port 54511
[ ID] Interval Transfer Bandwidth Jitter Lost/Total
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Datagrams
[ 1] 0.0000-10.0672 sec 318 MBytes 265 Mbits/sec 0.081 ms 583663/810743 (72%)
[ 2] 0.0000-10.0141 sec 892 MBytes 747 Mbits/sec 0.025 ms 177603/813764 (22%)
14.13.3.2 BoinonHute komaHay iperf -c 100.1.0.1 -b 1000m -p 6000 -u Ha PC1 ansa

3anycka iperf B pexume KnmeHTta

14.13.3.3 BoinonHute komangy iperf -c 100.1.0.1 -b 1000m -p 6000 -u Ha PC2 ansa

3anycka iperf B pexxume KnmeHTa
14.14 HacTtpowuka paboTbl QoS ancuunnuHbl obcnyxusaHusa Input
14.14.1 OnnucaHne HaCTPONKK

Kak nokasaHO Ha pucyHke 84 B KaydeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEpPBUCHLIE
MapuwpyTtnsaTtopsbl - RouterA n RouterB.
BbinonHeHO u3nyeckoe NOOKMKYEHME WM HaCTpoMka cocTaBa oboOpyaoBaHuS B

COOTBETCTBUM CO CXEMOW NPOBeaeHNs MPOBEPKM.

RouterA RouterB
‘0 ooog .0 ooog
='n Dooo g i =:n pooo
ipv4:198.18.1.1/24 ipv4:198.18.1.2/24

PucyHok 84 — Cxema HacTponkn metoaukn QoS Input
14.14.2 3Tanbl HACTPOWKM

14.14.2.1 Bongute B pexuMm rnobanbHon KoHdurypaumMm Ha YCTpoOWCTBax nepea

HaCTpPOMKOM

Mpu HacTpoike ceTeBoro o6opyaoBaHUSA, OOHUM U3 TMaBHbIX LLAroB, SIBMSETCH BXOA B

KOHOMIypauUnoHHbIN pexuM. KoHUrypaumMoHHbIN pexnm - 3T0 OOMH U3 PEXMMOB KOMaHOHOM
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CTPOKN. B  KOHUrypauMOHHOM peXMMe MOXHO U3MEHATb HaCTPOMKU UHTepdencos,

MapLipyTM3aumo, 6e30nacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

14.14.2.2 HactponTe RouterA

HacTponTe nHtepenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#end

14.14.2.3 HactpounTte RouterB
14.14.2.3.1 HactpownTe nHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.2/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

14.14.2.3.2 Hactponte gucumnnmndy QOS ans Bxogsiwero tpaduka

RouterA(config)#qos ethl
RouterA(config)#qos type input rate 10Mbit burst 10000000
RouterA(config)#end

14.14.2.4 CoxpaHnTe HacCTPOWKM

Mcnonb3ynte KomaHgy write <name> ans coxpaHeHUsa HacTpPoeK Ha YyCTPOMUCTBaX

»
NMpumeyaHue

Routerftwrite <name>
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14.14.3 lNpoBepka HacTpoekK

14.14.3.1 BeinonHute komaHgy ping 198.18.1.2 repeat 4 Ha RouterA ana nposepku

cBasHocTu mexay RouterA n RouterB

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.

64 bytes from 198.18.1.2: icmp_seq=1 ttI=64 time=1.95 ms
64 bytes from 198.18.1.2: icmp_seq=2 tt|=64 time=0.965 ms
64 bytes from 198.18.1.2: icmp_seq=3 ttl=64 time=0.984 ms
64 bytes from 198.18.1.2: icmp_seq=4 ttl=64 time=0.974 ms
--- 198.18.1.2 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 6ms

14.14.3.2 BeinonHute koMmaHay iperf server udp bind 198.18.1.2 B pexume cepBepa Ha

RouterB gnst usmepeHusi nponyckHon cnocobHOCTH

Server listening on UDP port 5001
UDP buffer size: 176 KByte (default)

[ 1] local 198.18.1.2 port 5001 connected with 198.18.1.1 port 45572
[ID] Interval  Transfer Bandwidth Jitter Lost/Total Datagrams
[ 1] 0.0000-10.0019 sec 11.9 MBytes 10.1 Mbits/sec 2.275 ms 23556/32124 (73%)

14.14.3.3 BeinonHute komangy iperf client 198.18.1.2 udp bandwidth 10M B pexume
knueHTa Ha RouterA ana mnamepeHnsa NponyckHOM CnocoBHOCTM, ucnonb3oBaB bandwidth c

yKa3aHMeM MakcumarbHOW NpOnyCcKHOM CMOCOBHOCTU U JOAKUTECH €€ BbIMOSTHEHUSI.

Client connecting to 198.18.1.2, UDP port 5001
Sending 1470 byte datagrams, IPG target: 1176.00 us (kalman adjust)
UDP buffer size: 176 KByte (default)

[ 1] local 198.18.1.1 port 44994 connected with 198.18.1.2 port 5001

[ID] Interval  Transfer Bandwidth

[ 1] 0.0000-10.0020 sec 11.9 MBytes 10.0 Mbits/sec

[ 1] Sent 8508 datagrams

[ 1] Server Report:

[ID] Interval  Transfer Bandwidth Jitter Lost/Total Datagrams

[ 1] 0.0000-10.0019 sec 11.9 MBytes 10.0 Mbits/sec 0.555 ms 6/8507 (0.071%)
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14.15 HacTtpouka paboTtbl QoS aucumnnumHbl o6cnyxuBanmna HFSC
14.15.1 OnucaHne HaCTpPOUKK

Kak nokasaHo Ha pucyHke 85 B Ka4yeCcTBe OCHOBHOMO YCTPOWCTBa BblbpaH CepBUCHbLIN
mMapwpyTtusatop (RouterA).

BboinonHeHO u3nyeckoe nNOOKIKYEHNE W HACTpoMka cocTtaBa obopyaoBaHus B
COOTBETCTBUMN CO CXEMOWN NPOBEAEHNSI NPOBEPKM.

Ha RouterA HacTpoeHbl nHTepdencel ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

Ha PC1 nacTtpoeH IP address 198.18.0.10/24.

Ha PC2 HacTtpoeH IP address 198.18.1.10/24.

PC1 PC2
RouterA

.0 ooog
eth1 SHENEEEEN etn2
198.18.0.10/24 198.18.0.1/24 198.18.1.1/24 198.18.1.10/24

PucyHok 85 — Cxema Hactponkn metoankmn QOS HFSC

14.15.2 3tanbl HACTPOMKK
14.15.2.1 Hactpownte Ha PC1 ip agpec 198.18.0.10/24
14.15.2.2 Hactponte Ha PC2 ip agpec 198.18.1.10/24

14.15.2.3 Bongute B pexum rrnobanbHon KoHdurypaumMm Ha YCTpoWCTBax nepea

HaCTpPOWMKOM

Mpn HacTponke ceTeBoro obopyaoBaHus, OOHUM M3 FMNaBHbIX LIAroB, ABNAETCA BXOL B
KOHOUIypaLUnoHHbIN pexxuM. KoHUrypauMoOHHbIN pexnm - 3T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpOokU. B KOH(UrypaumoOHHOM peXume MOXHO W3MEHATb HaCTPOWMKM UHTepdencos,

MapLupyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl YCTPOUCTB.
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»
MpumeyvaHue

Router#configure terminal

14.15.2.4 HactponTe RouterA

14.15.2.4.1 HactponTe uHTepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.0.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

14.15.2.4.2 Hactponte nHtepdenc eth2

RouterA(config)#tinterface eth2

RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#autonegotiation off duplex full speed 100
RouterA(config-if-[eth1])#exit

14.15.2.4.3 Hactponte aucumnnunHy obcnyxusaHus odepenen HFSC Ha mHTepdence
eth2

RouterA(config)#qos eth2

RouterA(config-qos[eth2])#qos type hfsc 1 parent root default-class 50
RouterA(config-qos[eth2])#class type hfsc 1:50 parent 1:0 sc rate 1000Mbit
RouterA(config-qos[eth2])#class type hfsc 1:10 parent 1:0 sc rate 15Mbit
RouterA(config-qos[eth2])#class type hfsc 1:20 parent 1:0 sc rate 85Mbit
RouterA(config-qos[eth2])#exit

14.15.2.4.4 TMpuBsxunte punbTpbl K KNnaccam

RouterA(config)#qos eth2
RouterA(config-qos[eth2])#class 1:10 include flow 10
RouterA(config-qos[eth2])#class 1:20 include flow 20
RouterA(config-qos[eth2])#exit
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14.15.2.4.5 HacTtponTe CnMCKN KOHTPOA JOCTyna ansa dpunbTpaumm Tpaduka

RouterA(config)#ip access-list 10 protocol udp destinationports 5001
RouterA(config)#ip access-list 20 protocol udp destinationports 5002
RouterA(config)#ip mangle-list prerouting access-list 10 set-flow-id 10
RouterA(config)#ip mangle-list prerouting access-list 20 set-flow-id 20

14.15.2.5 CoxpaHnTe HacTpOMKM

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHUsa HacTPOeK Ha YCTpoMnCcTBax

»
MpumeyaHue

Router#write <name>

14.15.3 lNpoBepka HaAcTpoekK

14.15.3.1 BeinonHute komanagy ping 198.18.1.10 -¢ 4 Ha PC1 ons npoBepKn CBA3HOCTU
mexgy PC1 n PC2

PING 198.18.1.10 (198.18.1.10) 56(84) bytes of data.

64 bytes from 198.18.1.10: icmp_seq=1 ttl=63 time=1.41 ms
64 bytes from 198.18.1.10: icmp_seq=2 ttl=63 time=2.00 ms
64 bytes from 198.18.1.10: icmp_seq=3 ttI=63 time=1.80 ms
64 bytes from 198.18.1.10: icmp_seq=4 ttl=63 time=1.44 ms

--- 198.18.1.10 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 1.411/1.662/1.997/0.245 ms

14.15.3.2 BeinonHute komaHgy iperf3 -s -p 5001 & iperf3 -s -p 5002 Ha PC2 ans 3anycka

yTunuThl iperf B pexxume cepsepa

Server listening on 5001 (test #1)
Server listening on 5002 (test #1)
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14.15.3.3 BuinonHute komaHay iperf3 -u -¢c 198.18.1.10 -p 5001 -b 100m -t 10 -T 1 &
iperf3-u-c 198.18.1.10 -p 5002 -b 100m -t 10 -T 2 Ha PC1 gnsa 3anycka ytunuthbl iperf B pexxume

KNMeHTa

1: Connecting to host 198.18.1.10, port 5001
2: Connecting to host 198.18.1.10, port 5002
1: [ 5] local 198.18.0.10 port 35355 connected to 198.18.1.10 port 5001
2: [ 5] local 198.18.0.10 port 47223 connected to 198.18.1.10 port 5002

14.15.3.4 MNocne 3anycka ytunutel iperf B pexxume knueHTta Ha PC1, ybegutecb 4TO Ha

PC2 nponyckHasa cnocobHOCTb COOTBETCTBYET KOHGUrypaumm

Bitrate ogHoro notoka UDP-Tpadumka cootBeTcTBYeT ~15 Mbit/sec, Bitrate BToporo notoka

UDP-Tpachmka cootBeTcTBYET ~80-85 Mbit/sec.

Server listening on 5001 (test #1)
Server listening on 5002 (test #1)

Accepted connection from 198.18.0.10, port 33880

Accepted connection from 198.18.0.10, port 60562

[ 5] local 198.18.1.10 port 5001 connected to 198.18.0.10 port 49533

[ 5] local 198.18.1.10 port 5002 connected to 198.18.0.10 port 60473

[ 1D] Interval Transfer Bitrate Jitter Lost/Total Datagrams

[ 1D] Interval Transfer Bitrate Jitter Lost/Total Datagrams

[ 5] 0.00-1.00 sec 1.94 MBytes 16.3 Mbits/sec 1.132 ms 79/1483 (5.3%)

[ 5] 0.00-1.00 sec 9.44 MBytes 79.2 Mbits/sec 0.278 ms 408/7244 (5.6%)
[ 5] 1.00-2.00 sec 9.69 MBytes 81.3 Mbits/sec 0.251 ms 1606/8625 (19%)
[ 5] 1.00-2.00 sec 1.71 MBytes 14.4 Mbits/sec 1.138 ms 7334/8573 (86%)
[ 5] 2.00-3.00 sec 9.69 MBytes 81.3 Mbits/sec 0.268 ms 1623/8641 (19%)
[ 5] 2.00-3.00 sec 1.71 MBytes 14.4 Mbits/sec 1.385 ms 7453/8692 (86%)
[ 5] 3.00-4.00 sec 9.69 MBytes 81.3 Mbits/sec 0.210 ms 1601/8619 (19%)
[ 5] 3.00-4.00 sec 1.71 MBytes 14.3 Mbits/sec 1.154 ms 7335/8573 (86%)
[ 5] 4.00-5.00 sec 1.71 MBytes 14.3 Mbits/sec 1.506 ms 7446/8684 (86%)
[ 5] 4.00-5.00 sec 9.69 MBytes 81.3 Mbits/sec 0.309 ms 1630/8648 (19%)
[ 5] 5.00-6.00 sec 9.69 MBytes 81.3 Mbits/sec 0.211 ms 1603/8622 (19%)
[ 5] 5.00-6.00 sec 1.71 MBytes 14.4 Mbits/sec 1.138 ms 7335/8574 (86%)
[ 5] 6.00-7.00 sec 9.69 MBytes 81.3 Mbits/sec 0.217 ms 1623/8641 (19%)
[ 5] 6.00-7.00 sec 1.71 MBytes 14.3 Mbits/sec 1.505 ms 7453/8691 (86%)
[ 5] 7.00-8.00 sec 1.34 MBytes 11.3 Mbits/sec 0.210 ms 8804/9777 (90%)
[ 5] 7.00-8.00 sec 1.61 MBytes 13.5 Mbits/sec 0.277 ms 14362/15528 (92%)
[ 5] 8.00-9.00 sec 1.74 MBytes 14.6 Mbits/sec 1.260 ms 450/1708 (26%)

[ 5] 8.00-9.00 sec 9.67 MBytes 81.1 Mbits/sec 0.199 ms 487/7486 (6.5%)
[ 5] 9.00-10.00 sec 9.69 MBytes 81.3 Mbits/sec 0.246 ms 1600/8618 (19%)
[ 5] 9.00-10.00 sec 1.71 MBytes 14.3 Mbits/sec 1.824 ms 7454/8692 (86%)
[ 5] 10.00-10.06 sec 636 KBytes 81.3 Mbits/sec 0.288 ms 120/570 (21%)
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[ 5] 10.00-10.06 sec 113 KBytes 14.5 Mbits/sec 1.602 ms 458/538 (85%)

[ ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams
[ ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams
[ 5] 0.00-10.06 sec 17.4 MBytes 14.5 Mbits/sec 1.602 ms 67159/79736 (84%) receiver
[ 5] 0.00-10.06 sec 88.9 MBytes 74.1 Mbits/sec 0.288 ms 21105/85491 (25%) receiver
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15 CPEACTBA OBECIMNEYEHUA HAOEXHOCTU CETU
15.1 HacTtpowmka Bond (bonding lacp)
15.1.1 OnucaHue HaCcTpPonKK

Kak nokasaHo Ha pucyHke 86 B kKayecTBe OCHOBHOMO YCTPOMCTBaA BblbpaH CEpPBUCHLIN
MapLpyTtusaTop (ganee RouterB).

Ha RouterB HacTpoeHbl MHTepdenchl 1 arpermpoBaHue kaHanos (bonding) - HTepdenc
BondO - IP address 192.168.0.2.

PC RouterB

el eth1
. - .8 8000
Bond0:192.168.0.1 Bond0:192.168.0.2 B:n oooo

e2 eth2

PucyHok 86 — Cxema HacTponkun npoTokosia Bond
15.1.2 Otanbl HACTPOWKN CETH

15.1.2.1 Boante B pexum rnobanbHOM KOHUrypaumm Ha YCTpOWUCTBaxX nepen

HaCcTpPouKomn

lMpu HacTponke ceTeBoro obopyaoBaHWs, OOHUM U3 rMNaBHbIX LIAros, ABMASETCH BXO4 B
KOHOUIypaunoHHbIN pexxuM. KoHUrypaumMoOHHbIN pexnm - 3T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpoku. B KOH(pUrypauMOHHOM peXxume MOXHO U3MEHSATb HaCTPOMKN UHTepdencos,

MapLupyTM3aumo, 6e3onacHoOCTb U Apyrne napameTpbl YCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal
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15.1.2.2 HacTtpownTe KOHe4Hble ycTponcTea - PC
15.1.2.3 Hactpowka RouterB

15.1.2.3.1 BknounTte nHtepdenc eth1

RouterB(config)#tinterface eth1
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

15.1.2.3.2 BknounTte nHtepdenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

15.1.2.3.3 HactpounTte uHtepdenc Bond0

RouterB(config)#interface bond 0
RouterB(config-if-[bond0])#ip address 192.168.0.2/24
RouterB(config-if-[bond0])#enslave ethl
RouterB(config-if-[bond0])#enslave eth2
RouterB(config-if-[bond0])#hash-policy layer3+4
RouterB(config-if-[bond0])#mode 802.3ad
RouterB(config-if-[bond0])#lacp-rate fast
RouterB(config-if-[bond0])#no shutdown
RouterB(config-if-[bond0])#end

15.1.2.4 CoxpaHnUTe HaCTPOMKM

Mcnonbayite kKomaHay write <name> gnsi COXpaHEHNsA HAaCTPOEK Ha YCTPOMCTBaX

»
NMpumeyaHue

Router#twrite <name>
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15.1.3 NpoBepka HacTpoek
15.1.3.1 lNpoBepbTe HacTponkn bond Ha PC

15.1.3.2 BuinonHute komaHay iperf server bind 192.168.0.2 interval 1 Ha RouterB ans

MPOBEPKM NPOMNYCKHON CNOCOBHOCTH

Server listening on TCP port 5001
TCP window size: 85.3 KByte (default)

[ 1] local 192.168.0.2 port 5001 connected with 192.168.0.1 port 53554 (icwnd/mss/irtt=14/1460/630)
[ 2] local 192.168.0.2 port 5001 connected with 192.168.0.1 port 53568 (icwnd/mss/irtt=14/1460/555)
[ID] Interval  Transfer Bandwidth

[ 1] 0.0000-1.0000 sec 97.7 MBytes 819 Mbits/sec

[ 2] 0.0000-1.0000 sec 93.1 MBytes 781 Mbits/sec

[SUM] 0.0000-1.0000 sec 191 MBytes 1.60 Gbits/sec

[ 1] 1.0000-2.0000 sec 113 MBytes 949 Mbits/sec

[ 2] 1.0000-2.0000 sec 113 MBytes 949 Mbits/sec

[SUM] 1.0000-2.0000 sec 226 MBytes 1.90 Gbits/sec

[ 1] 2.0000-3.0000 sec 113 MBytes 950 Mbits/sec

[ 2] 2.0000-3.0000 sec 113 MBytes 949 Mbits/sec

[SUM] 2.0000-3.0000 sec 226 MBytes 1.90 Gbits/sec

15.1.3.3 BuinonHute komaHay iperf server bind 192.168.0.2 interval 1 gns npoBepku
arperauun kananos. [Nepen nposepkon BbikntounTe eth1 Ha RouterB 1 nocmotpuTte nonget nm

Tpaduk.

15.1.3.3.1 Beikntouynte eth1 Ha RouterB

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#shutdown
RouterB(config-if-[eth2])#exit

15.1.3.3.2 BbInonHuUTe NpoBepKy

Server listening on TCP port 5001
TCP window size: 85.3 KByte (default)

[ 1] local 192.168.0.2 port 5001 connected with 192.168.0.1 port 48282 (icwnd/mss/irtt=14/1460/629)
[ID] Interval  Transfer Bandwidth

[ 1] 0.0000-1.0000 sec 96.7 MBytes 811 Mbits/sec

[ 2] local 192.168.0.2 port 5001 connected with 192.168.0.1 port 48298 (icwnd/mss/irtt=14/1460/422)
[ 2] 0.0000-1.0000 sec 48.6 MBytes 408 Mbits/sec

[ 1] 1.0000-2.0000 sec 62.5 MBytes 524 Mbits/sec

[SUM] 1.0000-2.0000 sec 111 MBytes 932 Mbits/sec
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15.2 HacTtpowmka npoTtokona otkazoyctonunsoctu Ha WAN noptax CARP
15.2.1 OnncaHue HacTpouKu

Kak nokasaHo Ha pucyHke 87 B KaydeCTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CepBUCHLIE
MapupyTtusaTtopsl - RouterA, RouterB, RouterC, RouterD.
Ha mapupyTtmnsatopax HacTpoeHbl UHTEPMUCHI N MapLUpyTU3aums.

Ha RouterA n RouterB HacTtpoeH MpoTtokon Oynnukauun O6bwero Agpeca (CARP).

VLAN200
RouterA N
1 RouterD

\
=, 9 0ooo . FICEEER- - - -
S0 oooo ! Eipn poon
eth2 switchport1 !
A Ipvd: 200.1.0.2/24 ' i :
.
TTTTTTTIITIIOTETL wianao !
!
\

'
eth lo1:2.2.2.2032" i !
Ipv4:100.1.0.1724 o ' switchport2 '

_________________________
eth2
Ipv4: 201.1.0.2/24

O ooog
=in noon

RouterB

1 swithport1

'

!
, .
' :
' -
' _ O ooog lo1: 1.1.1.1/32 !
H S'0 ooon v
: 1
:
i 1
. 1
!

!

- eth1
switchport2 ! Ipv4:100.1.0.2/24

RouterC

VLAN100

PucyHok 87 — Cxema HacTponkun npoTtokona CARP
15.2.2 Jtanbl HACTPOWKN CETH

15.2.2.1 Boante B pexum rnobanbHOM KOHUrypaumm Ha YCTpOWCTBaxX nepes

HaCTpOWMKOM

lMpu HacTpounke ceTeBoro obopyaoBaHus, OOHUM U3 FMNaBHbIX LWIAros, ABMASETCH BXO4 B
KOHOUIypauUnoHHbIN pexxuM. KoHUrypaumMOHHbIN pexnm - 3TO OOMH U3 PEXUMOB KOMaHOHOM
CTpOKU. B KOH(MUrypauMOHHOM peXume MOXHO W3MEHSATb HaCTPOMKU UHTEPJENCOB,

MapLipyTM3aumo, 6e3onacHoOCTb 1 Apyrne napameTpbl YCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal
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15.2.2.2 HactpownTte RouterA

15.2.2.2.1 HactponTe uHTepdemc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 100.1.0.1/24
RouterA(config-if-[eth1])#exit

15.2.2.2.2 HactponTe nHTepdenc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 200.1.0.2/24
RouterA(config-if-[eth2])#exit

15.2.2.2.3 HacTtpounte mapLipyTnsaumto

RouterA(config)#ip route 2.2.2.2/32 200.1.0.1
RouterA(config)#ip route 1.1.1.1/32 100.1.0.5

15.2.2.2.4 Beegnte komaHabl gnsa 3anycka [lMpotokona LOynnukaumm OOwero Agpeca
(CARP) Ha nutepemnce

RouterA(config)#carp ethl id 1 address 100.1.0.10 password istokistok timer 3
RouterA(config)#end

15.2.2.3 Hactpoute RouterB

15.2.2.3.1 HacTtpounTte nHtepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 100.1.0.2/24
RouterB(config-if-[eth1])#exit

15.2.2.3.2 HactponTte nHTepderic eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 201.1.0.2/24
RouterB(config-if-[eth2])#exit
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15.2.2.3.3 HactponTe MmapLupyTusaumo

RouterB(config)#ip route 1.1.1.1/32 100.1.0.5
RouterB(config)#ip route 2.2.2.2/32 201.1.0.1

15.2.2.3.4 Beegnte komaHabl onsa 3anycka [Mpotokona LOynnukaumm O6wero Agpeca

(CARP) Ha nHTepdence

RouterB(config)#carp ethl id 1 address 100.1.0.10 password istokistok timer 3

RouterB(config)#end
15.2.2.4 Hactpounte RouterC

15.2.2.4.1 HactpownTe loopack-nHtepenc lo1

RouterC(config)#interface lo1
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 1.1.1.1/32
RouterC(config-if-[lo1])#exit

15.2.2.4.2 HactponTe nHTepdenc switchportl

RouterC(config)#interface switchportl
RouterC(config-if-[switchport1])#no shutdown
RouterC(config-if-[switchport1])#switchport access vian 100
RouterC(config-if-[switchport1])#exit

15.2.2.4.3 HacTtpounTte nHtepdenc switchport2

RouterC(config)#interface switchport2
RouterC(config-if-[switchport2])#no shutdown
RouterC(config-if-[switchport2])#switchport access vian 100
RouterC(config-if-[switchport2])#exit

15.2.2.4.4 BHecuTe VLAN B 6a3y gaHHbIX
RouterC(config)#vlan 100
15.2.2.4.5 HacTtponte mapLipyTnsaumto

RouterC(config)#ip route 0.0.0.0/0 100.1.0.10
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15.2.2.4.6 HactpownTe interface vlan100

RouterC(config)#interface vlan100
RouterC(config-if-[vlan100])#vid 100 ethertype 0x8100
RouterC(config-if-[vlan100])#no shutdown
RouterC(config-if-[vlan100])#ip address 100.1.0.5/24
RouterC(config-if-[vlan100])#end

15.2.2.5 HactpounTte RouterD
15.2.2.5.1 HactpownTe loopback-nHtepgenc lol

RouterD(config)#interface lo1
RouterDconfig-if-[lo1])#no shutdown
RouterD(config-if-[lo1])#ip address 2.2.2.2/32
RouterD(config-if-[lo1])#exit

15.2.2.5.2 HacTtponTte uHtepdenc switchport1

RouterD(config)#interface switchportl
RouterD(config-if-[switchport1])#no shutdown
RouterD(config-if-[switchport1])#switchport access vian 200
RouterD(config-if-[switchport1])#exit

15.2.2.5.3 Hactpownte uHtepdenc switchport2

RouterD(config)#interface switchport2
RouterD(config-if-[switchport2])#no shutdown
RouterD(config-if-[switchport2])#switchport access vlan 201
RouterD(config-if-[switchport2])#exit

15.2.2.5.4 BHecuTe VLAN B 6a3y gaHHbIX
RouterD(config)#vlan 200-201
15.2.2.5.5 HacTtponte mapLipyTunsaumto

RouterD(config)#ip route 1.1.1.1/32 201.1.0.2 20
RouterD(config)#ip route 1.1.1.1/32 200.1.0.2 10

15.2.2.5.6 HactpownTe interface vian200

RouterD(config)#interface vlan200
RouterD(config-if-[vlan200])#vid 200 ethertype 0x8100
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RouterD(config-if-[vlan200])#no shutdown
RouterD(config-if-[vlan200])#ip address 200.1.0.1/24
RouterD(config-if-[vlan200])#exit

15.2.2.5.7 HactpownTe interface vlian201

RouterC(config)#tinterface vlan201
RouterC(config-if-[vlan201])#vid 201 ethertype 0x8100
RouterC(config-if-[vlan201])#no shutdown
RouterC(config-if-[vlan201])#ip address 201.1.0.1/24
RouterC(config-if-[vlan201])#end

15.2.2.6 CoxpaHnte HacTpOMKM

MCHOﬂb3yﬁTe KOMaHay write <name> gns COXpaHeHndA HaCTpoeK Ha yCTpOIZCTBaX

»
NMpumeyaHue

Router#fwrite <name>

15.2.3 lNpoBepka HacTpoekK

15.2.3.1 BeinonHute komaHay show carp ethl Ha RouterA gns npocmoTtpa BbiBOAa

HacTpoek npoTtokona CARP

ethernetl
Group ID: 1
Group IP: 100.1.0.10
Password: GQxbNXEmynaED230FsQ4jAA=
Adv. time: 3

15.2.3.2 BeinonHute komaHay show carp ethl Ha RouterB ansa npocmoTpa BbiBOAA

HacTpoek npotokona CARP

ethernetl
Group ID: 1
Group IP: 100.1.0.10
Password: GQxbNXEmynaED230FsQ4jAA=
Adv. time: 3
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15.2.3.3 BeinonHute komaHay ping 2.2.2.2 source 1.1.1.1 Ha RouterC, 4tobbl npoBepnThb,

4yTO Tpaduk npoxoamTt Yepes RouterA

PING 2.2.2.2 (2.2.2.2) from 1.1.1.1 : 56(84) bytes of data.
64 bytes from 2.2.2.2: icmp_seq=1 ttI=63 time=1.21 ms
64 bytes from 2.2.2.2: icmp_seq=2 ttlI=63 time=1.13 ms
64 bytes from 2.2.2.2: icmp_seq=3 tt|=63 time=1.12 ms

15.2.3.4 BoinonHute komangy tcpdump ethl Ha RouterA ana aHanusa Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
21:22:19.498426 1P 1.1.1.1 > 2.2.2.2: ICMP echo request, id 15699, seq 6, length 64
21:22:19.498999 IP 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 15699, seq 6, length 64

15.2.3.5 OTtkntounte nopt switchport1 Ha RouterD u y6egutecs, 4to Tpaduk ¢ RouterC

noet yepes RouterB

15.2.3.6 BoinonHute komangy tcpdump ethl Ha RouterB ana aHanusa Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
06:37:19.021899 1P 1.1.1.1 > 2.2.2.2: ICMP echo request, id 15860, seq 26, length 64
06:37:19.022546 1P 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 15860, seq 26, length 64

15.3 HacTtpowka npoTtokona otkazoyctonuynBoct Ha WAN noptax VRRPv2
15.3.1 OnncaHne HacTpomnKK

Kak nokasaHo Ha pucyHke 88 B Ka4yeCTBe OCHOBHOMO YCTPOWCTBaA BblOpaHbl CEPBUCHbIE
MapuwpyTtunsatopsl - RouterA n RouterB.

PC1 n PC2 BsamopgentByoT 4epe3 RouterA m RouterB, Ha KoTopbiX HacTpoeHa
MapwpyTtnsauma Yeped VRRP virtual ip.

Virtual ip ykasblBaeTCsl, KakK W03, N0 YMOMYaHUIO U B 3aBMCUMOCTU OT COCTOSIHUA

master/backup 6yaet HaxoauTca Ha ogHom M3 AByx Router.
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RouterA

eth2:100.0.0.2/24 eEEEeEg ©th1:192.168.0.2124
E:p pooo

PC2 PC1

100.0.0.50/24 192.168.0.50/24
| VIP:100.0.0.1 VIP:192.,168.0.1 -

RouterB

o e
th2:100.0.0.3/24 ER==EEN oth1:192.168.0.3/24

PucyHok 88 — Cxema HacTponkmn npoTokona otkasoyctonynsoctn VRRPv2
15.3.2 Otanbl HACTPOMKK CceTH

15.3.2.1 Bongnte B pexum rnobanbHOM KOHUrypaumm Ha YyCTpoOWUCTBax nepea

HaCTpOWKOM

Mpn HacTporke ceTeBoro ob6opyaoBaHns, OQHUM U3 FMaBHbIX LLAroB, ABNSETCS BXOA B
KOHOUrypaunoHHbIN pexuM. KoHMUrypaumMoHHbIN peXUM - 3TO OOUH U3 PEeXUMOB KOMaHOHOMU
CTpokU. B KOH(UrypauMOHHOM peXxume MOXHO WU3MEHATb HaCTPOUKM UHTepdencos,

MapLUpyT13auuo, 6e3onacHoCTb U Apyrine napameTpbl YCTPOMCTB.

»
NMpumeyaHue

Router#configure terminal

15.3.2.2 Hactpoute RouterA

15.3.2.2.1 OTkntounTe TeKyLwmm vian ncnonb3yemblin N0 yMOTHaHUIO
RouterA(config)#no interface vlanl

15.3.2.2.2 HacTtpounTte nHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.2/24
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RouterA(config-if-[eth1])#exit
15.3.2.2.3 HactponTte uHtepdenc eth2

RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 100.0.0.2/24
RouterA(config-if-[eth2])#exit

15.3.2.2.4 CospganTte n HacTponTte ak3emnnap VRRP1

RouterA(config)#vrrp 1
RouterA(config-vrrp-[1])#advertising-interval 1.0
RouterA(config-vrrp-[1])#interface eth1
RouterA(config-vrrp-[1])#priority 100
RouterA(config-vrrp-[1])#track interface eth2
RouterA(config-vrrp-[1])#version 2
RouterA(config-vrrp-[1])#virtual ip 192.168.0.1/24
RouterA(config-vrrp-[1])#virtual-router-id 101
RouterA(config-vrrp-[1])#authentication password istokistok
RouterA(config-vrrp-[1])#exit

15.3.2.2.5 Cosgante n HacTtpounTte ak3emnnap VRRP2

RouterA(config)#vrrp 2
RouterA(config-vrrp-[2])#advertising-interval 1.0
RouterA(config-vrrp-[2])#interface eth2
RouterA(config-vrrp-[2])#priority 100
RouterA(config-vrrp-[2])#track interface ethl
RouterA(config-vrrp-[2])#version 2
RouterA(config-vrrp-[2])#virtual ip 100.0.0.1/24
RouterA(config-vrrp-[2])#virtual-router-id 102
RouterA(config-vrrp-[2])#authentication password istokistok
RouterA(config-vrrp-[2])#exit
RouterA(config)#vrrp on

15.3.2.3 Hactpoute RouterB

15.3.2.3.1 OTkntounTe TekyLwmm vian ncnonb3yemblin N0 yMOSTHaHUIO
RouterB(config)#no interface vianl

15.3.2.3.2 HacTtpounTte nHTepdenc eth1

RouterB(config)#tinterface ethl

Bepcus 7.0 371



Cpeactea obecneyeHns HageXXHOCTU CeTu

NHCTpYKLMS Mo HacTpolike
KPIIr.465614.0011C3

RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 192.168.0.3/24
RouterB(config-if-[eth1])#exit

15.3.2.3.3 HactponTte uHtepdenc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 100.0.0.3/24
RouterB(config-if-[eth2])#exit

15.3.2.3.4 CospganTte n HacTponTte ak3emnnap VRRP1

RouterB(config)#tvrrp 1
RouterB(config-vrrp-[1])#advertising-interval 1.0
RouterB(config-vrrp-[1])#interface ethl
RouterB(config-vrrp-[1])#priority 50
RouterB(config-vrrp-[1])#track interface eth2
RouterB(config-vrrp-[1])#version 2
RouterB(config-vrrp-[1])#virtual ip 192.168.0.1/24
RouterB(config-vrrp-[1])#virtual-router-id 101
RouterB(config-vrrp-[1])#authentication password istokistok
RouterB(config-vrrp-[1])#exit

15.3.2.3.5 Cosgante n HacTtpounTte ak3emnnap VRRP2

RouterB(config)#vrrp 2
RouterB(config-vrrp-[2])#advertising-interval 1.0
RouterB(config-vrrp-[2])#interface eth2
RouterB(config-vrrp-[2])#priority 50
RouterB(config-vrrp-[2])#track interface ethl
RouterB(config-vrrp-[2])#version 2
RouterB(config-vrrp-[2])#virtual ip 100.0.0.1/24
RouterB(config-vrrp-[2])#authentication password istokistok
RouterB(config-vrrp-[2])#virtual-router-id 102
RouterB(config-vrrp-[2])#exit
RouterB(config)#vrrp on

15.3.2.4 CoxpaHnUTe HaCTPOMKM

Mcnonbaynte komaHay write <name> gnsi CoOxpaHeHNs HaCcTPOEK Ha YCTPOMUCTBax
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»
MpumeyvaHue

Router#write <name>

15.3.3 NpoBepka HacTpoek

15.3.3.1 BeinonHute komangy show vrrp Ha RouterA ana npocmoTpa HacTpoek

ak3emnnspa VRRP

VRRP enabled
VRRPv2 instance: 1
State: MASTER
Interface: eth1
Virtual Router ID: 101
Priority: 100
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
192.168.0.1/24
Tracking interfaces:
eth2
VRRPv2 checksum compatibility: False

VRRPv2 instance: 2
State: MASTER
Interface: eth2
Virtual Router ID: 102
Priority: 100
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
100.0.0.1/24
Tracking interfaces:
ethl
VRRPv2 checksum compatibility: False

15.3.3.2 BoinonHute komaHgy show vrrp Ha RouterB gna npocmoTpa HacTpoek

aksemnnsgpa VRRP

VRRP enabled

VRRPv2 instance: 1

State: BACKUP
Interface: ethl
Virtual Router ID: 101
Priority: 50
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Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
192.168.0.1/24
Tracking interfaces:
eth2
VRRPv2 checksum compatibility: False

VRRPv2 instance: 2
State: BACKUP
Interface: eth2
Virtual Router ID: 102
Priority: 50
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
100.0.0.1/24
Tracking interfaces:
ethl
VRRPv2 checksum compatibility: False

15.3.3.3 NpoBepbTe CBA3HOCTbL MEXAY KOHEYHbIMU YCTPOUCTBaMM

15.3.3.4 BuinonHute komangy do tcpdump ethl Ha RouterA, 4tobbl yb6egutbes, 4TO

Tpaduk nget Yepes RouterA (master)

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes

15:18:00.677480 IP 192.168.0.50 > 100.0.0.50: ICMP echo request, id 27975, seq 11, length 64
15:18:00.678052 IP 100.0.0.50 > 192.168.0.50: ICMP echo reply, id 27975, seq 11, length 64

15:18:01.364450 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 100, authtype simple, intvl
1s, length 20

15:18:01.678702 IP 192.168.0.50 > 100.0.0.50: ICMP echo request, id 27975, seq 12, length 64
15:18:01.679284 IP 100.0.0.50 > 192.168.0.50: ICMP echo reply, id 27975, seq 12, length 64

15:18:02.364753 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 100, authtype simple, intvl
1s, length 20

15:18:02.680011 IP 192.168.0.50 > 100.0.0.50: ICMP echo request, id 27975, seq 13, length 64

15.3.3.5 BeinonHute komangy do tcpdump ethl Ha RouterB, 4tobbl yb6eoutbes, 4TO

Tpaduk He nget Yepea RouterB (backup)

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes

15:18:16.995113 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 100, authtype simple, intvl
1s, length 20

15:18:17.995123 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 100, authtype simple, intvl
1s, length 20

15:18:18.995145 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 100, authtype simple, intvl
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1s, length 20
15:18:19.995159 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 100, authtype simple, intvl
1s, length 20

15.3.3.6 M3Bnekute kabenb n3 WAN2 nopta RouterA (master) n yéeguteco, 4to RouterB
(backup) nonyuut ctatyc VRRP master. 3anyctute Tpaduk n ybeamtecb, YTO OH MAeT vepes

RouterB (master)

15.3.3.7 BoinonHnte komangy show vrrp Ha RouterB ana npocmotpa HacTtpoek

ak3emnnspa VRRP

VRRP enabled
VRRPv2 instance: 1
State: MASTER
Interface: eth1
Virtual Router ID: 101
Priority: 50
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
192.168.0.1/24
Tracking interfaces:
eth2
VRRPv2 checksum compatibility: False

VRRPv2 instance: 2
State: MASTER
Interface: eth2
Virtual Router ID: 102
Priority: 50
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
100.0.0.1/24
Tracking interfaces:
ethl
VRRPv2 checksum compatibility: False

15.3.3.8 NpoBepbTe CBA3HOCTbL MEXAY KOHEYHbIMU YCTPONUCTBaAMM

15.3.3.8.1 BeinonHute komaHay do tcpdump ethl Ha RouterB, 4tobbl yoeantbcs, 4to

Tpaduk nget Yepes RouterB (master)

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
15:20:02.349536 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 50, authtype simple, intvl 1s,
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length 20

15:20:02.730079 IP 192.168.0.50 > 100.0.0.50: ICMP echo request, id 28024, seq 5, length 64
15:20:02.730669 IP 100.0.0.50 > 192.168.0.50: ICMP echo reply, id 28024, seq 5, length 64

15:20:03.349604 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 50, authtype simple, intvl 1s,
length 20

15:20:03.731296 IP 192.168.0.50 > 100.0.0.50: ICMP echo request, id 28024, seq 6, length 64
15:20:03.731855 IP 100.0.0.50 > 192.168.0.50: ICMP echo reply, id 28024, seq 6, length 64

15:20:04.349732 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 50, authtype simple, intvl 1s,
length 20

15.3.3.8.2 BoinonHute komaHgy do tcpdump ethl Ha RouterA, 4Tobbl yoeauTbes, 4To
Tpaduk He nget Yepes RouterA (backup)

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes

15:20:41.727641 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 50, authtype simple, intvl 1s,
length 20

15:20:42.727718 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 50, authtype simple, intvl 1s,
length 20

15.4 HacTtpownka npoTtokona otkazoyctonuynBoctn Ha WAN noptax VRRPv3

15.4.1 OnncaHmne HacTpPOWKn

Kak nokasaHo Ha pucyHke 89 B Ka4yecTBe OCHOBHOIO YCTpPOMCTBA BblOpaHbl CEPBUCHbLIE
MapuwpyTtmnsaTtopsbl - RouterA n RouterB.

PC1 n PC2 BsamopgentByioT 4epe3 RouterA mn RouterB, Ha KOTOpbIX HacTpoeHa
MapwpyTtnsauma Yepes VRRP virtual ip.

Virtual ip ykasblBaeTCs, Kak W03, No YMOMYaHUIO U B 3aBUCUMOCTU OT COCTOSAHUS
master/backup 6yaet HaxoauTca Ha ogHoMm 13 AByx Router.

RouterA

EPEEREE) ©th1:2001:1:1::2/64
—

PC2 PC1

2002:1:1::50/64 2001:1:1::50/64
—_— 1 VIP:2002:1:1::1/64 VIP:2001:1::1/64

RouterB

= 0 0ooo
th2:2002:1:1::3/64 EREEEEN eth1:2002:1:1::3/64

eth2:2002:1:1::3/64

PucyHok 89 — Cxema HacTtporkun VRRPV3
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15.4.2 3Tanbl HACTPOWKN CETH

15.4.2.1 Boante B pexum rnobanbHOM KOHdurypaumm Ha ycTponcTBax nepen

HaCTPOWKOM

Mpn HacTpourke ceTeBoro ob6opyaoBaHUs, OOHUM U3 [MaBHbLIX LLAroB, SABNSETCS BXOA B
KOHPUIYPaLMOHHBIN pexnM. KoHMUrypaumMOHHbIA peXnm - 3TO OOUH U3 PEXUMOB KOMaHZAHOW
CTPOKN. B  KOHUrypauUMOHHOM pEeXMME MOXHO WU3MEHATb HACTPOMKU UHTepdencos,

MapLupyTM3auuo, 6e3onacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

15.4.2.2 Hactpoute RouterA
15.4.2.2.1 HactponTe nHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2001:1:1::2/64
RouterA(config-if-[eth1])#exit

15.4.2.2.2 Hactponte nHTepdenc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ipv6 address 2002:1:1::2/24
RouterA(config-if-[eth2])#exit

15.4.2.2.3 CospganTte n HactponTte ak3emnnap VRRP1

RouterA(config)#vrrp 1
RouterA(config-vrrp-[1])#advertising-interval 1.0
RouterA(config-vrrp-[1])#authentication password istokistok
RouterA(config-vrrp-[1])#interface ethl
RouterA(config-vrrp-[1])#priority 100
RouterA(config-vrrp-[1])#track interface eth2
RouterA(config-vrrp-[1])#version 3
RouterA(config-vrrp-[1])#virtual ip 2001:1:1::1/64
RouterA(config-vrrp-[1])#virtual-router-id 101
RouterA(config-vrrp-[1])#exit
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15.4.2.2.4 Co3sganTte n Hactponte ak3emnnsap VRRP2

RouterA(config)#vrrp 2
RouterA(config-vrrp-[2])#advertising-interval 1.0
RouterA(config-vrrp-[2])#authentication password istokistok
RouterA(config-vrrp-[2])#interface eth2
RouterA(config-vrrp-[2])#priority 100
RouterA(config-vrrp-[2])#track interface ethl
RouterA(config-vrrp-[2])#version 3
RouterA(config-vrrp-[2])#virtual ip 2002:1:1::1/64
RouterA(config-vrrp-[2])#virtual-router-id 102
RouterA(config-vrrp-[2])#exit

15.4.2.2.5 Bknouute VRRP

RouterA(config)#vrrp on

15.4.2.3 Hactpownte RouterB

15.4.2.3.1 Hactponte uHtepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ipv6 address 2001:1:1::3/64
RouterB(config-if-[eth1])#exit

15.4.2.3.2 HactponTe nHTepdenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ipv6 address 2002:1:1::3/64
RouterB(config-if-[eth2])#exit

15.4.2.3.3 CosganTte n HactponTte ak3emnnap VRRP1

RouterB(config)#vrrp 1
RouterB(config-vrrp-[1])#advertising-interval 1.0
RouterB(config-vrrp-[1])#authentication password istokistok
RouterB(config-vrrp-[1])#interface ethl
RouterB(config-vrrp-[1])#priority 50
RouterB(config-vrrp-[1])#track interface eth2
RouterB(config-vrrp-[1])#version 3
RouterB(config-vrrp-[1])#virtual ip 2001:1:1::1/64
RouterB(config-vrrp-[1])#virtual-router-id 101
RouterB(config-vrrp-[1])#exit
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15.4.2.3.4 CosganTte n HactponTte ak3emnnsap VRRP2

RouterB(config)#vrrp 2
RouterB(config-vrrp-[2])#advertising-interval 1.0
RouterB(config-vrrp-[2])#authentication password istokistok
RouterB(config-vrrp-[2])#interface eth2
RouterB(config-vrrp-[2])#priority 50
RouterB(config-vrrp-[2])#track interface ethl
RouterB(config-vrrp-[2])#version 3
RouterB(config-vrrp-[2])#virtual ip 2002:1:1::1/64
RouterB(config-vrrp-[2])#virtual-router-id 102
RouterB(config-vrrp-[2])#exit

15.4.2.3.5 Bknouute VRRP

RouterB(config)#vrrp on

15.4.2.4 CoxpaHnTe HacTPOMKM

MCHOﬂb3yﬁTe KOMaHay write <name> gns COXpaHeHnda HaCTpoeK Ha yCTpOIZCTBaX

»
MpumevaHue

Router#fwrite <name>

15.4.3 NpoBepka HacTpoek

15.4.3.1 BoinonHute komaHay show vrrp Ha RouterA gns npocmoTpa HacTpoek

aksemnnsgpa VRRP

VRRP enabled
VRRPv3 instance: 1
State: MASTER
Interface: eth1
Virtual Router ID: 101
Priority: 100
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
2001:1:1::1/64
Tracking interfaces:
eth2
VRRPv2 checksum compatibility: False

VRRPv3 instance: 2
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State: MASTER
Interface: eth2
Virtual Router ID: 102
Priority: 100
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
2002:1:1::1/64
Tracking interfaces:
ethl
VRRPv2 checksum compatibility: False

15.4.3.2 BoinonHnte komaHgy show vrrp Ha RouterB gns npocmoTpa HacTpoek

ak3emnnspa VRRP

RouterB(config)t#tshow vrrp
VRRP enabled
VRRPv3 instance: 1
State: BACKUP
Interface: eth1
Virtual Router ID: 101
Priority: 50
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
2001:1:1::1/64
Tracking interfaces:
eth2
VRRPv2 checksum compatibility: False

VRRPv3 instance: 2
State: BACKUP
Interface: eth2
Virtual Router ID: 102
Priority: 50
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
2002:1:1::1/64
Tracking interfaces:
ethl
VRRPv2 checksum compatibility: False

15.4.3.3 BoinonHute komangy do tcpdump ethl Ha RouterA ana ananusa Tpadwuka.

Y6egutech, uto Tpaduk naet Yepes RouterA(master)

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
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10:20:39.948366 IP6 2001:1:1::50 > 2002:1:1::50: ICMP6, echo request, seq 7, length 64
10:20:39.949015 IP6 2002:1:1::50 > 2001:1:1::50: ICMPS6, echo reply, seq 7, length 64
10:20:40.283706 IP6 fe80::963f:bbff:fe00:3035 > ff02::12: ip-proto-112 24
10:20:40.949690 IP6 2001:1:1::50 > 2002:1:1::50: ICMPS6, echo request, seq 8, length 64
10:20:40.950278 IP6 2002:1:1::50 > 2001:1:1::50: ICMPS6, echo reply, seq 8, length 64

15.4.3.4 BoinonHute komangy do tcpdump ethl Ha RouterB gna ananusa tpadwuka.

Y6egutech, 4to Tpaduk He naet vYepes RouterB(backup)

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
10:18:54.822221 IP6 fe80::963f:bbff:fe00:3035 > ff02::12: ip-proto-112 24
10:18:55.822239 IP6 fe80::963f:bbff:fe00:3035 > ff02::12: ip-proto-112 24
10:18:56.822243 |P6 fe80::963f:bbff:fe00:3035 > ff02::12: ip-proto-112 24

15.4.3.5 N3Bnekute kabenb n3 WAN2 nopta RouterA(master) n ybeautecb, 4TO
RouterB(backup) nonyunn ctatyc vrrp master. 3anyctute Tpaduk TemM e crnocobom wu

ybeaunTtech, 4TO OH naet Yyepes RouterB(master).

15.4.3.6 BoinonHute komaHgy show vrrp Ha RouterB gns npocmoTpa HacTpoek

aksemnnsapa VRRP

VRRP enabled
VRRPv3 instance: 1
State: MASTER
Interface: eth1
Virtual Router ID: 101
Priority: 50
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
2001:1:1::1/64
Tracking interfaces:
eth2
VRRPv2 checksum compatibility: False

VRRPv3 instance: 2
State: MASTER
Interface: eth2
Virtual Router ID: 102
Priority: 50
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
2002:1:1::1/64
Tracking interfaces:
ethl
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VRRPv2 checksum compatibility: False
15.4.3.7 BoinonHute komaHgy do tcpdump ethl Ha RouterB gna aHanusa Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
10:21:20.045627 IP6 fe80::963f:bbff:fe00:3041 > ff02::12: ip-proto-112 24
10:21:20.494180 IP6 2001:1:1::50 > 2002:1:1::50: ICMPS6, echo request, seq 6, length 64
10:21:20.494746 IP6 2002:1:1::50 > 2001:1:1::50: ICMPS6, echo reply, seq 6, length 64
10:21:21.045717 IP6 fe80::963f:bbff:fe00:3041 > ff02::12: ip-proto-112 24
10:21:21.495397 IP6 2001:1:1::50 > 2002:1:1::50: ICMP®6, echo request, seq 7, length 64
10:21:21.495983 I1P6 2002:1:1::50 > 2001:1:1::50: ICMP6, echo reply, seq 7, length 64

15.4.3.8 BeinonHute komaHay do tcpdump ethl Ha RouterA ansa aHanusa Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
10:23:56.516861 IP6 fe80::963f:bbff:fe00:3041 > ff02::12: ip-proto-112 24
10:23:57.516929 IP6 fe80::963f:bbff:fe00:3041 > ff02::12: ip-proto-112 24
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16 ®YHKLMU CETEBOM 3ALLUTDI
16.1 HacTtpoika mexceTeBOro aKpaHupoBaHuA Ha ocHoBe |IP-agpeca uctoyHuka
16.1.1 OnncaHne HaCTPOnKK

Kak nokasaHo Ha pucyHke 90 B ka4yeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapLpyTusaTtopsbl (ganee RouterA n RouterB).

BbinonHeHO dm3nyeckoe NOAKMYEeHNe U HacTponka 06opyaoBaHKS.

Apnpec cab-untepdenca eth1.10 RouterA - 198.18.10.1/24, a agpec cab-mHTepdenca
eth1.20 RouterA - 198.18.20.1/24.

Apnpec cab-untepdenca eth1.10 RouterB - 198.18.10.2/24, a agpec cab-nHTepdenca
eth1.20 RouterB - 198.18.20.2/24.

VLAN 10 VLAN 10
RouterA Ipv4: 198.18.10.1/24 Ipv4: 198.18.10.2/24 RouterB
eth1.10 eth1.10 —
_ O ggag ogog
=5 EE] T
eth1.20 eth1.20
Ipv4: 198.18.20.1/24 Ipv4: 198.18.20.2/24
VLAN 20 VLAN 20

PucyHok 90 — Cxema HaCTpOmKn MeXceTeBOro aKkpaHMpoBaHnsa Ha ocHoBe |IP-agpeca

MCTOYHUKA
16.1.2 STanbl HACTPOWKK CETU

16.1.2.1 Boante B pexum rnobanbHOM KOHUrypaumm Ha YCTpOWUCTBaxX nepea

HaCTpPOWMKOM

Mpu HacTpounke ceTeBoro obopyaoBaHus, OOHUM U3 FNaBHbIX LIAroB, ABMASETCS BXO4 B
KOHOMIypauUnoHHbIN pexumMm. KoHUrypaumMOHHbIN peXxnm - 3T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpokU. B KOH(UrypaumoOHHOM pexXume MOXHO W3MEHATb HaCTPOWMKM UHTepdencos,

MapLupyTM3aumo, 6e3onacHoCTb U Apyriue napameTpbl yCTPOWCTB.
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»
MpumeyvaHue

Router#configure terminal

16.1.2.2 HacTtpownTte RouterA

16.1.2.2.1 HactponTe uHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

16.1.2.2.2 HactponTte nHtepdenc ethl.10

RouterA(config)#interface eth1.10
RouterA(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterA(config-if-[eth1.10])#ip address 198.18.10.1/24
RouterA(config-if-[eth1.10])#no shutdown
RouterA(config-if-[eth1.10])#exit

16.1.2.2.3 HactpownTte nHtepderic eth1.20

RouterA(config)#interface eth1.20
RouterA(config-if-[eth1.20])#vid 20 ethertype 0x8100
RouterA(config-if-[eth1.20])#ip address 198.18.20.1/24
RouterA(config-if-[eth1.20])#no shutdown
RouterA(config-if-[eth1.20])#end

16.1.2.3 Hactpoute RouterB

16.1.2.3.1 HacTtpounTte nHtepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

16.1.2.3.2 HacTtpounTte nHtepdenc eth1.10

RouterB(config)#tinterface eth1.10
RouterB(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterB(config-if-[eth1.10])#ip address 198.18.10.2/24
RouterB(config-if-[eth1.10])#no shutdown
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RouterB(config-if-[eth1.10])#exit
16.1.2.3.3 HacTtpounTte nHtepdenc eth1.20

RouterB(config)#interface eth1.20
RouterB(config-if-[eth1.20])#vid 20 ethertype 0x8100
RouterB(config-if-[eth1.20])#ip address 198.18.20.2/24
RouterB(config-if-[eth1.20])#no shutdown
RouterB(config-if-[eth1.20])#exit

16.1.2.3.4 HactponTe cnmcok KOHTpons goctyna Ha RouterB

RouterB(config)#ip access-list default sourceip 0.0.0.0/0 protocol tcp destinationports 22
RouterB(config)#ip access-list sourceip_permit sourceip 198.18.10.1/32
RouterB(config)#ip access-list sourceip_deny sourceip 0.0.0.0/0

16.1.2.3.5 Bkntouunte punbTpaymio Tpadomka, MCnonb3ys CNUCKN KOHTPONA 4ocTyna

RouterB(config)#ip filter input position 10 permit access-list default
RouterB(config)#ip filter input position 20 permit access-list sourceip_permit
RouterB(config)#ip filter input position 30 deny access-list sourceip_deny

16.1.2.4 CoxpaHuTe HaCTPONKK

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHnsa HacTPOEK Ha YCTPoMCTBax

»
NMpumeyaHue

Router#twrite <name>

16.1.3 NpoBepka HacTpoek

16.1.3.1 BeinonHute komaHay ping 198.18.10.2 repeat 8 Ha RouterA gns nposepku

ceasHocTn RouterA n RouterB nocrne BknoYeHus omnnbTpaunm CNMcKOB KOHTPONA AOCTyna

PING 198.18.10.2 (198.18.10.2) 56(84) bytes of data.

64 bytes from 198.18.10.2: icmp_seq=1 ttl=64 time=1.03 ms
64 bytes from 198.18.10.2: icmp_seq=2 ttl=64 time=0.977 ms
64 bytes from 198.18.10.2: icmp_seq=3 ttl=64 time=0.964 ms
64 bytes from 198.18.10.2: icmp_seq=4 ttl=64 time=1.00 ms
64 bytes from 198.18.10.2: icmp_seq=5 ttl=64 time=0.932 ms
64 bytes from 198.18.10.2: icmp_seq=6 ttl=64 time=0.999 ms
64 bytes from 198.18.10.2: icmp_seq=7 ttl=64 time=0.955 ms
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64 bytes from 198.18.10.2: icmp_seq=8 ttl=64 time=0.989 ms
--- 198.18.10.2 ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time 14ms rtt min/avg/max/mdev
=0.932/0.981/1.029/0.032 ms

16.1.3.2 BoinonHute komaHay ping 198.18.20.2 repeat 8 Ha RouterA ansa nposepku

cBa3HocTn RouterA n RouterB nocne BknoYeHus (*)I/IJ'IpraLI,I/II/I CIMNNUCKOB KOHTPOJIA A0CTyna

--- 198.18.20.2 ping statistics ---
8 packets transmitted, O received, 100% packet loss, time 14ms

16.2 HacTponka mexceTeBOro aKpaHMpoBaHusi Ha ocHoBe IP-agpeca HasHavyeHusA

16.2.1 OnncaHne HaCTPOnKK

Kak nokasaHo Ha pucyHke 91 B kayeCTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapLpyTusaTopsl (ganee RouterA n RouterB).

BbinonHeHO dum3nyeckoe NOAKMYeHNe U HacTporka 06opyaoBaHKS.

Anpec cab-untepdenca eth1.10 RouterA - 198.18.10.1/24, a agpec cab-nHTepdenca
eth1.20 RouterA - 198.18.20.1/24.

Anpec cab-untepdenca eth1.10 RouterB - 198.18.10.2/24, a agpec cab-mHTepdenca
eth1.20 RouterB - 198.18.20.2/24.

VLAN 10 VLAN 10
Ipv4: 198.18.10.1/24 Ipv4: 198.18.10.2/24
RouterA eth1.10 eth1.10 RouterB
- T
e oee eeee
N e e em e am mmcemy U mmommiem s emcem ecms e
L sEEE =
eth1.20 eth1.20
Ipv4: 198.18.20.1/24 Ipv4: 198.18.20.2/24
VLAN 20 VLAN 20

PucyHok 91 — Cxema HaCTpOmKn MeXCeTeBOro 3KpaHMpoBaHnsa Ha ocHoBe |IP-agpeca

Ha3Ha4YeHund
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16.2.2 OTanbl HACTPOMKN CETH

16.2.2.1 Boante B pexum rnobanbHOM KOHdUrypaumm Ha yCTpOMCTBax nepea

HaCTpOWKom

Mpn HacTpouke ceTeBoro obopyaoBaHWsA, OOHUM U3 FMaBHbIX LLAros, ABNSETCS BXOA B
KOHPUIYPaLMOHHBIN pexnM. KoHMUrypaumMOHHbIA peXnm - 3TO OOUH U3 PEXUMOB KOMaHZAHOW
CTPOKN. B  KOHUrypauUMOHHOM pEeXMME MOXHO WU3MEHATb HACTPOMKU UHTepdencos,

MapLpyTM3auuo, 6e30nacHoOCTb 1 Apyrne napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

16.2.2.2 Hactpoute RouterA
16.2.2.2.1 HactponTe uHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

16.2.2.2.2 HactponTe uHtepdeliic ethl.10

RouterA(config)#interface eth1.10
RouterA(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterA(config-if-[eth1.10])#ip address 198.18.10.1/24
RouterA(config-if-[eth1.10])#no shutdown
RouterA(config-if-[eth1.10])#exit

16.2.2.2.3 HactpounTte nHtepdenc eth1.20

RouterA(config)#interface eth1.20
RouterA(config-if-[eth1.20])#vid 20 ethertype 0x8100
RouterA(config-if-[eth1.20])#ip address 198.18.20.1/24
RouterA(config-if-[eth1.20])#no shutdown
RouterA(config-if-[eth1.20])#end
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16.2.2.3 HacTtpownTte RouterB

16.2.2.3.1 Hactponte uHTepdenc ethl

RouterB(config)#tinterface eth1
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

16.2.2.3.2 HactpounTte nHtepdenic eth1.10

RouterB(config)#interface eth1.10
RouterB(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterB(config-if-[eth1.10])#ip address 198.18.10.2/24
RouterB(config-if-[eth1.10])#no shutdown
RouterB(config-if-[eth1.10])#exit

16.2.2.3.3 HactponTte uHtepdenc ethl.20

RouterB(config)#tinterface eth1.20
RouterB(config-if-[eth1.20])#vid 20 ethertype 0x8100
RouterB(config-if-[eth1.20])#ip address 198.18.20.2/24
RouterB(config-if-[eth1.20])#no shutdown
RouterB(config-if-[eth1.20])#exit

16.2.2.3.4 HacTtpounTe cnncok KOHTporns goctyna Ha RouterB

RouterB(config)#ip access-list default sourceip 0.0.0.0/0 protocol tcp destinationports 22

RouterB(config)#ip access-list destinationip_permit destinationip 198.18.20.2/32
RouterB(config)#ip access-list destinationip_deny destinationip 0.0.0.0/0

16.2.2.3.5 Bkntounte punbTpaymio Tpadmka, UCnonb3ysa CNUCKN KOHTPONSA 4ocTyna

RouterB(config)#ip filter input position 10 permit access-list default

RouterB(config)#ip filter input position 20 permit access-list destinationip_permit

RouterB(config)#ip filter input position 30 deny access-list destinationip_deny

16.2.2.4 CoxpaHunTe HaCTPOWKM

Mcnonbaynte komaHay write <name> gnsi COXpaHEHUs HAaCTPOEK Ha YCTPOMNCTBaX
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»
MpumeyvaHue

Router#write <name>

16.2.3 lNpoBepka HacTpoek

16.2.3.1 BeinonHute komaHay ping 198.18.10.2 repeat 8 Ha RouterA gns nposepku

cBsa3HOCTU RouterA n RouterB nocne BknioyYeHUs punbTpaumm CNMCKOB KOHTPOMSA AocTyna

--- 198.18.10.2 ping statistics ---
8 packets transmitted, O received, 100% packet loss, time 14ms

16.2.3.2 BoinonHute komaHay ping 198.18.20.2 repeat 8 Ha RouterA gns nposepku

cea3HocTn RouterA n RouterB nocrne BknoyeHUs omnbTpaunm CNMcKOB KOHTPONA AOCTyna

PING 198.18.20.2 (198.18.20.2) 56(84) bytes of data.

64 bytes from 198.18.20.2: icmp_seq=1 ttl=64 time=1.03 ms
64 bytes from 198.18.20.2: icmp_seq=2 ttI=64 time=0.966 ms
64 bytes from 198.18.20.2: icmp_seq=3 ttI=64 time=0.988 ms
64 bytes from 198.18.20.2: icmp_seq=4 ttI=64 time=0.942 ms
64 bytes from 198.18.20.2: icmp_seq=5 ttl=64 time=1.01 ms
64 bytes from 198.18.20.2: icmp_seq=6 ttI=64 time=0.927 ms
64 bytes from 198.18.20.2: icmp_seq=7 ttl=64 time=1.00 ms
64 bytes from 198.18.20.2: icmp_seq=8 ttl=64 time=0.970 ms
--- 198.18.20.2 ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time

14ms rtt min/avg/max/mdev = 0.927/0.978/1.030/0.049 ms

16.3 HacTponka mexceTeBOro akpaHMpoBaHusi Ha ocHoBe Homepa nopTta (TCP/UDP)

MCTOYHMKA
16.3.1 OnncaHme HacTpPoKnKK

Kak nokaszaHo Ha pucyHke 92 B KayeCTBE OCHOBHbIX YCTPOWCTB BbliOpaHbl CEPBUCHbLIE
MapLpyTusaTopsl (ganee RouterA n RouterB).

BbinonHeHo dmanyeckoe NoakYeHne 1 HacTponka obopyaoBaHUS.

Appec nutepgenica eth1 RouterA - 198.18.1.1/24.

Appec nutepgenica eth1 RouterB - 198.18.1.2/24.
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RouterA RouterB
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s NSIS2 2N ethi 198.18.1.0/24 eth1 — U OO0
Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24

PucyHok 92 — Cxema HaCTpONKn MeXceTeBOoro 3KpaHMpoBaHUSA Ha OCHOBE HOMepa nopTa
(TCP/UDP) ncto4Huka

16.3.2 OTanbl HACTPOMKN CETH

16.3.2.1 Bongute B pexum rnobanbHOM KOHUrypaumm Ha YyCTpoucTBax nepes

HaCTpOWKOM

Mpn HacTpouke ceTeBoro ob6opyaoBaHUdA, OOHUM U3 FMaBHbIX LLIAroB, SIBMSIETCH BXOA4 B
KOHUrypaunoHHbIn pexxumMm. KoHUrypaumMoHHbIN pexnm - 9T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpokU. B KOH(UrypauuMOHHOM peXume MOXHO W3MEHATb HaCTPOUKM UHTepdencos,

MapLUpyT13auuo, 6e3onacHoOCTb U Apyrine napameTpbl YCTPOMCTB.

»
MpumevyaHue

Router#configure terminal

16.3.2.2 Hactpoute nntepcenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#end

16.3.2.3 Hactpoute RouterB
16.3.2.3.1 HacTtpounTte nHtepdenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
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RouterB(config-if-[eth1])#exit
16.3.2.3.2 HacTtponTe Cnncok KOHTposis gocTyna

RouterB(config)#ip access-list default sourceip 0.0.0.0/0 protocol tcp destinationports 22
RouterB(config)#ip access-list tcp_deny destinationip 198.18.1.2/32 protocol tcp sourceports 2001

16.3.2.3.3 BknounTte punbTpaumio Tpaduka, MCNosb3yst CINMCKM KOHTPONSA gocTyna

RouterB(config)#ip filter input position 10 permit access-list default
RouterB(config)#ip filter input position 20 deny access-list tcp_deny

16.3.2.4 CoxpaHunTe HacTPOMKMU
Mcnonbayinte komaHay write <name> gnsi CoxpaHeHnsa HacTPOEeK Ha YCTpoMnCTBax

»
NMpumeyaHue

Router#fwrite <name>

16.3.3 lNpoBepka HacTpoekK

16.3.3.1 BeinonHute komaHay iperf server port 5001 bind 198.18.1.1 Ha RouterA ans

3anycka yTunuThl iperf B pexxume cepBepa ¢ HacTponkon tcp nopta 5001

Server listening on TCP port 5001
TCP window size: 85.3 KByte (default)

[ 1] local 198.18.1.1 port 5001 connected with 198.18.1.2 port 60792 (icwnd/mss/irtt=14/1460/999)
[ID] Interval  Transfer Bandwidth

[ 1] 0.0000-10.1454 sec 1.10 GBytes 928 Mbits/sec

16.3.3.2 BuinonHute komaHay iperf client 198.18.1.1 Ha RouterB ansa 3anycka yTunurhbl
iperf B pexume KnveHTa

Client connecting to 198.18.1.1, TCP port 5001
TCP window size: 16.0 KByte (default)

[ 1] local 198.18.1.2 port 60792 connected with 198.18.1.1 port 5001 (icwnd/mss/irtt=14/1460/1035)
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[ID] Interval  Transfer Bandwidth
[ 1] 0.0000-10.0135 sec 1.10 GBytes 940 Mbits/sec

16.3.3.3 BuinonHute co4vetaHue knasuw CTRL+C a 3atem BbinonHute komaday iperf

server port 2001 bind 198.18.1.1 Ha RouterA gnga 3anycka ytunuTsl iperf B pexvme cepsepa C
HacTpoukon tcp-nopta 2001

Server listening on TCP port 2001
TCP window size: 85.3 KByte (default)

16.3.3.4 BoinonHute komaHay iperf client 198.18.1.1 port 2001 Ha RouterB ons 3anycka

yTUnNuThI iperf B pexume knneHTa, ybegutecb YTo coeAMHEHUE He ObINo YCTaHOBMNEHO

Client connecting to 198.18.1.1, TCP port 2001
TCP window size: 16.0 KByte (default)

tcp connect failed: Connection timed out
[ 1] local 0.0.0.0 port O connected with 198.18.1.1 port 2001

16.3.3.5 BuinonHute komangy show ip filter Ha RouterB ana npocmoTpa cuyeTyumka

3a6J'IOKVIpOBaHHbIX nakeToB

Chain INPUT (policy ACCEPT 27390 packets, 1096K bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: 0.0.0.0/0 dp: 22 prot: tcp

2 12 624 deny dst: 198.18.1.2/32 sp: 2001 prot: tcp

16.4 HacTponka mexceTeBOro aKkpaHMpoBaHusi Ha OCHoBe Homepa nopTta (TCP/UDP)
Ha3Ha4eHus

16.4.1 OnncaHme HaCcTpPOnKK

Kak nokaszaHo Ha pucyHke 93 B kayecTBe OCHOBHbIX YCTPOWCTB BbliOpaHbl CEPBUCHbIE
MapLpyTusaTopsl (ganee RouterA n RouterB).

BbinonHeHo dmanyeckoe NoakoYeHne 1 HacTponka obopyaoBaHUS.
Appec nutepdenica eth1 RouterA - 198.18.1.1/24.
Agnpec nHtepdenca eth1 RouterB - 198.18.1.2/24.
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PucyHok 93 — Cxema HaCTpPONKN MeXCeTeBOro 3KpaHMpoOBaHUS Ha OCHOBE HOMepa nopTa
(TCP/UDP) Ha3HayeHus

16.4.2 JTanbl HACTPOWKN CETH

16.4.2.1 Bongnte B pexum rnobanbHOM KOHUrypaumm Ha YyCTpoucTBax nepes

HaCTpOWKOM

Mpn HacTpouke ceTeBoro ob6opyaoBaHUs, OOHUM U3 FMaBHbIX LLAroB, ABNSETCS BXOA4 B
KOHUrypauuoHHbIn pexuM. KoHUrypaumMoHHbIN pexnmM - 9T0 OOUH U3 PEXUMOB KOMaHOHOMU
CTpokU. B KOH(UrypauuMOHHOM peXume MOXHO W3MEHATb HaCTPOUKM UHTepdencos,

MapLUpyT13auuo, 6e3onacHoOCTb U Apyrine napameTpbl YCTPOMCTB.

»
MpumevyaHue

Router#configure terminal

16.4.2.2 Hactpoute nntepgenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#end

16.4.2.3 Hactpoute RouterB

16.4.2.3.1 Hactponte uHtepdeiic ethl

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
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RouterB(config-if-[eth1])#exit
16.4.2.3.2 HacTtponTe CnnCoK KOHTpOsIs gocTtyna

RouterB(config)#ip access-list default sourceip 0.0.0.0/0 protocol tcp destinationports 22
RouterB(config)#ip access-list tcp_deny destinationip 198.18.1.2/32 protocol tcp destinationports 2001

16.4.2.3.3 Bkntounte ounbTpaumio Tpadmka, UCNonb3ys CNMCKM KOHTPOMs AocTyna

RouterB(config)#ip filter input position 10 permit access-list default
RouterB(config)#ip filter input position 20 deny access-list tcp_deny

16.4.2.4 CoxpaHnTe HaCTPOMKMU

MCHOﬂb3yﬁTe KOMaHay write <name> gns COXpaHeHnda HaCTpoeK Ha yCTpOIZCTBaX

»
NMpumeyaHue

Router#fwrite <name>

16.4.3 lNpoBepka HaACTpoeK

16.4.3.1 BeinonHute komaHay iperf server port 5001 bind 198.18.1.2 Ha RouterB ans

3anycka yTunuThl iperf B pexxume cepBepa ¢ HacTponkon tcp nopta 5001

Server listening on TCP port 5001
TCP window size: 85.3 KByte (default)

[ 1] local 198.18.1.2 port 5001 connected with 198.18.1.1 port 60238 (icwnd/mss/irtt=14/1460/1924)
[ID] Interval  Transfer Bandwidth

[ 1] 0.0000-10.1443 sec 1.10 GBytes 929 Mbits/sec

16.4.3.2 BeinonHute komaHay iperf client 198.18.1.2 port 5001 Ha RouterA aons 3anycka
yTUNUTBI iperf B pexume KnneHTa

Client connecting to 198.18.1.2, TCP port 5001
TCP window size: 16.0 KByte (default)

[ 1] local 198.18.1.1 port 60238 connected with 198.18.1.2 port 5001 (icwnd/mss/irtt=14/1460/1967)
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[ID] Interval  Transfer Bandwidth
[ 1] 0.0000-10.0138 sec 1.10 GBytes 941 Mbits/sec

16.4.3.3 BoinonHute codvetaHue knasuw CTRL+C n 3atem komaHay iperf server port
2001 bind 198.18.1.2 Ha RouterB ansa 3anycka ytunuthbl iperf B pexxume cepBepa C HaCTPOMKOM

tcp-nopta 2001

Server listening on TCP port 2001
TCP window size: 85.3 KByte (default)

16.4.3.4 BoinonHute KomaHay iperf client 198.18.1.2 port 2001 Ha RouterA ons 3anycka

YyTUNUTHLI iperf B pexunmMe knueHTa

Client connecting to 198.18.1.2, TCP port 2001
TCP window size: 16.0 KByte (default)

tcp connect failed: Connection timed out
[ 1] local 0.0.0.0 port 0 connected with 198.18.1.2 port 2001

16.4.3.5 BoinonHute komangy show ip filter Ha RouterB ana npocmoTpa cuyeTyumka

3a6J'IOKVIpOBaHHbIX nakeToB

Chain INPUT (policy ACCEPT 27584 packets, 1179M bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: 0.0.0.0/0 dp: 22 prot: tcp

2 7 364 deny dst: 198.18.1.2/32 dp: 2001 prot: tcp

16.5 HacTtpoka MexceTeBOro 3KpaHUPOBaHMA Ha OCHOBe 3Ha4YeHue nons

«MpoTokon» 3aronoBka IP
16.5.1 OnncaHme HacTpomnKK

Kak nokaszaHo Ha pucyHke 94 B kayeCTBE OCHOBHbIX YCTPOWCTB BbliOpaHbl CEPBUCHbLIE
MapLpyTusaTopsl (ganee RouterA n RouterB).

BbinonHeHo dmanyeckoe NoakntovYeHme N HacTporka o0bopyaoBaHus.

Appec nutepdenica eth1 RouterA - 198.18.1.1/24.

Agpec nHtepdenca eth1 RouterB - 198.18.1.2/24.
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PI/IcyHOK 94 — Cxema HaCTpOﬁKM MeXCeTeBOoro 3KpaHnMpoBaHMA Ha OCHOBE 3Ha4YeHUA NonA

"lNpoTtokon" 3aronoska IP
16.5.2 OTanbl HACTPOMKK CeTH

16.5.2.1 Bongute B pexum rnobanbHOM KOHUrypaumm Ha YyCTpouUCcTBax nepes

HaCTpOWKOM

Mpn HacTpouke ceTeBoro ob6opyaoBaHUs, OOHUM U3 FMaBHbIX LLAroB, ABNSETCS BXOA4 B
KOHUrypaunoHHbIn pexxumMm. KoHUrypaumMoHHbIN pexnm - 9T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpPOKU. B KOH(UrypauuMOHHOM peXume MOXHO W3MEHATb HaCTPOUKU UHTepPdEencos,

MapLUpyT13auuo, 6e3onacHoOCTb U Apyrine napameTpbl YCTPOMCTB.

»
MpumevyaHue

Router#configure terminal

16.5.2.2 Hactpoute nHtepcenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#end

16.5.2.3 Hactpoute RouterB

16.5.2.3.1 HacTtpounTte nHtepdenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
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RouterB(config-if-[eth1])#exit
16.5.2.3.2 HactponTe cnmcok KOHTpONs JocTyna

RouterB(config)#ip access-list default sourceip 0.0.0.0/0 protocol tcp destinationports 22
RouterB(config)#ip access-list icmp_deny destinationip 198.18.1.2/32 protocol icmp

16.5.2.3.3 Bkntounte ounbTpaumio Tpadmka, UCNonb3ys CNMCKM KOHTPOMs AocTyna

RouterB(config)#ip filter input position 10 permit access-list default
RouterB(config)#ip filter input position 20 deny access-list icmp_deny

16.5.2.4 CoxpaHunTe HacTPOMKMU

MCHOﬂb3yﬁTe KOMaHay write <name> gns COXpaHeHnda HaCTpoeK Ha yCTpOIZCTBaX

»
NMpumeyaHue

Router#fwrite <name>

16.5.3 lNpoBepka HacTpoek

BbinonHute komangy ping 198.18.1.2 repeat 8 Ha RouterA gnsi npoBepkM CBA3HOCTU
RouterA n RouterB nocne Bkno4eHUs ounbTpaumm CNMCKOB KOHTPONA JOCTyna

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.
--- 198.18.1.2 ping statistics ---
8 packets transmitted, O received, 100% packet loss, time 14ms

16.6 Hactponka cumnbTpauum MexceTeBOro 3KpaHMpoBaHusa Ha ocHoBe MAC-

agpeca oTnpaBuTens
16.6.1 OnncaHme HacTpPoOKnKK

Kak nokasaHo Ha pucyHke 95 B kayeCTBe OCHOBHbIX YCTPOMWCTB BblOpaHbl CEPBUCHbIE
MapwpyTtmnsatopsbl - RouterA n RouterB.
BbinonHeHo dm3nyeckoe NoaKNYeHne 1 HacTponka obopyaoBaHMs.

Appec nHTtepdenca eth1 RouterA - 198.18.1.1/24, a agpec nHTepdenca eth2 RouterA -
198.18.2.1/24.
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PucyHok 95 — Cxema HacTponkmn pusibTpaumm MeXceTeBoro akpaHmposaHusi Ha ocHose MAC-

agpeca otnpasuTens
16.6.2 OTanbl HACTPOWKN CETH

16.6.2.1 Bonaute B pexum rnobanbHOM KOHUrypaumm Ha YyCTpouUCcTBax nepen

HaCTpOWKOM

Mpn HacTpouke ceTeBoro ob6opyaoBaHUs, OOHUM U3 FMaBHbIX LLAroB, ABNSETCS BXOA4 B
KOHUrypaunoHHbIn pexxumM. KoHUrypaumMoHHbIN pexnM - 9TO OOMH U3 PEXUMOB KOMaHOHOU
CTpokU. B KOH(pUrypauMoOHHOM peXxume MOXHO U3MEHSATb HaCTPOUKN UHTepdencos,

MapLUpyT13auuo, 6e3onacHoOCTb U Apyrine napameTpbl YCTPOUCTB.

»
MpumevyaHune

Router#configure terminal

16.6.2.2 Hactpoute nntepdenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#end

16.6.2.3 Hactpounte RouterB

16.6.2.3.1 HacTtpounTte nHtepdenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
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RouterB(config-if-[eth1])#exit
16.6.2.3.2 HacTtponTe cnmcok KOHTpONs gOcTyna
RouterB(config)#ip access-list mac macsource 7a:72:6c:4b:7b:b8
16.6.2.3.3 BknounTte punbTpaumio Tpaduka, MCNosb3yst CINCKU KOHTPONsS JocTyna

RouterB(config)#ip filter input deny access-list mac
RouterB(config)#end

16.6.2.4 CoxpaHunTe HaCTPOMKMU

MCHOﬂb3yﬁTe KOMaHay write <name> gns COXpaHeHnda HaCTpoeK Ha yCTpOIZCTBaX

»
NMpumeyaHue

Router#fwrite <name>

16.6.3 lNpoBepka HacTpoekK

16.6.3.1 BoinonHute komaHay ping 198.18.1.2 repeat 8 Ha RouterA ansa nposepku

cea3HocTn RouterA ¢ RouterB nocne BknioyeHns punbTpaymm CnMcKoB KOHTPONA A4oCTyna

PING 198.18.2.2 (198.18.2.2) 56(84) bytes of data.
--- 198.18.2.2 ping statistics ---
8 packets transmitted, O received, 100% packet loss, time 14ms

16.6.3.2 BoinonHute komaHay show ip filter Ha RouterB gns npoBepku CYETYMKOB

3a6J'IOKVIpOBaHHbIX nakeToB

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)
# Pkts Bytes Action Rule config
1 12 960 deny mac: 94:3f:bb:00:30:35
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16.7 HacTpoiika MeXCeTeBOro 3KpaHMpPOBaHUA Ha OCHOBe pnaroB 3aronoska

cermeHTa TCP
16.7.1 OnncaHne HacCTpPoOnKK

Kak nokasaHo Ha pucyHke 96 B ka4yeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEpPBUCHbIE
MapLpyTusaTopsl (ganee RouterA n RouterB).

BbinonHeHO dm3nyeckoe NOAKMYEeHNe U HacTponka 06opyaoBaHKS.

Anpec nHtepdenca eth1 RouterA - 198.18.1.1/24.

Anpec nHtepdenca eth1 RouterB - 198.18.1.2/24.

RouterA RouterB
0 oooo Bl 198.18.1.0/24 eth1 O 0ooo
= 5 Goo =
Ipv4:198.18.1.1/24 Ipv4:198.18.1.2/24

PucyHok 96 — Cxema HaCTpPONKN MeXCeTEeBOro aKpaHMPOBaHUSA Ha OCHOBE (bfiaroB 3arosioBka

cermeHTta TCP
16.7.2 OTanbl HACTPOWKN CETH

16.7.2.1 Bonante B pexum rnobanbHOM KOHUrypaumm Ha YCTpOWUCTBaxX nepes

HaCTpPOWMKOM

Mpu HacTpomnke ceTeBoro obopyaoBaHWs, OOHUM U3 rMNaBHbIX LIAros, SABMASETCHS BXO4 B
KOHOUIypaunoHHbIN pexxuM. KoHUrypaumMoHHbIN pexnmM - 3TO OOMH U3 PEXUMOB KOMaHOHOM
CTpokM. B KOH(UrypaumMOHHOM peXxume MOXHO W3MEHATb HaCTPOUKM UHTepdencos,

MapLipyTM3aumo, 6e3onacHoOCTb 1 Apyrne napameTpbl YCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal

16.7.2.2 Hactpoute nntepcenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
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RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#end

16.7.2.3 Hactpounte RouterB
16.7.2.3.1 Hactponte uHtepdenc ethl

RouterB(config)#tinterface eth1
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

16.7.2.3.2 HacTtponTe CNNCOK KOHTPOSS gocTyna

RouterB(config)#ip access-list default sourceip 0.0.0.0/0 protocol tcp destinationports 22
RouterB(config)#ip access-list tcpflags_deny destinationip 198.18.1.2/32 tcp-flags -SYN protocol tcp

16.7.2.3.3 HacTtpounTte dounbTpaumio Tpaduka, UCNosib3yd CUCKU KOHTPOIS AocTyna

RouterB(config)#ip filter input position 10 permit access-list default
RouterB(config)#ip filter input position 20 deny access-list tos_deny

16.7.2.4 CoxpaHuTe HaCTPONKK

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HacTPOEK Ha YCTPOoMCTBax

»
NMpumeyaHue

Router#fwrite <name>

16.7.3 NpoBepka HacTpoek

16.7.3.1 BoinonHute komanay iperf server bind 198.18.1.2 Ha RouterB ans 3anycka

yTUnuThl iperf B pexxumMe cepaepa

Server listening on TCP port 5001
TCP window size: 85.3 KByte (default)
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16.7.3.2 BoinonHute komangy iperf client 198.18.1.2 Ha RouterA ansa 3anycka yTunuTsl

iperf B pexxvmMe KnveHTa

Client connecting to 198.18.1.2, TCP port 5001
TCP window size: 16.0 KByte (default)

tcp connect failed: Connection timed out
[ 1] local 0.0.0.0 port 0 connected with 198.18.1.2 port 5001

16.7.3.3 BoinonHute coyetaHue knasuw CTRL+C a 3atem komaHgy show ip filter gns

NpoCcMOTpa cYeT4YMKa 3abrOKMPOBAHHbIX NaKeToB

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: 0.0.0.0/0 dp: 22 prot: tcp

2 7 364 deny dst: 198.18.1.2/32 prot: tcp tcp_flg: -SYN

16.8 HacTponka mexceTeBOro 3KpaHMpoOBaHUSI HA OCHOBe 3Ha4deHue nonfa «ToS»
(TOS/DSCP) 3aronoBka IP

16.8.1 OnncaHmne HaCTpPOWKKn

Kak nokaszaHo Ha pucyHke 97 B KayeCcTBe OCHOBHbIX YCTPOMWCTB BblOpaHbl CEPBUCHbIE
MapwpyTtusaTtopbl (ganee RouterA u RouterB). BbinonHeHo dumamnyeckoe noakmntoyeHne um
HacTponka obopyaoBaHus.

Appec nHtepdenca eth1 RouterA - 198.18.1.1/24.

Appec nHtepgenca eth1 RouterB - 198.18.1.2/24.

RouterA RouterB
ez = el eth 198.18.1.0/24 eth1 O 0ooo
= 5 Booe =GR
Ipv4:198.18.1.1/24 Ipv4:198.18.1.2/24

PucyHok 97 — Cxema HaCTpONK/M MEXCETEBOrO SKPAHNPOBAHMSI HA OCHOBE 3HAYEeHMWS MNOJs
«ToS» (TOS/DSCP) 3aronoska IP
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16.8.2 OTanbl HACTPOMKK CETH

16.8.2.1 Borante B pexum rnobanbHOM KoHduUrypaumm Ha YCTPOWCTBax nepeq

HaCTPOWKOM

Mpn HacTpouke ceTeBoro obopyaoBaHWsA, OOHUM U3 FMaBHbIX LLAros, ABNSETCS BXOA B
KOHPUIYPaLMOHHBIN pexnM. KoHMUrypaumMOHHbIA peXnm - 3TO OOUH U3 PEXUMOB KOMaHZAHOW
CTPOKN. B KOHUrypauUMOHHOM peXMMEe MOXHO W3MEHHATb HACTPOMKM UHTepdencos,

MapLupyTM3auuo, 6e3onacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

16.8.2.2 Hactpounte untepdenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit

16.8.2.3 HactpownTe RouterB
16.8.2.3.1 HacTtpounTte nHtepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

16.8.2.3.2 HacTponTe cnncok KOHTpons goctyna

RouterB(config)#ip access-list default sourceip 0.0.0.0/0 protocol tcp destinationports 22
RouterB(config)#ip access-list tos_deny destinationip 198.18.1.2/32 tos 32

16.8.2.3.3 HacTtpounTte dounbTpaumio Tpaduka, UCNoSb3yda CIUCKU KOHTPOS AocTyna

RouterB(config)#ip filter input position 10 permit access-list default
RouterB(config)#ip filter input position 20 deny access-list tos_deny
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RouterB(config)#end
16.8.2.4 CoxpaHnTe HaCTPOMKMU

Mcnonb3ynte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha yCTponcTBax

»
MpumeyaHue

Router#write <name>

16.8.3 lNpoBepka HacTpoek

16.8.3.1 BuinonHute koMaHay ping 198.18.1.2 repeat 8 tos 32 Ha RouterA gns 3anycka

yTUNUTBLI ping AN OTNpaBkK icmp 3anpoca

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.
--- 198.18.1.2 ping statistics ---
8 packets transmitted, O received, 100% packet loss, time 14ms

16.8.3.2 BeinonHute komaHay ping 198.18.1.2 repeat 8 Ha RouterA ansa 3anycka ytunuTbl

ping ANs oTNpaBku paspeLleHHOoro Tpaduka

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.

64 bytes from 198.18.1.2: icmp_seq=1 ttl=64 time=0.110 ms
64 bytes from 198.18.1.2: icmp_seq=2 ttl=64 time=0.038 ms
64 bytes from 198.18.1.2: icmp_seq=3 ttl=64 time=0.069 ms
64 bytes from 198.18.1.2: icmp_seq=4 tt|=64 time=0.054 ms
64 bytes from 198.18.1.2: icmp_seq=5 ttl=64 time=0.066 ms
64 bytes from 198.18.1.2: icmp_seq=6 ttl=64 time=0.063 ms
64 bytes from 198.18.1.2: icmp_seq=7 ttl=64 time=0.073 ms
64 bytes from 198.18.1.2: icmp_seq=8 ttl=64 time=0.035 ms
--- 198.18.1.2 ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time 1003ms
rtt min/avg/max/mdev = 0.035/0.063/0.110/0.023 ms

16.9 JlornpoBaHue cobbiTUN, COOLITUM cpabaTbiBaHMA npaBun (PyHKLUA cCeTeBOM

3aWmThbl
16.9.1 OnncaHme HacTpPoKnKK

Kak nokasaHo Ha pucyHke 98 B kayeCTBE OCHOBHbIX YCTPOMWCTB BblGpaHbl CEPBUCHbIE

MapLpyTtusaTtopsl - RouterA, RouterB.
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BboinonHeHO  hu3myeckoe NOAKMYEHME UM HacTpolka cocTtaBa o06opyaoBaHUA
B COOTBETCTBMM CO CXEMOW NPOBEAEHNSA NPOBEPKN.

Oucumnnuubl obcnyxuBaHms Tpaduka, MO3BOMAKT MapLUpyTU3aTopy COpTUPOBaTb U
obpabaTbiBaTh BXOAdALWME CETEBble NakeTbl B COOTBETCTBMM C UX 3aJaHHbIM MOfib30oBaTeENem
NPUOPUTETOM, a TaKKe OrpaHNYMBaTb NOMOCY NPOMNYCKaHUA AN1S pa3nnMYHOro Tpaduka.

Ha RouterA HacTpoeH nHtepdemnc eth1 - IP address 198.18.1.1/24.

Ha RouterB HacTpoeH nHtepdeinc eth1 - IP address 198.18.1.2/24.

Ha cepBucHom wmapwpyTtusatope RouterB HacTpoeHa unbTpaums Tpaduka wu

nornposaHue cpabaTbiBaHWe npasus ounbTpaunmn Tpadguka.

0 000c eth1 198.18.1.0/24 eth1 0 00c
= - O oo = O oo

— . —
ipv4: 198.18.1.1/24 ipv4: 192.18.1.2/24

PucyHok 98 — JlornposaHune cobbiTnin, cobbiTuiA cpabaTbiBaHMs NpaBun (PyHKUUI CETEBOW

3aWmThl
16.9.2 OTanbl HACTPOMKK CETH
16.9.2.1 Boraute B pexumm rnodanbHOn KOHurypaumm

KoH(urypauMoHHbIN - pexum - 3TO OOMH U3  PEeXUMOB KOMaHOHOW cCTpoku. B
KOHOUIypaLUOHHOM peXnMe MOXHO W3MEHSTb HaCTPOWMKU MHTepdencoB, MapLupyTusauuio,

6e3onacHOCTb U Apyrie napameTpbl YCTPOMCTB.

»
NMpumeyaHue

RouterA#configure terminal

16.9.2.2 Hactpoute nntepcenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#end
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16.9.2.3 Hactpounte RouterB

16.9.2.3.1 HactponTe uHTepdenc eth1

RouterB(config)#tinterface eth1
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

16.9.2.3.2 HacTtponTe CnMcok KOHTPONs JOCTyna

RouterB(config)#ip access-list default sourceip 0.0.0.0/0 protocol tcp destinationports 22
RouterB(config)#ip access-list ip_deny destinationip 198.18.1.2/32 protocol ip

16.9.2.3.3 Bkntouute punbTpaymio Tpadoumka, Cnonb3ys CNUCKN KOHTPONA 4ocTyna

RouterB(config)#ip filter input position 10 permit access-list default
RouterB(config)#ip filter input position 20 deny access-list ip_deny

16.9.2.3.4 BkntouuTe normpoBaHue cpabatbiBaHAa npasun hunbTpauum Tpaduka
RouterB(config)#log ip access-list ip_deny onRouterB(config)#end
16.9.2.4 CoxpaHuTe HaCTPONKK

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HacTPOEK Ha YCTPOMCTBax

»
NMpumeyaHue

Router#twrite <name>

16.9.3 lNpoBepka HacTpoek

16.9.3.1 BuinonHute komaHay ping 198.18.1.2 repeat 8 Ha RouterA ana nposepku

CBA3HOCTU

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.
--- 198.18.1.2 ping statistics ---
8 packets transmitted, O received, 100% packet loss, time 14ms
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16.9.3.2 BoinonHute komaHgy show log access-list gns npoBepku cpabaTtbiBaHWUA

npasus ounbTpauum Tpaguka

[Fri, 02 Jan 1970 22:43:58] 198.18.1.1:

0x00 ICMP
[Fri, 02 Jan
0x00 ICMP
[Fri, 02 Jan
0x00 ICMP
[Fri, 02 Jan
0x00 ICMP
[Fri, 02 Jan
0x00 ICMP
[Fri, 02 Jan
0x00 ICMP
[Fri, 02 Jan
0x00 ICMP
[Fri, 02 Jan
0x00 ICMP

1970

1970

1970

1970

1970

1970

1970

22:43:59]
22:44:00]
22:44:01]
22:44:02]
22:44:03]
22:44:04]

22:44:05]

198.18.1.1:

198.18.1.1:

198.18.1.1:

198.18.1.1:

198.18.1.1:

198.18.1.1:

198.18.1.1:

N N N R 2N 2NN N 7

198.18.1.2:

198.18.1.2:

198.18.1.2:

198.18.1.2:

198.18.1.2:

198.18.1.2:

198.18.1.2:

198.18.1.2:

16.10 HacTtpowuka pa6oTtbl ACL IPv6

16.10.1 OnncaHmne HacTpOWKn

ethl

ethl

ethl

ethl

ethl

ethl

ethl

ethl

84

84

84

84

84

84

84

84

Kak nokaszaHo Ha pucyHke 99 B kayeCcTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbLIE

MapLupyTusaTopsl (ganee RouterA n RouterB).

BbinonHaeTca mexceTeBoe akpaHMpoBaHMe Ha ocHoBe |IPv6-agpeca NCToYHMKa.

Appec cab-nHtepenca eth1.10 RouterA - 2001:db8:1::1/64, a agpec cab-nHTepdeinca
eth1.20 RouterA - 2001:db8:2::1/64.
Appec cab-nHtepdenca eth1.10 RouterB - 2001:db8:1::2/64, a agpec cab-nHTepdeinca
eth1.20 RouterB - 2001:db8:2::2/64.

RouterA

2001:db8:1::1/64

RouterB
2001:db8:1::2/64

eth1.10
O oooo
=1 ooon

eth1.10
O oo
=i oo

eth1.20

2001:db8:2::1/64

eth1.20
2001:db8:2::2/64

PucyHok 99 — Cxema HacTponkun pabotsl ACL IPv6

&
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16.10.2 OTanbl HACTPOMKN CETH

16.10.2.1 Borante B pexum rnobanbHOM KOHUrypauum Ha YCTPOUCTBaxX nepen

HaCTpOWKom

Mpn HacTpouke ceTeBoro obopyaoBaHWsA, OOHUM U3 FMaBHbIX LLAros, ABNSETCS BXOA B
KOHPUIYPaLMOHHBIN pexnM. KoHMUrypaumMOHHbIA peXnm - 3TO OOUH U3 PEXUMOB KOMaHZAHOW
CTPOKN. B  KOHPUrypauUMOHHOM pexMmMe MOXHO W3MEHATb HACTPOMKM  UMHTepdencos,

MapLupyTM3auuo, 6e3onacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

16.10.2.2 HacTtpoute RouterA
16.10.2.2.1 HactponTe nHTepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

16.10.2.2.2 HactponTte uHTepdenc ethl.10

RouterA(config)#interface eth1.10
RouterA(config-if-[eth1.10])#vid 10
RouterA(config-if-[eth1.10])#1pv6 address 2001:db8:1::1/64
RouterA(config-if-[eth1.10])#no shutdown
RouterA(config-if-[eth1.10])#exit

16.10.2.2.3 Hactpownte nHtepdenc eth1.20

RouterA(config)#interface eth1.20
RouterA(config-if-[eth1.20])#vid 20
RouterA(config-if-[eth1.20])#1pv6 address 2001:db8:2::1/64
RouterA(config-if-[eth1.20])#no shutdown
RouterA(config-if-[eth1.20])#end
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16.10.2.3 HactponTte RouterB

16.10.2.3.1 HactponTe uHTepdenc ethl

RouterB(config)#tinterface eth1
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

16.10.2.3.2 Hactpownte nHtepdenic eth1.10

RouterB(config)#interface eth1.10
RouterB(config-if-[eth1.10])#vid 10
RouterB(config-if-[eth1.10])#lpv6 address 2001:db8:1::2/64
RouterB(config-if-[eth1.10])#no shutdown
RouterB(config-if-[eth1.10])#exit

16.10.2.3.3 Hactpownte nHtepdeiic eth1.20

RouterB(config)#tinterface eth1.20
RouterB(config-if-[eth1.20])#vid 20
RouterB(config-if-[eth1.20])#lpv6 address 2001:db8:2::2/64
RouterB(config-if-[eth1.20])#no shutdown
RouterB(config-if-[eth1.20])#exit

16.10.2.3.4 HacTtponTe CnNnUCoK KOHTpONA JocTyna

RouterB(config)#lpv6 access-list default sourceip ::/0 protocol tcp destinationports 22
RouterB(config)#lpv6 access-list sourceip_permit sourceip 2001:db8:2::1/128
RouterB(config)#lpv6 access-list sourceip_deny sourceip ::/0

16.10.2.3.5 HacTtponte cunbTpaummn Tpadguka, ¢ UCNONbL3OBAHUEM CMUCKOB KOHTPONS

aocrtyna

RouterB(config)#lpv6 filter input position 10 permit access-list default
RouterB(config)#lpv6 filter input position 20 permit access-list sourceip_permit
RouterB(config)#lpv6 filter input position 30 deny access-list sourceip_deny

16.10.2.4 CoxpaHnTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoOxpaHeHNs HacTPOEK Ha YCTPOMUCTBax
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»
MpumeyvaHue

Router#write <name>

16.10.3 NpoBepka HacTpoek

16.10.3.1 BeinonHute komaHay ping 2001:db8:1::2 repeat 8 Ha RouterA gnsi nposepku

cBa3HocTn RouterA ¢ RouterB

PING 2001:db8:1::

From 2001:db8:1::1:

From 2001:db8:1::
From 2001:db8:1::
From 2001:db8:1::
From 2001:db8:1::
From 2001:db8:1::
From 2001:db8:1::
From 2001:db8:1::

2(2001:db8:1::2) 56 data bytes

PR R R RPRR R R

icmp_seq=1 Destination unreachable:
: icmp_seqg=2 Destination unreachable:
:icmp_seq=3 Destination unreachable:
:icmp_seq=4 Destination unreachable:
: icmp_seq=5 Destination unreachable:
: icmp_seq=6 Destination unreachable:
:icmp_seq=7 Destination unreachable:
: icmp_seq=8 Destination unreachable:

--- 2001:db8:1::2 ping statistics ---
8 packets transmitted, O received, +8 errors, 100% packet loss, time 15ms

pipe 3

Address unreachable
Address unreachable
Address unreachable
Address unreachable
Address unreachable
Address unreachable
Address unreachable
Address unreachable

16.10.3.2 BeinonHute komaHay ping 2001:db8:2::2 repeat 8 Ha RouterA gnsa nposepku

cBaA3HocTU RouterA ¢ RouterB

RouterA#ping 2001:db8:2::2 repeat 8
PING 2001:db8:2::2(2001:db8:2::2) 56 data bytes
64 bytes from 2001:db8:2::2: icmp_seq=1 ttl=64 time=2.04 ms

64 bytes from 2001:db8:2::
64 bytes from 2001:db8:2::
64 bytes from 2001:db8:2::
64 bytes from 2001:db8:2::
64 bytes from 2001:db8:2::
64 bytes from 2001:db8:2::

NNNNDNN

:icmp_seq=2 ttl=64 time=1.04 ms
:icmp_seqg=3 ttl=64 time=1.05 ms
:icmp_seq=4 ttl=64 time=1.02 ms
:icmp_seq=5 ttl=64 time=0.976 ms
:icmp_seq=6 ttl=64 time=0.992 ms
:icmp_seq=7 ttl=64 time=1.00 ms

64 bytes from 2001:db8:2::2: icmp_seq=8 ttl=64 time=0.962 ms

--- 2001:db8:2::2 ping statistics ---
8 packets transmitted, 8 received, 0% packet loss, time 14ms
rtt min/avg/max/mdev = 0.962/1.135/2.044/0.346 ms
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16.10.3.3 BoinonHute komaHgy show ipv6 filter Ha RouterB pana npocmotpa

CYHEeTHNKOB MaKeToB

Chain INPUT (policy ACCEPT 0 packets, O bytes)
# Pkts Bytes Action Rule config

1 0 0 permit src: ::/0 dp: 22 prot: tcp
2 10 968 permit src: 2001:db8:2::1/128
3 12 864 deny src: ::/0
16.11 HacTtponka MexXceTeBOro 3KpaHMpoBaHUss Ha ocHoBe |IPv6-agpeca
Ha3HayYeHus

16.11.1 OnucaHne HaCTPONKK

Kak nokasaHo Ha pucyHke 100 B Ka4yeCTBE OCHOBHbIX YCTPOMCTB BblOpaHbl CEPBUCHbIE
MapLpyTusaTopsl (ganee RouterA n RouterB).

BbinonHsieTcs MexceTeBoOe aKpaHMpoBaHUe Ha ocHoBe |IPv6-agpeca NCTOYHMKA.

Anpec cab-nHtepdenca eth1.10 RouterA - 2001:db8:1::1/64, a agpec cab-nHTepdenca
eth1.20 RouterA - 2001:db8:2::1/64.

Anpec cab-nHtepdenca eth1.10 RouterB - 2001:db8:1::2/64, a agpec cab-nHTepdenca
eth1.20 RouterB - 2001:db8:2::2/64.

RouterA RouterB
2001:db8:1::1/64 2001:db8:1::2/64
eth1.10 eth1.10
O Qooo -0 Do
='n ppon ='pn poo
eth1.20 eth1.20
2001:db8:2::1/64 2001:db8:2::2/64

PucyHok 100 — Cxema HaCTpOnKn MeXceTeBoro akpaHnpoBaHnsa Ha ocHoBe |IP-agpeca

NCTOYHUKA
16.11.2 OTanbl HACTPOWKM

16.11.2.1 Bongute B pexum rnobanbHon KoHdurypaumMm Ha YCTpOWCTBax nepea

HaCTpPOMKOM

Mpu HacTpoike ceTeBoro ob6opyaoBaHUSA, OOHUM U3 TMaBHbIX LLAroB, SIBMSETCH BXOA B

KOHOMIypauUnoHHbIN pexxuM. KoHUrypaumMoHHbIN pexnm - 3T0 OOMH U3 PEXMMOB KOMaHOHOM
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CTPOKN. B KOHUrypauUUMOHHOM peXnmMe MOXHO W3MEHATb HACTPOMKN UHTepdencos,

MapLipyTM3aumo, 6e30nacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

16.11.2.2 Hactponte untepdgenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#Ipv6 address 2001:db8:1::1/64
RouterA(config-if-[eth1])#exit

16.11.2.3 HacTtpoute RouterB

16.11.2.3.1 HactponTe nHTepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#lpv6 address 2001:db8:1::2/64
RouterB(config-if-[eth1])#exit

16.11.2.3.2 HacTponTe CnNnUCcoK KOHTponA JocTyna

RouterB(config)#lpv6 access-list default sourceip ::/0 protocol tcp destinationports 22
RouterB(config)#lpv6 access-list destinationip_deny destinationip 2001:db8:1::2/128

16.11.2.3.3 HacTtpounte counbTpaumio Tpaduka, NCrnosb3ys CrMCKU KOHTPONA SOCTyna

RouterB(config)#lpv6 filter input position 10 permit access-list default
RouterB(config)#lpv6 filter input position 20 deny access-list destinationip_deny

16.11.2.4 CoxpaHnTe HaCTPOWKM

Mcnonbaynte komaHay write <name> gnsi CoOxpaHeHNsa HaCTPOEK Ha YCTPOMUCTBax

»
NMpumeyaHue

Router#twrite <name>

Bepcus 7.0 412



PyHKUUKM ceTEBOW 3aLLNTLI NHCTpyKUMA No HacTporke
KPIr.465614.0011C3

16.11.3 lNpoBepka HacTpoek

16.11.3.1 BeinonHute komaHgy ping 2001:db8:1::2 repeat 4 Ha RouterA ansa nposepku
cBasHocTU Mexay RouterA n RouterB nocne BkntoyYeHus dunbTpaumm CAMCKOB KOHTPONS

AocTyna

RouterA#ping 2001:db8:1::2 repeat 4
PING 2001:db8:1::2(2001:db8:1::2) 56 data bytes

--- 2001:db8:1::2 ping statistics ---
4 packets transmitted, O received, 100% packet loss, time 10ms
16.11.3.2 BeinonHute komangy show ipv6 filter Ha RouterA ana npocmoTpa cHeTYMKOB

386J'IOKMpOBaHHbIX nakeToB

Chain INPUT (policy ACCEPT 4 packets, 272 bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: ::/0 dp: 22 prot: tcp
2 6 624 deny dst: 2001:db8:1::2/128

16.12 HacTporMka mMeXceTeBOro 3KpaHUPOBaHMS HAa OCHOBEe HOMepa nopTa

(TCP/UDP) nctounuka IPv6

16.12.1 OnncaHmne HacTpPOWKun

Kak nokasaHo Ha pucyHke 101 B Ka4yeCTBE OCHOBHbIX YCTPOMCTB BblbpaHbl CepBUCHbIE
MapLupyTusaTopsl (ganee RouterA n RouterB).

Appec nHtepgenca eth1 RouterA - 2001:db8:1::1/64.

Appec nHtepgenca eth1 RouterB - 2001:db8:1::2/64.

RouterA RouterB
0 oooo BUl eth1 0 O0goo
= pooo = p pooo
2001:db8:1::1/64 2001:db8:1::2/64

PucyHok 101 — Cxema HaCcTpONKN MEXCETEBOro SKpaHNPOBAHNA HA OCHOBE HOMEpa nopTa
(TCP/UDP) nctoyHuka (IPv6)
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16.12.2 OTanbl HACTPOWKN CETH

16.12.2.1 Boriante B pexum rnobanbHOM KOHUrypauum Ha YCTPOMCTBax nepen

HaCTPOWKOM

Mpn HacTpouke ceTeBoro obopyaoBaHWsA, OOHUM U3 FMaBHbIX LLAros, ABNSETCS BXOA B
KOHPUIYPaLMOHHBIN pexxnuM. KoHMUrypaumMoOHHbIA peXnM - 3TO OOUH U3 PEXUMOB KOMaHZAHOW
CTPOKN. B  KOHUrypauUMOHHOM pEeXMME MOXHO WU3MEHATb HACTPOMKU UHTepdencos,

MapLupyTM3auuo, 6e3onacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

16.12.2.2 Hactponte untepgenc eth1 Ha RouterA

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#lpv6 address 2001:db8:1::1/64
RouterA(config-if-[eth1])#end

16.12.2.3 HacTtpoute RouterB
16.12.2.3.1 HactpownTe nHtepdgenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#lpv6 address 2001:db8:1::2/64
RouterB(config-if-[eth1])#exit

16.12.2.3.2 HacTponTe CnNnUCcoK KOHTponA gocTyna

RouterB(config)#lpv6 access-list default sourceip ::/0 protocol tcp destinationports 22
RouterB(config)#lpv6 access-list tcp_deny destinationip 2001:db8:1::1/128 tcp-flags -SYN protocol tcp

16.12.2.3.3 HacTtponte dunbTpaumo Tpadmka, C UCMONb30BaHMEM CMUCKOB KOHTPONS

aocrtyna

RouterB(config)#lpv6 filter input position 10 permit access-list default
RouterB(config)#lpv6 filter input position 20 deny access-list tcp_deny
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16.12.2.4 CoxpaHnTe HaCTPOWKMU

Mcnonb3ynte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha yCTponcTBax

»
MpumeyaHue

Router#write <name>

16.12.3 lNpoBepka HacTpoek

16.12.3.1 BeinonHute komaHgy iperf client 2001:db8:1::2 port 2001 Ha RouterA ans

3anycka ytunuThl iperf B pexnme knmeHTa ¢ HacTponkon tcp-nopta 2001

Client connecting to 2001:db8:1::2, TCP port 2001
TCP window size: 16.0 KByte (default)

16.12.3.2 BoinonHute komaHay iperf server bind 2001:db8:1::1 port 2001 Ha RouterB

Ansa 3anycka ytunuTel iperf B pexxume cepBepa ¢ HacTpownkown tcp-nopta 2001

Server listening on TCP port 2001
TCP window size: 85.3 KByte (default)

16.12.3.3 BoinonHute  komaHgy show ipv6 filter pgns npocmoTpa  cyeTyMKoB

3a6J'IOKVIpOBaHHbIX nakeToB

Chain INPUT (policy ACCEPT 2 packets, 136 bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: ::/0 dp: 22 prot: tcp

2 3 216 deny dst: 2001:db8:1::2/128 prot: tcp tcp_flg: -SYN
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16.13 HacTpoiika MeXceTeBOro 3KpaHMpPOBaHUA Ha OCHOBe HOMepa nopTa

(TCP/UDP) Ha3HauyeHusa IPv6

16.13.1 OnucaHne HaCTPOnKK

Kak nokasaHo Ha pucyHke 102 B Ka4yeCTBE OCHOBHbIX YCTPOMCTB BblOpaHbl CEPBUCHbIE
MapLpyTusaTtopsbl (ganee RouterA n RouterB).

Anpec nHtepdenca eth1 RouterA - 2001:db8:1::1/64.

Anpec nHtepdenca eth1 RouterB - 2001:db8:1::2/64.

RouterA RouterB
eth1

2001:db8:1::1/64 2001:db8:1::2/64

PucyHok 102 — Cxema HaCTpONKN MEXCEeTEBOro IKpaHMPOBAHNA Ha OCHOBE HOMepa nopTa
(TCP/UDP) HasHaueHus (IPv6)

16.13.2 OTanbl HACTPOWKN ceTu

16.13.2.1 Bongute B pexum rnobanbHON KoHdurypaumMm Ha YCTpoWCTBax nepea

HaCTpPOWMKOM

lMpu HacTpomnke ceTeBoro obopyaoBaHus, OOHUM U3 FMNaBHbIX LIAros, ABMASETCH BXO4 B
KOHOUIypaLUnoHHbIN pexxuM. KoHUrypauMoOHHbIN pexnm - 3T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpokU. B KOH(UrypaumMoOHHOM pexmme MOXHO W3MEHSATb HAaCTPOMKU WHTepdencos,

MapLipyTM3aumo, 6e3onacHoOCTb U Apyrne napameTpbl YCTPOMCTB.

»
NMpumeyaHue

Router#configure terminal
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16.13.2.2 Hactponte untepdgenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#lpv6 address 2001:db8:1::1/128
RouterA(config-if-[eth1])#exit

16.13.2.3 HactponTte RouterB

16.13.2.3.1 HactponTe nHTepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#lpv6 address 2001:db8:1::2/128
RouterB(config-if-[eth1])#exit

16.13.2.3.2 HacTtponTe cnucka KOHTponsa gocTyna

RouterB(config)#lpv6 access-list default sourceip ::/0 protocol tcp destinationports 22
RouterB(config)#lpv6 access-list tcp_deny destinationip 2001:db8:1::2/128 protocol tcp destinationports 2001

16.13.2.3.3 Bknounte dunbTpaumio Tpaduka, C UCNONb30BAHMEM CMUCKOB KOHTPOMSA

Aocrtyna

RouterB(config)#lpv6 filter input position 10 permit access-list default
RouterB(config)#lpv6 filter input position 20 deny access-list tcp_deny

16.13.2.4 CoxpaHnTe HaCTPOWKM

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HacTPOEK Ha YCTPOoMCTBax

»
NMpumeyaHue

Routerftwrite <name>
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16.13.3 NpoBepka HacTpoek

16.13.3.1 BuinonHute komaHgy ping 2001:db8:1::2 repeat 2 Ha RouterA ansa nposepku
cBasHocTn Mexay RouterA un RouterB nocne BkntoyeHus dunbTpaumm CAMCKOB KOHTPOSS

AocTyna

PING 2001:db8:1::2(2001:db8:1::2) 56 data bytes
64 bytes from 2001:db8:1::2: icmp_seq=1 ttlI=64 time=1.02 ms
64 bytes from 2001:db8:1::2: icmp_seq=2 ttI=64 time=1.03 ms

--- 2001:db8:1::2 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 2ms
rtt min/avg/max/mdev = 1.015/1.020/1.026/0.032 ms

16.13.3.2 BoinonHute komaHay iperf server ipv6 port 2001 bind 2001:db8:1::2 Ha

RouterA gns 3anycka ytunuthbl iperf B pexnme cepBepa ¢ HacTpounkon tcp-nopta 2001

Server listening on TCP port 2001
TCP window size: 85.3 KByte (default)

16.13.3.3 BoinonHute komaHay iperf client 2001:db8:1::2 port 2001 Ha RouterB ans

3anycka yTunutbl iperf B pexxume knveHTa

Client connecting to 2001:db8:1::2, TCP port 2001
TCP window size: 16.0 KByte (default)

16.13.3.4 OcTtaHoBUTE BbINONHEHME KOMaHAbl Haxatmem knasuw CTRL+C, a 3atem
BbINONHUTE KOMaHay show ipv6 filter 4To6bI NOCMOTPETL CYHETUNKN 3aBNOKMPOBAHHbBIX NAKETOB

Ha RouterB

Chain INPUT (policy ACCEPT 27347 packets, 1641K bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: ::/0 dp: 22 prot: tcp

2 5 360 deny dst: 2001:db8:1::2/128 dp: 2001 prot: tcp
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16.14 HacTtporka MeXceTeBOro 3KpaHUpPOBaHMA Ha OCHOBe 3HayeHue nmnons

«lMpoTokon» 3aronoBka IPv6
16.14.1 OnucaHne HaCTPONKK

Kak nokasaHo Ha pucyHke 103 B Ka4yecTBe OCHOBHbIX YCTPOMWCTB BblOpaHbl CEPBUCHbIE
MapLpyTusaTopsl (ganee RouterA n RouterB).

Anpec nHtepdenca ethl RouterA - 2001:db8:1::1/64.

Anpec nHtepdenca eth1 RouterB - 2001:db8:1::2/64.

RouterA RouterB
eth1 1 0000
=: N ooon
—
eth1:2001:db8:1::1/64 eth1:2001:db8:1::2/64

PlllcyHOK 103 - HaCTpOI‘/'IKa MeXceTeBOro aKpaHmposaHnA Ha OCHOBE HOMepa nopTta 3Ha4YeHuA

nons "lNMpoTtokon" 3aronoska IPv6
16.14.2 3Tanbl HACTPOWKN CETH

16.14.2.1 Bongute B pexuMm rnobanbHoOn KOHdurypaumMm Ha YCTpOMUCTBax nepea

HaCcTponKomn

lMpu HacTponke ceTeBoro obopyaoBaHWs, OOHUM U3 rMNaBHbIX LIAros, ABMASETCH BXO4 B
KOHOUrypaunoHHbIN pexxuM. KoHUrypaumMoOHHbIN pexnm - 3T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpokM. B KOH(pUrypaumMOHHOM peXxume MOXHO W3MEHSATb HaCTPOMKN WNHTepPdEncos,

MapLipyTM3aumo, 6e3onacHoOCTb U Apyrne napameTpbl YCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal

16.14.2.2 HactpounTte untepdenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#lpv6 address 2001:db8:1::1/64
RouterA(config-if-[eth1])#end
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16.14.2.3 HactponTe RouterB

16.14.2.3.1 Hactponte uHTepdeinca eth1

RouterB(config)#tinterface eth1
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#lpv6 address 2001:db8:1::2/64
RouterB(config-if-[eth1])#exit

16.14.2.3.2 HacTtponTe CnMcoK KOHTPONS JocTyna

RouterB(config)#ipv6 access-list default sourceip ::/0 protocol tcp destinationports 22
RouterB(config)#ipv6 access-list icmp_deny destinationip 2001:db8:1::2 protocol ipv6-icmp

16.14.2.3.3 Hactponte dunbTpaumio Tpadmka, ¢ UCNOfb30BaHNEM CMUCKOB KOHTPONA

aocTyna

RouterB(config)#lpve6 filter input position 10 permit access-list default
RouterB(config)#lpve6 filter input position 20 deny access-list icmp_deny

16.14.2.4 CoxpaHuTe HaCTPOMKM
Mcnonbaynte komaHay write <name> gnsi CoxpaHeHnsa HacTPOEK Ha YyCTPpoMCTBax

»
MpumevyaHune

Router#fwrite <name>

16.14.3 NpoBepka HacTpoek

16.14.3.1 BeinonHute komaHay ping 2001:db8:1::2 repeat 8 Ha RouterA gnsi npoeepku
ceasHocTn mexay RouterA v RouterB nocne BkntoyeHMs dunbTpaumMm CAUCKOB KOHTPONS

aocrtyna

PING 2001:db8:1::2(2001:db8:1::2) 56 data bytes

--- 2001:db8:1::2 ping statistics ---
4 packets transmitted, 0 received, 100% packet loss, time 10ms
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16.14.3.2 BeinonHute komaHgy show ipv6 filter Ha RouterB 4ytobbl nOCMOTpeTb CHETUMK
6roKMpPOBaHHbIX NAKeTOB

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)
# Pkts Bytes Action Rule config
1 0 0 permit src: ::/0 dp: 22 prot: tcp
2 4 416 deny dst: 2001:db8:1::2/128 prot: ipv6-icmp
16.15 Hactpounka chunbTpauum MexceTeBOro 3KpaHupoBaHus Ha ocHoBe MAC-

agpeca oTnpaBuTens

16.15.1 OnucaHne HaCTpPoOnKK

Kak nokasaHo Ha pucyHke 104 B Ka4yeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapLpyTusaTtopsbl (qanee RouterA n RouterB).

BbinonHeHo (bI/ISVI‘-IGCKOG noakKkrio4yeHne n HaCTpOI‘/'IKa O60pyD,OBaHI/1$I.

Appec uHTepdpenca eth1 RouterA - 2001:db8:1::1/64, a apgpec uHTepdenca eth2 -
2001:db8:2::1/64.

Anpec uHTepdenca eth1 RouterB - 2001:db8:1::2/64 a agpec wuHTepdenca eth2 -
2001:db8:2::2/64.

RouterA  5001:db8:1::1/64 2001:db8:1::2/64 RouterB

e €th1 eth1
- H Cac B O []

PucyHok 104 — Hactponka hunbTpaLmm MexXceTeBoro akpaHmpoBaHusi Ha ocHoBe MAC-agpeca

otnpasutens (IPv6)

16.15.2 OTanbl HACTPOWKK CETU

16.15.2.1 Bongute B pexum rnobanbHoOn KoHdurypaumMm Ha YCTpOWCTBax nepea
HaCTpPOMKOM

Mpu HacTpoKke ceTeBoro ob6opyaoBaHUS, OOHUM U3 FMaBHbIX LIAroB, SIBNSieTCA BXoA B

KOHOMIypauUnoHHbIN pexuMm. KoHUrypauMOHHbIN pexnm - 3T0 OOUH U3 PEXMMOB KOMaHOHOM
CTPOKM.

Bepcus 7.0 421



OyHKUNKN ceTEBOM 3aLLUTDI NHCTpyKUMA No HacTporke
KPIr.465614.0011C3

B  KOHUrypauumoHHOM pexumme MOXHO U3MEeHSATb  HacTpPOWKM  MHTepdencos,

MapLipyTM3aumo, 6e30nacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

16.15.2.2 HactponTte uHtepdenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#lpv6 address 2001:db8:1::1/64
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#end

16.15.2.3 Hactpoute RouterB
16.15.2.3.1 Hactponte nHtepdemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#lpv6 address 2001:db8:1::2/64
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

16.15.2.3.2 HacTponTe CnnUcok KOHTpona gocTyna
RouterB(config)#lpv6 access-list mac macsource 94:3f:bb:00:00:3e

16.15.2.3.3 Hactponte dunbtpaumo Tpadmka, C UCMONb30BaHMEM CMUCKOB KOHTPONS

Aocrtyna

RouterB(config)#ipvé filter input deny access-list mac
RouterB(config)#end

16.15.2.4 CoxpaHnTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoOxpaHeHNs HacTPOEK Ha YCTPOMUCTBax
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»
MpumeyvaHue

Router#write <name>

16.15.3 NpoBepka HacTpoek

16.15.3.1 BeinonHute komaHay ping 2001:db8:1::2 repeat 8 Ha RouterA gnsi nposepku
cBasHocTU mexay RouterA n RouterB nocne BkniouyeHus unbTpaumMm ClMCKOB KOHTPOMSA

aocTyna

RouterA#ping 2001:db8:1::2 repeat 8

PING 2001:db8:1::2(2001:db8:1::2) 56 data bytes

From 2001:db8:1::1: icmp_seq=1 Destination unreachable: Address unreachable
From 2001:db8:1::1: icmp_seq=2 Destination unreachable: Address unreachable
From 2001:db8:1::1: icmp_seq=3 Destination unreachable: Address unreachable
From 2001:db8:1::1: icmp_seq=4 Destination unreachable: Address unreachable
From 2001:db8:1::1: icmp_seq=5 Destination unreachable: Address unreachable
From 2001:db8:1::1: icmp_seq=6 Destination unreachable: Address unreachable
From 2001:db8:1::1: icmp_seq=7 Destination unreachable: Address unreachable
From 2001:db8:1::1: icmp_seq=8 Destination unreachable: Address unreachable

--- 2001:db8:1::2 ping statistics ---
8 packets transmitted, O received, +8 errors, 100% packet loss, time 14ms
pipe 3

PR R R R R R R

16.15.3.2 BeinonHute komaHay show ipv6 filter Ha RouterB ans npoBepkn cYETYMKOB

386J'IOKVIpOBaHHbIX nakeToB

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)
# Pkts Bytes Action Rule config
1 12 960 deny mac: 94:3f:bb:00:30:35

16.16 HacTponka MexceTeBOro 3KpaHUPOBaHUA Ha OCHoBe hnaroB 3arosioBKa

cermeHTa TCP

16.16.1 OnncaHne HaCTPOMnKK

Kak nokaszaHo Ha pucyHke 105 B Ka4yecCTBE€ OCHOBHbIX YCTPOWCTB BbliOpaHbl CEPBUCHbIE
mMapLpyTusaTopsl (ganee RouterA n RouterB).

BbinonHeHO ¢m3nyeckoe NOAKMYEHNEe N HacTporka 06opyaoBaHMS.

Agpec nHtepdenca eth1 RouterA - 2001:db8:1::1/64.
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Agnpec nHtepdenca eth1 RouterB - 2001:db8:1::2/64.
RouterA RouterB
B Dooo LY eth1 -0 oooo
='n nooo ='n pooo

2001:db8:1::1/64 2001:db8:1::2/64

PucyHok 105 — NpoBepka MeXceTeBOro akpaHMpOBaHUS Ha OCHOBE (plaroB 3arosioBka
cermeHTta TCP (IPv6)

16.16.2 OTanbl HACTPOWKN CETH

16.16.2.1 Bongute B pexum rrnobanbHONW KOHurypaumMm Ha YCTpoucTBax nepen

HaCTpOWKOM

Mpn HacTpouke ceTeBoro ob6opyaoBaHUs, OQHUM U3 FMaBHbIX LLAroB, ABNSETCS BXOA B
KOHOUrypaunoHHbIN pexuM. KoHuUrypaumMoHHbIN pexnm - 9T0 OOMH U3 PEXUMOB KOMaHOHOMU
CTPOKMW.

B  KOH(UrypaumoHHOM pexume MOXHO U3MEHSATb HAaCTPOUKM  UHTepencos,

MapLUpyT13auuo, 6e3onacHoOCTb U Apyrine napameTpbl YCTPOMCTB.

»
MpumevaHue

Router#configure terminal

16.16.2.2 HacTtpounTte uHtepdenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#lpv6 address 2001:db8:1::1
RouterA(config-if-[eth1])#exit

16.16.2.3 HactponTte RouterB
16.16.2.3.1 HactpownTe nHtepdenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#lpv6 address 2001:db8:1::2
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RouterB(config-if-[eth1])#exit
16.16.2.3.2 HacTtponTe CnMcoK KOHTPONS JOCcTyna

RouterB(config)#lpv6 access-list default sourceip ::/0 protocol tcp destinationports 22
RouterB(config)#ip access-list tcpflags_deny destinationip 2001:db8:1::2/128 tcp-flags +SYN -SYN protocol tcp

16.16.2.3.3 Hactponte cunbTpauyuto Tpadumka, ¢ UCMONb30BaHMEM CIMUCKOB KOHTPOSIS
goctyna

RouterB(config)#lpve6 filter input position 10 permit access-list default
RouterB(config)#lpvé filter input position 20 deny access-list tcp_deny

16.16.2.4 CoxpaHnTe HacTPOWKM

MCHOﬂb3yﬁTe KOMaHay write <name> gns COXpaHeHnda HaCTpoeK Ha yCTpOIZCTBaX

»
NMpumeyaHue

Router#fwrite <name>

16.16.3 lNpoBepka HaAcTpoekK

16.16.3.1 BeinonHute komanpgy iperf server ipvé port 5001 bind 2001:db8:1::2 Ha

RouterB gns 3anycka ytunuthl iperf B pexxunme cepBepa ¢ HacTpownkon tcp nopta 5001

Server listening on TCP port 5001
TCP window size: 85.3 KByte (default)

16.16.3.2 BoinonHute komangy iperf client 2001:db8:1::2 Ha RouterA ans 3anycka
yTUNUTBI iperf B pexnme KnneHTa

Client connecting to 2001:db8:1::2, TCP port 5001
TCP window size: 16.0 KByte (default)
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16.16.3.3 3aBepwute paboty ytunutel iperf Ha RouterB, 3atem BbINOMHUTE KOMaHAy

show ipv6 filter gns npocmoTpa cyeTynka 3abrOKMPOBAHHbBIX NAKETOB

Chain INPUT (policy ACCEPT 10 packets, 896 bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: ::/0 dp: 22 prot: tcp

2 7 504 deny dst: 2001:db8:1::2/128 prot: tcp

16.17 HacTtponka MexceTeBOro 3KpaHMpOBaHUA Ha OCHOBe 3Ha4vyeHue nonsa «ToS»

(TOS/DSCP) 3aronoBka IPv6
16.17.1 OnucaHne HaCTPOnKK

Kak nokasaHo Ha pucyHke 106 B Ka4eCTBe OCHOBHbIX YCTPOMWCTB BblOpaHbl CEPBUCHbIE
MapLpyTusaTopsl (ganee RouterA n RouterB).

BbinonHeHO dum3nyeckoe NOAKMYeHNe U HacTporka 06opyaoBaHMS.

Anpec nHtepdenca eth1 RouterA - 2001:db8:1::1/64.

Anpec nHtepdenca eth1 RouterB - 2001:db8:1::2/64.

RouterA RouterB
0 0000 EOld eth1
=1 Onoo
R—
2001:db8:1::1/64 2001:db8:1::2/64

PucyHok 106 — NpoBepka MeXCeTeBOro aKpaHNPOBaHMS Ha OCHOBE 3Ha4YeHme nons « ToS»
(TOS/DSCP) 3aronoska IPv6

16.17.2 OTanbl HACTPOWKM

16.17.2.1 Bongute B pexumMm rnobanbHon KoHdurypaumMm Ha YCTpoOWCTBax nepea

HaCTpPOWMKOM

Mpu HacTpounke ceTeBoro obopyaoBaHus, OOHUM U3 FNaBHbIX LIAroB, ABMASETCS BXO4 B
KOHOUIypauUnoHHbIN pexxuM. KoHUrypaumoHHbIM peXxnum - 3TO OOMH U3 PEXMMOB KOMaHOHOM
CTpokU. B KOH(UrypaumoOHHOM pexXume MOXHO W3MEHATb HaCTPOWMKM UHTepdencos,

MapLupyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl YCTPOUCTB.
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»
MpumeyvaHue

Router#configure terminal

16.17.2.2 Hactponte untepdgenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#lpv6 address 2001:db8:1::1/64
RouterA(config-if-[eth1])#end

16.17.2.3 HactponTte RouterB
16.17.2.3.1 Hactponte nHTepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#lpv6 address 2001:db8:1::2/64
RouterB(config-if-[eth1])#exit

16.17.2.3.2 HacTponTe CNUCOK KOHTPOSIA AOCTyna, 3HadeHue nons dscp = 8 paBHO

Bblpa)keHuto nonga tos=32

RouterB(config)#lpv6 access-list default sourceip ::/0 protocol tcp destinationports 22
RouterB(config)#ipv6 access-list tos_deny destinationip 2001:db8:1::2/128 dscp 8

16.17.2.3.3 HacTtponte dunbtpaumo Tpadmka, C UCMONb30BaHMEM CMUCKOB KOHTPONS

Aocrtyna

RouterB(config)#lpv6 filter input position 10 permit access-list default
RouterB(config)#lpv6 filter input position 20 deny access-list tos_deny

16.17.2.4 CoxpaHnTe HaCTPOWKM

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNs HacTPOEK Ha YCTPOMUCTBax

»
NMpumeyaHue

Router#twrite <name>
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16.17.3 lNpoBepka HacTpoek

16.17.3.1 BeinonHute komaHgy ping 2001:db8:1::2 repeat 4 Ha RouterA ansa nposepku

casHocTu mexay RouterA n RouterB

PING 2001:db8:1::2(2001:db8:1::2) 56 data bytes

64 bytes from 2001:db8:1::2: icmp_seq=1 ttI=64 time=1.05 ms
64 bytes from 2001:db8:1::2: icmp_seq=2 ttlI=64 time=1.07 ms
64 bytes from 2001:db8:1::2: icmp_seq=3 ttI=64 time=1.01 ms
64 bytes from 2001:db8:1::2: icmp_seq=4 ttI=64 time=0.962 ms

--- 2001:db8:1::2 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 6ms
rtt min/avg/max/mdev = 0.962/1.021/1.070/0.056 ms

16.17.3.2 BoinonHute komMaHay ping 198.18.1.2 repeat 4 tos 32 Ha RouterA ans
npoBepkn paboTbl unbTpauumn Tpadguka nocrne BKNIOYEHUS unbTpauum CrUCKOB KOHTPONS

aocTyna

PING 2001:db8:1::2(2001:db8:1::2) 56 data bytes

--- 2001:db8:1::2 ping statistics ---
4 packets transmitted, O received, 100% packet loss, time 10ms

16.17.3.3 BoinonHnte  komaHgy show ipv6 filter pgns npocmoTpa  cyeTyMKoB

3a6J'IOKVIpOBaHHbIX nakeToB

Chain INPUT (policy ACCEPT 13 packets, 1096 bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: ::/0 dp: 22 prot: tcp

2 4 416 deny dscp: 8 dst: 2001:db8:1::2/128

16.18 HacTtpowmka Snort
16.18.1 HacTtpowka Snort B pexume IDS
16.18.1.1 OnncaHme HaCTpPoOKnKK

Kak nokasaHo Ha pucyHke 107 B Ka4eCTBE OCHOBHOrO yCTPOWCTBa BbiOpaH CEPBUCHbLIN
MapLupyTmnsartop - RouterA.

Ha RouterA HacTtpoeHbl nHTepdenchl: ethl - IP address 192.168.99.1/24, eth2 - IP
address 192.168.98.1/24.

Ha yctponcTtee HacTpoeH Snort B pexxume IDS.
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Apache Web-server Host
PC2

RouterA

192.168.99.0/24 192.168.98.0/24
cog

.8

&:p pooo

192.168.99.2/24 eth1 eth2 192.168.98.2/24
192.168.99.1/24 192.168.98.1/24

PucyHok 107 — Cxema HacTpouku Snort
16.18.1.2 OTanbl HACTPOMKMK

16.18.1.2.1 Bongute B pexunm rnobanbHOM KoHdUrypauum Ha ycTpoucTBax nepes

HaCTpOWKomn

Mpn HacTpouke ceTeBoro ob6opyaoBaHUs, OOHUM U3 FMaBHbIX LLAroB, ABNSETCS BXOA4 B
KOHQUrypaunoHHbIn pexxum. KoHUrypaumoHHbI peXxmnmM - 9TO OOMH U3 PEXUMOB KOMaHOHOM
CTpokU. B KOH(UrypauMoOHHOM peXume MOXHO W3MEHATb HAaCTPOUKM UHTepdencos,

MapLpyTM3auuio, 6e3onacHoOCTb U Apyrne napameTpbl YCTPOUCTB.

»
MpumevaHue

Router#configure terminal

16.18.1.2.2 HactpownTe nHtepdgenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.99.1/24
RouterA(config-if-[eth1])#exit

16.18.1.2.3 HactponTe nHTepdenc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.98.1/24
RouterA(config-if-[eth1])#exit

16.18.1.2.4 Hactpownte Snort

RouterA(config)#snort alert full syslog
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RouterA(config)#tsnort ids eth1
RouterA(config)#snort on

»
MpumeyaHue

BbliknoveHmne Snort:
1. OTknroyaem Snort

RouterA(config)#snort off

2. Ypansewm IDS

RouterA(config)#no snort ids ethl

16.18.1.2.5 CoxpaHnTe HacTpOWKu

MCHOHb3yﬁTe KOMaHay write <name> gns COXpaHeHnda HaCTpoeK Ha yCTDOIZCTBaX

»
MpumevaHue

Router#fwrite <name>

16.18.1.3 lNpoBepka HacTpoekK

16.18.1.3.1 BeinonHute komaHay show snort Ha RouterA gns npoBepku HacTponkn Snort
IDS interface ethl: running

16.18.1.3.2 BeinonHute npoBepky pabdoTtbl Snort

C PC2 cpenawnte 3anpoc Ha PC1

user@VM-2:~S curl http://192.168.99.2/javascript

BbinonHute komangy show log snort ids ethl

[**][1:100000010:0] Script Detected, JavaScript [**]

[Priority: 0]

01/06-04:33:07.593831 192.168.99.2:80 -> 192.168.98.2:49498

TCP TTL:64 TOS:0x0 ID:38564 IpLen:20 DgmLen:461 DF

*EEAP*** Seq: 0xD054621B Ack: 0x75513A42 Win: Ox1FD TcplLen: 32
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TCP Options (3) => NOP NOP TS: 221794470 1018298225
16.18.2 HacTtpowka Snort B pexume IPS
16.18.2.1 OnncaHne HacCTpPouKK

Kak nokasaHo Ha pucyHke 108 B Ka4yecTBe OCHOBHOIO YCTPOMWCTBA BbliOpaH CEpPBUCHbLIN
MapLipyTusaTop - RouterA.

Ha RouterA HacTpoeHbl uHTepdgencol: ethl - IP address 198.168.99.1/24, IP address
198.168.98.1/24.

Ha yctponctee HacTpoeH Snort B pexume IPS.

Apache Web-server Host
PC1 PC2

RouterA

192.168.99.0/124 192.168.98.0/24
O ooog
2'p pooo

192.168.99.2/24 eth1 eth2 192.168.98.2/24
192.168.99.1/24 192.168.98.1/24

PucyHok 108 — Cxema HacTponku Snort
16.18.2.2 OTanbl HACTPOWKMK

16.18.2.2.1 Bongute B pexum rnobanbHOM KOHurypaumm Ha YCTpPoOMCTBax nepepn

HaCTpPOWMKOM

Mpu HacTpounke ceTeBoro obopyaoBaHus, OOHUM U3 FNaBHbIX LIAroB, ABMASETCHS BXO4 B
KOHOUIypauUnoHHbIN pexxuM. KoHUrypauMOHHbIN pexnm - 3T0 OOMH U3 PEXMMOB KOMaHOHOM
CTpokM. B KOH(UrypauMOHHOM peXmme MOXHO W3MEHATb HaCTPOMKU WHTepdencos,

MapLupyTM3aumo, 6e3onacHoOCTb U Apyrne napameTpbl YCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal
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16.18.2.2.2 HactponTe uHTepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.99.1/24
RouterA(config-if-[eth1])#exit

16.18.2.2.2.1 Hactpoute nHtepgemnc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.98.1/24
RouterA(config-if-[eth1])#exit

16.18.2.2.2.2 Hactponte Snort

RouterA(config)#snort alert full syslog
RouterA(config)#snort ips
RouterA(config)#snort on

»
MpumevaHue

BbikntoyeHumne Snort:

1. OTknoyaem Snort

RouterA(config)#snort off

2. Ypansewm IDS

RouterA(config)#no snort ips

16.18.2.2.3 CoxpaHuTe HaCTpONKn

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNs HacTPOEK Ha YCTPOMCTBax

»
NMpumeyaHue

Router#twrite <name>
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16.18.2.3 lNpoBepka HacTpoekK

16.18.2.3.1 BeinonHute komaHay show snort Ha RouterA ons npoBepku HaCTpomku Snort
IPS: running

16.18.2.3.2 BeinonHute npoBepky pabdoTtbl Snort

C PC2 cagenanTte 3anpoc Ha PC1

user@PVM-2:~S curl http://192.168.99.2/javascript
curl: (56) Recv failure: Connection reset by peer

BeinonHuTte komangy show log snort ips

[**] [1:100000010:0] Script Detected, JavaScript [**]

[Priority: 0]

01/06-03:39:50.636508 192.168.99.2:80 -> 192.168.98.2:57550

TCP TTL:63 TOS:0x0 ID:17243 IpLen:20 DgmlLen:461 DF

*¥EXAP*** Seq: 0x9DC72058 Ack: OxFOFDAFF6 Win: Ox1FD TcplLen: 32
TCP Options (3) => NOP NOP TS: 218598410 1015102164
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17 MOHUTOPUHI CETEBOIO TPA®UKA
17.1 HacTtpomka cepBepa Syslog
17.1.1 OnncaHne HaCTpPoOnKK

Kak nokasaHo Ha pucyHke 109 B Ka4yecTBe OCHOBHOIO YCTPOMWCTBA BbliOpaH CEpPBUCHbLIN
MapLpyTusaTop (ganee RouterA).
K RouterA nogkntoveH PC, roe HacTpoeH ceTeBon nHTepdenc.

Ha RouterA HacTpoeH nHtepgenc eth1 - 198.18.1.1/24 v agpec cepsepa Syslog.

RouterA PC

Syslog-cepeep

Ipv4:198.18.1.2/24

'O ooog
=0 poon

Ipv4:198.18.1.1/24

eth1

PucyHok 109 — Cxema HacTponku cepepa Syslog
17.1.2 Otanbl HACTPOWKK

17.1.2.1 Hactponte ceteBon wuHTepdenc Ha PC un 3anyctute tftpd64 oT umeHn

agMuHUcTpaTopa
17.1.2.2 Hactpoute RouterA
17.1.2.2.1 Bongute B pexunm rnobanbHON KoHGUrypauum

KoHurypauMOHHbIN - pexum - 3TO OAMH U3 PEeXUMOB KOMaHOHOW CTpoku. B
KOHOUIypaLUNOHHOM peXMME MOXHO M3MEHSTb HAaCTPOMKU MHTEPdENCOB, MapLUpyTMU3aumio,

6e30nacHOCTb 1 Apyrie napameTpbl YCTPOMNCTB.

»
NMpumevaHue

RouterA#tconfigure terminal
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17.1.2.2.2 HactpownTte IP-agpec nHtepgenca eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp

RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

17.1.2.2.3 HactponTe agpec cepBepa Syslog Ha ycTponctee

RouterA(config)#log syslog remote 198.18.1.2
RouterA(config)#end

17.1.2.3 CoxpaHuTe HacTPOMKM

Wcnonb3yinte komaHay write <name> Ansi COXpaHeHUs HaCTPOEK Ha YCTPONCTBe

»
NMpumeyaHue

Router#fwrite <name>

17.1.3 lNpoBepka HaACTpoeK

BeinonHute komangy show log syslog Ha RouterA gns npoBepku HacTpouku Syslog

Aug 12 12:54:15 sr-be kernel: Initializing cgroup subsys cpuset
Aug 12 12:54:15 sr-be kernel: Initializing cgroup subsys cpu
Aug 12 12:54:15 sr-be kernel: Initializing cgroup subsys cpuacct

17.2 MpocMOTp UCNONb30BaHMUA CUCTEMHbIX PecypcoB
17.2.1 BTanbl HACTPOWKK

1. BbinonHute komaHay show usage Ans BbiBOAA CTATUCTUKM MO WCMOSb30BaHUIO

pecypcoB npoLieccopa 1 onepaTtuBHON NaMaATK

top - 23:15:45 up 5 days, 20:15, 3 users, load average: 0,03, 0,03, 0,05
Tasks: 155 total, 1 running, 153 sleeping, O stopped, 1 zombie

%Cpu0 : 5,9 us, 5,9 sy, 0,0 ni, 88,2 id, 0,0 wa, 0,0 hi, 0,0 si, 0,0 st
%Cpul : 0,0 us, 0,0 sy, 0,0 ni,100,0 id, 0,0 wa, 0,0 hi, 0,0 si, 0,0 st

MiB Mem : 1889,1 total, 1522,8 free, 102,7 used, 263,6 buff/cache
MiB Swap: 52,0 total, 52,0 free, 0,0 used. 1697,7 avail Mem
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2. BbinonHute komangy show disks ana BbiBOga CTAaTUCTUKM MO UCMOSb30BaHUIO

BHYTPEHHEW namMsiTu yCTponcTea

Filesystem Size Used Available Used%
/dev/vg0/SYSTEM 2.0G 714M 1.1G 40%
/dev/mapper/vg0-CONFIG ~ 974M 112K 907M 1%
/dev/mapper/vg0-VAR 7.4G 13M 7.0G 1%
/dev/sdal 488M 13M 440M 3%
/dev/mapper/vg0-HOME 974M 72K 907M 1%

3. Bbinonnute KOMaHAOy show temperature gna BbiBOAA CTaTUCTUKU MO

OJaTvynkam
TeMmnepartypbl

Switch ASIC: 44.3°C

Power: 40.8°C

Nano SSD: 35.1°C

Power2: 45.3°C

CPU core temperature: 44.5°C

4. 1na BbIBOOA CTATUCTUKM MNPOMYCKHOW CMOCOBHOCTU M3AEeNnus UCMOoMb3ynTe YyTUNUTY
MOHUTOPWHIra ¢ NOMOLLbI0 KomaHAabl show bandwidth-monitor

4.1 KoOppeKTHbI BbIBOO KOMaHAbl

cooepxut B cebe Tabnuuy AMHAMUYECKM
N3MEHSIIOLLMMUCS AaHHbIMMW.

4.2 [1ns BbIxOA4a U3 YyTUNUTbI HAXMNTE codeTaHme knasu «Ctrl+Cx».

17.3 HacTtponka cMHXpOoHMU3aLumm BpemeHu no npotokony NTP

17.3.1 OnncaHne HacTpomnKu

Kak nokasaHo Ha pucyHke 110 B KayecTBe OCHOBHOIO YCTPOMCTBA WCMONb3YyeTCs
CEepPBUCHbLIN MapLupyTu3aTtop - RouterA.

Ha RouterA HactpoeH uHTepdgenc eth1 u nonyyeH IP-agpec no npotokony DHCP,
HacTpoeH NTP-knueHT u cuHxpoHusauus ¢ NTP-cepsepom.

RouterA

NTP-cepeep

th1
.0 ooog ° WAN
=0 0opno ip dhep

PucyHok 110 — Cxema Hactponkn NAT masquarad
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17.3.2 OTanbl HACTPOWKN CETH

17.3.2.1 Boante B pexum rnobanbHOM KOHdUrypaumm Ha YCTPOMCTBaX nepeq

HaCTPOWKOM

Mpn HacTpouke ceTeBoro obopyaoBaHWsA, OOHUM U3 FMaBHbIX LLAros, ABNSETCS BXOA B
KOHPUIYPaLMOHHBIN pexnM. KoHMUrypaumMOHHbIA peXnm - 3TO OOUH U3 PEXUMOB KOMaHZAHOW
CTPOKN. B KOHUrypauUMOHHOM peXMMe MOXHO W3MEHHATb HaCTPOMKUM UHTepdencos,

MapLupyTM3auuo, 6e3onacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

17.3.2.2 Hactpoute RouterA

17.3.2.2.1 Hactponte wuHTepdenc eth1 n nonyumte koHdwurypauuwo uHTepdenca no

npoTokony DHCP

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address dhcp
RouterA(config-if-[eth1])#exit

17.3.2.2.2 Hactpounte NTP-knMeHT Ha ycTponcTee.

RouterA(config)#system clock timezone Europe Moscow
RouterA(config)#name-server 1.1.1.1
RouterA(config)#name-server 8.8.4.4
RouterA(config)#ntp server 0.ru.pool.ntp.org
RouterA(config)#ntp restrict default ipv4 nomodify kod
RouterA(config)#ntp on

RouterA(config)t#end

17.3.2.2.3 CuHxpoHusunpyem c cepsepom NTP
RouterA(config)#system clock synchronize 0.ru.pool.ntp.org

17.3.2.3 CoxpaHnTe HaCTpOWKM

Mcnonb3ynte komaHay write <name> ns coxpaHeHWa HacTPOeK Ha yCTponcTBax
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»
MpumeyvaHue

Router#write <name>

17.3.3 lNpoBepka HacTpoek

17.3.3.1 BeinonHute koMmaHgy show ntp ansa npocmoTpa coctosiHus u Hactpoek NTP

cepBepa

NTP server is on
remote refid sttwhen poll reach delay offset jitter

*176.215.15.21 91.206.16.3 2u 2 64 37 79.416 2.284 8.633

17.3.3.2 BeinonHute komaHgy show clock gna npocmoTpa BpeMeHu, Aatbl U 4acoBOro

nosica
[aTta n Bpemsi OIMKHbI COOTBETCTBOBATL TEKYLLEN AaTe U BPEMEHU.
17.4 HacTtponka ytunutbl MoHuTopuHra Netflow (Ipv4)
17.4.1 OnncaHmne HaCcTpPOWKM

Kak nokasaHo Ha pucyHke 111 B Ka4yecTBE OCHOBHbIX YCTPOMUCTB BblOpaHbl ABa CEPBUCHbIX
MapupyTtmnsaTtopa - RouterA n RouterB.

K RouterA noakntoveH PC, rage HacTpoeH ceTeBomn MHTepeic.

Ha RouterA HacTpoeHbl nHtepdeincel n cepsep Netflow.

Ha RouterB HacTpoeH nHtepdenc n HasHaveH agpec |IPv4.

PC
FLOW RouterA RouterB

collector Cepeep

Netflow
e = = )
B =
192.168.0.2124 ey 100.10.10.20/24 100.10.10.10/24 Sllesss

192.168.0.1/24

PucyHok 111 — Cxema HacTponku ytunutbl MoHuTopuHra Netflow
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17.4.2 3Tanbl HACTPOMKK CETU
17.4.2.1 Hactpownte FLOW collector Ha PC

17.4.2.2 Bongnte B pexum rnobanbHOM KOHUrypaumm Ha YycTpoucTBax nepen

HaCTPOWKOM

Mpn HacTpouke ceTeBoro obopyaoBaHUsA, OOHUM U3 FMaBHbLIX LLAroB, ABNSETCS BXOA B
KOHPUIYPaLMOHHBIN pexnM. KOHMUIypauMOHHbBIA PEeXnM - 3TO OOUH U3 PEXUMOB KOMaHAHOW
CTPOKN. B  KOHUrypauUMOHHOM peXMME MOXHO W3MEHATb HACTPOMKU UHTepdencos,

MapLupyTM3auuo, 6e3onacHoOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

17.4.2.3 Hactpoute RouterA

17.4.2.3.1 OTkntounTe TeKyLwmmn vlan ncnonb3yembiin No yMosiHaHuo
RouterA(config)#no interface vlanl
17.4.2.3.2 HacTtpounTte nHtepdencsl eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.2/24
RouterA(config-if-[eth1])#exit
RouterA(config-if-[eth2])#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 100.10.10.20/24
RouterA(config-if-[eth2])#exit

17.4.2.3.3 HactpownTte cepsep Netflow

RouterA(config)#log netflow clear

RouterA(config)#log netflow dumping-time 300
RouterA(config)#log netflow maxlife 30d
RouterA(config)#log netflow maxsize 10MB
RouterA(config)#log netflow set-server 192.168.0.1 9005
RouterA(config)#log netflow ipv4 on
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RouterA(config)#log netflow input on
RouterA(config)#log netflow ipv6 off
RouterA(config)#log netflow protocol 10
RouterA(config)#log netflow on
RouterA(config)#tend

17.4.2.4 HactpownTte nHtepgenc Ha RouterB

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 100.10.10.10/24
RouterB(config-if-[eth2])#exit

17.4.2.5 CoxpaHnte HacTpOMKHU

MCHOﬂb3yﬁTe KOMaHay write <name> gns COXpaHeHndA HaCTpoeK Ha yCTpOIZCTBaX

»
NMpumeyaHue

Router#fwrite <name>

17.4.3 lNpoBepka HaAcCTpoeK

17.4.3.1 BeinonHute komaHgy show running-config Ha RouterA gnsi npoBepku HacTpoek

Netflow

ip access-list _netflow_acl_netflow_input destinationip 0.0.0.0/0 sourceip 0.0.0
ip access-list _netflow_acl_netflow_forward destinationip 0.0.0.0/0 sourceip 0.0
ip access-list _netflow_acl_netflow_output destinationip 0.0.0.0/0 sourceip 0.00
ipv6 access-list _netflow_acl_netflow_input destinationip ::/0 sourceip ::/0

ip filter netflow_input netflow access-list _netflow_acl_netflow_input

ip filter netflow_forward netflow access-list _netflow_acl_netflow_forward
ip filter netflow_output netflow access-list _netflow_acl_netflow_output
ipv6 filter netflow_input netflow access-list _netflow_acl_netflow_input

log netflow protocol 10

log netflow set-server 192.168.0.1 9005
log netflow dumping-time 300

log netflow ipv4 input on

log netflow ipv4 forward on

log netflow ipv4 output on

log netflow maxlife 30d

log netflow maxsize 10MB
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17.4.3.2 Ha PC 3anyctuTte flow collector

17.4.3.3 Ha RouterA ncnonb3ynte komaHgy iperf server udp

17.4.3.4 Ha RouterB ncnonb3ymnte komangy iperf client 100.10.10.20 udp
17.4.3.5 Ha PC c nomowsto flow collector ybegutecs 4to nHpopmaumna nonyyeHa
17.5 HacTtponka ytunutbl MoHutopuHra Netflow (Ipv6)

17.5.1 OnncaHue HacCTpPouKK

Kak nokasaHo Ha pucyHke 112 B Ka4eCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl 2 CepBUCHbIX
MapupyTtmnsaTtopa - RouterA n RouterB.

K RouterA nogkntoueH PC, roe HacTpoeH ceTeBon nHtepgenc.

Ha RouterA HacTpoeHbl nntepdencol n cepeep Netflow.

Ha RouterB HacTpoeH nntepdenc n HasHa4veH agpec IPv6.

PC

FLOW RouterA RouterB
collector Cepaep
Netflow
eth1 _ o oooo By eth2 _ O ooog
- Sp pooo : S p oooo
ipv6:2000:1:1::2/64 ipv6:2000:1:1::1/64 ipv6:2001:1:1::1/64  ipv6:2001:1:1::2/64

PucyHok 112 — Cxema HacTponku yTunutsl MoHuTopuHra Netflow

17.5.2 OTanbl HACTPOWKK CETU
17.5.2.1 Hactpownte FLOW collector Ha PC

17.5.2.2 Bonante B pexum rnobanbHOM KOHUrypaumm Ha YCTpOWUCTBaxX nepea
HaCTpPOWMKOM

Mpn HacTponke ceTeBoro obopyaoBaHus, OOHUM U3 FNaBHbIX LIAroB, ABMASETCH BXO4 B
KOHOUIypauUnoHHbIN pexumM. KoHUrypauMOHHbIN pexnm - 3T0 OOMH U3 PEXMMOB KOMaHOHOM
CTpokU. B KOH(UrypaumoOHHOM peXume MOXHO W3MEHATb HaCTPOWMKM UHTepdencos,

MapLupyTM3aumo, 6e30nacHoOCTb U Apyrne napameTpbl YCTPOUCTB.
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»
MpumeyvaHue

Router#configure terminal

17.5.2.3 Hactpounte RouterA

17.5.2.3.1 HacTtpounTte nHtepdeinicel eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2000:1:1::1/64
RouterA(config-if-[eth1])#exit
RouterA(config-if-[eth2])#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ipv6 address 2001:1:1::1/64
RouterA(config-if-[eth2])#exit

17.5.2.3.2 HactponTe cepep Netflow

RouterA(config)#log netflow clear
RouterA(config)#log netflow dumping-time 300
RouterA(config)#log netflow maxlife 30d
RouterA(config)#log netflow maxsize 10MB
RouterA(config)#log netflow protocol 10
RouterA(config)#log netflow set-server 2000:1:1::2 9005
RouterA(config)#log netflow ipv4 off
RouterA(config)#log netflow input on
RouterA(config)#log netflow ipv6 on
RouterA(config)#log netflow on
RouterA(config)#end

17.5.2.4 Hactpoute nHtepcenc Ha RouterB

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ipv6 address 2001:1:1::2/64
RouterB(config-if-[eth2])#end

17.5.2.5 CoxpaHnte HacCTpOnKu

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNs HacTPOEK Ha YCTPOMUCTBaxX
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»
MpumeyvaHue

Router#write <name>

17.5.3 lNpoBepka HacTpoek

17.5.3.1 BeinonHute komaHay ping 2001:1:1::1 repeat 16 Ha RouterB ansa nycka ICMP6
Tpaduka Ha RouterA

PING 2001:1:1::1(2001:1:1::1) 56 data bytes
64 bytes from 2001:1:1::1: icmp_seq=1 ttI=64 time=1.04 ms

17.5.3.2 BoinonHute komangy tcpdump ethl verbose gns npocmoTtpa oTnpaBneHHbIX

notokos Ha PC

12:21:16.032870 IP6 (flowlabel 0x4ff2e, hlim 64, next-header UDP (17) payload length: 884) 2000:1:1::1.35890 >
2000:1:1::2.9005: [bad ud6
12:21:16.033924 IP6 (flowlabel 0x601f9, hlim 64, next-header ICMPv6 (58) payload length: 932) 2000:1:1::2 >
2000:1:1::1: [icmp6 sum ok] 5
12:21:21.217183 IP6 (hlim 255, next-header ICMPv6 (58) payload length: 32) fe80::3648:edff:feb0:5d08 >
2000:1:1::1: [icmp6 sum ok] ICMP61

source link-address option (1), length 8 (1): 34:48:ed:b0:5d:08

0x0000: 3448 edb0 5d08

12:21:21.217250 IP6 (hlim 255, next-header ICMPv6 (58) payload length: 24) 2000:1:1::1 >
fe80::3648:edff:feb0:5d08: [icmp6 sum ok] ICMP6]

17.5.3.3 Ha PC c nomowsto flow collector ybegutecs, YTo nMHpopmauusa nonyyvyeHa
17.6 HacTtponka dpyHKUMM MOHUTOPUHra Yepe3 Console
17.6.1 OnncaHme HacTpomnKu

B ka4ecTBe OCHOBHOIO yCTPOMCTBA UCMNOMb3yeTCA CEPBUCHbLIM MapLLpyTU3aTop - RouterA.
Ha ycTtpownctBe HacTpoeH MoOHUTOpuHr CPU, MOHUTOPUHI TemnepaTypbl, MOHUTOPWUHT

COCTOSIHUSI AUCKA, MOHUTOPUHI NaMATN, MOHUTOPUHI CeTEBbIX MHTEPMENCOB.
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17.6.2 OTanbl HAaCTPOMKK Ha ycTponctee RouterA
17.6.2.1 BonaunTe B pexum rnobanbHOM KOHMrypauumn Ha yCTponcTBe nepen HacTpOMKOM

Mpn HacTpouke ceTeBoro obopyaoBaHusA, OOHUM U3 FMaBHbLIX LWAros, ABNSETCS BXOA B
KOHPUIYPaLMOHHBIN pexnM. KoHMUrypaumMOHHbIA peXnM - 3TO OOUH U3 PEXUMOB KOMaHAHOW
CTPOKN. B  KOHUrypauMOHHOM peXnmMe MOXHO U3MEHATb HaCTPOMKU UHTepdencos,

MapLupyTM3auuo, 6e30nacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

17.6.2.2 HacTtpowka moHuTopuHra CPU

RouterA(config)#monitoring
RouterA(config-emon)#cpu
RouterA(monitoring-cpu)#interval info 10
RouterA(monitoring-cpu)#exit
RouterA(config-emon)#info
RouterA(config-emon)#logging console
RouterA(config-emon)#monitoring on

17.6.2.3 Hactpovrika MOHUTOpUHra TemMrnepaTypsbl

RouterA(config)#monitoring
RouterA(config-emon)#temperature
RouterA(monitoring-temperature)#interval info 5
RouterA(monitoring-temperature)#exit
RouterA(config-emon)#info
RouterA(config-emon)#logging console
RouterA(config-emon)#monitoring on

17.6.2.4 HacTtporka MOHUTOpPUHIa COCTOSIHUA ucKa

RouterA(config)#fmonitoring
RouterA(config-emon)#disk
RouterA(monitoring-disk)#interval poll 10
RouterA(monitoring-disk)#exit
RouterA(config-emon)#info
RouterA(config-emon)#logging console
RouterA(config-emon)#monitoring on
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17.6.2.5 HacTponka MOHUTOPMHIa NamaTu

RouterA(config)#monitoring
RouterA(config-emon)#memory
RouterA(monitoring-memory)#interval poll 5
RouterA(monitoring-memory)#exit
RouterA(config-emon)#info
RouterA(config-emon)#logging console
RouterA(config-emon)#monitoring on

17.6.2.6 HacTponka MOHUTOPMHIa ceTeBbIX MHTEPdENCOB

RouterA(config)#monitoring
RouterA(config-emon)#network
RouterA(monitoring-net)#interval poll 5
RouterA(monitoring-net)#interface ethl 1
RouterA(monitoring-net)#exit
RouterA(config-emon)#exit
RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit
RouterA(config)#monitoring
RouterA(config-emon)#logging console
RouterA(config-emon)#monitoring on

17.6.2.7 CoxpaHuTe HacTPONKK

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HacTPOEK Ha YCTPOMCTBax

»
NMpumeyaHue

Router#fwrite <name>

17.6.3 NpoBepka HacTpoek

17.6.3.1 PesynbTaT HacTponkn moHmntopmHra CPU oTobpakaeTcs B KOHCOMM

[Tue, 29 Dec 2015 07:12:12 +0300][INFO]'CPU:total=0.50%,core#1=1.00%,core#2=0.00%'
[Tue, 29 Dec 2015 07:12:17 +0300][INFO]'CPU:total=2.50%,core#1=2.02%,core#2=2.97%'

17.6.3.2 Pe3ynbTaT HACTPONKN MOHUTOPMHIA TeMnepaTypbl OToOpaXkaeTcsi B KOHCOMNM

[Tue, 29 Dec 2015 07:17:35 +0300][INFO]'TEMPERATURE:Max=47.3%°C,sensor #1=42.5°C,sensor
#2=40.2°C,sensor #3=36.9°C,sensor #4=44.1°C,sensor #5=47.3°C'
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[Tue, 29 Dec 2015 07:17:50 +0300][INFO]'TEMPERATURE:Max=47.1%°C,sensor #1=42.4°C,sensor
#2=40.3°C,sensor #3=36.9°C,sensor #4=44.1°C,sensor #5=47.1°C'

17.6.3.3 Pe3ynbTaT HacTpOMKN MOHUTOPMHIA COCTOSIHUSI AMcka 0TobpaXkaeTcst B KOHCOMM

[Tue, 29 Dec 2015 07:22:49 +0300][INFO]'HDD:/dev/sdal=0K: total 0.48Gb, used 0.01Gb(2.66%)'
[Tue, 29 Dec 2015 07:23:56 +0300][INFO]'HDD:/dev/sdal=0K: total 0.48Gb, used 0.01Gb(2.66%)'

17.6.3.4 Pe3ynbTaT HacCTPOMKN MOHUTOPUHIA NAMSTU OTOOpaXxaeTcsi B KOHCOMM

[Tue, 29 Dec 2015 07:26:16 +0300][INFO]'RAM:system=37.0%(35/96Mb),total used=9.8%(185/1888Mb)'
[Tue, 29 Dec 2015 07:26:21 +0300][INFO]'RAM:system=36.8%(35/96Mb),total used=9.8%(184/1888Mb)'

17.6.3.5 PesynbTaT HaAcCTPOMKM MOHUTOPUHra ceTeBbIX MHTepdencoB oTobpaxaeTcs B

KOHCOMnm

[Tue, 29 Dec 2015 07:30:52 +0300][INFO]'NET:eth1=Link UP, speed 1000 Mb/sec, rx/tx errors 0/0'
17.7 HacTtpouka nogaepxku IP SLA
17.7.1 OnncaHne HacTpPOWKun

Kak nokasaHo Ha pucyHke 113 B Ka4eCTBE€ OCHOBHbIX YCTPONUCTB UCMOSIb3YOTCHA YeTbipe
cepBUCHbIX MaplipyTmsaTtopa - RouterA, RouterB, RouterC n RouterD.

Mexgy ycTpoMcTBaMM  HAcTpOoeHa cTatMyeckas mapwpyTtu3aumsa. CoceacTtBo
HacTpamBaeTtca mexay RouterA n RouterB, RouterA n RouterC, RouterB n RouterD, RouterD un
RouterC. MNMpsamoro coceactea HeT mexay yctponctesamm RouterB n RouterC, RouterA n RouterD.
Ha kaxxgom 13 yCcTponcTB HacTpoeHbl MHTepdenchl U HasHadeHbl IP-agpeca.

Ha yctponctee RouterA HacTpoeH mexaHuam IP SLA.

Ha RouterD HacTpoeH loopback-nHtepdenc.
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RouterB

~ 0 oooo eth1: 30.30.30.1/24
=0 Bbnon

RouterA RouterD eth1: 30.30.30.2/24

.0 Oogo
=:n poon

eth2: 10.10.10.2/24

eth2: 10.10.10.1/24

O oooo
‘0 0ooo

eth1: 20.20.20.1/24 eth2: 40.40.40.2/24

RouterC

O ooog
='pn poon

eth1: 20.20.20.2/24 eth2: 40.40.40.1/24

PucyHok 113 — Cxema HacTponku IP SLA
17.7.2 JTtanbl HACTPOWKN CETH

17.7.2.1 Bongnte B pexum rnobanbHOM KOHUrypaumm Ha YCTpoOWUCTBax nepea

HaCTpOWKOM

Mpn HacTpouke ceTeBoro ob6opyaoBaHUs, OOHUM U3 FMaBHbIX LLAroB, ABNSETCS BXOA B
KOHOMrypaunoHHbIN pexxumM. KoHUrypaumMoHHbIN pexnm - 9TO OOMH U3 PEXUMOB KOMaHOHOM
CTpokU. B KOH(UrypauMoOHHOM peXxume MOXHO W3MEHATb HaCTPOUKM UHTepdencos,

MapLUpyT13auuo, 6e3onacHoCTb 1 Apyrue napameTpbl YCTPOWCTB.

»
MpumevaHue

Router#configure terminal

17.7.2.2 Hactpoute RouterA
17.7.2.2.1 HacTtpounte nHtepdencel eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 20.20.20.1/24
RouterA(config-if-[eth1])#exit
RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 10.10.10.1/24
RouterA(config-if-[eth2])#exit
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17.7.2.2.2 HactponTe Tpekep ANs OTCreXmnBaHUa COCTosiHUS xocta npu nomowm ICMP

cooblLLeHnn

RouterA(config)#track icmp ICMP host 10.10.10.2 period 3
RouterA(config)#track icmp ICMP on

17.7.2.2.3 HacTtponTe cTatMyeckyto MapLupyTu3aumo

RouterA(config)#ip route 0.0.0.0/0 10.10.10.2 50 track ICMP
RouterA(config)#ip route 0.0.0.0/0 20.20.20.2 100
RouterA(config)#end

17.7.2.3 HactpownTte RouterB
17.7.2.3.1 HactponTe untepdericol eth1 n eth2

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 30.30.30.1/24
RouterB(config-if-[eth1])#exit
RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 10.10.10.2/24
RouterB(config-if-[eth2])#exit

17.7.2.3.2 HacTpounTe cTtaTU4ecKyro MapLupyTMsaumo

RouterB(config)#ip route 50.50.50.0/24 30.30.30.2
RouterB(config)#end

17.7.2.4 Hactpownte RouterC

17.7.2.4.1 HactpounTte nHtepdencel eth1 n eth2

RouterC(config)#interface ethl
RouterC(config-if-[eth1])#no ip address dhcp
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ip address 20.20.20.2/24
RouterC(config-if-[eth1])#exit
RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 40.40.40.1/24
RouterC(config-if-[eth2])#exit
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17.7.2.4.2 HactponTe cTaTM4ecKyto MapLupyTu3aumo

RouterC(config)#ip route 50.50.50.0/24 40.40.40.2
RouterC(config)#end

17.7.2.5 Hactpownte RouterD
17.7.2.5.1 Hactponte untepdeicsl eth1 n eth2

RouterD(config)#interface eth1
RouterD(config-if-[eth1])#no ip address dhcp
RouterD(config-if-[eth1])#no shutdown
RouterD(config-if-[eth1])#ip address 30.30.30.2/24
RouterD(config-if-[eth1])#exit
RouterD(config)#interface eth2
RouterD(config-if-[eth2])#no shutdown
RouterD(config-if-[eth2])#ip address 40.40.40.2/24
RouterD(config-if-[eth2])#exit

17.7.2.5.2 CospganTte n HactpounTe loopback-nHtepdeic

RouterD(config)#interface lo 1
RouterD(config-if-[lo1])#no shutdown
RouterD(config-if-[lo1])#ip address 50.50.50.1/24
RouterD(config-if-[lo1])#exit

17.7.2.5.3 HacTtpounTte ctaTU4ecKyro MapLupyTmMsaumo

RouterD(config)#ip route 10.10.10.0/24 30.30.30.1
RouterD(config)#ip route 20.20.20.0/24 40.40.40.1
RouterD(config)#end

17.7.2.6 CoxpaHunTe HaCTPOWKM

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNs HacTPOEK Ha YCTPOMUCTBax

»
NMpumeyaHue

Router#twrite <name>
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17.7.3 lNpoBepka HacTpoek

17.7.3.1 BoinonHute komaHgy show ip route track-table Ha RouterA ons npocmotpa

BbIBOAAa Ha 3KpaH MapLipyToB, UX COCTOSAHUN U NOAKIMTIOYEHHbIX K HUM TPEeKepPOB.
ip route 0.0.0.0/0 10.10.10.2 track ICMP state is up

17.7.3.2 BoinonHnte komaHgy show ip route track gna npocmoTpa HacCTPOEHHOro

Tpekepa

ICMP-tracker ICMP:
testing reachability of 10.10.10.2
period 3 seconds
state: ON

History of tracking:
15-02-2024 15:00:17 - host is up
15-02-2024 15:00:20 - host is up
15-02-2024 15:00:23 - host is up
15-02-2024 15:00:26 - host is up
15-02-2024 15:00:29 - host is up

17.7.3.3 BoinonHute komaHgy show ip route static Ha RouterA gna npocmoTpa

HaCTPOEHHOro MapLlpyTa

IP Route Table for VRF "default"
Gateway of last resort is 10.10.10.2 to network 0.0.0.0
S*  0.0.0.0/0[50/0] via 10.10.10.2, eth2

17.7.3.4 BeinonHute komaHay ping 50.50.50.1, yTtobbl y6eantbes, 4To Tpaduk NpoxoanT

yepes RouterB

PING 50.50.50.1 (50.50.50.1) 56(84) bytes of data.

64 bytes from 50.50.50.1: icmp_seq=1 ttl=63 time=1.95 ms
64 bytes from 50.50.50.1: icmp_seq=2 ttl=63 time=1.89 ms
64 bytes from 50.50.50.1: icmp_seq=3 ttI=63 time=1.94 ms

17.7.3.5 BeinonHute komaHay tcpdump ethl Ha RouterD ans ananusa Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
15:09:34.341143 IP 10.10.10.1 > 50.50.50.1: ICMP echo request, id 24172, seq 1, length 64
15:09:34.341202 IP 50.50.50.1 > 10.10.10.1: ICMP echo reply, id 24172, seq 1, length 64
15:09:35.342199 IP 10.10.10.1 > 50.50.50.1: ICMP echo request, id 24172, seq 2, length 64
15:09:35.342232 |IP 50.50.50.1 > 10.10.10.1: ICMP echo reply, id 24172, seq 2, length 64
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15:09:36.343230 IP 10.10.10.1 > 50.50.50.1: ICMP echo request, id 24172, seq 3, length 64
15:09:36.343287 IP 50.50.50.1 > 10.10.10.1: ICMP echo reply, id 24172, seq 3, length 64

17.7.3.6 BbinonHuTe criegyrolimMe OeNTCBUS ONS MPOBEPKU MPOXOXAEeHMs Tpaduka no

Apyromy HaCtTpoeHHOMY MapLUpyTy

17.7.3.6.1 Otkntounte uHTepdenc eth2 Ha RouterB, 4Ttobbl pasopBaTb coegnHeHwe
RouterA n RouterB

RouterB(config)#interface eth2RouterB(config-if-[eth1])#shutdownRouterB(config-if-[eth1])#exit

17.7.3.6.2 BeinonHute koMmaHgbl show ip route track-table n show track, 4tobel ybegntbes,
YTO TPEK OTKMNIOYEH

show ip route track-table

ip route 0.0.0.0/0 10.10.10.2 track ICMP state is down

show track

ICMP-tracker ICMP:
testing reachability of 10.10.10.2
period 3 seconds
state: ON

History of tracking:
15-02-2024 15:18:47 - host is down
15-02-2024 15:18:50 - host is down
15-02-2024 15:18:53 - host is down
15-02-2024 15:18:56 - host is down
15-02-2024 15:18:59 - host is down

17.7.3.6.3 BoinonHnte komaHay show ip route static Ha RouterA ansa npocmoTpa
mMapupyTa K RouterC

IP Route Table for VRF "default"
Gateway of last resort is 20.20.20.2 to network 0.0.0.0
S* 0.0.0.0/0[100/0] via 20.20.20.2, ethl

17.7.3.6.4 BoinonHnte komangy ping 50.50.50.1 Ha RouterA, 4tobbl ybeguTtbes, 4TO
Tpaduk npoxogunt yepes RouterC

PING 50.50.50.1 (50.50.50.1) 56(84) bytes of data.
64 bytes from 50.50.50.1: icmp_seq=1 ttl=63 time=2.00 ms
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64 bytes from 50.50.50.1: icmp_seq=2 ttI=63 time=1.91 ms
64 bytes from 50.50.50.1: icmp_seq=3 ttI=63 time=1.98 ms

17.7.3.6.5 BoinonHute komangy tcpdump eth2 Ha RouterD ans aHanusa tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes
15:20:47.499194 IP 20.20.20.1 > 50.50.50.1: ICMP echo request, id 24539, seq 1, length 64
15:20:47.499270 IP 50.50.50.1 > 20.20.20.1: ICMP echo reply, id 24539, seq 1, length 64
15:20:48.499034 1P 20.20.20.1 > 50.50.50.1: ICMP echo request, id 24539, seq 2, length 64
15:20:48.499074 1P 50.50.50.1 > 20.20.20.1: ICMP echo reply, id 24539, seq 2, length 64
15:20:49.500159 IP 20.20.20.1 > 50.50.50.1: ICMP echo request, id 24539, seq 3, length 64
15:20:49.500208 IP 50.50.50.1 > 20.20.20.1: ICMP echo reply, id 24539, seq 3, length 64

17.7.3.7 BeinonHute cnefywowmne OeNTCBUS NS BOCCTAHOBMEHUS COEAMHEHUA Mexay
RouterA n RouterB

17.7.3.7.1 Bknounte nHtepdenc eth2 Ha RouterB
RouterB(config)#tinterface eth2RouterB(config-if-[eth1])#no shutdownRouterB(config-if-[eth1])#exit

17.7.3.7.2 BoinonHnte komaHgbl show ip route track-table unshow track, 4ToGbI

y66,EI,VITbC$I, YTO TPEK BKITHOYEH

show ip route track-table
ip route 0.0.0.0/0 10.10.10.2 track ICMP state is up
show track

ICMP-tracker ICMP:
testing reachability of 10.10.10.2
period 3 seconds
state: ON

History of tracking:
15-02-2024 15:24:24 - host is up
15-02-2024 15:24:28 - host is up
15-02-2024 15:24:31 - host is up
15-02-2024 15:24:34 - host is up
15-02-2024 15:24:37 - host is up

17.7.3.7.3 BoinonHnte komaHgy show ip route static, 4T06bI YbEeguTbCcs, 4TO

BOCCTaHoBUIICA MapLlpyT K RouterB

IP Route Table for VRF "default"
Gateway of last resort is 10.10.10.2 to network 0.0.0.0
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S* 0.0.0.0/0[50/0] via 10.10.10.2, eth2

17.7.3.7.4 BoinonHute koMaHagy ping 50.50.50.1, 4Tto6bl yb6eantbcs, 4TO Tpaduk

npoxoaut 4yepe3 RouterB

PING 50.50.50.1 (50.50.50.1) 56(84) bytes of data.

64 bytes from 50.50.50.1: icmp_seq=1 ttI=63 time=2.02 ms
64 bytes from 50.50.50.1: icmp_seq=2 ttI=63 time=1.94 ms
64 bytes from 50.50.50.1: icmp_seq=3 ttI=63 time=1.98 ms

17.7.3.7.5 BoinonHute komangy tcpdump ethl Ha RouterD ans aHanusa tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
15:26:16.658213 IP 10.10.10.1 > 50.50.50.1: ICMP echo request, id 24720, seq 1, length 64
15:26:16.658278 IP 50.50.50.1 > 10.10.10.1: ICMP echo reply, id 24720, seq 1, length 64
15:26:17.659325 IP 10.10.10.1 > 50.50.50.1: ICMP echo request, id 24720, seq 2, length 64
15:26:17.659380 IP 50.50.50.1 > 10.10.10.1: ICMP echo reply, id 24720, seq 2, length 64
15:26:18.660555 IP 10.10.10.1 > 50.50.50.1: ICMP echo request, id 24720, seq 3, length 64
15:26:18.660605 IP 50.50.50.1 > 10.10.10.1: ICMP echo reply, id 24720, seq 3, length 64

17.8 HacTtpomka paboTbl debug Ha npumepe npotokona OSPFv2
17.8.1 OnncaHmne HacTpOWKn

Kak nokasaHo Ha pucyHke 114 B Ka4eCTBE OCHOBHbIX YCTPOMUCTB UCMOMb3YHTCA CEPBUCHbIE
MapuwpyTtmnsaTtopsbl - RouterA n RouterB.

Ha cepBUCHbIX MapLupyTU3aTopax HacTpoeHbl MHTepPencol N HasHa4veHb! IP-agpeca.

Ha RouterA HacTpoeH pexum otnagku debug Ha npumepe npotokona OSPFv2.

Ha RouterB HacTpoeHa mapwpyTtunsauuna OSPF.

RouterA RouterB
0 o oo O O oo
= lallalalala = lalialalaa
lo1:1.1.1.1/24 eth1:192.168.0.1/24 eth1:192.168.0.2/24 lo1:1.1.2.1/24

PucyHok 114 — Cxema HacTponku paboTtbl debug Ha npumepe npotokona OSPFv2
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17.8.2 OTanbl HAaCTPOMKK

17.8.2.1 Boante B pexum rnobanbHOM KOHdurypaumm Ha ycTpomcTBax nepen

HaCTPOWKOM

Mpn HacTpouke ceTeBoro obopyaoBaHWsA, OOHUM U3 FMaBHbIX LLAros, ABNSETCS BXOA B
KOHPUIYPaLMOHHBIN pexnM. KoHMUrypaumMOHHbIA peXnm - 3TO OOUH U3 PEXUMOB KOMaHZAHOW
CTPOKN. B KOHUrypauUMOHHOM peXxmmMe MOXHO WU3MEHATb HACTPOMKU  UMHTepdencos,

MapLupyTM3auuo, 6e3onacHOCTb U Apyrue napameTpbl YCTPOUCTB.

»
MpumeyaHue

Router#configure terminal

17.8.2.2 Hactpoute RouterA

17.8.2.2.1 OTkntounTe TeKyLwmm vian ncnonb3yemblin N0 yMOSTHaHUIO
RouterA(config)#no interface vlanl

17.8.2.2.2 HacTtpownTte nHtepdeliic eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 192.168.0.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

17.8.2.2.3 HactpounTte uHtepgenc lo1

RouterA(config)#interface lol
RouterA(config-if-[lo1])#ip address 1.1.1.1/24
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lol])#exit

17.8.2.2.4 HactponTe pexum otnagkm c npotokonom OSPF

RouterA(config)#tdebug control on
RouterA(config)#tdebug ospf route install
RouterA(config)#logging level ospf 7
RouterA(config)#tvlog user admin

Bepcua 7.0 454



MOHWUTOPUHI ceTeBOro Tpaduka NHCTpyKUMA No HacTporke
KPIIM.465614.0011C3

RouterA(config)#router ospf 1
RouterA(config-router)#frouter-id 1.1.1.1
RouterA(config-router)#network 192.168.0.0/24 area 0
RouterA(config-router)#network 1.1.1.1/24 area 0
RouterA(config-router)#tend

17.8.2.3 Hactpounte RouterB

17.8.2.3.1 OTkntounTe TekyLwmm vian ncnosib3yembsln No yMos4aHuo
RouterB(config)#no interface vianl

17.8.2.3.2 HactponTte uHtepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 192.168.0.2/24
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

17.8.2.3.3 HactponTte uHtepdenc lo1

RouterB(config)#interface lol
RouterB(config-if-[lo1])#ip address 2.2.2.2/24
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#exit

17.8.2.3.4 Hactponte mapipyTtusauymo OSPF

RouterB(config)router ospf 1
RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#network 192.168.0.0/24 area 0
RouterB(config-router)#network 2.2.2.2/24 area 0
RouterB(config-router)#end

17.8.2.4 CoxpaHnTe HaCTpPOWKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNs HacTPOEK Ha YCTPOMUCTBax

»
NMpumeyaHue

Routerftwrite <name>
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17.8.3 lNpoBepka HacTpoek
17.8.3.1 BuinonHute komaHgy no debug ospf Ha RouterA ans BbiknioyeHus debug
All possible debugging has been turned off

17.8.3.2 BoinonHute komaHgy debug ospf packet hello Ha RouterA gna sknioyeHus

debug

OSPF packet Hello debugging is on

<pvr> : 2023/02/21 13:01:24 OSPF[ 8767]: RECV[Hello]: From 2.2.2.2 via eth1)

<pvr>:2023/02/21 13:01:25 OSPF[ 8767]: SEND[Hello]: To 224.0.0.5 via eth1:192.168.0.1, length 48
<pvr>:2023/02/21 13:01:33 OSPF[ 8767]: RECV[Hello]: From 2.2.2.2 via eth1:192.168.0.1 (192.168.0.)
<pvr>:2023/02/21 13:01:34 OSPF[8767]:SEND[Hell0]:T0224.0.0.5 via eth1:192.168.0.1, length 48
<pvr>:2023/02/21 13:01:43 OSPF[8767]:RECV[Hello]:From2.2.2.2 via eth1:192.168.0.1 (192.168.0.)
<pvr>:2023/02/21 13:01:44 OSPF[8767]:SEND[Hello]:T0224.0.0.5 via eth1:192.168.0.1, length 48

17.9 Hactpowuka PoE
17.9.1 OnncaHune HaCTpPoOnKK

Kak nokaszaHo Ha pucyHke 115B KayeCcTBE OCHOBHOIO YCTPOMCTBA WCMONb3yeTcA

CEepPBUCHbLIVN MapLupyTu3aTop - RouterA.

K RouterA nogkntoueHa Camera yepes switchport1 pabotatowmm B pexxume PoE.

Camera RouterA

switchport1
B Bgo
H'p pop

PucyHok 115 — Cxema HacTponku PoE
17.9.2 BTanbl HACTPOWKK

17.9.2.1 Boante B pexum rnobanbHOM KOHUrypaumm Ha YCTPOWCTBAX nepea

HaCTpPOMKOM

Mpu HacTpoike ceTeBoro o6opyaoBaHUSA, OOHUM U3 TMaBHbIX LLAroB, SIBMSETCH BXOA B

KOHOUIypauUnoHHbIN pexxuM. KoHUrypaumMoHHbIN peXxnm - 3T0 OOMH U3 PEXMMOB KOMaHOHOM
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CTPOKN. B KOHUrypauUMOHHOM peXMMe MOXHO WU3MEHHATb HAaCTPOMKU UHTepdeuncos,

MapLipyTM3auuo, 6e3onacHoCTb U Apyrine napameTpbl yCTPOWCTB.

»
MpumeyaHue

Router#configure terminal

17.9.2.2 HactpownTte RouterA

17.9.2.2.1 HactpounTte uHtepdenc switchport1

RouterA(config)#interface switchportl
RouterA(config-if-[switchportl])#no shutdown
RouterA(config-if-[switchportl])#exit

17.9.2.2.2 Bkntounte Ha RouterA pexum PoE

RouterA(config)#poe on
RouterA(config)#end

17.9.2.3 CoxpaHuTe HacTPOnKK
Mcnonbaynte komaHay write <name> gnsi CoxpaHeHnsa HacTPOEK Ha YCTPoMCTBax

»
NMpumeyaHue

Router#twrite <name>

17.9.3 NpoBepka HacTpoek

BeinonHute komaHgy show poe interfaces switchport 1 Ha RouterA gns npocmoTtpa
COCTOSIHNA nopTa

Power over Ethernet Interfaces: enabled
Interface switchport7: UP
Port type: IEEE802.3AF Pre-defined Power Limit: 8000 mW
Temporary Power Limit: 8000 mW
Class: 0
Priority: LOW
Force Power: off
Status:
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Port is on: Valid resistor detected
17.10 Ucnonb3oBaHue moaudcdukatopos GREP
17.10.1 OnucaHne HaCTPOnKK

KomaHga grep ncnonb3dyetcs 4na ounbTpauum BbIBOAUMbBIX COOOLLIEHWI B CTUNE YTUNUTDI
grep B UNIX-nogo6Heix cuctemax. MoxHo 3agaTb 4o 3 WwWabnoHoB 4115 noMcKa, KOTopble MOXHO
BBECTWU B KOHLEe koMaHabl nocne cumsona | (UJTN). MogudurkaTopsl BbiBOAbI grep NO3BOMAIOT

N3MeHsATb hopmaT U codepkaHne BbiBOAa KOMaHAbI.
17.10.2 Mpumepbl BbIBOAA KOMaHZ, C UCMONb30BaHNEM MOANMDUKAaTOPOB grep

17.10.2.1 BeinonHute komaHay show interfaces brief | grep ethl or eth2 gna BeiBoga

Ha 9KpaH KpaTkon cBoaku no nHtepderncam eth1 n eth2

eth1 94:3f:bb:00:2d:c5 unassigned UP/DOWN ON
eth2 94:3f:bb:00:2d:c6 unassigned DOWN/DOWN OFF

17.10.2.2 BeinonHute komaHay show running-config | grep switchport context after 3,
KoTopasi BbiBeAEeT BCE CTPOKM C KOHTEKCTOM “switchport” u Tpu CTPOKM NOCRe Kaxgoro

coBnageHus 13 pesyrnbTaTa BbINONIHEHUS KOMaHAbl show running-config

interface switchportl
description sally

no shutdown

exit

interface switchport2
description Sam

no shutdown

exit

interface switchport3
description Sarah

no shutdown

exit

interface switchport4
description steven
no shutdown

exit

interface switchport5
no shutdown

exit

interface switchport6
no shutdown
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exit

interface switchport7
no shutdown

exit

interface switchport8
no shutdown

exit

17.10.2.3 BeinonHute komaHay show running-config | grep "no shutdown" context
before 2, koTopas BbiIBegeT BCe CTPOKM C KOHTEKCTOM "no shutdown" n gBe CTpokuM nepef

KaXXOblM coBnageHnem mn3 pesdyribtata BbINOJIHEHNA KOMaHbl show running-config

interface ethl

no shutdown
interface switchportl
description sally

no shutdown
interface switchport2
description Sam

no shutdown
interface switchport3
description Sarah

no shutdown
interface switchport4
description steven
no shutdown

exit

interface switchport5
no shutdown

exit

interface switchport6
no shutdown

exit

interface switchport?
no shutdown

exit

interface switchport8
no shutdown
interface vlanl

vid 1 ethertype 0x8100
no shutdown
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17.10.2.4 BeinonHute komaHay show running-config | grep switchport only-matching
AN BbIBOA4A TOMbKO caMux coBnageHun "switchport" 6e3 BbiBO4a BCEW CTPOKM U3 pesynbraTta

BbINOSTHEHUA KOMaHAbl Show running-config

switchport
switchport
switchport
switchport
switchport
switchport
switchport
switchport

17.10.2.5 BeinonHute komaHgy show interfaces brief | grep switchport invert-match
AN1s BbIBOOA BCEX CTPOK, B KOTOPbLIX HET COBMadeHun ¢ "switchport” u3 pesynbtata BbiBoga Ha

3KpaH KomaHabl show interfaces brief

Interface HW Address IPv4 Address  Admin/Link DHCPv4 Description
ethl 94:3f:bb:00:2d:c5 unassigned UP/DOWN ON
eth2 94:3f:bb:00:2d:c6 unassigned DOWN/DOWN OFF
vlanl  94:3f:bb:00:2d:c7 192.168.0.1/24 UP/DOWN OFF

17.10.2.6 BeinonHute komaHgy show interfaces brief | grep SWITCHPORT ighore-case
Ans BblBOOA BCEX CTPOK, coaepxawmx “switchport”, He3aBucMmo OT peructpa OykB u3

pesynbTaTa BbiBOAA Ha aKpaH komaHabl show interfaces brief

switchportl n/fa UP/DOWN n/a sally
switchport2 n/fa UP/DOWN n/a Sam
switchport3 n/fa UP/DOWN n/a Sarah
switchport4 n/fa UP/DOWN n/a steven
switchport5 n/fa UP/DOWN n/a
switchport6 n/fa UP/DOWN n/a
switchport7 n/fa UP/DOWN n/a
switchport8 n/fa UP/DOWN n/a

17.10.2.7 BeinonHute komaHay show log syslog | grep "16\:2[1-2]" extended-regexp |

grep dhcpdiscover ignore-case

OTa KOMaHOa cHavana BbINOSHAET MOWUCK PErynsipHoro BblpaxeHusa 16\:2[1-2] u3
pesynbTtaTta BbiBOga komaHabl show log syslog, urHopupyst permctp. 3atem oHa nepepaet
pes3ynbTaT NepBOro noucka BO BTOPY KOMaHZy grep, KoTopada uweT cTpoky dhcpdiscover B

MOMyYeHHbIX pe3ynbTaTax, TaK e UTHOPUPYs PerncTp.
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Apr 18 11:16:22 sr-be dhclient: DHCPDISCOVER on ethl to 255.255.255.255 port 67 interval 7

Apr 18 12:16:21 sr-be dhclient: DHCPDISCOVER on eth1 to 255.255.255.255 port 67 interval 16
Jul 2 16:21:08 sr-be dhclient:
Jul 2 16:21:21 sr-be dhclient:
Jul 2 16:21:39 sr-be dhclient:
Jul 2 16:21:59 sr-be dhclient:
Jul 2 16:22:19 sr-be dhclient:
Jul 2 16:22:37 sr-be dhclient:
Jul 2 16:22:46 sr-be dhclient:

DHCPDISCOVER on ethl to 255.255.255.255 port 67 interval 13
DHCPDISCOVER on eth1 to 255.255.255.255 port 67 interval 18
DHCPDISCOVER on eth1 to 255.255.255.255 port 67 interval 20
DHCPDISCOVER on ethl to 255.255.255.255 port 67 interval 20
DHCPDISCOVER on eth1 to 255.255.255.255 port 67 interval 18
DHCPDISCOVER on eth1 to 255.255.255.255 port 67 interval 9

DHCPDISCOVER on eth1 to 255.255.255.255 port 67 interval 17

17.10.2.8 BeinonHute komaHay show running-config | grep "switchport.” extended-

regexp context after 2 onsa BbiIBOAA Ha 9KpaH BCeX CTPOK, coaepXxalumx "switchport”, Bmecte ¢

OBYMA CTPOKaMu, cneayruwnmMin 3a KaxagbiM coBnageHmnem U3 pesyrbtaTta BbINOJIHEHUA KOMaHObI

show running-config

interface switchportl
no shutdown

exit

interface switchport2
no shutdown

exit

interface switchport3
no shutdown

exit

interface switchport4
no shutdown

exit

interface switchport5
no shutdown

exit

interface switchport6
no shutdown

exit

interface switchport?
no shutdown

exit

interface switchport8
no shutdown

exit

Bepcua 7.0

461



MOHWUTOPUHI ceTeBOro Tpaduka NHCTpyKUMA No HacTporke
KPIIM.465614.0011C3

17.10.2.9 BoinonHnte komaHay show running-config | grep "192.168.[0-9].1"
extended-regexp AOns BbiBOAa CTPOK, cogepxawmx wabnoH IP-agpeca "192.168.x.1" u3
pesyrnbTaTa BbINOSIHEHUSA KOMaHAbl show running-config, yunTbiBas, YTO KaXabli OKTET MOXET

coaepxaTtb OA4HY unun bonee LUndp.

ip address 192.168.0.1/24
17.11 HacTpomnKa TOUKM OTKaTa 4eUCTBUN
17.11.1 OnucaHne HaCTpPOnKK

HaCTpOIZKa no3BoNAEeT yCTaHOBUTb TOYKM OTKaTa KOH(bI/IpraU,VIVI N Oencrteus npn ee
3arpyske. Hanee npuneBeneHo onncaHne co3gaHuA, UISMEHEHUA, yaaneHud, a TakkKe 3arpy3km u
BbIFPY3KW.

CosgaHue, yaaneHune, a Takke 3arpy3ky U BbIrPYy3Ky TOYEK OTKaTa MOXET Npoun3BoauTb

nonb3oBaTerib C ypoBHeM npusunernin 14 n 6onee.
17.11.2 3tanbl HACTPOWKN
17.11.2.1 YcTtaHOBKa TOYKM OTKaTa KoHpurypauyum

BoinonHute komangy system rollback <profile "config_name"> <action
"action_name" > <force> <time "timer" | idle "timer"> <comment "user_comment"> ans

co3aHus TOYKM OTKaTa 1 AeNCTBUS Npu ee 3arpyske.

admin@RouterA# system rollback profile name action reload force time 5 comment 1111

roe: — <profile "config_name"> — BbI6Op npodunns KOHUrypaumm, 3arpy>kaemoro npu oTkare,
roe "config_name" — HaumeHoBaHWe npodunsa KoHdurypauuu. o ymonyaHuio B npodunb
oTKaTa 3arpyxarTcs TeKyLLMe HaCTPOMKN caenaHHble C MoMeHTa 3arpy3ku CM,;

— <action "action_name"> — BbIOOp OENCTBUSA, KOTOpoe ByaeT NpoM3BOANTLCSA NPU
oTKaTe: MonHas nepesarpyska yCTpPOMCTBa C OTKaTbiBaeMblM NpodunemM KoHurypauum
(action reboot) unu 3arpyska otkaTbiBaeMoro npodunsa KoHurypauum 6e3 nepesarpysku
yCTpOncCTBa (action reload). Mo YMO4YaHuIo BblbupaeTcsa 3arpyska
oTKaTblBAaeMOro npocmnsa KoHdurypaumm 6e3 nepesarpy3kmn yCTPONCTBa;

— <force> — BbINnonHeHne KomaHabl 6e3 gnanora NoaTBEPXKOEHUS;

— <time "timer"> — BbIGOp Tanmepa Ans aBTOMaATUYECKOro oTkaTa, rae "timer" —

BpeMsi 0O aBTOMAaTUYeCcKoro otkata B MuHyTax. [ocTynHble 3HayveHus oT 1 go 20. Mo
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ymonyaHumto Bblbupaetca napameTtp time € 5-MWHYTHbIM TammMayTomM [0 oOTKaTta
KOHdUrypauuu;

— <idle "timer"> — BbIObOp TaWMepa HeaKTMBHOCTW nMonb3oBaTena Ans
aBTOMaTU4eCcKoro oTkaTa, rae "timer" — BpemMa 4O aBTOMaTMYeCKOro otkata B MUHyTax.
[ocTtynHble 3HavYeHunsa ot 1 oo 20;

— <comment "user_comment"> — ycTaHOBKa KOMMEHTapusa Ona 3annucbiBaemMoro
npocounsa otkaTa, rae "user_comment" — HebonblIOE CroBecHoe onucaHue npoduns

ocTaBlndaemMoe rnosb3oBaTesieM Mo >KeriaHuto.

»
MpumeyaHue

Nmsa npodomns koHdurypauum null, kKotopoe MoxeT ObiTb MCMONb30BaHO B komaHae load
null, aBNsieTcs 3ape3epBMPOBaHHbLIM CUCTEMHBLIM UMEHEM, Npodaina ¢ TakKuM UMEHEM He

CylecCTByeT, N0O3TOMY UCMNOJIb30BaATb 3TO NMA B AaHHOM KOMaH4e HEBO3MOXHO.

Mpn co3gaHMM TOYKM OTKaTa BblbpaHHas KOHUrypaums npoduns CoxpaHsieTcs B
cneumanbHbiM Npodunb oTkata. MIMa ToYkM oTkaTa popMmnpyeTca Ha OCHOBE TeKyLUUX AaTbl U
BPEMEHM, YCTAHOBIEHHbLIX B  CUCTeMe, BK4Yas JeHb Hegenn B hopmarte
JenpHenmemm IO MM TTTI Y4:MM:CC. Hanpmmep: Tue 14 Apr 2015 12:21:19.

Mo ncrevyeHun TanmayTa, 3a4aHHOro NapaMmeTpamm time UMKN idle, CACTEMA 3arpyxaert:
npoounb KOHUrypaumn, ykasaHHbI napamMeTpoM profile WM MPOMUIIb KOHUrypauuu,

aKTUBHbIA HA MOMEHT CO3[jaHNsi TOYKM OTKaTa (ecnv napameTp profile HE 3adaH).

»
NMpumeyaHue

Mpu oTKaTe BOCCTAHABNMBAIOTCH TOSbKO T€ HACTPOMKKU, KOTOPble MOryT OblTb COXpaHeHbI B
KOHpUrypaunoHHoM npodoune. Takne HaCTPOMKKU, Kak CreHepUpoBaHHble knoun SSH/vpn,
HaCTPOMKM Nosib3oBaTesien N rpynn, YCTaHOBNEHHOE BPEMSA, UMA YCTPOMCTBA, HACTPONKK

VLOG, HacTpowkn komaHp terminal u aHanorn4Hble, He BOCCTaHABNMBAKOTCS NpuU OTKaTe.

17.11.2.2 OTMeHa TO4YKU oTKaTa

BbinonHute komaHgy system commit <force>pans oTMeHbl npoueaypbl OTKaTa,

aKTMBMpoBaHHOM KoMaHaoun system rollback
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admin@RouterA# system commit force
roe <force> — BbiNONHeHNe KomaHabl 6€3 agnanora NoATBEPXKAEHUS.
17.11.2.3 HemeaneHHoe BbINONIHEHME OTKaTa CUCTEMbI

BoinonHute komaHay system revert <force> <rollback-profile "config_name"> ans
HemMeneHHOro oTkaTa CUCTeMbI B MOCNEOHIO TOYKY OTKaTa, yCTaHOBIIEHHYIO KOMaHOon system

rollback
admin@RouterA# system revert force rollback-profile Tue_14_Apr_2015_12:21:19
rge. -— <force> — BbINONHeHne KOMaHAabI oes ananora nogreBepxXxgeHu4d,

— <rollback-profile "config_name"> — BbIbop npocuna otkaTa, rae "config_name"

— HaMMeHoBaHne NPogUns.

»
NMpumeyaHue

Ecnn napametp <rollback-profile> He ykasaH, u npu 3ToMm 6biNa co3gaHa ToYka OTKaTa

kKomaHgown system rollback, To cuctema aBToMaTMYECKM BbIMOSHUT OTKAT K 9TON TOYKE.

17.11.2.4 YpaneHne KOHKPETHOW TOYKN OTKaTa

BeinonHute komaHay system clear-rollback rollback <"config_name"> gns yaaneHus

ornpeneneHHom TOYKN oTKaTa.

admin@RouterA# system clear-rollback rollback Tue_14_Apr_2015_12:21:19
roe <"config_name"> — Bbibop npodunsa oTkarta, rae "config_name" — HaumeHoBaHne nNpodumns.
17.11.2.5 YpaneHue Bcex TOYEK OoTKaTa

BeinonHuTe komangy system clear-rollback all ons yganeHus Bcex CoXpaHeHHbIX ToYeK

OTKaTa.

admin@RouterA# system clear-rollback all

Bepcua 7.0 464



MOHWUTOPUHI ceTeBOro Tpaduka NHCTpyKUMA No HacTporke
KPIIM.465614.0011C3

17.11.2.6 YcTaHOBKa MakCMManbHOIo 3Ha4yeHUsa KonmyecTsa TOYeK oTKaTa

BeinonHute komaHagy system rollback-files-nubmer <number_of_files> ansa ycraHoBku

MaKCUMaJribHOro KoJindecTtBa To4eK OTKaTa B UICTOPUN OTKATOB.

admin@RouterA# system rollback-files-number 20

roe: <number_of files> — koniM4ecTBO MakcnmarbHbIX TOYEK OTKaTa, AOCTYMHbIE 3Ha4YeHns oT 1
po 20.

17.11.2.7 NpocmoTp cTaTyca akTMBMPOBAHHOW NpoLeaypbl oTkaTa

BeinonHute komaHgy show system rollback gns npocmoTtpa ctatyca akTMBMpPOBaHHOM
npoueaypbl oTkaTa.

admin@RouterA# show system rollbackRollback is active
Current rollback profile is: Tue_14 Apr_2015_12:21:19
Rollback action: reload

Current timer mode: time

Time remaining: 5 minutes

admin@RouterA#

17.11.2.8 lNpocMOTp MakCUManbHOro KonnyecTsa To4eK oTkaTa

BoinonHute komangy show system rollback-files-number agna npocmoTpa

MaKCUMarbHOIro KoJindiectBa TOYEK OTKaTa.

admin@RouterA# show system rollback-files-number 10
admin@RouterA#

17.11.2.9 MNpocmoTp npohuns TOUKM oTKaTa

BoinonHute komanay show profile rollback <"rollback _name"> pgns npocmoTpa

onpeneneHHom TOYKN oTkaTa.

admin@RouterA# show profile rollback Tue_14_Apr_2015_12:21:19
| Profile Name | Loaded by | Created by | Loaded at |

| Tue_14 Apr 2015 12:21:19 | | admin | |
admin@RouterA#

roe <"rollback_name"> — BbiGop npodwuna oTkaTta, rge "config name" — HauMmeHoBaHue
npocuns.
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18 YNPABJIEHUE MAPLUPYTU3ATOPOM
18.1 HacTtpowuka LTE-moaema
18.1.1 OnncaHue HacTpPonKK

Kak nokasaHo Ha pucyHke 116 B KadyeCTBe OCHOBHOMO YCTPOWCTBa WCMOMb3YTCS
CepBUCHbIN MapLupyTusaTop RouterA.

Ha RouterA HacTpoeH nHtepdeimc Ite eth n nitepgenc eth1 - IP address 198.168.0.2/24

Cloudflare
Server
LTE DHCP 11141

RouterA

_.. 0 ooog
=0 opon
192.168.0.1/24 192.168.0.2/24 WUHTepHeT ceTb

J

eth1

PucyHok 116 — Cxema HacTpounku LTE-mogema
18.1.2 BTanbl HACTPOMKK CETU
18.1.2.1 BonauTte B pexuM rrnobanbHOn KoHUrypaumm Ha yCTPONCTBE Nepea HacTPOMKON

Mpn HacTporke ceTeBoro ob6opyaoBaHUs, OAHUM U3 FMNaBHbIX LLAroB, ABNSETCS BXOA B
KOHOUrypaunoHHbIN pexumMm. KoHUrypaumMoHHbIN peXxnmM - 9T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpokM. B KOH(UrypauMoOHHOM peXxume MOXHO W3MEHATb HaCTPOUKM UHTepdencos,

MapLipyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl YCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal

18.1.2.2 HactpouTte RouterA
18.1.2.2.1 OTkntounTe TEKyLwmmr vian ncnonb3yemblin N0 yMOYaHUIO

RouterA(config)#no interface vlanl
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18.1.2.2.2 HactpownTte untepgemuc lte1

RouterA(config)ttinterface Itel
RouterA(config-if-[Ite1])#ip address dhcp
RouterA(config-if-[Itel1])#exit

18.1.2.2.3 HactponTte nHTepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.2/24
RouterA(config-if-[eth1])#exit

18.1.2.2.4 Hactpounte NAT Ha RouterA

RouterA(config)#ip access-list NAT outinterface Itel
RouterA(config)#ip nat access-list NAT source masquerade

18.1.2.3 CoxpaHnTe HacCTPOMKM

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEK Ha YCTPoMCTBax

»
MpumevaHue

Router#fwrite <name>

18.1.3 NpoBepka HacTpoek

18.1.3.1 BuinonHute komaHgy show interfaces brief Ha RouterA pgns npocmoTtpa

norny4YeHHoro agpeca

Interface  HW Address IPv4 Address Admin/Link DHCPv4 Description
ethl  94:3f:bb:00:30:41  192.168.0.2/24 UP/UP OFF

eth2  94:3f:bb:00:30:42 unassigned DOWN/DOWN OFF

Itel 00:1e:10:1f:00:00 192.168.8.100/24 UP/UP ON 12d1:14db device

18.1.3.2 BuinonHute komaHay ping 1.1.1.1 Ha PC gns npoBepku paboTbl Mogema

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.
64 bytes from 1.1.1.1: icmp_seq=1 ttlI=54 time=37.3 ms
64 bytes from 1.1.1.1: icmp_seq=2 ttlI=54 time=25.9 ms
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64 bytes from 1.1.1.1: icmp_seq=3 ttI=54 time=24.8 ms

AC

--- 1.1.1.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 24.849/29.359/37.299/5.631 ms

18.2 HacTtpounka Samba-cepBepa
18.2.1 OnncaHue HaCcTpPonKK

Kak nokaszaHo Ha pucyHke 117 B KayeCcTBE OCHOBHOMO YCTPOMCTBA WCMOMb3yeTcs

CEPBUCHLIN MapLupyTu3aTop - RouterA.
K RouterA nogkntoveH PC, roe HacTpoeH ceTeBon nHtepdeinc.
Ha RouterA HacTpoeH uHTepdenc n HasHa4vyeH ctatmyeckn IP-agpec, HactpoeH Samba-

cepBep n AobaeneH nonb3oBaTtens Samba, co3gaHo npmBaTHoOE XpaHUI1LLE N rocteBasd narka.

PC RouterA

Samba
cepBep

eth1
‘0 ooog
=:n oooo

192.168.0.1/24 192.168.0.2/24

L

PucyHok 117 — Cxema HacTponku paboTbl cepBepa Samba
18.2.2 STanbl HACTPOWKK CETU
18.2.2.1 HacTtpownTte knueHT samba Ha PC
18.2.2.2 Hactpoute RouterA

18.2.2.2.1 Bongute B pexuM rrnobanbHOM KOHUrypaumm Ha YCTPOWUCTBE nepen

HaCTpPOWMKOM

Mpu HacTponke ceTeBoro obopyaoBaHWs, OOHUM U3 FMNaBHbIX LWIAroB, ABMASETCS BXO4 B
KOHOMIypaunoHHbIN pexuM. KoHUrypaumMoHHbIN peXxnm - 3TO OOMH U3 PEXMMOB KOMaHOHOM
CTpokM. B KOH(UrypaumoOHHOM peXume MOXHO W3MEHATb HaCTPOWMKM UHTepdencos,

MapLupyTM3aumo, 6e30nacHoOCTb U Apyrne napameTpbl YCTPOUCTB.
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»
MpumeyvaHue

RouterA#configure terminal

18.2.2.2.2 OTKnoumMTE TEKyLWMA vian ncnons3yemsi Mo yMonyaHuio
RouterA(config)#no interface vlanl
18.2.2.2.3 HactponTte uHTepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.2/24
RouterA(config-if-[eth1])#exit

18.2.2.2.4 [lob6aBbTe Nonb3oBaTens B CUCTEMY

RouterA(config)#username add testuser group service
Enter password:
Repeat password:

18.2.2.2.5 Hactponte Samba cepsep

»
NMpumeyaHue

[anee npuBegeHa HacTponka Samba-cepBepa, KoTopbii ucnonbdyet USB-flash

Hakonutenb Oand XpaHeHUA OaHHbIX.

RouterA(config)#fsamba server
RouterA(config-sambaserver)#mkdir /media/usbO0 testshare
RouterA(config-sambaserver)#chmod /media/usb0 testshare/

18.2.2.2.6 lNoateepanTe BbIGOP HaKONUTENS

yes
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18.2.2.2.7 HactponTe npuBaTHOE XpaHunuLie

RouterA(config-sambaserver)#interfaces eth1
RouterA(config-sambaserver)#user add testuser
RouterA(config-sambaserver)#share add testshare /media/usb0
RouterA(config-sambashare-[testshare])#writable on
RouterA(config-sambashare-[testshare])#disk /media/usb0
RouterA(config-sambashare-[testshare])#path testshare/
RouterA(config-sambashare-[testshare])#users testuser
RouterA(config-sambashare-[testshare])#enable
RouterA(config-sambashare-[testshare])#exit

18.2.2.2.8 Bkntouunte cepBep Samba

RouterA(config-sambaserver)#on
RouterA(config-sambaserver)#end

18.2.2.3 CoxpaHnTe HacTpOMKM

MCHOﬂb3yﬁTe KOMaHay write <name> gns COXpaHeHnda HaCTpoeK Ha yCTpOIZCTBaX

»
MpumevaHue

Router#fwrite <name>

18.2.3 NpoBepka HacTpoek

BeinonHute nogkntoyeHne ¢ PC Ha Samba cepsep

Try "help" to get a list of possible commands.
smb: \>

18.3 HacTtpownka TFTP-cepBepa
18.3.1 OnncaHne HacTpomnKK

Kak nokasaHo Ha pucyHke 118 B kayeCTBE OCHOBHbIX YCTPOWCTB WCMOMb3yHTCA ABa
CepBUCHbIX MapLupyTusaTopa - RouterA n RouterB.

Ha Router A HacTpoeH nHtepdenc ethl - IP address 198.18.1.1/24.

Ha Router B HacTpoeH nHTepdeic eth1 - IP address 198.18.1.2/24 v BkntoYEH NPOTOKO
tftp.
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RouterA RouterB
0 oooo EEal eth1 O oooo
":Iipv4:1ga.13.1.1:24 ipv4:198.18.1.2/24 B:p "':I

PucyHok 118 — Cxema HacTtpoviku TFTP
18.3.2 JTanbl HACTPOMKK CeTH

18.3.2.1 Bonante B pexum rnobanbHOM KOHMUrypaumm Ha YCTpOWUCTBax nepesq

HaCTpOWKom

Mpn HacTpouke ceTeBoro ob6opyaoBaHUs, OQHUM U3 FMaBHbIX LLAroB, ABNSETCS BXOA B
KOHUrypauunoHHbIn pexxumMm. KoHUrypaumMoHHbIN pexnM - 9T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpokU. B KOH(UrypauuoOHHOM peXume MOXHO W3MEHATb HAaCTPOUKM UHTepdencos,

MapLpyTM3auuo, 6e3onacHoOCTb U Apyrue napameTpbl YCTPOWCTB.

»
MpumevaHue

Router#configure terminal

18.3.2.2 Hactpoute nntepdenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#end

18.3.2.3 Hactpoute RouterB

18.3.2.3.1 HacTtpounTte nHtepdenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit
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18.3.2.3.2 Bkntounte TFTP

RouterB(config)#tftp on
RouterB(config)#end

18.3.2.4 CoxpaHnTe HacCTpOMKM

Mcnonb3ynte komaHay write <name> gnsi CoxpaHeHNsa HacTpOeK Ha yCTponcTBax

»
MpumeyaHue

Router#write <name>

18.3.3 lNpoBepka HacTpoek

18.3.3.1 BuinonHute komaHgy ping 198.18.1.2 repeat 8 Ha RouterA gns nposepku

CBA3HOCTU

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.

64 bytes from 198.18.1.2:
64 bytes from 198.18.1.2:
64 bytes from 198.18.1.2:
64 bytes from 198.18.1.2:
64 bytes from 198.18.1.2:
64 bytes from 198.18.1.2:
64 bytes from 198.18.1.2:
64 bytes from 198.18.1.2:

icmp_seq=1 ttlI=64 time=1.95 ms

icmp_seq=2 ttlI=64 time=0.951 ms
icmp_seq=3 ttI=64 time=1.03 ms

icmp_seq=4 ttlI=64 time=0.977 ms
icmp_seq=5 ttlI=64 time=0.924 ms
icmp_seq=6 ttI=64 time=0.984 ms
icmp_seq=7 ttI=64 time=0.944 ms
icmp_seq=8 ttlI=64 time=0.974 ms

--- 198.18.1.2 ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time 14ms

rtt min/avg/max/mdev = 0.924/1.092/1.949/0.325 ms

18.3.3.2 BuinonHute komaHay copy profile profile to url tftp 198.18.1.2 Ha RouterA gns

oTnpaBkun dpamna KoHurypauum

profile exported successfully

18.3.3.3 BuinonHute komaHgy show tftp Ha RouterB ans npoBepkn nonyyeHus anna Ha

TFTP-cepBepe ycTponcTea

TFTP server state: on

Files:
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profile.json

18.3.3.4 BuinonHute komaHgy copy profile profile from url tftp 198.18.1.2 Ha RouterB

ans nmnopTta npoduns ¢ TFTP-cepBepa

Profile imported successfully!
18.4 HacTtpownka aBTopu3saumm no npotokony RADIUS
18.4.1 OnncaHne HaCTpPonKK

Kak nokasaHo Ha pucyHke 119 B kKa4eCTBe OCHOBHbIX YCTPOWCTB UCNOSb3YeTCSH CePBUCHbIN
MapwpyTtusaTtop n PC
Ha Router A HacTtpoeH nntepdemnc eth1 - IP address 198.18.1.1/24 n HactpoeH RADIUS-

cepsep.

RouterA RouterB
7?7' eth1 eth1 = -7?7'
='n pooo ipv4:198.18.1.1/24 ipv4:198.18.1.2/24 ='n pooo

PucyHok 119 — Cxema HacTponku IP SLA
18.4.2 STanbl HACTPOWKK CETU
18.4.2.1 BonauTte B pexuMm rnobanbHon KOHUrypaumm Ha yCTpONCTBE Nepes HacTPOMKON

Mpu HacTpounke ceTeBoro obopyaoBaHus, OOHUM U3 FNaBHbIX LIAroB, ABMASETCS BXO4 B
KOHOUIypauUnoHHbIN pexxuM. KoHUrypaumMOHHbIN pexnm - 3T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpokU. B KOH(UrypaumMoOHHOM peXume MOXHO W3MEHSATb HaCTPOMKN WNHTepPdEencos,

MapLupyTM3aumo, 6e3onacHoOCTb U Apyrne napameTpbl YCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal
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18.4.2.2 HactpownTte RouterA

18.4.2.2.1 HactponTe uHTepdemc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

18.4.2.2.2 HactponTte Radius-cepBep

RouterA(config)#radius server 198.18.1.2 password istok-radius authentication-port 1812 accounting-port 1813
timeout 3

RouterA(config)#system ssh authentication-method radius

RouterA(config)#end

18.4.3 lNpoBepka HacTpoekK

18.4.3.1 BoinonHumMm komaHgy ping 198.18.1.2 repeat 8 Ha RouterA gna nposepku

coeanHenmnsa c PC

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.

64 bytes from 198.18.1.2: icmp_seq=1 ttl=64 time=1.95 ms
64 bytes from 198.18.1.2: icmp_seq=2 ttl=64 time=0.951 ms
64 bytes from 198.18.1.2: icmp_seq=3 ttl=64 time=1.03 ms
64 bytes from 198.18.1.2: icmp_seq=4 ttl=64 time=0.977 ms
64 bytes from 198.18.1.2: icmp_seq=5 ttI=64 time=0.924 ms
64 bytes from 198.18.1.2: icmp_seq=6 ttl=64 time=0.984 ms
64 bytes from 198.18.1.2: icmp_seq=7 ttl=64 time=0.944 ms
64 bytes from 198.18.1.2: icmp_seq=8 ttl=64 time=0.974 ms
--- 198.18.1.2 ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time 14ms
rtt min/avg/max/mdev = 0.924/1.092/1.949/0.325 ms

18.4.3.2 Ha BupTyanbHon mawwuHe 3anyctute freeradius

18.4.3.3 BuinonHuTe BX0A4 B YYETHYHO 3anmcb admin C UCMONb30BaHME YYETHbLIX AaHHbIX

RADIUS-cepBepa (login: admin; password: istok-radius)

admin@DUT1#
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18.4.3.4 MNposepbTe BbIBOA RADIUS-CcepBepa

BeiBog RADIUS-cepBepa coaepxut “Access-Request * 1 "Sent Access-Accept

Ready to process requests
(0) Received Access-Request Id 13 from 198.18.1.1:55598 to 198.18.1.2:1812 length 78

(0)
(0)
(0)
(0)
(0)
(0)
(0)

User-Name = "admin"
User-Password = "istok"
NAS-IP-Address = 127.0.1.1
NAS-Identifier = "login"

NAS-Port = 3802

NAS-Port-Type = Virtual
Service-Type = Authenticate-Only

(0) # Executing section authorize from file /etc/freeradius/3.0/sites-enabled/default

(0)
(0)
(0)
(0)
(0)
(0)
(0)
(0)
(0)
(0)
(0)
(0)
(0)
(0)
(0)
(0)
(0)
(0)
(0)
(0)
(0)
(0)
(0)

authorize {
policy filter_username {
if (&User-Name) {
if (&User-Name) -> TRUE
if (&User-Name) {
if (&User-Name =~/ /) {
if (&User-Name =~/ /) -> FALSE
if (&User-Name =~ /@[*@]*@/ ) {
if (&User-Name =~ /@[*@]*@/ ) -> FALSE
if (&User-Name =~ /\\\./ ) {
if (&User-Name =~ /\.\./) -> FALSE
if (&User-Name =~ /@/) && (&User-Name I~ /@(.+)\.(.+)S/)) {
if (&User-Name =~ /@/) && (&User-Name !~ /@(.+)\.(.+)$/)) -> FALSE
if (&User-Name =~ /\.$/) {
if (&User-Name =~ /\.$/) ->FALSE
if (&User-Name =~ /@\./) {
if (&User-Name =~ /@\./) -> FALSE
} # if (&User-Name) = notfound
} # policy filter_username = notfound
[preprocess] = ok
[chap] = noop
[mschap] = noop
[digest] = noop

(0) suffix: Checking for suffix after "@"
(0) suffix: No '@" in User-Name = "admin", looking up realm NULL
(0) suffix: No such realm "NULL"

(0)

[suffix] = noop

(0) eap: No EAP-Message, not doing EAP

(0)

[eap] = noop

(0) files: users: Matched entry admin at line 211

(0)
(0)
(0)
(0)
(0)

[files] = ok
[expiration] = noop
[logintime] = noop
[pap] = updated

} # authorize = updated

(0) Found Auth-Type = PAP
(0) # Executing group from file /etc/freeradius/3.0/sites-enabled/default
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(0) Auth-Type PAP {

(0) pap: Login attempt with password

(0) pap: Comparing with "known good" Cleartext-Password

(0) pap: User authenticated successfully

(0) [pap] = ok

(0) }# Auth-Type PAP = ok

(0) # Executing section post-auth from file /etc/freeradius/3.0/sites-enabled/default
(0) post-auth {

(0) if (session-state:User-Name && reply:User-Name && request:User-Name && (reply:User-Name ==
request:User-Name)) {

(0) if (session-state:User-Name && reply:User-Name && request:User-Name && (reply:User-Name ==
request:User-Name)) -> FALSE

(0) update {

(0)  No attributes updated for RHS &session-state:

(0) }# update = noop

(0) [exec]=noop

(0) policy remove_reply_message_if_eap {

(0) if (&reply:EAP-Message && &reply:Reply-Message) {

(0) if (&reply:EAP-Message && &reply:Reply-Message) -> FALSE

(0) else{

(0) [noop] = noop

(0) }#else=noop

(0) }# policy remove_reply_message_if eap = noop

(0) if (EAP-Key-Name && &reply:EAP-Session-Id) {

(0) if (EAP-Key-Name && &reply:EAP-Session-Id) -> FALSE

(0) }# post-auth = noop

(0) Sent Access-Accept Id 13 from 198.18.1.2:1812 to 198.18.1.1:55598 length 51
(0) Service-Type = NAS-Prompt-User

(0) Cisco-AVPair = "shell:priv-Ivl=15"

(0) Finished request

Waking up in 4.9 seconds.

(0) Cleaning up request packet ID 13 with timestamp +9 due to cleanup_delay was reached
Ready to process requests

18.5 HacTtpownka aBTopu3aumm no npotokony TACACS+
18.5.1 OnncaHme HacTpomnKu

Ha yctporictBe RouterA HacTpoeHa aBTopusauus yepe3s TACACS+ cepsep. Npu nonbiTke
aBTOpM3aummn, yctponcteso RouterA otnpasnset 3anpoc Ha TACACS+ cepsep, nocrne o6paboTku
3anpoca TACACS+ cepBep oTnpaBnsieT OTBET Ha YCTPOMCTBO.

MpousBoguTCca  NonbiTKa  aBTopu3auuM  nonb3oBatend admin € YYeTHbIMU
AAHHBIMWU PACMNOSIOXEHHBIMU  JIOKaNbHO U C  YYETHbIMA AAHHBIMU  CKOH(OUIYPUPOBAHHBIMMN
Ha TACACS+ cepsepe.
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PC1
Tacacs+cepBep

RouterA

= o _ooo
ENEEEEN

198.18.1.1/24 198.18.1.2/24

PucyHok 120 — Jlormdeckasi cxema npotokona TACACS
18.5.2 OTanbl HAaCTPOVKK

18.5.2.1 Bonaute B pexum rnobanbHOM KOHUrypaumm Ha YyCTpouUcTBax nepes

HaCTpOWKom

Mpn HacTpouke ceTeBoro ob6opyaoBaHUs, OQHUM U3 FMaBHbIX LLAroB, ABNSETCS BXOA B
KOHUrypauunoHHbIn pexxumMm. KoHUrypaumMoHHbIN pexnM - 9T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpokU. B KOH(UrypauuoOHHOM peXume MOXHO W3MEHATb HAaCTPOUKM UHTepdencos,

MapLipyTM3auuio, 6e3onacHoOCTb U Apyrne napameTpbl YCTPOUCTB.

»
MpumevaHue

Router#configure terminal

18.5.2.2 Hactpoute RouterA

18.5.2.2.1 HacTtpounTte nHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

18.5.2.2.2 HacTpowTe tacacs cepsep

RouterA(config)#tacacs server 198.18.1.2 secret vvzHIclwxT4bRNeetJYTtAA= priority 1
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18.5.2.2.3 Bkmounte pyHkumno TACACS accounting
RouterA(config)#tacacs accounting on

18.5.2.2.4 HacTtponTte aBToMaTM3auuto no ssh
RouterA(config)#system ssh authentication-method tacacs

18.5.2.3 CoxpaHnte HacTpOMKu

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha YCTpoMCTBax

»
MpumeyaHue

Router#fwrite <name>

18.5.3 lNpoBepka HacTpoek

18.5.3.1 BeinonHute komaHgy show tacacs server Ha RouterA aons BbiBOga Ha 3akpaH
HacTponkn TACACS+ cepBepa

TACACS servers:

198.18.1.2 password: vvzHIclwxT4bRNeet)YTtAA= priority: 1
accounting: on

18.5.3.2 BuinonHute komaHgy show aaa Ha RouterA ans BbiBoA4a Ha 3KpaH HaCTPONKM ssh

Service lists:
service name | auth method

console | local
ssh | tacacs
telnet | local

18.5.3.3 BuinonHute Bxog Ha PC1 B y4eTHyto 3anucb admin no ssh ¢ mucnonb3oBaHue
y4€THbIX gaHHbIx TACACS+ cepBepa;

admin@dut-t3-01#
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18.5.3.4 BuinonHute komaHgy show privilege Ha RouterA gna BbiBoga Ha 3kpaH
HacTpomKn ssh

Your privilege level is: 15

18.5.3.5 BeinonHute komaHgy show users Ha RouterA ans BbiBoga Ha 9KpaH HACTPOWMKK
ssh

User | Group | Type | Privilege

admin | admin | tacacs | 15
18.6 HacTtpownka npotokona ECMP
18.6.1 OnncaHne HaCTpPonKK

Kak nokaszaHo Ha pucyHke 121 B Ka4yecTBe OCHOBHOIO yCTpOIZCTBa Bbl6paHbI aBa

cepBUCHbIX MapupyTnsatopa - RouterA n RouterB. Bce yctponctea nogkntoyveHbl kK RouterA:
PC1, PC2.

Ha RouterA HacTpoeHbl MHTepdenchl, vlan n HacTPOHbI BCe BO3MOXHble MapLUpyThbl 4115

paboTbl no npotokony ECMP.

Ha RouterB HacTpoeHbl nHTepdencol n MapLupyTmM3aums.

PC1

- 100-1.0.()’24

RouterA ipv4:198.18.10.0/24 ipv4:198.18.10.2/24 RouterB
swi eth1 eth1
=0 ppon ='n poon
By sw2 eth2 eth2
ipv4:198.18.20.1/24  ipv4:198.18.20.2/24
- 100.1.0.0/24

PucyHok 121 — Cxema HacTponku mocTa
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18.6.2 OTanbl HAaCTPOMKK
18.6.2.1 BonaunTe B pexum rnobanbHOM KoHUrypauum

KoHUrypauuoHHbIM  peXxnm - 39TO OAMH U3  PEXUMOB KOMaHOHOW CTpoku. B
KOHPUIYPaLMOHHOM peXMMe MOXHO W3MEHSITb HACTPOMKM WHTepdencoB, MapLupyTusauuio,

6Ge3onacHoCTb 1 Apyrine napamMeTpbl yCTPOWCTB.

»
MpumeyaHue

RouterA#configure terminal

18.6.2.2 Hactpownte RouterA

18.6.2.2.1 HactponTe untepdeiicol eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.10.1/24
RouterA(config-if-[eth1])#exit
RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.20.1/24
RouterA(config-if-[eth2])#exit

18.6.2.2.2 HactponTe nHTepdencol switchportl u switchport2, vlan10

RouterA(config)#interface switchportl
RouterA(config-switchportl)#no shutdown
RouterA(config-switchportl)#switchport access vlian 10
RouterA(config-switchportl)#exit
RouterA(config)#interface switchport2
RouterA(config-switchport2)#no shutdown
RouterA(config-switchport2)#switchport access vlian 10
RouterA(config-switchport2)#exitRouterA(config)#interface vlan10
RouterA(config-if-[vlan10])#vid 10 ethertype 0x8100
RouterA(config-if-[vlan10])#no shutdown
RouterA(config-if-[vlan10])#ip address 100.1.0.1/24
RouterA(config-if-[vlan10])#exit
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18.6.2.2.3 HacTponTe ctatMyeckyto MapLupyTu3aumo

RouterA(config)#ip route 1.1.1.1/32 198.18.10.2
RouterA(config)#ip route 1.1.1.1/32 198.18.20.2
RouterA(config)#ip route 2.2.2.2/32 198.18.10.2
RouterA(config)#ip route 2.2.2.2/32 198.18.20.2
RouterA(config)#maximum-paths 2
RouterA(config)#tend

18.6.2.3 Hactpounte RouterB
18.6.2.3.1 HactponTe untepdeicol eth1 n eth2

RouterB(config)#interface ethl

RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.10.2/24
RouterB(config-if-[eth1])#exitRouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.20.2/24
RouterB(config-if-[eth2])#exit

18.6.2.3.2 HactponTte uHtepdenc lo1

RouterB(config)#interface lo 1
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 1.1.1.1/32
RouterB(config-if-[lo1])#exit

18.6.2.3.3 HacTtpounTte nHtepdenc lo2

RouterB(config)#interface lo 2
RouterB(config-if-[lo2])#no shutdown
RouterB(config-if-[lo2])#ip address 2.2.2.2/32
RouterB(config-if-[lo2])#exit

18.6.2.3.4 HacTpounTe cTtaTUyecKyro MapLupyTMsaumo

RouterB(config)#ip route 100.1.0.0/24 198.18.10.1
RouterB(config)#ip route 100.1.0.0/24 198.18.20.1
RouterB(config)#end

18.6.2.4 CoxpaHunTe HaCTpPOWKM

Mcnonb3ynte komaHay write <name> ns coxpaHeHWa HacTPOeK Ha yCTponcTBax
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»
MpumeyvaHue

Router#write <name>

18.6.3 NpoBepka HacTpoek

18.6.3.1 BuinonHute komaHgy ping 1.1.1.1 ¢ PC1 Ha RouterB

PING 1.1.1.1(1.1.1.1) 56(84) bytes of data.

64 bytes from 1.1.1.1: icmp_seq=1 ttlI=64 time=1.02 ms
64 bytes from 1.1.1.1: icmp_seq=2 ttlI=64 time=0.956 ms
64 bytes from 1.1.1.1: icmp_seq=3 ttlI=64 time=0.955 ms

18.6.3.2 BoinonHute komaHgy show ip route static ana nNpoBeEpKN HACTPOMKU

paBHO3HA4YHbIX MapLLUPyTOB

IP Route Table for VRF "default"

S 1.1.1.1/32[1/0] via 198.18.20.2, eth2
[1/0] via 198.18.10.2, eth1

S 2.2.2.2/32[1/0] via 198.18.20.2, eth2
[1/0] via 198.18.10.2, eth1

Gateway of last resort is not set

18.6.3.3 BuinonHute komaHay show bandwidth-monitor Ha Router A ans npoBepku

TEKyLLEN NPOCMNYCKHON CNOCOBHOCTN MHTEPdENCOB

bwm-ng v0.6.2 (delay 1.000s);
input: /proc/net/dev; press 'ctrl-c' to end this
\ iface Rx Tx Total

ethl: 88.29 B/s 88.29 B/s 176.58 B/s

eth2: 0.00 B/s 0.00 B/s 0.00 B/s

lo: 0.00 B/s 0.00 B/s 0.00 B/s
mpls-master: 0.00 B/s 0.00 B/s 0.00 B/s
switchport1: 91.89 B/s 91.89 B/s 183.78 B/s
switchport2: 0.00 B/s 0.00 B/s 0.00 B/s

vlanl0: 75.68 B/s 88.29 B/s 163.96 B/s

total: 255.86 B/s 268.47 B/s 524.32 B/s
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18.6.3.4 BoinonHute komaHgy tcpdump ethl Ha RouterB ana npocmoTpa aHanusa

Tpadvka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
16:08:59.487551 IP 100.1.0.2 > 1.1.1.1: ICMP echo request, id 204, seq 1, length 64
16:08:59.487622 IP 1.1.1.1 > 100.1.0.2: ICMP echo reply, id 204, seq 1, length 64
16:09:00.488942 IP 100.1.0.2 > 1.1.1.1: ICMP echo request, id 204, seq 2, length 64
16:09:00.488977 IP 1.1.1.1 > 100.1.0.2: ICMP echo reply, id 204, seq 2, length 64
16:09:01.490304 IP 100.1.0.2 > 1.1.1.1: ICMP echo request, id 204, seq 3, length 64
16:09:01.490369 IP 1.1.1.1 > 100.1.0.2: ICMP echo reply, id 204, seq 3, length 64

18.6.3.5 BuinonHute komaHay ping 2.2.2.2 Ha PC1

PING 2.2.2.2 (2.2.2.2) 56(84) bytes of data.

64 bytes from 2.2.2.2: icmp_seq=1 ttlI=64 time=0.976 ms
64 bytes from 2.2.2.2: icmp_seq=2 ttI=64 time=0.923 ms
64 bytes from 2.2.2.2: icmp_seq=3 ttlI=64 time=0.920 ms

18.6.3.6 BuinonHute komangy show bandwidth-monitor Ha RouterA gna nposepku

TeKyLLEeN NPOCMNYCKHON CNOCOBHOCTN MHTEPdENCOB

bwm-ng v0.6.2 (delay 1.000s);
input: /proc/net/dev; press 'ctrl-c' to end this
/ iface Rx Tx Total

ethl: 88.37 B/s 88.37 B/s 176.74 B/s
eth2: 88.37 B/s 88.37 B/s 176.74 B/s
lo: 0.00 B/s 0.00 B/s 0.00 B/s
mpls-master: 0.00 B/s 0.00 B/s 0.00 B/s
switchport1: 91.97 B/s 91.97 B/s 183.95 B/s
switchport2: 91.97 B/s 91.97 B/s 183.95 B/s
vlan10: 151.49 B/s 176.74 B/s 328.22 B/s

total: 512.17 B/s 537.42 B/s 1.02 KB/s

18.6.3.7 BuinonHute komaHay tcpdump eth2 Ha RouterB gns npocmoTtpa aHanusa

Tpadmka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes
16:17:26.427941 IP 100.1.0.3 > 2.2.2.2: ICMP echo request, id 96, seq 1, length 64
16:17:26.427987 IP 2.2.2.2 > 100.1.0.3: ICMP echo reply, id 96, seq 1, length 64
16:17:27.429271 IP 100.1.0.3 > 2.2.2.2: ICMP echo request, id 96, seq 2, length 64
16:17:27.429297 IP 2.2.2.2 > 100.1.0.3: ICMP echo reply, id 96, seq 2, length 64
16:17:28.430632 IP 100.1.0.3 > 2.2.2.2: ICMP echo request, id 96, seq 3, length 64
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16:17:28.430673 IP 2.2.2.2 > 100.1.0.3: ICMP echo reply, id 96, seq 3, length 64
18.7 HacTtpouka yaaneHHOro coxpaHeHus KoHdurypauum no npotokony FTP
18.7.1 OnncaHne HaCcTpPonKK

Kak nokasaHo Ha pucyHke 122 B Ka4eCTBe OCHOBHOMO YCTPOWCTBA BblOpaH CEpPBUCHLIN

MapLpyTusaTop (ganee RouterA).

Ha RouterA HacTtpoeH nutepdenc eth1 - IP-address 198.18.1.1/24.
Ha PC HacTtpoeH IP-address - 198.18.1.2/24.
Ha RouterA npousBegeHa HacTpowka yOaneHHOro COXpaHeHust KOHdurypauum no

npoTtokony FTP.

PC
FTP-cepBep

RouterA
1000 192.18.1.0/24 ethernet
o=
el cth1 C )
Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24

PucyHok 122 — Cxema HaCTpOWnKKN yaaneHHoro coxpaHeHmst KoHdurypaumm no npotokony FTP
18.7.2 BTanbl HACTPOWKK

18.7.2.1 Boante B pexum rnobanbHOM KOHUrypaumm Ha YCTpOWCTBaxX nepea

HaCTpPOWMKOM

Mpn HacTpounke ceTeBoro obopyaoBaHus, OOHUM U3 FNaBHbIX LIAroB, ABMASETCHS BXO4 B
KOHOUIypauUnoHHbIN pexxuM. KoHUrypauMOHHbIN peXxnm - 3T0 OOUH U3 PEXMMOB KOMaHOHOM
CTpOKM. B KOH(UrypauMOHHOM peXumme MOXHO W3MEHSATb HaCTPOMKM WHTepdencos,

MapLupyTM3aumo, 6e3onacHoOCTb U Apyrne napameTpbl YCTPOUCTB.
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»
MpumeyvaHue

Router#configure terminal

18.7.2.2 HactpownTte Ha PC ip agpec 198.18.1.2/24, a Tak xe FTP cepsep
18.7.2.3 Hactpounte RouterA

18.7.2.3.1 HactponTte uHTepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#end

18.7.2.3.2 CoxpaHnTe HacCTpOMKM

Mcnonbayinte komaHay write name ans coxpaHeHus TekyLen kKoHdurypaumm B oamn

RouterA#fwrite name

18.7.3 lNpoBepka HacTpoekK

18.7.3.1 BuinonHute komangy ping 198.18.1.2 repeat 4 Ha RouterA gna nposepku

CBA3HOCTU C KOMMNbOTEPOM

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.

64 bytes from 198.18.1.2: icmp_seq=1 ttl=64 time=1.94 ms
64 bytes from 198.18.1.2: icmp_seq=2 ttl=64 time=0.939 ms
64 bytes from 198.18.1.2: icmp_seq=3 ttl=64 time=0.916 ms
64 bytes from 198.18.1.2: icmp_seq=4 ttl=64 time=0.923 ms

--- 198.18.1.2 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 4ms
rtt min/avg/max/mdev = 0.916/1.179/1.938/0.438 ms
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18.7.3.2 BoinonHute komaHay copy profile profile to url ftp 198.18.1.2 Ha RouterA ans

oTnpaBku KoHdurypaumm Ha FTP-cepsep
18.7.3.3 lNpoBepbTe nonyyeHHbIN cbann Ha ftp cepepe
18.8 HacTtpowka ynpaBneHus no npotkony SNMP
18.8.1 OnucaHue HacTponku

Kak nokaszaHo Ha pucyHke 123 B KayeCcTBE OCHOBHOMO YCTPOMCTBA WCMOMb3yeTcs

CEPBUCHLIN MapLupyTusaTop - RouterA.

K RouterA nogkntoveH PC, roe HacTpoeH ceTeBon nHtepgenc.

Ha RouterA HacTpoeH nHTepgenc n HasHadeH ctatudeckn IP-agpec, HacTpoeH NpoToKon
SNMP.

PC
RouterA

O ooog
=:n oooo

192.18.1.2/24

eth1
192.18.1.1/24

PucyHok 123 — Cxema HacTponku npotokona SNMP
18.8.2 OTanbl HACTPOWKK CETU

18.8.2.1 Bonante B pexum rnobanbHOM KOHUrypaumm Ha YCTpOWCTBaxX nepes

HaCTpPOWMKOM

Mpn HacTponke ceTeBoro obopyaoBaHus, OOHUM U3 FMNaBHbIX LWAroB, ABNAETCA BXOL B
KOHOUIypauUnoHHbIN pexxuM. KoHUrypaumMOHHbIN pexnm - 3TO OOMH U3 PEXUMOB KOMaHOHOM
CTpokU. B KOH(UrypauMoOHHOM peXume MOXHO W3MEHATb HaCTPOUKM UHTepdencos,

MapLupyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl YCTPOUCTB.
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»
MpumeyvaHue

Router#configure terminal

18.8.2.2 Hactpounte RouterA

18.8.2.2.1 HactponTte uHTepdec eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit

18.8.2.2.2 HactpounTte npotokos1 SNMP

RouterA(config)#snmp community ro public ip-address 198.18.1.2/32
RouterA(config)#snmp community rw private ip-address 198.18.1.2/32
RouterA(config)##snmp user rw admin password istok_secret
RouterA(config)#snmp on

18.8.2.3 CoxpaHuTe HacTpOrKM

Mcnonbayinte komaHay write <name> onsi CoxpaHeHNsa HacTPOEK Ha YCTPOoMCTBax

»
NMpumeyaHue

Router#fwrite <name>

18.8.3 lNpoBepka HacTpoek

BoinonHute komangy snmpwalk -vl -c public 198.18.1.1 1.3.6.1.2.1.2.2.1.2 an4
nony4yeHnsa nHgpopmaumm ob nHtepdericax RouterA

IF-MIB::ifDescr.1 = STRING: lo
IF-MIB::ifDescr.2 = STRING: ethO
IF-MIB::ifDescr.3 = STRING: eth1
IF-MIB::ifDescr.4 = STRING: eth2
IF-MIB::ifDescr.5 = STRING: switchportl
IF-MIB::ifDescr.6 = STRING: switchport2
IF-MIB::ifDescr.7 = STRING: switchport3

Bepcus 7.0 487



YnpaBrneHue MapLLpyTU3aTopom NHCTpYKLMS Mo HacTpolike
KPIIr.465614.0011C3

IF-MIB::ifDescr.8 = STRING: switchport4
IF-MIB::ifDescr.9 = STRING: switchport5
IF-MIB::ifDescr.10 = STRING: switchport6
IF-MIB::ifDescr.11 = STRING: switchport7
IF-MIB::ifDescr.12 = STRING: switchport8
IF-MIB::ifDescr.16 = STRING: dummyO
IF-MIB::ifDescr.18 = STRING: mpls-master

18.9 HacTtpowka ynpaBneHusi no npotokony SSH IPv4
18.9.1 OnncaHue HacTpPouKK

Kak nokasaHo Ha pucyHke 124 B Ka4yeCTBE OCHOBHOMO YCTPOWMCTBA MUCMOSb3yeTCs OOWH
CEPBUCHLIN MapLupyTu3aTop - RouterA.

Ha Router A HacTpoeH nHtepdenc eth1 - IP address 198.18.1.1/24 n HacTpoeH NPOTOKOI
SSH.

PC1

RouterA

O ooog 198.18.1.0/24
B:p pooo oth

Ipv4:198.18.1.1/24

198.18.1.2/24

PucyHok 124 — Cxema HacTponku npotokona SSH IPv4
18.9.2 STanbl HACTPOWKK CETU
18.9.2.1 BonauTte B pexum rnobdanbHon KoHduUrypawumm Ha yCTpOUCTBE nepea HaCTPONKON

Mpn HacTponke ceTeBoro obopyaoBaHWs, OOHUM U3 rNaBHbIX LIAroB, ABMASETCH BXO4 B
KOHOUIypaLUnoHHbIN pexxuM. KoHUrypauMoOHHbIN pexnm - 3T0 OOMH U3 PEXUMOB KOMaHOHOM
CTpokU. B KOH(UrypaumMoOHHOM peXxume MOXHO W3MEHATb HaCTPOWKM UHTepdencos,

MapLipyTM3aumto, 6e30nacHOCTb U ApyrMe napameTpbl YCTPOUCTB.

»
NMpumeyaHue

Router#configure terminal
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18.9.2.2 Hactpoute Ha PC1 ip agpec 198.18.1.2/24

18.9.2.3 Hactpounte RouterA

18.9.2.3.1 BkntounTte cnyx0y SSH
RouterA(config)#tsystem ssh on

18.9.2.3.2 HactponTte nHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit

18.9.2.4 CoxpaHnTe HaCTPOMKM

Ncnonb3yinte komaHay write <name> Ansi COXpaHeHUsl HaCTPOEK Ha YCTPONCTBe

»
MpumevaHue

Router#fwrite <name>

18.9.3 lNpoBepka HacTpoek

BbinonHute komangy ssh admin@198.18.1.1 Ha PC1 u goxaguTtech npurnalleHusi BBoga

YYETHbIX AaHHbIX (login, password)

User#ssh admin@198.18.1.1
The authenticity of host '198.18.1.1 (198.18.1.1)' can't be established.

RSA key fingerprint is SHA256:5DGX/BWLmMyFK1cBZLAJGvwrZNQVCMFP65HZdLIEjttU.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '198.18.1.1' (RSA) to the list of known hosts.

admin@198.18.1.1's password:

18.10 HacTpomka ynpaBneHus no npotokony Telnet

18.10.1 OnncaHne HaCTpPOKnKK

Kak nokasaHo Ha pucyHke 125 B Ka4eCcTBE OCHOBHbIX YCTPOWCTB UCMOMb3YTCS CEPBUCHbIE

MapupyTtusaTtopsl - RouterA, RouterB.
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BbinonHeHo (bVISVI‘-ieCKOG nogkriro4yeHne w“ HaCTpOﬁKa
B COOTBETCTBUM CO CXEMOW.

coctaBa obopyaoBaHus

Ha RouterA HacTpoeH nHtepdenc eth1 - IP address 192.168.0.1/24.

Ha RouterB HacTpoeH nHtepdenc eth1 - IP address 192.168.0.2/24.
Ha yctponcTtesax HacTpoeH npotokon Telnet.

RouterA RouterB

B sieccl ethi
: o

eth1

ipva: 198.168.0.1/24 ipv4: 192.168.0.2/124

PucyHok 125 — Cxema HacTponku npoTtokona Telnet

18.10.2 OTanbl HACTPOWKN CETH

18.10.2.1 Bongute B pexmm rnobanbHOM KoOHdurypaumMm Ha YCTPOUCTBE nepen

HaCcTponKomn

I'Ile HaCTpOVIKe ceTeBoro O60py,EI,OBaHVI$|, OAHMM M3 MMaBHbIX LWaros, ABJIA€TCA BXO4 B

KOHOUrypaunoHHbIN pexxuM. KoHUrypaumMoOHHbIN pexnm - 3T0 OOMH U3 PEXUMOB KOMaHOHOM

CTpokU. B KOH(UrypauMOHHOM peXmme MOXHO W3MEHATb HaCTPOUKU UHTEPdENCOB,

MapLipyTM3aumo, 6e30nacHOCTb U Apyrne napameTpbl YCTPOUCTB.

»
NMpumeyaHue
Router#configure terminal

18.10.2.2 HactpounTte RouterA

18.10.2.2.1 OTknounTe TEKYLWMI vlan ncnonb3yemsin No yMonyaHuo

RouterA(config)#no interface vlanl
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18.10.2.2.2 HasHaubTe ak3emnnsap VPN Routing Forwarding (VRF)

RouterA(config)#ip vrf VRF1
RouterA(config)#exit

18.10.2.2.3 HactponTe nHTepdenc eth1 n cesxmnte nHtepdenc ¢ ykasaHHoiv VRF

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#ip vrf forwarding VRF1
RouterA(config-if-[eth1])#ip address 192.168.0.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

18.10.2.2.4 HactpownTe telnet Ha VRF1

RouterA(config)#tsystem telnet vrf VRF1 listen-address 192.168.0.2
RouterA(config)#tsystem telnet vrf VRF1 port 100

18.10.2.3 HactpouTte RouterB

18.10.2.3.1 OTkntounTe TeKkyLwmm vian ncnonb3yemsin No yMonyaHuio
RouterB(config)#no interface vianl

18.10.2.3.2 HasHaubTe ak3emnnsap VPN Routing Forwarding (VRF)

RouterB(config)#ip vrf VRF1
RouterB(config-vrf)#exit

18.10.2.3.3 HacTtpounte nHtepgenc eth1 n cesxxute nutepdenc ¢ ykasaHHoim VRF

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip vrf forwarding VRF1
RouterB(config-if-[eth1])#ip address 192.168.0.2/24
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

18.10.2.3.4 HactpownTe telnet Ha VRF1

RouterB(config)#system telnet vrf VRF1 listen-address 192.168.0.2
RouterB(config)#system telnet vrf VRF1 port 100
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18.10.2.3.5 Hactpownte whitelist vrf 4yTo6bl paspewnTs COEaUHEHUSA TOMbKO XOCTaM M3

onpeneneHHom cetn

RouterB(config)#system telnet vrf VRF1 listen-address 192.168.0.2
RouterB(config)#system telnet vrf VRF1 port 100

18.10.2.3.6 Hactponte whitelist vrf, 4TobbI paspewmnTs coeguHEHNA TOMNbKO XOCTaM U3

onpeneneHHom cetn

RouterB(config)#system telnet vrf VRF1 whitelist 10.10.10.0/24
RouterB(config)#system telnet restart

18.10.2.4 CoxpaHnTe HacCTPOMKKU

MCHOﬂb3yﬁTe KOMaHay write <name> gns COXpaHeHnda HaCTpoeK Ha yCTpOIZCTBaX

»
NMpumeyaHue

Router#fwrite <name>

18.10.3 lNpoBepka HacTpoek

18.10.3.1 BeinonHute komaHgy do ping 192.168.0.2 vrf VRF1 repeat 2 Ha RouterA ans

NPOBEPKN CBA3HOCTMU

PING 192.168.0.2 (192.168.0.2) 56(84) bytes of data.
64 bytes from 192.168.0.2: icmp_seq=1 ttl=64 time=1.01 ms
64 bytes from 192.168.0.2: icmp_seq=2 ttl=64 time=0.930 ms

--- 192.168.0.2 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 2ms
rtt min/avg/max/mdev = 0.930/0.967/1.005/0.048 ms

18.10.3.2 BeinonHute komangy telnet 192.168.0.2 port 100 vrf VRF1 Ha RouterA ans

npoBepKn nogkntoyeHus no telnet

Trying 192.168.0.2...
Connected to 192.168.0.2.
Escape character is 'A]'.
SR-BE

RouterB login: admin
Password:

Bepcus 7.0 492



YnpaBrneHue MapLLpyTU3aTopom NHCTpYKLMS Mo HacTpolike
KPIIr.465614.0011C3

Last login: Fri Sep 13 14:25:14 MSK 2024 on ttySO
14:47:59 up 3 days, 1:52, 1 user, load average: 0.00, 0.00, 0.00
Last login: Fri Sep 13 14:47:59 on pts/0

18.10.3.3 BeinonHute komaHay show system telnet Ha RouterB ans nposepkun HacTpoek
telenet

Telnet configuration

Telnet server enabled
Port: 23
Listen address: all IPv4
Whitelist:
all-ipv4
all-ipvé

Telnet server in vrf VRF1 enabled
Port: 100
Listen address: 192.168.0.2
Whitelist:
10.10.10.0/24
all-ipvé
Telnet timeout: 600

18.10.3.4 BoinonHute komangy telnet 192.168.0.2 port 100 vrf VRF1 Ha RouterB ans
npoBepKn noakroveHus no telnet

Trying 192.168.0.2...

Connected to 192.168.0.2.

Escape character is ']'.
Connection closed by foreign host.
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19 AONONHUTENBbHbLIE WHCTPYKUMUN WU PYKOBOACTBA MO PABOTE C
U3AEJNTMEM

1. RU.07622667.00004-01 34 01-1 «[lporpammHOe obecnevyeHne CepBUCHOro
MapwpyTtusaTtopa CS. PykoBoaCcTBO onepatopay.

2. RU.07622667.00004-01 34 01-2 «llporpammHOoe obecneyeHne CEPBUCHOIO
mMapwpytusatopa CS. Pykosoactso onepartopa. NpunoxeHue 1. CnpaBOYHMK KOMaHL,
CLlI».

3. RU.07622667.00004-01 32 01 «[porpammHoe  obecnevyeHne  CEepPBUCHOIO

MapLpyTtusaTtopa CS. PykoBoACTBO CUCTEMHOIO NPoOrpaMmMucTay.
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TexHun4yeckas nogaepXxka

OdmumaneHbI cant komnaHuu: https://istokmw.ru/

JokymeHTaumio 1 nporpaMMHoe obecneyeHne Ha U3LenMsa MOXHO ckadyaTb B pasaerne
«[dokymeHTaums u [lNporpammHoe obecnedeHne» Ha cTpaHuue https://istokmw.ru/service-
router/

BasoBas TexHMYeckas nogaepXka oCyLLeCTBNSeTCs

5 pHewn B Hegento no 6yaHam ¢ 8:00 go 17:00 (Bpemsi MockoBckoe)
Ten: +7 (495) 465-86-48

e-mail: support@istokmw.ru

web: https://istokmw.ru/support/

JINYHBbIN KAaBUHET TEXHUYECKON NOAAEPKKM NO PYHKLMOHNPOBAHUIO MPOOYKTOB
https://helpdesk.istokmw.ru/
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