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BeeneHune MHCTpyKLMA NO HacTporke
KPII.465614.001-181C3

BBepeHune

HacTosias MHCTpYyKUMS COOepXXMT CLieHapMM 1 HAaCTPOWKM CEPBMCHOMO MapLUpyTu3aTopa

KPII.465614.001 (ganee no TeKCTy — MapLipyTMsaTop, M3genve) m ero UCMNONHEeHUn —

Tabnuua 1.

Tabnuua 1 — VcnonHeHust n ycnoBHble 0603Ha4YeHNs1 yCTPONCTBA

UcnonHeHne YcnoBHoe 0603HaueHne
KPIr.465614.001-01 ISN41508T3
KPMr.465614.001-03 ISN41508T3-M
KPMT.465614.001-05 ISN41508T4
KPIr.465614.001-06 ISN41508T3-M-AC/ISES1004
KPNT.465614.001-07 ISN41508T3-M-AC
KPMT.465614.001-08 ISN41508T3-M/ISES1004
KPMNr.465614.001-09 ISN41508T3-M/ISES0108
KPMr.465614.001-11 ISN41508T3-M/ISES0116
KPIr.465614.001-13 ISN41508T3-M-AC/ISES1004
KPIr.465614.001-14 ISN41508T3-M-AC/ISES0108
KPMT.465614.001-16 ISN41508T3-M-AC/ISES0116
KPIr.465614.001-30 ISN41508T3-M-AC/ISES9112
KPMr.465614.001-31 ISN41508T3-M-AC/ISES7312
KPMT.465614.001-32 ISN41508T3-M-AC/ISES3901

B OookymeHTe onucaHbl HacTpouku IP-agpecauuun, dpyHkumm L2 n L3, TyHHenupoBaHus,
MyrbTUBELLL@HUSA, Ka4ecTBa 00CNyXnBaHUSA, CETeBOW 3aLLMTbl, MOHUTOPUHIA U yNpaBreHus.

lMepea Ha4YanoMm HacCTPOMKM HEOOXOAMMO BHUMATENbHO O3HAKOMWUTBLCH C PYKOBOLCTBOM
no akcnnyatauun KPIM.465614.001P3O n MHCTPyKUMEN NO YyCTaHOBKE M ObICTPOMY 3anycky
KPIIr.465614.0011C26.

WHCTpyKUMs npegHasHadyeHa Ans TeXHUYECKOro nepcoHana, BbINMOMHALWEro HacTpouKy
nsgenusa nocpeactsoM UHTepdpenca komangHown ctpoku (CLI), a Takke npouenypbl Mo

00Cny>XMBaHUO CUCTEMBI.
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YcnoBHble 0603Ha4YeHus MHCTpyKLMA NO HacTporke

KPI1I.465614.001-181C3

1 YcnoBHble 0603HavYeHuUd

[lna HarnssgHOCTN B TEKCTE OOKyMeHTa NCNoJsib3oBaHbl pa3yinvHbli€ CTUIN OCpOpMJ'IeHVIﬂ.

O6nactn npumeHeHna ctunen — Tabnvua 2.

Tabnuua 2 — CTunu ohopmneHns B JOKyMeEHTe

Ctunb opopmneHums O6nactb npuMmeHeHuUn Mpumep
Mony»KMpPHbIN TEKCT Bblaenset umeHa KOMaHA, KOMaHAbl name
WpnoT Calibri BbloenaeTt npumepbl CUHTaKCUMCA KOMaHA, admin@sr-be#configure terminal
MonyxupHbiit wpudT Calibri  Bbigenset sbiBog, CLI Name # Rule

100 1 src:192.168.1.1/32
500 1 src:0.0.0.0/0

YCTPONCTBO MMEET HECKOSbKO PEXUMOB KOHUrypauum — tabnuua 3.

Tabnuuya 3 — Pexumbl kKoHGUrypauum

Pexxumbl KOH$Urypauum Cnocob pgocryna MpurnaweHue Cnocob Bbixoaa
B KOMaHAHOM CTPpOKe 13 pexmuma
MpuBMAErMpoBaHHbLIN pexnm ABTOPUIYNTECH admin@sr-be# -
Pexknm rnobanbHo BbinonHUTE KOMaHay admin@sr-be(config)# C nomolibio
KOHUrypaumum configure terminal KOMmaHgb! exit, end
Bepcusa 9.0
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Cxema ceTu 1 onncaHve obLuero cueHapus MHCTpyKUMS No HacTporke
HaCTPOMKM YyCTPOUCTBA KPI1I.465614.001-181C3

2 Cxema ceTu n onncaHuve oobLero cueHapusi HAaCTPOMUKN YCTPOUCTBA

PaccmoTpum cueHapui, Korga Hy>KHO opraHn3oBaTb 6e30nacHbIv JOCTYN B ceTb MIHTEpHET
ana  Hebonbworo odwmca. [MpuBegeM npumMep oOpraHu3aumm, Ha KOTOPYH paccyuTaHa
NHCTPYKLUMS.

K ogHon nokanbHOM ceTu A0SMKHbI ObITb NOAKNIOYEHbI:

o aBToMaTM3anpoBaHHoe paboyee mecTo (ganee no Tekcty — APM) — 4 wT,;
o (pannosbin cepBep — 1 WT,;
o npuHTep — 1 Wwr.

MapwpyTtunsatop Yyepe3 WAN-nopT nogkntoyeHo kK 06opyaoBaHmo MHTEPHET-NpoBangepa.

K LAN-noptam LAN 1 — LAN 4 nsgenuna nogkntodeHsl APMbI, LAN 5 — dhannoBiv cepsep,
LAN 6 — npuHTep.

APMbl, cepsep " npUHTEpP opraHusauum [JOIMKHbI ObITb 3aLlULLEHbI
OT HECaHKUMOHMPOBAHHOIO A0CTYyNa no KaHany cetn MHTepHer.

MpoBangep npegocraBnsaeT opraHuMsauum ceTeBou UHTepgenc, O4VH
cratudeckun/gnHammyeckmi IP-agpec, IP-agpec wno3a n DNS.

O6was cxema ceTu (pucyHok 1).

Onepatop cBsi3n

_ 0 ooog
=‘pn pooo

WAN

/

APM1 APM3

WAN1
LAN1 LAN3
_ 0O ooog
S:p pooo LAN4 Y W—

CepBUCHbIA LANG
MapLipyTusaTop

LAN2
LANS

APM4

Dannosbivi
Mpuntep cepsep

APM2

BHHBHHEEH

PucyHok 1 — Cxema HaCTpOWKM NIOKarbHOW ceTn
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MpoBepka BepcUmn NporpammMHoOro WHCTpyKUMs No HacTpolike
obecneyeHus KPIIr.465614.001-181C3

3 MpoBepka Bepcumu nporpamMmMHoOro obecneyeHums

3.1 BbinonHuTe KOMaHAyY B KOHconNu show version Ans nony4yeHusa uHdgpopmauum o

BepPCUN YCTAaHOBIIEHHOro NporpaMMHOro obecne4yeHus

Version:3.24.08 mips sr-be 4.4.165-bfkx mpls
Build date: Fri Dec 20 MSK 2024

3.2 BbinonHuTe KoMaHAy B KoHconu show platform ana nony4vyeHusa nHcgopmauum o

KOHcpUrypauum cepBUCHOro MmapLupytusartopa, Bknrovasa sepcum U-boot n BMC

Platform: ISN41508
Serial number: RS3010011C0014
BMC Firmware version: 1.8.1
U-boot version: 1.3.6
CPU model: Baikal-T1; MIPS P5600 V3.0 FPU V2.0
CPU cores: 2
Memory: 2 GB
Network:

2 X WAN 1000Base-LX

8 X LAN 1000Base-TX (speed 10/100/1000)
Internal SSD: connected
USB Flash Drive: no Flash drive connected
LTE USB Modem: no LTE modem connected
PCI: not found

MonyunTb nHopmauuto o sepcun U-boot n BMC moxHo 4Yepes U-Boot menu, ansa atoro:
BeinonHuTe KomaHay system reboot ons nepesarpyskM CEpBMCHOIO MapLipyTmMsaTopa u
nonagaHus B U-Boot menu

Mcnonbays knaesmatypy Bbibepute nyHKT U-Boot console

--== RT1MB boot menu ==--
Normal boot
FW update
BMC console
U-Boot console
Press UP/DOWN to move, ENTER to select menu entry 1

OTKpOoeTCs KOHCOMNb BCTPOEHHOro NporpammHoro obecnevenns U-boot.

Bepcus 9.0 12



MpoBepka Bepcun NporpamMmmHoro WHCTpyKLMS No HacTpolike
obecneyeHus KPII.465614.001-181C3

BbinonHute komaHay version, 4Tobbl y3HaTb Bepcuo BCTpoeHHoro obecneyerns U-boot
n BMC version

U-Boot 2014.10 / SDK 4.18 (May 18 2023 - 11:10:34)
mipsel-unknown-linux-gnu-gcc (crosstool-NG 1.24.0-rc3) 8.3.0
GNU Id (crosstool-NG 1.24.0-rc3) 2.32

Istok U-Boot build: 1.3.6

Istok BMC build: 1.8.1

»
MpumeyaHue

[ns Bo3BpaLleHus K LWUTaTHOW paboTe nepesarpy3nTe CEPBUCHLIN MapLLUpyTU3aTop

Bepcust 9.0 13



HacTtponka nokanbHom cetn

WHCTpyKLMS No HacTpolike
KPII.465614.001-181C3

4 HacTpowuka nokanbHou ceTtu

4.1 OnucaHne HaCTPOMKM

Kak nokaszaHo Ha pucyHke 2 B KayeCTBE OCHOBHOIO YCTPOMWCTBaA BbliOpaH CEPBUCHbLIN

mapwpytmnsaTtop (RouterA). Bce yctponcTsa, nogkntoyeHHsle Kk RouterA: PC1-PC4, npuHTep n

cepBep, 06beanHeHbl B oaHy BupTyanbHyto ceTb VLAN100 ¢ agpecom nogcetn 192.168.3.0/24.

Ha yctponctee RouterA VLAN-uHTepdenc ¢ npucsoeHHbiM emy |IP-agpecom 192.168.3.1/24.

BkntoyeH DHCP-cepBep Ha ycTponctBe RouterA gnsi HasHadeHusa |IP-agpecoB knuneHTam. C

nomowbto DHCP-cepBepa, passepHyToro Ha yctponctBe RouterA HasHauyeHbl IP-agpeca ang
PC: PC1 - 192.168.3.2, PC2 — 192.168.3.3, PC3 — 192.168.3.4, PC4 — 192.168.3.5. IP-agpec

npuHTepa - 192.168.3.6, IP-agpec cepepa - 192.168.3.7 HacTpoeHbl cTaTudeckn. PC nonyyatot

BMECTO cnyyamnHbix IP-agpecoB n3 nyna DHCP TonbKo XecTko 3akpenneHHble 3a Humu IP-

agpeca B COOTBETCTBMM C Tononormen cxembl. DHCP-cepBep HacTpoeH Tak, 4ToObl OH pasgasan

onpepeneHHble IP-agpeca kaxgomy PC ¢ npuaskon k MAC-agpecy/HoMmepy ceTeBOM KapThbl

(NIC).

PC1
PC2

VLAN100

PC3
PC4

192.168.3.0/24

Oneparop CBA3KM

192.168.3.2

192.168.3.0/24

192.168.3.7

192.168.3.3

192.168.3.4

LAN2

LAN3

RouterA
DHCP-cepeep

LAN1

LAN4

192.168.3.0/24

192.168.3.5

192.168.3.0/24

LANG

= 0 oooo
=0 Doon

LANS

192.168.3.0/24

192.168.3.6

Cepsep

HEHEE

MpuHTep

192.168.3.0/24

PucyHok 2 — Cxema HacTpOWnKn fiokanbHOW CeTn

=
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HacTtponka nokanbHom cetn

MHCTpyKLMA NO HacTporke
KPI1I.465614.001-181C3

4.2 JTanbl HACTPOMKU CETH

BonaunTte B pexxum rnobanbHom koHurypaumm

KoHurypauuoHHbIn - pexum

3TO OOWH U3 PEXMMOB KOMAaHOHOW CTPOKMW.

B

KOH(bVIpraLI,VIOHHOM pexnme MOXHO U3MEHATb HaCTpOVIKM MHTep(beVICOB, MapLpyTu3auuio,

6e3onacHOCTb M ApyrMe napameTpbl yCTPONCTB.

@ HanomuHaHue

RouterA#configure terminal

4.2.1 Hactponte LAN-nnrepcencol Ha RouterA

RouterA(config)#tinterface switchportl
RouterA(config-switchportl)#no shutdown
RouterA(config-switchportl)#exit
RouterA(config)#interface switchport2
RouterA(config-switchport2)#no shutdown
RouterA(config-switchport2)#exit
RouterA(config)#tinterface switchport3
RouterA(config-switchport3)#no shutdown
RouterA(config-switchport3)#exit
RouterA(config)#interface switchport4
RouterA(config-switchport4)#no shutdown
RouterA(config-switchport4)#exit
RouterA(config)#interface switchport5
RouterA(config-switchport5)#no shutdown
RouterA(config-switchport5)#exit
RouterA(config)#interface switchport6
RouterA(config-switchport6)#no shutdown
RouterA(config-switchport6)#exit

»
NMpumeyaHue

switchport <Homep nopta> — umsa ceteBoro LAN-uHTepdeiica. <Homep nopta>

COOTBETCTBYET MapKuMpoBKe Ha nepegHen naHenu ycrtpouctea: LAN 1, LAN 2 u T.4.

Hanpumep, «LAN 1» — 310 «switchport1», «LAN 5» — «switchport5»

Bepcua 9.0
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HacTpolika nokansHom ceTtu MHCTpyKLMA NO HacTporke
KPI1I.465614.001-181C3

4.2.2 Hactpounte VLAN-uHTepdenc
4.2.2.1 Beeaunte ngeHtndmkaumoHHboii Homep VLAN-ID (vid) ons cosganms VLAN

RouterA(config)#tvlan 100

»
MpumeyaHue

vlan <Id or id list | VLAN id list (1-4091)>, roe uncno o6o3Ha4yaeT HoMep BUPTyaribHOM

nokarnbHOW ceTy, KOTOpada ncnosnb3dyeTtca and cermeHtaynm Tpacbvu(a ceTn.

4.2.2.2 Hactpoute IP-agpec y VLAN-uHTepenca c noOMOLLbIO KOMaHL,

RouterA(config)#interface vlan100
RouterA(config-if-[vlan100])#vid 100
RouterA(config-if-[vlan100])#ip address 192.168.3.1 255.255.255.0
RouterA(config-if-[vlan100])#no shutdown
RouterA(config-if-[vlan100])#exit

»
MpumeyaHue

HacTpoeHHbIn IP-agpec 6yaeT maplpyToM MO YMOMYaHUKO AN BCEX KOHEYHbIX

nonb3oBartenen B VLAN 100

4.2.2.3 [obasbTe nHtepdenc LAN 1 8 VLAN 100 ¢ nOMOLLbIO KOMaHL,

RouterA(config)#interface switchportl
RouterA(config-switchportl)#switchport mode access
RouterA(config-switchportl)#switchport access vian 100
RouterA(config-switchportl)#exit

[MoBTOpPUTE ONMCaHHbIE Bbiwe Aencteus and gobasnexHnsa nHrepgencos LAN 2, LAN 3,
LAN 4, LAN 5, LAN 6 B VLAN 100
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HacTpolika nokansHom ceTtu MHCTpyKLMA NO HacTporke

KPI1I.465614.001-181C3

4.2.3HacTtpoute DHCP-cepBep Ha ycTpoucTBe ANA Ha3HayeHusa |P-agpecoB
KnuMeHTam

RouterA(config)#ip dhcp pool 1

RouterA(config-dhcp[1])#network 192.168.3.0/24
RouterA(config-dhcp[1])#range 192.168.3.2 192.168.3.5
RouterA(config-dhcp[1])#option routers 192.168.3.1
RouterA(config-dhcp[1])#option domain-name-server 192.168.3.1
RouterA(config-dhcp[1])#exit

»
MpumeyaHue

ip dhcp pool <name>, rge umcno obosHavaeT uma nyna DHCP, koTopoe
ncnonb3dyetca Ona rpynnupoBkn Hactpoek DHCP gna onpegeneHHbIX KINWeHTOB WIn

YyCTPOMWCTB B ceTU. Homep nyna AosmkeH 6biTb Ha3HavyeH B AnanasoHe oT 1 4o 65535.

4.2.4HacTtpouTte pesepBupoBaHue IP-agpeca no DHCP Ha ycTtpouctBe. [Ana aToro

3aKkpenuTe IP-agpec 3a knmeHtoMm APM1 ¢ noMmoLlbio KomaHAa

RouterA(config)#ip dhcp pool 1

(
RouterA(config-dhcp[1])#host PC1 hardware-address 00:0c:29:58:6¢:9f
RouterA(config-dhcp[1-<default>-<PC1>])#ip 192.168.3.2
RouterA(config-dhcp[1-<default>-<PC1>])#end

»
MpumeyaHue

<00:0c:29:58:6¢:9f> — MAC-agpec knneHta PC1

MoBTOpUTE KOMaHAbl pe3epBupoBaHna IP-agpeca ana gpyrmx paboumx ctaHummn PC2,
PC3, PCA4.
B pesynbTate pesepsupoBaHus IP-agpecoB paboune craHumm PC1, PC2, PC3, PC4

(knmeHTbl) ByayT nony4yaTs IP-agpeca, HazHayYeHHble o MAC-agpecy/HoMepy UX CeTeBOW KapTbl
(NIC).
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HacTpolika nokansHom ceTtu MHCTpyKLMA NO HacTporke
KPI1I.465614.001-181C3

4.2.5MNocne 3aBepweHUs HacTpoeK Ha yctpouctBe Bkiouute DHCP-cepBep ¢

nOMOLWbLIO KOMaHAbI:

RouterA#configure terminal
RouterA(config)#ip dhcp server on
RouterA(config)t#tend

CoxpaHuTe HaCTPOMKM

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHUst HacTpPOoekK

@ HanomuHaHue

RouterA#write <name>

4.3 MNMpoBepKa HaCTpPOeK NOKanbLHON cCeTn

4.3.1 BeinonHute komaHay show interfaces brief Ha RouterA ansa BbiBoAa ctaTycoB

MHTepcencon

Interface HW Address IPv4 Address Admin/Link DHCPv4 Description
ethl 94:3f:bb:4b:7a:36  unassigned UP/DOWN ON
eth2 94:3f:bb:4b:7b:b8  unassigned DOWN/DOWN OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
vlan100 94:3f:bb:00:2d:ff 192.168.3.1/24 UP/DOWN OFF
switchportl n/a UP/DOWN n/a
switchport2 n/a UP/DOWN n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
switchport?7 n/a UP/UP n/a
switchport8 n/a UP/DOWN n/a

4.3.2 BbinonHute komaHay show vian 100 Ha RouterA gana npocMoTpa napamMeTpoB

HaCTPOMKMU

VLAN id Name Member ports (t-tagged, u-untagged)
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HacTpolika nokansHom ceTtu MHCTpyKUMS No HacTporke
KPI1I.465614.001-181C3

100 VIan0100 swpl1(u)

4.3.3BbinonHute kKomaHgy show vian all Ha RouterA pana oTobpaxeHus

nHcdopmauum 060 Bcex cywecTByrowmx VLAN

VLAN id Name Member ports (t-tagged, u-untagged)
1 default swp2(u),swp3(u),swpd(u),swp5(u),swpb(u),swp7(u), swp8(u)
100 VIan0100 swpl(u)

4.3.4BbinonHnte KomaHay show interfaces vlan Ha RouterA ana npocMmoTpa

noapo6Houn koHdurypauum VLAN-uHTepcpencon

vlanlvid 1:

Administrative status: UP

Link: UP

IPv4 Address: 192.168.0.1/24
RX: 32562 bytes / 237 packets
TX: 2664 bytes / 30 packets
MTU: 1500

Tx buffer: 1000

HW Address: 94:3f:bb:00:30:4c
IPv6 Address: fe80::963f:bbff:fe00:304c/64
EtherType: 0x8100
Encapsulation: dotlq

vlan100 vid 100:

Administrative status: UP

Link: UP

IPv4 Address: 192.168.3.1/24
RX: 18228 bytes / 80 packets
TX: 864 bytes / 10 packets
MTU: 1500

Tx buffer: 1000

HW Address: 94:3f:bb:00:30:4c
IPv6 Address: fe80::963f:bbff:fe00:304c/64
EtherType: 0x8100
Encapsulation: dotlq
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HacTpolika nokansHom ceTtu MHCTpyKUMS No HacTporke

KPI1I.465614.001-181C3

4.3.5BbinonHute komaHgy show ip dhcp Ha RouterA u3 pexuma rno6anbHomn
KOHdMrypaumm Ana npocMoTpa HacTpoek

VRF: default
default-lease-time 600
Pool: 1
subnet 192.168.3.0 netmask 255.255.255.0 {
option routers 192.168.3.1;
option domain-name-servers 192.168.3.1;
range 192.168.3.2 192.168.3.5;
group default {
host PC1 {
hardware ethernet 00:0c:29:58:6¢:9f;
fixed-address 192.168.3.2;
}
}
}

DHCP server is running

4.3.6 Bbinonuute komaHay show ip dhcp pool 1 Ha RouterA ansa npocmoTtpa
HacTpoek DHCP-cepBepa

Pool: 1
VRF: default
subnet 192.168.3.0 netmask 255.255.255.0 {
option routers 192.168.3.1;
option domain-name-servers 192.168.3.1;
range 192.168.3.2 192.168.3.5;
group default {
host PC1 {
hardware ethernet 00:0c:29:58:6¢:9f;
fixed-address 192.168.3.2;
}
}
}
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HacTtpowika dyHKuun obecneyeHns MHCTpyKUMS No HacTporke
6Ge3onacHOCTY NoKanbHOW ceTu KPI1I.465614.001-181C3

5 HacTtpowuka cpyHKLMI ob6ecneyeHMsA 6e30MacHOCTU NTOKanbLHOU ceTn
5.1 OnucaHue HaCTpPOMUKMU

[ns KOHTPONA MNOAKNHYEHHbIX K MaplpyTtudatopy (RouterA) ycTponcTB B nokanbHOW
ceTun, HecaHKunoHuMpoBaHHoM cMeHbl MAC-agpeca ceTeBOro noakniyeHus, npegoTspalleHus
aTak, HanpaBneHHbIXx Ha nepenonHeHne Tabnuubl MAC-agpecoB, Heo6XoOUMO BKOYMTb

dyHKumto «Port Security».
5.2 JTanbl HACTPOMKMU CeTn

5.2.1 BonauTte B pexum rnobanbHoun KoHcurypaumum
KOHUrypaunoHHbIN - pexnum - 3TO OOUH W3  PEXUMOB KOMaHOHOM CTpoku. B
KOH(UIypaLMOHHOM peXMMe MOXHO WM3MEHSTb HACTPOMKU WMHTEP(ENCOB, MapLUpyTU3auuio,

6esonacHoOCTb U Apyrue napaMmeTpbl yCTPOWCTB.

@ HanomuHaHue

RouterA#configure terminal

5.2.2 Bknwouute Port-Security Ha nHtepdence LAN 1

RouterA(config)#interface switchport 1
RouterA(config-switchportl)#switchport port-security
RouterA(config-switchportl)#end

B pesynbTaTe BbinonHeHnsa komaHabl MAC-agpec paboyen ctaHumm APM 1 npuBsikeTtcs
kK nopTy LAN 1. Mo ymon4yaHuio makcmmanbHO Konudectso agpecoB Ha nopTy LAN 1 6yaeT paBeH
1. MAC-agpec paboyen ctaHuun APM1 6yaeT oTtobpaxatbca B Tabnuue MAC-agpecos.

Bkntounte Port-Security Ha nHtepdencax LAN 2 — LAN 4.

»
MpumeyaHue

Ansa otknoveHns Port-Security Ha nHtepdence LAN 1 BBeguTe KoMaHab!:
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HacTtpowika dyHKuun obecneyeHns MHCTpyKUMS No HacTporke
6Ge3onacHOCTY NoKanbHON ceTu KPI1I.465614.001-181C3

RouterA(config)#interface switchportl
RouterA(config-switchportl)#no port security

RouterA(config-switchportl)#exit

5.2.3 CoxpaHuTe HaCTPOMKHU

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHUss HacTpPOoekK

@ HanomuHaHue

RouterA#write <name>

5.3 MNMpoBepka HacTpoek

5.3.1BbinonHute KomaHay show port-security interface switchport1l gna BoiBoga

MHcopMaLMm O TeKyLMX HacTpomnkax port-security Ha nHtepcence LAN1

Port Security: Enabled
Maximum MAC Addresses: 1
Total MAC Addresses: 1
Configured MAC Addresses: 0

5.3.2BbInonHute KomaHpgy show port-security ana BbiBoga WHcgopmauum o

TeKyLwmx HacTpoukax «Port-security» Ha Bcex LAN-uHtepdencax

Secure Port MaxSecureAddr CurrentAdd
switchportl 1 1
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6 YpaneHHoe nogkn4veHue K CepBUCHOMY MapLlpyTusatopy

War 1. MNoakntounte ceteBon kabenb nepegavn paHHbix (naty-kopa) k nobomy LAN
nopty, Bxogauwemy B 30HYy «LAN1T» - «LAN8» m Kk ycTpouctBy, npefHasHadeHHOMY [N

ynpaBJrieHU4.

War 2. Otkoppektupynte IP-agpec nHtepdeinca ynpasnstoLwiero ycTpomcTea, ero Macky

nagpec wsro3a.

»
NMpumeyaHue

Mo ymonuanuio IP-agpec — 192.168.0.100, macka noagcetn — 255.255.255.0, agpec
wno3a —192.168.0.1

War 3. [lna npoBepkuM CBA3HOCTWU BLINOMHUTE KOMaHnagy ping 192.168.0.1 ¢ nomoLubio

KOMaHOHOW CTPOKMU.

C:\User\admin>ping 192.168.0.1

PesyanaT BbINOJTIHEHNA KOMaHObl:

Pinging 192.168.0.1 with 32 bytes of data:

Reply from 192.168.0.1: bytes=32 time<lms TTL=64
Reply from 192.168.0.1: bytes=32 time<1ms TTL=64
Reply from 192.168.0.1: bytes=32 time<ims TTL=64
Reply from 192.168.0.1: bytes=32 time=1ms TTL=64

Ping statistics for 192.168.0.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 1ms, Average = Omsyes

War 4. C nomouwbio KOMaHOHOM CTPOKM OCYLEeCTBUTE YyAaneHHoe MOAKNIYeHue,

BbIMOJIHNB KOMaHOY

C:\User\admin>ssh admin@192.168.0.1
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»
NMpumeyaHue

ssh <username>@<ipaddress>
roe: <username> — wuMs nonb3oBartend; <ipaddress> — ip-agpec CepBUCHOIO

MapLupyTusartopa.

LWar 5. nOﬂ,TBep,D,VITe yoaneHHoe noakrn4veHue, BBead B KOHCOJIb KOMaHOY Yes

The authenticity of host ‘192.168.0.1 (192.168.0.1)’ can’t be established.
RSA key fingerprint is SHA256:FzmnRyWGBJFxGjMEEIWLOv87Bim1hH1EmwwxDidEi9o.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

LWar 6. Beegute naporsb Ona ocywecTBlieHnAa BXoda nosjib3oBaTternd

Warning: Permanently added ‘192.168.0.1’ (RSA) to the list of known hosts.
admin@192.168.0.1’s password:

»
MpumeyaHue

Maponb no ymonyaHuio admin, nNpu BBOAE Naponsi CMMBOSIbl Ha 3KpaHe He

oTobpaxatotcsa

YpaneHHbIn BXoL, B CUCTEMY BbIMOSTHEH.
BbinonHute komangy show interfaces brief 4to6bl y3Hath IP-agpeca nHrepgencos Ha

CEpPBUCHOM MapLLpyTU3aTope.

Interface  HW Address IPv4 Address Admin/Link DHCPv4 Description
ethl 94:3f:bb:00:2d:e3 unassigned UP/DOWN ON
eth2 94:3f:bb:00:2d:fe  unassigned DOWN/DOWN OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
switchportl n/a UP/DOWN n/a
switchport2 n/a UP/UP n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
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switchport?7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a

»
MpumeyaHue

I'Ip|/| OTCYTCTBUM NOAKIMKOYEHNA K CEPBUCHOMY MapLUpyTU3aTOPy O6paTVITer B

cnyx0y nogaepxkn https://istokmw.ru/support/
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7 TyHHenupoBaHue
7.1 Hactpouka PPTP

7.1.10nucaHne HacTPOMKMU

Kak nokasaHO Ha pucyHke 3 B Ka4yecTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEpPBUCHbIE
MapLpyTunsaTopsl - RouterA n RouterB.

Ha RouterA HacTtpoeHbl uHTepdencohl: eth1 - IP address 198.18.2.1/24, loopback-
nHTepdenc lo1 - IP address 201.1.2.1/32.

Ha RouterB HacTtpoeHbl uHTepdencol: eth1 - IP address 198.18.2.2/24, loopback-
nHTepdgenc lo1 - IP address 202.2.2.1/32.

Mexay yctponctBammn RouterA un RouterB HactpoeH PPTP-TyHHenb. Ha RouterA

npousBegeHa HacTponka cepsepa, Ha RouterB nponsBegeHa HacTpourka KnneHTa.

RouterA RouterB
Server Client

198.18.2.0/24
eth1

Ipv4: 198.18.2.1/24 Ipv4: 198.18.2.2/24
lo1: 201.1.2.1/32 lo1: 202.2.2.1/32

PucyHok 3 — Cxema HacTponku npoTtokosia PPTP

7.1.2 3Tanbl HACTPOMNKMU

7.1.2.1 Bongnte B pexum rnobanbHoM KoHduUrypaumMm Ha YCTpPOMCTBaxX nepen
HaCTPOUKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OAHUM U3 FMNaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypaumMOHHbIN pexnM. KOHUrypaumMoHHbIA peXxnm - 3T0 OAWH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHPUIrypauUMOHHOM pexmMe MOXHO U3MEHATb HACTPOWMKU UHTEepdEeuncosB,

MapLipyT13aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.
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@ HanomuHaHue

Router#configure terminal

7.1.2.2 Hactpownte PPTP-cepBep Ha RouterA
7.1.2.2.1 Hactpounte nutepdemnc eth1

RouterA(config)#interface eth1RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.2.1/24
RouterA(config-if-[eth1])#no shutdown

RouterA(config-if-[eth1])#exit

7.1.2.2.2 HactpownTe loopback-untepderic lo1

RouterA(config)#interface lol
RouterA(config-if-[lo1])#ip address 201.1.2.1/32
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#exit

7.1.2.2.3 HactponTte PPTP-cepBep

RouterA(config)#pptp server SERVER

RouterA(config-pptp-s-[SERVER])#ppp authentication chap
RouterA(config-pptp-s-[SERVER])#ip address 198.18.2.1 port 1723
RouterA(config-pptp-s-[SERVER])#ip pool 2.2.2.3-10

RouterA(config-pptp-s-[SERVER])#ip pool gateway 2.2.2.2
RouterA(config-pptp-s-[SERVER])#client range 198.18.2.0/24
RouterA(config-pptp-s-[SERVER])#client authentication name client password istokistok
RouterA(config-pptp-s-[SERVER])#no shutdown

RouterA(config-pptp-s-[SERVER])#exit

»
MpumeyaHue

[na nogknovyeHns RouterB Ha RouterA coxpaHsaTcsa AaHHble KnneHTa. KomaHaon
client authentication name <client> password <istokistok> 3agaetcsa wuwms client un

naponsb istokistok
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7.1.2.2.4 Hactponte MapLupyTnsauuio

RouterA(config)#ip route 202.2.2.1/32 2.2.2.3RouterA(config)#end

7.1.2.3 Hactpownte PPTP-knueHT Ha RouterB
7.1.2.3.1 Hactpoute nutepdemnc eth1

RouterB(config)#interface eth1RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 198.18.2.2/24
RouterB(config-if-[eth1])#no shutdown

RouterB(config-if-[eth1])#exit

7.1.2.3.2 Hactpowute loopback-uHntepgenc lo1

RouterB(config)#interface lol
RouterB(config-if-[lo1])#ip address 202.2.2.1/32
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#exit

7.1.2.3.3 Hactponte PPTP-knueHT

RouterB(config)#pptp client CLIENT
RouterB(config-pptp-c-[CLIENT])#server 198.18.2.1 port 1723

RouterB(config-pptp-c-[CLIENT])#authentication name client password istokistok

RouterB(config-pptp-c-[CLIENT])#unit 1
RouterB(config-pptp-c-[CLIENT])#holdoff 10
RouterB(config-pptp-c-[CLIENT])#maxfail 30
RouterB(config-pptp-c-[CLIENT])#no shutdown
RouterB(config-pptp-c-[CLIENT])#exit

»
MpumeyaHue

[na nogknoveHns RouterB Ha RouterA coxpaHsaTcsa AaHHble KnneHTa. KomaHaon

client authentication name <client> password <istokistok> 3agaetcs um4 client n naponb

istokistok
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7.1.2.3.4 Hactponte MmapLupyTusauuio

RouterB(config)#ip route 201.1.2.1/32 2.2.2.2
RouterB(config)#end

7.1.2.4 CoxpaHuTe HaCTPOMKK

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

7.1.3MpoBepka HacTpoek
7.1.3.1 BbinonHute komaHgy show pptp server Ha RouterA gna BbiBO4Aa Ha 3KpaH

HacTpoek PPTP-cepsepa

PPTP Server SERVER is ON
Allowed networks: 198.18.2.0/24
Listen: 198.18.2.1:1723
IP pools: 2.2.2.3-10
Auth type: chap
IP pool gw: 2.2.2.2
Users: client psw: GQxbNXEmynaED230FsQ4jAA=
IPv6 peer interface ID: don\'t accept
LCP echo failure: 3
LCP echo interval: 20
MTU: 1400
Min MTU: 1280
MRU: 1400

7.1.3.2 BoeinonHute komaHay show pptp client Ha RouterB ans BbiBoga Ha 3kpaH HacTpoek

PPTP-knuneHTa

PPTP Client CLIENT is ON
State: ON
Interface: pppl
Server IP: 198.18.2.1 Server port: 1723
IP-address: 2.2.2.3
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Username: client passwd: GQxbNXEmynaED230FsQ4jAA=
MTU: 1400

MRU: 1400

Server route: False

Persistent: False

MaxFail: 30

Holdoff: 10

LCP echo failure: 3 LCP

echo interval: 5

Default route enabled

7.1.3.3 BbinonHute komaHay ping 198.18.2.2 Ha RouterA ans npoBepKM CBA3AHHOCTU

mexay RouterA n RouterB

PING 198.18.2.2 (198.18.2.2) 56(84) bytes of data.

64 bytes from 198.18.2.2: icmp_seq=1 ttl=64 time=1.02 ms
64 bytes from 198.18.2.2: icmp_seq=2 ttl=64 time=0.957 ms
64 bytes from 198.18.2.2: icmp_seq=3 tt|=64 time=1.00 ms
64 bytes from 198.18.2.2: icmp_seq=4 ttl=64 time=0.942 ms
64 bytes from 198.18.2.2: icmp_seq=5 ttl=64 time=1.01 ms

7.1.3.4 BbinonHute komangy ping 198.18.2.1 Ha RouterB ons npoBepku CBA3AHHOCTU

mexay RouterA n RouterB

PING 198.18.2.1 (198.18.2.1) 56(84) bytes of data.

64 bytes from 198.18.2.1: icmp_seq=1 ttl=64 time=0.981 ms
64 bytes from 198.18.2.1: icmp_seq=2 ttl=64 time=0.977 ms
64 bytes from 198.18.2.1: icmp_seq=3 ttl=64 time=0.953 ms
64 bytes from 198.18.2.1: icmp_seq=4 ttl=64 time=0.981 ms
64 bytes from 198.18.2.1: icmp_seq=5 ttl=64 time=0.951 ms

7.1.3.5 BbinonHute komaHgy ping 202.2.2.1 Ha RouterA gns npoBepku nepegayvv naketos

yepes TyHHenb

PING 202.2.2.1 (202.2.2.1) 56(84) bytes of data.

64 bytes from 202.2.2.1: icmp_seq=1 ttl=64 time=1.28 ms
64 bytes from 202.2.2.1: icmp_seq=2 ttl=64 time=1.08 ms
64 bytes from 202.2.2.1: icmp_seq=3 ttl=64 time=1.22 ms
64 bytes from 202.2.2.1: icmp_seqg=4 ttl=64 time=1.10 ms
64 bytes from 202.2.2.1: icmp_seq=5 ttl=64 time=1.04 ms
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7.1.3.6 BboinonHute komaHay tcpdump eth1 Ha RouterB ana BbiBoga npoBepku

MHKancynaunuy, npoxogdawmx 4epes TyHHENb, NakeToB

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on ethl,

link-type EN10MB (Ethernet), capture size 262144 bytes

05:44:29.648214 |IP 198.18.2.1 > 198.18.2.2: GREvV], call 29163, seq 491, length 100: IP 2.2.2.2 > 202.2.2.1: ICMP
echo request, id 15698, seq 12, length 64

05:44:29.648384 |P 198.18.2.2 > 198.18.2.1: GREV], call 2, seq 497, ack 491, length 104: IP 202.2.2.1 > 2.2.2.2:
ICMP echo reply, id 15698, seq 12, length 64

05:44:30.648527 IP 198.18.2.1 > 198.18.2.2: GREV], call 29163, seq 492, ack 497, length 104: IP 2.2.2.2 >
202.2.2.1: ICMP echo request, id 15698, seq 13, length 64

05:44:30.648755 IP 198.18.2.2 > 198.18.2.1: GREV], call 2, seq 498, ack 492, length 104: IP 202.2.2.1 > 2.2.2.2:
ICMP echo reply, id 15698, seq 13, length 64

05:44:31.648982 IP 198.18.2.1 > 198.18.2.2: GREV1, call 29163, seq 493, ack 498, length 104: 1P 2.2.2.2 >
202.2.2.1: ICMP echo request, id 15698, seq 14, length 64

05:44:31.649375 IP 198.18.2.2 > 198.18.2.1: GREV], call 2, seq 499, ack 493, length 104: IP 202.2.2.1 > 2.2.2.2:
ICMP echo reply, id 15698, seq 14, length 64

7.2 Hactpouka PPPoE

7.2.10nucaHne HacCTPOMKHU
Kak nokasaHO Ha pucyHke 4 B KayecTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEpPBUCHbIE
MapLpyTtmnsaTtopbl - RouterA n RouterB.

Ha RouterA HacTpoeHbl uHTepdencol: ethl, loopback-untepdgenc lo1 - IP address
201.1.2.1/32.

Ha RouterB HacTpoeHbl unHTepdencol: eth1, loopback-untepdgenc lo1 - IP address
202.2.2.1/32.
Mexay yctponcteammn RouterA n RouterB HactpoeH PPPoOE TyHHenb. Ha RouterA

Nnpou3BeaeHa HacTpoika cepBepa, Ha RouterB npounssegeHa HacTpoiika KnueHTa.
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RouterA RouterB
Server Client

eth1 eth1

o
—
lo1:201.1.2.1/132 101:202.2.2.1/32

PucyHok 4 — Cxema HacTponku npoTtokosia PPPoE

7.2.2 3Tanbl HACTPOMNKMU

7.2.2.1 Bongnte B pexum rnobanbHoM KoHdurypaumMm Ha YCTpPOMCTBaxX nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUdA, OOAHUM U3 MMaBHbIX LLAroB, SBMSETCA BXO4 B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW
CTpOKM. B  KOH(UrypaumMOHHOM peXume MOXHO MU3MEHSATb HAaCTPOMKU  UHTepPdEenCcos,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

7.2.2.2 HactpownTte cepsep PPPoE Ha RouterA
7.2.2.2.1 HacTtpownTte nntepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

7.2.2.2.2 HactpownTte nHtepgenc lo1
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RouterA(config)#interface lol
RouterA(config-if-[lo1])#ip address 201.1.2.1/32
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#exit

7.2.2.2.3 Hactpoute pppoe server

RouterA(config)#pppoe server SERVER

RouterA(config-pppoe-s-[SERVER])#ppp authentication chap
RouterA(config-pppoe-s-[SERVER])#ip pool chap gateway 2.2.2.2
RouterA(config-pppoe-s-[SERVER])#ip pool 2.2.2.3-10
RouterA(config-pppoe-s-[SERVER])#username client password istokistok address 2.2.2.3
RouterA(config-pppoe-s-[SERVER])#use-interface ethl
RouterA(config-pppoe-s-[SERVER])#no shutdown
RouterA(config-pppoe-s-[SERVER])#exit

»
MpumeyaHue

[na nogknoveHna RouterB Ha RouterA coxpaHsaTcsa AaHHble KnneHTa. KomaHaon
username <client> password <istokistok> address 2.2.2.3 3agaeTtcsa um4 client n naponb

istokistok

7.2.2.2.4 HactpounTte MapLipyTtmsawmio

RouterA(config)#ip route 202.2.2.1/32 2.2.2.3
RouterA(config)t#tend

7.2.2.3 Hactpowute knneHT PPPOE Ha RouterB

7.2.2.3.1 HactpownTte nntepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

7.2.2.3.2 Hactpownte untepdgeic lo1

RouterB(config)ttinterface lol
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RouterB(config-if-[lo1])#ip address 202.2.2.1/32
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#exit

7.2.2.3.3 HactpounTe KnueHT pppoe

RouterB(config)#pppoe client CLIENT
RouterB(config-pppoe-c-[CLIENT])#persistent
RouterB(config-pppoe-c-[CLIENT])#chap login client password istokistok
RouterB(config-pppoe-c-[CLIENT])#unit 0
RouterB(config-pppoe-c-[CLIENT])#use-interface ethl
RouterB(config-pppoe-c-[CLIENT])#holdoff 10
RouterB(config-pppoe-c-[CLIENT])#maxfail 15
RouterB(config-pppoe-c-[CLIENT])#lcp-echo-failure 10
RouterB(config-pppoe-c-[CLIENT])#lcp-echo-interval 15
RouterB(config-pppoe-c-[CLIENT])#no shutdown
RouterB(config-pppoe-c-[CLIENT])#exit

7.2.2.3.4 HactponTte MapLupyTmsauuto

RouterB(config)#ip route 201.1.2.1/32 2.2.2.2
RouterB(config)#end

7.2.2.4 CoxpaHuTe HaCTPOMKK

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponCcTBax

@ HanomuHaHue

Router#write <name>

7.2.3MpoBepka HacTpoek
7.2.3.1 BbuinonHute komaHngy show pppoe server Ha RouterA ans BbiBoga Ha 3SKpaH

HacTpoek PPPoE-cepsepa

pppoe server SERVER is ON
Duplicate session: replace
IPv4: require
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IPv6: deny
IP pools: 2.2.2.3-10
Auth type: chap
CHAP IP pool gw: 2.2.2.2
Users: client psw: GQxbNXEmynaED230FsQ4jAA=ip: 2.2.2.3
IPv6 peer interface ID: don't accept
LCP echo failure: 3 LCP echo interval: 20 MTU: 1400
Min MTU: 1280 MRU: 1400
Interfaces used: ethl

7.2.3.2 BbinonHute komaHgy show pppoe client Ha RouterB ans BbiBoga Ha 3KpaH

HacTpoek PPPOE-knueHTa

pppoe client CLIENT

VRF: default

State: ON

Interface: ppp0 Link: UP
Connected to: ethl

IP Address: 2.2.2.3

CHAP Host name: client psw: GQxbNXEmynaED230FsQ4jAA=
MTU: 1400

MRU: 1400

Persistent: ON

Maxfail: 0

LCP echo failure: 10

LCP echo interval: 15

7.2.3.3 BbinonHute komangy ping 202.2.2.1 repeat 20 Ha RouterA ana nNpoBeEpKU

CBA3aHHOCTU YCTPOUCTB

PING 202.2.2.1 (202.2.2.1) from 201.1.2.1 : 56(84) bytes of data.
64 bytes from 202.2.2.1: icmp_seqg=1 ttl=64 time=1.10 ms

64 bytes from 202.2.2.1: icmp_seq=2 ttl=64 time=1.05 ms

64 bytes from 202.2.2.1: icmp_seqg=3 ttl=64 time=1.00 ms

64 bytes from 202.2.2.1: icmp_seq=4 ttl=64 time=1.06 ms

64 bytes from 202.2.2.1: icmp_seq=5 ttl=64 time=0.974 ms

7.2.3.4 BboinonHute komaHay tcpdump eth1 Ha RouterB ana BbiBoga npoBepku

MHKancynaunny, npoxogdawnx 4epes TyHHENb, NakeToB

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on eth1,link-type EN10MB
(Ethernet), capture size 262144 bytes
08:52:58.237914 PPPoE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo request, id 21797, seq 11, length 64
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08:52:58.237997 PPPoE [ses 0x140] IP 202.2.2.1 > 201.1.2.1: ICMP echo reply, id 21797, seq 11, length 64
08:52:59.239118 PPPoE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo request, id 21797, seq 12, length 64
08:52:59.239200 PPPoOE [ses 0x140] IP 202.2.2.1 > 201.1.2.1: ICMP echo reply, id 21797, seq 12, length 64
08:53:00.240284 PPPoE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo request, id 21797, seq 13, length 64
08:53:00.240369 PPPOE [ses 0x140] IP 202.2.2.1 > 201.1.2.1: ICMP echo reply, id 21797, seq 13, length 64
08:53:01.241436 PPPoE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo request, id 21797, seq 14, length 64
08:53:01.241474 PPPoE [ses 0x140] IP 202.2.2.1 > 201.1.2.1: ICMP echo reply, id 21797, seq 14, length 64
08:53:02.242572 PPPoE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo request, id 21797, seq 15, length 64

7.3 Hactpouka PPPoE IPv6

7.3.10nucaHne HacTPOMKHU

Kak nokasaHO Ha pucyHke 5 B Ka4yecTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEpPBUCHbIE
MapLpyTmnsaTopsl - RouterA n RouterB.

Ha RouterA HacTpoeHbl nHtepdencel eth1 - IP address 2001::1/64, loopback-nHtepdenc
lo0 - IP address 100::1/128.

Ha RouterB HacTpoeH nHtepdenc eth1 - IP address 2001::2/64.

Mexay yctponcteamun RouterA n RouterB HacTpauBaeTcs npotokon PPPOE IPv6.

RouterA RouterB
Server Client

2001::/64
eth1

2001::1/64 2001::2/64
100:100::1/128

PucyHok 5 — Cxema HacTtpovikn npoTtokona PPPoE IPv6
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7.3.2 3Tanbl HaCTPOMKHU

7.3.2.1 Bongnte B pexum rnobanbHoM KoHdUrypaumMm Ha YCTpPOWCTBax nepen
HaCTPOWKOM

Mpu HacTponke ceTeBoro obopyaoBaHus, OOHUM U3 FNaBHbIX LIAroB, ABMASETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,

MapLipyTM3aumto, 6e30nacHOCTb U Apyrve napameTpbl yCTPOUCTB.

@ HanomuHaHue

Router#configure terminal

7.3.2.2 HactpounTte cepsep PPPoE Ha RouterA
7.3.2.2.1 Hactpoute nutepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2001::1/64
RouterA(config-if-[eth1])#exit

7.3.2.2.2 Hactpowute loopback-untepgenc lo0

RouterA(config)ttinterface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0] )#ipv6 address 100::1/128
RouterA(config-if-[lo0])#exit

7.3.2.2.3 Hactponte PPPoE-cepBep

RouterA(config)#tpppoe server 1
RouterA(config-pppoe-s-[SERVER])#ppp authentication chap
RouterA(config-pppoe-s-[SERVER])#ipv4 deny
RouterA(config-pppoe-s-[SERVER])#ipv6 require
RouterA(config-pppoe-s-[SERVER])#ipv6 pool 2001:1:1::/48 64
RouterA(config-pppoe-s-[SERVER])#ipv6 pool delegate 2001:1:1::/36 48
RouterA(config-pppoe-s-[SERVER])#ipv6 dhcp
RouterA(config-pppoe-s-[SERVER])#ipv6 dhcp pref-lifetime 12000
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RouterA(config-pppoe-s-[SERVER])#ipv6 dhcp valid-lifetime 240000
RouterA(config-pppoe-s-[SERVER])#ipv6 dhcp route-via-gw on

RouterA(config-pppoe-s-[SERVER])#username client password istokistok

RouterA(config-pppoe-s-[SERVER])#Icp-echo-failure 3
RouterA(config-pppoe-s-[SERVER])#Icp-echo-interval 5
RouterA(config-pppoe-s-[SERVER])#use-interface ethl
RouterA(config-pppoe-s-[SERVER])#no shutdown
RouterA(config-pppoe-s-[SERVER])#end

»
MpumeyaHue

Onsa nopgknioyeHna RouterB Ha RouterA  coxpaHATCA [OaHHble  KITMeHTa.

Komangon username <client> password <istokistok> 3apaetca wums client n naponb

istokistok

7.3.2.3 Hactpownte PPPoOE-knueHT Ha RouterB

7.3.2.3.1 Hactpoute nutepdemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ipv6 address 2001::2/64
RouterB(config-if-[eth1])#exit

7.3.2.3.2 Hactpownte PPPOE-knneHT

RouterB(config)#pppoe client 1
RouterB(config-pppoe-c-[1])#unit 1
RouterB(config-pppoe-c-[1])#use-interface ethl
RouterB(config-pppoe-c-[1])#chap login client password istokistok
RouterB(config-pppoe-c-[1])#persistent
RouterB(config-pppoe-c-[1])#maxfail 0
RouterB(config-pppoe-c-[1])#holdoff 30
RouterB(config-pppoe-c-[1])#lcp-echo-failure 3
RouterB(config-pppoe-c-[1])#lcp-echo-interval 5
RouterB(config-pppoe-c-[1])#use-dns
RouterB(config-pppoe-c-[1])#use-default-route
RouterB(config-pppoe-c-[1])#ipv4 off
RouterB(config-pppoe-c-[1])#ipv6 on
RouterB(config-pppoe-c-[1])#no shutdown
RouterB(config-pppoe-c-[1])#end

—_— — — — — —
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7.3.2.4 CoxpaHuTe HacTpOrKu

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

7.3.3MpoBepka HacTpoek
7.3.3.1 BbinonHute kKomaHay show pppoe server Ha RouterA gns BbiBOAAa Ha 9KpaH

HacTpoek PPPoOE-cepBepa

pppoe server 1is ON
Duplicate session: replace
IPv4: deny IPv6: require
IPv6 pools: 2001:1:1::/48,64
IPv6 pool delegate: 2001:1:1::/36,48
Auth type: chap
Users:
client psw: gehRopxWSvWLIOAxpbUOOwWA= ip: None
IPv6 peer interface ID: don't accept
LCP echo failure: 3 LCP echo interval: 5 MTU: 1400
Min MTU: 1280 MRU: 1400
Interfaces used:
ethl
IPv6 DHCP:
PrefLifeTime: 12000
ValidLifeTime: 240000
RouteViaGw: On

7.3.3.2 BuinonHute komangy show pppoe client Ha RouterB gns BbiBoga Ha 9kpaH

HacTpoek PPPOE-knueHTa

pppoe client 1

VRF: default

State: ON

Interface: pppl

Link: UP

Connected to: ethl

CHAP Host name: client psw: gehRopxWSvWLIOAxpbUOOwWA=
MTU: 1400
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MRU: 1400
Persistent: ON
Maxfail: 0

Holdoff: 30

LCP echo failure: 3
LCP echo interval: 5
DNS usage enabled
Default route enabled

7.3.3.3 BbinonHute komaHay ping ipv6é 100::1 Ha RouterB gns npoBepkn CBA3aHHOCTU
RouterA n RouterB

PING 100::1(100::1) 56 data bytes

64 bytes from 100::1: icmp_seq=1 ttl=64 time=1.07 ms
64 bytes from 100::1: icmp_seq=2 ttl=64 time=1.03 ms
64 bytes from 100::1: icmp_seq=3 ttl=64 time=0.997 ms
64 bytes from 100::1: icmp_seq=4 ttl=64 time=1.07 ms
64 bytes from 100::1: icmp_seq=5 ttl=64 time=1.07 ms

7.3.3.4 BboinonHute komaHay tcpdump eth1 Ha RouterA ans BbiBoga MNpOBEPKU

MHKancynaunn, npoxogdawnx 4epes TyHHElb, NakeToB

11:15:15.147142 PPPoE [ses Ox1] LCP, Echo-Request (0x09), id 149, length 10
11:15:15.148144 PPPoE [ses 0x1] LCP, Echo-Reply (0x0a), id 149, length 10
11:15:15.163604 PPPoE [ses Ox1] LCP, Echo-Request (0x09), id 232, length 10
11:15:15.163676 PPPoE [ses 0x1] LCP, Echo-Reply (0x0a), id 232, length 10
11:15:20.147143 PPPoE [ses 0x1] LCP, Echo-Request (0x09), id 150, length 10
11:15:20.148156 PPPoE [ses 0x1] LCP, Echo-Reply (0x0a), id 150, length 10
11:15:20.163646 PPPoE [ses Ox1] LCP, Echo-Request (0x09), id 233, length 10
11:15:20.163719 PPPoE [ses 0x1] LCP, Echo-Reply (0x0a), id 233, length 10
11:15:25.147107 PPPoE [ses 0x1] LCP, Echo-Request (0x09), id 151, length 10
11:15:25.148086 PPPoE [ses 0x1] LCP, Echo-Reply (0x0a), id 151, length 10

7.4 Hactpouka GRE

7.4.10nucaHne HaCTPOMKHU

Kak nokasaHo Ha pucyHke 6 B KayecTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapLpyTunsaTopsl - RouterA n RouterB.

Ha RouterA HacTtpoeHbl nHTepdenc eth1, cab-mHtepdenc eth1.2 - 198.18.2.1/24 w
loopback-nHtepdenc - 1.1.1.1/32.
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Ha RouterB HacTpoeHbl nHTepdenc eth1, cab-mHtepdenc eth1.2 - 198.18.2.2/24 w
loopback-uHtepdenc - 2.2.2.2/32.

Mexay yctponcteamu RouterA n RouterB HacTpoeH GRE-TyHHenb.

_—— T T =
_ - — — -
~
-~ TyHHenkHble UHTepdenchI ~
7/ Ipv4: 198.18.202.0/30

RouterA \ RouterB
GRE-TyHHenb

etht eth1
TRTee 'I { E ) TRTee 'I
alasaas alaaas
eth1.2 eth1.2

Ipv4: 198.18.2.1/24 Ipv4: 198.18.2.2/24

lo1:1.1.1.1/32 lo1:2.2.2.2/32

PucyHok 6 — Cxema HacTtponkn GRE-TyHHeEns

7.4.2 9Tanbl HACTPOMNKMN

7.4.2.1 Bongnte B pexum rnobanbHOM KoHduUrypaumMm Ha YCTpoucTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBOoro obopyaoBaHMS, OOHUM U3 FNaBHbIX LIAroB, ABNAETCA BXOL B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnM - 3TO OAWH U3 PEXMMOB KOMaHLHOM
CTPOKN. B KOHPUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKU UHTEPdEnCcoB,

MapLipyTM3aumto, 6e3onacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

7.4.2.2 Hactpounte RouterA
7.4.2.2.1 Hactpownte nntepdenc ethl

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit
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7.4.2.2.2 HacTtpownTte cab-uHtepdeiic eth1.2

RouterA(config)#tinterface eth1.2
RouterA(config-if-[eth1.2])#vid 2 ethertype 0x8100
RouterA(config-if-[eth1.2])#no shutdown
RouterA(config-if-[eth1.2])#ip address 198.18.2.1/24
RouterA(config-if-[eth1.2])#exit

7.4.2.2.3 HactpounTe TyHHenNbHbLIM MHTepdenc tunnel2

RouterA(config)#tinterface tunnel 2

RouterA(config-[tunnel2])#tunnel mode gre source 198.18.2.1 destination 198.18.2.2
RouterA(config-[tunnel2])#no shutdown

RouterA(config-[tunnel2])#ip mtu 1476

RouterA(config-[tunnel2])#ip address 198.18.202.1/30

RouterA(config-[tunnel2])#ip multicast
RouterA(config-[tunnel2])#exit

7.4.2.2.4 HactpounTte nHtepgenc lo1

RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 1.1.1.1/32
RouterA(config-if-[lo1]])#exit

7.4.2.2.5 Hactponte MmapLupyTnsauunio Yepes TyHHENbHbIN NHTepdenc tunnel2

RouterA(config)#ip route 2.2.2.2/32 198.18.202.2
RouterA(config)#end

7.4.2.3 Hactponte RouterB
7.4.2.3.1 HacTtpownTte nntepdenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit
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7.4.2.3.2 Hactpounte cab-untepdperic eth1.2

RouterB(config)#tinterface eth1.2
RouterB(config-if-[eth1.2])#vid 2 ethertype 0x8100
RouterB(config-if-[eth1.2])#no shutdown
RouterB(config-if-[eth1.2])#ip address 198.18.2.2/24
RouterB(config-if-[eth1.2])#exit

7.4.2.3.3 HactponTe TyHHenbHbIM nHTEpenc tunnel2

RouterB(config)#interface tunnel 2

RouterB(config-[tunnel2])#tunnel mode gre source 198.18.2.2 destination 198.18.2.1
RouterB(config-[tunnel2])#no shutdown

RouterB(config-[tunnel2])#ip mtu 1476

RouterB(config-[tunnel2])#ip address 198.18.202.2/30

RouterB(config-[tunnel2])#ip multicast

RouterB(config-[tunnel2])#exit

7.4.2.3.4 HactpownTte nHtepdgenc lo1

RouterB(config)#tinterface lo1
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 2.2.2.2/32
RouterB(config-if-[lo1])#exit

7.4.2.3.5 Hactponte mapLupytunsaumto

RouterB(config)#ip route 1.1.1.1/32 198.18.202.1
RouterB(config)t#tend

7.4.2.4 CoxpaHuTe HaCTPOMKK

Mcnonbayiite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>
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7.4.3TpoBepkKa HacTpoek

7.4.3.1 BbinonHute KomaHay ping 2.2.2.2 source 1.1.1.1 repeat 5 Ha RouterA ans

npoBepku cBga3aHHOCTM RouterA n RouterB

PING 2.2.2.2 (2.2.2.2) from 1.1.1.1 : 56(84) bytes of data.
64 bytes from 2.2.2.2: icmp_seq=1 ttlI=64 time=0.750 ms
64 bytes from 2.2.2.2: icmp_seq=2 ttl=64 time=0.609 ms
64 bytes from 2.2.2.2: icmp_seq=3 ttlI=64 time=0.585 ms
64 bytes from 2.2.2.2: icmp_seq=4 ttlI=64 time=0.616 ms
64 bytes from 2.2.2.2: icmp_seq=5 ttI=64 time=0.611 ms

--- 2.2.2.2 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 108ms
rtt min/avg/max/mdev = 0.585/0.634/0.750/0.061 ms

7.4.3.2 BbinonHute komaHay show interfaces tunnel 2 Ha RouterA gnsi BbiBoga Ha 3KpaH

HacTpoek GRE TyHHens

tunnel2

Administrative status: UP

Link: UP

Mode: gre

Multicast: on

Source address: 198.18.2.1
Destination address: 198.18.2.2
IPv4 Address: 198.18.202.1/30
RX: 1512 bytes / 18 packets
TX: 1512 bytes / 18 packets
MTU: 1476

7.4.3.3 BbinonHute komaHgy show interfaces tunnel 2 Ha RouterB gnsi BbiBoga Ha aKpaH

HacTpoek GRE TyHHens

tunnel2

Administrative status: UP

Link: UP

Mode: gre

Multicast: on

Source address: 198.18.2.2
Destination address: 198.18.2.1
IPv4 Address: 198.18.202.2/30
RX: 3024 bytes / 36 packets
TX: 3024 bytes / 36 packets
MTU: 1476
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7.4.3.4 BoinonHute komaHgy tcpdump eth1 Ha RouterB

MHKancynaunuy, npoxogdawmx 4epes TyHHENb, NakeToB

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 2
17:57:19.687540 IP 198.18.2.1 > 198.18.2.2: GREVO, length 88
seq 1, length 64
17:57:19.687655 IP 198.18.2.2 > 198.18.2.1: GREVO, length 88
seq 1, length 64

17:57:20.719149 IP 198.18.2.1 > 198.18.2.2: GREVO, length 88:

seq 2, length 64

17:57:20.719215 IP 198.18.2.2 > 198.18.2.1: GREVO, length 88:

seq 2, length 64

17:57:21.743193 IP 198.18.2.1 > 198.18.2.2: GREVO, length 88:

seq 3, length 64

17:57:21.743249 IP 198.18.2.2 > 198.18.2.1: GREVO, length 88:

seq 3, length 64

17:57:22.767251 IP 198.18.2.1 > 198.18.2.2: GREVO, length 88:

seq 4, length 64

17:57:22.767332 IP 198.18.2.2 > 198.18.2.1: GREVO, length 88:

seq 4, length 64

17:57:23.791303 IP 198.18.2.1 > 198.18.2.2: GREVO, length 88:

seq 5, length 64

17:57:23.791382 IP 198.18.2.2 > 198.18.2.1: GREVO, length 88:

seq 5, length 64

10 packets captured
10 packets received by filter
0 packets dropped by kernel

7.5 HacTtpowuka IPIP

7.5.1 OnucaHne HaCTPOMKHU

62144 bytes
:1P1.1.1.1>2.2.2.2:

:1P2.2.2.2>1.1.1.1:
P1.1.1.1>2.2.2.2:
IP2.222>111.1:
P1.1.1.1>2.2.2.2:
P22.22>1.1.1.1:
IP1.1.1.1>2.2.2.2:
P2222>1.1.1.1:
P1.1.1.1>2.2.2.2:

IP2.2.22>1.11.1:

AN BblBOA4A MPOBEPKM

ICMP echo request, id 31938,
ICMP echo reply, id 31938,
ICMP echo request, id 31938,
ICMP echo reply, id 31938,
ICMP echo request, id 31938,
ICMP echo reply, id 31938,
ICMP echo request, id 31938,
ICMP echo reply, id 31938,
ICMP echo request, id 31938,

ICMP echo reply, id 31938,

Kak nokasaHo Ha pUCYHKe 7/ B KayeCTBe OCHOBHbIX yCTpOIZCTB Bbl6paHbI cepBUCHbIE

MappyTtmnsaTtopbl - RouterA n RouterB.

Ha RouterA HacTpoeHbl nHTepdeucol: ethl.2 - IP address 198.18.2.1/24, tunnel 2 - IP
address 198.18.202.1/30, vlan2 - IP address 201.1.2.1/24.
Ha RouterB HacTtpoeHbl nHTepdencnl: ethl.2 - IP address 198.18.2.2/24, tunnel 2 - IP
address 198.18.202.2/30, vlan2 - IP address 202.2.2.1/24.
Mexgy yctponctBamun RouterA n RouterB HacTpoeH IPIP-TyHHENDb.
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_— —_—

-~ TyHHenbHble WHTEperchl ~
7/ Ipv4: 198.18.202.0/30

IPIP-TyHHeNb

SN eth1.2 eth1.2 TEe
a2 a8 e

Ipv4: 198.18.2.1/24 Ipv4:198.18.2.2/24

PucyHok 7 — Cxema Hactponku IPIP-TyHHeENs

7.5.2 3Tanbl HaCTPOMKMU

7.5.2.1 Bongnte B pexum rnobanbHOM KoHdUrypaumMm Ha YCTpoMCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHMs, OOHUM U3 FNaBHbIX LIAroB, ABNAETCA BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumMoHHbIA PeXnM - 3TO OAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHPUIrypauUMOHHOM pexmme MOXHO U3MEHATb HACTPOMKU  UHTEpPdEencosB,

MapLupyTM3aumto, 6e3onacHoOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

7.5.2.2 BbinonHute HacTpounky RouterA

7.5.2.2.1 HactpownTte cab-nHtepdenc

RouterA(config)#interface eth1.2
RouterA(config-if-[eth1.2])#vid 2 ethertype 0x8100
RouterA(config-if-[eth1.2])#no shutdown
RouterA(config-if-[eth1.2])#ip address 198.18.2.1/24
RouterA(config-if-[eth1.2])#exit

—_— — — —

7.5.2.2.2 HacTtpownTte nntepdenc tunnel2
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RouterA(config)#interface tunnel 2

RouterA(config-[tunnel2])#tunnel mode ipip source 198.18.2.1 destination 198.18.2.2
RouterA(config-[tunnel2])#no shutdown

RouterA(config-[tunnel2])#ip mtu 1476

RouterA(config-[tunnel2])#ip address 198.18.202.1/30

RouterA(config-[tunnel2])#ip multicast

RouterA(config-[tunnel2])#exit

7.5.2.2.3 Hactpounte nHtepgenc lo1

RouterA(config)#interface lol
RouterA(config-if-[vlan2])#no shutdown
RouterA(config-if-[vlan2])#ip address 1.1.1.1/24
RouterA(config-if-[vlan2])#exit

7.5.2.2.4 HactponTte MapLupyTmsauuto

RouterA(config)#ip route 2.2.2.2/32 198.18.202.2 RouterA(config)#end

7.5.2.3 BbinonHute HacTponky RouterB

7.5.2.3.1 HactponTe cab-nHtepdenc

RouterB(config)tinterface eth1.2
RouterB(config-if-[eth1.2])#vid 2 ethertype 0x8100
RouterB(config-if-[eth1.2])#no shutdown
RouterB(config-if-[eth1.2])#ip address 198.18.2.2/24
RouterB(config-if-[eth1.2])#exit

—_— — — —

7.5.2.3.2 HacTtpownTte nntepdgenc tunnel2

RouterB(config)#interface tunnel 2

RouterB(config-[tunnel2])#tunnel mode ipip source 198.18.2.2 destination 198.18.2.1
RouterB(config-[tunnel2])#no shutdown

RouterB(config-[tunnel2])#ip mtu 1476

RouterB(config-[tunnel2])#ip address 198.18.202.2/30

RouterB(config-[tunnel2])#ip multicast

RouterB(config-[tunnel2])#exit

7.5.2.3.3 Hactponte uHtepgenc vian2
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RouterB(config)#interface lol
RouterB(config-if-[vlan2])#no shutdown
RouterB(config-if-[vlan2])#ip address 2.2.2.2/32
RouterB(config-if-[vlan2])#exit

7.5.2.3.4 HactpounTte mapLupyTmMsauuio

RouterB(config)#ip route 1.1.1.1/32 198.18.202.1RouterB(config)#end

7.5.2.4 CoxpaHuTe HacTpourKu

Mcnonb3yinte komaHay write <name> gnsi CoxpaHeHNa HacTPOeK Ha YCTponcTBax

@ HanomuHaHue

Router#write <name>

7.5.3MpoBepka HacTpoek
7.5.3.1 BuinonHute komaHay ping 198.18.2.2 Ha RouterA ans npoBepkn CBA3aHHOCTU

mexay RouterA n RouterB

PING 198.18.2.2 (198.18.2.2) 56(84) bytes of data.

64 bytes from 198.18.2.2: icmp_seq=1 ttl=64 time=1.04 ms
64 bytes from 198.18.2.2: icmp_seq=2 ttl=64 time=1.01 ms
64 bytes from 198.18.2.2: icmp_seq=3 ttl=64 time=0.939 ms
64 bytes from 198.18.2.2: icmp_seq=4 ttl=64 time=1.02 ms
64 bytes from 198.18.2.2: icmp_seq=5 ttl=64 time=0.974 ms

7.5.3.2 BbinonHute komangy ping 198.18.2.1 Ha RouterB gns npoBepku CBA3AHHOCTU

mexay RouterA n RouterB

PING 198.18.2.1 (198.18.2.1) 56(84) bytes of data.

64 bytes from 198.18.2.1: icmp_seq=1 ttl=64 time=1.01 ms
64 bytes from 198.18.2.1: icmp_seq=2 ttl=64 time=0.954 ms
64 bytes from 198.18.2.1: icmp_seq=3 ttl=64 time=1.00 ms
64 bytes from 198.18.2.1: icmp_seq=4 ttl=64 time=0.943 ms
64 bytes from 198.18.2.1: icmp_seq=5 ttl=64 time=0.993 ms
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7.5.3.3 BbinonHute komaHay ping 2.2.2.2 source 1.1.1.1 repeat 5Ha RouterA ans

NPOBEpPKM Nepeaayn NakeToB Yepes TYHHENb

PING 2.2.2.2 (2.2.2.2) from 1.1.1.1 : 56(84) bytes of data.
64 bytes from 2.2.2.2: icmp_seq=1 ttlI=64 time=0.721 ms
64 bytes from 2.2.2.2: icmp_seq=2 ttI=64 time=0.632 ms
64 bytes from 2.2.2.2: icmp_seq=3 ttl=64 time=0.600 ms
64 bytes from 2.2.2.2: icmp_seq=4 ttl=64 time=0.608 ms
64 bytes from 2.2.2.2: icmp_seq=5 ttl=64 time=0.600 ms

--- 2.2.2.2 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 78ms
rtt min/avg/max/mdev = 0.600/0.632/0.721/0.048 ms

7.5.3.4 BobinonHute komaHay show interfaces tunnel 2 Ha RouterA gnsi BbiBo4a Ha aKpaH

HacTPOEeK TYHHENS

tunnel2
Link: UP
Mode: ipip
Multicast: on
Source address: 198.18.2.1
Destination address: 198.18.2.2
IPv4 Address: 198.18.202.1/30
RX: 2604 bytes / 31 packets
TX: 2604 bytes / 31 packets
MTU: 1476

7.5.3.5 BobinonHute komaHgy show interfaces tunnel 2 Ha RouterB gnsi BbiBoga Ha aKpaH

HaCTPOEK TYHHeNS

tunnel2
Link: UP
Mode: ipip
Multicast: on
Source address: 198.18.2.2
Destination address: 198.18.2.1
IPv4 Address: 198.18.202.2/30
RX: 2604 bytes / 31 packets
TX: 2604 bytes / 31 packets
MTU: 1476
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7.5.3.6 BuinonHute komangy tcpdump eth1 Ha RouterB aons BbiBoga npoBepku

MHKancynaunuy, npoxogdawmx 4epes TyHHENb, NakeToB

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1l, link-type EN10MB (Ethernet), capture size 262144 bytes

18:27:57.955626 IP 198.18.2.1 > 198.18.2.2: IP 1.1.1.1 > 2.2.2.2: ICMP echo request, id 32266, seq 1, length 64
(ipip-proto-4)

18:27:57.955723 IP 198.18.2.2 > 198.18.2.1: IP 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 32266, seq 1, length 64 (ipip-
proto-4)

18:27:58.957765 IP 198.18.2.1 > 198.18.2.2: IP 1.1.1.1 > 2.2.2.2: ICMP echo request, id 32266, seq 2, length 64
(ipip-proto-4)

18:27:58.957850 IP 198.18.2.2 > 198.18.2.1: IP 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 32266, seq 2, length 64 (ipip-
proto-4)

18:27:59.981806 IP 198.18.2.1 > 198.18.2.2: IP 1.1.1.1 > 2.2.2.2: ICMP echo request, id 32266, seq 3, length 64
(ipip-proto-4)

18:27:59.981876 IP 198.18.2.2 > 198.18.2.1: IP 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 32266, seq 3, length 64 (ipip-
proto-4)

18:28:01.005855 IP 198.18.2.1 > 198.18.2.2: IP 1.1.1.1 > 2.2.2.2: ICMP echo request, id 32266, seq 4, length 64
(ipip-proto-4)

18:28:01.005932 IP 198.18.2.2 > 198.18.2.1: IP 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 32266, seq 4, length 64 (ipip-
proto-4)

18:28:02.029909 IP 198.18.2.1 > 198.18.2.2: IP 1.1.1.1 > 2.2.2.2: ICMP echo request, id 32266, seq 5, length 64
(ipip-proto-4)

18:28:02.029978 IP 198.18.2.2 > 198.18.2.1: IP 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 32266, seq 5, length 64 (ipip-
proto-4)

10 packets captured
10 packets received by filter
0 packets dropped by kernel

7.6 Hactpouka L2TP

7.6.1 OnucaHne HaCTPOMKMU

Kak nokasaHo Ha pucyHke 8 B Ka4yecTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEpPBUCHbIE
MapLpyTunsaTopsl - RouterA n RouterB.

Ha RouterA HacTpoeHbl uHTepgencel: ethl - IP address 198.18.0.1/24, ppp20 - IP address
198.18.2.1.

Ha RouterB HacTpoeH nHtepdenceol: ethl - IP address 198.18.0.2/24, pppl0 - IP address
expect.

Ha RouterA HacTtpoeH L2TP-cepsep.

Ha RouterB HacTpoeH L2TP-knneHT.
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RouterA RouterB
Server Client
NEl® o ool ethi etht -0 B8O
='n pooo = pn noop
198.18.0.1/24 198.18.0.2/24

PucyHok 8 — Cxema HacTpouku npoTtokona L2TP

7.6.2 3Tanbl HACTPOMKMU

7.6.2.1 Bongnte B pexum rnobanbHoM KoHduUrypaumMm Ha YCTpPOMCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OOAHUM U3 FMaBHbIX LWAroB, ABNAETCS BXOL B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OAMH U3 PEXMMOB KOMaHZAHOW
CTPOKU. B  KOH(pUrypaumMOHHOM peXume MOXHO MU3MEHSATb HACTPOMKU  MHTEePdENCoB,

mMapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

7.6.2.2 Hactpownte L2TP-cepBep Ha RouterA
7.6.2.2.1 HacTtpownTte nntepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.1/24
RouterA(config-if-[eth1])#exit
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7.6.2.2.2 Hactpounte nHtepdenc ppp20

RouterA(config)#tinterface ppp 20
RouterA(config-[ppp20])#mtu 1450
RouterA(config-[ppp20])#ip address local 198.18.2.1
RouterA(config-[ppp20])#ppp authentication chap
RouterA(config-[ppp20])#exit

7.6.2.2.3 Hactponte L2TP-cepBep

RouterA(config)#l2tp server SERVER

RouterA(config-12tp-s-[SERVER])#client lac 0.0.0.0 255.255.255.255
RouterA(config-12tp-s-[SERVER])#ip pool 198.18.2.10 198.18.2.20
RouterA(config-12tp-s-[SERVER])#ip pool gateway 198.18.2.1
RouterA(config-12tp-s-[SERVER])#client authentication name client password istokistok
RouterA(config-12tp-s-[SERVER])#ppp interface 20

RouterA(config-12tp-s-[SERVER])#no shutdown

RouterA(config-12tp-s-[SERVER])#end

»
MpumeyaHue

[Ona nogknoveHns RouterB Ha RouterA coxpaHsaTcsa AaHHble KnneHTa. KomaHaon
client authentication name <client> password <istokistok> 3agaeTtcsa nms client n naponb

istokistok

7.6.2.3 Hactpoute L2TP-knueHT Ha RouterB
7.6.2.3.1 Hactpounte nutepdemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.2/24
RouterB(config-if-[eth1])#exit

7.6.2.3.2 Hactpounte nutepdenc ppp10

RouterB(config)#interface ppp 10
RouterB(config-[ppp10])#mtu 1450
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RouterB(config-[ppp10])#ip address expect
RouterB(config-[ppp10])#Hexit

7.6.2.3.3 Hactponte L2TP-knueHT

RouterB(config)#12tp client CLIENT

RouterB(config-12tp-c-[CLIENT])#server 198.18.0.1
RouterB(config-12tp-c-[CLIENT])#authentication name client password istokistok
RouterB(config-12tp-c-[CLIENT])#ppp interface 10
RouterB(config-12tp-c-[CLIENT])#no shutdown
RouterB(config-12tp-c-[CLIENT])#end

7.6.2.4 CoxpaHuTe HacTpOMrKK

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha yCTponcTBax

@ HanomuHaHue

Router#write <name>

7.6.3MpoBepka HacTpoek

7.6.3.1 BobinonHute komaHgy ping 198.18.2.1 Ha RouterB gnga npoBepku coeguHeHns

PING 198.18.2.1 (198.18.2.1) 56(84) bytes of data.

64 bytes from 198.18.2.1: icmp_seq=1 ttl=64 time=1.17 ms
64 bytes from 198.18.2.1: icmp_seq=2 ttl=64 time=1.05 ms
64 bytes from 198.18.2.1: icmp_seq=3 ttl=64 time=1.11 ms
64 bytes from 198.18.2.1: icmp_seq=4 ttl=64 time=1.13 ms
64 bytes from 198.18.2.1: icmp_seq=5 ttl=64 time=1.09 ms

7.6.3.2 BbinonHute komaHay tcpdump eth1 Ha RouterA ons aHanusa Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes

17:10:44.104815 1P 198.18.0.2.1701 > 198.18.0.1.1701: 12tp:[]1(24370/4408) {IP 198.18.2.10 > 198.18.2.1: ICMP
echo request, id 5090, seq 1, length 64}

17:10:44.104928 IP 198.18.0.1.1701 > 198.18.0.2.1701: 12tp:[](782/18942) {IP 198.18.2.1 > 198.18.2.10: ICMP
echo reply, id 5090, seq 1, length 64}

17:10:45.105748 IP 198.18.0.2.1701 > 198.18.0.1.1701: 12tp:[](24370/4408) {IP 198.18.2.10 > 198.18.2.1: ICMP
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echo request, id 5090, seq 2, length 64}

17:10:45.105807 IP 198.18.0.1.1701 > 198.18.0.2.1701: 12tp:[](782/18942) {IP 198.18.2.1 > 198.18.2.10: ICMP
echo reply, id 5090, seq 2, length 64}

17:10:46.106948 IP 198.18.0.2.1701 > 198.18.0.1.1701: 12tp:[](24370/4408) {IP 198.18.2.10 > 198.18.2.1: ICMP
echo request, id 5090, seq 3, length 64}

17:10:46.107025 IP 198.18.0.1.1701 > 198.18.0.2.1701: 12tp:[](782/18942) {IP 198.18.2.1 > 198.18.2.10: ICMP
echo reply, id 5090, seq 3, length 64}

17:10:47.108151 IP 198.18.0.2.1701 > 198.18.0.1.1701: 12tp:[](24370/4408) {IP 198.18.2.10 > 198.18.2.1: ICMP
echo request, id 5090, seq 4, length 64}

17:10:47.108280 IP 198.18.0.1.1701 > 198.18.0.2.1701: 12tp:[](782/18942) {IP 198.18.2.1 > 198.18.2.10: ICMP
echo reply, id 5090, seq 4, length 64}

17:10:48.109345 IP 198.18.0.2.1701 > 198.18.0.1.1701: 12tp:[](24370/4408) {IP 198.18.2.10 > 198.18.2.1: ICMP
echo request, id 5090, seq 5, length 64}

17:10:48.109452 IP 198.18.0.1.1701 > 198.18.0.2.1701: 12tp:[](782/18942) {IP 198.18.2.1 > 198.18.2.10: ICMP
echo reply, id 5090, seq 5, length 64}

7.6.3.3 BbinonHute komaHay show 12tp server Ha RouterA ons BbiBOA4A Ha 3KpaH HaCcTpoek
L2TP cepsepa

L2TP Server SERVER is ON

Allowed networks: 0.0.0.0-255.255.255.255
IP pool: 198.18.2.10-198.18.2.10

IP pool gw: 198.18.2.1

Users: client
psw:gehRopxWSvWLIOAxpbUOOwWA=

PPP interface number: 20

7.6.3.4 BoinonHute komaHgy show I2tp client Ha RouterB ons BbiBoga Ha 3KpaH HacTpoek
L2TP knneHTa

L2TP Client CLIENT is ON

State: OFF

Server IP: 198.18.0.1

Username: client

passwd: gehRopxWSvWLIOAxpbUOOWA=
PPP interface number: 10

7.7 Hactpouka L2TPv3

7.7.10nucaHne HaCTPOMKMU

Kak nokasaHo Ha pucyHke 9 B KayeCTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CepBUCHbIE
MapLupyTunsaTopsl - RouterA n RouterB.
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Ha RouterA HacTpoeHbl uHTepdencol: eth1 - IP address 198.18.2.1/24, loopback-
nHTepdgenc lo1 - 201.1.2.1/32, TyHHenbHbIN HTEpdec I2tp1 - IP address 1.1.1.1/24.

Ha RouterB HactpoeHbl uHTepdenichl: eth1 - IP address 198.18.2.2/24, loopback-
nHTepgenc lo1 - 202.2.2.1/32, TyHHenbHbIN UHTepdenc I2tp1 - IP address 1.1.1.2/24.

Mexgy yctponcteammu RouterA n RouterB HacTpoeH L2TPv3-TyHHenb.

| L2TPv3-TyHHenb
L)

—
00 eth1 ( E ) eth1 0 O
allalalala allalalala

Ipv4:198.18.2.1/24 Ipv4:198.18.2.2/24
l01:201.1.2.1/32 lo1:202.2.2.132

PucyHok 9 — Cxema HacTponku L2TPv3-TyHHens

7.7.2 3Tanbl HACTPOMNKHU

7.7.2.1 Bongnte B pexum rnobanbHoM KoHdurypaumMm Ha YCTpPOMCTBaxX nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro o6opyaoBaHUA, OOAHUM U3 FMaBHbIX LWAroB, ABNAETCS BXOL B
KOHQOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKU. B KOH(UrypaumMOHHOM peXumme MOXHO MU3MEHSATb HACTPOMKU  MHTEePdENCos,

MapLipyTM3aumto, 6e30nacHOCTb U Apyrue napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

7.7.2.2 Hactpoute L2TPv3 TyHHenb Ha RouterA
7.7.2.2.1 Hactpownte nntepgenc ethl

Bepcust 9.0 55



TyHHenupoBaHue MHCTpyKUMS No HacTporke
KPI1I.465614.001-181C3

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.2.1/24
RouterA(config-if-[eth1])#exit

7.7.2.2.2 HactpownTte loopback-uHtepdenc lol

RouterA(config)#interface lol
RouterA(config-if-[lo1])#ip address 201.1.2.1/32
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#exit

7.7.2.2.3 HactpounTe TyHHeNbHbIN nHTepdenc 12tp1

RouterA(config)#interface 12tp 1

RouterA(config-12tp[1])#tunnel source 198.18.2.1 destination 198.18.2.2 local-id 101 remote-id 102
encapsulation udp sourceport 1001 destinationport 2001

RouterA(config-12tp[1])#session local-id 1 remote-id 2

RouterA(config-12tp-ses[1])#ip address 1.1.1.1/24

RouterA(config-12tp-ses[1])#no shutdown
RouterA(config-12tp-ses[1])#exit
RouterA(config-12tp[1])#exit

7.7.2.2.4 HactponTe MapLupyTmMsauuto

RouterA(config)#ip route 202.2.2.1/321.1.1.2
RouterA(config)t#tend

7.7.2.3 Hactponte L2TPv3 TyHHenb Ha RouterB
7.7.2.3.1 Hactpownte nntepgenc ethl

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.2.2/24
RouterB(config-if-[eth1])#exit

7.7.2.3.2 HactpownTe loopback-uHtepdenc lol
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RouterB(config)#interface lol
RouterB(config-if-[lo1])#ip address 202.2.2.1/32
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#exit

7.7.2.3.3 HactpounTe TyHHenNbHbLIN MHTepdenc 12tp1

RouterB(config)#interface 12tp 1

RouterB(config-12tp[1])#tunnel source 198.18.2.2 destination 198.18.2.1 local-id 102 remote-id 101
encapsulation udp sourceport 2001 destinationport 1001

RouterB(config-12tp[1])#session local-id 2 remote-id 1

RouterB(config-12tp-ses[2])#ip address 1.1.1.2/24

RouterB(config-12tp-ses[2])#no shutdown

RouterB(config-12tp-ses[2])#exit

RouterB(config-12tp[1])#exit

7.7.2.3.4 HactponTte MapLupyTmMsauuto

RouterB(config)#ip route 201.1.2.1/32 1.1.1.1
RouterB(config)#end

7.7.2.4 CoxpaHuUTe HacTpOMrKK

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponcTBax

@ HanomuHaHue

Router#write <name>

7.7.3TpoBepkKa HacTpoek
7.7.3.1 BoinonHute komaHay ping 198.18.2.2 Ha RouterA ans npoBepkn CBA3aHHOCTU

mexay RouterA n RouterB

PING 198.18.2.2 (198.18.2.2) 56(84) bytes of data.

64 bytes from 198.18.2.2: icmp_seq=1 ttl=64 time=1.03 ms
64 bytes from 198.18.2.2: icmp_seq=2 ttl=64 time=0.935 ms
64 bytes from 198.18.2.2: icmp_seq=3 ttl=64 time=0.998 ms
64 bytes from 198.18.2.2: icmp_seq=4 ttl=64 time=0.958 ms
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64 bytes from 198.18.2.2: icmp_seq=5 ttl=64 time=1.00 ms

7.7.3.2 BbuinonHute komaHay ping 198.18.2.1 Ha RouterB ana npoBepkn cBA3aHHOCTU

mexay RouterA n RouterB

PING 198.18.2.1 (198.18.2.1) 56(84) bytes of data.

64 bytes from 198.18.2.1: icmp_seq=2 ttl=64 time=0.987 ms
64 bytes from 198.18.2.1: icmp_seq=3 ttl=64 time=0.949 ms
64 bytes from 198.18.2.1: icmp_seq=4 ttl=64 time=0.992 ms
64 bytes from 198.18.2.1: icmp_seq=5 ttl=64 time=0.935 ms

7.7.3.3 BuinonHute komaHgy ping 202.2.2.1 Ha RouterA gna BbiBoga MNpPOBEPKU

NHKaNcynsauum, NpoxXoasLUmMX Yepes TyHHEerb, NakeToB

PING 202.2.2.1 (202.2.2.1) 56(84) bytes of data.

64 bytes from 202.2.2.1: icmp_seq=1 ttl=64 time=2.13 ms
64 bytes from 202.2.2.1: icmp_seq=2 ttl=64 time=1.04 ms
64 bytes from 202.2.2.1: icmp_seqg=3 ttl=64 time=1.11 ms
64 bytes from 202.2.2.1: icmp_seq=4 ttl=64 time=1.02 ms
64 bytes from 202.2.2.1: icmp_seq=5 ttl=64 time=1.11 ms

7.7.3.4 BoinonHute komaHay show interfaces 12tp Ha RouterA gnsa BbiBOga Ha 3KpaH

HacTpoek L2TPv3 TyHHens

[2tp tunnel 1:
Local IP: 198.18.2.1
Remote IP: 198.18.2.2
Local ID: 101
Remote ID: 102
Encap: udp
Source port: 1001 Dest port: 2001
VRF: default

[2tp session: 12tp1sl
Link: UP
Local ID: 1
Remote ID: 2
IPv4 Address: 1.1.1.1/24
RX: 1370 bytes / 13 packets
TX: 1214 bytes / 13 packets
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7.7.3.5 BbuinonHute komaHgy show interfaces 12tp Ha RouterB ana BbiBoga Ha aKpaH

HacTpoek L2TPv3 TyHHens

[2tp tunnel 1:
Local IP: 198.18.2.2
Remote IP: 198.18.2.1
Local ID: 102
Remote ID: 101
Encap: udp
Source port: 2001 Dest port: 1001
VRF: default

[2tp session: 12tpls2
Link: UP
Local ID: 2
Remote ID: 1
IPv4 Address: 1.1.1.2/24
RX: 19892 bytes / 186 packets
TX: 16922 bytes / 179 packets

7.7.3.6 BbinonHute komaHay tcpdump eth1 Ha RouterB ans aHanusa Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on eth1l, link-type EN1IOMB

(Ethernet), capture size 262144 bytes

02:03:57.526652 IP 198.18.2.1.1001 > 198.18.2.2.2001: UDP, length 110
02:03:57.526764 I1P 198.18.2.2.2001 > 198.18.2.1.1001: UDP, length 110
02:03:58.527872 1P 198.18.2.1.1001 > 198.18.2.2.2001: UDP, length 110
02:03:58.527985 IP 198.18.2.2.2001 > 198.18.2.1.1001: UDP, length 110
02:03:59.529082 1P 198.18.2.1.1001 > 198.18.2.2.2001: UDP, length 110
02:03:59.529141 I 198.18.2.2.2001 > 198.18.2.1.1001: UDP, length 110

7.8 Hactpouka OpenVPN

7.8.1OnucaHne HaCTPOMKHU

B paHHOM npumepe wucnonb3yetcs OpenVPN B kayectBe OCHOBHOro cpefcrtsa Afis

obecneyeHnsa 6e3onacHOro yaaneHHoro goctyna k cetn oguca. B kavyectse cepsepa OpenVPN

BbICTynaeT ycTpouctso RouterA,

KOTOpoe Takke BbINOMHAET (PYHKUMM CEepBUCHOrO

maplpyTusaTopa, RouterB BbicTynaeT KnMeHTOM.

Mexay yctponcteamun RouterA n RouterB HacTpoeH OpenVPN-TyHHeNb.
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Ansa ycnewHon TLS-ayTeHTUdUKALUUM CUHXPOHU3MPOBAHO BPEMSA MeXy YCTPONCTBaMM.
[lna aToro HacTpoeHa CUMHXPOHM3aLUMI0 Ha YCTPOWCTBax C ntp-cepBepoM UMK HacTpouTte ntp-

cepsep Ha RouterA n cnHxpoHnsmpymnte spems RouterB ¢ RouterA.

OpenVPN TyHHens

- 100.0.0.0/24 »

RouterA * A RouterB
server ,° “« Client
L Al

1.1.1.2/30

4
.
p
P
LA eth1
e ipvat1.1.130

2.2.2.2150

o1l
H

PucyHok 10 — Cxema Hactponkmn OpenVPN

7.8.2 9tanbl HacTponkn OpenVPN

7.8.2.1 Bongnte B pexum rnobanbHOM KOHUrypaumMm Ha YCTpOMUCTBax nepen
HaCTPOMKOM

lMpn HacTponke ceTeBoro obopyaoBaHMS, OAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKN. B  KOHUIrYpaUMOHHOM peXUME MOXHO U3MEHATb HACTPOWKM UHTepdencos,

mMapLipyTm3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

7.8.2.2 HactpownTte cepsep OpenVPN RouterA
7.8.2.2.1 Bkntounte cepsep TFTP ana nepegayn ceptudukatoB U yganute cTtapble

KIH0YM, ecnu 3To Heobxoaumo
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RouterA(config)#tftp on
RouterA(config)#tftp clear-files

7.8.2.2.2 HacTtpownTte Bpems Ha RouterA

RouterA(config)#system clock date 01.01.2024
RouterA(config)#system clock time 10:10

7.8.2.2.3 HacTtpownTte nntepdenc eth1

RouterA(config)#tinterface eth1RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 1.1.1.1/30

RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

7.8.2.2.4 Hactponte MapLupyTnsauuio 4o KnneHTa
RouterA(config)#ip route 2.2.2.0/30 1.1.1.2

7.8.2.2.5 Hactponte OPENVPN cepBep
RouterA(config)#vpn server SERVER

7.8.2.2.5.1 Cospgante hannbl kKnoya n ceptudukara cepesepa
RouterA(config-vpnserver-[SERVER])#build-key server static

7.8.2.2.5.2 Beegute nHpopmMaumio o cepBepe (B KBagpaTHbIX CKOOKax ykasblBalOTCS

3Ha4eHunA no ymonanmo).

»
NMpumeyaHue

O6s3aTtenbHbii napameTp Counrty Name, octanbHble ONUUOHANbLHO.
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Country Name (2 letter code) [RU]:RU

State or Province Name (full name) [MSK]:

Locality Name (eg, city) [Moscow]:

Organization Name (eg, company) [YourCompany]:
Organizational Unit Name (eg, section) [changeme]:
Name [changeme]:

Email Address [mail@host.domain]:

Generating server key, please be patient ... OK

7.8.2.2.5.3 CreHepupyinte napameTtpbl Quddun-XennmaHa ans cepsepa

RouterA(config-vpnserver-[SERVER])#build-key server tls verbose

[loXxamTecb OKOHYaHWS reHepaLmmn napameTpoB.

7.8.2.2.5.4 CreHepupyinTe (hansnbl KritoMa 1 cepTudukaTa gns KnmeHTa
RouterA(config-vpnserver-[SERVER])#build-key client CLIENT

Beeante MH(*)OpMaLI,M}O O KIneHTe (B KBagpaTHbIX ckobkax YKa3blBakOTCA 3HaA4YeHUd o

YMOM4YaHuIo).

»
MpumeyaHue

Ob6gaszaTenbHbIn napameTp Counrty Name, ocTtasnbHble ONuUOHansHo.

Country Name (2 letter code) [RU]:RU

State or Province Name (full name) [MSK]:

Locality Name (eg, city) [Moscow]:

Organization Name (eg, company) [YourCompany]:
Organizational Unit Name (eg, section) [changeme]:
Name [changeme]:

Email Address [mail@host.domain]:

Generating client certificate and key ... OK

7.8.2.2.5.5 YkaxuTte pexum TyHHens L3, udp npoTokon nepegayv AaHHbIX N0 TYHHESH,

HoMep nopTa udp, ip-aapec nHTepdeica wan
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RouterA(config-vpnserver-[SERVER])#device tun
RouterA(config-vpnserver-[SERVER])#protocol udp
RouterA(config-vpnserver-[SERVER])#port 5000
RouterA(config-vpnserver-[SERVER])#local address 1.1.1.1

7.8.2.2.5.6 YkaxuTe agpec noaceTtn U3 KOTopown cepsep ByaeT BblgaBaTh |IP-agpeca ans

VPN KnueHToB

RouterA(config-vpnserver-[SERVER])#server-address 100.0.0.0/24

7.8.2.2.6 Bkntounte OpenVPN cepsep

RouterA(config-vpnserver-[SERVER])#no shutdown

7.8.2.2.7 DKcnopTupynte ceptudmkatbl 1 KNoum Ha nokanbHbin TFTP-cepBep RouterA

RouterA(config-vpnserver-[SERVER])#export CLIENT url tftp 127.0.0.1
RouterA(config-vpnserver-[SERVER])#end

7.8.2.3 Hactponte knneHT OpenVPN RouterB
7.8.2.3.1 HacTtpownTte nntepdenc eth2

RouterB(config-if-[eth2])#interface eth2
RouterB(config-if-[eth2])#ip address 2.2.2.1/30
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

7.8.2.3.2 Hactponte MmapLupyTnsauuio 4o cepeepa

RouterB(config)#ip route 1.1.1.0/30 2.2.2.2

7.8.2.3.3 CuHxpoHuaupyente Bpems ¢ RouterA

RouterB(config)#ntp server 1.1.1.1 iburst
RouterB(config)#ntp on
RouterB(config)#system clock synchronize 1.1.1.1
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»
MpumeyaHue

Y6eautecb, YTo RouterB cuHxpoHuaupoBan gaty u Bpemsi ¢ NTP-cepsepom. [Onsa

npocMoTpa TekyLlen aaTbl U BpeMeHu BBeante komaHay show clock

7.8.2.3.4 HactpownTte knueHt OPENVPN

RouterB(config)#vpn client CLIENT
RouterB(config-vpnclient-[CLIENT])#server-address 1.1.1.1 port 5000
RouterB(config-vpnclient-[CLIENT])#device tun
RouterB(config-vpnclient-[CLIENT])#protocol udp

7.8.2.3.5 Imnoptnpynte ceptudumkaTbl N Kntoum Yyepes TFTP ( yaanuTe ctapble Knoun

€Cnun 3To Heobxoanmo)

RouterB(config-vpnclient-[CLIENT])#import url tftp 1.1.1.1
RouterB(config-vpnclient-[CLIENT])#no shutdown
RouterB(config-vpnclient-[CLIENT])#end

7.8.2.4 CoxpaHuTe HaCTPOMKK

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponcTBax

@ HanomuHaHue

Router#write <name>

7.8.3MpoBepka HacTpoek OpenVPN
7.8.3.1 lpoBepbTe ycTaHoBreHne coeanHeHnsa Open-VPN cepBepa 1 KrneHTa BbINOSTHMB

komangy show log vpn server SERVER Ha RouterA, ybeaurtech B NpUCyTCTBUM BbIBOAA.

Mon Nov 27 14:58:54 2023 us=56099 Initialization Sequence Completed
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Mpn ycnewHon TLS-ayteHTudpmkaummn, B xypHane OpenVPN cepBepa npucytcTeyeT

3anucb Peer Connection Initiated

Mon Nov 27 14:59:21 2023 us=202750 2.2.2.1:1194 [CLIENT] Peer Connection Initiated with
[AF_INET]2.2.2.1:1194

Mpun ycnewHom cornacoBaHuu wngpa B XypHane OpenVPN cepBepa npucyTcTByeT
3anucu Outgoing Data Channel: Cipher 'AES-256-GCM, Incoming Data Channel: Cipher 'AES-
256-GCM

Mon Nov 27 14:59:22 2023 us=963745 CLIENT/2.2.2.1:1194 Data Channel: using negotiated cipher 'AES-256-
GCM'

Mon Nov 27 14:59:22 2023 us=963837 CLIENT/2.2.2.1:1194 Data Channel MTU parms [ L:1550 D:1450
EF:50EB:406 ET:0 EL:3 ]

Mon Nov 27 14:59:22 2023 us=964542 CLIENT/2.2.2.1:1194 Outgoing Data Channel: Cipher'AES-256-GCM'
initialized with 256 bit key

Mon Nov 27 14:59:22 2023 us=964609 CLIENT/2.2.2.1:1194 Incoming Data Channel: Cipher'AES-256-GCM'
initialized with 256 bit key

7.8.3.2 lMpoBepbTe ycnewHbin 3anyck OpenVPN knuneHTa
MpoBepbTe 3anucb B XXypHane o6 vHMuManmM3aumm BbINONHMB koMagy show log vpn
client client Ha RouterB. Npu ycTtaHOBNEHMM COEOMHEHNSA KIMEHTa C CEPBEPOM NPMUCYTCBYET

3anncb

Mon Nov 27 14:59:22 2023 Initialization Sequence Complete

lMpoBepbTe cBasaHHOCTb RouerB ¢ RouterA BbinonHue komaHay ping 100.0.0.1 repeat 30

Ha RouterB

PING 100.0.0.1 (100.0.0.1) 56(84) bytes of data.

64 bytes from 100.0.0.1: icmp_seqg=1 ttl=64 time=3.17 ms

64 bytes from 100.0.0.1: icmp_seq=2 ttl=64 time=2.64 ms

64 bytes from 100.0.0.1: icmp_seq=3 ttl=64 time=2.58 ms

64 bytes from 100.0.0.1: icmp_seq=4 ttl=64 time=2.58 ms

64 bytes from 100.0.0.1: icmp_seq=29 ttl=64 time=2.67 ms

64 bytes from 100.0.0.1: icmp_seq=30 ttl=64 time=2.65 ms

--- 100.0.0.1 ping statistics ---

30 packets transmitted, 30 received, 0% packet loss, time 76ms
rtt min/avg/max/mdev = 2.515/2.671/3.171/0.169 ms
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BoinonHute «komangy tcpdump ethl Ha RouterA, ybegutecb, 4TO Tpaduk

NHKancynmpyeTcs

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes

10:29:32.8942701P 2.2.2.1.1194 > 1.1.1.1.5000:
10:29:32.895073 1P 1.1.1.1.5000 > 2.2.2.1.1194:
10:29:33.895362 1P 2.2.2.1.1194 > 1.1.1.1.5000:
10:29:33.895904 1P 1.1.1.1.5000 > 2.2.2.1.1194:
10:29:34.897303 1P 2.2.2.1.1194 > 1.1.1.1.5000:
10:29:34.897816 1P 1.1.1.1.5000 > 2.2.2.1.1194:
10:29:35.8991291P 2.2.2.1.1194 > 1.1.1.1.5000:
10:29:35.899598 1P 1.1.1.1.5000 > 2.2.2.1.1194:

7.9 Hactponka DMVPN

7.9.10nucaHne HaCTPOMKMU

Kak nokasaHO Ha pucyHke 11 B

UDP, length 109
UDP, length 109
UDP, length 109
UDP, length 109
UDP, length 109
UDP, length 109
UDP, length 109
UDP, length 109

Ka4ecTB€ OCHOBHbIX yCTpOVICTB Bbl6paHbI cepBUCHbIE

MappyTusaTopsl - RouterA, RouterB n RouterC.

Ha wmapuwpyTtnsatopax HacTpoeHbl WHTepdenchbl, MapLipyTbl, MOpoTokon IPsec wu

3awmweHHoe TyHHenposaHe DMVPN npu nomoLum gre-TyHHens.
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PucyHok 11 — Cxema HacTtponkn DMVPN

7.9.2 3Ttanbl HaCTPOMKHU

7.9.2.1 Bongute B pexum rnobanbHom

HaCTPOWKOM

Tunnel IP
10.10.10.3/24

KOHoMrypaumm Ha yCTpoucTBax nepes

I'IpM HaCTpOIZKe ceTeBoro O60py)J,OBaHVIFI, OAHUM M3 IMaBHbLIX LWaroB, ABIAETCA BXO4 B

KOH(UIypauUMOHHbIN pexnM. KOHMUrypaumMoHHbIA peXnM - 3TO OAUH U3 PEXMMOB KOMaHLHOM

CTPOKU. B KOH(UrypauuoOHHOM peXume MOXHO U3MEHSTb HaCTPOMKK

MapLipyTM3aumto, 6e30nacHoOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

7.9.2.2 Hactpoute RouterA
7.9.2.2.1 HacTtpownTte nntepdenc eth1

NHTEpPCENCOB,

67
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RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 3.3.3.1/30
RouterA(config-if-[eth1])#exit

7.9.2.2.2 HactpounTe ctatndeckum mapLupyT
RouterA(config)#ip route 0.0.0.0/0 3.3.3.2
7.9.2.2.3 HacTtpownTte nntepdenc tunnell

RouterA(config)#interface tunnell
RouterA(config-[tunnell])#tunnel mode gre source ethl
RouterA(config-[tunnell])#no shutdownRouterA(config-[tunnell])#ip mtu 1400

RouterA(config-[tunnell])#ip nhrpRouterA(config-[tunnell-nhrp])#multicast dynamic

RouterA(config-[tunnell-nhrp])#cisco-authentication istok

(
(
(
RouterA(config-[tunnell1])#ip address 10.10.10.1/24RouterA(config-[tunnell])#ip ttl 255
(
(
(

RouterA(config-[tunnell-nhrp])#exitRouterA(config-[tunnell])#exit
7.9.2.2.4 HactpowuTe iPsec

RouterA(config)#ipsec secret any password istokistok

RouterA(config)#ipsec config ipsec-1
RouterA(config-ipsec-[ipsec-1])#connection start
RouterA(config-ipsec-[ipsec-1])#ike-version 2
RouterA(config-ipsec-[ipsec-1])#mode transport
RouterA(config-ipsec-[ipsec-1])#exit

RouterA(config)#interface tunnell

RouterA(config-[tunnell])#ipsec apply ipsec-1
RouterA(config-[tunnell])#exitRouterA(config)#ip nhrp on RouterA(config)t#tend

7.9.2.3 Hactpownte RouterB
7.9.2.3.1 HacTtpownTte untepdenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 1.1.1.1/30
RouterB(config-if-[eth1])#exit
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7.9.2.3.2 HactponTe ctaTuyecknin mapLupyT

RouterB(config)#ip route 0.0.0.0/0 1.1.1.2

7.9.2.3.3 Hactpoute nHtepdenc tunnell

RouterB(config)#tinterface tunnell

RouterB(config-[tunnell])#tunnel mode gre source ethl

RouterB(config-[tunnell])#no shutdown
RouterB(config-[tunnell])#ip mtu 1400
RouterB(config-[tunnell])#ip address 10.10.10.2/24
RouterB(config-[tunnell])#ip ttl 255
RouterB(config-[tunnell])#ip nhrp
RouterB(config-[tunnell-nhrp])#multicast nhs

RouterB(config-[tunnell-nhrp])#cisco-authentication istok
RouterB(config-[tunnell-nhrp])#map 10.10.10.1/24 3.3.3.1 register

RouterB(config-[tunnell-nhrp])#exit
RouterB(config-[tunnell])#exit

7.9.2.3.4 HactpowuTe iPsec

RouterB(config)#ipsec secret any password istokistok

RouterB(config)#ipsec config ipsec-1
RouterB(config-ipsec-[ipsec-1])#connection start
RouterB(config-ipsec-[ipsec-1])#ike-version 2
RouterB(config-ipsec-[ipsec-1])#mode transport
RouterB(config-ipsec-[ipsec-1])#exit
RouterB(config)#tinterface tunnell
RouterB(config-[tunnell])#ipsec apply ipsec-1
RouterB(config-[tunnell])#exit
RouterB(config)#ip nhrp on

RouterB(config)#end

7.9.2.4 Hactpoute RouterC
7.9.2.4.1 HactpownTte nntepdenc eth1

RouterC(config)#tinterface ethl
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#no ip address dhcp
RouterC(config-if-[eth1])#ip address 2.2.2.1/30
RouterC(config-if-[eth1])#exit
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7.9.2.4.2 HactponTe cTaTM4ecKyo MapLupyTusawmio
RouterC(config)#ip route 0.0.0.0/0 2.2.2.2
7.9.2.4.3 HactpouTe 3awmuieHHoe TyHHenuposaHne DMVPN

RouterC(config)#tinterface tunnell
RouterC(config-[tunnell])#tunnel mode gre source ethl
RouterC(config-[tunnell])#no shutdown
RouterC(config-[tunnell])#ip mtu 1400
RouterC(config-[tunnell])#ip address 10.10.10.3/24
RouterC(config-[tunnell])#ip ttl 255
RouterC(config-[tunnell])#ip nhrp
RouterC(config-[tunnell-nhrp])#multicast nhs
RouterC(config-[tunnell-nhrp])#cisco-authentication istok
RouterC(config-[tunnell-nhrp])#map 10.10.10.1/24 3.3.3.1 register
RouterC(config-[tunnell-nhrp])#exit
RouterC(config-[tunnell])#exit

7.9.2.4.4 HactpowuTe iPsec

RouterC(config)#tipsec secret any password istokistok
RouterC(config)#ipsec config ipsec-1
RouterC(config-ipsec-[ipsec-1])#connection start
RouterC(config-ipsec-[ipsec-1])#ike-version 2
RouterC(config-ipsec-[ipsec-1])#mode transport
RouterC(config-ipsec-[ipsec-1])#exit
RouterC(config)#interface tunnell
RouterC(config-[tunnell])#ipsec apply ipsec-1
RouterC(config-[tunnell])#exit
RouterC(config)#ip nhrp on
RouterC(config)#end

7.9.2.5 CoxpaHuTe HacTpomrKu

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gns COXpaHeHnA HaCTpOEK Ha yCTpOIZCTBaX

@ HanomuHaHue

Router#write <name>
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7.9.3MpoBepka HacTpoek
7.9.3.1 BobinonHute komaHay show ip nhrp Ha RouterC gnga BbiBoga Ha 3kpaH ctaTtyca

NHRP npoTtokona n NHRP-3anucen

Status: ok

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.255/32
Alias-Address: 10.10.10.3

Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.3/32
Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.255/32
Alias-Address: 10.10.10.3

Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.3/32
Flags: up

Interface: tunnell

Type: static

Protocol-Address: 10.10.10.1/24
NBMA-Address: 3.3.3.1

Flags: up

7.9.3.2 BbinonHute komaHay show ip nhrp Ha RouterB ansa BbiBo4a Ha aKpaH craTyca

NHRP npotokona n NHRP-3anucen

Status: ok

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.255/32
Alias-Address: 10.10.10.2

Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.2/32
Flags: up

Interface: tunnell
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Type: local

Protocol-Address: 10.10.10.255/32
Alias-Address: 10.10.10.2

Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.2/32
Flags: up

Interface: tunnell

Type: static

Protocol-Address: 10.10.10.1/24
NBMA-Address: 3.3.3.1

7.9.3.3 BbinonHute komaHay show ip nhrp Ha RouterA ansa BbiBoga Ha aKpaH craTyca

NHRP npoTtokona n NHRP-3anucen

Status: ok

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.255/32
Alias-Address: 10.10.10.1

Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.1/32
Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.255/32
Alias-Address: 10.10.10.1

Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.1/32
Flags: up

Interface: tunnell

Type: dynamic
Protocol-Address: 10.10.10.2/32
NBMA-Address: 1.1.1.1

Flags: up

Expires-In: 118:21

Interface: tunnell

Type: dynamic
Protocol-Address: 10.10.10.3/32
NBMA-Address: 2.2.2.1
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Flags: up
Expires-In: 114:38

7.9.3.4 BobinonHute komaHay show ipsec status all Ha RouterA ans BeiBoga nHopmaummm

O COCTOSIHMM ipSec-coeanHEHNS.

Status of IKE charon daemon (strongSwan 5.9.14, Linux 4.4.165-bfkx, mips):

uptime: 17 minutes, since Sep 04 13:39:31 2024

malloc: sbrk 671744, mmap 0, used 351472, free 320272

worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 8

loaded plugins: charon aes des rc2 sha2 shal md5 mgfl random nonce x509 revocation constraints pubkey
pkcsl pkes7 pkes12 pgp dnskey sshkey pem pkes8 fips-prf gmp curve25519 xcbc cmac hmac kdf gcm drbg attr
kernel-netlink resolve socket-default stroke vici updown xauth-generic counters
Listening IP addresses:

3.33.1

10.10.10.1
Connections:
ipsec-1-tunnell: 3.3.3.1...%any IKEv2
ipsec-1-tunnell: local: [3.3.3.1] uses pre-shared key authentication
ipsec-1-tunnell: remote: uses pre-shared key authentication
ipsec-1-tunnell: child: 3.3.3.1/32[gre] === 0.0.0.0/0[gre] TRANSPORT
ipsec-1-tunnel1-1.1.1.1: 3.3.3.1...1.1.1.1 IKEv2
ipsec-1-tunnell-1.1.1.1: local: [3.3.3.1] uses pre-shared key authentication
ipsec-1-tunnell-1.1.1.1: remote: [1.1.1.1] uses pre-shared key authentication
ipsec-1-tunnell-1.1.1.1: child: 3.3.3.1/32[gre] === 1.1.1.1/32[gre] TRANSPORT
ipsec-1-tunnell-2.2.2.1: 3.3.3.1...2.2.2.1 IKEv2
ipsec-1-tunnell-2.2.2.1: local: [3.3.3.1] uses pre-shared key authentication
ipsec-1-tunnell-2.2.2.1: remote: [2.2.2.1] uses pre-shared key authentication
ipsec-1-tunnel1-2.2.2.1: child: 3.3.3.1/32[gre] ===2.2.2.1/32[gre] TRANSPORT
Security Associations (2 up, 0 connecting):
ipsec-1-tunnell1-2.2.2.1[4]: ESTABLISHED 2 minutes ago, 3.3.3.1[3.3.3.1]...2.2.2.1[2.2.2.1]
ipsec-1-tunnell1-2.2.2.1[4]: IKEv2 SPIs: 879f7ecbd9f01f5f i* acb23e4c7367feb3 r, pre-shared key
reauthentication in 2 hours
ipsec-1-tunnel1-2.2.2.1[4]: IKE proposal: AES_CBC_128/HMAC_SHA1 96/PRF_HMAC_SHA1/MODP_1536
ipsec-1-tunnell1-2.2.2.1{6}: INSTALLED, TRANSPORT, reqid 2, ESP SPIs: c439b2ec_i ceb33ae2 o
ipsec-1-tunnel1-2.2.2.1{6}: AES_CBC_128/HMAC_SHA1 96, 69 bytes i (1 pkt, 177s ago), 218 bytes_o (2 pkts,
177s ago), rekeying in 41 minutes
ipsec-1-tunnel1-2.2.2.1{6}: 3.3.3.1/32[gre] === 2.2.2.1/32[gre]
ipsec-1-tunnell-1.1.1.1[2]: ESTABLISHED 12 minutes ago, 3.3.3.1[3.3.3.1]...1.1.1.1[1.1.1.1]
ipsec-1-tunnell-1.1.1.1[2]: IKEv2 SPIs: aa3477acf2fe29b4_i* 8fa57ce86faaacd2_r, pre-shared key
reauthentication in 2 hours
ipsec-1-tunnell-1.1.1.1[2]: IKE proposal: AES_CBC_128/HMAC_SHA1_96/PRF_HMAC_SHA1/MODP_1536
ipsec-1-tunnel1-1.1.1.1{2}: INSTALLED, TRANSPORT, reqid 1, ESP SPIs: ¢77781cd_i cd7d5a3b_o
ipsec-1-tunnel1-1.1.1.1{2}: AES_CBC_128/HMAC_SHA1_96, 69 bytes_i (1 pkt, 768s ago), 218 bytes_o (2 pkts,
768s ago), rekeying in 31 minutes
ipsec-1-tunnel1-1.1.1.1{2}: 3.3.3.1/32[gre] ===1.1.1.1/32[gre]
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7.9.3.5 BbinonHute komaHay show ipsec status all Ha RouterB ans seiBoga nHopmaummm

O COCTOAHUN ipSGC-COG,D,VIHeHVIﬂ .

Status of IKE charon daemon (strongSwan 5.9.14, Linux 4.4.165-bfkx, mips):

uptime: 13 minutes, since Jul 20 01:26:31 2024

malloc: sbrk 671744, mmap 0, used 297448, free 374296

worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 4

loaded plugins: charon aes des rc2 sha2 shal md5 mgfl random nonce x509 revocation constraints pubkey
pkcs1 pkes7 pkes12 pgp dnskey sshkey pem pkcs8 fips-prf gmp curve25519 xcbc cmac hmac kdf gcm drbg attr
kernel-netlink resolve socket-default stroke vici updown xauth-generic counters
Listening IP addresses:

1.1.1.1

10.10.10.2
Connections:
ipsec-1-tunnell: 1.1.1.1..%any IKEv2
ipsec-1-tunnell: local: [1.1.1.1] uses pre-shared key authentication
ipsec-1-tunnell: remote: uses pre-shared key authentication
ipsec-1-tunnell: child: 1.1.1.1/32[gre] === 0.0.0.0/0[gre] TRANSPORT
ipsec-1-tunnel1-3.3.3.1: 1.1.1.1...3.3.3.1 IKEv2
ipsec-1-tunnell-3.3.3.1: local: [1.1.1.1] uses pre-shared key authentication
ipsec-1-tunnel1-3.3.3.1: remote: [3.3.3.1] uses pre-shared key authentication
ipsec-1-tunnel1-3.3.3.1: child: 1.1.1.1/32[gre] === 3.3.3.1/32[gre] TRANSPORT
Security Associations (1 up, 0 connecting):
ipsec-1-tunnel1-3.3.3.1[2]: ESTABLISHED 13 minutes ago, 1.1.1.1[1.1.1.1]...3.3.3.1[3.3.3.1]
ipsec-1-tunnell1-3.3.3.1[2]: IKEv2 SPIs: aa3477acf2fe29b4 i 8fa57ce86faaacd2_r*, pre-shared key
reauthentication in 2 hours
ipsec-1-tunnel1-3.3.3.1[2]: IKE proposal: AES_CBC_128/HMAC_SHA1_96/PRF_HMAC_SHA1/MODP_1536
ipsec-1-tunnell-3.3.3.1{3}: INSTALLED, TRANSPORT, reqid 1, ESP SPIs: cd7d5a3b_i ¢77781cd_o
ipsec-1-tunnel1-3.3.3.1{3}: AES_CBC_128/HMAC_SHA1_96, 218 bytes_i (2 pkts, 801s ago), 69 bytes_o (1 pkt,
801s ago), rekeying in 32 minutes
ipsec-1-tunnel1-3.3.3.1{3}: 1.1.1.1/32[gre] ===3.3.3.1/32[gre]

7.9.3.6 BoinonHute komaHgy show ipsec status all Ha RouterC gns BbiBoga

MHOPMaLMNK O COCTOSIHUM ipSEC-COeaNHEHMS.

Status of IKE charon daemon (strongSwan 5.9.14, Linux 4.4.165-bfkx, mips):

uptime: 3 minutes, since Sep 04 13:50:00 2024

malloc: sbrk 671744, mmap 0, used 304688, free 367056

worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 4

loaded plugins: charon aes des rc2 sha2 shal md5 mgfl random nonce x509 revocation constraints pubkey
pkcsl pkes7 pkes12 pgp dnskey sshkey pem pkes8 fips-prf gmp curve25519 xcbc cmac hmac kdf gcm drbg attr
kernel-netlink resolve socket-default stroke vici updown xauth-generic counters
Listening IP addresses:

22.2.1

10.10.10.3
Connections:
ipsec-1-tunnell: 2.2.2.1...%any IKEv2
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ipsec-1-tunnell: local: [2.2.2.1] uses pre-shared key authentication

ipsec-1-tunnell: remote: uses pre-shared key authentication

ipsec-1-tunnell: child: 2.2.2.1/32[gre] === 0.0.0.0/0[gre] TRANSPORT

ipsec-1-tunnel1-3.3.3.1: 2.2.2.1...3.3.3.1 IKEv2

ipsec-1-tunnel1-3.3.3.1: local: [2.2.2.1] uses pre-shared key authentication

ipsec-1-tunnel1-3.3.3.1: remote: [3.3.3.1] uses pre-shared key authentication

ipsec-1-tunnel1-3.3.3.1: child: 2.2.2.1/32[gre] === 3.3.3.1/32[gre] TRANSPORT

Security Associations (1 up, 0 connecting):

ipsec-1-tunnel1-3.3.3.1[2]: ESTABLISHED 2 minutes ago, 2.2.2.1[2.2.2.1]...3.3.3.1[3.3.3.1]
ipsec-1-tunnel1-3.3.3.1[2]: IKEv2 SPIs: 879f7ecbd9f01f5f i acb23e4c7367feb3_r*, pre-shared key
reauthentication in 2 hours

ipsec-1-tunnel1-3.3.3.1[2]: IKE proposal: AES_CBC_128/HMAC_SHA1_96/PRF_HMAC_SHA1/MODP_1536
ipsec-1-tunnell-3.3.3.1{3}: INSTALLED, TRANSPORT, reqid 1, ESP SPIs: ceb33ae2_i c439b2ec_o
ipsec-1-tunnel1-3.3.3.1{3}: AES_CBC_128/HMAC_SHA1 96, 218 bytes_i (2 pkts, 158s ago), 69 bytes_o (1 pkt,
158s ago), rekeying in 44 minutes

ipsec-1-tunnel1-3.3.3.1{3}: 2.2.2.1/32[gre] ===3.3.3.1/32[gre]

7.10 Hactpowuka IPsec

7.10.1 OnucaHue HaCTPOMKM

Kak nokasaHo Ha pucyHke 12 B Ka4yeCTBE OCHOBHbIX YCTPOWCTB MCMOMb3YyOTCS TpU
cepBUCHbIX MapLipyTusaTopa - RouterA, RouterB n RouterC.

Ha yctponctBax RouterA, RouterB n RouterC HacTpoeHbl IPsec-uHTepdgencol u
Ha3Ha4deHbl IP-agpeca. MNMpsamoro coceactea mexay RouterA n RouterC Her.

OpraHunsoBaHHO coeauHeHue mexay yaaneHHbimmn cetsmmn 10.10.10.0/24 n 40.40.40.0/24
¢ nomowbio IPsec-TyHHens, obecneunBatowlero wudgpoBaHne Tpaduka, npoxogsilero vyepes

TpaH3nTHbIN RouterB. B TyHHene 6ygeT ncnonb3oBaTbCsa ayTeHTUMKaLNA No KoYy (Naporsto).

IPsec-TyHHenb

RouterA RouterB RouterC

wlo/o/of eth1 eth1 0 pooo K eth2 "=l l=
aajals =2'p poono =g g

20.20.20.1/24 20.20.20.2/24 30.30.30.1/24 30.30.30.2/24
lo1: 10.10.10.1/32 lo1: 40.40.40.1/32

PucyHok 12 — Cxema HacTponkun npoTtokona IPsec
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7.10.2 3Tanbl HAaCTPOMKMU

7.10.2.1 Bongute B pexum rrnobanbHON KOHUrypauum Ha YCTpPoMCTBax nepen
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OOHUM M3 [MaBHbIX LIAroB, ABNAETCHA BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,

MapLupyTM3aumto, 6e3onacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

7.10.2.2 Hactponte RouterA
7.10.2.2.1 Hactpowurte Ipsec

RouterA(config)#ipsec config 1

RouterA(config-ipsec-[1])#remote hash-algorithm shal

RouterA(config-ipsec-[1])#remote dh-group modp1536

RouterA(config-ipsec-[1])#remote encryption-algorithm aes128

RouterA(config-ipsec-[1])#remote authentication-method pre-shared-key

RouterA(config-ipsec-[1])#remote exchange-mode main
(
(
(
(
(

RouterA(config-ipsec-[1])#sa encryption-algorithm aes128
RouterA(config-ipsec-[1])#connection start
RouterA(config-ipsec-[1])#exit

RouterA(config)#ipsec secret 30.30.30.2 password hello

)

)
RouterA(config-ipsec-[1])#sa hash-algorithm shal
)

)

7.10.2.2.2 HactponTte nHtepgenc lo1

RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 10.10.10.1/32
RouterA(config-if-[lo1])#exit

7.10.2.2.3 HactpounTte nutepdenc eth1

RouterA(config)#interface ethl

Bepcus 9.0 76



TyHHenupoBaHue MHCTpyKUMS No HacTporke
KPI1I.465614.001-181C3

RouterA(config-if-[eth1])#no shutdown

RouterA(config-if-[eth1])#no ip address dhcp

RouterA(config-if-[eth1])#ip address 20.20.20.1/24
RouterA(config-if-[eth1])#ipsec apply 1

RouterA(config-if-[eth1])#ipsec peer 30.30.30.2 source-subnet 10.10.10.0/24
RouterA(config-if-[eth1])#ipsec peer 30.30.30.2 destination-subnet 40.40.40.0/24
RouterA(config-if-[eth1])#exit

7.10.2.2.4 HacTpounte mapLipyTmnsaumio

RouterA(config)#ip route 30.30.30.0/24 20.20.20.2
RouterA(config)#ip route 40.40.40.0/24 30.30.30.2
RouterA(config)t#tend

7.10.2.3 Hactpownte RouterB
7.10.2.3.1 HactpounTte nutepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 20.20.20.2/24
RouterB(config-if-[eth1])#exit

7.10.2.3.2 HactpownTte nHtepdenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 30.30.30.1/24
RouterB(config-if-[eth2])#end

7.10.2.4 Hactpownte RouterC
7.10.2.4.1 HactpowuTte Ipsec

RouterC(config)#ipsec config 1

RouterC(config-ipsec-[1])#remote hash-algorithm shal
RouterC(config-ipsec-[1])#remote dh-group modp1536
RouterC(config-ipsec-[1])#remote encryption-algorithm aes128
RouterC(config-ipsec-[1])#remote authentication-method pre-shared-key
RouterC(config-ipsec-[1])#remote exchange-mode main
RouterC(config-ipsec-[1])#sa hash-algorithm shal
RouterC(config-ipsec-[1])#sa encryption-algorithm aes128

—_— — — —
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RouterC(config-ipsec-[1])#connection start
RouterC(config-ipsec-[1])#exit
RouterC(config)#ipsec secret 20.20.20.1 password hello

7.10.2.4.2 HactpounTte nHtepgenc lo1

RouterC(config)#interface lol
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 40.40.40.1/32
RouterC(config-if-[lo1])#exit

7.10.2.4.3 HactpounTte nutepdenc eth2

RouterC(config)#interface eth2

RouterC(config-if-[eth2])#no shutdown

RouterC(config-if-[eth2])#ip address 30.30.30.2/24
RouterC(config-if-[eth2])#ipsec apply 1

RouterC(config-if-[eth2])#ipsec peer 20.20.20.1 source-subnet 40.40.40.0/24
RouterC(config-if-[eth2])#ipsec peer 20.20.20.1 destination-subnet 10.10.10.0/24
RouterC(config-if-[eth2])#exit

7.10.2.4.4 Hactponte MapLpyTnsauuio

RouterC(config)#ip route 20.20.20.0/24 30.30.30.1
RouterC(config)#ip route 10.10.10.0/24 20.20.20.1
RouterC(config)#end

7.10.2.5 CoxpaHuTe HaCTPOWNKn

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacCTPOEeK Ha YCTponCcTBax

@ HanomuHaHue

Router#write <name>
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7.10.3 TlpoBepka HacTpoek
7.10.3.1 BbinonHute komaHay show ipsec status all Ha RouterA ans BbiBoAa Ha 3KpaH

HaCTpOeEK ipsec

Status of IKE charon daemon (strongSwan 5.9.1, Linux 4.4.165-bfkx, mips):
uptime: 13 minutes, since Feb 14 14:24:11 2023
malloc: sbrk 675840, mmap 0, used 261904, free 413936
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 2
loaded plugins: charon aes des rc2 sha2 shal md5 mgfl random nonce x509 revoca
tion constraints pubkey pkcs1 pkcs7 pkcs8 pkes12 pgp dnskey sshkey pem fips-prf
gmp curve25519 xcbc cmac hmac drbg attr kernel-netlink resolve socket-default st
roke vici updown xauth-generic counters
Listening IP addresses:
20.20.20.1
10.10.10.1
Connections:

1:20.20.20.1...30.30.30.2 IKEv1/2

1: local: [20.20.20.1] uses pre-shared key authentication

1: remote: [30.30.30.2] uses pre-shared key authentication

1: child: 10.10.10.0/24 === 40.40.40.0/24 TUNNEL
Security Associations (1 up, 0 connecting):
1[2]: ESTABLISHED 2 minutes ago, 20.20.20.1[20.20.20.1]...30.30.30.2[
30.30.30.2]
1[2]: IKEv2 SPIs: e9de5dea512fa5d7 i 1154a6e0d9645852 r*, pre-shared
key reauthentication in 2 hours
1[2]: IKE proposal: 3DES_CBC/HMAC_MD5_96/PRF_HMAC_MD5/MODP_1024
1{1}: INSTALLED, TUNNEL, reqid 1, ESP SPIs: c6be2de4_i c851516c_o
1{1}: AES_CBC_128/HMAC_SHA2_256_128, 0 bytes_i, 0 bytes_o, rekeying
in 41 minutes
1{1}: 10.10.10.0/24 === 40.40.40.0/24

7.10.3.2 BbinonHuTe KomaHay show ipsec status all Ha RouterC aons BbiBOAa Ha 3KpaH

HaCTpOeEK ipsec

Status of IKE charon daemon (strongSwan 5.9.1, Linux 4.4.165-bfkx, mips):

uptime: 28 seconds, since Dec 12 14:17:23 2015

malloc: sbrk 675840, mmap 0, used 246144, free 429696

worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled:

3

loaded plugins: charon aes des rc2 sha2 shal md5 mgfl random nonce x509 revoca
tion constraints pubkey pkcs1 pkcs7 pkcs8 pkcs12 pgp dnskey sshkey pem fips-prf
gmp curve25519 xcbc cmac hmac drbg attr kernel-netlink resolve socket-default st
roke vici updown xauth-generic counters

Listening IP addresses:

30.30.30.2

40.40.40.1
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Connections:

1:30.30.30.2...20.20.20.1 IKEv1/2

1: local: [30.30.30.2] uses pre-shared key authentication

1: remote: [20.20.20.1] uses pre-shared key authentication

1: child: 40.40.40.0/24 === 10.10.10.0/24 TUNNEL
Security Associations (1 up, 0 connecting):
1[1]: ESTABLISHED 14 seconds ago, 30.30.30.2[30.30.30.2]...20.20.20.1
[20.20.20.1]
1[1]: IKEv2 SPIs: e9de5dea512fa5d7_i* 1154a6e0d9645852 r, pre-shared
key reauthentication in 2 hours
1[1]: IKE proposal: 3DES_CBC/HMAC_MD5_96/PRF_HMAC_MD5/MODP_1024
1{1}: INSTALLED, TUNNEL, reqid 1, ESP SPIs: c851516¢c_i c6be2ded4 o
1{1}: AES_CBC_128/HMAC_SHA2_256_128, 0 bytes_i, 0 bytes_o, rekeying
in 44 minutes
1{1}: 40.40.40.0/24 === 10.10.10.0/24

7.10.3.3 BbinonHute komangy ping 40.40.40.1 source 10.10.10.1 Ha RouterA ans

NMPOBEPKM CBSI3HOCTb MEXAY BHYTPEHHMMMU CETSAMU KIIMEHTOB Ipsec

PING 40.40.40.1 (40.40.40.1) from 10.10.10.1 : 56(84) bytes of data.
64 bytes from 40.40.40.1: icmp_seq=1 tt|=64 time=0.808 ms
64 bytes from 40.40.40.1: icmp_seq=2 ttl=64 time=0.301 ms
64 bytes from 40.40.40.1: icmp_seq=3 ttl=64 time=0.354 ms

7.10.3.4 BbinonHute komaHgy tcpdump eth1 Ha RouterB ana BbiBoga npoBepku

MHKancynaunm npoxogdwmnx 4epes3 TyHHesb nakeTtoB

»
MpumeyaHue

Mo ymonyaHuio ipsec B TYHENIbHOM PEeXWUMe, COOTBETCTBEHHO BUAEH BHELUHWUA |P

agpec n ESP 3aronosok

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
11:02:30.238016 IP 20.20.20.1 > 30.30.30.2: ESP(spi=0xc851516¢,seq=0x18), length 136
11:02:30.239071 IP 30.30.30.2 > 20.20.20.1: ESP(spi=0xc6be2de4,seq=0x18), length 136
11:02:31.239249 IP 20.20.20.1 > 30.30.30.2: ESP(spi=0xc851516¢,seq=0x19), length 136
11:02:31.240408 IP 30.30.30.2 > 20.20.20.1: ESP(spi=0xc6be2de4,seq=0x19), length 136
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8 ®PyHKuumu L2
8.1 Hactpouka mocrTa (bridge)

8.1.1 OnucaHue HaCTPOWUKMU

Kak nokasaHo Ha pucyHke 13 B KayeCTBe€ OCHOBHOIO YCTPOWCTBa BblGpaH CEepBUCHLIN
mapLipyTusatop (fanee RouterA). Bce yctponctsa nogkniodeHsl kK RouterA: PC1, PC2.

Ha RouterA HacTpoeH mocT - 198.18.2.1/24, koTopbi npegHasHayeH ana obbegnHeHust
cermeHToB cetn 192.18.2.2/24 (PC1) n 198.18.2.3/24 (PC2) B oaHy ceTb.

PC1

Ipv4: 198.18.2.2/24

RouterA C

eth1
000

eth2

Ipv4: 198.18.2.3/24

—

PucyHok 13 — Cxema HacTponkmn mocTta

8.1.2 dTanbl HACTPOMUKU CETH

8.1.2.1 BonawnTte B pexxum rnobanbHOm KOHurypawumm

KoHurypauuoHHbIn - pexum - 3TO OAWH W3  PEeXUMMOB KOMaHOHOWM CTpoku. B
KOH(PUIypaLMOHHOM pEeXMME MOXHO WM3MEHSTb HACTPOMKU WMHTEPMENCOB, MapLUpyTU3auuio,

Ge3onacHOCTb M Apyrne napamMmeTpbl YCTPOWCTB.

@ HanomuHaHue

RouterA#configure terminal
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8.1.2.2 Hactponute RouterA

8.1.2.2.1 Bkntouute nHtepcencol eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

8.1.2.2.2 Bkntouunte nHtepdencol eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

8.1.2.2.3 Cosgante MmocToBOWN UHTepdenc n nobasbTe nHTepdencsl eth1 n eth2 B moct

RouterA(config)#tinterface brl
RouterA(config-if-[br1])#ip address 198.18.2.1/24
RouterA(config-if-[brl])#include ethl
RouterA(config-if-[brl])#include eth2

8.1.2.2.4 YcTaHOBUTE BpeMs ycTapeBaHUs 3annucu B Tabnuue KOMMyTauum B CeKyHaax u

nnmMnT Tabnuupl KOMMYyTaLunmn

RouterA(config-if-[brl]

( #ageing-time 600
RouterA(config-if-[br1]

(

(

#max-mac-addresses 100
#no shutdown
t#tend

RouterA(config-if-[brl]
RouterA(config-if-[brl]

—_— — — —

8.1.2.3 CoxpaHuTe HaCTPOMKK

Mcnonb3yinte komaHay write <name> gnsi CoxpaHeHUss HacTpoekK

@ HanomuHaHue

RouterA#write <name>
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8.1.3MpoBepkKa HacTpoekK
8.1.3.1 BuinonHute komaHgy show interfaces br1 Ha RouterA aons npoBepKn HAaCTPOWKM

MOCTa

bri:

Link: UP

IPv4 Address: 198.18.2.1/24
RX: 16066 bytes / 197 packets
TX: 14796 bytes / 172 packets
MTU: 1500

HW Address: 94:3f:bb:00:00:31
IPv6 Address: fe80::963f:bbff:fe00:31/64
Ageing time (s): 600

Max MAC number on port: 100
STP disabled

Mode: 0

Connected interfaces:

ethl

eth2

8.2 Hactpouka norndeckmnx nHrtepcencon (sub interface) Ha WAN-nopTax

8.2.1 OnucaHue HaCTPOWUKMU

Kak nokasaHo Ha pucyHke 14 B KayeCTBe OCHOBHbIX YCTPOMCTB BblOpaHbl CEPBUCHbIE
mMapwpyTnsaTopsl RouterA n RouterB.

Yctponctea obbeamHeHbl B ogHy ceTb - VLAN10, HacTpoeHbl MHTepdencbl Ha noptax
YCTPOWCTB.

Ha RouterA HacTpoeH nHtepgenc eth1.10 - IP address 198.18.2.1/24.

Ha RouterB HacTpoeH nntepdenc eth1.10 - IP address 198.18.2.2/24.
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RouterA RouterB
0 ooog 'O ooog
='n pooo Y oth ='n pooo
eth1.10: 198.18.2.1/24 eth1.10: 198.18.2.2/24

PucyHok 14 — Cxema HacTponkn normyeckmx nutepdencos (sub interface) Ha WAN-nopTtax

8.2.2 dTanbl HACTPOUKU CeTH

8.2.2.1 Bonante B pexum rnobanbHOM KOHUrypaumMm Ha YCTpouCcTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHMs, OOAHUM U3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumuoHHbIA peXnM - 3TO OAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHUIrypauUMOHHOM peXmme MOXHO U3MEHATb HaCTPOWMKM UHTepdencos,

MapLipyTM3aumto, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

8.2.2.2 Hactponte nHtepdenc eth1 Ha RouterA, 3agante nHandukatop u TMN Kagpa
nutepdenca VLAN komaHgowm vid <vid> [ethertype (0x88a8 | 0x8100)], rae 0x88a8 - Tnn dpenma:
Q-in-Q, a 0x8100 - Tnn cpenma: dotlq

RouterA(config)#interface eth1.10
RouterA(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterA(config-if-[eth1.10])#ip address 198.18.2.1/24
RouterA(config-if-[eth1.10])#no shutdown
RouterA(config-if-[eth1.10])#exit
RouterA(config)#interface ethl
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RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#end

8.2.2.3 Hactpounte nutepdenc eth1 Ha RouterB, 3agante vHandgukatop n Tun kagpa
nHtepderica VLAN komaHngon vid <vid> [ethertype (0x88a8 | 0x8100)], rae 0x88a8 - Tun dperima:
Q-in-Q, a 0x8100 - Tnn dpenma: dot1q

RouterB(config)#interface eth1.10
RouterB(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterB(config-if-[eth1.10])#ip address 198.18.2.2/24
RouterB(config-if-[eth1.10])#no shutdown
RouterB(config-if-[eth1.10])#exit
RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#end

8.2.2.4 CoxpaHuTe HacTpPOMrKK

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHUss HacTPOeK

@ HanomuHaHue

Router#write <name>

8.2.3MpoBepkKka HacTpoekK

8.2.3.1 BuinonHute komaHay show interfaces vlan Ha RouterA ans npocmoTpa nogpobHom
KoHurypaumm VLAN mnHTepdencos

eth1.10 vid 10:

Link: UP

IPv4 Address: 198.18.2.1/24

RX: 103036 bytes / 1256 packets

TX: 119402 bytes / 1247 packets

MTU: 1500

HW Address: 94:3f:bb:00:00:31

IPv6 Address: fe80::963f:bbff:fe00:31/64
EtherType: 0x8100

Encapsulation: dotlq
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8.2.3.2 BuinonHute komangy show interfaces vlan Ha RouterB ans npocmoTpa nogpo6Hon
KoHwurypaummn VLAN mnHTepdencos

eth1.10 vid 10:

Link: UP

IPv4 Address: 198.18.2.2/24

RX: 142156 bytes / 1728 packets

TX: 165938 bytes / 1739 packets

MTU: 1500

HW Address: 7a:72:6c:4b:7a:36

IPv6 Address: fe80::7872:6¢cff:fedb:7a36/64
EtherType: 0x8100

Encapsulation: dotlq

8.3 Hactpouka npotokona LLDP

8.3.1 OnnucaHue HaCTPOMKMU

Kak nokaszaHo Ha pucyHke 15 B kayeCTBE€ OCHOBHbIX YCTPOWCTB BblGpaHbl CEPBUCHbIE

MapLpyTunsaTopsl - RouterA n RouterB.

BbinonHeHO ¢u3nMyeckoe MOAKMYEHME W HacTporka cocTaBa 06opydoBaHus
B COOTBETCTBUMN CO CXEMOW NPOBEAEHNsI NPOBEPKMN.

Mexay ycTporcTBaMn HacTpoeH npotokon LLDP.

RouterA RouterB

0 oooo Kl eth2 O ooog
~'pn pooo ='pn poon

PucyHok 15 — Cxema HacTpoviku npotokona LLDP
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8.3.2 9Tanbl HACTPOUKU ceTU

8.3.2.1 Bonante B pexmm rnobanbHOM KOHdUrypaumMm Ha YCTpOWCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 rMNaBHbIX LIAroB, ABMASETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,

MapLupyTM3aumto, 6e3onacHoOCTb U ApyrMe napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

8.3.2.2 Hactponte RouterA

8.3.2.2.1 HactponTte uHtepdenc eth1 n skntounte npotokon LLDP Ha nHTepdenice

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit
RouterA(config)#lldp on
RouterA(config)#end

8.3.2.3 Hactponte RouterB

8.3.2.3.1 HactponTte uHtepdenc eth2 n skntoumte npotokon LLDP Ha nHTepdence

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit
RouterB(config)#lldp on
RouterB(config)#end

8.3.2.4 CoxpaHuTe HacCTpPOMKK

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gnsa COXpaHeHnA HaCTpOEK Ha yCTpOIZCTBaX
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@ HanomuHaHue

Router#write <name>

8.3.3lMpoBepka HacTpoek
8.3.3.1 BuinonHute komaHay show lldp neighbors Ha RouterA 4To6bI NPOBEPUTHL

HaCTPOWKM

LLDP neighbors:

Interface: ethl, via: LLDP, RID: 1, Time: 0 day, 00:00:09
Chassis:
ChassisID: mac 94:3f:bb:00:2d:c5
SysName: RouterB.test.do
SysDescr:  SR-BE Linux 4.4.165-bfkx #0 SMP 2019-08-30 12:36:11.0784 mips
Capability: Bridge, off
Capability: Router, on
Capability: WIlan, off
Capability: Station, off
Port:
PortID: mac 94:3f:bb:00:2d:c6
PortDescr: eth2
TTL: 3600

8.3.3.2 BuinonHute komaHay show lldp neighbors Ha RouterB 4t0o6bI NpOBEPUTHL

HaCTPOMKMK

LLDP neighbors:

Interface: eth2, via: LLDP, RID: 1, Time: 0 day, 00:00:02

Chassis:
ChassisID:  mac 94:3f:bb:00:30:35
SysName: RouterA.test.do
SysDescr:  SR-BE Linux 4.4.165-bfkx #0 SMP 2019-08-30 12:36:11.0784 mips
Capability: Bridge, off
Capability: Router, on
Capability: WIlan, off
Capability: Station, off

Port:
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PortID: mac 94:3f:bb:00:30:35
PortDescr: ethl
TTL: 3600

8.4 Hactpouka npotokona STP

8.4.1 OnucaHue HaCTPOUKMU

Kak nokasaHo Ha pucyHke 16 B KayeCTBE€ OCHOBHbIX YCTPOMCTB BblOpaHbl CEPBUCHbIE
MapupyTtmnsaTtopsbl - RouterA n RouterB.

BbinonHeHO dwm3nyeckoe NOOKMYEHME UM HACTpoMKa cocTaBa 0bOpyaoBaHUS
B COOTBETCTBMM CO CXEMOW NPOBEAEHUS NPOBEPKU.

Mexxay ycTponcTBamMun HacTpoeH npoTokon STP.

RouterA . . RouterB
switchport3 switchport3
nooc O O ooo
aaaa = lalialaala
A—

switchportd switchportd

PucyHok 16 — Cxema HacTponku npoTtokona STP

8.4.2 Jdtanbl HACTPOUKU CETU

8.4.2.1 Bonvante B pexum rnobanbHoM KOHdUrypaumMm Ha YCTpPOWCTBaxX nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUdA, OOAHUM M3 MAaBHbIX LIAroB, SBMSETCA BXO4 B
KOHUTrypaLMOHHbIN peXxuM. KoHMUrypaunoHHbIN PEXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW
CTPOKN. B  KOHPUIrypauUMOHHOM pexmMe MOXHO U3MEHATb HACTPOWMKU UHTEepdEeuncosB,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.
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@ HanomuHaHue

Router#configure terminal

8.4.2.2 Hactponute RouterA

8.4.2.2.1 B komaHgHou cTpoke Bkntounte LAN nHtepdencel switchport3 n switchport4

RouterA(config)#interface switchport 3
RouterA(config-switchport3)#no shutdown
RouterA(config-switchport3)#exit
RouterA(config)#interface switchport 4
RouterA(config-switchport4)#no shutdown
RouterA(config-switchport4)#exit

8.4.2.2.2 YctaHoBuTe TUN npoTokona STP komaHgown spanning-tree mode
RouterA(config)#spanning-tree mode stp

8.4.2.2.3 Bknounte anropuTm spanning-tree Ha ycTtpouctBe (npotokonn STP 6e3

npuoputeTa)

RouterA(config)#spanning-tree on
RouterA(config)#end

8.4.2.3 Hactponte RouterB

8.4.2.3.1 B komaHgHown cTpoke Bkntounte LAN nHtepdencel switchport3 n switchport4

RouterB(config)#tinterface switchport 3RouterB(config-switchport3)#no shutdownRouterB(config-
switchport3)#exitRouterB(config)#interface switchport 4RouterB(config-switchport4)#no
shutdownRouterB(config-switchport4)#exit

8.4.2.3.2 YcTtaHoBuTe TUN npoTokona STP komaHgon spanning-tree mode

RouterB(config)#spanning-tree mode stp
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8.4.2.3.3 BknounTe anroputMm spanning-tree Ha ycTponcTee

RouterB(config)#spanning-tree on

8.4.2.3.4 YctaHoBute npuoputeT STP - 4096, 4ToObl OH Obin BbiIOpaH KOPHEBbLIM

RouterB(config)#spanning-tree priority 4096
RouterB(config)#end

8.4.2.4 CoxpaHuTe HaCTPOMKK

Mcnonb3yinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha YCTponcTBax

@ HanomuHaHue

Router#write <name>

8.4.3MNpoBepkKa HacTpoekK

8.4.3.1 BbinonHuTe koMmaHgy show spanning-tree Ha RouterA ans NpoBepKN HACTPOeK

stpbr CIST info

enabled yes

bridgeid  32768.0.943FBB000036
designated root 32768.0.943FBBO00030
regional root 32768.0.943FBB000036
root port  switchport3 (#3)

path cost 27 internal path cost 0
max age 6 bridge max age 6
forward delay 15 bridge forward delay 15
tx hold count 6 max hops 7
hello time 2 ageing time 300
force protocol version stp

time since topology change 4295
topology change count 11

topology change no

topology change port switchport4
last topology change port switchport3
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8.4.3.2 BbinonHute komaHgy show spanning-tree Ha RouterB ons npoBepkn HacTpoek

stpbr CIST info

enabled yes

bridge id 4096.0.943FBB000036

designated root 4096.0.943FBB000036
regional root 4096.0.943FBB000036

root port none

path cost 0 internal pathcost O
max age 6 bridge max age 6
forward delay 15 bridge forward delay 15
tx hold count 6 max hops 7
hello time 2 ageing time 300
force protocol version stp

time since topology change 5
topology change count 0
topology change no
topology change port None
last topology change port None

8.5 OnucaHue HaCTpPoOMKMn

Kak nokasaHo Ha pucyHKe 17 B Ka4yeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHLIE
MapLpyTunsaTopsl - RouterA n RouterB.

BbinonHeHO  dm3myeckoe NOOKMYEHME UM HACTpoOMKa cocTaBa o0bopyaoBaHUS
B COOTBETCTBMM CO CXEMOW NPOBEAEHMNS NMPOBEPKMU.

Mexxay ycTponctsammn HacTpoeH npoTtokon RSTP.

RouterA RouterB
switchport3 switchport3
0 ooog ‘0 ooog
=D D000 = - ='n pooo
switchport4 switchport4

PucyHok 17 — Cxema HacTponkn npotokona RSTP
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8.5.1 9tanbl HACTPOUKU ceTU

8.5.1.1 Bonvante B pexmm rnobanbHOM KOHdUrypaumMm Ha YCTpPOWCTBaxX nepen
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,

MapLupyTM3aumto, 6e3onacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

8.5.1.2 Hactponte RouterA

8.5.1.2.1 B komaHgHou cTpoke Bkntounte LAN nHtepdencel switchport3 n switchport4

RouterA(config)#interface switchport3
RouterA(config-switchport3)#no shutdown
RouterA(config-switchport3)#exit
RouterA(config)#interface switchport4
RouterA(config-switchport4)#no shutdown
RouterA(config-switchport4)#exit

8.5.1.2.2 YcraHoBuTe Tun npoTtokona RSTP komaHgon spanning-tree mode
RouterA(config)#spanning-tree mode rstp

8.5.1.2.3 Bkntounte anropmtma spanning-tree (npotokonn RSTP 6e3 npuoputeTa) Ha

yCTpOUCTBE

RouterA(config)#spanning-tree on
RouterA(config)#end

8.5.1.3 Hactpoute RouterB
8.5.1.3.1 B komaHgHou cTpoke Bkntounte LAN nHtepdencol switchport3 n switchport4
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RouterB(config)#interface switchport 3
RouterB(config-switchport3)#no shutdown
RouterB(config-switchport3)#exit
RouterB(config)#interface switchport 4
RouterB(config-switchport4)#no shutdown
RouterB(config-switchport4)#exit

8.5.1.3.2 YctaHoBuTe TUN npoTtokona RSTP komaHgon spanning-tree mode

RouterB(config)#spanning-tree mode rstp

8.5.1.3.3 BkrounTe anroputmMa spanning-tree Ha yCTponucTee

RouterB(config)#spanning-tree on

8.5.1.3.4 YcraHoBute npuoputeT RSTP - 4096, 4ToObI OH 6bIN BbIGpaH KOPHEBbLIM

outerB(config)#spanning-tree priority 4096
RouterB(config)#end

8.5.1.4 CoxpaHuTe HaCTPOMKK

Mcnonbayiite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

8.5.2NpoBepkKa HacTpoekK

8.5.2.1 BwinonHuTte komaHgy show spanning-tree Ha RouterA ans NpoBepKn HacTpoek

stpbr CIST info

enabled yes

bridge id 32768.0.943FBB000036
designated root 32768.0.943FBB000030
regional root 32768.0.943FBB000036
root port switchport3 (#3)
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path cost 27 internal path cost 0
max age 6 bridge max age 6
forward delay 15 bridge forward delay 15
tx hold count 6 max hops 7
hello time 2 ageing time 300
force protocol version rstp

time since topology change 4295

topology change count 11

topology change no

topology change port switchport4

last topology change port  switchport3

8.5.2.2 BbinonHuTte komaHgy show spanning-tree Ha RouterB ans npoBepKn HacCTpoek

stpbr CIST info

enabled yes

bridge id 4096.0.943FBB000036
designated root 4096.0.943FBB000036
regional root  4096.0.943FBB000036

root port none

path cost 0 internal path cost 0
max age 6 bridge max age 6
forward delay 15 bridge forward delay 15
tx hold count 6 max hops 7
hello time 2 ageing time 300
force protocol version rstp

time since topology change 5
topology change count 0
topology change no
topology change port switchport3
last topology change port switchport4

8.6 OnucaHue HaCTpPOUKMU

Kak nokazaHo Ha pucyHKke 18 B KayecTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEpPBUCHbIE
MapLupyTtmsaTtopsl - RouterA, RouterB, RouterC.

BbinonHeHO  pu3nyeckoe MOAKMOYEHME UM HACTpoWka coctaBa o0b6opygoBaHus
B COOTBETCTBMM CO CXEMOW NPOBEAEHUS NPOBEPKU.

Mexxay ycTponcTBamu HacTpoeH npotokon MSTP.
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RouterA RouterB
o ~ VLANTO ] T T T T T T Ao !
I — switchport3 I —
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| 8 -g;-l \ | switchport3 =0 Dooo
I
! switchport4 ‘ J switchport4
|
77777777777 e b ==z U
|
| switchport4 switchport3
| 0 0O0Og
| allalaala
—
|
|

VLAN10
VLAN20
RouterC

PucyHok 18 — Cxema HacTponku npoTtokona MSTP

8.6.1 dTtanbl HACTPOUKU CETU

8.6.1.1 Bonvante B pexumm rnobanbHOM KOHdUrypaumMm Ha YCTpPOWCTBaxX nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro o6opyaoBaHUdA, OAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UIypaUMOHHbBIN pexnM. KOHMUrypaumMoHHbIA peXnM - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKU. B KOH(UrypauuMOHHOM peXuMme MOXHO WU3MEHSATb HACTPOMKU UHTEePdENCoB,

MapLipyTM3aumto, 6e30nacHoOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal
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8.6.1.2 HactpouTte RouterA (c npuoputetom 4096 ansa VLAN10)

8.6.1.2.1 B komaHgHom cTpoke Bkntounte LAN nHtepgenc switchport3 Ha RouterA

RouterA(config)#interface switchport3
RouterA(config-switchport3)#no shutdown

8.6.1.2.2 HasHauybTe gaHHoMy nopTy pexum trunk ans padotel ¢ VLAN
RouterA(config-switchport3)#switchport mode trunk

8.6.1.2.3 HasHaybTe VLAN10 n VLAN20 gaHHomy trunk-nopTy

RouterA(config-switchport3)#switchport trunk allowed vlan add 10,20
RouterA(config-switchport3)#exit

8.6.1.2.4 AHanorn4Hble JencTBUS NpomnsBeanTe npu HacTpomnke switchport4 Ha RouterA

RouterA(config)#interface switchport4
RouterA(config-switchport4)#no shutdown
RouterA(config-switchport4)#switchport mode trunk
RouterA(config-switchport4)#switchport trunk allowed vlan add 10,20
RouterA(config-switchport4)#exit

8.6.1.2.5 BHecute VLAN10 n VLAN20 B 6a3y AaHHbIX
RouterA(config)#vlan 10,20

8.6.1.2.6 YcrtaHoBuTe Tnn npotokona MSTP komaHgon spanning-tree mode n Bknwounte

€ro Ha ycTponctee
RouterA(config)#tspanning-tree onRouterA(config)#spanning-tree mode mstp
8.6.1.2.7 3apanTte nmsa permoHa n Homep peBM3MnN Ha JaHHOM YCTPONCTBE

RouterA(config)#spanning-tree mst region 1 revision 1
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8.6.1.2.8 YcrtaHoBuTe napametpbl MSTI 1 npuoputet 4096

RouterA(config)#tspanning-tree mst instance 10 vilan 10
RouterA(config)#spanning-tree mst instance 10 priority 4096
RouterA(config)#tspanning-tree mst instance 20 vlan 20
RouterA(config)t#tend

8.6.1.3 HactpowTte RouterB (c npuoputetom 16834 ona VLAN 20)

8.6.1.3.1 B komaHgHow cTpoke Bkntounte LAN nHtepdenc switchport3

RouterB(config)#interface switchport3
RouterB(config-switchport3)#no shutdown

8.6.1.3.2 HasHaybTe gaHHOMY nopTy pexum trunk ans padotel ¢ VLAN

RouterB(config-switchport3)#switchport mode trunk

8.6.1.3.3 HasHauybTe VLAN10 n VLAN20 gaHHoMy trunk-nopTy

RouterB(config-switchport3)#switchport trunk allowed vlan add 10,20
RouterB(config-switchport3)#exit

8.6.1.3.4 AHanorn4Hble OeNCTBUS Npon3BeanTE Npu HacTponke switchport4 Ha RouterB

RouterB(config)#interface switchport4
RouterB(config-switchport4)#no shutdown
RouterB(config-switchport4)#switchport mode trunk
RouterB(config-switchport4)#tswitchport trunk allowed vlan add 10,20
RouterB(config-switchport4)#exit

8.6.1.3.5 BHecute VLAN10 1 VLAN20 B 623y AaHHbIX

RouterB(config)#vlan 10,20
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8.6.1.3.6 YcraHosuTe T1n npotokona MSTP komaHgon spanning-tree mode n Bknwo4ynTe

€ro Ha ycTpoucTtee

RouterB(config)#spanning-tree on
RouterB(config)#spanning-tree mode mstp

8.6.1.3.7 3apanTte nms permoHa u Homep peBn3nm Ha JaHHOM YCTPOMUCTBE

RouterB(config)#spanning-tree mst region 1 revision 1

8.6.1.3.8 YcraHoBute napameTtpbl MSTI n npnoputeT 16384

RouterB(config)#spanning-tree mst instance 10 vlan 10
RouterB(config)#spanning-tree mst instance 20 vlan 20
RouterB(config)#spanning-tree mst instance 20 priority 16384RouterB(config)#end

8.6.1.4 HactpounTte RouterC (npotokon MSTP)

8.6.1.4.1 B komaHgHou cTpoke Bkntounte LAN nHtepdenc switchport3

RouterC(config)#interface switchport3
RouterC(config-switchport3)#no shutdown

8.6.1.4.2 HasHaubTe gaHHoOMy nopTy pexum trunk ans padotel ¢ VLAN

RouterC(config-switchport3)#switchport mode trunk

8.6.1.4.3 HasHaubTe VLAN10 n VLAN20 gaHHomy trunk-nopTty

RouterC(config-switchport3)#switchport trunk allowed vian add 10,20
RouterC(config-switchport3)#exit

8.6.1.4.4 AHanorn4Hble OeNCTBUS Npomn3BeauTe Npu HacTponke switchport4 Ha RouterC

RouterC(config)#tinterface switchport4
RouterC(config-switchport4)#no shutdown
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RouterC(config-switchport4)#switchport mode trunk
RouterC(config-switchport4)#switchport trunk allowed vlan add 10,20
RouterC(config-switchport4)#exit

8.6.1.4.5 BHecute VLAN10 1 VLAN20 B 623y AaHHbIX

RouterC(config)#vlan 10,20

8.6.1.4.6 YcraHosuTe T1n npotokona MSTP komaHgon spanning-tree mode n Bknwo4ynTe

€ro Ha ycTponcTtee

RouterC(config)##spanning-tree on
RouterC(config)#spanning-tree mode mstp

8.6.1.4.7 3apanTte nms permoHa un Homep peBM3nm Ha JaHHOM YCTPOUCTBE

RouterC(config)#spanning-tree mst region 1 revision 1

8.6.1.4.8 YcrtaHoBute napameTtpbl MSTI

RouterC(config)#spanning-tree mst instance 10 vlan 10
RouterC(config)##spanning-tree mst instance 20 vlan 20RouterC(config)#end

8.6.1.5 CoxpaHuTe HacTpourKu

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEeK Ha YCTponcTBax

@ HanomuHaHue

Router#write <name>
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8.6.2MpoBepka HacTpoekK
8.6.2.1 BbinonHute komaHay show spanning-tree mst instance 10 Ha RouterA ans

npocmoTtpa napametpa MSTI co cBa3aHHbIM VLAN10

stpbr MSTI 10 info

bridge id 32768.10.7A726C4B7CA3
regional root 4096.10.943FBB000033
root port switchport4 (#4)

internal path cost 20000

time since topology change 53209

topology change count 15
topology change no
topology change port switchport3

last topology change port switchport3

8.6.2.2 BbinonHute komaHgy show spanning-tree mst instance 20 Ha RouterA ans

npocmoTtpa napametpa MSTI co cBga3aHHbIM VLANZ20

stpbr MSTI 20 info

bridge id 32768.20.943FBB000033
regional root 16384.20.7A726C4B7CA3
root port switchport3 (#3)

internal path cost 20000

time since topology change 53035

topology change count 1
topology change no
topology change port None

last topology change port switchport3

8.6.2.3 BuinonHute komaHgy show spanning-tree mst instance 10 Ha RouterB ans

npocmoTtpa napametpa MSTI co cea3aHHbIM VLAN10

stpbr MSTI 10 info

bridge id 32768.10.7A726C4B7CA3
regional root 4096.10.943FBB000033
root port switchport4 (#4)

internal path cost 20000

time since topology change 53209
topology change count 15
topology change no

topology change port switchport3
last topology change port switchport3
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8.6.2.4 BuinonHute komaHay show spanning-tree mst instance 20 Ha RouterB gns

npocmoTtpa napametpa MSTI co cBa3aHHbIM VLANZ20

stpbr MSTI 20 info

bridge id 16384.20.7A726C4B7CA3
regional root 16384.20.7A726C4B7CA3
root port none

internal path cost 0

time since topology change 53224

topology change count 13
topology change no
topology change port switchport3

last topology change port switchport3

8.6.2.5 BuinonHute komaHgy show spanning-tree mst instance 10 Ha RouterC ans

npocmoTtpa napametpa MSTI co cBga3aHHbIM VLAN10

stpbr MSTI 10 info

bridge id 32768.10.943FBB000045
regional root 4096.10.943FBB000033
root port switchport4 (#4)

internal path cost 40000

time since topology change 54061

topology change count 3
topology change no
topology change port switchport4

last topology change port switchport4

8.6.2.6 BuinonHute komaHgy show spanning-tree mst instance 20 Ha RouterC gns

npocmoTtpa napametpa MSTI co cBa3aHHbIM VLANZ20

stpbr MSTI 20

info bridge id  32768.20.943FBB000045
regional root 16384.20.7A726C4B7CA3
root port switchport4 (#4)

internal path cost 20000

time since topology change 54064

topology change count 2
topology change no
topology change port switchport4

last topology change port switchport4
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8.7 Hactpowuka L2 acl, L2 filter u L2 mangle list

8.7.1 OnnucaHue HaCTPOWUKMU

Kak nokasaHo Ha pucyHke 19 B KayeCTBe€ OCHOBHbIX YCTPOWCTB WCMNONb3ylTCA ABa
cepBUCHbIX MapLipyTusaTopa - RouterA n RouterB.

K mapuwpyTtusatopy RouterA nogknioyeH PC, Ha koTopoM HacTpoeH IP-agpec
192.168.0.1/24.

Ha RouterA HacTpoeHbl nHTepdeincel eth1 n eth2, moctoBon uHtepdgenc brO n L2 ACL
ans uneTpauun Tpaduka, ocHoBaHHaa Ha VLAN.

Ha RouterB HacTpoeH nHtepdeic eth1, cab nHrepdenc eth1.10 ¢ metkon vian 10.

PC

- vlan10: 192.168.0.3/24 Routeis
192.168.0.1/24 eth1 coon Rk eth1.10 ﬂ. o
2aaa Sslale

PucyHok 19 — Cxema HacTtpownkn L2 ACL

8.7.1.1 OT1anbl HAaCTPOKKM CeTH

8.7.1.1.1 Hactponte uHTepcenc Ha PC u HasHauybTe emy IP-agpec -192.168.0.1/24,
Ha3HaybTe MeTKy vian id 10

8.7.1.1.2 Bongute B pexum rnobanbHOM KoHdUrypaumMm Ha YCTpOWCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OOAHUM U3 MNAaBHbIX LWIAroB, SBMSETCA BXOA B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnMm - 3TO OAUH U3 PEXMMOB KOMaHLHOM
CTPOKU. B KOH(UrypaumMOHHOM peXmme MOXHO MU3MEHSATb HACTPOMKU UHTEePdENCoB,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal
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8.7.1.1.3 HactpounTte RouterA
8.7.1.1.3.1 HactpownTte uHtepgencsl eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit
RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth1])#exit

8.7.1.1.3.2 HacTponte MOCTOBOW UHTEpenc

RouterA(config)#interface br0
RouterA(config-if-[br0])#no shutdown
RouterA(config-if-[br0])#include ethl
RouterA(config-if-[br0])#include eth2
RouterA(config-if-[br0])#exit

8.7.1.1.3.3 HacTpounTte KOHTPOSIb JOCTyna

RouterA(config)#l2 access-list vid protocol 0x8100 vian-id 10
RouterA(config)#l2 filter forward deny access-list vid
RouterA(config)t#tend

8.7.1.1.4 Hactponte RouterB

8.7.1.1.4.1 OtkntounTe TeKywmn vian ncnonbayemsin No yMosTHaHUo
RouterB(config)#no interface vlanl
8.7.1.1.4.2 HactpounTte uHtepgenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

8.7.1.1.4.3 HactpownTte cab-nHtepdenc eth1.10
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RouterB(config)#interface eth1.10

RouterB(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterB(config-if-[eth1.10])#no shutdown

RouterB(config-if-[eth1.10])#ip address 192.168.0.3/24
RouterB(config-if-[eth1.10])#end

8.7.1.1.5 CoxpaHunTe HacTPOWKM

Mcnonb3yinte komaHay write <name> ons CoxpaHeHNsa HacTpPOeK Ha YCTponcTBax

@ HanomuHaHue

Router#write <name>

8.7.1.2 lpoBepka HacCTpoek

8.7.1.2.1 BeinonHute komaHay ping 192.168.0.3 Ha PC ana npoBepKM HACTPOEHHbIX
NHTEepdEencoB

PING 192.168.0.3 (192.168.0.3) 56(84) bytes of data.
---192.168.0.3 ping statistics ---

2 packets transmitted, O received, 100% packet loss, time 1002ms

8.7.1.2.2 BeinonHute komangy show 12 filter Ha RouterA gona npocmoTpa HacTpoviku L2
filter

Bridge table: filter

Bridge chain: INPUT, entries: 0, policy: ACCEPT

Bridge chain: FORWARD, entries: 1, policy: ACCEPT

1.-p 802_1Q --vlan-id 10 -j DROP, pcnt = 13 -- bent = 1902
Bridge chain: OUTPUT, entries: 0, policy: ACCEPT

8.7.2HacTpomka L2 mangle list nyrem nameHeHma metku vlian-id

8.7.2.1 OnucaHue HaCTpOnKn

Kak nokasaHO Ha pucyHke 20 B KadeCTBE OCHOBHbIX YCTPOWCTB WCMOMb3YylTCA ABa
CepBUCHbIX MapLupyTmsaTopa - RouterA n RouterB.

K wmapuwpyTtnsatopy RouterA nogknioyeH PC, Ha koTopoM HacTpoeH IP-agpec
192.168.0.1/24.
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Ha RouterA HacTpoeHbl nHtepdencel eth1 n eth2, moctoBon nHtepgenc br0 n nameHeHa
meTka vlan-id B L2 ACL.

Ha RouterB HacTpoeH nHTepeinc eth1, cab nHrepdenc eth1.10 ¢ metkom vian 10.

RouterA RouterB

192.168.0.3/24
192.68.0.1/24 5 0 oooo a: O 0ooo
‘B Boon :
eth1 eth2 eth1.10 0 Boea

PucyHok 20 — Cxema HacTponku L2 mangle list

8.7.2.2 JT1anbl HACTPOWKM CETH

8.7.2.2.1 HasHauybTe IP-agpec - 192.68.0.1/24 Ha PC

8.7.2.2.2 Bongnute B pexum rnodanbHOM KOHUrypaumm Ha ycTpoucTBax nepes
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 rNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumuoHHbIA peXnM - 3TO OAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B KOHUIYpaUMOHHOM peXUME MOXHO U3MEHATb HACTPOWKM UHTepdencos,

MapLupyTM3aumto, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

8.7.2.2.3 Hactponte RouterA
8.7.2.2.3.1 HactpownTte untepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit
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8.7.2.2.3.2 Hactpownte nntepdenc eth2

RouterA(config)#tinterface eth2
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

8.7.2.2.3.3 HactpownTte uHtepgenc br0

RouterA(config)#interface br0
RouterA(config-if-[br0])#no shutdown
RouterA(config-if-[br0])#include ethl
RouterA(config-if-[br0])#include eth2
RouterA(config-if-[br0])#exit

8.7.2.2.3.4 HactpownTe nameHeHne ngeHtmndpukaropa vian id ¢ 10 Ha 20

RouterA(config)#l2 access-list vid protocol 0x8100 vian-id 10
RouterA(config)#l2 mangle-list PREROUTING access-list vid set-vlan-id 20
RouterA(config)t#tend

8.7.2.2.4 HactpounTte RouterB

8.7.2.2.4.1 OtkntounTe TEKywmn vian ncnonb3yembln N0 yMOSTHaHUIo

RouterB(config)#no interface vlianl

8.7.2.2.4.2 Hactponte untepdenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

8.7.2.2.4.3 HactpownTte cab-nHtepdenc eth1.10

RouterB(config)ttinterface eth1.10
RouterB(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterB(config-if-[eth1.10])#no shutdown
RouterB(config-if-[eth1.10])#ip address 192.168.0.3/24
RouterB(config-if-[eth1.10])#end
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8.7.2.2.5 CoxpaHunTe HacTpOWKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

8.7.2.3 TlpoBepka HacTpoek

8.7.2.3.1 BoinonHute komangy ping 192.168.0.3 Ha PC gns NpoBEpPKM HACTPOEHHbIX
NHTEepdEencoB

PING 192.168.0.3 (192.168.0.3) 56(84) bytes of data.

--- 192.168.0.3 ping statistics --- 2
packets transmitted, O received, 100% packet loss, time 1016ms

8.7.2.3.2 BeinonHute komaHgy show 12 mangle-list Ha RouterA ana npocmoTtpa Tabnuubl
mangle list

Bridge table: nat

Bridge chain: PREROUTING, entries: 1, policy: ACCEPT

1.-p 802_1Q --vlan-id 10 -j VLAN --set-vlan-id Ox14 --vlan-target CONTINUE, pcnt = 14 -- bcnt = 188
Bridge chain: OUTPUT, entries: 0, policy: ACCEPT

Bridge chain: POSTROUTING, entries: 0, policy: ACCEPT

8.7.3HacTtpowka pabotbli L2 filter

8.7.3.1 OnucaHue HaCcTponkn

Kak nokasaHo Ha pucyHke 21 B Ka4yecTBe OCHOBHOIO YCTPOWCTBA BblbpaH CEepBUCHbIV
MapLpyTmnsaTop (ganee RouterA).

Ha PC, nogkntoueHHomy K RouterA, HacTpoeH IP-agpec 192.168.0.1/24.

Ha RouterA HacTpoeH nHtepdenc switchport1, moctoson nHtepgenc br0, vian10 n L2
ACL gns domnbTpauumn Tpadumka, ocHoBaHHaa Ha MAC.
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PC RouterA

vian 10
192.168.0.2/24
192.168.0.1/24

switchport1

PucyHok 21 — Cxema HacTpouiku paboTsl L2 filter

8.7.3.2 JT1anbl HAaCTPOKKM CeTH

8.7.3.2.1 HasHaubTe IP-agpec - 192.168.0.1/24 n Ha3Ha4ybTe MeTKy vian id 10 Ha PC

8.7.3.2.2 Hactponte RouterA

8.7.3.2.2.1 Bowngute B pexum rnobanbHOn KoHpuUrypaumm

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 rNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KOHUrypauMOHHbIA peXnm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B KOHPUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKU UHTEPdEnCcoB,

MapLipyTM3aumto, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

RouterA#configure terminal

8.7.3.2.2.2 OtkntounTe TekyLwmm vlan ncnonbdyemMbii N0 yMON4aHuo

RouterA(config)#no interface vlanl

8.7.3.2.2.3 HactpownTte untepdenc switchport1

RouterA(config)#interface switchportl
RouterA(config-switchportl1)#no shutdown
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RouterA(config-switchportl)#switchport access vian 10
RouterA(config-switchportl)#exit

8.7.3.2.2.4 HactpownTte untepgenc vian10

RouterA(config)#interface vlan10
RouterA(config-if-[vlan10])#vid 10 ethertype 0x8100
RouterA(config-if-[vlan10])#no shutdown
RouterA(config-if-[vlan10])#exit

8.7.3.2.2.5 HactpownTte uHtepgenc br0

RouterA(config)#interface br0
RouterA(config-if-[br0])#no shutdown
RouterA(config-if-[brO])#ip address 192.168.0.2/24
RouterA(config-if-[br0])#include vlan10
RouterA(config-if-[br0])#exit

8.7.3.2.2.6 3anpetute Tpadmk ¢ PC ncnonb3ysa not n cnyyanHsbIn agpec mac

RouterA(config)#l2 access-list macs mac-source not b4:96:91:01:7e:c0
RouterA(config)#l2 filter INPUT deny access-list macs

8.7.3.2.2.7 PaspelumTe Tpadumk ¢ mac agpeca nHtepdenca PC ncnonb3ys HOBbIA CIMCOK

AOCTyna v NONUTUKY permit NOMecTMB NpaBuo Ha 1 No3nLmio

RouterA(config)#12 access-list macs2 mac-source b4:96:91:99:7e:c0
RouterA(config)#I2 filter input position 1 permit access-list macs2
RouterA(config)#end

8.7.3.2.3 CoxpaHnTe HacTpOWKM

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gnsa COXpaHeHnA HaCTpOoOEK Ha yCTpOIZCTBaX

@ HanomuHaHue

RouterA#write <name>
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8.7.3.3 lpoBepka HacTpoek

8.7.3.3.1 BeinonHute komaHay ping 192.168.0.2 Ha PC gns 3anycka ICMP Tpadwuka

PING 192.168.0.2 (192.168.0.2) 56(84) bytes of data.
---192.168.0.2 ping statistics ---
2 packets transmitted, O received, 100% packet loss, time 1001ms

8.7.3.3.2 BoinonHute komaHgy show |2 filter Ha RouterA ansa npocMmoTpa HacTpourku L2

filter Ha ycTponcTse

Bridge chain: INPUT, entries: 2, policy: ACCEPT

1. -s b4:96:91:99:7e:c0 -j ACCEPT, pcnt =3 -- bent = 214
2.-s51b4:96:91:1:7e:c0 -j DROP, pcnt = 13 -- bent = 1218
Bridge chain: FORWARD, entries: 0, policy: ACCEPT
Bridge chain: OUTPUT, entries: 0, policy: ACCEPT

8.8 OnucaHue HacCTpouKu

Kak nokasaHo Ha pUCyHke 22 B Ka4eCTBe OCHOBHbIX YCTPOWCTB UCMOMb3YOTCS CEPBUCHBIE
MapLpyTtmsaTtopsbl - RouterA 1 RouterB.

Ha RouterA n RouterB HacTpoeHbl nHtepdencel n storm-control.

RouterA RouterB

sw1:trunk sw1:trunk

sw2:trunk sw2:trunk

vian10:100.10.10.10/24 vlan10:100.10.10.20/24

PucyHok 22 — Cxema HacTpouikn Storm-control
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8.8.1 9tanbl HACTPOUKU ceTU

8.8.1.1 Bonvante B pexmm rnobanbHOM KOHdUrypaumMm Ha YCTpPOWCTBaxX nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHWs, OOHUM W3 FNaBHbIX LIAroB, ABNSETCA BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,

MapLipyTM3aumto, 6e30nacHOCTb U Apyrve napameTpbl yCTPONCTB.

@ HanomuHaHue

Router#configure terminal

8.8.1.2 Hactponte RouterA

8.8.1.2.1 CospgaunTe NeTnio 1 oTkA4YnTe npotokon STP

RouterA(config)#interface vlan10
RouterA(config-if-[vlan10])#vid 10 ethertype 0x8100
RouterA(config-if-[vlan10])#no shutdown
RouterA(config-if-[vlan10])#ip address 100.10.10.10/24
RouterA(config-if-[vlan10])#exit

RouterA(config)#interface switchportl
RouterA(config-switchportl)#no shutdown
RouterA(config-switchportl)#switchport mode trunk
RouterA(config-switchportl)#switchport trunk allowed vian 10
RouterA(config-switchportl)#exit

RouterA(config)#interface switchport2
RouterA(config-switchport2)#no shutdown
RouterA(config-switchport2)#switchport mode trunk
RouterA(config-switchport2)#switchport trunk allowed vian 10
RouterA(config-switchport2)#end

8.8.1.3 Hactpounte RouterB

8.8.1.3.1 CosganTte NeTnio 1 oTKNo4YMTE NpoTtokon STP

RouterB(config)ttinterface vlan10
RouterB(config-if-[vlan10])#vid 10 ethertype 0x8100
RouterB(config-if-[vlan10])#no shutdown
RouterB(config-if-[vlan10])#ip address 100.10.10.20/24
RouterB(config-if-[vlan10])#exit
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RouterB(config)#interface switchportl
RouterB(config-switchportl)#no shutdown
RouterB(config-switchportl)#switchport mode trunk
RouterB(config-switchportl)#switchport trunk allowed vian 10
RouterB(config-switchport1)#exit

RouterB(config)#tinterface switchport2
RouterB(config-switchport2)#no shutdown
RouterB(config-switchport2)#switchport mode trunk
RouterB(config-switchport2)#switchport trunk allowed vian 10
RouterB(config-switchport2)#exit

8.8.1.4 CoxpaHuTe HaCTPOMKM

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

8.8.2MNpoBepka HacTpoekK

8.8.2.1 BuinonHute komaHgy ping 100.10.10.15 Ha RouterA gnsa nycka ARP 3anpoca Ha
agpec 100.10.10.15

PING 100.10.10.15 (100.10.10.15) 56(84) bytes of data.
From 100.10.10.10 icmp_seq=1 Destination Host Unreachable
From 100.10.10.10 icmp_seq=2 Destination Host Unreachable

8.8.2.2 BbinonHute komaHay show bandwidth-monitor Ha RouterB gnsi BblBo4a Ha 3KpaH

3arpy>eHHOCTU MHTepdEeNCoB

bwm-ng v0.6.2 (delay 1.000s);
input: /proc/net/dev; press 'ctrl-c' to end this

\ iface Rx Tx Total
lo: 0.00 B/s 0.00 B/s 0.00 B/s
mpls-master: 0.00 B/s 0.00 B/s 0.00 B/s
switchport1: 90.86 MB/s 90.86 MB/s 181.71 MB/s
switchport2: 90.86 MB/s 90.85 MB/s 181.71 MB/s
vlan10: 7.34 MB/s 0.00 B/s 7.34 MB/s
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total: 189.06 MB/s 181.71 MB/s 370.77 MB/s

8.8.2.3 BuinonHute komaHay tcpdump vlan10 Ha RouterB ans BbiBoga Ha 3kpaH Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on vlan10, link-type EN1OMB (Ethernet), capture size 262144 bytes
12:36:44.850449 ARP, Request who-has 100.10.10.15 tell 100.10.10.20, length 42
12:36:44.850455 ARP, Request who-has 100.10.10.15 tell 100.10.10.20, length 42
12:36:44.850468 ARP, Request who-has 100.10.10.15 tell 100.10.10.20, length 42
12:36:44.850475 ARP, Request who-has 100.10.10.15 tell 100.10.10.20, length 42
12:36:44.850480 ARP, Request who-has 100.10.10.15 tell 100.10.10.20, length 42

8.8.2.4 HactponTte storm-control Ha nHtepdencax switcport1 n switchport2 Ha RouterB

RouterB(config)#interface switchport 1

RouterB(config-switchportl)#storm-control arp min-rate 306Kbit max-rate 310Kbit
RouterB(config-switchportl)#exit

RouterB(config)#interface switchport 2

RouterB(config-switchport2)#storm-control arp min-rate 306Kbit max-rate 310Kbit
RouterB(config-switchport2)#end

8.8.2.5 BuinonHute komaHgy show bandwidth-monitor ana BblBOga Ha  9KpaH

3arpy>xeHHOCTN MHTEepdENCOB nocre KoHUrypauum KOHTpons paccbinkun ARP naketoB

bwm-ng v0.6.2 (delay 1.000s);
input: /proc/net/dev; press 'ctrl-c' to end this

\ iface Rx Tx Total
lo: 0.00 B/s 0.00 B/s 0.00 B/s
mpls-master: 0.00 B/s 0.00 B/s 0.00 B/s
switchport1: 13.92 KB/s 13.86 KB/s 27.78 KB/s
switchport2: 13.92 KB/s 13.86 KB/s 27.78 KB/s
vlan10: 18.20 KB/s 0.00 B/s 18.20 KB/s
total: 46.04 KB/s 27.73 KB/s 73.76 KB/s

8.8.2.6 BuinonHuTte komaHgy show storm-control cyclic-counters Ha RouterB ans BeiBoga

Ha aKpaH HacTpoek storm-control

Interface Frame type Bytes received Bytes dropped
switchportl arp 12189445 13874101
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switchport2 arp 6921420 68880

8.8.2.7 BbinonHute noBTOpHO kOoMaHAy show storm-control cyclic-counters Ha RouterB

ANs BblBOAA Ha 3KpaH HacTpoek storm-control

Interface Frame type Bytes received Bytes dropped
switchportl arp 12272437 13874437
switchport2 arp 7004412 69216

8.9 OnucaHue HacCTpPoOUKMU

Kak nokasaHo Ha pucyHke 23 B Ka4yeCTBe OCHOBHbIX YCTPOWCTB UCMOSb3YOTCA CEPBUCHbIE
MapLupyTtmsaTopsbl - RouterA, RouterB, RouterC, RouterD.

Ha cepBUCHbIX MapLupyTu3aTopax HacTpOeHbl MHTepeNChl N Ha3HayeHbl IP-agpeca.

Ha RouterA HacTpoeH nutepdenc eth1 - IP address 192.168.0.1/24.

Ha RouterB HacTpoeH nHtepgeic eth1 - IP address 100.10.10.10/24.

Ha RouterC HacTpoeH untepdeiic eth1- IP address 100.10.10.20/24.

Ha RouterD HacTpoeH nHtepdenc eth1- IP address 192.168.0.2/24.

Mexxay cepBuCHbIMU MapLipyTu3aTtopamu HacTpoeH L2ZGRE/GRETAP TyHHesb.

oooo .. 0 Dooo [ [ .. 0 Ooooo .. 0 goooo
opoo =0 pooo \ v/ ='0 oooo ='0 oooo

el =

PucyHok 23 — Cxema HacTtponkn L2ZGRE/GRETAP TyHHens

8.9.1 3Ttanbl HAaCTPOUKM

8.9.1.1 Bovante B pexum rnobanbHOM KOHUrypaumm Ha YCTPOWCTBax nepea
HaCTPOMKOM

Mpu HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FNaBHbIX LIAroB, ABMSETCS BXO4 B

KOHpUTrypaLMOHHbIN peXxuM. KoHMUrypaunoHHbIA PEXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW
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CTPOKN. B  KOHUIrypauUMOHHOM pexmMe MOXHO U3MEHATb HACTPOWMKU UHTEepdEeuncosB,

MapLipyTM3aumto, 6e3onacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

8.9.1.2 Hactponte RouterA

8.9.1.2.1 OTkntounTe TekyLwmm vian ncnonb3yemsin No yMonyaHuio
RouterA(config)#no interface vlanl
8.9.1.2.2 HactpounTte uHtepgenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.1/24
RouterA(config-if-[eth1])#end

8.9.1.3 Hactponute RouterB
8.9.1.3.1 HactponTte uHtepdenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 100.10.10.10/24
RouterB(config-if-[eth1])#exit

8.9.1.3.2 CospganTte TyHHenb GRETAP

RouterB(config)#tinterface tunnell

RouterB(config-[tunnell])#tunnel mode gretap source 100.10.10.10 destination 100.10.10.20
RouterB(config-[tunnell])#no shutdown

RouterB(config-[tunnell])#ip multicast

RouterB(config-[tunnell])#exit
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8.9.1.3.3 Cospgaunte nHtepdemnc vian10 n Hactponte nutepdenc bro

RouterB(config)#interface vlan10
RouterB(config-if-[vlan10])#vid 10 ethertype 0x8100
RouterB(config-if-[vlan10])#no shutdown
RouterB(config-if-[vlan10])#exit
RouterB(config)#interface br0
RouterB(config-if-[br0])#no shutdown
RouterB(config-if-[br0])#include vlan10
RouterB(config-if-[br0])#include tunnell
RouterB(config-if-[br0])#exit

8.9.1.3.4 HactponTte uHtepgenc switchport1

RouterB(config)#interface switchportl
RouterB(config-switchportl)#no shutdown
RouterB(config-switchportl)#switchport access vlan 10
RouterB(config-switchportl)#exit

8.9.1.3.5 [lobaBbTe MapLlpyT A0 ceTu

RouterB(config)#ip route 192.168.0.0/24 tunnell
RouterB(config)t#tend

8.9.1.4 Hactponte RouterC
8.9.1.4.1 HactpounTte uHtepgenc eth1

RouterC(config)#interface ethl
RouterC(config-if-[eth1])#no ip address dhcp
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ip address 100.10.10.20/24
RouterC(config-if-[eth1])#exit

8.9.1.4.2 CospganTte TyHHenb GRETAP

RouterC(config)#tinterface tunnel 1

RouterC(config-[tunnell])#tunnel mode gretap source 100.10.10.20 destination 100.10.10.10

RouterC(config-[tunnell])#no shutdown
RouterC(config-[tunnell])#ip multicast
RouterC(config-[tunnell])#exit
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8.9.1.4.3 CospanTte uHtepgenc vian10 n HacTtponte nHTepdgenc bro

RouterC(config)#tinterface vlan10
RouterC(config-if-[vlan10])#vid 10 ethertype 0x8100
RouterC(config-if-[vlan10])#no shutdown
RouterC(config-if-[vlan10])#exit
RouterC(config)#tinterface br0
RouterC(config-if-[br0])#no shutdown
RouterC(config-if-[br0])#include vilan10
RouterC(config-if-[br0])#include tunnell
RouterC(config-if-[br0])#exit

8.9.1.4.4 HactponTte nopt switchport1

RouterC(config)#tinterface switchportl
RouterC(config-switchport1)#no shutdown
RouterC(config-switchport1)#switchport access vian 10
RouterC(config-switchport1)#exit

8.9.1.4.5 HacTtponte mapwipyTt 0o ceTu

RouterC(config)#ip route 192.168.0.0/24 tunnell
RouterC(config)#tend

8.9.1.5 Hactponte RouterD

8.9.1.5.1 OTkntounTe TekyLwmm vilan ncnonb3yemsin No yMonyaHuio
RouterD(config)#no interface vlianl
8.9.1.5.2 HactponTte uHtepdenc eth1

RouterD(config)#tinterface ethl
RouterD(config-if-[eth1])#no ip address dhcp
RouterD(config-if-[eth1])#no shutdown
RouterD(config-if-[eth1])#ip address 192.168.0.2/24
RouterD(config-if-[eth1])#end
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8.9.1.6 CoxpaHuTe HacTpourKu

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

8.9.2MpoBepkKa HacTpoekK
8.9.2.1 BbinonHute komaHay ping 100.10.10.20 repeat 2 Ha RouterB ansa BbiBOga Ha

9KpaH CBA3HOCTW LLJ1HO30B

PING 100.10.10.20 (100.10.10.20) 56(84) bytes of data.

64 bytes from 100.10.10.20: icmp_seq=1 ttI=64 time=1.02 ms
64 bytes from 100.10.10.20: icmp_seq=2 ttl=64 time=0.971 ms
---100.10.10.20 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 2ms

rtt min/avg/max/mdev = 0.971/0.994/1.018/0.039 ms

8.9.2.2 BbinonHute komaHay ping 192.168.0.2 Ha RouterA ona BbiBOAA Ha 3KpaH

CBA3HOCTU KITMEHTOB

PING 192.168.0.2 (192.168.0.2) 56(84) bytes of data.

64 bytes from 192.168.0.2: icmp_seq=1 ttl=64 time=2.34 ms
64 bytes from 192.168.0.2: icmp_seq=2 ttl=64 time=2.20 ms
---192.168.0.2 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 3ms
rtt min/avg/max/mdev = 2.204/2.272/2.340/0.068 ms

8.9.2.3 BuinonHute «komaHay tcpdump eth1 Ha RouterC gns BbiBOga Ha 3KpaH

ncnonb3osaHnsa GRETAP TyHHens

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes

13:35:28.420781 1P 100.10.10.10 > 100.10.10.20: GREVO, length 102: IP 192.168.0.1 > 192.168.0.2: ICMP echo
request, id 5071, seq 22, length 64

13:35:28.421464 IP 100.10.10.20 > 100.10.10.10: GREVO, length 102: IP 192.168.0.2 > 192.168.0.1: ICMP echo
reply, id 5071, seq 22, length 64
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8.10 OnucaHue HaCTpPOMKHU

Kak nokasaHo Ha pucyHke 24 B Ka4yecTBe OCHOBHOIO YCTPOMCTBa MCMOMb3yeTcs
CEPBUCHbLIN MapLupyTu3aTop - RouterA.

K mapuwpyTtusatopy RouterA nogknioyeH PC, Ha koTopoM HacTpoeH IP-agpec
192.168.3.2/24.

Ha RouterA HacTpoeH VLAN, KOoTOpbI Ha3HayeH uHTepgency switchport1, HasHayeHbl IP-

agipeca 1 HacTpoeH uHTepdenc B pexnme trunk.

PC RouterA

192.168.3.2 192.168.3.1

192.168.3.0/24 pooQ
aaaa

LAN (switchport 1)

PucyHok 24 — Cxema HacTpouku VLAN

8.10.1 3JTanbl HaCTPOMKK CETH

8.10.1.1 Bowuante B pexumm rnobanbHOW KoHdUrypauum Ha YCTPOWCTBE nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUdA, OOAHUM U3 FMaBHbIX LLAroB, ABNSAETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnm - 3TO OOAWH U3 PEXMMOB KOMaHLHOM
CTPOKU. B KOH(UrypaumMOHHOM peXmme MOXHO MU3MEHSATb HACTPOMKU  MHTEPJdENCOB,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

RouterA#configure terminal
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8.10.1.2 Cosgante VLAN Ha ycTponctee
RouterA(config)ttvlan 20

8.10.1.3 HasHauum VLANZ20 nutepdemncy switchport1

RouterA(config)#tinterface switchportl
RouterA(config-switchportl)#switchport mode access
RouterA(config-switchportl)#switchport access vian 20
RouterA(config-switchportl)#no shutdown
RouterA(config-switchport1)#exit

8.10.1.4 Hactpowute IP-agpec Ha VLAN-nHTepdence

8.10.1.4.1 HasHa4bTe cTaTudeckmin IP-agpec

RouterA(config)#interface vlan20
RouterA(config-if-[vlan20])#vid 20
RouterA(config-if-[vlan20])#ip address 192.168.3.1/24
RouterA(config-if-[vlan20])#no shutdown
RouterA(config-if-[vlan20])#exit

8.10.1.5 HacTtponte nutepdgenc B pexumme Trunk

8.10.1.5.1 HactpownTte switchport5 B ka4ecTBe MarucTparnbHOro nopta

RouterA(config)#tinterface switchport5
RouterA(config-switchport5)#switchport mode trunk
RouterA(config-switchport5)#exit

8.10.1.6 HasHaubTe trunk-nopTy cnUcok paspeLueHHbIx VLAN

8.10.1.6.1 HasHaubTe nepeyeHb paspeleHHbix VLAN ans trunk-nopta

RouterA(config)#interface switchport5
RouterA(config-switchport5)#switchport trunk allowed vlan none
RouterA(config-switchport5)#switchport trunk allowed vlan add 20
RouterA(config-switchport5)#no shutdown
RouterA(config-switchport5)#end
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8.10.1.7 CoxpaHuTe HacTpPOMnKK

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEK Ha YCTPONCTBE

@ HanomuHaHue

RouterA#write <name>

8.10.2 [lpoBepkKa HacTpoeK

8.10.2.1 BbinonHute komaHgy show vian all ana nposepkn co3gaHHbix VLAN

VLAN id Name Member ports (t-tagged, u-untagged)
1 default swp2 (u), swp3 (u), swp4 (u), swpb (u), swp7 (u), swp8 (u)
20 VIan0020  swp1(u), swp5(t)

»
MpumeyaHue

Onsa yoanexdnsa VLAN ucnonb3ynTte komangy no vian 20

8.10.2.2 BbinonHute komaHay show interfaces switchport1 gns npoBepku COCTOSHUSA

switchportl

switchportl:

Link: UP

MTU: 10240

Duplex: full

AUtonegotivation: on

Speed: 1000

Supported speed (Mb/s): 10, 100, 1000
Switchport mode access

Switchport access vlan: 20

8.10.2.3 BebinonHute komangy show interfaces vlan20 ons nposepku HacTponkn vian20

vlan20 vid 20:
Link: UP
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Ipv4 Address: 192.168.3.1/24

RX: 13908 bytes / 88 packets

TX: 1764 bytes / 10 packets

MUT: 1500

HW Address: b4:81:bf:00:00:85

Ipv6 Address: fe80::b681:bfff:fe00:85/64
EtherType: 0x8100

Encapsulation: dotlq

8.10.2.4 BbinonHute komaHay show interfaces switchport5 ons npoBepku COCTOSHUSA

switchport5

switchport5:

Link: DOWN

MTU: 10240

Duplex: full

AUtonegotivation: on

Speed: 1000

Supported speed (Mb/s): 10, 100, 1000
Switchport mode trunk

Switchport trunk allowed vlans: 20
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9 ®yHKuum L3
9.1 HasHa4yeHue cTtatuyeckux IP-agpecoB WAN uHTepcpencam

9.1.1 OnncaHue HaCTPOUKMU
B kayecTBe OCHOBHOIO YCTPOWCTBA UCMONb3yeTCs CEPBUCHLIN MapLUpyTu3aTop - RouterA.
Ha RouterA HacTtpoeH nHtepdemc eth1 - IP address 172.16.0.2/16.

9.1.2 3Ttanbl HACTPOUKU CETU

9.1.2.1 Bonante B pexum rnobanbHOM KOHdUrypaumMm Ha YCTpPOWCTBaxX nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro o6opyaoBaHUA, OOAHUM U3 [MaBHbIX LLIAroB, ABNAETCS BXOA B
KOH(UrypauUMOHHbIN pexnMm. KoHMUrypaumuoHHbIA peXnM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpPOKU. B KOH(pUrypaumMOHHOM peXumme MOXHO MU3MEHSATb HAaCTPOMKU  MHTepPdENCcos,

MapLipyTM3aumto, 6e30nacHOCTb U ApyrMe napameTpbl yCTPOUCTB.

@ HanomuHaHue

Router#configure terminal

9.1.2.2 Hactpownute ctatnyecknn IP-agpec 172.16.0.2 ¢ mackon nogcetn 255.255.0.0 gns
WAN-unHTepdenca ethl

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 172.16.0.2 255.255.0.0
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

9.1.2.3 [1na oTMmeHbl cTaTnveckoro |IP-agpeca BBeante kKoMaHabl:

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address
RouterA(config-if-[eth1])#exit
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9.1.2.4 Hactponte ctatnyecknn IP-agpec 172.16.0.2 ¢ mackon nogcetn 255.255.0.0 ans
WAN-unHTepdenca ethl

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#ip address 172.16.0.2/16
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#end

9.1.2.5 CoxpaHuTe HaCTPOMKK

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

9.1.3lpoBepkKa HacTpoeK
9.1.3.1 BuinonHute komaHgy show interfaces eth1 gns npocmoTpa HasHa4YeHHOro agpeca

Ha UHTepdenc

ethl:

Link: UP

IPv4 Address: 172.16.0.2/16

RX: 0 bytes / 0 packets

TX: 968 bytes / 8 packets

MTU: 1500

HW Address: 94:3f:bb:ff:ff:03

IPv6 Address: fe80::963f:bbff:feff:ff03/64

Autonegotiation: on

Duplex: Full

Speed: 1000

Supported speeds (Mb/s): 10, 100, 1000

9.1.3.2 BuinonHute komangy show interfaces brief ansa nposepku IP-agpeca nHtepdgenca

Interface HW Address IPv4 Address  Admin/Link DHCPv4 Description
ethl 7a:72:6c:4b:7a:36 172.16.0.2/16 UP/UP OFF

eth2 7a:72:6¢:4b:7b:b8 unassigned DOWN/DOWN  OFF

switchportl n/a DOWN/DOWN n/a
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switchport2 n/a DOWN/DOWN n/a
switchport3 n/a DOWN/DOWN n/a
switchport4  n/a DOWN/DOWN n/a
switchport5 n/a DOWN/DOWN n/a
switchporté  n/a DOWN/DOWN n/a
switchport7? n/a DOWN/DOWN n/a
switchport8 n/a DOWN/DOWN n/a

9.2 Co3spaHue loopback-uHtepdenca

9.2.1 OnucaHue HaCTPOWUKU

B kauecTBe OCHOBHOIO yCTPOMCTBA UCNOSb3yeTCA CEPBUCHbIN MapLLpyTM3aTop - RouterA.

Ha yctponctBe cosgaH M HactpoeH loopback wHTepdgenc lol - IP address
198.18.100.10/32 .

9.2.2 3tanbl HacTpouku RouterA

9.2.2.1 Bonvante B pexunm rnobanbHOM KOHUrypaumMm Ha YCTpoucTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOHOUIypaLUMOHHbIN pexuM. KoHMUrypaunoHHbIN PEXUM - 3TO OONH U3 PEXUMOB KOMaHLHOW
CTPOKN. B  KOHPUIrypauUMOHHOM pexmmMe MOXHO U3MEHATb HACTPOWMKU UHTEpPdEnCcoB,

mMapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

9.2.2.2 Cospgaunte n HacTpounTe nHtepemnc loopback

RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 198.18.100.10/32
RouterA(config-if-[lo1])#end

9.2.2.3 CoxpaHuTe HaCTpPOMrKK

Mcnonb3ynte komaHay write <name> gns coxpaHeHUsa HacTPOeK Ha YCTponCcTBax
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@ HanomuHaHue

Router#write <name>

9.2.3lpoBepkKa HacTpoekK
9.2.3.1 BuinonHute komaHay ping 198.18.100.10 repeat 4 Ha RouterA gna npoBepku

HacTpoek nHtepemnca loopbackl

PING 198.18.100.10 (198.18.100.10) 56(84) bytes of data.

64 bytes from 198.18.100.10: icmp_seq=1 ttI=64 time=0.057 ms
64 bytes from 198.18.100.10: icmp_seqg=2 ttl=64 time=0.064 ms
64 bytes from 198.18.100.10: icmp_seq=3 ttl=64 time=0.039 ms
64 bytes from 198.18.100.10: icmp_seq=4 ttl=64 time=0.045 ms

---198.18.100.10 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 999ms
rtt min/avg/max/mdev = 0.039/0.051/0.064/0.011 ms

9.3 Hactponka ctaTu4eCcKon MapLipyTm3saumm

9.3.1 OnnucaHue HaCTPOWNKMU

Kak nokasaHo Ha pucyHke 25 B KayecTBE€ OCHOBHOrO YCTPOWCTBaA BblbpaH CepBUCHLIE
MapLpyTtmnsaTtopbl - RouterA n RouterB.

Ha ycTtponctBax HacTtpoeHbl uHTepdencel eth, loopback nHTepdencel n cratuyeckas

MapLwpyTuiaumna mexagy yCTpOIZCTBaMI/I.
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RouterA RouterB
THT TS 198.18.1.0/24 0 0gag
= Oooo =1 oooo
- eth1 eth1 =
Ipvé: 198.18.1.1/24 Ipv4: 198.18.1.2/24
(lo1: 1.1.1.1/32) (lo1: 2.2.2.1/32)

PucyHok 25 — Cxema HaCTpOnKn CTaTU4eCKOM MapLupyTmM3aumnmn

9.3.2 3Tanbl HACTPOUKU CETU

9.3.2.1 Bonante B pexumm rnobanbHOM KOHUrypaumMm Ha YCTpoucTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumMoHHbIA peXnm - 3TO OOAWH U3 PEXMMOB KOMaHLHOM
CTPOKN. B KOHUrypauUMOHHOM pexmme MOXHO U3MEHATb HACTPOMKU  UHTEpPdEnCcoB,

MapLipyTM3aumto, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

9.3.2.2 Hactponte RouterA
9.3.2.2.1 HactpounTte uHtepgenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit
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9.3.2.2.2 Hactpowute loopback nHtepdeic

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#ip address 1.1.1.1/32
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#exit

9.3.2.2.3 HacTtponTe ctatnyeckyo MapLupyT1u3aumto

RouterA(config)#ip route 2.2.2.0/24 198.18.1.2
RouterA(config)t#tend

9.3.2.3 Hactponute RouterB
9.3.2.3.1 HactpounTte nHtepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

9.3.2.3.2 Hactpowute loopback nHtepdeic

RouterB(config)#interface lol
RouterB(config-if-[lo1])#ip address 2.2.2.1/32
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#exit

9.3.2.3.3 HactponTe ctatnyeckyto MapLupyTm3aumto

RouterB(config)#ip route 1.1.1.0/24 198.18.1.1
RouterB(config)#end

9.3.2.4 CoxpaHuTe HaCTPOMKK

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gns COXpaHeHnA HaCTpOEK Ha yCTpOIZCTBaX
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@ HanomuHaHue

Router#write <name>

9.3.3lpoBepka HacTpoekK
9.3.3.1 BbinonHute komaHgy ping 2.2.2.1 repeat 8 Ha RouterA ans NnpoBepKn HaCcTpPoek

cTaTM4eCcKou MapLpyTmn3aumnm

PING 2.2.2.1 (2.2.2.1) 56(84) bytes of data.

64 bytes from 2.2.2.1: icmp_seq=1 ttlI=64 time=1.01 ms
64 bytes from 2.2.2.1: icmp_seq=2 ttlI=64 time=0.995 ms
64 bytes from 2.2.2.1: icmp_seq=3 ttl=64 time=0.972 ms
64 bytes from 2.2.2.1: icmp_seq=4 ttlI=64 time=0.931 ms
64 bytes from 2.2.2.1: icmp_seq=>5 ttl=64 time=0.991 ms
64 bytes from 2.2.2.1: icmp_seq=6 ttI=64 time=0.937 ms
64 bytes from 2.2.2.1: icmp_seq=7 ttl=64 time=1.00 ms
64 bytes from 2.2.2.1: icmp_seq=8 ttl=64 time=0.953 ms
--- 2.2.2.1 ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time 14ms rtt min/avg/max/mdev = 0.931/0.973/1.011/0.047
ms

9.3.3.2 BbinonHute komangy ping 1.1.1.1 repeat 8 Ha RouterB gns npoBepku HacTpoek

CTaTM4eCcKou MapLlpyTmnsaunum

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.

64 bytes from 1.1.1.1: icmp_seq=1 ttI=64 time=0.984 ms
64 bytes from 1.1.1.1: icmp_seq=2 ttlI=64 time=0.969 ms
64 bytes from 1.1.1.1: icmp_seq=3 ttlI=64 time=0.966 ms
64 bytes from 1.1.1.1: icmp_seq=4 ttI=64 time=0.941 ms
64 bytes from 1.1.1.1: icmp_seq=>5 ttl=64 time=0.975 ms
64 bytes from 1.1.1.1: icmp_seq=6 ttI=64 time=0.964 ms
64 bytes from 1.1.1.1: icmp_seq=7 ttI=64 time=0.941 ms
64 bytes from 1.1.1.1: icmp_seq=8 ttlI=64 time=0.974 ms
---1.1.1.1 ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time 14ms rtt min/avg/max/mdev = 0.941/0.964,/0.984/0.026
ms
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9.4 Hactpouka ctatuyeckon mapuwpytusauum IPv6

9.4.1 OnnucaHue HaCTPOWUKMU
Kak nokasaHO Ha pucyHke 26 B KadeCTBE OCHOBHbIX YCTPOWCTB WCMOMb3ylTCA OBa
cepBUCHbIX MapLipyTusatopa - RouterA n RouterB.

Ha ycTtponctBax HacTpoeHbl uHTepdencol eth, loopback nHTepdencel n cratnyeckas

MapLupyTM3auma Mexay yCTponcTBaMum.

RouterA RouterB
L] v eee L] T eee
=B aaaa =N 2aaa
eth1 eth1
IPv6: 2001:db8:1234: :1/64 IPv6: 2001:db8:1234: :2/64
(lo1: 1:1:1:1::1/128) (lo1: 2:2:2:2::1/128)

PucyHok 26 — Cxema HaCTponKu ctatnyeckon mappytmsauum IPv6

9.4.2 3Tanbl HACTPOUKU CETU

9.4.2.1 Bonante B pexum rnobanbHOM KOHdurypaumm Ha YCTpOWCTBax nepea
HaCTPOMKOM

Mpn HacTponke ceTeBoro o6opyaoBaHUA, OOAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OAUH U3 PEXUMOB KOMaHLHOW
CTPOKU. B KOH(UrypauMOHHOM peXmme MOXHO WU3MEHATb HACTPOWKM WHTEPCENCOB,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal
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9.4.2.2 Hactponte RouterA
9.4.2.2.1 HactpounTte uHtepgenc eth1

RouterA(config)#tinterface ethl

RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2001:db8:1234::1/64
RouterA(config-if-[eth1])#exit

9.4.2.2.2 HactpowuTe loopback nHtepdeic

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#ipv6 address 1:1:1:1::1/128
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#exit

9.4.2.2.3 HacTpounTte ctaTUyeckyto MapLupyTusauuto

RouterA(config)#ipv6 route 2:2:2:2::1/64 2001:db8:1234::2
RouterA(config)#tend

9.4.2.3 Hactponte RouterB
9.4.2.3.1 Hactponte uHtepdenc eth1

RouterB(config)#tinterface ethl

RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ipv6 address 2001:db8:1234::2/64
RouterB(config-if-[eth1])#exit

9.4.2.3.2 Hactpownte loopback nHtepdeic

RouterB(config)#tinterface lol
RouterB(config-if-[lo1])#ipv6 address 2:2:2:2::1/128
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#exit

9.4.2.3.3 HacTpounTte ctatnyeckyto MapLupyTusauuto

RouterB(config)#ipv6 route 1:1:1:1::/64 2001:db8:1234::1
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RouterB(config)#end

9.4.2.4 CoxpaHuTe HaCTPOMKK

Mcnonb3yinte komaHay write <name> ons CoxpaHeHUsa HacTPOeK Ha YCTponCcTBax

@ HanomuHaHue

Router#write <name>

9.4.3lMpoBepKa HacTpoek

9.4.3.1 BbinonHuTe KoMaHAy ping ipv6 2:2:2:2::1 repeat 8 Ha RouterA ana npoBepku

HaCTPOeK CTaTU4eCcKon MapLUpyTU3aumnm

PING 2:2:2:2::1(2:2:2:2::1) 56 data bytes

64 bytes from 2:2:2:2::1:
64 bytes from 2:2:2:2::1:
64 bytes from 2:2:2:2::1:
64 bytes from 2:2:2:2::1:
64 bytes from 2:2:2:2::1:
64 bytes from 2:2:2:2::1:
64 bytes from 2:2:2:2::1:
64 bytes from 2:2:2:2::1:

icmp_seq=1 ttlI=64 time=2.04 ms
icmp_seq=2 ttI=64 time=1.03 ms
icmp_seq=3 ttlI=64 time=0.967 ms
icmp_seq=4 ttlI=64 time=1.00 ms
icmp_seq=5 ttlI=64 time=0.980 ms
icmp_seq=6 ttl=64 time=0.950 ms
icmp_seq=7 ttl=64 time=0.971 ms
icmp_seq=8 ttl=64 time=0.985 ms

--- 2:2:2:2::1 ping statistics ---
8 packets transmitted, 8 received, 0% packet loss, time 15ms rtt min/avg/max/mdev = 0.950/1.115/2.038/0.351

ms

9.4.3.2 BbuinonHute komangy ping ipv6 1:1:1:1::1 Ha RouterB ana npoBepku HacTpoek

cTaTUYeckon MapLlpyTU3aumm

PING 1:1:1:1::1(1:1:1:1::1) 56 data bytes

64 bytes from 1:1:1:1::1:
64 bytes from 1:1:1:1::1:
64 bytes from 1:1:1:1::1:
64 bytes from 1:1:1:1::1:
64 bytes from 1:1:1:1::1:

icmp_seq=1 ttlI=64 time=1.03 ms
icmp_seq=2 ttl=64 time=1.01 ms
icmp_seq=3 ttlI=64 time=1.02 ms
icmp_seq=4 ttlI=64 time=0.956 ms
icmp_seq=5 ttlI=64 time=0.959 ms
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9.5 Hactpouka npoTokona aguHamu4yeckom mapipytusauum RIPv2

9.5.1 OnucaHue HaCTPOMUKMU
Kak nokaszaHo Ha pucyHke 27 B KayecTBe OCHOBHbIX YCTPOWCTB WCMONb3YKTCA ABa

cepBUCHbIX MapLipyTusaTopa - RouterA n RouterB.
Ha RouterA HacTpoeH uHtepdgenc eth1 - IP address 198.18.1.1/24, loopback nHTepdenc

- IP address 100.1.1.1/32 n RIP npoTokon.
Ha RouterB HacTpoeH nHtepdenc eth1 - IP address 198.18.1.2/24, loopback nHrepgencoi

- IP address 200.1.1.1/32 1 200.1.1.3/32.
Ha yctpownctee HacTpoeH RIP npoTokorn.

RouterA RouterB
LI
el oth1 eth1
198.18.1.1/24 198.18.1.2/24
lo1: 100.1.1.1/32 lo1: 200.1.1.1/32
lo3: 200.1.1.3/32

PucyHok 27 — Cxema HaCcTponkn NpoToKosia AMHAMMUYECKO MapLIpyTM3aumnm

9.5.2 3Ttanbl HACTPOUKU CETU
KOH(pUrypaumm Ha ycTpoucTBax nepea

9.5.2.1 Bongute B pexum rnobanbHom

HaCTPOWKOM
lMpn HacTponke ceTeBoro obopyaoBaHMS, OOAHUM U3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B

KOHQOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PeXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW
NHTEpPCENCOB,

KOH(bI/IpraLI,I/IOHHOM pexnve MOXHO U3MEHATb HaCTpOIZKM

cTpokn. B
MapLupyTusaumto, 6e3o0nacHoOCTb 1 gpyrme napameTpbl YCTPOWCTB.

@ HanomuHaHue

Router#configure terminal
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9.5.2.2 Hactponute RouterA
9.5.2.2.1 Hactponte uHtepdenc ethl

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit

9.5.2.2.2 HactpouTte uHtepgenc lo1

RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 100.1.1.1/32
RouterA(config-if-[lo1])#exit

9.5.2.2.3 HactpounTte npotokon RIP

RouterA(config)#router rip
RouterA(config-router)#network ethl
RouterA(config-router)t#tnetwork lo1
RouterA(config-router)#tdefault-information originate
RouterA(config-router)#timers basic 15 90 150
RouterA(config-router)#end

9.5.2.3 Hactponte RouterB
9.5.2.3.1 HactponTte uHtepdenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

9.5.2.3.2 Hactponte uHtepdeiic lo1

RouterB(config)ttinterface lol
RouterB(config-if-[lo1])#no shutdown
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RouterB(config-if-[lo1])#ip address 200.1.1.1/32

RouterB(config-if-[lo1])#exit

9.5.2.3.3 HactponTte uHtepgenc lo3

RouterB(config)#interface lo3
RouterB(config-if-[lo3])#no shutdown

RouterB(config-if-[lo3])#ip address 200.1.1.3/32

RouterB(config-if-[lo3])#exit

9.5.2.3.4 HactponTte npotokon RIP

RouterB(config)#router rip
RouterB(config-router)#network ethl
RouterB(config-router)#network lo1
RouterB(config-router)#network lo3

RouterB(config-router)#default-information originate

RouterB(config-router)#timers basic 15 90 150

RouterB(config-router)#end

9.5.2.4 CoxpaHuTe HacTpOMrKK

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponcTBax

@ HanomuHaHue

Router#write <name>

9.5.3lMpoBepka HacTpoekK

9.5.3.1 BuinonHute komangy show ip rip Ha RouterA ans npocmoTtpa mappyTtos RIPv2

Codes: R - RIP, Rc - RIP connected, Rs - RIP static, K - Kernel, C - Connected, S - Static, O - OSPF, | - IS-IS, B - BGP, X

- Default

Network  Next Hop Metric From If Time

Rc 100.1.1.1/32 1 lol

Rc 198.18.1.0/24 1 ethl

R 200.1.1.1/32  01:04 198.18.1.2 2 198.18.1.2 ethl

R 200.1.1.3/32 01:04 198.18.1.2 2 198.18.1.2 ethl
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9.5.3.2 BbinonHute komaHay show ip route rip Ha RouterA ana npocmoTtpa Tabnuubl

MapLlpyToB

IP Route Table for VRF "default"
R 200.1.1.1/32 [120/2] via 198.18.1.2, eth1, 01:02:43
R 200.1.1.3/32 [120/2] via 198.18.1.2, eth1, 00:54:25
Gateway of last resort is not set

9.5.3.3 BbinonHuTte komaHgy show ip rip Ha RouterB gnga npocmoTpa mapLupytoB RIPv2

Codes: R - RIP, Rc - RIP connected, Rs - RIP static, K - Kernel, C - Connected, S - Static, O - OSPF, | - IS-IS, B - BGP, X
- Default

Network Next Hop Metric From If Time
R 100.1.1.1/32 198.18.1.1 2 198.18.1.1 eth
Rc 198.18.1.0/24 1 eth
Rc 200.1.1.1/32 1 lol
Rc 200.1.1.3/32 1 lo3

9.5.3.4 BbinonHute komaHgy show ip route rip Ha RouterB gns npocmoTpa Tabnuupl

MapLlpyTOB

IP Route Table for VRF "default"
R 100.1.1.1/32 [120/2] via 198.18.1.1, eth1, 01:04:41
Gateway of last resort is not set

9.5.3.5 BuinonHute komaHgy ping 200.1.1.1 Ha RouterA ana npoBepkM HaCTPOEHHOro

mMapupyTa

PING 200.1.1.1 (200.1.1.1) 56(84) bytes of data.

64 bytes from 200.1.1.1: icmp_seqg=1 ttl=64 time=1.04 ms
64 bytes from 200.1.1.1: icmp_seq=2 ttl=64 time=0.955 ms
64 bytes from 200.1.1.1: icmp_seq=3 ttl=64 time=1.01 ms
64 bytes from 200.1.1.1: icmp_seq=4 ttl=64 time=0.957 ms

9.5.3.6 BbinonHute komaHgy ping 200.1.1.3 Ha RouterA ana npoBepkM HaCTPOEHHOro

mMapLpyTa

PING 200.1.1.3 (200.1.1.3) 56(84) bytes of data.
64 bytes from 200.1.1.3: icmp_seq=1 ttl=64 time=1.03 ms
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64 bytes from 200.1.1.3: icmp_seq=2 ttl=64 time=1.02 ms
64 bytes from 200.1.1.3: icmp_seq=3 ttl=64 time=0.945 ms
64 bytes from 200.1.1.3: icmp_seq=4 ttl=64 time=1.06 ms

9.5.3.7 BbinonHute komaHay ping 100.1.1.1 Ha RouterB ans NpoBEpPKM HACTPOEHHOrO

mMapLpyTa

PING 100.1.1.1 (100.1.1.1) 56(84) bytes of data.

64 bytes from 100.1.1.1: icmp_seqg=1 ttl=64 time=1.01 ms
64 bytes from 100.1.1.1: icmp_seq=2 ttl=64 time=0.978 ms
64 bytes from 100.1.1.1: icmp_seq=3 ttl=64 time=0.921 ms
64 bytes from 100.1.1.1: icmp_seq=4 ttl=64 time=0.978 ms

9.6 HacTtpouka npoTtokona auHaMmnyeckom mapupyTtusaumm RIPng

9.6.1 OnucaHue HaCTPOWUKMU

Kak nokasaHo Ha pucyHke 28 B KayeCTBe€ OCHOBHbIX YCTPOWCTB WCMNONb3ylTCA ABa
cepBUCHbIX MapLipyTusaTopa - RouterA n RouterB.

Ha RouterA HacTpoeH uHtepdenc eth1 - IP address 2001:2::1/127, loopback nHTepdenc
- IP address 2001:2::ffff:1/128 n RIP npoTokonn.

Ha RouterB HacTpoeH nHtepgenc eth1 - IP address 2001:2::2/127, loopback nHrepgeincsi
- IP address 2001:2::eeee:1/128 n 2001:2::eeee:2/128. Ha ycTponcTtee HacTpoeH RIP npoTtokon.

RouterA RouterB
| =55
eth1 eth1
ipv6 address 2001:2::1/127 ipv6 address 2001:2::2/127
(lo1: 2001:2::ffff:1/128) (lo1: 2001:2::ecee:1/128)

(lo2: 2001:2::eeee:2/128)

PucyHok 28 — Cxema HaCcTponkmn NpoTokosia AnHammyeckon mapupytmsauumn RIPng
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9.6.2 JTtanbl HACTPOUKU CETU

9.6.2.1 Bonante B pexmm rnobanbHOM KOHdUrypaumMm Ha YCTpPOWCTBaxX nepen
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KOHUrypaumMoHHbIA peXnm - 3T0 OOAUH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,

MapLupyTM3aumto, 6e3onacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

9.6.2.2 Hactponte RouterA
9.6.2.2.1 HacTtpounTte nHtepgenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2001:2::1/127
RouterA(config-if-[eth1])#ipv6 router rip
RouterA(config-if-[eth1])#exit

9.6.2.2.2 HactpouTte nHtepgenc lo1

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ipv6 address 2001:2::ffff:1/128
RouterA(config-if-[lo1])#ipv6 router rip
RouterA(config-if-[lo1])#exit

9.6.2.2.3 HactponuTte npotokon RIP

RouterA(config)#router ipv6 rip
RouterA(config-router)#redistribute connected
RouterA(config-router)#tend
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9.6.2.3 Hactponte RouterB
9.6.2.3.1 HacTtpounTte uHtepgenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#ipv6 address 2001:2::2/127
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ipv6 router rip
RouterB(config-if-[eth1])#exit

9.6.2.3.2 HactpouTte nHtepgenc lo1

RouterB(config)#interface lol

RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ipv6 address 2001:2::eeee:1/128
RouterB(config-if-[lo1])#ipv6 router rip
RouterB(config-if-[lo1])#exit

9.6.2.3.3 HacTtpounTte uHtepgenc lo2

RouterB(config)#interface lo2

RouterB(config-if-[lo2])#no shutdown
RouterB(config-if-[lo2])#ipv6 address 2001:2::eeee:2/128
RouterB(config-if-[lo2])#ipv6 router rip
RouterB(config-if-[lo2])#exit

9.6.2.3.4 HactpounTte npotokon RIP

RouterB(config)#trouter ipv6 rip
RouterB(config-router)#redistribute connected
RouterB(config-router)#end

9.6.2.4 CoxpaHuTe HaCTPOMKK

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gnsa COXpaHeHnA HaCTpOoOEK Ha yCTpOIZCTBaX

@ HanomuHaHue

Router#write <name>
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9.6.3lNpoBepka HacTpoekK

9.6.3.1 BbinonHuTte komaHgy show ipv6 rip Ha RouterA ons npoBepkn MapLUpyToB

Codes: R - RIP, Rc - RIP connected, Rs - RIP static, Ra - RIP aggregated,
Rcx - RIP connect suppressed, Rsx - RIP static suppressed,
K - Kernel, C - Connected, S - Static, O - OSPF, | - IS-IS, B - BGP

Network Next Hop If Met Tag Time
Rc 2001:2::/127 00 ethi 1 O
R 2001:2::eeee:1/128 fe80::963f:bbff:fe00:3041 ethl 2 0 02:55
R 2001:2::eeee:2/128 fe80::963f:bbff:fe00:3041 ethl 2 0 02:55
Rc 2001:2::ffff:1/128 5 lol 1 0

9.6.3.2 BbinonHuTte komaHay show ipv6 route rip Ha RouterA gnst npoBepKM MapLIpyTOB

IP Route Table for VRF "default"
R 2001:2::eeee:1/128 [120/2] via fe80::7872:6cff:fe4b:7a36, ethl, 00:17:08
R 2001:2::eeee:2/128 [120/2] via fe80::7872:6cff:fedb:7a36, ethl, 00:17:08

9.6.3.3 BbinonHuTte komaHgy show ipv6 rip Ha RouterB ons npoBepky MapLUpyToB

Codes: R - RIP, Rc - RIP connected, Rs - RIP static, Ra - RIP aggregated,
Rex - RIP connect suppressed, Rsx - RIP static suppressed,
K - Kernel, C - Connected, S - Static, O - OSPF, | - IS-IS, B - BGP

Network Next Hop If Met Tag Time
Rc 2001:2::/127 % eth 1 O
Rc 2001:2::eeee:1/128 o0 lol 1 0
Rc 2001:2::eeee:2/128 o0 o2 1 0
R 2001:2::ffff:1/128 fe80::963f:bbff:fe00:3035 ethl 2 0 02:27

9.6.3.4 BbinonHuTte komaHgy show ipv6 route rip Ha RouterB gnst npoBepky MmapLipyToB

IP Route Table for VRF "default"
R 2001:2::ffff:1/128 [120/2] via fe80::963f:bbff:fe00:31, eth1, 00:19:52

9.6.3.5 BbinonHute komaHay ping 2001:2::eeee:1 Ha RouterA ons npoBepku OCTYNHOCTH

MapLipyToB
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PING 2001:2::eeee:1(2001:2::eeee:1) 56 data bytes

64 bytes from 2001:2::eeee:1: icmp_seq=1 ttI=64 time=1.05 ms
64 bytes from 2001:2::eeee:1: icmp_seq=2 ttI=64 time=1.05 ms
64 bytes from 2001:2::eeee:1: icmp_seq=3 ttI=64 time=0.938 ms

9.6.3.6 BbinonHuTte komaHay ping 2001:2::eeee:2 Ha RouterA gnst npoBepKM 4OCTYMHOCTH

MapLipyToB

PING 2001:2::eeee:2(2001:2::eeee:2) 56 data bytes

64 bytes from 2001:2::eeee:2: icmp_seq=1 ttI=64 time=1.04 ms
64 bytes from 2001:2::eeee:2: icmp_seq=2 ttI=64 time=0.974 ms
64 bytes from 2001:2::eeee:2: icmp_seq=3 ttl=64 time=1.03 ms

9.6.3.7 BbinonHute komangy ping 2001:2:ffff:1 Ha RouterB ana nposBepku AOCTYNHOCTU

MapLlpyTOB

PING 2001:2::ffff:1(2001:2::ffff:1) 56 data bytes

64 bytes from 2001:2::ffff:1: icmp_seq=1 ttl=64 time=1.01 ms
64 bytes from 2001:2::ffff:1: icmp_seq=2 ttl=64 time=0.964 ms
64 bytes from 2001:2::ffff:1: icmp_seq=3 ttl=64 time=1.02 ms

9.7 Hactpounka guHamu4yckon mapwpyrtusauum OSPFv2

9.7.1 OnnucaHue HaCTPOWNKM

Kak nokaszaHo Ha pucyHke 29 B KayeCTBE€ OCHOBHbIX YCTPOWCTB WMCMOMb3ylTCA ABa
cepBUCHbIX MapLipyTusaTopa - RouterA n RouterB.

Mexgy yctponctBamun RouterA n RouterB HacTpoeHa guHammyeckas mapLipyTnsaumsa no
npoTokony OSPF. Ha kaxxgom 13 yCTponcTB HacTpoeHbl loopback-nHtepdencel n HazHaveHbl |P-
agpeca.

Loopback-nHtepdencel aHoHCHpyOTCA cBOMM coceasiM. Ha ycTponcTBax npoBepsaeTcs

noslydeHne MapLUpyToB OT coceaen.
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RouterA RouterB
Ipv4: 198.18.1.0/24

O ooog 0 ooog
B:n ppoon 8:pn ppoon

eth2 eth2
Ipva: 198.18.1.1/24 Ipvd: 198.18.1.2/24
(100: 1.1.1.1/32) (l00; 2.2.2.2/32)

PucyHok 29 — Cxema HacTponkmn guHamudeckon mapwpytusaumm OSPFv2

9.7.2 3Tanbl HACTPOUKU CETU

9.7.2.1 Bovante B pexunm rnobanbHOM KOHUrypaumm Ha YCTpPOWCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW
CTPOKN. B  KOHPUIrypauUMOHHOM pexmme MOXHO U3MEHATb HACTPOMKU  UHTEpPdEencosB,

MapLipyTm3aumto, 6e3onacHoOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

9.7.2.2 Hactponte RouterA
9.7.2.2.1 Hactponte uHtepdenc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.1.1/24
RouterA(config-if-[eth2])#exit

9.7.2.2.2 HactponTte uHtepgenc lo0

RouterA(config)#tinterface 100
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
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RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#exit

9.7.2.2.3 HactponTte npotokon OSPF

RouterA(config)#router ospf 1
RouterA(config-router)#router-id 1.1.1.1
RouterA(config-router)#network 198.18.1.0/24 area 0
RouterA(config-router)#network 1.1.1.1/32 area 0
RouterA(config-router)#no shutdown
RouterA(config-router)#end

9.7.2.3 Hactponte RouterB
9.7.2.3.1 Hactponte nHtepdenc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.2/24
RouterB(config-if-[eth2])#exit

9.7.2.3.2 Hactponte untepgenc lo0

RouterB(config)#interface o0
RouterB(config-if-[lo0])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#exit

9.7.2.3.3 HactponTte npotokon OSPF

RouterB(config)#trouter ospf 1
RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#network 2.2.2.2/32 area 0
RouterB(config-router)#network 198.18.1.0/24 area 0
RouterB(config-router)#no shutdown
RouterB(config-router)#end

9.7.2.4 CoxpaHuTe HaACTPOWKM

Mcnonb3ynte komaHay write <name> gns coxpaHeHUsa HacTPOeK Ha YCTpoMCTBax
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@ HanomuHaHue

Router#write <name>

9.7.3MNpoBepkKa HacTpoekK

9.7.3.1 BbinonHute komaHay show ip route ospf Ha RouterA 4yToObl y6eamTbcs, 4TO
MapLpyT 2.2.2.2/32 nony4eH no npotokony OSPF

IP Route Table for VRF "default"
0 2.2.2.2/32[110/11] via 198.18.1.2, eth2, 00:08:28
Gateway of last resort is not set

9.7.3.2 BbuinonHute komaHgy show ip route ospf Ha RouterB 4tobbl y6eautbes, 4TO
mapwpyT 1.1.1.1/32 nony4eH no npotokony OSPF

IP Route Table for VRF "default"
(0] 1.1.1.1/32 [110/20] via 198.18.1.1, eth2, 00:09:33
Gateway of last resort is not set

9.8 Hactpounka guHamu4yeckon mapwpyrtusauyum OSPFv3

9.8.1 OnnucaHue HaCTPOWUKMU

Kak nokasaHO Ha pucyHke 30 B KaydeCTBe OCHOBHbIX YCTPOWCTB WCMOMb3YyTCA OBa
cepBUCHbIX MapLpyTusatopa - RouterA n RouterB.

Mexngy yctpouctBamm RouterA wn  RouterB  HacTpamBaeTca  guHamuyeckas
MapwpyTtmnsaums no npotokony OSPF. Ha kaxgom u3 ycTpomcTB nogHumatotcs loopback-
nHTepdencol n HasHa4vatoTca IP-agpeca.

Loopback-nHtepdencel aHoHCHpyOTCA cBOMM coceasiM. Ha ycTponcTBax npoBepseTcs

noslydeHne MapLUpyToB OT coceaen.
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RouterA Ipv6: 2001:db8::198:18:1:2/96 RouterB
f — (lo0: 2001:db8::2:2:2:2/128)
| s 0 8000
E
eth2 eth2

Ipv6: 2001:db8::198:18:1:1/96
(lo0: 2001:db8::1:1:1:1/128)

PucyHok 30 — Cxema HacTponkmn guHamudeckon mapwpytusaumm OSPFv3

9.8.2 3Ttanbl HACTPOUKU CETU

9.8.2.1 Bonvante B pexumm rnobanbHOM KOHUrypaumMm Ha YCTpoucTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOHOUTypaLUMOHHbIN peXxuM. KoHMUrypaunoHHbIN PEXUM - 3TO OONH U3 PEXUMOB KOMaHLHOW
CTPOKN. B KOHPUIrypauUMOHHOM pexmmMe MOXHO U3MEHATb HACTPOWKU  UHTEpPdEnCcoB,

MapLipyTm3aumio, 6e3onacHoOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

9.8.2.2 Hactponte RouterA
9.8.2.2.1 Hactponte nHtepdenc eth2

RouterA(config)#interface eth2

RouterA(config-if-[eth2])#ipv6 address 2001:db8::198:18:1:1/96
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

9.8.2.2.2 HactpowuTte loopback nHtepdenc

RouterA(config)#tinterface 100
RouterA(config-if-[lo0])#ipv6 address 2001:db8::1:1:1:1/128
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RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#exit

9.8.2.2.3 HactponTe mapLupyTusaTop € yHuKanbHbiM ID ana npoueccoB OSPF

RouterA(config)#router ipv6 ospf
RouterA(config-router)#router-id 1.1.1.1
RouterA(config-router)#exit

9.8.2.2.4 HactpowTe paspelueHune npotokoria OSPFv3 Ha nHTepdgencax

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#shutdown
RouterA(config-if-[eth2])#ipv6 router ospf area 0
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit
RouterA(config)#tinterface lo0
RouterA(config-if-[lo0])#ipv6 router ospf area 0
RouterA(config-if-[lo0])#end

@ HanomuHaHue

Ecnn nocne BkntodeHus npotokona OSPF Ha nHTepdence nossButcst coobLueHne
Tvna % Link-Local address is not assigned to this interface , TO BbIKMOYUTE U BKIKOYUTE

OaHHbIN MHTepdencC.

9.8.2.3 Hactponute RouterB
9.8.2.3.1 Hactponte uHtepdenc eth2

RouterB(config)#tinterface eth2

RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ipv6 address 2001:db8::198:18:1:2/96
RouterB(config-if-[eth2])#exit

9.8.2.3.2 HactpowuTte loopback nHtepdenc

RouterB(config)#interface o0
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RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#ipv6 address 2001:db8::2:2:2:2/128
RouterB(config-if-[lo0])#exit

9.8.2.3.3 HacTtpounTte mapupyTtmnsaTtop ¢ yHukanbeHbiM ID ans npoueccos OSPF

RouterB(config)#router ipv6 ospf
RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#exit

9.8.2.3.4 HactpowTe paspelueHune npotokoria OSPFv3 Ha nHTepdgencax

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#shutdown
RouterB(config-if-[eth2])#ipv6 router ospf area 0
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit
RouterB(config)#interface lo0
RouterB(config-if-[lo0])#ipv6 router ospf area 0
RouterB(config-if-[lo0])#end

9.8.2.4 CoxpaHuTe HacTpOMrKK
Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponcTBax
@ HanomuHaHue

Router#write <name>

9.8.3lpoBepkKa HacTpoekK
9.8.3.1 BbinonHute komaHgy show ipv6 route ospf Ha RouterA 4Ttobbl yoeanTbcs, 4TO

mapwpyT 2001:db8::2:2:2:2/128 nonyyeH no npotokony OSPF

IP Route Table for VRF "default"
O 2001:db8::2:2:2:2/128 [110/1] via fe80::c600:adff:feasd:1348, eth2, 00:02:58
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9.8.3.2 BbinonHute komaHay show ipv6 route ospf Ha RouterB 4tobbl y6eamTtbes, 4TO

mapwpyT 2001:db8::1:1:1:1/128 nony4yeH no npotokony OSPF

IP Route Table for VRF "default"
O 2001:db8::1:1:1:1/128 [110/1] via fe80::963f:bbff:fe00:38, eth2, 00:03:24

9.9 Hactpouka npoToKkona AuHaMu4eckonm mapLipytusaumm I1S-1S

9.9.1 OnucaHue HaCTPOUKU

Kak nokasaHO Ha pucyHke 31 B KadeCTBe OCHOBHbIX YCTPOWCTB WCMOMb3YyTCA OBa
cepBUCHbIX MapLpyTusaTopa - RouterA n RouterB.

Mexnay yctponctBammn RouterA n RouterB HacTpoeHa guHammyeckas mapLipyTnsaumsa no
npoTokony IS-IS. Ha kaxgom u3 yctponcTte nogHaTbl loopback-nHrepdencel n HasHadeHbl |P-
agpeca.

Loopback-nHTepdencbl aHOHCUPOBaHbLI CBOMM COCESM.

RouterA RouterB
-0 oood 192.18.1.0/24 .0 ooog
='n0 oooo T eth2 S 0 oooo
Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
lo0: 1.1.1.1/32 lo0: 2.2.2.2/32

PucyHok 31 — Cxema HacTponkn NpoToKoNa AMHaAMMUYECKO MapLlpyTmsauum I1S-I1S

9.9.2 3tanbl HACTPOUKU CETU

9.9.2.1 Bonante B pexunm rnobanbHOM KOHUrypaumm Ha yCTpOWCTBax nepea
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHNA, OAHUM U3 FMaBHbIX LLAroB, ABNSAETCS BXOL B
KOHpUTrypaLUMOHHbIN peXxuM. KoHMUIrypaunoHHbIA PEXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW
CTpokM. B  KOH(UrypauMOHHOM peXxuMme MOXHO WU3MEHHATb HaCTPOMKN  UHTepencos,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.
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@ HanomuHaHue

Router#configure terminal

9.9.2.2 Hactponute RouterA
9.9.2.2.1 HactpounTte uHtepgenc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.1.1/24
RouterA(config-if-[eth2])#exit

9.9.2.2.2 HactponTte npotokon IS-IS

RouterA(config)#router isis

RouterA(config-router)#net 49.0010.0255.0000.0001.00

(
(
RouterA(config-router)#is-type level-1
RouterA(config-router)#fmetric-style wide
RouterA(config-router)#exit

9.9.2.2.3 Bkntounte Mmappytusauuio IS-IS Ha nHtepdgence eth2

RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#ip router isis
RouterA(config-if-[eth2])#exit

9.9.2.2.4 Hactpownte loopback-uHtepdernc

RouterA(config)ttinterface lo0
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#ip router isis
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#end

9.9.2.3 Hactpounte RouterB
9.9.2.3.1 HactponuTte uHtepdenc eth2
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RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

9.9.2.3.2 HactponTte npotokon ISIS

RouterB(config)#router isis

RouterB(config-router)#net 49.0010.0001.0000.0010.00
RouterB(config-router)#is-type level-1
RouterB(config-router)#metric-style wide
RouterB(config-router)#exit

9.9.2.3.3 Bkntounte mapipytusauuto IS-IS Ha nHtepderice eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#ip router isis
RouterB(config-if-[eth2])#exit

9.9.2.3.4 Bkntounte mapwpytmnsauuio 1S-1S Ha loopback-untepderice

RouterB(config)#interface lo0
RouterB(config-if-[lo0])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#ip router isis
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#end

9.9.2.4 CoxpaHuTe HacCTpPOMKK

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHUsa HacTPOEeK Ha YCTponcTBax

@ HanomuHaHue

Router#write <name>
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9.9.3lNpoBepkKa HacTpoeK
9.9.3.1 BbinonHute komangy show ip route isis Ha RouterA 4ToObl y6eauTbCs, 4TO

MapLpyT 2.2.2.2/32 nony4eH no npotokony IS-IS

IP Route Table for VRF "default"
i L1 2.2.2.2/32 [115/20] via 198.18.1.2, eth2, 00:03:39
Gateway of last resort is not set

9.9.3.2 BbinonHute komaHay show ip route isis Ha RouterB 4T06bLI Yy6eaunTbcd, 4TO

mMapwpyTt 1.1.1.1/32 nony4eH no npotokony IS-IS

IP Route Table for VRF "default"
i L1 1.1.1.1/32[115/20] via 198.18.1.1, eth2, 00:03:48
Gateway of last resort is not set

9.10 HacTtpouka npoToKona AuHamu4yeckon mapwpyrtusauum BGP

9.10.1 OnucaHue HACTPOWNKM

Kak nokasaHoO Ha pucyHke 32 B KayecTBe OCHOBHbIX YCTPOWCTB WMCMOSb3YHTCA Tpu
cepBUCHbIX MapLipyTusaTopa - RouterA, RouterB n RouterC.

Mexay yctpouctBamm RouterA, RouterB un RouterC HacTpoeHa puHamuyeckas
mMapwpyTmnsauma no npotokony BGP. CoceactBo HacTpamBaeTtca mexay RouterA n RouterB,
RouterB n RouterC. lNpamoro coceactBa mexay RouterA n RouterC HeT. Ha kaxgom u3
YyCTPOMCTB NOAHATLI loopback-nHTepdencol n HasHadveHbl |IP-agpeca. Loopback-nHtepdencoi

aHOHCUpPOBaHbl CBOMM CoceadAM.

RouterA RouterB RouterC
198.18.0.0/24 198.18.1.0/24
=‘p pope ENEEEE 2:pn pooo
eth1 eth1 eth2 eth2
Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
100: 1.1.1.1/32 100: 2.2.2.2/32 lo0: 3.3.3.3/32
lo1: 100.1.1.1/32 lo1: 200.1.1.1/32
lo2: 100.1.2.1/32 lo2: 200.1.2.1/32
lo3: 100.1.3.1/32 l03: 200.1.3.1/32

PucyHok 32 — Cxema HacTpoOyku NpoToKona AMHaMnu4eckon mapupytmsaumm BGP
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9.10.2 JTanbl HACTPOMKU CETH

9.10.2.1 Bowngnte B pexum rnobanbHOM KoHdUrypauum Ha YCTpOWCTBax nepea
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypaumuoHHbIA PeXUM - 3TO OOWH U3 PEXMMOB KOMaHAHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,

MapLupyTM3aumto, 6e3onacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

9.10.2.2 Hactponte RouterA
9.10.2.2.1 HactpounTte uHtepgencs! eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

9.10.2.2.2 HactpounTte uHtepgenc lo0

RouterA(config)#tinterface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

9.10.2.2.3 Hactpownte nHtepdenc lo1

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 100.1.1.1/32
RouterA(config-if-[lo1])#exit
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9.10.2.2.4 HacTtpownTe uHTepgenc lo2

RouterA(config)#tinterface lo2
RouterA(config-if-[lo2])#no shutdown
RouterA(config-if-[lo2])#ip address 100.1.2.1/32
RouterA(config-if-[lo2])#exit

9.10.2.2.5 Hactpownte uHtepgenc lo3

RouterA(config)#interface lo3
RouterA(config-if-[lo3])#no shutdown
RouterA(config-if-[lo3])#ip address 100.1.3.1/32
RouterA(config-if-[lo3])#exit

9.10.2.2.6 HacTtpownTe npoTtokon BGP

RouterA(config)#trouter bgp 64501
RouterA(config-router)#tbgp router-id 1.1.1.1
RouterA(config-router)#network 100.1.1.1/32
RouterA(config-router)#network 100.1.2.1/32
RouterA(config-router)#network 100.1.3.1/32
RouterA(config-router)#neighbor 198.18.0.1 remote-as 64502
RouterA(config-router)#end

9.10.2.3 Hactponte RouterB
9.10.2.3.1 HactpounTte nHtepgencol eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

9.10.2.3.2 HacTtpowuTte uHtepdencol eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit
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9.10.2.3.3 HactpounTte uHtepgenc lo0

RouterB(config)#tinterface lo0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#exit

9.10.2.3.4 HactpownTte npoTtokost BGP

RouterB(config)#router bgp 64502
RouterB(config-router)#bgp router-id 2.2.2.2
RouterB(config-router)#network 2.2.2.2/32
RouterB(config-router)#neighbor 198.18.0.2 remote-as 64501
RouterB(config-router)#neighbor 198.18.1.2 remote-as 64503
RouterB(config-router)#end

9.10.2.4 Hactponte RouterC
9.10.2.4.1 HactpounTte uHtepgencol eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

9.10.2.4.2 HactpounTte uHtepgewnc lo0

RouterC(config)#interface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

9.10.2.4.3 Hactpownte nHtepdenc lo1

RouterC(config)#interface lol
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 200.1.1.1/32
RouterC(config-if-[lo1])#exit
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9.10.2.4.4 HacTtpownuTe uHTepdgenc lo2

RouterC(config)#interface lo2
RouterC(config-if-[lo2])#no shutdown
RouterC(config-if-[lo2])#ip address 200.1.2.1/32
RouterC(config-if-[lo2])#exit

9.10.2.4.5 HactpounTte uHtepgenc lo3

RouterC(config)#interface lo3
RouterC(config-if-[lo3])#no shutdown
RouterC(config-if-[lo3])#ip address 200.1.3.1/32
RouterC(config-if-[lo3])#exit

9.10.2.4.6 Hactpownte npoTtokon BGP

RouterC(config)#router bgp 64503
RouterC(config-router)#bgp router-id 3.3.3.3
RouterC(config-router)#network 200.1.1.1/32
RouterC(config-router)#network 200.1.2.1/32
RouterC(config-router)#network 200.1.3.1/32
( )
( )

RouterC(config-router)#neighbor 198.18.1.1 remote-as 64502

RouterC(config-router)#end

9.10.2.5 CoxpaHuTe HacCTPOMnKK

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

9.10.3 [llpoBepka HacTpoeK

9.10.3.1 BebinonHute komaHay show ip bgp neighbors 198.18.0.2 routes 4TOObI

ybeauntbes, 4To RouterB nony4nn npedwukcebl no npotokony BGP ot RouterA

BGP table version is 19, local router ID is 2.2.2.2

Bepcua 9.0

156



®dyHkummn L3 MHCTpyKUMS No HacTporke
KPI1I.465614.001-181C3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, | - labeled, S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 100.1.1.1/32 198.18.0.2 O 100 0 64501 i
*> 100.1.2.1/32 198.18.0.2 0 100 0 64501 i
*> 100.1.3.1/32 198.18.0.2 O 100 0 64501 i

Total number of prefixes 3

9.10.3.2 BebinonHute komaHgy show ip bgp neighbors 198.18.1.2 routes, 4To6bI

ybeauntbca, yto RouterB nonyumn npedgukcol no npotokony BGP ot RouterC

BGP table version is 22, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, | - labeled, S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 200.1.1.1/32 198.18.1.2 O 100 0 64503 i
*> 200.1.2.1/32 198.18.1.2 O 100 0 64503 i
*> 200.1.3.1/32 198.18.1.2 0 100 0 64503 i

Total number of prefixes 3

9.11 HacTtpouka npoToKona guHamu4eckonm mapwpyrtusaumm MP-BGP

9.11.1 OnucaHue HaCTPOWNKU

Kak nokaszaHoO Ha pucyHke 33 B Ka4yecTBe OCHOBHbIX YCTPOWCTB WMCMOMb3yHTCA Tpu
cepBUCHbIX MaplipyTm3aTopa - RouterA, RouterB n RouterC.

Mexay yctponctBamm RouterA, RouterB n RouterC HacTpoeHa aunHamuyeckas
mMapwpytmnsauma no npotokony BGP. CoceactBo HacTpavsaeTtca mexay RouterA n RouterB,
RouterB n RouterC. lMpsamoro coceactsa mexay RouterA n RouterC HeT. Ha kaxgom wu3
ycTponcTB nogHAaTbl loopback-uHtepdencobl n HasHaveHbl IP-agpeca. Loopback-uHtepdenceol

aHOHCMpPOBaHblI CBOM CcOocCeAM.
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RouterA RouterB RouterC

SRl ethi eth1 e ) eth1 ——
2001::1/64 2001::2/64 2000::2/64 2000::1/64
lo1:101::1/128 lo1:102::1/128 lo1:103::1/128

PucyHok 33 — Cxema HacTponkmn NpoTokosia AnHammyeckon mapupytmsauun MP-BGP

9.11.2 JTanbl HACTPOUKU CETH

9.11.2.1 Bowgunte B pexum rnobanbHOM KoHdUrypauum Ha YCTpoucTBax nepes
HaCTPOMKOM

Mpu HacTponke ceTeBoro obopyaoBaHMs, OOAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OONH U3 PEXUMOB KOMaHLHOW
CTPOKN. B KOHUIrypauUMOHHOM pexXMmMe MOXHO WU3MEHATb HaCTPOWKM UHTepdencos,

MapLipyTm3aumto, 6e3onacHoOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

9.11.2.2 HactponTe RouterA
9.11.2.2.1 HacTtpounTte uHtepgenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2001::1/64
RouterA(config-if-[eth1])#exit

9.11.2.2.2 HacTtpownte nntepdenc lo1

RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ipv6 address 101::1/128
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RouterA(config-if-[lo1])#exit
9.11.2.2.3 HactpownTte npoTtokost MP-BGP

RouterA(config)#router bgp 100
RouterA(config-router)#bgp router-id 1.1.1.1
RouterA(config-router)#neighbor 2001::2 remote-as 200
RouterA(config-router)#address-family ipv6 unicast
RouterA(config-router-af)#network 101::1/128
RouterA(config-router-af)#neighbor 2001::2 activate
RouterA(config-router-af)#exit-address-family
RouterA(config-router)#end

9.11.2.3 Hactpoute RouterB
9.11.2.3.1 HactpownTte uHtepdgenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ipv6 address 2001::2/64
RouterB(config-if-[eth1])#exit

9.11.2.3.2 HacTtpownte nntepdenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ipv6 address 2000::2/64
RouterB(config-if-[eth2])#exit

9.11.2.3.3 HacTtpownTe uHtepdgec lo1

RouterB(config)#interface lol
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ipv6 address 102::1/128
RouterB(config-if-[lo1])#exit

9.11.2.3.4 HactpownuTte npoTtokost MP-BGP

RouterB(config)#trouter bgp 200
RouterB(config-router)#bgp router-id 2.2.2.2
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RouterB(config-router)#neighbor 2001::1 remote-as 100
RouterB(config-router)#neighbor 2000::1 remote-as 300
RouterB(config-router)#address-family ipv6 unicast
RouterB(config-router-af)#network 102::1/128
RouterB(config-router-af)#neighbor 2000::1 activate
RouterB(config-router-af)#neighbor 2001::1 activate
RouterB(config-router-af)#exit-address-family
RouterB(config-router)#end

9.11.2.4 HactponTte RouterC
9.11.2.4.1 HactpounTte uHtepgenc eth1

RouterC(config)#interface ethl
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ipv6 address 2000::1/64
RouterC(config-if-[eth1])#exit

9.11.2.4.2 HacTtpownte nHtepgenc lo1

RouterC(config)#interface lol
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ipv6 address 103::1/128
RouterC(config-if-[lo1])#exit

9.11.2.4.3 Hactpownte npoTtokost MP-BGP

RouterC(config)#router bgp 300
RouterC(config-router)#bgp router-id 3.3.3.3
RouterC(config-router)#neighbor 2000::2 remote-as 200
RouterC(config-router)#address-family ipv6 unicast
RouterC(config-router-af)#network 103::1/128
RouterC(config-router-af)#tneighbor 2000::2 activate
RouterC(config-router-af)#exit-address-family
RouterC(config-router)#end

9.11.2.5 CoxpaHuTe HaCTPOMNKK

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gns COXpaHeHnA HaCTpoOeEK Ha yCTpOVICTBaX
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@ HanomuHaHue

Router#write <name>

9.11.3 [lpoBepkKa HacTpoeK
9.11.3.1 BbinonHuute kKomaHay show bgp ipv6 neighbors 2001::1 routes, 4TOOGbI

ybeauntbes, yTo RouterB nony4unn npedukebl no npotokony MP-BGP ot RouterA

BGP table version is 1005, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, | - labeled
S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric  LocPrf Weight Path
*> 101::11/128  2000::2(fe80::963f:bbff:fe00:3b) 0 100 0 100 i

Total number of prefixes 1

9.11.3.2 BebinonHute komaHgy show bgp ipv6 neighbors 2000::1 routes, 4TOObLI

ybeautbes, 4To RouterB nony4nn npedwukebl no npotokony MP-BGP ot RouterC

BGP table version is 1007, local router ID is 2.2.2.2
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, | - labeled

S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric  LocPrf  Weight Path
*> 103::1/128 2001::2(fe80::963f:bbff:fe00:2e) 0 100 0 300i

Total number of prefixes 1

9.12 HacTtpouka chunbTpaumm MappyToB ¢ nomouybio prefix-list

9.12.1 OnucaHue HAaCTPOWNKM

Kak nokaszaHo Ha pucyHke 34 B KayecTBe OCHOBHbIX YCTPOWCTB WCMOSb3YHTCA Tpu
cepBUCHbIX MaplipyTmsaTopa - RouterA, RouterB n RouterC.

Ha kaxgom um3 ycTtponcTB noaHsTbl loopback-uHtepdgencel n HasHadeHbl |IP-agpeca.
Mexay yctponcteamu RouterA, RouterB 1 RouterC HacTpoeHa anHamuyeckas MmapLipyTusaums
no npotokony BGP. Coceacteo HacTpamBaeTca mexay RouterA n RouterB, RouterB n RouterC.
Mpamoro coceactea mexay RouterA n RouterC Her.
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Ha RouterB HacTpoeH prefix-list, 6narogaps kotopoMy ounbTpytoTCS MapLUpyThl B CETU

Ha ocHoBaHun IP-agpecoB n gnanas3oHOB CETEN.

RouterA RouterB RouterC
='n0 oooo Y eth1 =0 0oon eth2 eth2 =0 Doon
Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
lo0: 1.1.1.1/32 l00: 2.2.2.2/32 100: 3.3.3.3/32
lo1: 100.1.1.1/32 lo1: 200.1.1.1/32
lo2: 100.1.2.1/32 lo2: 200.1.2.1/32
l03: 100.1.3.1/32 lo3: 200.1.3.1/32

PucyHok 34 — Cxema HacTponkun dpunbpaumm mapLpyToB ¢ noMmoLubto prefix-list

9.12.2 3JT1anbl HACTPOMKK CETH

9.12.2.1 Bowuagnte B pexum rnobanbHOM KoHdUrypauum Ha YCTpOWUCTBaxX nepea
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OOAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOHOUTypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OAUH U3 PEXUMOB KOMaHLHOW
CTpPOKU. B KOH(UrypauMOHHOM peXmme MOXHO WU3MEHATb HACTPOWKM WHTEPCENCOB,

MapLipyTM3aumto, 6e3onacHoOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

9.12.2.2 Hactponte RouterA
9.12.2.2.1 Hactpownte untepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

9.12.2.2.2 HacTtpownte uHtepgenc lo0
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RouterA(config)#interface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

9.12.2.2.3 Hactpownte nHtepdemnc lo1

RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 100.1.1.1/24
RouterA(config-if-[lo1])#exit

9.12.2.2.4 HacTtponTe uHTepgenc lo2

RouterA(config)#interface lo2
RouterA(config-if-[lo2])#no shutdown
RouterA(config-if-[lo2])#ip address 100.1.2.1/24
RouterA(config-if-[lo2])#exit

9.12.2.2.5 Hactpownte uHtepgenc lo3

RouterA(config)#tinterface lo3
RouterA(config-if-[lo3])#no shutdown
RouterA(config-if-[lo3])#ip address 100.1.3.1/24
RouterA(config-if-[lo3])#exit

9.12.2.2.6 Hactpownte npoTtokost BGP

RouterA(config)#router bgp 64501
RouterA(config-router)#bgp router-id 1.1.1.1
RouterA(config-router)#network 100.1.1.0/24
RouterA(config-router)#network 100.1.2.0/24
RouterA(config-router)#network 100.1.3.0/24
)
)

RouterA(config-router)#neighbor 198.18.0.1 remote-as 64502

RouterA(config-router)#tend

9.12.2.3 Hactpoute RouterB

9.12.2.3.1 HactpownTte untepdenc eth1
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RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

9.12.2.3.2 HactpounTte uHtepgenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

9.12.2.3.3 HactpounTte uHtepgewnc lo0

RouterB(config)#interface lo0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[l00])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#exit

9.12.2.3.4 HactpownTe npoTtokost BGP

RouterB(config)#router bgp 64502
RouterB(config-router)#bgp router-id 2.2.2.2
RouterB(config-router)#network 2.2.2.2/32
RouterB(config-router)#neighbor 198.18.0.2 remote-as 64501
RouterB(config-router)#neighbor 198.18.1.2 remote-as 64503
RouterB(config-router)#exit

9.12.2.3.5 HactpownTe prefix-list

RouterB(config)#ip prefix-list 1 seq 10 permit 100.1.3.0/24 eq 24
RouterB(config)#router bgp 64502

RouterB(config-router)#bgp router-id 2.2.2.2
RouterB(config-router)#network 2.2.2.2/32
RouterB(config-router)#neighbor 198.18.0.2 prefix-list 1 in
RouterB(config-router)#end
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9.12.2.4 HactpouTte RouterC
9.12.2.4.1 HactpounTte uHtepgenc eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

9.12.2.4.2 HactpounTte uHtepgewnc lo0

RouterC(config)#tinterface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

9.12.2.4.3 Hactpounte nHtepdenc lo1

RouterC(config)#interface lol
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 200.1.1.1/24
RouterC(config-if-[lo1])#exit

9.12.2.4.4 HactpounTte uHtepgenc lo2

RouterC(config)#interface lo2
RouterC(config-if-[lo2])#no shutdown
RouterC(config-if-[lo2])#ip address 200.1.2.1/24
RouterC(config-if-[lo2])#exit

9.12.2.4.5 HactpounTte nHtepgenc lo3

RouterC(config)#interface lo3
RouterC(config-if-[lo3])#no shutdown
RouterC(config-if-[lo3])#ip address 200.1.3.1/24
RouterC(config-if-[lo3])#exit

9.12.2.4.6 Hactpownte npoTtokon BGP
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RouterC(config)#router bgp 64503
RouterC(config-router)#bgp router-id 3.3.3.3
RouterC(config-router)#network 200.1.1.0/24
RouterC(config-router)#network 200.1.2.0/24
RouterC(config-router)#network 200.1.3.0/24
RouterC(config-router)#neighbor 198.18.1.1 remote-as 64502
RouterC(config-router)#end

9.12.2.5 CoxpaHuTe HaCTPOMKK

Mcnonb3yinte komaHay write <name> ons CoxpaHeHNsa HacTPOeK Ha YyCTponCcTBax

@ HanomuHaHue

Router#write <name>

9.12.3 [lpoBepkKa HacTpoOeK
9.12.3.1 BebinonHute koMmaHgy show ip route bgp Ha RouterB ans npoBepkn NPUHATBIX

npedmrKcoB KOMaHz

IP Route Table for VRF "default"
B  100.1.3.0/24 [20/0] via 198.18.0.2, eth4, 00:00:02
B  200.1.1.0/24 [20/0] via 198.18.1.2, eth3, 00:00:02
B  200.1.2.0/24 [20/0] via 198.18.1.2, eth3, 00:00:02
B 200.1.3.0/24 [20/0] via 198.18.1.2, eth3, 00:00:02
Gateway of last resort is not set

9.13 HacTtpouka npotokona BFD ana AMHaMuyeckon MapLipyTusaumm

9.13.1 OnucaHue HAaCTPOWMKM

Kak nokasaHo Ha pucyHke 35 B KayeCTBe OCHOBHbIX YCTPOMCTB BblOpaHbl CEPBUCHbIE
MapupyTtusaTtopsbl - RouterA, RouterB, RouterC.

Mexay RouterA RouterB RouterC HacTpavBaeTcs anHamuyeckass mapLlipytusauus no
npoTtokony OSPF, Bkntoyaetca npotokon BFD. Ha kaxgom wn3 ycTponctB nogHMmaeTca
loopback-uHtepdenc n HasHavaeTcs |IP-agpeca.

Loopback-nHtepdencbl aHoHCHpyoTCA cBOMM coceasiM. Ha ycTponcTBax npoBepsaeTcs

nornyyeHne MapLIpyTOB OT Coceaeil.
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Area 0.0.0.0

! RouterA RouterB RouterC \
198.18.0.0/24 198.18.1.0/24
: ‘0 Doon :
o CECC Je oth1 oth2 oth2
' Ipvé4: 198.18.0.2/24 Ipvd: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipvé4: 198.18.1.2/24 '
100: 1.1.1.1/32 lo0: 3.3.3.3/32

PucyHok 35 — Cxema HacTponkun npoTtokosnia BFD gna guHammnyeckon mapLupyTtusaumm

9.13.2 3Tanbl HACTPOUKMU

9.13.2.1 Bouaunte B pexum rnobanbHOM KOHGUrypauum Ha YCTpOWCTBax nepea
HaCTPOWKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OOAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypauUMOHHbIN pexnM. KoHUrypaumMoHHbIA PeXnM - 3TO OAUH U3 PEXMMOB KOMaHLHOM
CTpPOKM. B  KOH(UrypauMOHHOM peXuMme MOXHO WU3MEHATb HaCTPOMKU  UHTepdEencos,

MapLupyTM3aumto, 6e3onacHoOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

9.13.2.2 Hactponte RouterA
9.13.2.2.1 HactpownTte untepdgenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

9.13.2.2.2 HactpownTe uHtepgenc lo0

RouterA(config)ttinterface lo0
RouterA(config-if-[lo0])#no shutdown
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RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

9.13.2.2.3 HactpownTte npotokon OSPF

RouterA(config)#router ospf 1

RouterA(config-router)#ospf router-id 1.1.1.1
RouterA(config-router)#network 1.1.1.1/32 area 0.0.0.0
RouterA(config-router)#network 198.18.0.0/24 area 0.0.0.0
RouterA(config-router)#exit

9.13.2.2.4 HactpownTe npoTtokosnt BFD

RouterA(config)#router ospf 1
RouterA(config-router)#bfd all-interfaces
RouterA(config-router)#tend

9.13.2.3 Hactponte RouterB
9.13.2.3.1 Hactpownte untepdencol eth1 n eth2

RouterB(config)tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit
RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

9.13.2.3.2 Hactpownte untepgenc lo0

RouterB(config)#interface o0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[l00])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#exit

9.13.2.3.3 HactpownTte npotokon OSPF
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RouterB(config)#router ospf 1

RouterB(config-router)#ospf router-id 2.2.2.2
RouterB(config-router)#network 2.2.2.2/32 area 0.0.0.0
RouterB(config-router)#network 198.18.0.0/24 area 0.0.0.0
RouterB(config-router)#network 198.18.1.0/24 area 0.0.0.0
RouterB(config-router)#exit

9.13.2.3.4 HactpounTte npotokon BFD

RouterB(config)#router ospf 1
RouterB(config-router)#bfd all-interfaces
RouterB(config-router)#end

9.13.2.4 HactponTte RouterC
9.13.2.4.1 HactpownTte nntepdenc eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

9.13.2.4.2 Hactpownte untepgemnc lo0

RouterC(config)#interface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

9.13.2.4.3 HactpownTte npotokon OSPF

RouterC(config)#router ospf 1

RouterC(config-router)#ospf router-id 3.3.3.3
RouterC(config-router)#network 3.3.3.3/32 area 0.0.0.0
RouterC(config-router)#network 198.18.1.0/24 area 0.0.0.0
RouterC(config-router)#exit

9.13.2.4.4 HactpownTte npoTtokosn BFD

RouterC(config)#router ospf 1
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RouterC(config-router)#bfd all-interfaces
RouterC(config-router)#end

9.13.2.5 CoxpaHuTe HacCTpPOrKK

Mcnonb3yinte komaHay write <name> onsi CoxpaHeHNsa HacTPOeK Ha YyCTponcTBax

@ HanomuHaHue

Router#write <name>

9.13.3 [llpoBepkKa HacTpoeK
9.13.3.1 BebinonHute komaHay show ip ospf route Ha RouterC gnsi npoBepku Hanuyus

MapLlpyTOB

OSPF process 1:

Codes: C - connected, D - Discard, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2

O 1.1.1.1/32[21] via 198.18.1.1, eth2, Area 0.0.0.0

0 2.2.2.2/32 [20] via 198.18.1.1, eth2, Area 0.0.0.0

C 3.3.3.3/32[10] is directly connected, lo0, Area 0.0.0.0

O 198.18.0.0/24 [11] via 198.18.1.1, eth2, Area 0.0.0.0

C 198.18.1.0/24 [10] is directly connected, eth2, Area 0.0.0.0

9.13.3.2 BbInonHuTe criegyrowme KOMaHabl Ang NpoBepky mappyTtos Ha RouterC:

Ha RouterA oTkntounte nHtepgenc

RouterA#configure terminal
RouterA(config)#interface ethl
RouterA(config-if-[eth1])#shutdown

BeinonHute komaHay show ip ospf route Ha RouterC ans npoBepky HanMyus MapLupyToB

OSPF process 1:

Codes: C - connected, D - Discard, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
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0O 2.2.2.2/32[20] via 198.18.1.1, eth2, Area 0.0.0.0

C 3.3.3.3/32[10] is directly connected, 100, Area 0.0.0.0

O 198.18.0.0/24 [11] via 198.18.1.1, eth2, Area 0.0.0.0

C 198.18.1.0/24 [10] is directly connected, eth2, Area 0.0.0.0

9.14 HacTtpouka npotokona BFD IPv6 ansa guHaMmu4yeckon mapLupytTusauum

9.14.1 OnucaHue HaCTPOWNKU

Kak nokasaHo Ha pucyHke 36 B KaydeCTBe OCHOBHbIX YCTPOWCTB MCMOSb3YKTCA Tpu
CcepBUCHbIX MapLupyTmu3aTopa - RouterA, RouterB, RouterC.

Ha cepBuUCHbIX MapLipyTMsaTopax HacTpoeHbl MHTepdencobl, HasHadeHbl IP-agpeca w

HacTpoeH npoTtokon OSPF, rae Bkntoyaetcs BFD.

Area 0.0.0.0

RouterA Routers RouterC

. D00 D0
a8 eth1 eth1 aalalal «th2 eth1 aaa

2000:1/64 2000:2/64 2001:1/64
101:102:1/128 2001::2/64 101:103:1/128

lo1:101:1/128

PucyHok 36 — Cxema HacTponkn npotokona BFD IPv6 ons anHaMmmnyeckon mapLupytmsauum

9.14.2 3Ttanbl HACTPOUKMU

9.14.2.1 Bowugnte B pexum rnobanbHOM KOHGUrypauum Ha YCTpOWCTBax nepea
HaCTPOWKOM

Mpn HacTponke ceTeBoro o6opyaoBaHUA, OAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXxnm - 3TO OAWH U3 PEXMMOB KOMaHLHOM
CTPOKU. B  KOH(UrypauuOHHOM peXumme MOXHO WU3MEHSATb HACTPOMKU UHTEePJdENCos,

MapLipyT13aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal
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9.14.2.2 Hactpoute RouterA
9.14.2.2.1 HacTtpownte untepdenc eth1 n npotokon OSPF

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2000::1/64
RouterA(config-if-[eth1])#ipv6 ospf network broadcast
RouterA(config-if-[eth1])#ipv6 router ospf area 0.0.0.0
RouterA(config-if-[eth1])#exit

—_— — — —

9.14.2.2.2 Hactpownte untepdgenc lo1 n npotokon OSPF

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ipv6 address 101::1/128
RouterA(config-if-[lo1])#ipv6 router ospf area 0.0.0.0
RouterA(config-if-[lo1])#exit

9.14.2.2.3 3anyctute npouecc Mapwpytusaumm OSPF wn ycraHoBute ID

MapLupyTusaTopa

RouterA(config)#router ipv6 ospf
RouterA(config-router)#router-id 191.0.0.1
RouterA(config-router)#bfd all-interfaces
RouterA(config-router)#end

9.14.2.3 Hactponte RouterB

9.14.2.3.1 HactpownTte uHtepdenc eth1 n nporokon OSPF Ha nHTepdence

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ipv6 address 2000::2/64
RouterB(config-if-[eth1])#ipv6 ospf network broadcast
RouterB(config-if-[eth1])#ipv6 router ospf area 0.0.0.0
RouterB(config-if-[eth1])#exit

9.14.2.3.2 HactpownTte uHtepdenc eth2 n nporokonn OSPF Ha nHTtepdence

RouterB(config)#tinterface eth2
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RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ipv6 address 2001::2/64
RouterB(config-if-[eth2])#ipv6 ospf network broadcast
RouterB(config-if-[eth2])#ipv6 router ospf area 0.0.0.0
RouterB(config-if-[eth2])#exit

9.14.2.3.3 Hactpownte untepdenc lo1 n npotokon OSPF Ha nHtepdence

RouterB(config)#interface lol
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ipv6 address 102::1/128
RouterB(config-if-[lo1])#ipv6 router ospf area 0.0.0.0
RouterB(config-if-[lo1])#exit

9.14.2.3.4 3anyctute npouecc Mapwpytusaumm OSPF wn ycraHoBute ID

mMapLupyTu3aTopa

RouterB(config)#router ipv6 ospf
RouterB(config-router)#router-id 192.0.0.1
RouterB(config-router)#bfd all-interfaces
RouterB(config-router)#end

9.14.2.4 Hactponte RouterC

9.14.2.4.1 Hactpownte untepgenc eth1 n npotokon OSPF Ha nHtepence

RouterC(config)#interface ethl
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ipv6 address 2001::1/64
RouterC(config-if-[eth1])#ipv6 ospf network broadcast
RouterC(config-if-[eth1])#ipv6 router ospf area 0.0.0.0
RouterC(config-if-[eth1])#exit

—_— — — —

9.14.2.4.2 Hactpownte nntepdenc lo1 n npotokon OSPF Ha nHtepdence

RouterC(config)#interface lo1
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ipv6 address 103::1/128
RouterC(config-if-[lo1])#ipv6 router ospf area 0.0.0.0
RouterC(config-if-[lo1])#exit
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9.14.2.4.3 3anyctute npouecc Mapwpytusaumm OSPF wn  ycraHoBute ID

MapLupyTusaTopa

RouterC(config)#router ipv6 ospf
RouterC(config-router)#router-id 193.0.0.1
RouterC(config-router)#bfd all-interfaces
RouterC(config-router)#end

9.14.2.5 CoxpaHuTe HaCTPOMNKK

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

9.14.3 [lpoBepkKa HacTpoOeK
9.14.3.1 BbinonHute komaHay show ipv6 route ospf Ha RouterC aons BbiBOAA Ha 3KpaH

mMapLupyTa nonyyYeHHoro no npotokony OSPF

IP Route Table for VRF "default"

0] 101::1/128 [110/11] via fe80::963f:bbff:fe00:3b, eth1, 01:08:29
0] 102::1/128 [110/1] via fe80::963f:bbff:fe00:3b, eth1, 00:55:43
0] 2000::/64 [110/11] via fe80::963f:bbff:fe00:3b, eth1, 01:12:40

9.14.3.2 BbinonHuTe cnegyoLwmne KoMmaHabl Ang NpoBepku, 4To 6e3 npoTtokona BFD npu
OTKMYeHMn uHTepdgenca Ha RouterA, Ha RouterC mapwpyt 100::1/128 6ygeT HaxoanTbCa B
Tabnuue mapwpyTtmsauun npumepHo 40 cekyHA:

9.14.3.2.1 OTtknounte nHtepdenc eth1 Ha RouterA n 3acekute Bpems

RouterA#configure terminal
RouterA(config)#interface ethl
RouterA(config-if-[eth1])#shutdown
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9.14.3.2.2 BbuinonHute komaHay show ipv6 route ospf Ha RouterC ans npoBepku

Hanuuua mapwpyTa 100::1/128

IP Route Table for VRF "default"

0] 101::1/128 [110/11] via fe80::963f:bbff:fe00:3b, ethl, 01:08:29
0] 102::1/128 [110/1] via fe80::963f:bbff:fe00:3b, eth1, 00:55:43
0] 2000::/64 [110/11] via fe80::963f:bbff:fe00:3b, eth1, 01:12:40

9.14.3.2.3 TloBTOpHO 3anyckante KomaHgy show ipv6e route ospf go Tex nop, noka
MapLUpYT He NponageT M3 Tabnuubl MapLipyTM3aumum

Bes BkntoyeHHoro npoTtokosnia BFD mapwpyT 6yget goctyneH npumepHo 40 cekyHA

IP Route Table for VRF "default"
0 102::1/128 [110/1] via fe80::963f:bbff:fe00:3b, eth1, 01:03:52

9.14.3.3 BbIinonHuTe cneayowme KoMaHabl ANs BKIOYEHUs MHTepdelica obpaTHO:

9.14.3.3.1 Bkntouute nHtepcenc eth1 Ha RouterA

RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

9.14.3.3.2 Bkntouute npotokon BFD Ha RouterA

RouterA(config)#router ipv6 ospf
RouterA(config-router)#bfd all-interfaces
RouterA(config-router)#tend

9.14.3.3.3 Bkntouute npoTtokon BFD Ha RouterB

RouterB#configure terminal
RouterB(config)#router ipv6 ospf
RouterB(config-router)#bfd all-interfaces
RouterB(config-router)#end

9.14.3.3.4 BknounTte npotokon BFD Ha RouterC
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RouterC#configure terminal
RouterC(config)#router ipv6 ospf
RouterC(config-router)#bfd all-interfaces
RouterC(config-router)#end

9.14.3.3.5 BbinonHute komangy show bfd session Ha RouterA gnsi NpoBepku ceccum
BFD

BFD process for VRF: (DEFAULT VRF)

Sess-ldx Remote-Disc Lower-Layer Sess-Type Sess-State UP-Time Remote-Addr
1 2 IPv6 Single-Hop Up 00:09:22 fe80::963f:bbff:fe00:3b/128
Number of Sessions: 1

9.14.3.3.6 BbinonHute komangy show bfd session Ha RouterB gns npoBepku ceccumn
BFD

BFD process for VRF: (DEFAULT VRF)

Sess-ldx Remote-Disc Lower-Layer Sess-Type Sess-State UP-Time Remote-Addr
1 2 IPv6 Single-Hop Up 00:10:22  fe80::963f:bbff:fe00:3b/128
Number of Sessions: 1

9.14.3.3.7 BbinonHute komangy show bfd session Ha RouterC gns npoBepkn ceccumn
BFD

BFD process for VRF: (DEFAULT VRF)

Sess-ldx  Remote-Disc Lower-Layer Sess-Type Sess-State  UP-Time Remote-Addr
1 2 IPv6 Single-Hop  Up 00:11:22 fe80::963f:bbff:fe00:3b/128
Number of Sessions: 1

9.14.3.4 BbinonHuTe cnegywolme KoOMaHabl YTobbl NPOBEPUTDL, YTO C NpoTokonom BFD
npu OTKMAYEHUN UHTepdgenca Ha RouterA, Ha RouterC mapwpyt 100::1/128 ypansietcs
MOMEHTAarbHO

9.14.3.4.1 Ortkntounte Ha RouterA nHtepgenic eth1 n saceknte Bpems

RouterA#configure terminal
RouterA(config)#interface ethl
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RouterA(config-if-[eth1])#shutdown

9.14.3.4.2 BbinonHute komaHay show ipv6 route ospf Ha RouterA ons npoBepky HanNnn4us
mapwpyTta 100::1/128

IP Route Table for VRF "default"
(0] 102::1/128 [110/1] via fe80::963f:bbff:fe00:3b, eth1, 01:36:21

9.15 HacTtpouka npotokona BFD ansa cratMyeckon mapLupytTusauum

9.15.1 OnucaHue HaCTPOWNKM

Kak nokaszaHo Ha pucyHke 37 B KayeCTBe OCHOBHbIX YCTPOWCTB WCMOMb3YHOTCHA Tpu
cepBUCHbIX MapLipyTusaTtopa - RouterA, RouterB n RouterC.

Yctponctea RouterA n RouterC noakntoveHbl mexay cobon vyepes RouterB, Ha koTopom
HacTpoeH ceTeBon mocT. Ha RouterA n RouterC HacTpoeHbl loopback-nHtepdencel. Ha RouterA
n RouterC HacTpoeHbl cTatuyeckne mapwpyTtbl go loopback-uHtepdencos. Ha RouterB
BbIKMOYEH MOPT B CTOPOHY RouterA.

Ha RouterC npoBepsieTcd, 4TO 3anMCb HACTPOEHHOro CTaTUYeCKOro MaplipyTta go

loopback-uHtepderica RouterA yaaneHa 13 tabnuubl MapLipyTM3aumun.

RouterA RouterB RouterC
198.18.0.0/24 198.18.1.0/24
O oooo 0 oooo O oooo
='p oooo S‘pn pooo S'p oooo
eth1 eth1 eth2 eth2
Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24
lo0: 1.1.1.1/32 lo0: 3.3.3.3/32

PucyHok 37 — Cxema HacTponku npoTtokona BFD

9.15.2 JT1anbl HACTPOMKMK CETH

9.15.2.1 Tpexge, 4yem Bko4aTb npotokon BFD, HeobxoanMMO WUCKMOYUTL paboTy
NPOTOKONAa Ha CTaTMYECKOM MapLupyTe, N0 KOTOPOMY OpraHn3oBaH yAaneHHbI 4OCTyn.

ip static A.B.C.D/E A.B.C.D fall-over bfd disable
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9.15.2.2 Bongute B pexumm rnobanbHOW KOHUrypauum Ha yYCTPOMCTBaxX nepen
HaCTPOWKOM

lMpu HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 rMNaBHbIX LIAroB, SBMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KOHMUrypaumMoHHbIA peXnM - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHUIrypauUMOHHOM pexXMMe MOXHO U3MEHATb HACTPOWKU UHTepdeuncos,

MapLipyTM3aumto, 6e3onacHoOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

9.15.2.3 Hactponte RouterA
9.15.2.3.1 HactpounTte nHtepgencs! eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

9.15.2.3.2 CosganTte n HacTpounTe loopback-nHtepdenc

RouterA(config)#interface o0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

9.15.2.3.3 Hactponte wmapwpyT wn BKounte nogaepxky BFD agna cratndeckux

MapLipyToB

RouterA(config)#ip route 3.3.3.3/32 198.18.0.1
RouterA(config)#ip bfd static all-interfaces
RouterA(config)#tend
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9.15.2.4 HactpouTte RouterB
9.15.2.4.1 HactpounTte uHtepgencs! eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

9.15.2.4.2 Hactpounte nHtepdencol eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

9.15.2.4.3 CosganTte nHtepdgenc br1

RouterB(config)#interface brl
RouterB(config-if-[br1])#no shutdown
RouterB(config-if-[brl])#include ethl
RouterB(config-if-[brl])#include eth2
RouterB(config-if-[br1])#end

9.15.2.5 HactponTte RouterC
9.15.2.5.1 HacTtpownte uHTepgencol eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.0.1/24
RouterC(config-if-[eth2])#exit

9.15.2.5.2 Cospgaunte n HacTpouTe loopback-nHtepdenc

RouterC(config)ttinterface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit
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9.15.2.5.3 HacTtponTte MapwpyT U1 BKwouMTe nogaepxky BFD pgns  cratuyeckmx
MapLUupyTOB

RouterC(config)#ip route 1.1.1.1/32 198.18.0.2
RouterC(config)#ip bfd static all-interfaces
RouterC(config)#end

9.15.2.6 CoxpaHuTe HaCTPOMKK

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

9.15.3 [llpoBepka HacTpoekK

9.15.3.1 BebinonHuTte komaHay show ip route static Ha RouterA ona npoBepKn HacTpoek
cTaTM4ecKon MapLupyTusaumm

IP Route Table for VRF "default"
S 3.3.3.3/32[1/0] via 198.18.0.1, eth1
Gateway of last resort is not set

9.15.3.2 BebinonHute komaHay show ip route static Ha RouterC ansa npoBepkn HacTpoek
CTaTU4EeCKON MapLupyTusaumm

IP Route Table for VRF "default"
S 1.1.1.1/32 [1/0] via 198.18.0.2, eth2
Gateway of last resort is not set

9.15.3.3 OrtkntounTte Ha RouterB nHtepdenc, NoaKMoYeHHbIM B CTOPOHY RouterA

RouterB#configure terminal
RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#shutdown
RouterB(config-if-[eth1])#end
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9.15.3.4 BbinonHute KomaHay show ip route static Ha RouterC ans npoBepku Tabnuubl

cTaTUYeCcKon MapLlpyTU3aLmm

IP Route Table for VRF "default"
Gateway of last resort is not set

9.15.3.5 UYT06bI Y6EOUTBLCA, YTO 3anuch Ao MapwwpyTa 1.1.1.1/32 nponana, BKNOYMNTE Ha

RouterB nHTepdenc, NoaknioyYeHHbIn B CTOpoHY RouterA

RouterB#configure terminal
RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#end

9.15.3.6 BbinonHute komaHay show ip route static Ha RouterC gns npoBepku Tabnuupl

cTaTUYeCcKon MapLlpyTU3aLmm

IP Route Table for VRF "default"
S 1.1.1.1/32 [1/0] via 198.18.0.2, eth2
Gateway of last resort is not set

9.15.3.7 Y6egurecb, 4To 3anmcb Ao MmappyTa 1.1.1.1/32 nossmnacs.
9.16 HacTtpouka npotokona BFD IPv6 ans ctaTu4eckon MapLpyTmsaumm

9.16.1 OnucaHue HaCTPOWNKU

Kak nokasaHo Ha pucyHke 38 B KadeCTBe OCHOBHbIX YCTPOWCTB MCMONb3YHTCA TpU
CepBUCHbIX MapLupyTmn3aTopa - RouterA, RouterB, RouterC.

Ha cepBUCHbIX MapLUpyTU3aTopax HacTpoeHbl MHTepdencol N HazHayveHbl IP-agpeca.

Yctponctea RouterA n RouterB nogkntoyeHbl mexagy cobon yepes RouterB, Ha koTopom

HaCTpPOEeH CeTeBOM MOCT.

Ha RouterA un RouterC HacTpamBaioTcs cTatuyeckue wmapwpytbl o loopback-
NHTEepPdEencoB.
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RouterA — RouterB "‘-_‘ RouterC

0ooo :" 0ooo -0 2000
alalalall eth | ethl alalalall cthz ',! ethl ='n poon

2000:1/64 - 2000:2/84
101:101::111128 lo1:102:11128

PucyHok 38 — Cxema HacTponkn npoTtokona BFD IPv6 gns ctaTuyeckon mapLupytusaumm

9.16.2 JTanbl HACTPOUKMU

»
MpumeyaHue

Mpexage, yem BkNovaTb NpoTtokon BFD, Heo6xoanMo NCKNoUYnTbL paboTy

MPOTOKOMa Ha CTaTMYECKOM MapLupyTe, MO KOTOPOMY OpraHuM30BaH YyAareHHbIV
AOCTyM, BbIMNOMTHUB KOMaHAYy:

Router#lpv6 static X:X::X:X/M X:X::X:X fall-over bfd disable

9.16.2.1 Bowuagnte B pexum rnobanbHOM KOHGUrypaumMm Ha YCTPOWCTBaxX nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKW. B KOH(UrypauMOHHOM peXmme MOXHO WU3MEHATb HaCTPOMKN  UNHTepPeNncos,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal
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9.16.2.2 Hactpoute RouterA
9.16.2.2.1 HactpounTte uHtepgenc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2000::1/64
RouterA(config-if-[eth1])#exit

9.16.2.2.2 Hactpounte nHtepdenc lo1

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ipv6 address 101::1/128
RouterA(config-if-[lo1])#exit

9.16.2.2.3 HactpownTte IPV6 mapLupyT 1 Bkntounte BFD

RouterA(config)#ipv6 route 102::1/128 2000::2
RouterA(config)#ipvé bfd static all-interfaces
RouterA(config)t#tend

9.16.2.3 Hactponte RouterB
9.16.2.3.1 Hactpownte untepdgencol eth1 n eth2

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit
RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

9.16.2.3.2 Cosgante MOCTOBOWN UHTepdenc br1

RouterB(config)#tinterface brl
RouterB(config-if-[br1])#no shutdown
RouterB(config-if-[br1])#include ethl
RouterB(config-if-[br1])#include eth2
RouterB(config-if-[br1])#end
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9.16.2.4 Hactponte RouterC
9.16.2.4.1 HactpounTte uHtepgenc eth1

RouterC(config)#tinterface ethl
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ipv6 address 2000::2/64
RouterC(config-if-[eth1])#exit

9.16.2.4.2 Cospgante uHTepgenc lo1

RouterC(config)#tinterface lo1
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ipv6 address 102::1/128
RouterC(config-if-[lo1])#exit

9.16.2.4.3 CosaganTe ipv6 mapLipyT 1 Bkntounte BFD

RouterC(config)#ipv6 route 101::1/128 2000::1
RouterC(config)#ipv6 bfd static all-interfaces
RouterC(config)#end

9.16.2.5 CoxpaHu1Te HaCTPOMKK

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponCcTBax

@ HanomuHaHue

Router#write <name>

9.16.3 [llpoBepka HacTpoeK

9.16.3.1 BebinonHute komaHay show bfd session Ha RouterA gns BbiBOA4a Ha 3KpaH
3anyweHHon ceccum BFD

BFD process for VRF: (DEFAULT VRF)

Sess-ldx Remote-Disc Lower-Layer Sess-Type Sess-State UP-Time Remote-Addr
1 1 IPv6 Single-Hop Up 02:13:44 2000::2/128
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Number of Sessions: 1

9.16.3.2 BebinonHute komaHgy show bfd session Ha RouterC gns BbiBoga Ha SKpaH

3anywieHHon ceccun BFD

BFD process for VRF: (DEFAULT VRF)

Sess-ldx Remote-Disc Lower-Layer Sess-Type Sess-State UP-Time Remote-Addr
1 1 IPv6 Single-Hop Up 02:15:05 2000::1/128
Number of Sessions: 1

9.16.3.3 BbinonHute komaHay show ipv6 route static Ha RouterA ons BblBO4a Ha 3KpaH

cTaTUYeckon MapLlpyTU3aLmm

IP Route Table for VRF "default"
S 102::1/128 [1/0] via 2000::2, eth1, 01:56:31

9.16.3.4 BbinonHuTte komaHay show ipv6 route static Ha RouterC gnsa BbiIBOAA Ha 3KpaH

cTaTUyecKon MapLlpyTmn3aumnm

IP Route Table for VRF "default"
S 101::1/128[1/0] via 2000::1, eth1, 02:18:59

9.16.3.5 BbinonHuTe cnepywowme KoMaHabl NS NPOBEPKM MNpepbiBaHMs 3anucu [o
mapwpyTta 101::1/128:

9.16.3.5.1 Ortkntounte Ha RouterB nHTepderic, NnogknYEeHHbIM B CTOPOHY RouterA

RouterB#configure terminal
RouterB(config)#interface ethl
RouterB(config-if-[eth1])#shutdown
RouterB(config-if-[eth1])#end

9.16.3.5.2 BebIinonHute koMmaHay show bfd session Ha RouterA gna BbiBOga Ha 9KpaH

npepBaHHOW ceccumn

BFD process for VRF: (DEFAULT VRF)
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Sess-ldx Remote-Disc Lower-Layer Sess-Type  Sess-State UP-Time Remote-Addr
1 1 IPv6 Single-Hop Down 00:00:00 2000::2/128
Number of Sessions: 1

9.16.3.5.3 BbinonHute komaHay show bfd session Ha RouterC gns BbiBoga Ha 3KpaH

npepBaHHOW ceccum

BFD process for VRF: (DEFAULT VRF)

Sess-ldx Remote-Disc Lower-Layer Sess-Type  Sess-State UP-Time Remote-Addr
1 1 IPv6 Single-Hop Down 00:00:00 2000::1/128
Number of Sessions: 1

9.16.3.6 BbinonHuTe cnegywowme KoMaHObl AONS MPOBEPKM BKAKYEHUA 3anucu [o
mapwpyTta 101::1/128:

9.16.3.6.1 BkntounTte Ha RouterB nHTtepgenc, noaknioyeHHbIn B CTOPOHY RouterA

RouterB#configure terminal
RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#end

9.16.3.6.2 BbinonHute komaHgy show ip route static Ha RouterC gns Toro, 4tobbl

y6€,EI,I/ITbCFl, YTO MapLUPyT CHOBa NoAaBUIICA

IP Route Table for VRF "default"
S 101::1/128[1/0] via 2000::1, eth1, 02:38:16

9.17 Hactpouka Source NAT

9.17.1 OnucaHue HaCTPOMWKU

Kak nokasaHo Ha pucyHke 39 B KayeCTBe OCHOBHbIX YCTPOWCTB WCMOMb3YHOTCHA TpU
cepBUCHbIX MapLipyTusaTopa - RouterA, RouterB n RouterC.

Ha yctponctBax RouterA, RouterB n RouterC HacTpoeHbl loopback-uHtepdencel u

Ha3Ha4deHbl IP-agpeca. MNMpamoro coceactsa mexay RouterA n RouterC Her.

Bepcust 9.0 186



OyHKumn L3 MHCTpyKLMA NO HacTporke
KPII.465614.001-181C3

Ha RouterB HactpoeHa TexHonorns SNAT. TexHonorms Source NAT nossonsieT

npeobpasosbiBaTh IP-agpeca n3 BHyTpeHHeN ceTn Bo BHelLHMeE IP-agpeca oanH B ogmH. RouterA

nogkntoyeH k RouterB n Haxogutcs BO BHyTpeHHen ceTtu. RouterB noakntoveH k RouterC um

Haxo4uTCs BO BHELLHEN CETW.

BHYTpeHHAA BHewHaA
nogceTb noaceTb
RouterA 198.18.0.0/24 RouterB 198.18.1.0/24 RouterC
O ooog 'O ooog O ooog
= 0 oooo T eth ='0 oooo AT eth2 = 0 oooo
Ipvd: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipva: 198.18.1.2/24
lo0: 1.1.1.1/32 lo0: 3.3.3.3/32

PucyHok 39 — Cxema HacTtponku Source NAT

9.17.2 JTanbl HACTPOUKU CETH

9.17.2.1 Bownante B pexum rnobanbHOM KOHGUrypauum Ha YCTpOMUCTBaX

HaCTPOWKOM

nepen,

Mpu HacTpoike ceTeBoro obopyaoBaHUS, OOHUM M3 FMaBHbIX LLIAroB, SABMSIETCA BXO4 B

KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM

CTPOKN. B  KOHUIrYpaUMOHHOM peXUME MOXHO U3MEHATb HACTPOWMKU UHTepdencos,

MapLipyTM3aumto, 6e3onacHoOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

9.17.2.2 Hactpoute RouterA
9.17.2.2.1 HactponTte untepdgenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit
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9.17.2.2.2 HactpounTte uHtepgewnc lo0

RouterA(config)#interface 100
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

9.17.2.2.3 HacTponte mapLpyT, NPUMEHSIOLLMNCA NPU YCTAHOBIIEHUN COEANHEHUS

RouterA(config)#ip route 3.3.3.3/32 198.18.0.1
RouterA(config)t#tend

9.17.2.3 Hactponute RouterB
9.17.2.3.1 Hactpownte untepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description INSIDE
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

9.17.2.3.2 Hactpownte nntepdenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#description OUTSIDE
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

9.17.2.3.3 HacTpounte mapLpyTbl, NPUMEHSAOLLNNCA NPU YCTAHOBNEHUN COEeONHEHUS

RouterB(config)#ip route 1.1.1.1/32 198.18.0.2
RouterB(config)#ip route 3.3.3.3/32 198.18.1.2

9.17.2.3.4 HacTpounTe npasuna TpaHCNsaUUM agpecos U3 BHYTPEHHEN CETN BO BHELLHIOK
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RouterB(config)#ip access-list SNAT1 sourceip 198.18.0.0/24
RouterB(config)#ip nat access-list SNAT1 source ip 198.18.1.1 position 10
RouterB(config)#ip connections statistics on

RouterB(config)#end

9.17.2.4 HactponTte RouterC
9.17.2.4.1 Hactpownte nntepdenc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

9.17.2.4.2 Hactpownte untepgenc lo0

RouterC(config)#tinterface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

9.17.2.4.3 HacTpoWTe MapLipyT, NPUMEHSIOLNIACS NPU YCTAHOBNEHUN COEANHEHMS

RouterC(config)#ip route 1.1.1.1/32 198.18.1.1
RouterC(config)#tend

9.17.2.5 CoxpaHu1Te HaCTPOMKK

Mcnonbayiite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>
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9.17.3 [lpoBepkKa HacTpoeK
9.17.3.1 BbinonHute komaHay ping 3.3.3.3 Ha RouterA gnsi NPoOBEPKN LIENTOCTHOCTU U

KavyecTBo coeanHeHunsa ¢ RouterC

PING 3.3.3.3 (3.3.3.3) 56(84) bytes of data.

64 bytes from 3.3.3.3: icmp_seq=1 ttl=63 time=2.92 ms

64 bytes from 3.3.3.3: icmp_seq=2 ttl=63 time=1.97 ms

64 bytes from 3.3.3.3: icmp_seq=3 ttl=63 time=1.94 ms

--- 3.3.3.3 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 4ms
rtt min/avg/max/mdev = 1.942/2.274/2.917/0.457 ms

9.17.3.2 BbinonHute komaHgy tcpdump eth2 Ha RouterB anga aHanusa Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on eth2, link-type EN1OMB
(Ethernet), capture size 262144 bytes

07:57:09.158719 ARP, Request who-has 198.18.1.1 tell 198.18.1.2, length 46
07:57:09.158786 ARP, Reply 198.18.1.1 is-at 94:3f:bb:00:00:38, length 28
07:57:09.164879 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 14723, seq 6, length 64
07:57:09.165372 1P 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 14723, seq 6, length 64
07:57:10.166472 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 14723, seq 7, length 64
07:57:10.166962 IP 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 14723, seq 7, length 64
07:57:11.168089 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 14723, seq 8, length 64
07:57:11.168588 IP 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 14723, seq 8, length 64
07:57:11.193909 LLDP, length 328: EX3400-STACKAC

9 packets captured

9 packets received by filter

0 packets dropped by kernel

9.17.3.3 BbinonHute komaHgy show ip connections statistics Ha RouterB anga nposepku

CTaTUCTUKHN

ipv4d  2icmp 1 23 src=198.18.0.2 dst=3.3.3.3 type=8 code=0 id=14723 packets=38 bytes=3192 src=3.3.3.3
dst=198.18.1.1 type=0 code=0 id=14723 packets=37 bytes=3108 mark=0 zone=0 use=2

9.18 Hactpouka Destination NAT

9.18.1 OnucaHue HaCTPOWMKU
Kak nokaszaHo Ha pucyHke 40 B KayeCTBe OCHOBHbIX YCTPOWCTB WCMOMb3YHOTCA Tpu

cepBUCHbIX MapLupyTm3aTtopa - RouterA, RouterB n RouterC.
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Ha yctponctBax RouterA, RouterB n RouterC HacTpoeHbl loopback-uHtepdgencol u
Ha3Ha4deHbl IP-agpeca. MNMpamoro coceactsa mexay RouterA n RouterC Her.

Ha RouterB HacTtpoeHa TtexHonorma Destination NAT. TexHonorusa Destination NAT
no3BonseT nosiydyaTb JOCTYN U3 BHELUHEW CEeTU Ha BHYTPEHHME pecypcbl, B3aMOLENCTBYS C
BHELLUHMM apecoM 1 MOpTOM TpaHcnmpyemoro yctpouctea. RouterA noakntodeH Kk RouterB un

HaxoamTcs BO BHyTpeHHen ceTn. RouterB noagkntodeH k RouterC n Haxogutcsa BO BHELLHEW CETU.

BHyTpeHHAR BHewWwHAsA
noaceTb noaceTb
RouterA RouterB RouterC
198.18.0.0/24
O goooo .. 0 oooo ——— O oooo
='p pooo 2'n pooo =‘n pooo
eth1 eth1 eth2 eth2
Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
100: 1.1.1.1/32 l00: 3.3.3.3/32

PucyHok 40 — Cxema HacTtponku Destination NAT

9.18.2 JTanbl HACTPOMKU CETH

9.18.2.1 Bowagnte B pexum rnobanbHOM KoHdUrypauum Ha YCTpoucTBax nepen
HaCTPOMKOM

lMpn HacTponke ceTeBoro obopyaoBaHMS, OOAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOHQOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKN. B  KOHUIrypauUMOHHOM peXMME MOXHO U3MEHATb HACTPOWKM UHTepdencos,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

9.18.2.2 Hactponute RouterA
9.18.2.2.1 HacTtpownte untepdencol eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
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RouterA(config-if-[eth1])#exit
9.18.2.2.2 HacTtpownte uHtepgenc lo0

RouterA(config)#interface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

9.18.2.2.3 HacTtpownTe cTaTM4eCcKyo MapLLpyTusawumo

RouterA(config)#ip route 3.3.3.3/32 198.18.0.1
RouterA(config)#ip route 198.18.1.0/24 198.18.0.1
RouterA(config)#tend

9.18.2.3 Hactponte RouterB
9.18.2.3.1 HactpounTte uHtepgencol eth1 n eth2

RouterB(config)#tinterface ethl

RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description INSIDE
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exitRouterB(config)#interface eth2
RouterB(config-if-[eth2])#description OUTSIDE
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

9.18.2.3.2 HacTtpownTe cTaTM4eCcKyo MapLLpyTu3awumo

RouterB(config)#ip route 1.1.1.1/32 198.18.0.2
RouterB(config)#ip route 3.3.3.3/32 198.18.1.2

9.18.2.3.3 HacTtpownTe npasuna TpaHCNAUUN afpeCcoB U3 BHELLHEN CETU BO BHYTPEHHIOK

RouterB(config)#ip access-list DNAT1 destinationip 198.18.1.1/32 protocol tcp destinationports 1023
RouterB(config)#ip nat access-list DNAT1 destination ip 1.1.1.1 port 22 position 10

RouterB(config)#ip connections statistics on
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RouterB(config)#end

9.18.2.4 Hactponte RouterC
9.18.2.4.1 HacTtpownte uHTepgencol eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

9.18.2.4.2 Hactpownte uHtepgenc lo0

RouterC(config)#tinterface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

9.18.2.4.3 HacTpounTe cTtaTUYeCcKyro MapLUpyTM3aumio

RouterC(config)#ip route 1.1.1.1/32 198.18.1.1
RouterC(config)#tend

9.18.2.5 CoxpaHu1Te HaCTPOMKK

Mcnonbayiite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

9.18.3 [llpoBepka HacTpoeK

9.18.3.1 BebinonHute komaHgy show ip nat Ha RouterB gns npoBepku CO3QaHHOMO

npasuna

Chain PREROUTING (policy ACCEPT 0 packets, 0 bytes)

# Pkts Bytes Action Rule config
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1 0 0 FirstIP: 1.1.1.1 Port: 22 dst:198.18.1.1/32 dp: 1023 prot: tcp

Action: dnat

9.18.3.2 3anyctuTte yTUnuTy, BbINONHUB KOMaHAy ssh admin@198.18.1.1 port 1023 Ha

RouterC, ana nogknoyeHus K RouterA, ncnonb3ysa agpec RouterB

9.18.3.3 3anyctute yTunuTy, BbINONHMB KomaHay tcpdump eth2 Ha RouterB, ansa

aHanusa ceTeBoro Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes

08:35:28.574449 |P 198.18.1.2.36262 > 198.18.1.1.1023:

1460,nop,nop,sackOK,nop,wscale 7], length 0

08:35:28.575569 IP 198.18.1.1.1023 > 198.18.1.2.36262:

Flags [S], seq 1123643842, win 29200, options [mss

Flags [S.], seq 3032896446, ack 1123643843, win 29200,

options [mss 1460,nop,nop,sackOK,nop,wscale 4], length O

08:35:28.576084 IP 198.18.1.2.36262 > 198.18.1.1.1023:
08:35:28.576922 IP 198.18.1.2.36262 > 198.18.1.1.1023:
08:35:28.577878 IP 198.18.1.1.1023 > 198.18.1.2.36262:
08:35:28.611818 IP 198.18.1.1.1023 > 198.18.1.2.36262:
08:35:28.612330 IP 198.18.1.2.36262 > 198.18.1.1.1023:
08:35:28.613047 1P 198.18.1.2.36262 > 198.18.1.1.1023:
08:35:28.614042 1P 198.18.1.1.1023 > 198.18.1.2.36262:

Flags [.], ack 1, win 229, length 0

Flags [P.], seq 1:22, ack 1, win 229, length 21

Flags [.], ack 22, win 1825, length 0

Flags [P.], seq 1:22, ack 22, win 1825, length 21
Flags [.], ack 22, win 229, length O

Flags [P.], seq 22:1534, ack 22, win 229, length 1512
Flags [.], ack 1534, win 2014, length O

9.18.3.4 BebinonHute komaHay show ip connections statistics A4ns NPOBEPKM CTaTUCTUKN

Ha RouterB

ipvd 2 tcp 6431943 ESTABLISHED src=198.18.1.2 dst=198.18.1.1 sport=36262
dport=1023 packets=18 bytes=3225 src=1.1.1.1 dst=198.18.1.2 sport=22 dport=36262 packets=20 bytes=3633

[ASSURED] mark=0 zone=0 use=2

9.18.3.5 HacTtponka cuuTaeTcs BbINOSIHEHHOW YCMELWHO, €Cnn rocrne HaCTPOWKK

TpaHcnaumn agpecoB DNAT noaknioyeHne no ssh Ha agpec 198.1.1.1

nepenpasnsieTcs Ha agpec 1.1.1.1 nopt 22.
9.19 HacTtpouka NAT masquerade

9.19.1 OnucaHue HaCTPOMWKU

nopt 1023

Kak nokasaHo Ha pUCYHKe 41 B KayeCTBe OCHOBHbIX yCTpOIZCTB MCNOJIb3YHTCA TPU

cepBUCHbIX MapLipyTusaTopa - RouterA, RouterB n RouterC.
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Ha yctponctBax RouterA, RouterB n RouterC HacTpoeHbl loopback-uHtepdencol u
Ha3Ha4deHbl IP-agpeca. MNMpamoro coceactea mexay RouterA n RouterC HerT.

Ha RouterB HacTtpoeHa TexHonors NAT Masquerade, «koTtopass  nossonsier
npeobpasosbiBaTh IP-agpeca n3 BHyTpeHHen ceTn Bo BHeWwHU IP-agpec. RouterA noakntoyeH K
RouterB n Haxoguntca Bo BHyTpeHHen cetu. RouterB nogkntodeH k RouterC n Haxogutcs BO

BHELUHEWN CeTH.

BHyTpeHHAR BHewHnnsn
nogceTtb nopceTb
RouterA RouterB RouterC
198.18.0.0/24 198.18.1.0/24
~ . B 2000 2 2000 ~. 0 00og
='0 poon =‘pn pooo =0 popo
eth1 eth1 eth2 eth2
Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24  Ipv4: 198.18.1.2/24
lo0: 1.1.1.1/32 100: 3.3.3.3/32

PucyHok 41 — Cxema HacTtponkn NAT masquarad

9.19.2 3Tanbl HaCTPOMKK CETH

9.19.2.1 Bowuagunte B pexum rnobanbHOM KoHUrypauum Ha YCTpoOuCTBax nepes
HaCTPOMKOM

Mpn HacTponke ceTeBoro obopyaoBaHMS, OOHUM U3 FNaBHbIX LIAroB, SBNAETCA BXOL B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKN. B KOHPUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKU UHTEPdEnCcoB,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

9.19.2.2 Hactponute RouterA
9.19.2.2.1 HactpownTte uHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
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RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

9.19.2.2.2 HacTtpownte uHtepgenc lo0

RouterA(config)#interface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

9.19.2.2.3 HacTtponte MapLupyT, NPUMEHSIOLLMACS NPU YCTAHOBIIEHUUN COeANHEHNSA

RouterA(config)#ip route 3.3.3.3/32 198.18.0.1
RouterA(config)#tend

9.19.2.3 Hactponte RouterB
9.19.2.3.1 HactpounTte uHtepgenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description INSIDE
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

9.19.2.3.2 HactpounTte uHtepgenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#description OUTSIDE
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

9.19.2.3.3 HacTtponte MapLupyTbl, IPUMEHSIOLLMACA NPU YCTAHOBNEHUUN COeANHEHNS

RouterB(config)#ip route 1.1.1.1/32 198.18.0.2
RouterB(config)#ip route 3.3.3.3/32 198.18.1.2
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9.19.2.3.4 HactpowunTte TexHonornio NAT Masquerade

RouterB(config)#ip access-list 1 outinterface eth2
RouterB(config)#ip nat access-list 1 source masquerade
RouterB(config)#ip connections statistics on
RouterB(config)#end

9.19.2.4 Hactponte RouterC
9.19.2.4.1 HactpounTte uHtepgenc eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#no ip address dhcp
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

9.19.2.4.2 HactpounTte uHtepgewnc lo0

RouterC(config)#tinterface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

9.19.2.4.3 HacTponte mapLpyT, NPUMEHSIOLLMNCA NPU YCTAHOBIEHNUN COEANHEHUS

RouterC(config)#ip route 1.1.1.1/32 198.18.1.1
RouterC(config)#end

9.19.2.5 CoxpaHuTe HaCTPOMKK

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEK Ha YCTponCcTBax

@ HanomuHaHue

Router#write <name>
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9.19.3 [llpoBepkKa HacTpoeK
9.19.3.1 BebinonHute komaHgy show ip nat Ha RouterB gns npoBepku coO3gaHHOroO

npasuna TpaHCnsaumm

Chain POSTROUTING (policy ACCEPT 0 packets, 0 bytes)

# Pkts Bytes Action Rule config

1 0 0 io: eth2
Action: masquerade

9.19.3.2 3anyctute yTnunuTy komaHgom ping 3.3.3.3 source 1.1.1.1 Ha RouterA

9.19.3.3 3anyctute yTunuty komaHgown tcpdump eth2 Ha RouterB

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on eth2, link-type EN1OMB
(Ethernet), capture size 262144 bytes 23:12:11.394713 LLDP, length 328: EX3400-STACK
23:12:15.913459 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 15067, seq 1, length 64
23:12:15.913970 1P 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 15067, seq 1, length 64
23:12:16.915169 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 15067, seq 2, length 64
23:12:16.915663 IP 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 15067, seq 2, length 64
23:12:17.916792 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 15067, seq 3, length 64
23:12:17.917282 1P 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 15067, seq 3, length 64

AC

7 packets captured

7 packets received by filter

0 packets dropped by kernel

9.19.3.4 BbinonHute komaHay show ip connections statistics Ha RouterB ansa nposepkm

CTaTUCTUKN

ipvd 2icmp 15src=1.1.1.1 dst=3.3.3.3 type=8 code=0 id=15067 packets=3 bytes=252 src=3.3.3.3
dst=198.18.1.1 type=0 code=0 id=15067 packets=3 bytes=252 mark=0 zone=0 use=2

9.20 HacTtpouka VRF Lite

9.20.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 42 B KayeCTBe OCHOBHbIX YCTPOWMCTB MWCMOMb3YHTCA TpU
cepBUCHbIX MapLipyTusaTopa - RouterA, RouterB n RouterC.

Ha yctponcteax RouterA, RouterB n RouterC HacTpoeHbl IP-agpeca. Npsimoro coceactea

mexay RouterA n RouterC Her.
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Ha RouterB HactpoeHa TexHonorma VRF Lite, koTopas nossonsetr pasgenutb

dmsnyecknii MapLLpyTU3aToOp Ha HECKOSbKO NOTMYECKMX (BUPTYarnbHbIX).

lo1: 1.1.1.1/32 lo1: 3.3.3.3/32
RouterA RouterB RouterC

~0 oooo 198.18.0.0/24 ~0 oomo 198.18.1.0/24 ~0 booo
='0 Dopoo ='0 oopo =0 Doon

eth1 eth1 eth2 eth2
Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1124 |\t RouterA Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24

Ip vrf RouterC

PucyHok 42 — Cxema HacTtpoukun VRF Lite

9.20.2 JTanbl HACTPOMKK CETH

9.20.2.1 Bownagnte B pexum rnobanbHOM KoHGUrypauum Ha YCTpOWCTBax nepea
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OOAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOHOUTypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OAUH U3 PEXUMOB KOMaHLHOW
CTpPOKU. B KOH(UrypaumMOHHOM peXmme MOXHO MU3MEHSATb HACTPOMKU  UHTepPdEencos,

MapLupyTM3aumto, 6e30nacHOCTb U ApyrMe napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

9.20.2.2 Hactponte RouterA
9.20.2.2.1 HactpownTte untepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

9.20.2.2.2 Cospgaunte n HacTpouTe loopback-nHtepdenc

RouterA(config)ttinterface lol
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RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 1.1.1.1/32
RouterA(config-if-[lo1])#end

9.20.2.3 Hactponute RouterB

9.20.2.3.1 HasHaubTe ak3emnnapbl VPN Routing Forwarding

RouterB(config)#ip vrf RouterA
RouterB(config-vrf)#exit
RouterB(config)#ip vrf RouterC
RouterB(config-vrf)#exit

9.20.2.3.2 HactpownTe uHtepgencol eth1 n eth2

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip vrf forwarding RouterA
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit
RouterB(config)#interface eth2
RouterB(config-if-[eth2])#ip vrf forwarding RouterC
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

9.20.2.3.3 HacTtponTe MapLupyTbl, IPUMEHSIOLLMIACA NPU YCTAHOBNEHUUN COeONHEHNS

RouterB(config)#ip route vrf RouterA 1.1.1.1/32 198.18.0.2 eth1
RouterB(config)#ip route vrf RouterC 3.3.3.3/32 198.18.1.2 eth2
RouterB(config)#end

9.20.2.4 Hactponte RouterC
9.20.2.4.1 HacTtpownte uHTepgencol eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit
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9.20.2.4.2 Cospgaunte n HacTpouTe loopback-uHtepdenc

RouterC(config)#interface lo1
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 3.3.3.3/32
RouterC(config-if-[lo1])#end

9.20.2.5 CoxpaHuTe HacCTpPOMrKK

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

9.20.3 [lpoBepkKa HacTpoeK

9.20.3.1 BebinonHute komaHgy show ip vrf RouterA Ha RouterB pna nposepkm
CO3[,aHHOro aK3emnnspa

VRF RouterA, FIBID 1
Router ID: 198.18.0.1 (automatic)
Interfaces:

ethl
VRF RouterA; (id=1); RIP is not enabled
VRF RouterA; RD is not defined
Interfaces:

ethl
No export VPN route-target community
No import VPN route-target community
No import route-map

9.20.3.2 BebinonHute komaHgy show ip vrf RouterC Ha RouterB gns nposepku
CO3[aHHOro 3K3emmnnspa

VRF RouterC, FIB ID 2
Router ID: 198.18.1.1 (automatic)
Interfaces:
eth2
VRF RouterC; (id=2); RIP is not enabled

Bepcus 9.0 201



®dyHkummn L3 MHCTpyKUMS No HacTporke
KPI1I.465614.001-181C3

VRF RouterC; RD is not defined
Interfaces:

eth2
No export VPN route-target community
No import VPN route-target community
No import route-map

9.20.3.3 BebinonHute komaHgy show ip route Ha RouterB gna nposepku Tabnuupl

MapLwpyTmn3aunm

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i -IS-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default
IP Route Table for VRF "default"
C 127.0.0.0/8 is directly connected, lo
Gateway of last resort is not set

9.20.3.4 Bbinonuute komaHgy show ip route vrf RouterA Ha RouterB gns nposepku

Tabnuubl mapwpyTtnsaumm VRF RouterA

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default
IP Route Table for VRF "RouterA"
S 1.1.1.1/32[1/0] via 198.18.0.2, ethl
C 198.18.0.0/24 is directly connected, ethl
Gateway of last resort is not set

9.20.3.5 BebinonHute komaHgy show ip route vrf RouterC Ha RouterB gna nposepku

Tabnuubl mapwpyTtmsaumm VRF RouterC

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default IP Route Table for VRF "RouterC"
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S 3.3.3.3/32[1/0] via 198.18.1.2, eth2
C 198.18.1.0/24 is directly connected, eth2
Gateway of last resort is not set

9.21 Hactpouka VRF Lite IPv6

9.21.1 OnucaHue HaCTPOWNKU

Kak nokaszaHO Ha pucyHke 43 B KayecTBe OCHOBHbIX YCTPOWCTB WMCMOMb3yHTCA Tpu
cepBUCHbIX MapLupyTmsaTtopa - RouterA, RouterB n RouterC.

Ha ycTtponctBax RouterA, RouterB n RouterC HacTpoeHbl IP-agpeca. Npsimoro coceactea
mexay RouterA n RouterC Her.

Ha RouterB HacTpoeHa TexHonorums VRF Lite IPv6, koTopas nossonser pasgenutb

dm3nyecknii MapLLpyTU3aToOp Ha HECKOSbKO NTOTMYECKMX (BUPTYanbHbIX).

101:101::1128 101:102::1128

RouterA RouterB RouterC

'O ooog 0 oogo 'O ooog
=0 pooo X ot ='p oooo 3 eth2 =0 pooo

2000::2/64 ip vif RouterA 2001::2164
ip vif RouterC

PucyHok 43 — Cxema HacTtpovikn VRF Lite Ipv6

9.21.2 3Tanbl HACTPOWKMU

9.21.2.1 Bouagnte B pexum rnobanbHOM KOHGUrypauum Ha YCTpOWCTBax nepea
HaCTPOMKOM

Mpn HacTponke ceTeBoro o6opyaoBaHUA, OOAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKN. B KOHPUIrypauUMOHHOM pexnMe MOXHO U3MEHATb HACTPOWMKU UHTepdEemncosB,

MapLipyTM3aumio, 6e30nacHoOCTb U Apyrue napameTpbl YCTPONCTB.
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@ HanomuHaHue

Router#configure terminal

9.21.2.2 Hactponte RouterA
9.21.2.2.1 HactpounTte uHtepgenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2000::2/64
RouterA(config-if-[eth1])#exit

9.21.2.2.2 Hactpownte nHtepdenc lo1

RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ipv6 address 101::1/128
RouterA(config-if-[lo1])#end

9.21.2.3 HactponTte RouterB

9.21.2.3.1 CosganTte BupTyanbHbi MappyTtusatop RouterA

RouterB(config)#ip vrf RouterA
RouterB(config-vrf)#exit

9.21.2.3.2 CosganTte BUpTyanbHbi MapwpyTtudatop RouterC

RouterB(config)#ip vrf RouterC
RouterB(config-vrf)#exit

9.21.2.3.3 HactpownTte untepdenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#ip vrf forwarding RouterA
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ipv6 address 2000::1/64
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RouterB(config-if-[eth1])#exit
9.21.2.3.4 Hactpownte nntepdenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#ip vrf forwarding RouterC
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ipv6 address 2001::1/64
RouterB(config-if-[eth2])#exit

9.21.2.3.5 Hactponte VRF mapwpyTt RouterA
RouterB(config)#ipv6 route vrf RouterA 101::1/128 2000::2 ethl
9.21.2.3.6 Hactponte VRF mapwpyTt RouterC

RouterB(config)#ipv6 route vrf RouterC 102::1/128 2001::2 eth2
RouterB(config)#end

9.21.2.4 HactponTte RouterC
9.21.2.4.1 HactpounTte uHtepgenc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ipv6 address 2001::2/64
RouterC(config-if-[eth2])#exit

9.21.2.4.2 Hactpownte nHtepdenc lo1

RouterC(config)#interface lo1
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ipv6 address 102::1/128
RouterC(config-if-[lo1])#end

9.21.2.5 CoxpaHuTe HaCTPOMNKK

|/|CI'IOJ'Ib3yIZTe KOMaHay write <name> gnsa COXpaHeHnA HaCTpOEK Ha yCTpOIZCTBaX
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@ HanomuHaHue

Router#write <name>

9.21.3 [lpoBepkKa HacTpoeK
9.21.3.1 BbinonHute kKomaHay show ipv6 route Ha RouterB gna BbiBOga Ha 3KpaH

Tabnuubl MapLipyTu3aunm

IPv6 Routing Table
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - 1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
Timers: Uptime
IP Route Table for VRF "default"
C ::1/128 via :;, lo, 00:44:08

9.21.3.2 Bbinonuute komangy show ipv6 route vrf RouterA Ha RouterB ansa BbiBoga

Tabnuubl mapwpyTtnsaumm VRF RouterA

IPv6 Routing Table
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i -IS-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
Timers: Uptime
IP Route Table for VRF "DUT1"
S 101::1/128 [1/0] via 2000::2, eth1, 00:34:03
C 2000::/64 via ::, eth1, 00:36:03
C fe80::/64 via ::, eth1, 00:36:03

9.21.3.3 BebinonHute komaHay show ipv6 route vrf RouterC Ha RouterB anga BbiBoaa

Tabnuubl mapwpyTtmsaumm VRF RouterC

IPv6 Routing Table
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
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N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
Timers: Uptime
IP Route Table for VRF "DUT3"
S 102::1/128 [1/0] via 2001::2, eth2, 00:32:02
C 2001::/64 via ::, eth2, 00:35:40
C fe80::/64 via ::, eth2, 00:35:39

9.21.3.4 BbinonHute kKomaHay ping 101::1 vrf RouterA Ha RouterB gnsi BbiBOAa Ha aKpaH

poctynHoctn 101::1

PING 101::1(101::1) 56 data bytes

64 bytes from 101::1: icmp_seq=1 ttl=64 time=1.03 ms
64 bytes from 101::1: icmp_seq=2 ttl=64 time=1.01 ms
64 bytes from 101::1: icmp_seq=3 ttl=64 time=0.975 ms

---101::1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 4ms
rtt min/avg/max/mdev = 0.975/1.005/1.034/0.035 ms

9.21.3.5 BbinonHute komaHay ping 102::1 vrf RouterC Ha RouterB gnsa BbiBoga Ha aKpaH

poctynHoctn 102::1

PING 102::1(102::1) 56 data bytes

64 bytes from 102::1: icmp_seqg=1 ttl=64 time=1.03 ms
64 bytes from 102::1: icmp_seq=2 ttl=64 time=0.976 ms
64 bytes from 102::1: icmp_seq=3 ttl=64 time=0.958 ms

--- 102::1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 4ms
rtt min/avg/max/mdev = 0.958/0.989/1.033/0.031 ms

9.22 HacTtpowuka Policy Based Routing Ha ocHoBe |IP-agpeca UCTOYHUKA

9.22.1 OnucaHue HaCTPOWNKU

Kak nokasaHo Ha pucyHke 44 B KayeCTBe OCHOBHbIX YCTPOWCTB WCMOMNb3YHOTCHA Tpu
cepBUCHbIX MapLipyTm3aTtopa - RouterA, RouterB n RouterC.

Mexay yctponcteamm RouterA, RouterB n RouterC HacTpoeHa cTaTudeckas

mMapwpytmnsaumsa. Cocencreso HacTpamBaetca mexay RouterA u RouterB, RouterA n RouterC.
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Mpamoro coceactea mexay RouterB n RouterC HeT. Ha kaXgom v3 yCTPOWUCTB HACTPOEHbI
NHTepdencol, HasHa4vyeHbl IP-agpeca n nogHaTel loopback-nHtepdeiiceol.

Ha RouterA HacTtpoeHa TexHonorna Policy Based Routing Ha ocHoBe |P-agpeca

NCTOYHUKA.
RouterB RouterA RouterC
SRS ethi eth1 SRS eth2 eth2 —:fonn
Ipv4: 198.18.1.2/24 Ipv4: 198.18.1.1/24 192.18.2.1/24 Ipv4: 198.18.2.2/124
l01:2.2.2.2/32 lo1:1.1.1.1/32 101:2.2.2.2/32

PucyHok 44 — Cxema HacTtpounku PBR Ha ocHoBe IP-agpeca nctovHuka

9.22.2 JTanbl HACTPOUKU CETH

9.22.2.1 Bouante B pexum rnobanbHOM KoHdUrypaumm Ha YCTPOWCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OOAHUM U3 FMaBHbIX LWAroB, ABNAETCS BXOL B
KOH(UrypauUMOHHbIA pexnMm. KoHUrypaumMoHHbIA peXnM - 3TO OOUH U3 PEXMMOB KOMaHLHOM
CTPOKU. B KOH(UrypauMOHHOM peXuMme MOXHO WU3MEHATb HaCTPOMKN  UNHTepPdencos,

MapLupyTM3aumto, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

9.22.2.2 Hactponte RouterA
9.22.2.2.1 HactpounTte uHtepgencol eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit
RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
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RouterA(config-if-[eth2])#ip address 198.18.2.1/24
RouterA(config-if-[eth2])#exit

9.22.2.2.2 Cospgaunte n HacTpouTe loopback-uHtepdenc

RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 1.1.1.1/32
RouterA(config-if-[lo1])#exit

9.22.2.2.3 YkaxuTe mappyT oo cetun 2.2.2.2/32 4yepes RouterB
RouterA(config)#ip route 2.2.2.2/32 198.18.1.2

9.22.2.2.4 HactponTte agpec RouterC Kak LUII03 N0 YMOMYaHUIO U COXpaHuTe B Tabnvuy

21. Hactponte PBR 1 ykaxuTte nctodHmnky 1.1.1.1/32 cmotpeTtb B Tabnuuy 21

RouterA(config)#ip route 0.0.0.0/0 198.18.2.2 table 21
RouterA(config)#ip access-list PBR_SRC_IP sourceip 1.1.1.1/32
RouterA(config)#ip policy rule access-list PBR_SRC_IP output lookup 21
RouterA(config)t#tend

9.22.2.3 Hactponte RouterB
9.22.2.3.1 HactpounTte nHtepgenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

9.22.2.3.2 Cospgante n HacTpouTe loopback-nHtepdernc

RouterB(config)#tinterface lol
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 2.2.2.2/32
RouterB(config-if-[lo1])#exit
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9.22.2.3.3 YkaxuTe MapLipyTbl, NPUMEHSAIOLMNCS MPU YCTAHOBMNEHUN COEAUHEHUS

RouterB(config)#ip route 1.1.1.1/32 198.18.1.1
RouterB(config)#end

9.22.2.4 HactponTte RouterC
9.22.2.4.1 HactpounTte uHtepgenc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.2.2/24
RouterC(config-if-[eth2])#exit

9.22.2.4.2 CospganTte n HactpounTte loopback-nHtepdenc

RouterC(config)#interface lol
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 2.2.2.2/32
RouterC(config-if-[lo1])#exit

9.22.2.4.3 YKaxuTe mMapLupyT, MPUMEHSAIOLWMIACS NPU YCTAaHOBIIEHUM COeaNHEHNSA

RouterC(config)#ip route 1.1.1.1/32 198.18.2.1
RouterC(config)#end

9.22.2.5 CoxpaHuTe HaCTPOMNKK

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponCcTBax

@ HanomuHaHue

Router#write <name>
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9.22.3 [lpoBepkKa HacTpoeK
9.22.3.1 BbinonHute komaHgy ping 2.2.2.2 source 1.1.1.1 Ha RouterA, 4T0b6bI

y6eantbcs, 4To Tpaduk nocrne NpUMeHeHUs NonNUTUKN naet Yepes RouterC

PING 2.2.2.2 (2.2.2.2) from 1.1.1.1 : 56(84) bytes of data.
64 bytes from 2.2.2.2: icmp_seq=1 ttlI=64 time=1.08 ms
64 bytes from 2.2.2.2: icmp_seq=2 ttlI=64 time=1.04 ms
64 bytes from 2.2.2.2: icmp_seq=3 ttlI=64 time=0.971 ms

9.22.3.2 BbinonHute komaHgy tcpdump eth2 Ha RouterC gns aHanu3a ceTeBoro

Tpadumka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes
01:40:25.345345 1P 1.1.1.1 > 2.2.2.2: ICMP echo request, id 15267, seq 4, length 64
01:40:25.345400 IP 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 15267, seq 4, length 64
01:40:26.346493 IP 1.1.1.1 > 2.2.2.2: ICMP echo request, id 15267, seq 5, length 64
01:40:26.346578 IP 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 15267, seq 5, length 64

9.23 Hactpouka Policy Based Routing Ha ocHoBe |IP-agpeca Ha3Ha4YeHusi

9.23.1 OnucaHue HaCTPOWUKU

Kak nokaszaHO Ha pucyHke 45 B KayecTBe OCHOBHbIX YCTPOWCTB WCMOSb3YHTCA Tpu
cepBUCHbIX MapLipyTm3aTtopa - RouterA, RouterB n RouterC.

Mexay yctponcteammn RouterA, RouterB n RouterC HacTpoeHa cTaTuyeckas
mMapwpytmnsaumsa. Coceacteso HacTpamBaetca mexay RouterA u RouterB, RouterA n RouterC.
Mpamoro coceactBa mexay RouterB n RouterC HeT. Ha kaxgom mM3 yCTPOMCTB HACTPOEHbI
NHTepencol, HazHa4veHbl IP-agpeca n nogHATLl loopback-nHTepdencol.

Ha RouterA HactpoeHa TtexHonorna Policy Based Routing Ha ocHoBe |P-agpeca

Ha3Ha4YeHwus.
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RouterB RouterA RouterC
— 0 0000 JRRe eth1 EEEEEEEL PYY eth1 =0 oo
Ipv4: 198.18.1.2/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.2.1/24 Ipv4: 198.18.2.2/24
lo1:2.2.2.2/32 lo1:1.1.1.1/32 101:2.2.2.2/32

PucyHok 45 — Cxema HacTtponkn PBR Ha ocHoBe IP-agpeca HasHayeHus

9.23.2 JT1anbl HACTPOMKU CETH

9.23.2.1 Bouagnte B pexum rnobanbHOM KOHdMUrypaumMm Ha YCTpOWCTBaxX nepea
HaCTPOWKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OOAHUM U3 FMaBHbIX LWAroB, ABNAETCS BXOL B
KOH(UrypauUMOHHbIA pexnMm. KoHUrypaumMoHHbIA peXnM - 3TO OOUH U3 PEXMMOB KOMaHLHOM
CTpPOKU. B KOH(UrypauMOHHOM peXmme MOXHO WU3MEHHATb HaCTPOWKM WUHTepdencos,

MapLupyTM3aumto, 6e3onacHoOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

9.23.2.2 Hactponte RouterA
9.23.2.2.1 HactpounTte uHtepgencol eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit
RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.2.1/24
RouterA(config-if-[eth2])#exit
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9.23.2.2.2 HacTtpownte nntepgenc lo1

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 1.1.1.1/32
RouterA(config-if-[lo1])#exit

9.23.2.2.3 YkaxuTe mappyT o cetun 2.2.2.2/32 4yepes RouterB
RouterA(config)#ip route 2.2.2.2/32 198.18.1.2

9.23.2.2.4 HactpownTe agpec RouterC kak L3 N0 yMONYaHUIO U COXpaHUTe B Tabnuuy

21. Hactponte PBR n ykaxuTe npu agpece HasHavyeHnd 2.2.2.2/32 cmoTpeTb B Tabnuuy 21

RouterA(config)#ip route 0.0.0.0/0 198.18.2.2 table 21
RouterA(config)#ip access-list PBR_DES_IP destinationip 2.2.2.2/32
RouterA(config)#ip policy rule access-list PBR_DES_IP output lookup 21
RouterA(config)#tend

9.23.2.3 Hactponte RouterB
9.23.2.3.1 HactpownTte untepdec eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

9.23.2.3.2 HacTtpownte untepgenc lo1

RouterB(config)ttinterface lol
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 2.2.2.2/32
RouterB(config-if-[lo1])#exit

9.23.2.3.3 YkaxuTte mapwpyT go cetn 1.1.1.1/32 yepes RouterA

RouterB(config)#ip route 1.1.1.1/32 198.18.1.1
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RouterB(config)#end

9.23.2.4 Hactponte RouterC
9.23.2.4.1 HactpownTte untepdgenc eth1

RouterC(config)#tinterface ethl
RouterC(config-if-[eth1])#no ip address dhcp
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ip address 198.18.2.2/24
RouterC(config-if-[eth1])#exit

9.23.2.4.2 HacTtpownte nHtepgenc lo1

RouterC(config)#tinterface lo1
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 2.2.2.2/32
RouterC(config-if-[lo1])#exit

9.23.2.4.3 HacTtponTe cTaTM4eCcKyo MapLLpyTusawumo

RouterC(config)#ip route 1.1.1.1/32 198.18.2.1
RouterC(config)#tend

9.23.2.5 CoxpaHuTe HaCTPOMKK

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

9.23.3 [llpoBepka HacTpoekK

9.23.3.1 BebinonHute komaHay ping 2.2.2.2 source 1.1.1.1 Ha RouterA, 4TOObI
y6eanTbes, 4TO Tpaduk nocne npuMeHeHus NonuTukn nget Yepes RouterC, ncnonbsys Tabnuuy
21
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PING 2.2.2.2 (2.2.2.2) from 1.1.1.1 : 56(84) bytes of data.
64 bytes from 2.2.2.2: icmp_seq=1 ttlI=64 time=1.04 ms
64 bytes from 2.2.2.2: icmp_seq=2 ttlI=64 time=1.00 ms
64 bytes from 2.2.2.2: icmp_seq=3 ttl=64 time=0.945 ms

9.23.3.2 BbinonHute komaHgy tcpdump eth1 Ha RouterC gns aHanu3a ceTeBoro

Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes
12:11:03.689069 IP 1.1.1.1 > 2.2.2.2: ICMP echo request, id 14396, seq 15, length 64
12:11:03.689124 1P 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 14396, seq 15, length 64
12:11:04.690203 1P 1.1.1.1 > 2.2.2.2: ICMP echo request, id 14396, seq 16, length 64
12:11:04.690245 1P 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 14396, seq 16, length 64

9.24 Hactpouka Policy Based Routing Ha ocHoBe Homepa nopta (TCP/UDP)

UCTOYHUKA

9.24.1 OnucaHue HaCTPOWNKM

Kak nokasaHoO Ha pucyHke 46 B KayecTBe OCHOBHbIX YCTPOWCTB WMCMOSb3YHTCA Tpu
CepBUCHbIX MapLupyTusaTopa - RouterA, RouterB n RouterC.

Mexay yctponcteamn RouterA, RouterB n RouterC HacTpoeHa cTaTuyeckas
mapwpyTmnsaumsa. Cocencreso HacTtpamBaetca mexay RouterA n RouterB, RouterA n RouterC.
Mpamoro coceactBa mexay RouterB n RouterC HeT. Ha kaxgom mM3 yCTPOMCTB HACTPOEHbI
NHTepdencol, HasHa4veHbl IP-agpeca n nogHATel loopback-uHtepdeincsl.

Ha RouterA n RouterB cosgaHbl n HacTpoeHbl BUPTyaribHble UHTEPdENCHI.

Ha RouterA HacTpoeHa TexHosnormna Policy Based Routing Ha ocHOBe Ha ocHoBe HoMepa

nopta (TCP/UDP) ncrtoyHuka.

RouterB RouterA RouterC
198.18.0.0/24 198.18.1.0/24
-0 ooog .0 ooog .0 Ooog
='n pooo ='n pooo S'p pooo
eth2 eth2 eth1 eth1
lo1: 2.2.2.2/32 eth2.10: 198.18.10.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
eth2.10: 198.18.10.2/24 eth2.20: 198.18.20.1/24 lo1:1.1.1.1/32

eth2.20: 198.18.20.2/24

PucyHok 46 — Cxema HacTpounkun PBR Ha ocHoBe HOMepa nopTa UCTOYHMKA
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9.24.2 JTtanbl HACTPOMKK CETH

9.24.2.1 Bowugnte B pexum rnobanbHOM KoHdUrypauum Ha YCTpOWCTBax nepea
HaCTPOMKOM

Mpu HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOHOUTypaLUMOHHbIN pexuM. KoHMUrypaunoHHbIN PeXnUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW
CTpOkM. B KOH(UrypauMOHHOM peXume MOXHO MU3MEHSATb HAaCTPOMKU  UHTepdEencos,

MapLipyTm3aumto, 6e3onacHoOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

9.24.2.2 Hactponte RouterA
9.24.2.2.1 Hactpownte untepdencol eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit
RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

9.24.2.2.2 Hactpownte untepdgencol eth2.10 n eth2.20

RouterA(config)#interface eth2.10
RouterA(config-if-[eth2.10])#vid 10 ethertype 0x8100
RouterA(config-if-[eth2.10])#no shutdown
RouterA(config-if-[eth2.10])#ip address 198.18.10.1/24
RouterA(config-if-[eth2.10])#exit
RouterA(config)#interface eth2.20
RouterA(config-if-[eth2.20])#vid 20 ethertype 0x8100
RouterA(config-if-[eth2.20])#no shutdown
RouterA(config-if-[eth2.10])#ip address 198.18.20.1/24
RouterA(config-if-[eth2.20])#exit
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9.24.2.2.3 HacTtponTe cTaTM4eCcKyo MapLupyTusawmo

RouterA(config)#ip route 1.1.1.1/32 198.18.1.2
RouterA(config)#ip route 2.2.2.2/32 198.18.10.2

9.24.2.2.4 HacTtponte agpec eth2.20 RouterB kak W3 N0 yMOM4YaHMIO U COXpPaHUTE B
Tabnuuy 21, HacTponTte PBR U1 ykaxunte nctodHuky ¢ noptom 10000 nepeHanpaBnatb Tpadumk

cnenysa Tabnuue 21.

RouterA(config)#ip route 0.0.0.0/0 198.18.20.2 table 21

RouterA(config)#ip access-list PBR_S_PORT protocol 6 sourceports 10000
RouterA(config)#ip policy rule access-list PBR_S_PORT prerouting lookup 21
RouterA(config)#tend

9.24.2.3 HactpouTte RouterB
9.24.2.3.1 HacTtponTe uHTepdgencol

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit
RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

9.24.2.3.2 HacTtpownte nntepgenc lo1

RouterB(config)#interface lol
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 2.2.2.2/32
RouterB(config-if-[lo1])#exit

9.24.2.3.3 CospganTte nntepdgencol eth2.10 n eth2.20

RouterB(config)ttinterface eth2.10
RouterB(config-if-[eth2.10])#vid 10 ethertype 0x8100
RouterB(config-if-[eth2.10])#no shutdown
RouterB(config-if-[eth2.10])#ip address 198.18.10.2/24
RouterB(config-if-[eth2.10])#exit
RouterB(config)#interface eth2.20
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RouterB(config-if-[eth2.20])#vid 20 ethertype 0x8100
RouterB(config-if-[eth2.20])#no shutdown
RouterB(config-if-[eth2.10])#ip address 198.18.20.2/24
RouterB(config-if-[eth2.20])#exit

9.24.2.3.4 HacTpounTe ctaTUyecKyto MapLupyTusauunto

RouterB(config)#ip route 0.0.0.0/0 198.18.10.1
RouterB(config)#end

9.24.2.4 Hactponte RouterC
9.24.2.4.1 Hactponte untepdenc eth1

RouterC(config)#tinterface ethl
RouterC(config-if-[eth1])#no ip address dhcp
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ip address 198.18.1.2/24
RouterC(config-if-[eth1])#exit

9.24.2.4.2 HacTtpownte nntepgenc lo1

RouterC(config)#interface lo1
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 1.1.1.1/32
RouterC(config-if-[lo1])#exit

9.24.2.4.3 HacTpounte ctaTUyecKyro MapLupyTM3auunto

RouterC(config)#ip route 0.0.0.0/0 198.18.1.1
RouterC(config)#tend

9.24.2.5 CoxpaHuTe HaCTpOWKM

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gnsa COXpaHeHnA HaCTpOEK Ha yCTpOIZCTBaX
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@ HanomuHaHue

Router#write <name>

9.24.3 [lpoBepKa HacTpoeK
9.24.3.1 Bbinonuute komaHgy iperf server port 10000 bind 1.1.1.1 Ha RouterC ans

NpPOBEpPKM NPONYCKHON CMOCOGHOCTU B peXXume cepeepa

Server listening on TCP port 10000 Binding to local address 1.1.1.1
TCP window size: 85.3 KByte (default)

[ 4] local 1.1.1.1 port 10000 connected with 198.18.10.2 port 33725
[ID] Interval  Transfer Bandwidth
[ 4] 0.0-10.0sec 918 MBytes 769 Mbits/sec

9.24.3.2 BebinonHute komaHay iperf client 1.1.1.1 port 10000 bind 198.18.10.2 Ha

RouterB gna npoeepku HpOHyCKHOVI cnocobHocTU B pexunme KrnneHTa

Client connecting to 1.1.1.1, TCP port 10000 Binding to local address 198.18.10.2
TCP window size: 76.5 KByte (default)

[ 3] local 198.18.10.2 port 33725 connected with 1.1.1.1 port 10000
[ID] Interval  Transfer Bandwidth
[ 3]0.0-10.0sec 918 MBytes 770 Mbits/sec

9.24.3.3 BebinonHute komaHay tcpdump eth2.20 Ha RouterA ons aHanuMsa ceTeBOro

Tpaduka, ybeantechb 4YTo Tpaduk BbIn NepeHanpaBneH B COOTBETCTBUM C Tabnuuen 21.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth2.20, link-type EN10MB (Ethernet), capture size 262144 bytes
19:58:12.072820 1P 1.1.1.1.10000 > 198.18.10.2.33725: Flags [S.], seq 3929972981, ack 2471004496, win 29200,
options [mss 1460,nop,nop,sackOK,nop,wscale 4], length 0

19:58:12.075426 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 10221, win 3103, length O
19:58:12.077406 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 16061, win 3833, length 0
19:58:12.0774201P 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 26281, win 5110, length O
19:58:12.079286 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 29201, win 5475, length O
19:58:12.079301 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 36501, win 6388, length 0
19:58:12.081261 1P 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 51101, win 8213, length 0
19:58:12.083132 1P 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 55481, win 8760, length 0

Bepcusa 9.0 219



OyHKumn L3 MHCTpyKLMA NO HacTporke
KPII.465614.001-181C3

19:58:12.083146 1P 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 59861, win 9308, length O
19:58:12.083158 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 61321, win 9490, length O

9.25 HacTtpouka Policy Based Routing Ha ocHoBe Homepa nopta (TCP/UDP)

Ha3Ha4YeHuA

9.25.1 OnucaHue HaCTPOWNKU

Kak nokasaHo Ha pucyHke 47 B KayecTBe OCHOBHbIX YCTPOWCTB WMCMOSb3YHTCA Tpu
cepBUCHbIX MapLipyTusaTopa - RouterA, RouterB n RouterC.

Mexay yctponcteamn RouterA, RouterB n RouterC HacTpoeHa cTaTuyeckas
mMapwpytnsaumsa. Cocencteso HacTpamBaetca mexay RouterA n RouterB, RouterA un RouterC.
Mpamoro coceactea mexay RouterB n RouterC HeT. Ha kaxgom mM3 yCTPOWCTB HACTPOEHbI
NHTepencol, HazHa4veHbl IP-agpeca n nogHATbl loopback-nHTepdencol.

Ha RouterA n RouterB cosgaHbl n HacTpoeHbl BUPTyaribHble UHTEPdENCHI.

Ha RouterA HacTpoeHa TexHornorus Policy Based Routing Ha ocHoBe Ha ocHoBe HOMepa

nopta (TCP/UDP) HasHauyeHwus.

RouterB RouterA RouterC
198.18.0.0/24 198.18.1.0/24
~ O oooo ~ 0 ooog ~ 0 ooog
B - B i
lo1: 2.2.2.2/32 eth2.10: 198.18.10.1/24 lpv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
eth2.10: 198.18.10.2/24 eth2.20: 198.18.20.1/24 lo1: 1.1.1.1/32

eth2.20: 198.18.20.2/24

PucyHok 47 — Cxema HacTponkn PBR Ha ocHoBe HOMepa nopTa HasHa4YeHus

9.25.2 JT1anbl HACTPOMKK CETH

9.25.2.1 Bougnte B pexum rnobanbHOM KoHGUrypauum Ha YCTpOWCTBax nepea
HaCTPOUKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUdA, OAHUM U3 FMNaBHbIX LLAroB, SABNAETCS BXOL B
KOH(UrypauUMOHHbIN pexnM. KOHUrypauMoHHbIA peXxnm - 3T0 OOAWH U3 PEXMMOB KOMaHOHOM
CTPOKN. B KOHUIrypauUMOHHOM pexnMe MOXHO U3MEHATb HACTPOWMKU UHTepdEeuncosB,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.
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@ HanomuHaHue

Router#configure terminal

9.25.2.2 Hactponte RouterA
9.25.2.2.1 HactpounTte nHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit

9.25.2.2.2 HactpounTte nHtepgenc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

9.25.2.2.3 HacTtpownTte BupTyanbHbin nHTepdenc eth2.10

RouterA(config)#interface eth2.10
RouterA(config-if-[eth2.10])#vid 10 ethertype 0x8100
RouterA(config-if-[eth2.10])#no shutdown
RouterA(config-if-[eth2.10])#ip address 198.18.10.1/24
RouterA(config-if-[eth2.10])#exit

9.25.2.2.4 HacTtpownTe BupTyanbHbin nHTepdenc eth2.20

RouterA(config)#interface eth2.20
RouterA(config-if-[eth2.20])#vid 20 ethertype 0x8100
RouterA(config-if-[eth2.20])#no shutdown
RouterA(config-if-[eth2.20])#ip address 198.18.20.1/24
RouterA(config-if-[eth2.20])#exit

9.25.2.2.5 HacTponte mapLpyTbl, NPUMEHSAIOLLNECH NPU YCTAHOBNEHUN COEOUHEHUSA
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RouterA(config)#ip route 1.1.1.1/32 198.18.1.2
RouterA(config)#ip route 2.2.2.2/32 198.18.10.2

9.25.2.2.6 Hactponte nonutnky PBR nopta Ha3HaveHus

RouterA(config)#ip route 0.0.0.0/0 198.18.20.2 table 21

RouterA(config)#ip access-list PBR_D_PORT protocol 6 destinationports 10000

RouterA(config)#ip policy rule access-list PBR_D_PORT prerouting lookup 21

9.25.2.3 HactpouTte RouterB
9.25.2.3.1 HactpownTte untepdenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

9.25.2.3.2 HactpounTte nHtepgenc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

9.25.2.3.3 Hactpownte nHtepdenc lo1

RouterB(config)#tinterface lo1
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 2.2.2.2/32
RouterB(config-if-[lo1])#exit

9.25.2.3.4 HactpounTte BupTyanbHbi HTepdenc eth2.10

RouterB(config)#interface eth2.10
RouterB(config-if-[eth2.10])#vid 10 ethertype 0x8100
RouterB(config-if-[eth2.10])#no shutdown
RouterB(config-if-[eth2.10])#ip address 198.18.10.2/24
RouterB(config-if-[eth2.10])#exit
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9.25.2.3.5 HacTtpownTte BupTYyanbHbli nHTEPdenc eth2.20

RouterB(config)#interface eth2.20
RouterB(config-if-[eth2.20])#vid 20 ethertype 0x8100
RouterB(config-if-[eth2.20])#no shutdown
RouterB(config-if-[eth2.10])#ip address 198.18.20.2/24
RouterB(config-if-[eth2.20])#exit

9.25.2.3.6 HacTtponte MapLupyT, NPUMEHSIIOLLMACSA NPU YCTAHOBIIEHUN COEANHEHUS

RouterB(config)#ip route 0.0.0.0/0 198.18.10.1
RouterB(config)#end

9.25.2.4 HactponTte RouterC
9.25.2.4.1 HactpounTte uHtepgenc eth1

RouterC(config)#interface ethl
RouterC(config-if-[eth1])#no ip address dhcp
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ip address 198.18.1.2/24
RouterC(config-if-[eth1])#exit

9.25.2.4.2 Hactpownte nHtepdenc lo1

RouterC(config)#interface lo1
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 1.1.1.1/32
RouterC(config-if-[lo1])#exit

9.25.2.4.3 HacTponte mapLpyT, NPUMEHSIOLLMNCA NPU YCTAHOBIIEHUN COEANHEHUS

RouterC(config)#ip route 0.0.0.0/0 198.18.1.1
RouterC(config)#end

9.25.2.5 CoxpaHuTe HaCTPOMnKK

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gns COXpaHeHnA HaCTpOEK Ha yCTpOIZCTBaX
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@ HanomuHaHue

Router#write <name>

9.25.3 [lpoBepkKka HacTpoekK

9.25.3.1 BebinonHute komaHay iperf server port 10000 Ha RouterB gnsi npoBepkm

MPOMYCKHOWM CNOCOBHOCTU B peXume cepaepa

Server listening on TCP port 10000
TCP window size: 85.3 KByte (default)

[ 4] local 2.2.2.2 port 10000 connected with 1.1.1.1 port 47220
[ID] Interval  Transfer Bandwidth
[ 4] 0.0-10.0 sec 1.08 GBytes 925 Mbits/sec

9.25.3.2 BebinonHuTte komangy iperf client 2.2.2.2 port 10000 bind 1.1.1.1 Ha RouterC gns

NnpoBEPKU I'IpOI'IyCKHOIZ cnocobHoCTU B pexnme KrimeHTa

Client connecting to 2.2.2.2, TCP port 10000
Binding to local address 1.1.1.1
TCP window size: 104 KByte (default)

[ 3] local 1.1.1.1 port 47220 connected with 2.2.2.2 port 10000
[ID] Interval  Transfer  Bandwidth
[ 3]10.0-10.0 sec 1.08 GBytes 927 Mbits/sec

9.25.3.3 BebinonHute komaHay tcpdump eth2.10 Ha RouterA ons aHanuMsa ceTeBOro
Tpadmka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth2.10, link-type EN10MB (Ethernet), capture size 262144 bytes

13:26:28.473203 1P 1.1.1.1.60520 > 2.2.2.2.10000: Flags [S], seq 2762057523, win 29200, options [mss
1460,nop,nop,sackOK,nop,wscale 4], length 0

13:26:28.474204 1P 2.2.2.2.10000 > 1.1.1.1.60520: Flags [S.], seq 3612333970, ack 2762057524, win 29200,
options [mss 1460,nop,nop,sackOK,nop,wscale 4], length 0

13:26:28.475177 1P 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], ack 1, win 1825, length 0

13:26:28.475840 1P 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 1:1461, ack 1, win 1825, length 1460
13:26:28.475849 1P 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 1461:2921, ack 1, win 1825, length 1460
13:26:28.475857 1P 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 2921:4381, ack 1, win 1825, length 1460
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13:26:28.475865 IP 1.1.1.1.60520 > 2.2.2.2.10000:
13:26:28.475872 |1P 1.1.1.1.60520 > 2.2.2.2.10000:
13:26:28.475879 1P 1.1.1.1.60520 > 2.2.2.2.10000:
13:26:28.475885 1P 1.1.1.1.60520 > 2.2.2.2.10000:
13:26:28.475893 1P 1.1.1.1.60520 > 2.2.2.2.10000:
13:26:28.4759001P 1.1.1.1.60520 > 2.2.2.2.10000:
13:26:28.475906 1P 1.1.1.1.60520 > 2.2.2.2.10000:
13:26:28.476809 IP 2.2.2.2.10000 > 1.1.1.1.60520:
13:26:28.477796 1P 1.1.1.1.60520 > 2.2.2.2.10000:

Flags [.], seq 4381:5841, ack 1, win 1825, length 1460
Flags [.], seq 5841:7301, ack 1, win 1825, length 1460
Flags [.], seq 7301:8761, ack 1, win 1825, length 1460
Flags [.], seq 8761:10221, ack 1, win 1825, length 1460
Flags [.], seq 10221:11681, ack 1, win 1825, length 1460
Flags [.], seq 11681:13141, ack 1, win 1825, length 1460
Flags [.], seq 13141:14601, ack 1, win 1825, length 1460
Flags [.], ack 14601, win 3650, length 0

Flags [.], seq 14601:16061, ack 1, win 1825, length 1460

9.25.3.4 BbinonHute komaHay iperf server port 10000 Ha RouterB gnsi npoBepkm

MPOMNYCKHON CNOCOGHOCTM B pexuMe cepeepa

Server listening on TCP port 10000
TCP window size: 85.3 KByte (default)

[ 4] local 2.2.2.2 port 10000 connected with 1.1.1.1 port 47717

[ ID] Interval  Transfer Bandwidth
[ 4]0.0-10.0 sec 1.08 GBytes 930 Mbits/sec

9.25.3.5 BebinonHute komaHay iperf client 2.2.2.2 port 10000 bind 1.1.1.1 Ha RouterC ans

NnpoBEPKU I'IpOI'IyCKHOIZ CcnocobHOCTU B pexmnme KrimneHTa

Client connecting to 2.2.2.2, TCP port 10000
Binding to local address 1.1.1.1
TCP window size: 99.0 KByte (default)

[ 3] local 1.1.1.1 port 47717 connected with 2.2.2.2 port 10000

[ ID] Interval Transfer Bandwidth
[ 3] 0.0-10.0sec 1.08 GBytes 931 Mbits/sec

9.25.3.6 BbinonHute komaHay tcpdump eth2.20 Ha RouterA ons aHanuMsa ceTeBOro

Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth2.20, link-type EN10MB (Ethernet),
13:37:07.981666 1P 1.1.1.1.47717 > 2.2.2.2.10000:

1460,nop,nop,sackOK,nop,wscale 4], length 0

13:37:07.983684 1P 1.1.1.1.47717 > 2.2.2.2.10000:
13:37:07.984343 1P 1.1.1.1.47717 > 2.2.2.2.10000:
13:37:07.984354 1P 1.1.1.1.47717 > 2.2.2.2.10000:
13:37:07.984360 1P 1.1.1.1.47717 > 2.2.2.2.10000:
13:37:07.984366 1P 1.1.1.1.47717 > 2.2.2.2.10000:

capture size 262144 bytes
Flags [S], seq 2278507345, win 29200, options [mss

Flags [.], ack 2702062680, win 1825, length 0

Flags [.], seq 0:1460, ack 1, win 1825, length 1460
Flags [.], seq 1460:2920, ack 1, win 1825, length 1460
Flags [.], seq 2920:4380, ack 1, win 1825, length 1460
Flags [.], seq 4380:5840, ack 1, win 1825, length 1460
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13:37:07.984372 1P 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 5840:7300, ack 1, win 1825, length 1460
13:37:07.984377 1P 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 7300:8760, ack 1, win 1825, length 1460

9.26 HacTtpouka wm3nyeckoro wuHTepcenca B KayecTBe next-hop AanAa

cTaTU4YeCcKoro mappyra
9.26.1 OnucaHue HaCTPOWNKMU
Kak nokaszaHo Ha pucyHke 48 B KayecTBe OCHOBHbIX YCTPOWCTB WCNONb3YKTCA ABa

CepBUCHbIX MapLupyTu3aTopa - RouterA, RouterB.

Me>|q:|,y yCTpOVICTBaMM HacTpoeHa CTaTu4deCkasa MapLlipyTm3auna. Ha kaxgom wu3

YCTPOMWCTB HAaCTpOeHbl MHTepdencChl, HadHadeHbl IP-agpeca un nogHsThl loopback-nHTepgencoi.

RouterA RouterB
192.18.1.0/24
L L} L JLJLJL )
oo nooC
e eth1 eth1 o
lpv4: 198.18.1.1/24 lpv4: 198.18.1.2/24
lo1: 1.1.1.1/32 lo1: 2.2.2.1/32

PucyHok 48 — Cxema HacTponkmn dpunamndeckoro nHtepderica B kayectese next-hop

9.26.2 JTanbl HACTPOMKU CETH

9.26.2.1 Bowgnte B pexum rnobanbHOM KoHdUrypauum Ha YCTpoucTBax nepea
HaCTPOWKOM
® HanomuHanme
Router#configure terminal
226
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9.26.2.2 Hactpoute RouterA
9.26.2.2.1 HactpounTte uHtepgenc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit

9.26.2.2.2 Hactpownte nHtepdenc lo1

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#ip address 1.1.1.1/32
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#exit

9.26.2.2.3 HacTpounTe pexunm oTnpaBkn OTBETOB B OTBET Ha nonyyeHHoble ARP-3anpocsl,

KOTOpble paspeLuatoT fiokarnbHble Lenesble IP-agpeca

RouterA(config)#arp reply global

9.26.2.2.4 HacTtponTe cTaTM4eCKy0 MapLLpyTu3awumto

RouterA(config)#ip route 2.2.2.0/24 ethl
RouterA(config)t#tend

9.26.2.3 Hactponte RouterB
9.26.2.3.1 HactpounTte uHtepgenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

9.26.2.3.2 Hactpownte nntepdgenc lo1
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RouterB(config)#interface lol
RouterB(config-if-[lo1])#ip address 2.2.2.1/32
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#exit

9.26.2.3.3 HacTpounTe pexum oTnpaBkn OTBETOB B OTBET Ha nonyyeHHole ARP-3anpocsl,

KOTOpble pa3peLuatoT fiokanbHble Lenesble IP-agpeca
RouterB(config)#arp reply global
9.26.2.3.4 CospganTte cTaTUYECKY0 MapLupyTU3aumio

RouterB(config)#ip route 1.1.1.0/24 ethl
RouterB(config)#end

9.26.2.4 CoxpaHuTe HaCTPOMKK

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

9.26.3 [poBepka HacTpoekK
9.26.3.1 BbinonHute komaHay show ip route Ha RouterA ans BbiBOA4a Ha 3KpaH crvcka

MapLipyToB

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default

IP Route Table for VRF "default"

C 1.1.1.0/24 is directly connected, lol

S  2.2.2.0/24 [1/0] is directly connected, eth1

C 127.0.0.0/8 is directly connected, lo

C 198.18.1.0/24 is directly connected, eth1
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Gateway of last resort is not set

9.26.3.2 BebinonHuTe KomaHgy show ip route Ha RouterB ansa BbiBOAa Ha 3kpaH cnucka

MapLipyToB

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default

IP Route Table for VRF "default"

S 1.1.1.0/24 [1/0] is directly connected, eth1

C  2.2.2.0/24is directly connected, lol

C 127.0.0.0/8 is directly connected, lo

C 198.18.1.0/24 is directly connected, ethl

Gateway of last resort is not set

9.27 HasHauyeHue B Ka4yecTBe next-hop AnNsA cTaTMYecKOro MaplipyTa ABYX

MHTepcencon

9.27.1 OnucaHue HaCTPOWNKM

Kak nokaszaHo Ha pucyHke 49 B KayecTBE OCHOBHbIX YCTPOWCTB WCMONb3YKTCA ABa
CepBUCHbIX MapLipyTusaTopa - RouterA n RouterB.

Ha RouterA HacTtpoeH nHtepdenc eth1 - IP address 10.10.10.1/24, eth2 - IP address
20.20.20.1/24, loopback nHtepdenc - IP address 1.1.1.1/32.

Ha RouterB HacTtpoeH nHtepdenc eth1 - IP address 10.10.10.2/24, eth2 - IP address
20.20.20.2/24, loopback nHtepdenc - IP address 2.2.2.1/32.

Me>|<p,y yCTpOIZCTBaMI/I HaCTpoeHa CTaTn4vecKkad MapLlpytTn3auund.
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RouterA RouterB
ipva: 10.10.10.1/24 ipv4: 10.10.10.2/24
(lo1: 1.1.1.1/32) (lo1: 2.2.2.1/32)
e ethi 10.10.10.0/24 etht
B 8000 []
= alllalaala a
eth2 20.20.20.0/24 eth2

ipv4: 20.20.20.1/24 ipv4: 20.20.20.2/24
(lo1: 1.1.1.1/32)

Pl/lcyHOK 49 — BapmaHT Ha3Ha4YeHUNd B Ka4eCcTBe next-hop an4d cratn4ecKoro MmapLuipyrta asyx

UHTepdencos

9.27.2 JT1anbl HACTPOMKK CETH

9.27.2.1 Bowgnte B pexum rnobanbHOM KoHdUrypauum Ha YCTpouCTBax nepea

HaCTPOMKOM

Mpu HacTpoike ceTeBoro o6opyaoBaHUS, OOHUM M3 FMaBHbIX LIAroB, SBNSETCA BXO4 B

KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW

CTPOKMW. B KOH(*)I/IpraLI,VIOHHOM pexnve MOXHO U3IMEHATb

MapLipyTM3aumio, 6e30nacHOCTb U ApyrMe napameTpbl YCTPOUCTB.

@ HanomuHaHue

Router#configure terminal

9.27.2.2 Hactponte RouterA
9.27.2.2.1 HactpownTte untepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 10.10.10.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

HaCTPOWKM

NHTepdeNncos,
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9.27.2.2.2 HacTtpownte nntepgenc lo1

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 1.1.1.1/32
RouterA(config-if-[lo1])#exit

9.27.2.2.3 Hactpownte nntepdenc eth2

RouterA(config)ttinterface eth2
RouterA(config-if-[eth2])#ip address 20.20.20.1/24
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

9.27.2.2.4 HacTtponTe rnobanbHbii peXmm OTNPaBKM OTBETOB Ha MosnyveHHble ARP-

3anpocsl

RouterA(config)#arp reply global

9.27.2.2.5 HacTtponTe cTaTM4eCcKyto MapLLpyTU3aLumto

RouterA(config)#ip route 0.0.0.0/0 ethl 10
RouterA(config)#ip route 0.0.0.0/0 eth2 20
RouterA(config)t#tend

9.27.2.3 HactponTte RouterB
9.27.2.3.1 Hactpownte untepdec eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 10.10.10.2/24
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

9.27.2.3.2 HacTtpownte untepgenc lo1

RouterB(config)ttinterface lol
RouterB(config-if-[lo1])#no shutdown
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RouterB(config-if-[lo1])#ip address 2.2.2.1/32
RouterB(config-if-[lo1])#exit

9.27.2.3.3 Hactpownte nntepdenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#ip address 20.20.20.2/24
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

9.27.2.3.4 HacTtponTe rnobanbHbli peXxnum OTNpaBKM OTBETOB Ha MomnydeHHble ARP-

3anpockl

RouterB(config)#arp reply global

9.27.2.3.5 HacTpounTe ctaTUyecKyro MapLupyTmMsaumio

RouterB(config)#ip route 0.0.0.0/0 eth1 10
RouterB(config)#ip route 0.0.0.0/0 eth2 20
RouterB(config)#end

9.27.2.4 CoxpaHuTe HaCTPOMKK

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gn4a COXpaHeHnA HaCcTpoekK

@ HanomuHaHue

Router#write <name>

9.27.3 [poBepkKa HacTpoeK

9.27.3.1 BebInonHuTe kOMaHay ping 2.2.2.1 Ha RouterA gns otnpaeku ICMP-3anpoca

PING 2.2.2.1 (2.2.2.1) 56(84) bytes of data.

64 bytes from 2.2.2.1: icmp_seq=1 ttI=64 time=0.983 ms
64 bytes from 2.2.2.1: icmp_seq=2 ttI=64 time=0.962 ms
64 bytes from 2.2.2.1: icmp_seq=3 ttI=64 time=0.949 ms
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64 bytes from 2.2.2.1: icmp_seq=4 ttlI=64 time=0.977 ms

9.27.3.2 BbIinonHuTe cneayowmne KomaHabl Anst OTKNOYeHUs nHTepdenca Ha Router B:

RouterB#configure terminal
RouterB(config)#interface ethl
RouterB(config-if-[eth1])#shutdown

9.27.3.3 BebinonHute komaHay ping 2.2.2.1 Ha RouterA ana npoBepku AOCTYNMHOCTU

pe3epBHOro CTaTUYeCKoro MapLupyTa Yepes uHtepgeric eth2

PING 2.2.2.1 (2.2.2.1) 56(84) bytes of data.

64 bytes from 2.2.2.1: icmp_seq=5 ttl=64 time=0.933 ms
64 bytes from 2.2.2.1: icmp_seq=6 ttlI=64 time=0.932 ms
64 bytes from 2.2.2.1: icmp_seq=7 ttI=64 time=0.929 ms
64 bytes from 2.2.2.1: icmp_seq=8 ttl=64 time=0.987 ms

9.28 HacTtpouka loopback-uHtepdenca B kayectBe next-hop AnA craTuyeckoro

MapLupyTa

9.28.1 OnucaHue HaCTPOWKMU

Kak nokasaHo Ha pucyHke 50 B KayeCcTBe OCHOBHbIX YCTPOWCTB MCMOSMb3YKTCA [Ba
CepBUCHbIX MapLlpyTmM3aTopa - RouterA, RouterB.

Mexngy ycTpoucTBamuM HaCTpOeHa cTatuyeckasi Maplpytmsaumsa. Ha kaxgom ums

YCTPOMWCTB HAaCTpOeHbl MHTepdenChl, HasdHadeHbl IP-agpeca un nogHsThl loopback-nHTepgencoi.

TFTP - cepsep RouterA RouterB

Ipv4: 198.18.1.3/24

O Ooog O OOoo
S'p pooo 2'p pooo
ethernet eth2 eth1 eth1
Ipv4: 198.18.1.1/124 Ipv4: 10.10.10.1/24  pv4: 10.10.10.2/24
lo1: 1.1.1.1/32 lo2: 2.2.2.2/32
lo3: 3.3.3.3/32

PucyHok 50 — Cxema HacTtpovikn loopback-nHtepgenca B kadyectse next-hop ans

CTaTun4eCKoro Mapuipyrta
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9.28.2 JT1anbl HACTPOMKU CETH

9.28.2.1 Bougnte B pexum rnobanbHOM KoHdUrypauum Ha YCTpOWCTBax nepea
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypaLUMOHHbIN pexnM. KoHUrypauuoHHbIN PEXUM - 3TO OAUH U3 PEXUMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,

MapLupyTM3aumto, 6e3onacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

9.28.2.2 Hactponte Ha PC IP-agpec 198.18.1.3/24
9.28.2.3 Hactponte RouterA
9.28.2.3.1 Hactpownte uHtepdgencol eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 10.10.10.1/24
RouterA(config-if-[eth1])#exit
RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.1.1/24
RouterA(config-if-[eth2])#exit

9.28.2.3.2 CospganTte n HacTpounTe loopback-nHtepdenc

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#ip address 1.1.1.1/32
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#exit

9.28.2.3.3 HacTpounTe pexunm oTnpaBkn OTBETOB B OTBET Ha nony4yeHHsle ARP-3anpocsl,

KOTOpble pa3peLuaroT fokarnbHble uenesble |IP-agpeca
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RouterA(config)#arp reply global

9.28.2.3.4 HacTtpownTe cTaTU4eCcKyo MapLLpyTusawumo

RouterA(config)#ip route 2.2.2.0/24 lo1
RouterA(config)#ip route 0.0.0.0/0 10.10.10.2 eth1
RouterA(config)#tend

9.28.2.4 HactpouTte RouterB
9.28.2.4.1 HactpownTte untepdenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 10.10.10.2/24
RouterB(config-if-[eth1])#exit

9.28.2.4.2 CospganTte n HacTpouTe loopback-uHtepgencol

RouterB(config)#interface lo2
RouterB(config-if-[lo2])#ip address 2.2.2.2/32
RouterB(config-if-[lo2])#no shutdown
RouterB(config-if-[lo2])#exit
RouterB(config)#interface lo3
RouterB(config-if-[lo3])#ip address 3.3.3.3/32
RouterB(config-if-[lo3])#no shutdown
RouterB(config-if-[lo3])#exit

9.28.2.4.3 HacTtponTe pexxmm OTnpaBkM OTBETOB B OTBET Ha nosiydyeHHble ARP-3anpoch!,

KOTOpble paspeLuatoT fiokarnbHble Lenesble IP-agpeca

RouterB(config)#arp reply global

9.28.2.4.4 HacTpounte cTtaTU4YecKyto MapLupyTM3auunto

RouterB(config)#ip route 0.0.0.0/0 10.10.10.1 ethl
RouterB(config)#end
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9.28.2.5 CoxpaHuTe HacTpPOnKK

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

9.28.3 [llpoBepkKka HacTpoekK

9.28.3.1 BbinonHute komaHgy ping 2.2.2.2 Ha PC ansa otnpaskn ICMP-3anpoca

Pinging 2.2.2.2 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 2.2.2.2:
Packets: Sent = 4, Received = 0, Lost =4 (100% loss)

ICMP-oTBET OT 2.2.2.2 He JOMMKEH ObITb NOSYYEH.
9.28.3.2 Bbinonuute komaHgy tcpdump lo1 Ha RouterA ons nposepkun ICMP 3anpocos
ot PC

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on lo1, link-type EN10MB (Ethernet), capture size 262144 bytes
13:07:38.576533 1P 198.18.1.3 > 2.2.2.2: ICMP echo request, id 1, seq 56, length 40
13:07:43.185698 IP 198.18.1.3 > 2.2.2.2: ICMP echo request, id 1, seq 57, length 40
13:07:48.173453 1P 198.18.1.3 > 2.2.2.2: ICMP echo request, id 1, seq 58, length 40
13:07:53.162208 1P 198.18.1.3 > 2.2.2.2: ICMP echo request, id 1, seq 59, length 40

9.28.3.3 BbinonHute komaHay ping 3.3.3.3 Ha PC ansa otnpasku ICMP-3anpoca

Pinging 3.3.3.3 with 32 bytes of data:

Reply from 3.3.3.3: bytes=32 time=1ms TTL=63
Reply from 3.3.3.3: bytes=32 time=1ms TTL=63
Reply from 3.3.3.3: bytes=32 time=1ms TTL=63
Reply from 3.3.3.3: bytes=32 time=1ms TTL=63

Ping statistics for 3.3.3.3:
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Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 1ms, Average = 1ms

ICMP-oTtBeThl OT 3.3.3.3 A0KHbI 6bITb NOMYYEHbI.
9.29 HacTpouka 3epkanupoBaHusi Tpacpumka

9.29.1 OnucaHue HaCTPOWUKU

Kak nokasaHo Ha pucyHke 51 B KayecTBe OCHOBHbIX YCTPOWCTB WCMOMb3YKTCHA TpuU
CcepBUCHbIX MapLupyTmu3aTopa - RouterA, RouterB, RouterC.

Ha cepBUCHbIX MapLLpyTu3aTopax HacTpoeHbl MHTepdencel N Ha3HadeHsb! IP-agpeca.

Ha RouterB HacTpoeHO 3epkanupoBaHue Tpaguka.

RouterA RouterB RouterC

100 198.18.0.0/24 CIC1C10) 198.18.1.0/24 ]
& aaa eth1 eth1 &(sas eth2 eth2 D00

Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24

Ipva: 198.18.0.2/24 Ipv4: 198.18.0.1/24

PucyHok 51 — Cxema HacTponkm

9.29.2 3JTtanbl HACTPOUKMU

9.29.2.1 Bouagnte B pexum rnobanbHOM KOHGUrypauum Ha YCTpOWCTBax nepea
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHUdA, OOAHUM U3 FMaBHbIX LLAroB, ABNSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnMm - 3TO OAUH U3 PEXMMOB KOMaHLHOM
CTPOKU. B KOH(UrypaumMOHHOM peXumme MOXHO WU3MEHSATb HACTPOMKU UHTEePJdENCOB,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal
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9.29.2.2 Hactponute nutepdgenc eth1 Ha RouterA

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#end

9.29.2.3 Hactponute RouterB
9.29.2.3.1 HactpounTte uHtepgencol eth1 n eth2

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit
RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

9.29.2.3.2 HacTtpounTte 3epkanupoBaHue Tpadguka

RouterB(config)#ip access-list MIRRORING destinationip 198.18.0.0/24
RouterB(config)#ip clone INPUT access-list MIRRORING gateway 198.18.1.2

RouterB(config)t#tend

9.29.2.4 Hactpowute nHtepdemc eth2 Ha RouterC

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#end

9.29.2.5 CoxpaHuTe HaCTpOWKM

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gnsa COXpaHeHnA HaCTpOoOEK Ha yCTpOIZCTBaX
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@ HanomuHaHue

Router#write <name>

9.29.3 [llpoBepkKa HacTpoekK
9.29.3.1 BbinonHute komaHay ping 198.18.1.2 repeat 4 Ha RouterB gns npoBepku

cBa3HoCTb Mexay RouterB n RouterC

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.
64 bytes from 198.18.1.2: icmp_seq=1 ttl=64 time=1.93 ms
64 bytes from 198.18.1.2: icmp_seq=2 ttl=64 time=0.944 ms

--- 198.18.1.2 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 2ms
rtt min/avg/max/mdev = 0.944/1.438/1.933/0.495 ms

9.29.3.2 BebinonHute komaHay ping 198.18.0.2 repeat 4 Ha RouterB gns nposepku

cBA3HOCTb Mexay RouterB n RouterA

PING 198.18.0.2 (198.18.0.2) 56(84) bytes of data.
64 bytes from 198.18.0.2: icmp_seq=1 ttl=64 time=1.96 ms
64 bytes from 198.18.0.2: icmp_seq=2 ttl=64 time=0.944 ms

--- 198.18.0.2 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 2ms
rtt min/avg/max/mdev = 0.944/1.449/1.955/0.506 ms

9.29.3.3 BebinonHuTte komanay ping 198.18.0.1 Ha RouterB anga oTnpasku icmp-3anpocoB

PING 198.18.0.1 (198.18.0.1) 56(84) bytes of data.
64 bytes from 198.18.0.1: icmp_seq=1 ttl=64 time=1.04 ms
64 bytes from 198.18.0.1: icmp_seq=2 ttl=64 time=0.989 ms

9.29.3.4 BebinonHute komaHgy tcpdump eth?2 Ha RouterC gns npoBepku NpuUCyTCTBUSA

icCmp-3anpocos

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes
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21:53:10.982481 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 1, length 64
21:53:11.982596 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 2, length 64
21:53:12.983683 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 3, length 64
21:53:13.984744 1P 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 4, length 64
21:53:14.985864 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 5, length 64
21:53:15.986919 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 6, length 64
21:53:16.988029 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 7, length 64
21:53:17.988380 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 8, length 64

9.30 HacTtpounka Jumbo Frames Ha uHtepdencax Ethernet

9.30.1 OnucaHue HaCTPOWNKM

Kak nokasaHo Ha pucyHke 52 B KadeCTBE OCHOBHOrO yCTpPOWCTBa BblOpaH CEepBUCHbIV
MapLupyTusaTop - RouterA.

Yctponctea ob6beamHeHbl B ogHy ceTb - VLAN10, ycTaHOBNEH MakcuMarnbHbIA pasmep
kagpa MTU Ha noprax.

Ha PC1 HacTtpoeH IP address 100.1.0.2/24.

Ha PC2 HacTtpoeH IP address 100.1.0.3/24.
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PC1

100.1.0.2/24

RouterA

swi

0 ooog
='n pooo

pc2 swz

100.1.0.3/24

=

PucyHok 52 — Cxema HacTponkmn Jumbo Frames

9.30.2 JTanbl HACTPOUKU CETU

9.30.2.1 Hactponte Ha PC1 IP agpec 100.1.0.2/24

9.30.2.2 Hactponte Ha PC2 IP agpec 100.1.0.3/24

9.30.2.3 Bowuaute B pexum rnobanbHON KOHUrypaumm Ha yctponctee RouterA nepef
HaCTPOMKOM

lMpn HacTponke ceTeBoro obopyaoBaHMS, OAHUM U3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOHQOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKN. B  KOHPUIrypauUMOHHOM pexnMe MOXHO U3MEHATb HACTPOWMKU UHTepdEemncosB,

MapLipyTM3aumo, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal
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9.30.2.4 HasHaybTe VLAN10 1 yctaHOBUTE MakcumarnbHbl pasmep kagpa MTU Ha

switchport1 Ha RouterA

RouterA(config)#interface switchportl
RouterA(config-if-[switchportl])#no shutdown
RouterA(config-if-[switchport1])#switchport access vian 10
RouterA(config-if-[switchport1])#mtu 10240
RouterA(config-if-[switchport1])#exit

9.30.2.5 HasHaubTe VLAN10 1 ycTtaHOBUTE MakcumarnbHbi pa3mep kagpa MTU Ha

switchport2 n Ha RouterA

RouterA(config)#tinterface switchport2
RouterA(config-if-[switchport2])#no shutdown
RouterA(config-if-[switchport2])#switchport access vian 10
RouterA(config-if-[switchport2])#mtu 10240
RouterA(config-if-[switchport2])#end

9.30.2.6 CoxpaHuTe HacCTpPOMNKK

|/|CI'IOJ'Ib3yI7ITe KOMaHAay write <name> gn4a COXpaHeHnA HaCcTpoekK

@ HanomuHaHue

Router#write <name>

9.30.3 [lpoBepka HacTpoeK
9.30.3.1 BebinonHute komaHay show interfaces switchports 1 Ha RouterA gns npocmoTpa

HacTpovku pasmepa kagpa MTU

switchport1:
Link: UP
MTU: 10240
Duplex: full
Autonegotiation: on
Speed: 1000
Supported speeds (Mb/s): 10, 100, 1000
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Switchport mode access
Switchport access vlan: 10

Mode: Access
VLAN: 10

9.30.3.2 BbinonHute komaHay show interfaces switchports 2 Ha RouterA onst npocMmoTpa

HacTpoWku pasmepa kagpa MTU

switchport2:
Link: UP
MTU: 10240
Duplex: full
Autonegotiation: on
Speed: 1000
Supported speeds (Mb/s): 10, 100, 1000
Switchport mode access
Switchport access vlan: 10

Mode: Access
VLAN: 10

9.30.3.3 BebinonHute komangy iperf3 -s -B 100.1.0.3 -p 5000 Ha PC2 gna npoBepkmn

nepegayun nakeTta G6onbLIOro pasmepa

Server listening on TCP port 5000
TCP window size: 128 KByte (default)

[ 1] local 100.1.0.3 port 5000 connected with 100.1.0.3 port 33170
[ID] Interval  Transfer Bandwidth
[ 1] 0.0000-10.0306 sec 1.15 GBytes 987 Mbits/sec

9.30.3.4 BebinonHute komaHay iperf3 -c 100.1.0.3 -b 470m -p 5000 --set-mss 9000 Ha

PC1 ons npoBepku nepegayun nakeTta 6onbLLIOro pasmepa

Client connecting to 100.1.0.3, TCP port 5000
TCP window size: 325 KByte (default)

[ 1] local 100.1.0.3 port 33170 connected with 100.1.0.3 port 5000 (MSS=8948)
[ID] Interval  Transfer Bandwidth
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[ 1] 0.0000-10.0403 sec 1.15 GBytes 986 Mbits/sec
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10YnpaBneHue IP-agpecauuen

10.1 HasHayeHue cTaTU4ecKux IP-agpecoB Ha dQu3nMyeckme u rnornyeckue

MHTepcdencol

10.1.1 OnucaHue HaCTPOUKMU
B kauecTBe OCHOBHOIO yCTpONCTBa BbiOpaH CepBUCHbLIN MapLipyTudaTop - RouterA.
Ha RouterA HacTpoeHbl norndeckue nutepdencel eth1 n eth2, HasHayeHbl cTaTuyeckne

IP-agpeca.

10.1.2 3JTanbl HACTPOUKMU

10.1.2.1 Bowngute B pexum rnobanbHON KoHdUrypaumm

KOHUrypaunoHHbIN - pexnum - 3TO OOUH U3  PEXUMOB KOMaHOHOM CTpoku. B
KOHOUIypaLUMOHHOM peXNME MOXHO M3MEHSATb HACTPOMKU MHTEPdENCOoB, MapLupyTusaumio,

6e3onacHoOCTb U Apyrue napameTpbl YCTPOWCTB.

@ HanomuHaHue

RouterA#configure terminal

10.1.2.2 HactponTte IP-agpec Ha uamyeckmnx nHtepdgencax eth1 n eth2

10.1.2.2.1 HactpouTe nHtepgenc eth1 n HasHaudbTe IP-agpec

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit

10.1.2.2.2 HactpouTe nHrepenc eth2 n HasHaudbTe IP-agpec

RouterA(config)t#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.2.1/24
RouterA(config-if-[eth2])#exit
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10.1.2.3 HactpownTte IP-agpec Ha norndyecknx nHtepdencax eth1.100 , lol, vian10

10.1.2.3.1 Cospgaunte cab-uHtepdenc eth1.100 n HacTponTe IP-agpec

RouterA(config)#interface eth1.100
RouterA(config-if-[eth1.100])#vid 100
RouterA(config-if-[eth1.100])#ip address 198.18.100.1/24
RouterA(config-if-[eth1.100])#no shutdown
RouterA(config-if-[eth1.100])#exit

10.1.2.3.2 Cospgaunte nHTepdenc lo1 n HacTpownTe IP-agpec

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 198.18.3.1/32
RouterA(config-if-[lo1])#exit

10.1.2.3.3 Cospgante nHtepdewmc vlian 10 n Hactpoute IP-agpec

RouterA(config)#tinterface vlan 10
RouterA(config-if-[vlan10])#vid 10
RouterA(config-if-[vlan10])#ip address 198.18.10.1/24
RouterA(config-if-[vlan10])#no shutdown
RouterA(config-if-[vlan10])#end

10.1.2.4 CoxpaHuTe HaCTPOWKM

|/|CI'IOJ'Ib3yIZTe KOMaHay write <name> gn4a COXpaHeHnA HaCcTpoekK

@ HanomuHaHue

RouterA#write <name>

10.1.3 TlpoBepka HacTpoek
10.1.3.1 BeinonHute komaHay show interfaces brief gna npoBepkn HacTpoKrku

nHTepdencos Ha RouterA

Interface HW Address IPv4
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Address Admin/Link DHCPv4 Descriptionethl

ethl 94:3f:bb:00:00:3a 198.18.1.1/24 UP/UP OFF
eth2 94:3f:bb:00:00:3b 198.18.2.1/24 UP/DOWN OFF
lol 4e:f4:aa:9e:4d:e7 198.18.3.1/32 UP/UP OFF
eth1.100 94:3f:bb:00:2d:e3 198.18.100.1/24 UP/DOWN OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
vlan10 94:3f:bb:00:2d:ff 198.18.10.1/24 UP/DOWN OFF
switchportl n/a UP/uUP n/a
switchport2 n/a DOWN/DOWN n/a
switchport3 n/a DOWN/DOWN n/a
switchport4 n/a DOWN/DOWN n/a
switchport5 n/a DOWN/DOWN n/a
switchport6 n/a DOWN/DOWN n/a
switchport?7 n/a DOWN/DOWN n/a
switchport8 n/a DOWN/DOWN n/a
(END)

10.2 Hactpowuka DHCP Relay Option 82

10.2.1 OnwucaHue HaCTpPOMKMU

Kak nokaszaHo Ha pucyHke 53 ceTb HaCTpoeHa npu MOMOLWM [ABYX CEPBUCHbIX
MapLUpyTU3aToOpOB, KOTopble HaxoaaTca B ogHon cetn - 198.18.1.0/24, roe oanH paboTaerT, Kak
DHCP-cepBep (RouterA), a gpyron kak DHCP Relay Agent (RouterB).

Relay-areHT poGaBnsieT LOMOMNHUTENbHYK WHGopMauuio (onumio 82) B coobuieHus
DHCP, nepepaBaemble knveHtom DHCP-cepsepy. O3Ta uHdoOpmaumss no3Bondet
noeHTUUUMpoBaTh TOYKY nogknodeHus knvenTa (PC).

Ha RouterA HactpoeH IP-agpec Ha eth1 - 10.0.0.1/24.

Ha RouterB HacTpoeH IP-agpec Ha eth1 - 10.0.0.2/24, switchport u Vlan1 - 198.18.1.1/24.

RouterA RouterB
DHCPv4-cepsep

'O ooog 198.18.1.0/24 FREEED
—H :
0O oooo =5 'n poon
eth1 switchport1

eth1
Ipv4:10.0.0.1/24 1pv4:10.0.0.2/24 Vian1:198.18.1.1/24

ethernet

PucyHok 53 — Hactpownka DHCP Relay Option 82
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10.2.2 3OTanbl HACTPOMKU CETU

10.2.2.1 Bowgute B pexum rnobanbHOM KOHUrypaumm Ha YCTpoMCTBax nepepn
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexXnM. KOHMUrypaumMoHHbIA peXnM - 3TO OOAWH U3 PEXMMOB KOMaHOHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,

MapLupyTM3aumto, 6e3onacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

10.2.2.2 Hactpounte RouterB
10.2.2.2.1 Bknounte switchport1

RouterB(config)#interface switchportl
RouterB(config-switchportl)#no shutdown
RouterB(config-switchportl)#exit

10.2.2.2.2 CospganTte vlan n ero nugeHTugukaTop

RouterB(config)#interface vlan 1
RouterB(config-if-[vlan1])#vid 1
RouterB(config-if-[vlan1])#no shutdown
RouterB(config-if-[vlan1])#ip address 198.18.1.1/24
RouterB(config-if-[vlan1])#exit

10.2.2.2.3 3apawnTte IP-address Ha uHTepdence ethl

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 10.0.0.2/24
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit
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10.2.2.2.4 HactpowuTte dhcp relay n dhcp option 82

RouterB(config)#ip dhcp relay 1
RouterB(config-dhcp-relay-[1])#interface ethl
RouterB(config-dhcp-relay-[1])#interface vlanl
RouterB(config-dhcp-relay-[1])#server 10.0.0.1
RouterB(config-dhcp-relay-[1])#option 82 remote-id 7a:72:6c:4b:7c:a3
RouterB(config-dhcp-relay-[1])#manage-agent-option append
RouterB(config-dhcp-relay-[1])#Append-agent-option
RouterB(config-dhcp-relay-[1])#no shutdown
RouterB(config-dhcp-relay-[1])#end

—_— — — ~— ~— —

»
MpumeyaHue

3Ha4veHune remote-id — ato MAC-agpec vlan-uHtepdenca RouterB

10.2.2.3 Hactpounte RouterA
10.2.2.3.1 3apawnTte IP-agpec Ha nHTepdemce ethl

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 10.0.0.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

10.2.2.3.2 Cospgante nepsbin Habop IPv4-agpecos

RouterA(config)#ip dhcp pool 1 RouterA(config-dhcp[1])#network 10.0.0.0/24 RouterA(config-dhcp[1])#range
10.0.0.100 10.0.0.200 RouterA(config-dhcp[1])#exit

10.2.2.3.3 Cospgaunte sTopou nyn IPv4-agpecos

RouterA(config)tip dhcp pool 2
RouterA(config-dhcp[2])#network 198.18.1.0/24
RouterA(config-dhcp[2])#range 198.18.1.2 198.18.1.100
RouterA(config-dhcp[2])#exit

Bepcus 9.0 249



YnpasneHue IP-agpecauuen MHCTpyKUMS No HacTporke
KPI1I.465614.001-181C3

10.2.2.3.4 HactpouTte mapwpyT 1 Bkrtounte DHCPv4-cepsep

RouterA(config)#ip route 198.18.1.0/24 10.0.0.2
RouterA(config)ttip dhcp server on
RouterA(config)t#tend

10.2.2.4 CoxpaHuTe HaCTPOWKn

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOoMCTBax

@ HanomuHaHue

Router#write <name>

10.2.3 TlpoBepka HacTpoek Ha RouterA
10.2.3.1 BbinonHute komaHay tcpdump ethl verbose Ha RouterA, ybeantechb 4To onums

82 Oblna nepegaHa

10.0.0.2.67 > 10.0.0.1.67: [udp sum ok] BOOTP/DHCP, Request from 08:00:27:da:41:ed,
length 300, hops 1, xid 0xbc6b9468, secs 214, Flags [none] (0x0000)
Gateway-IP 198.18.1.1
Client-Ethernet-Address 08:00:27:da:41:ed
Vendor-rfc1048 Extensions
Magic Cookie 0x63825363
DHCP-Message Option 53, length 1: Discover
Hostname Option 12, length 5: "side2"
Parameter-Request Option 55, length 13:
Subnet-Mask, BR, Time-Zone, Default-Gateway
Domain-Name, Domain-Name-Server, Option 119, Hostname
Netbios-Name-Server, Netbios-Scope, MTU, Classless-Static-Route
NTP
Agent-Information Option 82, length 26:
Circuit-ID SubOption 1, length 5: vlanl
Remote-ID SubOption 2, length 17: 7a:72:6c:4b:7c:a3
END Option 255, length 0
PAD Option 0, length 0, occurs 6
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10.3 Hactpowuka DHCPv4 relay

10.3.1 OnwucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 54, npegnpusitne ncnonbdyet DHCP server ans HasHayeHus
IP-agpecoB knueHtam DHCP. Cepsep no agpecy 100.10.10.0/24 wcnonb3yeTcsa B kayecTBe
npumMepa 4515 onMcaHnsa HacTPonkK areHTa peTpaHcnauum DHCP relay.

DHCP client HaxoauTtca B cermeHTe cetn 192.168.0.0/24, a DHCP server — B cermeHTte
cet 100.10.10.0/24. Knnentbl DHCP moryT nonyyats IP-agpeca ot DHCP server yepes RouterA
C BKoveHHon peTpaHcnaunen DHCP.

Anpec nHtepdeinca eth1 RouterA, nogkntovyeHHoro k DHCP client - 192.168.0.2/24, a
agpec uHtepgenca eth2 RouterA, nogkntoydeHHoro k DHCP server - 100.10.10.20/24.

Anpec nntepgenca eth1 DHCP server, nogkntoveHHoro Kk RouterA - 100.10.10.10/24.

DHCP DHCP
DHCP relay server
client RouterA RouterB
192.168.0.0/24 100.10.10.0/24
. ——— eth2 eth1 "0 oooo eth2 eth1 - o ooog
5 p ppae E'p ooeR ‘0 _Boo0a
192.168.0.2/24 100.10.10.20/24 100.10.10.10/24

PucyHok 54 — Cxema HacTtponkn DHCP Relay

10.3.2 3Jtanbl HacTtpouku DHCP Relay

10.3.2.1 Bowngute B KOHPUNYPaLNOHHbBIN PEXUM

KOoHUrypauuoHHbIN  pexnum - 3TO OOUH M3  PEXUMOB KOMaHOHOM CTpoku. B
KOHOUIYpaLUMOHHOM pEXMME MOXHO M3MEHSATb HACTPOMKM MHTEpPdENCOoB, MapLIpyTU3aLumto,

6e3onacHoOCTb U Apyrue napameTpbl YCTPOWCTB.

@ HanomuHaHue

RouterA#configure terminal

10.3.2.2 Hactponute RouterA

10.3.2.2.1 OrTknoumTe TEKyLWMin vlian ncnonb3yemMbii N0 yMOYaHMIo
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RouterA(config)#no interface vlanl
10.3.2.2.2 HactpowuTe nHTepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.2/24
RouterA(config-if-[eth1])#exit

10.3.2.2.3 Hactpoute nutepdeic eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 100.10.10.20/24
RouterA(config-if-[eth2])#exit

10.3.2.2.4 Cospavnte DHCP relay Ha RouterA, ykasas nma DHCP relay <dhcp-pool>

RouterA(config)#ip dhcp relay dhcp-pool

10.3.2.2.5 VYkaxute IP-agpec DHCP server gnsa nepeHanpasnenns DHCP-3anpocos oT

knneHToB Ha DHCP server, Bkntounte yHKUMO gobasneHmst nons ¢ nHgopmaumen ob areHre,

yKaXknte nHtepgencol Ha kotopbix pabotaet DHCP Relay

RouterA(config-dhcp-relay-[dhcp-pool])#server 100.10.10.10
RouterA(config-dhcp-relay-[dhcp-pool])#append-agent-option

(
(
RouterA(config-dhcp-relay-[dhcp-pool])#interface ethl
RouterA(config-dhcp-relay-[dhcp-pool])#interface eth2
RouterA(config-dhcp-relay-[dhcp-pool])#no shutdown
RouterA(config-dhcp-relay-[dhcp-pool])#end

10.3.2.3 HactpouTte RouterB
10.3.2.3.1 HactpowuTe nHtepdemc eth1

RouterB(config)ttinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 100.10.10.10/24
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RouterB(config-if-[eth1])#exit

10.3.2.3.2 [o6GasbTe mapwwpyT Ha DHCP Server go nckomon noacetn 192.168.0.0/24

RouterB(config)# ip route 192.168.0.0 255.255.255.0 100.10.10.20

10.3.2.3.3 HactpouTte agnanasoH BblgaBaeMblx agpecoB ans cetn 192.168.0.0/24

RouterB(config)#ip dhcp pool 2
RouterB(config-dhcp[2])#network 192.168.0.0/24
RouterB(config-dhcp[2])#option routers 192.168.0.2
RouterB(config-dhcp[2])#range 192.168.0.3 192.168.0.10
RouterB(config-dhcp[2])#exit

10.3.2.3.4 HacTtpounTe agnanasoH BblgaBaemMblx agpecos anga cetn 100.10.10.0/24

RouterB(config)#ip dhcp pool 3
RouterB(config-dhcp[3])#network 100.10.10.0/24
RouterB(config-dhcp[3])#range 100.10.10.5 100.10.10.6
RouterB(config-dhcp[3])#exit

10.3.2.3.5 BbinonHute komaHgy ans skntodveHnss DHCP-cepBepa

RouterB(config)#ip dhcp server on

10.3.2.4 CoxpaHuTe HaCTPOWKM

Ncnonb3yinte komaHay write <config_name> ans coxpaHeHus HacTpoek

@ HanomuHaHue

RouterA#write <name>
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10.3.3 TlpoBepka HacTpoek

BeinonHute komaHagy show ip dhcp relay, anga sbiBoga Ha akpaH Hactpoek DHCP relay
Ha RouterA

Service 'dhcp-relay' is OFF
VRF: default

Servers:

Interfaces:

Service 'dhcp-pool' is ON
VRF: default

Append agent option
Servers:

100.10.10.10
Interfaces:

ethl

eth2

BeinonHute komaHgy show ip dhcp server-leases, ana BbiBo4a Ha 3KpaH HacTpoek
DHCP relay Ha RouterB

authoring-byte-order little-endian;
server-duid "\000\001\000\001\036\377\306\017\224?\273\000\000u";

lease 192.168.0.3 {
starts 5 2016/06/24 10:21:44;
ends 5 2016/06/24 10:31:44;
cltt 52016/06/24 10:21:44;
binding state active;
next binding state free;
rewind binding state free;
hardware ethernet 94:3f:bb:aa:bb:cc;
option agent.circuit-id "eth1";
option agent.remote-id 94:3f:bb:0:30:43;
client-hostname "RouterC";

10.4 Hactpowuka DNS proxy

10.4.1 OnucaHue HaCTPOMKM
Kak nokaszaHo Ha pucyHke 55 B KayeCTBe€ OCHOBHbIX YCTPOWCTB WCMNOMb3ylTCA ABa

CepBUCHbIX MapLupyTusaTopa - RouterA n RouterB.
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K mapuwpyTtusatopy RouterA nogknioyeH PC, Ha koTopoM HacTpoeH IP-agpec
192.168.0.1/24.

RouterA HacTpoeH kak Proxy DNS cepsep. Ha ycTponctee HacTpoeHbl MHTepdenchl - ethl
(IP-appec - 192.168.0.2/24) n eth2 (IP-agpec - 100.10.10.20/24).

RouterB HacTpoeH kak DNS cepBep. Ha yctponcTtBe HacTpoeHbl uHTepdgenc eth1 (IP-
agpec - 100.10.10.10/24) v loopback nHtepderic lo1 (IP-agpec - 1.1.1.1/32).

PC DNS DNS
proxy server

RouterA RouterB
198.18.1.0/24
eth1 HERSS SN eth2 eth1 s

182.168.0.2124 100.10.10.20/24 100.10.10.10/24

; d lo1:1.1.1.1/32

PucyHok 55 — Cxema HacTtponkn DNS proxy

10.4.2 3OTanbl HACTPOMKU CETU

10.4.2.1 Hactponte nHtepdenc PC

10.4.2.1.1 HasHaubTe |IP-agpec 192.168.0.1/24

10.4.2.1.2 HasHa4ybTe meTKy vlan id 10

10.4.2.2 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOWKOM

Mpu HacTponke ceTeBoro obopyaoBaHMS, OOHUM U3 FNaBHbIX LIAroB, ABNAETCA BXO4 B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKN. B KOHPUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKU UHTEPdEnCcoB,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal
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10.4.2.3 Hactponte RouterA

10.4.2.3.1 OrTknouMTe TEKYLLMIA Vlan ncnonb3yemMblii N0 yMOMYaHMIo
RouterA(config)#no interface vlanl
10.4.2.3.2 Hactpoute nutepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.2/24
RouterA(config-if-[eth1])#exit

10.4.2.3.3 Hactpoute nutepcemnc eth2

RouterA
RouterA
RouterA
RouterA

config)#finterface eth2

config-if-[eth2])#no shutdown
config-if-[eth2])#ip address 100.10.10.20/24
config-if-[eth2])#exit

—_ e~~~

10.4.2.3.4 HactponTte DNS npokcu Ha RouterA

RouterA(config)#fname-server first 100.10.10.10
RouterA(config)#ip route 1.1.1.0/24 100.10.10.10
RouterA(config)#tdns-proxy
RouterA(dns-proxy-default)#option listen 192.168.0.2
RouterA(dns-proxy-default)#option authoritative 100.10.10.10
RouterA(dns-proxy-default)#option recursive 100.10.10.10
RouterA(dns-proxy-default)#option internal 192.168.0.0/24
RouterA(dns-proxy-default)#dns-proxy on
RouterA(dns-proxy-default)#end

10.4.2.4 Hactpownte RouterB
10.4.2.4.1 HactpowuTe nHTepdemc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 100.10.10.10/24
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RouterB(config-if-[eth1])#exit
10.4.2.4.2 HactpouTe nHtepgemnc lo1

RouterB(config)#interface lol
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 1.1.1.1/32
RouterB(config-if-[lo1])#exit

10.4.2.4.3 HactpouTte DNS cepsep Ha RouterB

RouterB(config)#ip route 0.0.0.0/0 100.10.10.20
RouterB(config)#dns-server

RouterB(dns-server)#zone master test.do
RouterB(config-dnszone-[test.do])#set ns ns1
RouterB(config-dnszone-[test.do])#set refresh 300 sec
RouterB(config-dnszone-[test.do])#entry ns ns1
RouterB(config-dnszone-[test.do])#entry a 100.10.10.10 ns1
RouterB(config-dnszone-[test.do])#entry a 192.168.0.1 pc
RouterB(config-dnszone-[test.do])#entry a 192.168.0.2 ns2
RouterB(config-dnszone-[test.do])#exit
RouterB(dns-server)#dns-server on
RouterB(dns-server)#exit

10.4.2.5 CoxpaHuTe HaCTPOWKM
Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponcTBax
@ HanomuHaHue

Router#write <name>

10.4.3 TlpoBepka HacTpoek
10.4.3.1 BbinonHute komangy nslookup pc.test.do 100.10.10.10 Ha PC gns npoBepku

3anucen cepsepa DNS

Server: 100.10.10.10
Address: 100.10.10.10#53
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Name: pc.test.do
Address: 192.168.0.1

10.4.3.2 BobinonHute komaHgy nslookup pc.test.do 192.168.0.2 n nslookup ns2.test.do
192.168.0.2 Ha PC pgns nposepkn 3anncu DNS cepBepa (RouterB) yepes npokcu cepsep
(RouterA)
nslookup pc.test.do 192.168.0.2

Server: 192.168.0.2
Address: 192.168.0.2#53
Name: pc.test.do
Address: 192.168.0.1

nslookup ns2.test.do 192.168.0.2

Server: 192.168.0.2
Address: 192.168.0.2#53
Name: ns2.test.do
Address: 192.168.0.2

10.5 Hactpowuka DNS-cepBepa

10.5.1 OnucaHue HaCTPOMUKMU

Kak nokaszaHo Ha pucyHke 56 B KayeCTBE€ OCHOBHbLIX YCTPOWCTB WCMNONb3ylTCA ABa
CepBUCHbIX MapLupyTusaTopa - RouterA n RouterB.

K wmapwpyTtmnsatopy RouterA nogknioyeH PC, Ha koTopoM HacTpoeH IP-agpec
192.168.0.1/24.

RouterA HacTtpoeH kak Slave (Begombil) DNS cepsep. Ha ycTponcTBe HacTpoeHbl
nHTepdencel - ethl (IP-agpec - 192.168.0.2/24) n eth2 (IP-agpec - 100.10.10.20/24).

RouterB HacTtpoeH kak Master (rnaBHbin) DNS cepBep. Ha ycTponctBe HacCTpOEHbI
nHTepgenc - ethl (IP-agpec - 100.10.10.10/24) v loopback nHtepdeiic (IP-agpec - 1.1.1.1/32).
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RouterA RouterB
DNS-Client PC DNS-Server DNS-Server
Slave Master
ns2 ns1
=E :
eth1 ER=s=N eth2 eth1 s
192.168.0.2/24 100.10.10.20/24 100.10.10.10/24

PucyHok 56 — Cxema HacTtponkn DNS server

10.5.2 3OTanbl HACTPOMKK CETU

10.5.2.1 Hactponte PC

10.5.2.1.1 HactponTe nHtepdenc n HasHauybTe IP-agpec - 192.168.0.1/24

10.5.2.1.2 HasHauybTe agpec DNS cepsepa - 192.168.0.2

10.5.2.1.3 HacTtpownTe mapLipyTM3aumio 40 ApYyrnx yCTPONCTB

10.5.2.2 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTpoOMCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OOAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypauUmMOHHbIN pexxnMm. KoHuUrypaumMoHHbIA peXnm - 3TO OAWH U3 PEXMMOB KOMaHLHOM
CTPOKU. B KOH(UrypaumMOHHOM peXmme MOXHO MU3MEHSATb HACTPOMKU UHTEePdENCoB,

MapLipyTM3aumto, 6e3onacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

10.5.2.3 Hactpounte RouterA

10.5.2.3.1 OTkntoumTe TeKyLunn vlian ncnonb3yemblin MO yMOMYaHWUIO

RouterA(config)#no interface vlanl

10.5.2.3.2 HactpowuTe nHtepdemc eth1
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RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.2/24
RouterA(config-if-[eth1])#exit

10.5.2.3.3 Hactpoute nutepdeinc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 100.10.10.20/24
RouterA(config-if-[eth2])#exit

10.5.2.3.4 [Job6aBbTe nogunHeHHyto DNS 30HY

RouterA(config)#dns-server

RouterA(dns-server)#zone slave test.do master_ip 100.10.10.10
RouterA(dns-server)#dns-server on

RouterA(dns-server)#exit

10.5.2.3.5 VYkaxute uma xocTa, JOMEHHOe MMS cuctembl, mapwpyT n IP-agpec DNS

cepBepa ¢ master 30HON

RouterA(config)#system host-name ns2 domain-name test.do
RouterA(config)#name-server first 100.10.10.10
RouterA(config)#ip route 1.1.1.0/24 100.10.10.10
RouterA(config)#end

10.5.2.4 Hactpownte RouterB
10.5.2.4.1 Hactpoute nutepdcemnc eth1

RouterB(config)#interface ethl
RouteB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 100.10.10.10/24
RouterB(config-if-[eth1])#exit

10.5.2.4.2 HactpouTe nHtepgemnc lo1
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RouterB(config)#interface lol
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 1.1.1.1/32
RouterB(config-if-[lo1])#exit

10.5.2.4.3 HactpounTte master 30Hy

RouterB(config)#dns-server

RouterB(dns-server)#zone master test.do
RouterB(config-dnszone-[test.do])#set ns ns1
RouterB(config-dnszone-[test.do])#set refresh 300 sec
RouterB(config-dnszone-[test.do])#entry a 192.168.0.1 pc
RouterB(config-dnszone-[test.do])#entry a 192.168.0.2 ns2
RouterB(config-dnszone-[test.do])#entry a 100.10.10.10 ns1
RouterB(config-dnszone-[test.do])#entry a 1.1.1.1 lo1
RouterB(config-dnszone-[test.do])#entry ns nsl
RouterB(config-dnszone-[test.do])#exit
RouterB(dns-server)#dns-server on
RouterB(dns-server)#exit

10.5.2.4.4 YkKaxunte uma xocTta, JOMEHHOE NMS CUCTEMbI U MapLUPYT NO YMOSTYaHUIO

RouterB(config)#system host-name ns1 domain-name test.do
RouterB(config)#ip route 0.0.0.0/0 100.10.10.20
RouterB(config)t#tend

10.5.2.5 CoxpaHuTe HaCTPOMNKn
Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponCcTBax
@ HanomuHaHue

Router#write <name>

10.5.3 TlpoBepka HacTpoek
10.5.3.1 BbinonHute komaHgy nslookup nsl.test.do 100.10.10.10 Ha PC ansa npoBepku

pabotbl DNS cepBepa master
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Server: 100.10.10.10
Address: 100.10.10.10#53
Name: nsl.test.do
Address: 100.10.10.10

10.5.3.2 BbinonHute komaHgy nslookup nsl.test.do 192.168.0.2 Ha PC gns npoBepku

paboTbl DNS cepBepa slave

Server: 192.168.0.2
Address: 192.168.0.2#53
Name: nsl.test.do
Address: 100.10.10.10

10.5.3.3 BbinonHute komaHay nslookup lo1.test.do 100.10.10.10 Ha PC ana npoBepku

paboTbl DNS cepBepa master Ha loopback nHtepderce

Server: 100.10.10.10
Address: 100.10.10.10#53
Name: lol.test.do
Address: 1.1.1.1

10.6 HacTpownka BcTpoeHHOro cepBepa u knmeHta DHCPv4

10.6.1 OnwucaHue HaCTPOMKMU

Kak nokasaHO Ha pucyHke 57 ceTb HacTpoeHa npu MnoMOWM [OBYX CEPBUCHbIX
MapLUpyTU3aToOpOB, KOTOopble HaxoaaTca B ogHom cetn - 198.18.1.0/24, raoe oanH paboTaerT, Kak
DHCP-cepBep (RouterA), a gpyron, kak DHCP-knneHT (RouterB).

Ha RouterA IP-agpec HacTpoeH cTtaTmyeckm - 198.18.1.1/24.

Ha RouterB IP-agpeca HasHa4yatoTca guHamuyeckn DHCP-cepsepom.
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RouterA RouterB

DHCPv4-cepBep DHCPv4-knueHT
198.18.1.0/24
-0 80oo wo/ow
T )
eth1 eth1
Ipv4: 198.18.1.1/24

PucyHok 57 — Cxema HaCcTponKn BCTPOEHHOro cepsBepa u knveHta DHCPv4

10.6.2 OTanbl HACTPOMKK CETU

10.6.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTpPoOMCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OOAHUM U3 FMaBHbIX LWAroB, ABNAETCS BXOL B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumuoHHbIA peXnM - 3TO OAUH U3 PEXMMOB KOMaHLHOM
CTpPOKU. B KOH(pUrypaumMOHHOM peXumme MOXHO MU3MEHSATb HACTPOMKU  UHTepPdEenCcos,

MapLupyTM3aumto, 6e3onacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

10.6.2.2 Hactpounte RouterA
10.6.2.2.1 Hactpoute nutepdcemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

10.6.2.2.2 Hactpowite DHCP-cepBep

RouterA(config)#ip dhcp pool 1
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RouterA(config-dhcp[1])#network 198.18.1.0/24
RouterA(config-dhcp[1])#range 198.18.1.2 198.18.1.100
RouterA(config-dhcp[1])#exit

RouterA(config)#ip dhcp server on

RouterA(config)t#tend

10.6.2.3 Hactpounte nHtepdenc eth1 Ha RouterB

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#end

10.6.2.4 CoxpaHuTe HaCTPOWKM

Mcnonb3yinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha YCTponcTBax

@ HanomuHaHue

Router#write <name>

10.6.3 TlpoBepka HacTpoek

10.6.3.1 BbinonHute komaHgy show ip dhcp server-leases ans npoBepku Ha YCTPONCTBE

RouterA Ha3Ha4yeHue knueHTy IP-agpeca

authoring-byte-order little-endian;
server-duid "\000\001\000\001\307\232a\301\224?\273\000\000:";
lease 198.18.1.2 {

starts 2 1970/01/06 19:17:27;

ends 2 1970/01/06 19:27:27;

cltt 2 1970/01/06 19:17:27;

binding state active;

next binding state free;

rewind binding state free;

hardware ethernet 7a:72:6c¢:4b:7a:36;

client-hostname "t3m-black";
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10.6.3.2 BbinonHute komaHay show interfaces brief ana nposepkun Ha RouterB Hannune

Ha3Ha4YeHHOro KnueHTy IP-agpeca

Interface HW Address IPv4 Address  Admin/Link DHCPv4 Descriptionethl
ethl 94:3f:bb:00:00:3a 198.18.1.2/24 UP/UP ON
eth2 94:3f:bb:00:00:3b  unassigned DOWN/DOWN OFF
switchportl n/a UP/uUP n/a
switchport2 n/a DOWN/DOWN n/a
switchport3 n/a DOWN/DOWN  n/a
switchport4 n/a DOWN/DOWN n/a
switchport5 n/a DOWN/DOWN n/a
switchport6 n/a DOWN/DOWN n/a
switchport7 n/a DOWN/DOWN n/a
switchport8 n/a DOWN/DOWN n/a

10.7 HacTpounka BCTpOeHHOro cepBepa 1 knueHta DHCPv6

10.7.1 OnwucaHue HaCTpPOMKMU

Kak nokasaHo Ha pucyHke 58 ceTb HaCTpoeHa npu MOMOLWM [OBYX CEPBUCHbIX
MapLUpyTU3aTOpPOB, KOTOpble HaxoaaTcs B ogHoun cetn - 2001:db8:1::1/64, roe oguH paboTaer,
kak DHCP-cepBep (RouterA), a gpyron, kak DHCP-knueHT (RouterB).

Ha RouterA IP-agpec HacTpoeH ctaTuyeckm - 2001:db8:1::1/64.

Ha RouterB IP-agpeca HasHauvatoTcs agnHammyeckn DHCP-cepBepom.

RouterA RouterB
DHCPv6-cepBep DHCPv6-knueHT

. .

B 0000 0 Oog

| =58 m =8
eth1 eth1 -

Ipv6:2001:db8:1::1/64

2001:db8:1::1/64

frjaj
m

PucyHok 58 — Cxema HacTpoyiku BCTPOEHHOro cepeepa u knueHta DHCPv6
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10.7.2 3OTanbl HACTPOMKU CETU

10.7.2.1 Bowgute B pexum rnobanbHOM KOHUrypaumm Ha YCTpPoOMCTBax nepen

HaCTPOWKOM

I'IpM HaCTpOVIKe ceTeBoro O60py,D,OBaHI/IFI, OAHUM U3 MaBHbLIX LWaroB, ABIIAETCA BXO B

KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM

CTpOkM. B KOH(UrypauuMOHHOM peXume MOXHO U3MEHSATb HaCTPOMKK

MapLupyTM3aumto, 6e3onacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

10.7.2.2 Hactpounte RouterA
10.7.2.2.1 Hactpoute nutepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#ipv6 address 2001:db8:1::1/64
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

10.7.2.2.2 HactpowiTte cepsep DHCPv6

RouterA(config)#ipvé dhcp pool 1
RouterA(config-dhcp6[1])#network 2001:db8:1::/64
RouterA(config-dhcp6[1])#range 2001:db8:1::2 2001:db8:1::100
RouterA(config-dhcp6[1])#exit

RouterA(config)#ipvé dhcp server on

RouterA(config)#end

10.7.2.3 HactpownTte RouterB

NHTEpPCENCOB,

10.7.2.3.1 Hactpounte wuHTepgenc eth1 gns nonyyenus I[P-agpeca nNo NpOTOKONYy

DHCPvV6 Ha RouterB

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#ipv6 address dhcp
RouterB(config-if-[eth1])#no shutdown
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RouterB(config-if-[eth1])#end

10.7.2.4 CoxpaHuTe HaCTPOWKM

Mcnonb3yinte komaHay write <name> ons CoxpaHeHUsa HacTPOeK Ha YCTponCcTBax

@ HanomuHaHue

Router#write <name>

10.7.3 TpoBepkKa HacTpoek
10.7.3.1 BeinonHute komaHay show ipv6 dhcp server-leases ans npoBepkn Ha3Ha4YeHus

Ha ycTponctee RouterA IP-agpeca

authoring-byte-order little-endian;
server-duid "\000\001\000\001\307\224b\322zrIKz6";
ia-na ":\000\000\273\000\001\000\001\307\2248b\224?\273\000\000:" {
cltt 51970/01/02 06:02:31;
jaaddr 2001:db8:1::100 {
binding state active;
preferred-life 375;
max-life 600;
ends 51970/01/02 06:12:31;
}
}

10.7.3.2 BbinonHute komaHay show ipv6 interfaces brief ans npoBepkn Ha ycTponcTee

RouterB Hanun4ne HasHaveHHOro knneHTty IP-agpeca

Interface HW Address Link-local IPv6 Address Admin/Link DHCPv6 Description
ethl 94:3f:bb:00:00:3a fe80::963f:bbff:fe00:3a 2001:db8:1::100/128 UP/UP ON fe8
0::963f:bbff:fe00:3a/64

eth2 94:3f:bb:00:00:3b fe80::963f:bbff:fe00:3b unassigned DOWN/DOWN OFF
switchport1 n/a n/a n/a UP/UP

switchport2 n/a n/a n/a DOWN/DOWN

switchport3 n/a n/a n/a DOWN/DOWN

switchport4 n/a n/a n/a DOWN/DOWN

switchport5 n/a n/a n/a DOWN/DOWN

switchport6 n/a n/a n/a DOWN/DOWN

switchport7 n/a n/a n/a DOWN/DOWN
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switchport8 n/a n/a n/a DOWN/DOWN

Bepcust 9.0 268



OyHKkumn MPLS MHCTpyKLMA NO HacTporke
KPII.465614.001-181C3

11®dyHKuun MPLS
11.1 PacnpepeneHune MeTOK C NoMoLbio NpoTtokona LDP

11.1.1 OnwucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 59 B kadeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapLpyTtusaTtopsbl - RouterA, RouterB, RouterC.

HactpoeHa kommyTauuss no MPLS wmeTkam, OuMHamuyeckass Maplupytusaums Aons

nepegayn mappyTtos loopback-uHtepdgencos 1 npotokon ldp gnsa pacnpocTpaHeHna MeTOK.

RouterA RouterB RouterC

o ocoo 192.18.0.0/24 o oooo 192.18.1.0/24 o oooo
E'n oooo B eth1 ='p oooo eth2 eth2 S'0 oooo

Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/124
lo0: 1.1.1.1/32 lo0: 2.2.2.2/32 l00: 3.3.3.3/32

PucyHok 59 — Cxema pacnpegeneHnsa MeTok ¢ noMoLlbio npoTtokona LDP

11.1.2 3Tanbl HACTPOMUKMU CETU

11.1.2.1 Bowngute B pexum rnobanbHON KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOMKOM

Mpu HacTponke ceTeBoro obopyaoBaHMs, OOHUM U3 FNaBHbIX LIAroB, ABNAETCA BXOL B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKN. B  KOHPUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKU UHTEpPdENCcoB,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

11.1.2.2 Hactpounte RouterA
11.1.2.2.1 HactpowuTe nHTepemc eth1

RouterA(config)#interface ethl
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RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#label-switching
RouterA(config-if-[eth1])#enable-ldp ipv4
RouterA(config-if-[eth1])#exit

11.1.2.2.2 Hactpoute nutepdemnc lo0

RouterA(config)#interface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[loO)#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

11.1.2.2.3 HactpowTe atpmnbyThl npouecca LDP

RouterA(config)#trouter Idp
RouterA(config-router)#router-id 1.1.1.1
RouterA(config-router)#exit

11.1.2.2.4 Hactponte OSPF-mapLpyTusaumto

nHTepencax c IP-agpecamm

RuterA(config)#router ospf 1

RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0.0.0.0
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0.0.0.0
RouterA(config-router)#end

11.1.2.3 Hactpownte RouterB
11.1.2.3.1 Hactpoute nutepdcemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#label-switching
RouterB(config-if-[eth1])#enable-ldp ipv4
RouterB(config-if-[eth1])#exit

C YyKasaHHbIM

ID

obnactu

Ha
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11.1.2.3.2 HactpouTe nHtepdemnc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#label-switching
RouterB(config-if-[eth2])#enable-Idp ipv4
RouterB(config-if-[eth2])#exit

11.1.2.3.3 HacTtpowute nutepdeic lo0

RouterB(config)#tinterface lo0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[l00])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#exit

11.1.2.3.4 HactpouTe atpnbyTbl npouecca LDP

RouterB(config)#router Idp
RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#exit

11.1.2.3.5 Hactponte OSPF-mapwpyTnsaumio

nHTepencax c IP-agpecamm

RouterB(config)#router ospf 1

RouterB(config-router)#network 2.2.2.2/32 area 0.0.0.0
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0.0.0.0
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0.0.0.0
RouterB(config-router)#end

11.1.2.4 Hactpownte RouterC
11.1.2.4.1 HactpowuTe nHtepdemnc eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#label-switching
RouterC(config-if-[eth2])#enable-ldp ipv4

C YKa3aHHbIM

ID

obnactu

Ha
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RouterC(config-if-[eth2])#exit
11.1.2.4.2 HacTtpoute nutepdemc lo0

RouterC(config)#interface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

11.1.2.4.3 HactpowTte atpnbyTthl npouecca LDP

RouterC(config)#router Idp
RouterC(config-router)#router-id 3.3.3.3
RouterC(config-router)#exit

11.1.2.4.4 Hactponte OSPF-mapwpyTusaumio ¢ YykasaHHbiM ID obnactu Ha

nHTEepencax c IP-agpecamm

RouterC(config)#router ospf 1

RouterC(config-router)#network 3.3.3.3/32 area 0.0.0.0
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0.0.0.0
RouterC(config-router)#end

11.1.2.5 CoxpaHuTe HaCTPONKn

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

11.1.3 TlpoBepkKa HacTpoek
11.1.3.1 BeinonHute komaHay show Ildp session Ha RouterA ana npocmoTpa Bcex

ceccun, YCTAHOBJIE€HHbLIX MeXay TEKYLLNM MapLipyTn3aTtopomM no MeTkam

Peer IP Address IF Name My Role State KeepAlive Uptime
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2.2.2.2

ethl Passive

OPERATIONAL 30

01:53:37

11.1.3.2 BeinonHute komaHgy show mpls forwarding-table Ha RouterA ana npocmoTtpa
Tabnuubl nepeagpecaumm MPLS

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B- BGP FTN, K - CLI FTN, L - LDP FTN, R - RSVP-TE FTN, S -
SNMP FTN, | - IGP-Shortcut, U - unknown FTN

Code FEC FTN-ID Tunnel-id Pri

Intf Nexthop

L> 2.2.2.2/32 1 0 Yes
198.18.0.1

L> 3.3.3.3/32 3 0 Yes
198.18.0.1

L> 198.18.1.0/24 2 0 Yes
198.18.0.1

11.1.3.3 BbIinonHute komaHgy show mpls

oTobpaxeHus gaHHbIX MPLS LDP no ceccun 2.2.2.2

LSP-Type
LSP_DEFAULT
LSP_DEFAULT

LSP_DEFAULT

Idp session

Out-Label Out-
3 ethl
53122 ethl
3 ethl

2.2.2.2 Ha RouterA ans

Session state : OPERATIONAL

Session role : Passive

TCP Connection : Established

IP Address for TCP 12.2.2.2

Interface being used :ethl

Peer LDP ID :2.2.2.2.0

Peer LDP Password : Not Set

Adjacencies :198.18.0.1

Advertisement mode : Downstream Unsolicited

Label retention mode : Liberal

Graceful Restart : Not

Capable Keepalive Timeout : 30

Reconnect Interval 115

Address List received :2.2.2.2
198.18.0.1
198.18.1.1

Received Labels : Fec Label Maps To
IPV4:3.3.3.3/32 53122 none
IPV4:2.2.2.2/32 impl-null none
IPV4:198.18.1.0/24 impl-null none
IPV4:198.18.0.0/24 impl-null none

Sent Labels . Fec Label Maps To
IPV4:1.1.1.1/32 impl-null none
IPV4:198.18.0.0/24 impl-null none
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11.1.3.4 BeinonHute komaHay show Ildp session Ha RouterB ana npocmoTpa Bcex

CeCCUI, yCTaHOBMEHHbIX MeXAY TEKYLLMM MapLUpyTU3aToOpOM No MeTkam

Peer IP Address IF Name My Role State KeepAlive Uptime
1.1.1.1 ethl Active OPERATIONAL 30 02:03:01
3.3.33 eth2 Passive OPERATIONAL 30 02:04:09

11.1.3.5 BbinonHute komaHgy show mpls

ldp session 1.1.1.1 Ha RouterB ansa

oTobpaxeHus gaHHblx MPLS LDP no ceccun 1.1.1.1

Session state : OPERATIONAL

Session role : Active

TCP Connection : Established

IP Address for TCP :1.1.1.1

Interface being used :ethl

Peer LDP ID :1.1.1.1:0

Peer LDP Password : Not Set

Adjacencies :198.18.0.2

Advertisement mode : Downstream Unsolicited

Label retention mode : Liberal

Graceful Restart : Not Capable Keepalive

Timeout : 30

Reconnect Interval : 15

Address List received :1.1.1.1

198.18.0.2

Received Labels : Fec Label Maps To
IPV4:1.1.1.1/32 impl-null 53121
IPV4:198.18.0.0/24 impl-null none

Sent Labels : Fec Label Maps To
IPV4:3.3.3.3/32 53122 impl-null
IPV4:2.2.2.2/32 impl-null none
IPV4:198.18.1.0/24 impl-null impl-null
IPV4:198.18.0.0/24 impl-null none

11.1.3.6 Bsbinon

HUTe komangy show mpls Idp session 3.3.3.3 Ha RouterB ans

oTobpaxeHus gaHHbiXx MPLS LDP no ceccun 3.3.3.3

Session state : OPERATIONAL
Session role : Passive

TCP Connection : Established

IP Address for TCP :3.3.33
Interface being used : eth2

Peer LDP ID :3.3.3.3:0

Peer LDP Password : Not Set
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Adjacencies :198.18.1.2

Advertisement mode : Downstream Unsolicited

Label retention mode : Liberal

Graceful Restart : Not Capable Keepalive

Timeout : 30

Reconnect Interval 115

Address List received :3.3.3.3
198.18.1.2

Received Labels : Fec Label Maps To
IPV4:3.3.3.3/32 impl-null 53122
IPV4:198.18.1.0/24 impl-null  impl-null

Sent Labels : Fec Label Maps To

IPV4:1.1.1.1/32 53121 impl-null
IPV4:2.2.2.2/32 impl-null  none
IPV4:198.18.1.0/24 impl-null none
IPV4:198.18.0.0/24 impl-null none

11.1.3.7 BeinonHute komangy show mpls forwarding-table Ha RouterB ansa npocmoTtpa
Tabnuubl nepeagpecaunn MPLS

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN, K - CLI
FTN, L - LDP FTN, R - RSVP-TE FTN, S - SNMP FTN, | - IGP-Shortcut, U - unknown

FTN

Code FEC FTN-ID Tunnel-id Pri LSP-Type Out-Label Out-Intf  Nexthop
L> 1.1.1.1/32 1 0 Yes LSP_DEFAULT 3 ethl 198.18.0.2
L> 3.3.3.3/32 2 0 Yes LSP_DEFAULT 3 ethl 198.18.1.2

11.2 Co3aaHue BMpTyalbHbIX YaCTHbIX ceTen TpeTbero ypoBHA (MPLS L3VPN)

11.2.1 OnwucaHue HaCTPOMKMU

Kak nokazaHo Ha pucyHke 60 B KayecTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEpPBUCHbIE
MapLupyTtusaTtopsbl - RouterA, RouterB, RouterC, RouterD, RouterE.

Mexxay cepBMCHbIMM MapLUpyTM3aTopamu HacTpoeH npoTtokon MPLS.

RouterA n RouterC BbinonHstoT ponb PE (Provider Edge) mapLupyTnsaTtopoB 1 aBns0TCS
KNoYeBbIMM ANs obecneyvyeHns CBA3UM Mexay pasnumyHbiMu ceTamn. PE mapupyTtmusatopsbl
HaXOAATCS Ha rpaHuLUe ceTu nposangepa.

RouterB BbinonHseT ponb P (Provider) maplipyTtusatopa 1 Tak Xe SBMseTcs BaXHbIM B

ceTn. P mapwpyTmnsaTop HaxoauTcs BHYTpU CETU NpoBangepa v oTBeYaeT 3a TPaHCNOPTUPOBKY
Tpaduka mexay PE mappytmnsatopamu.
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RouterD n RouterE BbinonHsoT pone CE (Customer Edge) mapwpyTtusatopoB. OHu

npeacTaBnsaloT cobow rpaHmLy Mexay CeTbio KIMEHTa 1 CeTbo NpoBanaepa.

| RouterA RouterB RouterC —I
(PE1)

(P) (PE2)

—— 192.18.0.0/24 —— 192.18.1.0/24 0 booo |
E
| 0 CCICH ethi S==isiel o2 eth2 0 0000

eth2 Ipvé4: 198.18.0.2/124 lpvé4: 198.18.1.1/24 lpv4: 198.18.1.2/24
lo0: 1.1.1.1/32 Ipv4: 198.18.0.1/24 lo0: 2.2.2.2/132

100: 3.3.3.3/32 etht

MP-BGP

OSPF
v

OSPF

ethi
lpv4: 100.1.0.11/24

ethi
lo0: 4.4.4.4/132

Ipv4: 100.1.0.12/124

100: 5.5.5.5/32
O ooog _ O ooog
='n pooo ='n pooo
RouterD RouterE
(CE1) (CE2)

PucyHok 60 — Cxema co3gaHnst BUpTyarbHbIX YacTHbIX ceTen TpeTbero ypoBHA (MPLS L3VPN)

11.2.2 3Tanbl HACTPOMUKMU CETU

11.2.2.1 Bowngute B pexum rnobanbHON KOHUrypaumm Ha YCTpPOMCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUdA, OAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OAUH U3 PEXUMOB KOMaHLHOW
CTPOKU. B KOH(pUrypaumMOHHOM peXmme MOXHO MU3MEHSATb HACTPOMKU  MHTePdENCos,

MapLipyTM3aumto, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

11.2.2.2 HactpowTte RouterA (PE1)

11.2.2.2.1 HasHauybTe ak3emnnsapy VRF ngeHtudukatop mapwpyrtmsatopa u gobasbTe

CMNCOK UMMOPTHBIX U 3KCNOPTHLIX aTpmnbyToB extended community Anst MmapLipyToB

RouterA(config)#ip vrf CUST1
RouterA(config-vrf)#router-id 1.1.1.1
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RouterA(config-vrf)#rd 65000:100
RouterA(config-vrf)#route-target import 65000:101
RouterA(config-vrf)#froute-target export 65000:102
RouterA(config-vrf)#exit

11.2.2.2.2 Hactpoute nutepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#description to_P
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#label-switching
RouterA(config-if-[eth1])#enable-ldp ipv4
RouterA(config-if-[eth1])#exit

11.2.2.2.3 Hactpoute nutepcemnc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#description to_CE1
RouterA(config-if-[eth2])#ip vrf forwarding CUST1
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 100.1.0.1/24
RouterA(config-if-[eth2])#exit

—_— — — —

11.2.2.2.4 Hactpoute nutepdemnc lo0

RouterA(config)ttinterface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

11.2.2.2.5 HactponTe 3anucb ansa cnucka IPv4 npedukcoB u 3agante atpubyTbl Ans

npouecca LDP

RouterA(config)tip prefix-list permit-any seq 5 permit any
RouterA(config)#trouter Idp

RouterA(config-router)#frouter-id 1.1.1.1
RouterA(config-router)#treceive-labels for permit-any from any
RouterA(config-router)#advertisement-mode downstream-on-demand
RouterA(config-router)#exit
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11.2.2.2.6 Hactponte OSPF-mapwpyTusaumio ¢ ykasaHHbiM ID obnactu Ha

NHTepencax c IP-agpecamm

RouterA(config)#router ospf
RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterA(config-router)#exit

11.2.2.2.7 HactponTe npouecc mapwpyTtmsaumn OSPF n 3anyctute peguctpmnbyumio B
OSPF mapwpyTtos BGP

RouterA(config)#router ospf 1 CUST1
RouterA(config-router)#tredistribute bgp
RouterA(config-router)#network 100.1.0.0 0.0.0.255 area 0
RouterA(config-router)#exit

11.2.2.2.8 HacTtponute npouecc BGP

RouterA(config)#trouter bgp 65000

RouterA(config-router)#neighbor 3.3.3.3 remote-as 65000
RouterA(config-router)#neighbor 3.3.3.3 update-source lo0
RouterA(config-router)#neighbor 3.3.3.3 soft-reconfiguration inbound
RouterA(config-router)#taddress-family vpnv4 unicast
RouterA(config-router-af)#neighbor 3.3.3.3 activate
RouterA(config-router-af)#neighbor 3.3.3.3 soft-reconfiguration inbound
RouterA(config-router-af)#exit-address-family
RouterA(config-router)#taddress-family ipv4 vrf CUST1
RouterA(config-router-af)#redistribute connected
RouterA(config-router-af)#redistribute ospf 1
RouterA(config-router-af)#exit-address-family
RouterA(config-router)#end

11.2.2.3 Hactponute RouterC (PE2)
11.2.2.3.1 HasHaubTe ak3emnnapy VRF vaeHTudukaTop maplpyTtmsatopa u gobasbte

CMNCOK MMMOPTHBIX U 3KCNOPTHLIX aTpnbyToB extended community Anst MmapLipyToB

RouterC(config)#ip vrf CUST1
RouterC(config-vrf)#router-id 3.3.3.3
RouterC(config-vrf)#rd 65000:100
RouterC(config-vrf)#route-target export 65000:101
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RouterC(config-vrf)#route-target import 65000:102
RouterC(config-vrf)#exit

11.2.2.3.2 Hactpoute nHtepdemnc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#description to_P
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#label-switching
RouterC(config-if-[eth2])#enable-ldp ipv4
RouterC(config-if-[eth2])#exit

11.2.2.3.3 Hactpoute nutepdemc eth1

RouterC(config)#interface ethl
RouterC(config-if-[eth1])#no ip address dhcp
RouterC(config-if-[eth1])#description to_CE2
RouterC(config-if-[eth1])#ip vrf forwarding CUST1
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ip address 101.1.0.1/24
RouterC(config-if-[eth1])#exit

11.2.2.3.4 Hactpoute nutepcenc lo0

RouterC(config)#tinterface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

11.2.2.3.5 HactponTe 3anucb ana cnucka IPv4 npedukcoB n 3agante atpubyTbl Ans

npouecca LDP

RouterC(config)#ip prefix-list permit-any seq 5 permit any
RouterC(config)#router Idp

RouterC(config-router)#router-id 3.3.3.3
RouterC(config-router)#receive-labels for permit-any from any
RouterC(config-router)#advertisement-mode downstream-on-demand
RouterC(config-router)#exit
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11.2.2.3.6 Hactponte OSPF-mapwpytmM3aumMio € ykasaHHbiM [ID  obnactn Ha

NHTEepencax c IP-agpecamm

RouterC(config)#router osrf
RouterC(config-router)#network 3.3.3.3 0.0.0.0 area 0
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterC(config-router)#exit

11.2.2.3.7 HactpowuTe npouecc mapwpyTtmnsauyumn OSPF

RouterC(config)#router ospf 1 CUST1
RouterC(config-router)#redistribute bgp
RouterC(config-router)#network 101.1.0.0 0.0.0.255 area 0
RouterC(config-router)#exit

11.2.2.3.8 HactpowuTe npouecc BGP

RouterC(config)#router bgp 65000

RouterC(config-router)#neighbor 1.1.1.1 remote-as 65000
RouterC(config-router)#neighbor 1.1.1.1 update-source lo0
RouterC(config-router)#neighbor 1.1.1.1 soft-reconfiguration inbound
RouterC(config-router)#address-family vpnv4 unicast
RouterC(config-router-af)#neighbor 1.1.1.1 activate
RouterC(config-router-af)#neighbor 1.1.1.1 soft-reconfiguration inbound
RouterC(config-router-af)#exit-address-family
RouterC(config-router)#address-family ipv4 vrf CUST1
RouterC(config-router-af)#redistribute connected
RouterC(config-router-af)#redistribute ospf 1
RouterC(config-router-af)#exit-address-family
RouterC(config-router)#end

11.2.2.4 Hactpoute RouterB (P)
11.2.2.4.1 Hactpoute nutepdemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description to_PE1
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#label-switching
RouterB(config-if-[eth1])#enable-ldp ipv4
RouterB(config-if-[eth1])#exit
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11.2.2.4.2 Hactpoute nutepcemnc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#description to_PE2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#label-switching
RouterB(config-if-[eth2])#enable-ldp ipv4
RouterB(config-if-[eth2])#exit

11.2.2.4.3 Hactpoute nutepdemnc lo0

RouterB(config)#interface lo0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#ip address 2.2.2.2/32
RouterB(config-if-[lo0] )#exit

11.2.2.4.4 HactponTe 3anucb ansa cnucka IPv4 npedukcoB n 3agante atpmbyTbl Ans

npouecca LDP

RouterB(config)#ip prefix-list permit-any seq 5 permit any
RouterB(config)#router Idp

RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#receive-labels for permit-any from any
RouterB(config-router)#advertisement-mode downstream-on-demand
RouterB(config-router)#exit

11.2.2.4.5 Hactponte OSPF-mapwpyTtusaumio ¢ ykasaHHbiM ID obnactu Ha

nHTepencax c IP-agpecamm

RouterB(config)#router ospf 1
RouterB(config-router)#network 2.2.2.2/32 area 0
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterB(config-router)#end

11.2.2.5 Hactpoute RouterD (CE1)
11.2.2.5.1 HactpouTe nHTepdemc eth1
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RouterD(config)#interface ethl
RouterD(config-if-[eth1])#no ip address dhcp
RouterD(config-if-[eth1])#description to_PE1
RouterD(config-if-[eth1])#no shutdown
RouterD(config-if-[eth1])#ip address 100.1.0.2/24
RouterD(config-if-[eth1])#exit

11.2.2.5.2 Hactpoute nutepdemnc lo0

RouterD(config)#interface lo0
RouterD(config-if-[lo0])#no shutdown
RouterD(config-if-[lo0])#ip address 4.4.4.4/32
RouterD(config-if-[lo0])#exit

11.2.2.5.3 Hactponte OSPF-mapwpytnsaumio C yKasaHHbIM

nHTepdencax c IP-agpecamm

RouterD(config)#router ospf
RouterD(config-router)#network 4.4.4.4/32 area 0.0.0.0
RouterD(config-router)#network 100.1.0.0/24 area 0.0.0.0
RouterD(config-router)#end

11.2.2.6 Hactpoute RouterE (CE2)
11.2.2.6.1 Hactpoute nutepdcemnc eth1

RouterE(config)#interface ethl
RouterE(config-if-[eth1])#no ip address dhcp
RouterE(config-if-[eth1])#description to_PE2
RouterE(config-if-[eth1])#no shutdown
RouterE(config-if-[eth1])#ip address 101.1.0.2/24
RouterE(config-if-[eth1])#exit

11.2.2.6.2 Hactpoute nutepdemc lo0

RouterE(config)#interface lo0
RouterE(config-if-[lo0])#no shutdown
RouterE(config-if-[lo0])#ip address 5.5.5.5/32
RouterE(config-if-[lo0] )#exit

ID

obnactu

Ha

Bepcua 9.0

282



®dyHkummn MPLS MHCTpyKUMS No HacTporke
KPI1I.465614.001-181C3

11.2.2.6.3 Hactponte OSPF-mapwpytmM3aumMio ¢ ykasaHHbiM D  obnactu Ha
NHTEepencax c IP-agpecamm

RouterE(config)#router ospf
RouterE(config-router)#network 5.5.5.5/32 area 0.0.0.0
RouterE(config-router)#network 101.1.0.0/24 area 0.0.0.0
RouterE(config-router)#tend

11.2.2.7 CoxpaHuTe HaCTPOWNKM
Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax
® HanomuHanme

Router#write <name>

11.2.3 TpoBepka HacTpoek

11.2.3.1 BbinonHute komangy show mpls Idp neighbor Ha RouterA aons otobpaxeHus
JaHHbiX MPLS LDP

IP Address Mode Intf Name  Holdtime LDP-ldentifier
198.18.0.1 Interface ethl 15 2.2.2.2:0

11.2.3.2 BeinonHute komangy show mpls forwarding-table Ha RouterA ans npocmoTpa
Tabnuubl nepeagpecaunn MPLS

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN, K - CLI FTN, L—LDP FTN, R - RSVP-TE FTN, S -
SNMP FTN, | - IGP-Shortcut, U - unknown FTN

Code FEC FTN-ID Out-Intf Nexthop Tunnel-id Pri LSP-

Type Out-Label

L> 2.2.2.2/32 1 0 Yes LSP_DEFAULT 3 ethl
198.18.0.1

L> 3.3.3.3/32 2 0 Yes LSP_DEFAULT 53121 ethl
198.18.0.1

L> 198.18.1.0/24 4 0 Yes LSP_DEFAULT 3 ethl
198.18.0.1
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11.2.3.3 BeinonHute komaHay show mpls forwarding-table Ha RouterC ans npocmoTtpa

Tabnuubl nepeagpecaunn MPLS

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B- BGP FTN, K - CLI FTN, L - LDP FTN, R - RSVP-TE FTN, S -
SNMP FTN, | - IGP-Shortcut,U - unknown FTN

Code FEC FTN-ID Out-Intf  Nexthop Tunnel-id Pri LSP-Type Out-
Label
L> 1.1.1.1/32 1 0 Yes LSP_DEFAULT 53120 eth2 198.1
8.1.1
L> 2.2.2.2/32 2 0 Yes LSP_DEFAULT 3 eth2 198.1
8.1.1
L> 198.18.0.0/32 3 0 Yes LSP_DEFAULT 3 eth2 198.1
8.1.1

11.2.3.4 BebinonHute komaHgy show ip route vif CUST1 Ha RouterA ana npocmoTtpa

Tabnuubl MapLIpyTM3aLmm

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default
IP Route Table for VRF "CUST1"

0 4.4.4.4/32 [110/20] via 100.1.0.2, eth2, 01:44:35
B 5.5.5.5/32 [200/20] via 3.3.3.3, 01:45:41

C 100.1.0.0/24 is directly connected, eth2

B 101.1.0.0/24 [200/0] via 3.3.3.3, 01:27:01

Gateway of last resort is not set

11.2.3.5 BebinonHute komaHay show ip bgp vpnv4 vif CUST1 Ha RouterA ona npocmoTtpa
nHgopmauum no VPNv4

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, | - labeled
S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf  Weight

Path Route Distinguisher: 65000:100 (Default for VRF CUST1)

*>| 4.4.4.4/32 100.1.0.2 20 100 32768 °?

*>i 5.5.5.5/32 3333 20 100 O ?
*>| 101.1.0.0/24 0.0.00 O 100 32768 ?
*>i 100.1.0.0/24 3333 O 100 O ?

Announced routes count = 2
Accepted routes count = 2
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11.2.3.6 BbinonHute komaHay show ip route Ha RouterD gna npocmoTtpa Tabnuy

MapLipyTM3aLmm

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default

IP Route Table for VRF "default"

C 4.4.4.4/32 is directly connected, 100

O IA 5.5.5.5/32[110/21] via 100.1.0.1, eth1, 01:52:37

C 100.1.0.0/24 is directly connected, eth1

O E2 101.1.0.0/24[110/1] via 100.1.0.1, eth1, 01:35:40

C 127.0.0.0/8 is directly connected, lo

Gateway of last resort is not set

11.2.3.7 BebinonHute komaHay ping 5.5.5.5 repeat 4 Ha RouterD gna otnpasku 4

3anpocoB ICMP coobLieHunn

PING 5.5.5.5 (5.5.5.5) 56(84) bytes of data.

64 bytes from 5.5.5.5: icmp_seq=1 ttl=62 time=2.97 ms

64 bytes from 5.5.5.5: icmp_seq=2 ttlI=62 time=2.94 ms

64 bytes from 5.5.5.5: icmp_seq=3 ttl=62 time=2.99 ms

64 bytes from 5.5.5.5: icmp_seq=4 ttlI=62 time=2.89 ms

--- 5.5.5.5 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 7ms
rtt min/avg/max/mdev = 2.887/2.944/2.990/0.066 ms

11.2.3.8 BbinonHute komangy tcpdump eth2 filter "mpls && mpls && icmp" Ha RouterC

PE2 ona aHanusa nHgopmaumm

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes

06:38:07.798169 MPLS (label 53120, exp O, ttl 255) (label 52481, exp 0, [S], ttl 255) IP 5.5.5.5 > 100.1.0.2: ICMP

echo reply, id 8362, seq 1, length 64

06:38:08.799440 MPLS (label 53120, exp O, ttl 255) (label 52481, exp O, [S], ttl 255) IP 5.5.5.5 > 100.1.0.2: ICMP

echo reply, id 8362, seq 2, length 64

06:38:09.800652 MPLS (label 53120, exp O, ttl 255) (label 52481, exp O, [S], ttl 255) IP 5.5.5.5 > 100.1.0.2: ICMP

echo reply, id 8362, seq 3, length 64

06:38:10.801734 MPLS (label 53120, exp O, ttl 255) (label 52481, exp 0, [S], ttl 255) IP 5.5.5.5 > 100.1.0.2: ICMP

echo reply, id 8362, seq 4, length 64
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AC

4 packets captured

4 packets received by filter
0 packets dropped by kernel

11.3 Co3aaHue BUpTyasnbHbIX YacTHbIX ceTen BToporo ypoBHA (MPLS L2VPN) no

TexHonoruam VPWS

11.3.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 61 B KayeCTBe€ OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapLupyTtmsaTtopsl - RouterA, RouterB, RouterC, RouterD, RouterE.

Mexxay cepBUCHBIMM MapLupyTusaTopaMmmn HacTpoeH npoTtokonn MPLS no texHonornam
VPWS.

RouterA n RouterC BrinonHstoT ponb PE (Provider Edge) mapLupyTtnsaTtopoB 1 aBnsat0TCS
KnoyeBbIMM NS obecneyeHnsa CBA3M Mexay pasnuyHbiMu cetamu. PE mapupyTtusatopsbl
HaxogaATCAa Ha rpaHuLe ceTu npoeanaepa.

RouterB BbinonHaeT ponb P (Provider) maplipyTtnsaTtopa 1 Tak e siBASeTCA BaXHbIM B
cetn. P MmappyTtusaTop HaxoguTcs BHYTPU CETU NpoBanaepa 1 oTBevyaeT 3a TPaHCNOPTUPOBKY
Tpaduka mexay PE maplipyTtmnsatopamu.

RouterD un RouterE sbinonHsawT ponbs CE (Customer Edge) mapuwpyTtmusatopoB. OHU
npeacTaBnsAT cobou rpaHnLy Mexay CeTbio KIMeHTa M CeTbio NpoBangepa.

Ha RouterA (PE1) HacTtpoeHbl mHTepdenchl eth1 (IP address 198.18.0.2/24), eth2,
loopback-nHtepdenic lo0 (IP address 1.1.1.1/32).

Ha RouterB (P) HacTtpoeHbl uHTepdencol eth1 (IP address 198.18.0.1/24), eth2 (IP
address 198.18.1.1/24), loopback-nHtepdenc 100 (IP address 2.2.2.2/32).

Ha RouterC (PE2) HacTpoeHbl nHTepdencol eth1, eth2 (IP address 198.18.1.2/24),
loopback-uHtepderic [00 (IP address 3.3.3.3/32).

Ha RouterD (CE1) HacTpoeH nutepgenc eth1 (IP address 100.1.0.11/24).

Ha RouterE (CE2) HacTpoeH nHTepdenc ethl (IP address 100.1.0.12/24).
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I__________________________l

(PE1) P) (PE2)

| _ O ooog 192.18.0.0124 0 oooo 192.18.1.0124 _ O ooog
=‘n poon 5'p pooo ='n poon
eth1 eth1 eth2 eth2'

eth2 Ipv4: 198.18.0.2124 Ipvd: 198.18.1.1/24 Ipva: 198.18.1.2/24 eth1
| lo0: 1.1.1.1/32 Ipv4: 198.18.0.1/24 lo0: 2.2.2.2/32 100: 3.3.3.3/32

| RouterA Router RouterC |

_ e ] - - - - & & & M e = = = 4

LSP-TyHHENb

eth1 ethi
Ipv4: 100.1.0.11/24 Ipv4: 100.1.0.12/24

— .0 oooo — .0 0oog
=0 poon ='0 pooo
RouterD RouterE
(CE1) (CE2)

PucyHok 61 — Cxema HacTponkun BUpTyarbHbIX YacTHbIX ceTen BToporo ypoBHst (MPLS L2VPN)

no texHonornam VPWS

11.3.2 3JTanbl HACTPOUKMU

11.3.2.1 Bowngute B pexum rnobanbHON KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHMS, OOHUM U3 rNaBHbIX LIAroB, SABMASETCH BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnm - 3TO OOAWH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHPUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKU UHTEpPdENCcoB,

MapLupyTM3aumto, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

11.3.2.2 HactpowTte RouterA (PE1)
11.3.2.2.1 HactpouTe nHTepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#description to_P
RouterA(config-if-[eth1])#no shutdown
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RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#label-switching
RouterA(config-if-[eth1])#enable-ldp ipv4
RouterA(config-if-[eth1])#exit

11.3.2.2.2 Hactpoute nutepcemnc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

11.3.2.2.3 HacTtpowute nutepdeic lo0

RouterA(config)#tinterface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

11.3.2.2.4 HacTtpoute nutepdeic eth2.100

RouterA(config)#interface eth2.100
RouterA(config-if-[eth2.100])#vid 100 ethertype 0x8100
RouterA(config-if-[eth2.100])#description to_CE1
RouterA(config-if-[eth2.100])#no shutdown
RouterA(config-if-[eth2.100])#exit

11.3.2.2.5 Tpussknte nntepdgenc k Virtual Circuit MPLS Layer2

RouterA(config)#interface eth2.100
RouterA(config-if-[eth2.100])#mpls-12-circuit CUST1 ethernet
RouterA(config-if-[eth2.100])#exit

11.3.2.2.6 CospganTte 3K3emMnnsp BUpPTyanbHOMW cxembl ypoBHs 2 MPLS wn 3apavte

aTpmbyTbl 4nsa npouecca LDP

RouterA(config)#mpls 12-circuit CUST1 100 3.3.3.3
RouterA(config)#router Idp
RouterA(config-router)#router-id 1.1.1.1
RouterA(config-router)#targeted-peer ipv4 3.3.3.3
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RouterA(config-router-targeted-peer)#exit-targeted-peer-mode
RouterA(config-router)#transport-address ipv4 1.1.1.1
RouterA(config-mpls)#exit

11.3.2.2.7 HactpowuTe npouecc mapwpytmnsauum OSPF

RouterA(config)#router ospf
RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterA(config-router)#end

11.3.2.3 HactpownTte RouterB (P)
11.3.2.3.1 HactpowuTe nHTepdemnc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description to_PE1
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#label-switching
RouterB(config-if-[eth1])#enable-ldp ipv4
RouterB(config-if-[eth1])#exit

11.3.2.3.2 HactpouTe nHtepdemnc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#description to_PE2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#label-switching
RouterB(config-if-[eth2])#enable-ldp ipv4
RouterB(config-if-[eth2])#exit

11.3.2.3.3 HacTtponte nutepdeimc lo0

RouterB(config)#tinterface lo0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[l00])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#exit
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11.3.2.3.4 3apante aTpubyThl AN npouecca LDP

RouterB(config)#router Idp
RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#transport-address ipv4 2.2.2.2
RouterB(config-router)#exit

11.3.2.3.5 HactpowuTe npouecc mapwpytunsauum OSPF

RouterB(config)#router ospf
RouterB(config-router)#network 2.2.2.2/32 area 0
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterB(config-router)#end

11.3.2.4 Hactpoute RouterC (PE2)
11.3.2.4.1 Hactpoute nutepdcemnc eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#description to_P
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#label-switching
RouterC(config-if-[eth2])#enable-ldp ipv4
RouterC(config-if-[eth2])#exit

11.3.2.4.2 Hactpoute nutepdemnc eth1

RouterC(config)#interface ethl
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#exit

11.3.2.4.3 Hactpoute nutepdemc lo0

RouterC(config)#tinterface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit
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11.3.2.4.4 Hactpoute nutepdeic eth1.100

RouterC(config)#tinterface eth1.100
RouterC(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterC(config-if-[eth1.100])#description to_CE2
RouterC(config-if-[eth1.100])#no shutdown
RouterC(config-if-[eth1.100])#exit

11.3.2.4.5 Tlpussxknte nntepdenc Kk Virtual Circuit MPLS Layer2

RouterC(config)#tinterface eth1.100
RouterC(config-if-[eth1.100])#)#mpls-12-circuit CUST1 ethernet
RouterC(config-mpls)#exit

11.3.2.4.6 CospanTte 3K3eMnnsp BUpPTyanbHOMW Cxembl ypoBHs 2 MPLS wn 3apante

aTpubyTbl 4nsa npouecca LDP

RouterC(config)#mpls 12-circuit CUST1 100 1.1.1.1
RouterC(config)#router Idp

RouterC(config-router)#router-id 3.3.3.3
RouterC(config-router)#targeted-peer ipv4 1.1.1.1
RouterC(config-router-targeted-peer)#exit-targeted-peer-mode
RouterC(config-router)#transport-address ipv4 3.3.3.3
RouterC(config-router)#exit

11.3.2.4.7 HactpowuTe npouecc mapwpyTtmnsauyumn OSPF

RouterC(config)#router ospf
RouterC(config-router)#network 3.3.3.3 0.0.0.0 area 0
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterC(config-router)#end

11.3.2.5 HactpownTte RouterD (CE1)
11.3.2.5.1 HactpowuTe nHtepemc eth1

RouterD(config)#tinterface ethl
RouterD(config-if-[eth1])#no shutdown
RouterD(config-if-[eth1])#exit
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11.3.2.5.2 Hactpoute nutepdeic eth1.100

RouterD(config)#tinterface eth1.100
RouterD(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterD(config-if-[eth1.100])#no shutdown
RouterD(config-if-[eth1.100])#ip address 100.1.0.11/24
RouterD(config-if-[eth1.100])#end

11.3.2.6 Hactpoute RouterE (CE2)
11.3.2.6.1 Hactpoute nutepdemnc eth1

RouterE(config)#tinterface ethl
RouterE(config-if-[eth1])#no shutdown
RouterE(config-if-[eth1])#exit

11.3.2.6.2 Hactpoute nutepdenc eth1.100

RouterE(config)#interface eth1.100
RouterE(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterE(config-if-[eth1.100])#no shutdown
RouterE(config-if-[eth1.100])#ip address 100.1.0.12/24
RouterE(config-if-[eth1.100])#end

11.3.2.7 CoxpaHuTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponcTBax

@ HanomuHaHue

Router#write <name>

11.3.3 TlpoBepka HacTpoek

11.3.3.1 BbinonHute komangy show Idp mpls-12-circuit Ha RouterA, 4Tobbl 0OTOBPa3nTL

CBOAHYK MHGOpMauuio BupTyanbHoW cxembl ypoBHs 2 (Layer-2 Virtual Circuit) 060 Bcex

BMpTYyanbHbiX cxemax MPLS, HacTpoeHHbIX Ha TekyLeM mapLupyTmusatope no metkam (LSR).
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Transport Client VC VC Local Remote Destination
VCID Binding State Type VC Label VC Label Address
100 eth2.100 UP Ethernet 53120 52480 3.3.3.3

11.3.3.2 BbinonHute komaHgy ping 100.1.0.12 repeat 4 Ha RouterD gnst npoBepKkn CBs3n

mexay RouterD u RouterE

PING 100.1.0.12 (100.1.0.12) 56(84) bytes of data.

64 bytes from 100.1.0.12: icmp_seq=1 ttl=64 time=2.98 ms

64 bytes from 100.1.0.12: icmp_seq=2 ttl=64 time=2.88 ms

64 bytes from 100.1.0.12: icmp_seq=3 ttl=64 time=2.92 ms

64 bytes from 100.1.0.12: icmp_seq=4 ttl=64 time=2.86 ms

---100.1.0.12 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 7ms rtt min/avg/max/mdev
=2.858/2.910/2.984/0.071 ms

11.3.3.3 BbinonHute komaHay show arp Ha RouterD ansa npocmoTpa Tabnuy, ARP

State: | - incomplete R -reachable S -stale D - delay P - probe F-failed N - noarp M - manual
IP address HW type Flags HW address Device
100.1.0.12  ether R 94:3f:bb:00:00:3a eth1.100

11.4 Co3aaHue BUpPTYyasribHbIX YacTHbIX ceTen BToporo ypoBHA (MPLS L2VPN) no

TexHonorusam VPLS

11.4.1 OnucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 62 B KadeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
mapwpytunsatopsl (RouterA, RouterB, RouterC, RouterD, RouterE).

BbinonHeHo du3nyeckoe NOAOKMKYEHME M HaCTpoMka cocTaBa o6opygoBaHus B
COOTBETCTBUU CO CXEMOM.

MPLS Layer 2 Virtual Circuit ato L2 coeguHeHuMe Tumna To4vka-TOYKa, KOTOpas
opraHusoBaHa 4yepe3 MPLS ceTb 1 npegocTaBnseTcs kak ycryra oneparopa.

B Hawen cxeme mexay RouterA (PE1) n RouterC (PE2) opraHusyetcs LSP-TyHHenb,
yepes KOTopbl HacTpansaeTcs L2-40MeH.

Ha RouterA (PE) HacTtpoeHbl uHTepdenchbl eth1 - IP address 198.18.0.2/24, eth2,
loopback-uHtepdenic lo0 - IP address 1.1.1.1/32.
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Ha RouterB (P) HacTpoeHbl uHTepdencel eth1 - IP address 198.18.0.1/24, eth2 - IP
address 198.18.1.1/24, loopback-uHtepdenc lo0 - IP address 2.2.2.2/32.

Ha RouterC (PE) HacTpoeHbl uHTepdencol eth1, eth2 - IP address 198.18.1.2/24,
loopback-uHtepdpeinic 100 - IP address 3.3.3.3/32.

Ha RouterD (CE1) HacTpoeH nHtepdenc eth1 - IP address 100.1.0.1/24.

Ha RouterE (CEZ2) HacTpoeH unHTepdeinc ethl - IP address 198.1.0.2/24.

RouterA n RouterC BbinonHstoT ponb PE (Provider Edge) mapLupyTtnsaTtopoB 1 aBnstoTCs
KntoyeBbIMM Onsi obecneyeHnss CBA3M MexXay pasnuyHbiMu cetamu. PE mapuwpyTtusatopsbl
HaxXOAATCA Ha rpaHuLe ceTu nposangepa.

RouterB BbinonHaeT ponb P (Provider) maplupyTtnsaTtopa 1 Tak e siBASeTCA BaXXHbIM B
cetn. P MmappyTtusaTop HaxoguTcs BHYTPU CeTU NpoBanaepa 1 oTBevyaeT 3a TPaHCNOPTUPOBKY
Tpaduka mexay PE maplipyTtmnsatopamu.

RouterD un RouterE sbinonHsawoT pons CE (Customer Edge) mapupytusatopoB. OHM

npegcrasndaroT cobon rpaHunuy mMexay CceTbio KInmeHTa U CeTbio nposaﬁuepa.

O ooog 192.18.0.0/24 _ O ooog 192.18.1.0/24 O ooog

| S‘p oooo = 0 oooo S 'o pooo |
eth1 eth1 eth2 eth2
| eth2 Ipv4: 198.18.0.2/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2124 eth1

100: 1.1.1.1/32 Ipv4: 198.18.0.1124 l00: 2.2.2.2/32 100: 3.3.3.3/32 |

ethl
| Ipv4: 100.1.0.11/24 v 100.1.0.12/24|
| 0 Ooog O ooog |

=0 ooon ='0 pooo

RouterD RouterE
(CE1) (CE2)

PucyHok 62 — Cxema co3gaHus BUPTYanbHbIX YacTHbIX ceTen BToporo ypoBHs (MPLS L2VPN)

no texHonorunam VPLS

11.4.2 3OTanbl HACTPOMKU CETU

11.4.2.1 Bowgute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOMCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUdA, OAHUM U3 FMNaBHbIX LLAroB, ABNAETCS BXOL B
KOHUTrypaLMOHHbIN peXxuM. KoHMUrypaunoHHbIN PEXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW
CTPOKN. B  KOHPUrypauMOHHOM pexmme MOXHO U3MEHATb HACTPOWMKU UHTEepPdEencos,

MapLipyT13aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.
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@ HanomuHaHue

Router#configure terminal

11.4.2.2 Hactponte RouterA (PE1)
11.4.2.2.1 Hactpoute nHTepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#description to_P
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#label-switching
RouterA(config-if-[eth1])#enable-ldp ipv4
RouterA(config-if-[eth1])#exit

—_— — — — — —

11.4.2.2.2 HactpouTe nHtepgemnc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

11.4.2.2.3 Hactpoute nutepdemc lo0

RouterA(config)ttinterface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

11.4.2.2.4 HanctponTte nntepcenc eth2.100

RouterA(config)#interface eth2.100
RouterA(config-if-[eth2.100])#vid 100 ethertype 0x8100
RouterA(config-if-[eth2.100])#description to_CE1
RouterA(config-if-[eth2.100])#no shutdown
RouterA(config-if-[eth2.100])#mpls-vpls CUST1 ethernet
RouterA(config-if-[eth2.100])#exit
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11.4.2.2.5 3apante aTpnbyTbl ons npouecca LDP

RouterA(config)#trouter Idp

RouterA(config-router)#router-id 1.1.1.1
RouterA(config-router)#targeted-peer ipv4 3.3.3.3
RouterA(config-router-targeted-peer)#exit-targeted-peer-mode
RouterA(config-router)#ttransport-address ipv4 1.1.1.1
RouterA(config-router)#exit

11.4.2.2.6 Cosgante ak3emnnsap VPLS Ha ocHoBe MPLS u HacTponTe O4HOPaHroBbIN
y3en VPLS

RouterA(config)#mpls vpls CUST1 100
RouterA(config-vpls)#signaling Idp
RouterA(config-vpls-sig)#tvpls-peer 3.3.3.3
RouterA(config-vpls-sig)#exit-signaling
RouterA(config-vpls)#exit

11.4.2.2.7 HactpouTe npouecc mapwpyTtmnsauyumn OSPF

RouterA(config)#router ospf
RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0
RouterA(config-router)#tnetwork 198.18.0.0 0.0.0.255 area 0
RouterA(config-router)#end

11.4.2.3 Hactpownte RouterB (P)
11.4.2.3.1 HactpouTe nHTepemnc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description to_PE1
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#label-switching
RouterB(config-if-[eth1])#enable-ldp ipv4
RouterB(config-if-[eth1])#exit

11.4.2.3.2 HactpouTe nHtepdemnc eth2
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RouterB(config)#interface eth2
RouterB(config-if-[eth2])#description to_PE2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#label-switching
RouterB(config-if-[eth2])#enable-ldp ipv4
RouterB(config-if-[eth2])#exit

11.4.2.3.3 Hactpoute nutepdemc lo0

RouterB(config)#interface lo0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#ip address 2.2.2.2/32
RouterB(config-if-[lo0] )#exit

11.4.2.3.4 3apante aTpnbyTbl 4ns npouecca LDP

RouterB(config)#router Idp
RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#transport-address ipv4 2.2.2.2
RouterB(config-router)#exit

11.4.2.3.5 HactpouTe npouecc mapwpyTtmnsauyumn OSPF

RouterB(config)#router ospf
RouterB(config-router)#network 2.2.2.2/32 area 0
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterB(config-router)#exit

RouterB(config)#end

11.4.2.4 Hactpoute RouterC (PE2)
11.4.2.4.1 HactpouTe nHtepgenc eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#description to_P
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#label-switching
RouterC(config-if-[eth2])#enable-ldp ipv4
RouterC(config-if-[eth2])#exit
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11.4.2.4.2 Hactpoute nutepdemnc eth1

RouterC(config)#tinterface ethl
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#exit

11.4.2.4.3 Hactpoute nutepdemnc lo0

RouterC(config)#tinterface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

11.4.2.4.4 Hactpoute nutepdenc eth1.100

RouterC(config)#interface eth1.100

RouterC(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterC(config-if-[eth1.100])#description to_CE2
RouterC(config-if-[eth1.100])#no shutdown
RouterC(config-if-[eth1.100])#mpls-vpls CUST1
RouterC(config-if-[eth1.100])#exit

11.4.2.4.5 3apante atpnbyTbl ons npouecca LDP

RouterC(config)#router Idp

RouterC(config-router)#router-id 3.3.3.3
RouterC(config-router)#targeted-peer ipv4 1.1.1.1
RouterC(config-router-targeted-peer)#exit-targeted-peer-mode
RouterC(config-router)#transport-address ipv4 3.3.3.3
RouterC(config-router)#exit

11.4.2.4.6 Cospgante ak3emnnap VPLS Ha ocHoBe MPLS n HacTponTe OAHOpPaHroBblv

y3en VPLS

RouterC(config)#mpls vpls CUST1 100
RouterC(config-vpls)#redundancy-role primary
RouterC(config-vpls)#tsignaling Idp
RouterC(config-vpls-sig)#vpls-peer 1.1.1.1
RouterC(config-vpls-sig)#exit-signaling
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RouterC(config-vpls)#exit
11.4.2.4.7 Hactpoute npouecc mapwpytmnsaumum OSPF

RouterC(config)#router ospf
RouterC(config-router)#network 3.3.3.3 0.0.0.0 area 0
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterC(config-router)#exit

RouterC(config)#end

11.4.2.5 Hactpoute RouterD (CE1)
11.4.2.5.1 Hactpoute nHTepdemnc eth1

RouterD(config)#tinterface ethl
RouterD(config-if-[eth1])#no shutdown
RouterD(config-if-[eth1])#exit

11.4.2.5.2 Hactpoute nutepdenc eth1.100

RouterD(config)#tinterface eth1.100
RouterD(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterD(config-if-[eth1.100])#no shutdown
RouterD(config-if-[eth1.100])#ip address 100.1.0.11/24
RouterD(config-if-[eth1.100])#end

11.4.2.6 Hactponte RouterE (CE2)
11.4.2.6.1 Hactpoute nutepdcemnc eth1

RouterE(config)#interface ethl
RouterE(config-if-[eth1])#no shutdown
RouterE(config-if-[eth1])#exit

11.4.2.6.2 Hactpoute nutepdeic eth1.100

RouterE(config)#interface eth1.100
RouterE(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterE(config-if-[eth1.100])#no shutdown
RouterE(config-if-[eth1.100])#ip address 100.1.0.12/24
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RouterE(config-if-[eth1.100])#end

11.4.2.7 CoxpaHuTe HaCTPOWKM

Mcnonb3yinte komaHay write <name> ons CoxpaHeHUsa HacTPOeK Ha YCTponCcTBax

@ HanomuHaHue

Router#write <name>

11.4.3 TlpoBepKa HacTpoek

11.4.3.1 BbinonHute komaHay show mpls vpls mesh Ha RouterA gns otobpaxeHus
nHgpopmauun o MPLS VPLS Mesh Forwarding

VPLS-ID Peer Addr Tunnel-Label In-Label Network-Intf Out-

Label Opcode State  SIG-Protocol Status
100 3.3.33 53120 53120 ethl 52480 Push and Lookup for
VC Up LDP Active

11.4.3.2 BbinonHute komaHay show mpls forwarding-table Ha RouterA gns npocmoTpa
Tabnuubl nepeagpecaunn MPLS

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN, K - CLI FTN,
L-LDP FTN, R - RSVP-TE FTN, S - SNMP FTN, | - IGP-Shortcut, U - unknown FTN

Code FEC FTN-ID  Tunnel-id  Pri LSP-Type Out-Label  Out-Intf  Nexthop

L> 2.2.2.2/32 1 0 Yes  LSP_DEFAULT 3 ethl 198.18.0.1
L> 3.3.3.3/32 2 0 Yes  LSP_DEFAULT 53120 ethl 198.18.0.1
L> 198.18.1.0/24 3 0 Yes  LSP_DEFAULT 3 ethl 198.18.0.1

11.4.3.3 BbinonHute komaHgy ping 100.1.0.12 repeat 4 Ha RouterD gnsi npoBepkn CBA3U
¢ RouterE

PING 100.1.0.12 (100.1.0.12) 56(84) bytes of data.

64 bytes from 100.1.0.12: icmp_seq=1 ttl=64 time=2.98 ms
64 bytes from 100.1.0.12: icmp_seq=2 ttl=64 time=2.88 ms
64 bytes from 100.1.0.12: icmp_seq=3 ttl=64 time=2.92 ms
64 bytes from 100.1.0.12: icmp_seq=4 ttl=64 time=2.86 ms
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---100.1.0.12 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 7ms rtt min/avg/max/mdev
=2.858/2.910/2.984/0.071 ms

11.4.3.4 BbinonHute komangy show arp Ha RouterD gns npoBepku 3anucen ARP-

Tabnuupbl

State: | - incomplete R - reachable S - stale D - delay P - probe F - failed N -noarp M - manual
IP address HW type Flags HW address Device
100.1.0.12 ether R 94:3f:bb:00:00:3a eth1.100

11.5 PacnpepeneHns MeTOK € NoMoLlbIo NpoTtokona RSVP-TE

11.5.1 OnucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHKe 63 B KayeCTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapLpyTtusaTtopsbl - RouterA, RouterB, RouterC.

MpoTokon pacnpoctpaHeHna metok RSVP-TE. Ha Bcex ycTponcTBax 3anycTuTb NPOTOKOS
RSVP-TE B MMHUMarbHOM KOHGUrypaumu.

Ha RouterA n RouterC Hactpoutb RSVP Trunk.

RouterA n RouterC BbinonHstoT ponb PE (Provider Edge) mapLupytnsaTopoB 1 aBnsatoTCs
KNoYeBbIMM ANs obecnevyeHns CBA3U Mexay pasnuvyHbiMu ceTamn. PE mapupyTtmusatopsl
HaxogATCsa Ha rpaHvLe ceTn nposanaepa.

RouterB BbinonHaeT ponb P (Provider) maplipyTtnsaTtopa 1 Tak Xe siBNSIeTCA BaXHbIM B
ceTn. P MapwpyTmnsaTop HaxoguTcs BHYTpU CeTU nNpoBanaepa U OTBeYaeT 3a TPaHCMOPTUPOBKY
Tpaduka mexay PE mapwpytmnsatopamu.

OSPF OSPF
RouterA (PE1) — RouterB (P) —> RouterC (PE2)

O ooog 192.18.0.0/24 O ooog 192.18.1.0/124 O goog
=: H B:
L etht eth 0 _OOCC [ ethz LA L L

Ipv4: 198.18.0.2/124 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
lo0: 1.1.1.1/32 Ipv4: 198.18.0.1/24 100: 2.2.2.2/32 lo0: 3.3.3.3/32

PucyHok 63 — Cxema HacTponku pacnpeneneHmst MeTok ¢ nomoLlbo npoTtokona RSVP-TE
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11.5.2 3JTanbl HACTPOUKMU

11.5.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTpPoOMCTBax nepen
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KOHUrypaumMoHHbIA peXnm - 3T0 OOAUH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,

MapLupyTM3aumto, 6e3onacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

11.5.2.2 Hactponte RouterA (PE1)
11.5.2.2.1 Hactpoute nutepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#description to_P
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#label-switching
RouterA(config-if-[eth1])#enable-rsvp
RouterA(config-if-[eth1])#exit

—_— — — — — —

11.5.2.2.2 Hactpoute nutepdcemnc lo0

RouterA(config)#interface o0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

11.5.2.2.3 Bknouute gemoH RSVP

RouterA(config)#trouter rsvp
RouterA(config-rsvp)#exit
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11.5.2.2.4 HactpowuTe npouecc mapwpytmnsauyun OSPF

RouterA(config)#trouter ospf
RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterA(config-router)#exit

11.5.2.2.5 Hacrtpownte maructpans P2MP ana Resource Reservation Protocol (RSVP)
LSP

RouterA(config)#trsvp-trunk T1 ipv4
RouterA(config-rsvp)#from 1.1.1.1

RouterA(config-rsvp)#to 3.3.3.3
RouterA(config-rsvp)#end

11.5.2.3 Hactponte RouterB (P)
11.5.2.3.1 HactpowuTe nHTepdemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description to_PE1
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#label-switching
RouterB(config-if-[eth1])#enable-rsvp
RouterB(config-if-[eth1])#exit

11.5.2.3.2 Hactpoute nutepdcemnc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#description to_PE2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#label-switching
RouterB(config-if-[eth2])#enable-rsvp
RouterB(config-if-[eth2])#exit

11.5.2.3.3 HacTtpoute nutepdemc lo0

RouterB(config)#tinterface lo0
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RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#exit

11.5.2.3.4 HactpowuTe npouecc mapwpyTtmnsauyumn OSPF

RouterB(config)#router ospf
RouterB(config-router)#network 2.2.2.2/32 area 0
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterB(config-router)#end

11.5.2.4 Hactpoute RouterC (PE2)
11.5.2.4.1 HactpouTe nHtepdemnc eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#description to_P
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#label-switching
RouterC(config-if-[eth2])#enable-rsvp
RouterC(config-if-[eth2])#exit

11.5.2.4.2 HacTtpoute nutepdemc lo0

RouterC(config)#interface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

11.5.2.4.3 Bknounte gemoH RSVP

RouterC(config)#router rsvp
RouterC(config-rsvp)#exit

11.5.2.4.4 HactpowuTe npouecc mapwpytusauum OSPF

RouterC(config)#router ospf
RouterC(config-router)#network 3.3.3.3 0.0.0.0 area 0
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RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterC(config-router)#exit

11.5.2.4.5 Hactpownte maructpans P2MP gna Resource Reservation Protocol (RSVP)
LSP

RouterC(config)#rsvp-trunk T1 ipv4
RouterC(config-rsvp)#from 3.3.3.3
RouterC(config-rsvp)#to 1.1.1.1
RouterC(config-rsvp)#end

11.5.2.5 CoxpaHuTe HaCTpPOWNKn

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNa HAaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

11.5.3 TlpoBepka HacTpoek
11.5.3.1 BbinonHute komaHay show ip route Ha RouterA ans npocmoTpa MapLipyToB
IPv4

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP O - OSPF, IA -
OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2

i-1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default

IP Route Table for VRF "default"

1.1.1.1/32 is directly connected, lo0

2.2.2.2/32[110/11] via 198.18.0.1, eth1, 00:16:07
3.3.3.3/32[110/12] via 198.18.0.1, eth1, 00:16:07
127.0.0.0/8 is directly connected, lo

198.18.0.0/24 is directly connected, ethl

198.18.1.0/24 [110/2] via 198.18.0.1, eth1, 00:16:07
Gateway of last resort is not set

oOOOO0O0OnO
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11.5.3.2 BbinonHute «komangy show mpls forwarding-table Ha RouterA ans

oTobpaxeHusa Tabnuupl nepeagpecaumm MPLS

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN, K - CLI
FTN, L - LDP FTN, R - RSVP-TE FTN, S - SNMP FTN, | - IGP-Shortcut, U - unknown

FTN
Code FEC FTN-ID Tunnel-id Pri  LSP-Type Out-Label Out-Intf  Nexthop
R> 3.3.33/32 1 5001 Yes LSP_DEFAULT 52481 ethl 198.18.0.1

11.5.3.3 BbinonHute komaHgy show rsvp session Ha RouterA gns otobpaxeHus

MHJ OPMaLnK, CBA3AHHOW C CECCUEN, ANS HACTPOEHHbIX LSP

Ingress RSVP:

To From State Pri Rt Style Labelin Labelout LSPName  DSType

3.3.3.3 1.1.1.1 Up Yes 1 1SE - 53481 T1 DEFAULT
Total 1 displayed, Up 1, Down 0.

Egress RSVP:

To From State Pri Rt Style Labelin Labelout LSPName  DSType

1.1.1.1 3.3.33 Up Yes 1 1SE 3 - T1 ELSP_CON

Total 1 displayed, Up 1, Down 0.

11.5.3.4 BbinonHute kKomaHay show rsvp session transit Ha RouterB gna nposepku

MHOPMaLMN MO TPaAH3UTHLIM CECCUSAM

Transit RSVP:

To From State Pri Rt Style Labelin Labelout LSPName DSType
1.1.1.1 3.3.33 Up Yes 1 1SE 52480 3 T1 ELSP_CON
3.3.33 1.1.1.1 Up Yes 1 1SE 52481 3 T1 ELSP_CON
Total 2 displayed, Up 2, Down 0.

11.5.3.5 BbinonHum komaHay ping 3.3.3.3 source 1.1.1.1 repeat 4 Ha RouterA ans

npoBepku cBs3un ¢ loopback-nHtepdencom RouterC

PING 3.3.3.3 (3.3.3.3) from 1.1.1.1 : 56(84) bytes of data.

64 bytes from 3.3.3.3: icmp_seq=1 ttlI=64 time=1.57 ms

64 bytes from 3.3.3.3: icmp_seq=2 ttl=64 time=1.50 ms

64 bytes from 3.3.3.3: icmp_seq=3 ttI=64 time=1.50 ms

64 bytes from 3.3.3.3: icmp_seq=4 ttlI=64 time=1.44 ms

--- 3.3.3.3 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 8ms rtt min/avg/max/mdev
=1.443/1.502/1.569/0.065 ms
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11.5.3.6 BbinonHute komaHay tcpdump eth2 filter "mpls && icmp" Ha RouterB gns

aHanusa Tpadvka B CTopoHy RouterD

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes

04:20:25.172277 MPLS (label 52480, exp 0, [S], ttl 255) IP 3.3.3.3 > 1.1.1.1:ICMP echo reply, id 18734, seq 1,
length 64

04:20:26.174127 MPLS (label 52480, exp 0, [S], ttl 255) IP 3.3.3.3 > 1.1.1.1:ICMP echo reply, id 18734, seq 2,
length 64

04:20:27.175860 MPLS (label 52480, exp 0, [S], ttl 255) IP 3.3.3.3 > 1.1.1.1:ICMP echo reply, id 18734, seq 3,
length 64

04:20:28.177492 MPLS (label 52480, exp 0, [S], ttl 255) IP 3.3.3.3 > 1.1.1.1:ICMP echo reply, id 18734, seq 4,
length 64

4 packets captured
4 packets received by filter
0 packets dropped by kernel

11.6 Co3aaHue BUpPTYyasribHbIX YacTHbIX ceTen BToporo ypoBHA (MPLS L2VPN) no

TexHonormam VPLS ¢ BGP curHanusauuen

11.6.1 OnucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 64 B KayeCTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CepBUCHbIE
MapLupyTtusaTtopsbl - RouterA, RouterB, RouterC, RouterD, RouterE.

BbinonHeHO dwm3nMyeckoe NOOKMYEHME UM HACTpoOMKa cocTaBa 0bOpyaoBaHUS
B COOTBETCTBMM CO CXEMOW.

RouterA n RouterC sbinonHstoT ponb PE (Provider Edge) mapLipyTtnsaTtopoB 1 9BngaiTCs
KNoYeBbIMMU ANs obecnevyeHns CBA3U Mexay pasnuyHbiMu ceTamn. PE mapupyTtmusatopsbl
HaxoAATCA Ha rpaHuvue ceTu nposangepa.

RouterB BbinonHaeT ponb P (Provider) maplipyTtnsaTtopa 1 Tak Xe siBNSeTCA BaXHbIM B
ceTn. P mapwpyTmnsaTop HaxoguTca BHYTpU CeTU NpoBangepa 1 oTBeYaeT 3a TPaHCNOpPTUPOBKY
Tpaduka mexay PE maplipyTtmnsatopamu.

RouterD n RouterE BbinonHawT pone CE (Customer Edge) mapwpyTtusatopoB. OHu
npeacTaBnAT cOOON rpaHnLy Mexay CeTbio KNMeHTa 1 ceTbio NpoBangepa.

MPLS Virtual Private LAN Service (VPLS) ¢ BGP curHanusaumen 310 TexHOMorus,
KOoTopas no3BondetT ob6beanHATbL pacnpeaeneHHble y4acTkm ceTn B eanHbin VPLS-gomeH, npu

9TOM 3a curHanmsauuio n obHapyxeHne PE otBeuaeT npotokon MP-BGP.
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ethl

Ipv4: 198.18.0.2/124
ethz pVI'D{J: 111.1132 Ipvd: 198.18.0.1/24
Ipv4: 100.1.0.11/124

.0 ooog
='pn oooo

RouterD (CE1)

RouterC (PE2)

- 192.18.0.0124 _ O oooo
2:p nooo -~ othl 2‘n oooo

192.18.1.0/24 0 oooo
=
othz O oooo

Ipvé: 198.18.1.2124
Io0: 3.3.3.3132 ethl

ethl
Ipv4: 100.1.0.12/24

O ooog
E'no poon

RouterE (CE2)

PucyHok 64 — Cxema HacTponkun BUpTyarbHbIX YacTHbIX ceTen BToporo ypoBHst (MPLS L2VPN)

no texHonorusam VPLS ¢ BGP curHanunsauuen

11.6.2 OTanbl HACTPOUKMU

11.6.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTpPOMCTBax nepen

HaCTPOMKOM

npl/l HaCTpOﬁKe ceTeBoro O60py)J,OBaHVIFI, OAHUM U3 IMaBHbIX LWAaros, ABNAETCA BXO4 B

KOHOUTypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OONH U3 PEXUMOB KOMaHLHOW

CTPOKU. B KOH(pUrypaumMOHHOM peXmme MOXHO MU3MEHSATb HACTPOMKU  UHTEePdENCoB,

mMapLipyTm3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

11.6.2.2 Hactponte RouterA (PE1)
11.6.2.2.1 HactpowuTe nHTepdemc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#description to_P
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#label-switching
RouterA(config-if-[eth1])#enable-ldp ipv4
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RouterA(config-if-[eth1])#exit
11.6.2.2.2 HactpouTe nHtepdemnc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

11.6.2.2.3 Hactpowute nutepdemnc lo0

RouterA(config)#interface 100
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

11.6.2.2.4 HacTtpoute nutepdeic eth2.100

RouterA(config)#interface eth2.100
RouterA(config-if-[eth2.100])#vid 100 ethertype 0x8100
RouterA(config-if-[eth2.100])#description to_CE1
RouterA(config-if-[eth2.100])#no shutdown
RouterA(config-if-[eth2.100])#exit

11.6.2.2.5 Tpueskute nHtepdenc AC k aksemnnspy VPLS u 3agante atpubyTbl Ans

npouecca LDP

RouterA(config)#interface eth2.100
RouterA(config-if-[eth2.100])#mpls-vpls CUST1
RouterA(config-if-[eth2.100])#exit
RouterA(config)#router Idp
RouterA(config-router)#router-id 1.1.1.1
RouterA(config-router)#transport-address ipv4 1.1.1.1
RouterA(config-router)#exit

11.6.2.2.6 Cospgante ak3emnnap VPLS Ha ocHoBe MPLS n HacTponTe OAHOpPaHroBblv
y3en VPLS

RouterA(config)#tmpls vpls CUST1 100
RouterA(config-vpls)#redundancy-role primary
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RouterA(config-vpls)#vpls-mtu 1400
RouterA(config-vpls)#signaling bgp
RouterA(config-vpls-sig)#ve-id 1
RouterA(config-vpls-sig)#exit-signaling
RouterA(config-vpls)#exit

11.6.2.2.7 HactpouTe npouecc mapwpyTtmnsauyumn OSPF

RouterA(config)#router ospf
RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterA(config-router)#exit

11.6.2.2.8 3anyctute npouecc BGP

RouterA(config)#router bgp 65000
RouterA(config-router)#neighbor 3.3.3.3 remote-as 65000
RouterA(config-router)#neighbor 3.3.3.3 update-source lo0
RouterA(config-router)#taddress-family 12vpn vpls
RouterA((config-router-af)#tneighbor 3.3.3.3 activate
RouterA((config-router-af)#exit-address-family
RouterA(config-router)#exitRouterA(config)#end

—_

11.6.2.3 Hactpownte RouterB (P)
11.6.2.3.1 HactpouTe nHTepemc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description to_PE1
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#label-switching
RouterB(config-if-[eth1])#enable-ldp ipv4
RouterB(config-if-[eth1])#exit

11.6.2.3.2 HactpouTe nHtepemnc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#description to_PE2
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#label-switching
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RouterB(config-if-[eth2])#enable-Idp ipv4
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

11.6.2.3.3 Hactpoute nutepdemc lo0

RouterB(config)#interface lo0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#exit

11.6.2.3.4 3apawnTte aTpubyTbl Ans npouecca LDP

RouterB(config)#router Idp
RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#transport-address ipv4 2.2.2.2
RouterB(config-router)#exit

11.6.2.3.5 HactpouTe npouecc mapwpytnsaumum OSPF

RouterB(config)#router ospf
RouterB(config-router)#network 2.2.2.2/32 area 0
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterB(config-router)#end

11.6.2.4 Hactpoute RouterC (PE2)
11.6.2.4.1 HactpouTe nHtepemnc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#description to_P
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#label-switching
RouterC(config-if-[eth2])#enable-ldp ipv4
RouterC(config-if-[eth2])#exit

11.6.2.4.2 HactpouTe nHtepdemc eth1

Bepcusa 9.0

311



®dyHkummn MPLS MHCTpyKUMS No HacTporke
KPI1I.465614.001-181C3

RouterC(config)#interface ethl
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#exit

11.6.2.4.3 Hactpoute nutepdemnc lo0

RouterC(config)#interface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

11.6.2.4.4 Hactpoute nutepdeic eth1.100

RouterC(config)#tinterface eth1.100
RouterC(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterC(config-if-[eth1.100])#description to_CE2
RouterC(config-if-[eth1.100])#no shutdown
RouterC(config-if-[eth1.100])#exit

11.6.2.4.5 Tlpueskute nHtepdenc AC k aksemnnsapy VPLS u 3agante atpmbyTbl Ans

npouecca LDP

RouterC(config)#tmpls vpls CUST1 100
RouterC(config)#router Idp
RouterC(config-router)#router-id 3.3.3.3
RouterC(config-router)#transport-address ipv4 3.3.3.3
RouterC(config-router)#exit

11.6.2.4.6 Cosgante ak3emnnsap VPLS Ha ocHoBe MPLS u HacTpouTe O4HOPaHroBbIN
y3en VPLS

RouterC(config)#tmpls vpls CUST1 100
RouterC(config-vpls)#redundancy-role primary
RouterC(config-vpls)#vpls-mtu 1400
RouterC(config-vpls)#signaling bgp
RouterC(config-vpls-sig)ttve-id 2
RouterC(config-vpls-sig)#texit-signaling
RouterC(config-vpls)#exit
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11.6.2.4.7 HactpouTe npouecc mapwpytmnsauyun OSPF

RouterC(config)#router ospf
RouterC(config-router)#network 3.3.3.3 0.0.0.0 area 0
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterC(config-router)#exit

11.6.2.4.8 3anyctute npouecc BGP

RouterC(config)#router bgp 65000
RouterC(config-router)#neighbor 1.1.1.1 remote-as 65000
RouterC(config-router)#neighbor 1.1.1.1 update-source lo0
RouterC(config-router)#address-family 12vpn vpls
RouterC(config-router-af)#tneighbor 1.1.1.1 activate
RouterC(config-router-af)#exit-address-family
RouterC(config-router)#end

11.6.2.5 Hactpoute RouterD (CE1)
11.6.2.5.1 Hactpoute nutepdcemnc eth1

RouterD(config)#tinterface ethl
RouterD(config-if-[eth1])#no shutdown
RouterD(config-if-[eth1])#exit

11.6.2.5.2 Hactpoute nutepdeic eth1.100

RouterD(config)#tinterface eth1.100
RouterD(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterD(config-if-[eth1.100])#no shutdown
RouterD(config-if-[eth1.100])#ip address 100.1.0.11/24
RouterD(config-if-[eth1.100])#exit

RouterD(config)#end

11.6.2.6 HactpowTte RouterE (CE2)
11.6.2.6.1 HactpouTe nHTepdemc eth1

RouterE(config)#interface ethl
RouterE(config-if-[eth1])#no shutdown
RouterE(config-if-[eth1])#exit
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11.6.2.6.2 Hactpoute nutepdenc eth1.100

RouterE(config)#interface eth1.100
RouterE(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterE(config-if-[eth1.100])#no shutdown
RouterE(config-if-[eth1.100])#ip address 100.1.0.12/24
RouterE(config-if-[eth1.100])#exit

RouterE(config)t#tend

11.6.2.7 CoxpaHuTe HaCTPOWNKM

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

11.6.3 TlpoBepka HacTpoek
11.6.3.1 BbinonHute komaHay show ip route Ha RouterA ans NPoBEPKU MONyYeHUs

mapwpyTta go 3.3.3.3/32 no npotokony OSPF

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP O - OSPF, IA -
OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2

i-1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default

IP Route Table for VRF "default"

1.1.1.1/32 is directly connected, o0

2.2.2.2/32 [110/20] via 198.18.0.1, eth1, 01:42:30
3.3.3.3/32[110/21] via 198.18.0.1, eth1, 01:36:18
127.0.0.0/8 is directly connected, lo

198.18.0.0/24 is directly connected, eth1

198.18.1.0/24 [110/11] via 198.18.0.1, eth1, 01:42:30

000000
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11.6.3.2 BbinonHute komaHay show mpls Idp session 2.2.2.2 Ha RouterA ans npoBepkKH,

yTo LDP ceccusa yctaHoBneHa ¢ RouterB

Session state : OPERATIONAL
Sessionrole  : Passive
TCP Connection : Established
IP Address for TCP :2.2.2.2
Interface being used :ethl
Peer LDPID :2.2.2.2:0
Peer LDP Password : Not Set
Adjacencies :198.18.0.1
Advertisement mode : Downstream Unsolicited
Label retention mode : Liberal
Graceful Restart : Not Capable
Keepalive Timeout :30
Reconnect Interval : 15
Address List received : 2.2.2.2
198.18.0.1
198.18.1.1
Received Labels : Fec Label Maps To
IPV4:3.3.3.3/32 53120 none
IPV4:198.18.1.0/24 impl-null none
IPV4:198.18.0.0/24 impl-null none

IPV4:2.2.2.2/32 impl-null  none
Sent Labels : Fec Label Maps To

IPV4:198.18.0.0/24  impl-null none

IPV4:1.1.1.1/32 impl-null  none

11.6.3.3 BbinonHute komaHay show mpls forwarding-table Ha RouterA ona npoBepku

BblaeneHus TpaHcnopTHon metkm ans FEC 3.3.3.3/32

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN, K - CLI FTN, L -
LDP FTN, R - RSVP-TE FTN, S - SNMP FTN, | - IGP-Shortcut, U - unknown FTN

Code FEC FTN-ID Tunnel-id Pri  LSP-Type Out-Label  Out-Intf  Nexthop

L> 2.2.2.2/32 1 0 Yes LSP_DEFAULT 3 ethl 198.18.0.1
L> 3.3.3.3/32 2 0 Yes LSP_DEFAULT 53120 ethl 198.18.0.1
L> 198.18.1.0/24 3 0 Yes LSP_DEFAULT 3 ethl 198.18.0.1

11.6.3.4 BbinonHute komaHgy show mpls vpls mesh Ha RouterA ona npoBepku, 4TO

LSR-coeguHeHue ¢ RouterC yctaHOBMNEHO

VPLS-ID Peer Addr Tunnel-Label In-Label Network-Intf  Out-Label Opcode State
SIG-Protocol Status
100 3.333 53120 53762 ethl 53121 Push and Lookup
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forVC UpBGP Active

11.6.3.5 BbinonHute komangy ping 100.1.0.12 repeat 4 Ha RouterD, 4To6bl y6eauTbes,
4yTO MHTepdpercobl RouterD n RouterE HacTpoeHbl M3 O4HOM MOACETU W HaxXOO4ATCHA B OL4HOM

LLnpokKoBellaTesibHOM JOMEHe.

PING 100.1.0.12 (100.1.0.12) 56(84) bytes of data.

64 bytes from 100.1.0.12: icmp_seq=1 tt|=64 time=3.03 ms

64 bytes from 100.1.0.12: icmp_seq=2 tt|=64 time=2.96 ms

64 bytes from 100.1.0.12: icmp_seq=3 tt|=64 time=2.82 ms

64 bytes from 100.1.0.12: icmp_seq=4 tt|=64 time=2.98 ms

--- 100.1.0.12 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 7ms rtt min/avg/max/mdev
=2.823/2.946/3.026/0.092 ms

11.6.3.6 BbinonHute komaHay show arp Ha RouterD ansa nposepkn ARP-Tabnuupl

State: | - incomplete R - reachable S - stale D - delay

P -probe F-failled N-noarp M -manuallPaddress HW
HW address Device type Flags

100.1.0.12 ether R 94:3f:bb:00:00:3a eth1.100

11.7 Hactpowmka MPLS access list

11.7.1 OnucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 65 B KayeCTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CepBUCHbIE
MapLupyTtmnsaTtopsbl - RouterA, RouterB, RouterC.

BbinonHeHo um3nyeckoe NOAOKMKYEHME M HACTpoMka cocTaBa o0OopygoBaHus B
COOTBETCTBUM CO CXEMOM NPOBEAEHNSA MPOBEPKN.

Mexay Tpemsi Tectupyembimu yctponctBamm RouterA, RouterB n RouterC HacTpoeHa
kommyTaumst no MPLS meTkam, OuMHamuyeckass maplpyTusauusa ans nepegadv MapLipyToB

loopback-uHtepderncos n npotokos Idp ons pacnpocTpaHeHNs METOK.
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RouterA RouterB RouterC
192.18.1.0i24

'O oooo i 'O oooo 'O oooo
= n ooon EX ot =n oooo EE ez =0 oooo

Ipv4: 198.18.0.2/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
lo1: 1.1.1.1i32 l01:2.2.2.2i32 l01:3.3.3.3i32

Ipv4: 198.18.0.1/24

PucyHok 65 — Cxema HacTponkun BUpTyarbHbIX YacTHbIX ceTen BToporo ypoBHst (MPLS L2VPN)

no texHonorunam VPWS

11.7.2 JTanbl HACTPOUKMU

11.7.2.1 Bowgute B pexum rnobanbHON KOHUrypaumm Ha YCTpPOMCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUSA, OOHUM U3 FNaBHbIX LWIAroB, SBMSETCH BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHUrypaumMoHHbIA peXnM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpPOKU. B KOH(pUrypaumMOHHOM peXumme MOXHO MU3MEHSATb HAaCTPOMKU  MHTepPdENCcos,

MapLupyTM3aumto, 6e3onacHoOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

11.7.2.2 Hactpounte RouterA
11.7.2.2.1 Hactpoute nutepdcemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#label-switching
RouterA(config-if-[eth1])#enable-ldp ipv4
RouterA(config-if-[eth1])#exit
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11.7.2.2.2 HactpouTe nHtepgemnc lo1

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1)#ip address 1.1.1.1/32
RouterA(config-if-[lo1])#exit

11.7.2.2.3 3apante aTpubyThl Npouecca LDP

RouterA(config)#trouter Idp
RouterA(config-router)#frouter-id 1.1.1.1
RouterA(config-router)#exit

11.7.2.2.4 Bkntounte OSPF-mMapLpyTmnsaumio ¢ ykasaHHbiM ID o6nactu Ha uHTepdgencax

c IP-agpecamu

RouterA(config)#router ospf 1

RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0.0.0.0
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0.0.0.0

RouterA(config-router)#tend

11.7.2.3 Hactpownte RouterB
11.7.2.3.1 HactpouTe nHTepemc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#label-switching
RouterB(config-if-[eth1])#enable-ldp ipv4
RouterB(config-if-[eth1])#exit

11.7.2.3.2 Hactpoute nHtepdemnc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#label-switching
RouterB(config-if-[eth2])#enable-ldp ipv4
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RouterB(config-if-[eth2])#exit

11.7.2.3.3 Hactpoute nHtepgemnc lo1

RouterB(config)#interface lol
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 2.2.2.2/32
RouterB(config-if-[lo1])#exit

11.7.2.3.4 3apante aTpubyThI Npouecca LDP

RouterB(config)#router Idp
RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#exit

11.7.2.3.5 Bkntounte OSPF-mMapLpyTnsauuio ¢ ykasaHHbiM ID obnactu Ha uHTepgencax

c IP-agpecamu.

RouterB(config)#router ospf 1

RouterB(config-router)#network 2.2.2.2/32 area 0.0.0.0
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0.0.0.0
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0.0.0.0
RouterB(config-router)#exit

11.7.2.3.6 HacTtpoute punbTpauuto no cnncky goctyna gna MPLS

RouterB(config)#tmpls access-list 5 label 53121
RouterB(config)#mpls filter PREMPLS deny access-list 5
RouterB(config)t#tend

11.7.2.4 Hactponte RouterC
11.7.2.4.1 HactpouTe nHtepdemnc eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#label-switching
RouterC(config-if-[eth2])#enable-ldp ipv4
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RouterC(config-if-[eth2])#exit
11.7.2.4.2 HactpouTe nHtepgemnc lo1

RouterC(config)#interface lol
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 3.3.3.3/32
RouterC(config-if-[lo1])#exit

11.7.2.4.3 3apante atpubyThl Nnpouecca LDP

RouterC(config)#router Idp
RouterC(config-router)#router-id 3.3.3.3
RouterC(config-router)#exit

11.7.2.4.4 Bknounte OSPF-mMapLpyTnsauuio ¢ ykasaHHbiM ID obnactu Ha uHTepdgencax

c IP-agpecamu.

RouterC(config)#router ospf 1

RouterC(config-router)#network 3.3.3.3/32 area 0.0.0.0
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0.0.0.0
RouterC(config-router)#end

11.7.2.5 CoxpaHuTe HaCTPOWKM

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

11.7.3 TpoBepkKa HacTpoek
11.7.3.1 BbinonHute komangy show Idp session Ha RouterA ons BeiBoAa Ha akpaH LDP-

ceccun

Peer IP Address IF Name My Role State KeepAlive Uptime
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2.2.2.2 eth2 Active OPERATIONAL 30 1d19h21m

11.7.3.2 BbinonHute komangy show Idp session Ha RouterB gns BeiBoAa Ha akpaH LDP-

ceccumn

Peer IP Address IFName My Role State KeepAlive  Uptime
1.1.1.1 ethl Active OPERATIONAL 30 1d00h06m
3.3.3.3 eth2 Passive OPERATIONAL 30 1d19h22m

11.7.3.3 BbinonHute komangy show ldp session Ha RouterC gns BeiBoga Ha akpaH LDP-

ceccumn
Peer IP Address IFName My Role State KeepAlive  Uptime
2.2.2.2 eth2 Active OPERATIONAL 30 1d19h22m

11.7.3.4 BbinonHute komaHgy ping 3.3.3.3 Ha RouterA ans npoBepKM CBA3HOCTU
RouterA n RouterC

PING 3.3.3.3 (3.3.3.3) 56(84) bytes of data.

64 bytes from 3.3.3.3: icmp_seq=1 ttl=63 time=1.96 ms

64 bytes from 3.3.3.3: icmp_seq=2 ttl=63 time=1.89 ms

64 bytes from 3.3.3.3: icmp_seq=3 ttl=63 time=1.91 ms

--- 3.3.3.3 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 5ms
rtt min/avg/max/mdev = 1.893/1.921/1.964/0.047 ms

11.7.3.5 BbinonHute komaHgy ping 1.1.1.1 Ha RouterC ans npoBepkn CBSA3HOCTU
RouterA n RouterC

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.

64 bytes from 1.1.1.1: icmp_seq=1 ttlI=63 time=1.91 ms

64 bytes from 1.1.1.1: icmp_seq=2 ttlI=63 time=1.92 ms

64 bytes from 1.1.1.1: icmp_seq=3 ttl=63 time=1.90 ms
---1.1.1.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 4ms
rtt min/avg/max/mdev = 1.897/1.911/1.924/0.051 ms
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11.7.3.6 BbinonHute komangy show mpls ldp session 1.1.1.1 Ha RouterB ans sbiBOAa

Ha akpaH LDP-ceccun

Session state
Session role

TCP Connection

IP Address for TCP
Interface being used
Peer LDP ID

Peer LDP Password
Adjacencies
Advertisement mode

: OPERATIONAL
. Active

Established
1.1.1.1

: ethl
: 1.1.1.1:0

Not Set

: 198.18.0.2

Downstream Unsolicited

Label retention mode Liberal

Graceful Restart Not Capable

Keepalive Timeout 30

Reconnect Interval 15

Address List received 1.1.1.1

198.18.0.2

Received Labels Fec Label Maps To
IPV4:198.18.0.0/24 impl-null impl-null
IPV4:1.1.1.1/32 impl-null 53120

Sent Labels : Fec Label Maps To
IPV4:198.18.1.0/24 impl-null impl-null
IPV4:198.18.0.0/24 impl-null none
IPV4:3.3.3.3/32 53121 impl-null

IPV4:2.2.2.2/32

impl-null none

11.7.3.7 BbinonHute komaHay show mpls Idp session 3.3.3.3 Ha RouterB gns BbiBoga

Ha akpaH LDP-ceccun

Session state
Session role

TCP Connection

IP Address for TCP
Interface being used
Peer LDP ID

Peer LDP Password
Adjacencies
Advertisement mode

: OPERATIONAL

Passive

: Established
: 3.3.33
: eth2

: 3.3.3.3:0

Not Set

: 198.18.1.2

Downstream Unsolicited

Label retention mode Liberal
Graceful Restart Not Capable
Keepalive Timeout 30
Reconnect Interval 15
Address List received : 3.333
198.18.1.2
Received Labels Fec Label Maps To
IPV4:198.18.1.0/24 impl-null impl-null
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Sent Labels :

IPV4:3.3.3.3/32

Fec
IPV4:1.1.1.1/32
IPV4:198.18.0.0/24
IPV4:198.18.1.0/24
IPV4:2.2.2.2/32

impl-null
Label
53120
impl-null
impl-null
impl-null

53121
Maps To
impl-null
none
none
none

11.7.3.8 BbinonHute komaHgy ping 3.3.3.3 Ha RouterA ans npoBepKM CBA3HOCTU

loopback mexay RouterA n RouterC

PING 3.3.3.3 (3.3.3.3) 56(84) bytes of data.

--- 3.3.3.3 ping statistics ---

3 packets transmitted, O received, 100% packet loss, time 9ms

11.7.3.9 BebinonHute komaHgy ping 1.1.1.1 Ha RouterC ans npoBepkn CBSA3HOCTU

loopback mexay RouterC n RouterA

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.

64 bytes from 1.1.1.1: icmp_seq=1 ttlI=63 time=1.97 ms
64 bytes from 1.1.1.1: icmp_seq=2 ttl=63 time=1.95 ms
64 bytes from 1.1.1.1: icmp_seq=3 ttl=63 time=1.93 ms

--- 1.1.1.1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 4ms

rtt min/avg/max/mdev = 1.925/1.945/1.965/0.053 ms
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12MynbTuBeLWwaHue
12.1 Hactpowmka PIM n IGMP

12.1.1 OnucaHue HaCTPOMKMU

Kak nokasaHO Ha pucyHke 66 B KadeCTBe OCHOBHbIX YCTPOWCTB WCMOMb3YyTCA [OBa
CepBUCHbIX MapLupyTu3aTopa - RouterA, RouterB

HacTtponka Ha npumepe cepsepa ¢ onepaumoHHON CUCTEMOM N YCTAHOBMEHHbLIM NaKeTOM
vlc koTopbI ByaeT BewaTb B ceTb Ha multicast-agpec 239.255.255.250 suaeo dann B hopmate
‘mp4”. RouterA n RouterB 06yayT BbINONHATL yHKUuM multicast mapwpyTtusaTopoB, a
npuHumate O6yaet VLC-kNMeHT, YCTaHOBMEHHbLIN Ha KOMMbKOTEpe Mo YyrnpaBneHueMm

onepaumoHHON CUCTEMOW.

VLC cepeep

VLC knueHT

I RouterA RouterB
=
_ .0 ooog _ .0 oooog
eth1 = 0O 0000 P eth2 afzeccl othi
198.18.1.2/24 198.18.1.1/24 100.1.0.2/24 100.1.0.1/24 198.18.2.1/24  198.18.2.2/24

PucyHok 66 — Cxema HacTtpovikn PIM n IGMP

12.1.2 3JTanbl HACTPOMKMU CETU

12.1.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOMKOM

Mpu HacTponke ceTeBoro obopyaoBaHMS, OOHUM U3 rNaBHbIX LIAroB, ABNAETCA BXOL B
KOHQOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKN. B KOHUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKU UHTEpPdEnCcoB,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal
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12.1.2.2 HactponTe RouterA

12.1.2.2.1 HacTtpouTe nHtepdencol

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit
RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 100.1.0.2/24
RouterA(config-if-[eth2])#exit

12.1.2.2.2 HactpouTte PIM

RouterA(config)#ip pim interface ethl igmp 3
RouterA(config)#ip pim interface eth2 igmp 3

RouterA(config)#ip pim rp 100.1.0.2 group-prefix 239.255.255.250/32

12.1.2.2.3 HacTtpounTe cTaTn4eckyo MapLipyTn3aumio

RouterA(config)#ip route 198.18.2.0/24 100.1.0.1
RouterA(config)#end

12.1.2.3 Hactpownte RouterB
12.1.2.3.1 Hactpoute nutepdemncol eth1 n eth2

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.2.1/24
RouterB(config-if-[eth1])#exit
RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 100.1.0.1/24
RouterB(config-if-[eth2])#exit

12.1.2.3.2 Hactpowite PIM n IGMP

RouterB(config)#ip pim interface eth2 igmp 3
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RouterB(config)#ip pim interface ethl igmp 3
RouterB(config)#ip pim rp 100.1.0.2 group-prefix 239.255.255.250/32

12.1.2.3.3 HacTpouTe cTaTU4eckyo MapLpyTusauunio

RouterB(config)#ip route 198.18.1.0/24 100.1.0.2
RouterB(config)#end

12.1.2.4 CoxpaHuTe HaCTPOWKN

Mcnonb3yinte komaHay write <name> ons CoxpaHeHNsa HacTPOeK Ha YCTponCcTBax

@ HanomuHaHue

Router#write <name>

12.1.3 TlpoBepKa HacTpoek

12.1.3.1 BbinonHute komaHay show ip pim Ha RouterA ona npoBepkn HacTpoek PIM

IPv4 PIM state: ON
Enabled interfaces:
eth2 igmp 3
RP:
interface 100.1.0.2 group-prefix 239.255.255.250/32
BFD state: OFF

12.1.3.2 BbinonHute komaHay show ip pim Ha RouterB gnsa npoBepkn HacTpoek PIM

IPv4 PIM state: ON
Enabled interfaces:
eth2 igmp 3
ethligmp 3
RP:
interface 100.1.0.2 group-prefix 239.255.255.250/32
BFD state: OFF

Ha VLC cepBepe 3anyctute BUaeo NoTok Ha MynbTukacT agpec 239.255.255.250
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12.1.3.3 BbinonHute komaHay tcpdump eth2 Ha RouterB 4yTo6bl ybeanTbes, 4To Tpaduk

NOeT K vlc KNneHTy

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes
18:44:53.682772 IP 198.18.1.2.60278 > 239.255.255.250.1234: UDP, length 1328
18:44:53.696207 IP 198.18.1.2.60278 > 239.255.255.250.1234: UDP, length 1328
18:44:53.709834 IP 198.18.1.2.60278 > 239.255.255.250.1234: UDP, length 1328
18:44:53.723412 IP 198.18.1.2.60278 > 239.255.255.250.1234: UDP, length 1328
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13KauecTBO 0GCnyXMBaHUA
13.1 HacTtpowmka paboTbl Q0S ancuunnuHbl o6cnyxuBaHua FIFO

13.1.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHKe 67 B KayeCTBE€ OCHOBHbIX YCTPOMCTB BblOpaHbl CEPBUCHbIE
MapLpyTmnsaTopsl (ganee RouterA, RouterB, RouterC).

BbinonHeHO  dm3nyeckoe NOOKMAOYEHME UM HACTpoOWKa cocTaBa 0bOpyaoBaHUS
B COOTBETCTBUU CO CXEMOM NPOBEAEHNSA MPOBEPKMW.

Oucumnnuubl obecnyxunBaHms Tpadumka, MO3BOMAKT MapLIpyTU3aTopy COpTUPOBaTb U
obpabaTbiBaTh BXoAsLME CETEBble NakeTbl B COOTBETCTBUM C UX 3adaHHbIM MOSib3oBaTenem
NPMOPUTETOM, a TaKKe orpaHn4MBaTb NOMOCY NPOMNYCKaHUA ANsA pasnuyHoro Tpadumka.

Ha RouterA HacTpoeH nHtepdeic eth1 - IP address 198.18.0.2/24.

Ha RouterB HacTpoeHbl uHTepdelichl: ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

Ha RouterC HacTpoeH nHtepdenc eth2- IP address 198.18.1.2/24.

RouterA RouterB RouterC

o oooo Ead 198.18.0.0/24 eth1 0 oooo B 198.18.1.0/24 eth2 .0 ooog
='n opon ='n ooon =:pn oooo

Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24

PucyHok 67 — Cxema HacTponkn paboTtbl QoS gucumnnuHbl obcnyxmsanus FIFO

13.1.2 JTanbl HACTPOMKMU CETU

13.1.2.1 Bowgute B pexum rnobanbHOM KOHpUrypaumm Ha YCTpouCTBax nepen
HaCTPOMKOM

lMpu HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauMOHHbIN pexnM. KoHMUrypaumuoHHbIN peXnm - 3TO OOAWH U3 PEXMMOB KOMaHLHOM
CTPOKN. B KOHPUIrypauUMOHHOM pexnMe MOXHO U3MEHATb HACTPOWMKU UHTepdEemncosB,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.
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@ HanomuHaHue

Router#configure terminal

13.1.2.2 Hactpounte RouterA
13.1.2.2.1 Hactpoute nutepdcemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

13.1.2.2.2 Hactpoute IPv4 mapwpyTt

RouterA(config)#ip route 0.0.0.0/0 198.18.0.1
RouterA(config)#tend

13.1.2.3 Hactpownte RouterB
13.1.2.3.1 HactpowuTe nHTepemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

13.1.2.3.2 HactpouTe nHtepdemnc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#end

13.1.2.4 Hactpounte RouterC
13.1.2.4.1 Hactpoute nHtepdemnc eth2
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RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

13.1.2.4.2 Hactpoute IPv4 mapwpyT

RouterC(config)#ip route 0.0.0.0/0 198.18.1.1
RouterC(config)#end

13.1.2.5 CoxpaHuTe HaCTPOWNKn
Mcnonb3yinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha yCTponcTBax
@ HanomuHaHue

Router#write <name>

13.1.3 TlpoBepkKa HacTpoek

13.1.3.1 BebinonHute kKomaHgy ping 198.18.1.2 Ha RouterA ans npoBepKku CBA3HOCTH

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.
64 bytes from 198.18.1.2: icmp_seq=1 ttl=63 time=3.80 ms
64 bytes from 198.18.1.2: icmp_seq=2 ttl=63 time=1.87 ms

13.1.3.2 BbinonHute koMaHgy show qos eth2 Ha RouterB 4ToObI MOCMOTPETL CYHETUMK

nakeToB

gdisc pfifo_fast 0: root refcnt 2 bands 3 priomap 1222120011111111
Sent 738 bytes 7 pkt (dropped 0, overlimits O requeues 0)
backlog Ob Op requeues 0

13.1.3.3 BobinonHute koMaHay show qos eth2 Ha RouterB 4tobbl ybeauTbcs, 4TO

CYHETHUK yBeNnM4nBaeTCA

qdisc pfifo_fast 0: root refcnt 2 bands 3 priomap 1222120011111111
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Sent 1172 bytes 12 pkt (dropped 0, overlimits 0 requeues 0)
backlog Ob Op requeues 0

13.2 HacTtpouka pabotbl Q0S aMcuMnNNuHbI o6cnyxuBaHma HTB

13.2.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 68 B kadecTBe OCHOBHOIMO YCTpOWCTBa BblbpaH CepBUCHblE
MapLupyTmnsaTopsl (ganee RouterA, RouterB, RouterC).

BbinonHeHO  u3mnyeckoe NOAKMOYEHME UM HACcTpoWka cocTtaBa 06opyaoBaHus
B COOTBETCTBUM CO CXEMOM NPOBEAEHNSA MPOBEPKMN.

Oucumnnuubl obenyxunBaHms Tpadmka, NO3BOMAKT MapLIpyTU3aTopy COpPTUPOBaTb M
obpabatbiBaTh BXoAsLME CeTeBble MakeTbl B COOTBETCTBMM C MX 3afaHHbIM Mofb3oBaTenem
NPUOPUTETOM, a TaKKe orpaHn4MBaThb MNOMOCY NPOMNYCKaHUA ANA pasnuYHoOro Tpaduka.

Ha RouterA HacTtpoeH nHtepdenc eth1 - IP address 198.18.0.2/24.

Ha RouterB HacTpoeHbl nHTepdgencol ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

Ha RouterC HacTpoeH uHTepdeiic eth2- IP address 198.18.1.2/24.

RouterA RouterB RouterC

o oooo Kad 192.18.0.0/24 eth1 0 oooo Eud 192.18.1.0/24 eth2 0 ooog
='n pooo E'n oooo E'n oooo

Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24

PucyHok 68 — Cxema HacTpoiku paboTbl QoS gucumnnuHel obcnyxmsaHua HTB

13.2.2 3OTanbl HACTPOUKU CETU

13.2.2.1 Bowgute B pexum rrnobanbHOM KOHUrypaumm Ha YCTPOMCTBax nepen
HaCTPOMKOM

Mpu HacTponke ceTeBoro obopyaoBaHMs, OOHUM U3 rNaBHbIX LIAroB, ABMASETCS BXO4 B
KOHpUTrypaLMOHHbIN peXxuM. KoHMUrypaunoHHbIA PEXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW
CTpokM. B KOH(UrypauMOHHOM peXume MOXHO WU3MEHSATb HAaCTPOVKU UHTepdencos,

MapLipyTm3aumio, 6e30nacHOCTb U ApyrMe napameTpbl YCTPOUCTB.
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@ HanomuHaHue

Router#configure terminal

13.2.2.2 Hactpounte RouterA
13.2.2.2.1 HactpowuTe nHTepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

13.2.2.2.2 Hactpowute IPv4 mapwpyT

RouterA(config)#ip route 0.0.0.0/0 198.18.0.1
RouterA(config)t#tend

13.2.2.3 Hactpownte RouterB
13.2.2.3.1 Hactpoute nutepdcemc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

13.2.2.3.2 Hactpoute nutepdemnc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit
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13.2.2.3.3 Hactpownte HTB knaccbl 06paboTku ceTeBbIX NakeToB

13.2.2.3.3.1HacTponTte agncumnnunHbl 06CnyxXnBaHnsa Knaccoson gucumnnmiel HTB

RouterB(config)#qgos eth2

RouterB(config-qos[eth2])#qos type htb 1 parent root rate 10Mbit selection-size 1500
RouterB(config-qos[eth2])#class type htb 1:2 parent 1:1 rate 5Mbit selection-size 1500 priority 1
RouterB(config-qos[eth2])#class type htb 1:3 parent 1:1 rate 3Mbit selection-size 1500 priority 2
RouterB(config-qos[eth2])#class type htb 1:4 parent 1:1 rate 1Mbit selection-size 1500 priority 3
RouterB(config-qos[eth2])#exit

13.2.2.3.3.2HacTpowTte ot6op nakeTtoB

RouterB(config)#ip access-list 1 protocol udp destinationports 5001
RouterB(config)#ip mangle-list prerouting access-list 1 set-flow-id 1
RouterB(config)#ip access-list 2 protocol udp destinationports 5002
RouterB(config)#ip mangle-list prerouting access-list 2 set-flow-id 2
RouterB(config)#ip access-list 3 sourceip 0.0.0.0/0 destinationip 0.0.0.0/0
RouterB(config)#ip mangle-list PREROUTING position 1 access-list 3 set-flow-id 3

13.2.2.3.3.3Hactpounte punbTpbl KNnaccos

RouterB(config)#qos eth2
RouterB(config-qos[eth2])#class 1:2 include flow 1
RouterB(config-qos[eth2])#class 1:3 include flow 2
RouterB(config-qos[eth2])#class 1:4 include flow 3
RouterB(config-qos[eth2])#end

13.2.2.4 Hactponte RouterC
13.2.2.4.1 Hactpoute nutepdcemnc eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

13.2.2.4.2 Hactpowute IPv4 mapwpyT

RouterC(config)#ip route 0.0.0.0/0 198.18.1.1
RouterC(config)#end
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13.2.2.5 CoxpaHuTe HaCTPOWKM
Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

13.2.3 TlpoBepka HacTpoek
13.2.3.1 BbinonHute komangy iperf server udp port 5001 Ha RouterC gnsi npoBepku

paboTbl knacca 1:2
13.2.3.2 BbinonHute komangy iperf client 198.18.1.2 udp port 5001 bandwidth 20M Ha

RouterA gns 3anycka Tpaduka mexay RouterA n RouterC

»
MpumeyaHue

Ha RouterC y6eguTtecs, 4To 3HavyeHne Bandwidth HaxoauTcsa B npegenax 5 Méut/c.

[ 3] local 198.18.1.2 port 5001 connected with 198.18.0.2 port 49527
[ID] Interval Transfer Bandwidth Jitter Lost/Total Datagrams
[ 3] 0.0-12.4 sec 7.20 MBytes 4.86 Mbits/sec 0.257 ms 12281/17416 (71%)

13.2.3.3 BbinonHute komaHgy iperf server udp port 5002 Ha RouterC gnsi npoBepku

paboThbl knacca 1:3
13.2.3.4 BbinonHute komaHay iperf client 198.18.1.2 udp port 5002 bandwidth 20M Ha

RouterA ansi npoBepkn paboTbl B pexmme KnveHTa

»
NMpumeyaHue

Ha RouterC y6egutecn, 4to 3HavyeHne Bandwidth HaxoguTtca B npegenax 3 Méut/c.
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[ 3] local 198.18.1.2 port 5002 connected with 198.18.0.2 port 43398
[ID] Interval Transfer Bandwidth Jitter Lost/Total Datagrams
[ 3] 0.0-14.0sec 4.88 Mbytes 2.92 Mbits/sec 0.042 ms 13934/17415 (80%)

13.2.3.5 BbinonHute komaHay iperf server udp port 5003 Ha RouterC gns npoBepku
paboThbl knacca 1:4
13.2.3.6 BbinonHute komangy iperf client 198.18.1.2 udp port 5003 bandwidth 20M Ha

RouterA ons npoepku paboTbl B peXnme KnmeHTa

»
MpumeyaHue

Ha RouterC y6egutecs, 4to 3HavyeHne Bandwidth HaxoguTtca B npegenax 1 Méut/c.

[ 4] local 198.18.1.2 port 5001 connected with 198.18.0.2 port 55204
[ID] Interval Transfer Bandwidth
[ 4] 0.0-15.2 sec 1.75 Mbytes 966 Kbits/sec

13.3 HacTtpowuka pa6oTbl Q0S ancuunnHbl o6cnyxuBaHua SFQ

13.3.1 OnwucaHue HaCTpPOMKMU

Kak nokasaHo Ha pucyHke 69 B kadeCTBe OCHOBHOIO YCTPOWCTBa BblOpaH CEpPBUCHbIE
MapLpyTmnsaTopsl (ganee RouterA, RouterB, RouterC).

BbinonHeHo umanyeckoe MNOAKMKYEHME UM HacTpolka cocTtaBa 0bGopygoBaHus
B COOTBETCTBUMN CO CXEMOM NPOBEAEHNSI NPOBEPKMN.

AvcumnnuHbl o6cnyxunBaHusa Tpacdhmka, NO3BOMAT MapLIpyTM3aToOpy COPTMPOBaTb U
obpabaTbiBaTh BXOAsLLME CETEBble NakeTbl B COOTBETCTBMM C MX 3afaHHbIM MOfb30BaTeNeM
NPUOPUTETOM, a TaKKe orpaHn4MBaTb NOMOCY NPOMNYCKaHUA ANs pasnuYyHoro Tpaduka.

Ha RouterA HacTpoeH nHtepdeic eth1 - IP address 198.18.0.2/24.

Ha RouterB HacTpoeHbl nHTepdencol ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

Ha RouterC HacTpoeH nHtepdenc eth2- IP address 198.18.1.2/24.
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RouterA RouterB RouterC

0 oooo B 192.18.0.0/24 eth1 o oooo B 192.18.1.0/24 eth2 'O ooog
='n pooo =‘'n pooo S‘n pooo

Ipv4: 198,18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198,18.1.1/24 Ipv4: 198.18.1.2/24

PucyHok 69 — Cxema HacTpoviku paboTbl QoS gucumnnuHbel obcnyxmaHua SFQ

13.3.2 JTanbl HACTPOMKMU CETU

13.3.2.1 Bowngute B pexum rrnobanbHOM KOHUrypaumm Ha YCTpoOMCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OOAHUM U3 FMNaBHbIX LLAroB, ABNAETCS BXOL B
KOHOUIypaUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OONH U3 PEXUMOB KOMaHLHOW
CTPOKU. B KOH(pUrypauMOHHOM peXuMme MOXHO WU3MEHATb HAaCTPOMKU  UHTepPdEencos,

mMapLipyTM3aumto, 6e3onacHoOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

13.3.2.2 Hactpounte RouterA
13.3.2.2.1 HacTtpowuTe nHTepemc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

13.3.2.2.2 Hactpowute IPv4 mapwpyTt

RouterA(config)#ip route 0.0.0.0/0 198.18.0.1
RouterA(config)t#tend
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13.3.2.3 Hactpounte RouterB
13.3.2.3.1 Hactpowute nutepdeic eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

13.3.2.3.2 Hactpoute nutepdemnc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

13.3.2.3.3 Bkntounte beccknaccoyto ancumnnmHy SFQ

RouterB(config)#qgos eth2
RouterB(config-qos[eth2])#qos type sfq 1 parent root queues 2048 rehash-time 120 selection-size 1500
RouterB(config)#end

13.3.2.4 Hactpownte RouterC
13.3.2.4.1 HactpouTe nHrepemnc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

13.3.2.4.2 Hactpoute IPv4 mapwpyTt

RouterC(config)#ip route 0.0.0.0/0 198.18.1.1
RouterC(config)t#tend

13.3.2.5 CoxpaHuTe HacTpPOnKn

Mcnonb3ynte komaHay write <name> ons coxpaHeHUsa HacTPOeK Ha YCTponCcTBax
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@ HanomuHaHue

Router#write <name>

13.3.3 TlpoBepka HacTpoek

13.3.3.1 BeinonHute komaHay iperf server Ha RouterC gnsa 3anycka paboTbl B pexume
cepsepa

13.3.3.2 BbinonHute komaHay iperf client 198.18.1.2 time 60 bandwidth 500M Ha

RouterB ons 3anycka paboTbl B peXume KrmeHTa

13.3.3.3 BbinonHute komaHgy iperf client 198.18.1.2 parallel 4 bandwidth 200M Ha

RouterA B npomexyTtke ¢ 10 go 20 cekyHa nocne 3anycka iperf Ha RouterB gnga nposepku paboTbl
B pPEXUME KNneHTa

13.3.3.4 [oxgutecb 3aBeplleHnsa pabotbl iperf u Ha RouterC ybeauTtecb no Bcem

YeTbIpEM NOTOKAaM CKOPOCTb MeXAY NOTOKaMWU AOOJTKHa ObITb npuMepHoO OANHaKOBOW.

ID] Interval Transfer Bandwidth
5] 0.0-10.1sec 226 MBytes 188 Mbits/sec
8] 0.0-10.1sec 226 MBytes 188 Mbits/sec
7] 0.0-10.1sec 226 MBytes 188 Mbits/sec
6] 0.0-10.1sec 226 MBytes 188 Mbits/sec
SUM] 0.0-10.1 sec 903 MBytes 751 Mbits/sec
4] 0.0-60.0sec 3.58 GBytes 512 Mbits/sec

e S e

13.4 HacTtpoumka paboTtbl Q0S ancumnnuHbl o6cnyxuBaHus CBQ

13.4.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 70 B KayecTBE€ OCHOBHOIO YCTPOMCTBA BblOpaH CEPBUCHbLIN
mapupyTunsatop (RouterB) .

BbinonHeHO  u3nyeckoe MOAKMOYEHME UM HACTpoWka coctaBa o0b6opygoBaHus
B COOTBETCTBMM CO CXEMOW NPOBEAEHUS NPOBEPKMU.

OucumnnuHbl obenyxmnBaHna Tpaduka, NO3BOMASAOT MapLIpyTM3aTOpy COPTMPOBaTb U
obpabatbiBaTh BXoAsLME CETEBble NakeTbl B COOTBETCTBMM C MX 3a4aHHbIM MNOfb30BaTeNeM

NPUOPUTETOM, a TakKe orpaHNYMBaTh NOMOCY NPONyCcKaHWs Ansi pasnuM4yHoro Tpaduka.
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KnaccoBas gucuunnuHa obenyxunBaHusa odepegen CBQ (Class Based Queuing). CBQ
cnocobHa pacnpefenaTb NPOMYCKHY CNOCOOHOCTbL KaHana mexay Knaccamu B COOTBETCTBUM C
3aaHHON KOHUrypaumen.

Ha RouterB HacTpoeHbl nHTepdgencol ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

PC1 RouterA PC2

192.18.0.0/24 _ 0 ooog 192.18.1.0/24
eth1 0 0000 R
198.18.0.101/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 198.18.1.101/24

PucyHok 70 — Cxema HacTpoviku paboTbl QoS gucumnnuHbel o6cnyxmsaHua CBQ

13.4.2 3OTanbl HACTPOMKU CETU

13.4.2.1 Bowngute B pexum rnobanbHON KOHUrypaumm Ha YCTpPOMCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOHUM U3 rNaBHbIX LIAroB, ABMASETCH BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHUrypaumoHHbIA peXnm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHUIypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKU UHTEPdEnCcoB,

MapLupyTM3aumto, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

13.4.2.2 Hactponte Ha PC1l ip agpec 198.18.0.101/24 n mapwpyT go cetn 198.18.1.1/24
13.4.2.3 Hactponte Ha PC2ip agpec 198.18.1.101/24 n mapwpyT go cetn 198.18.0.1/24
13.4.2.4 Hactpounte RouterA

13.4.2.4.1 HactpowuTe nHTepemc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown

Bepcust 9.0 339



KauectBo 06cnyxmBaHus MHCTpyKUMS No HacTporke
KPI1I.465614.001-181C3

RouterA(config-if-[eth1])#ip address 198.18.0.1/24
RouterA(config-if-[eth1])#exit

13.4.2.4.2 Hactpoute nHtepdemnc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.1.1/24
RouterA(config-if-[eth2])#exit

13.4.2.4.3 HactpouTte agucumnnuHel obcnyxmneaHmna odepegen CBQ

RouterA(config)#qos eth2

RouterA(config-qos[eth2])#qos type cbq 1 parent root avg-packet-size 1000 selection-size 1500 bandwidth
1000Mbit

RouterA(config-qos[eth2])#class type cbq 1:2 parent 1:1 rate 35Mbit selection-size 1500 avg-packet-size 100
bounded

RouterA(config-qos[eth2])#class type cbq 1:3 parent 1:2 priority 1 rate 25Mbit selection-size 1500 avg-packet-
size 1000

RouterA(config-qos[eth2])#class type cbq 1:4 parent 1:2 priority 2 rate 15Mbit selection-size 1500 avg-packet-
size 1000

RouterA(config-qos[eth2])#exit

13.4.2.4.4 HactpouTe knaccudukaumto Tpadmka no nonam DSCP

RouterA(config)#ip access-list 1 dscp 8

RouterA(config)#ip mangle-list prerouting access-list 1 set-flow-id 1
RouterA(config)#ip access-list 2 dscp 16

RouterA(config)#ip mangle-list prerouting access-list 2 set-flow-id 2

13.4.2.4.5 TpuBsknte punbTpbl K KNnaccam

RouterA(config)#qos eth2
RouterA(config-qos[eth2])#class 1:3 include flow 1
RouterA(config-qos[eth2])#class 1:4 include flow 2
RouterA(config-qos[eth2])#end

13.4.2.5 CoxpaHuTe HaCTPOWKn

|/|CI'IOJ'Ib3yIZTe KOMaHay write <name> gnsa COXpaHeHnA HaCTpOEK Ha yCTpOIZCTBaX
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@ HanomuHaHue

Router#write <name>

13.4.3 TlpoBepka HacTpoek

13.4.3.1 BbinonHute komangy iperf3 -s -B 198.18.1.101 -p 5201 & iperf3 -s -B
198.18.1.101 -p 5202 Ha PC2 pang 3anycka ytunuTsl iperf B pexxume cepBepa

13.4.3.2 BbinonHute komaHay iperf3 -¢ 198.18.1.101 -p 5201 -u -S 32 -b50m -T Stream1
& iperf3 -c 198.18.1.101 -p 5202 —u -S 64 -b50m -T Stream2 Ha PC1 gns 3anycka ytunuTbl iperf
B peXume KnueHTta

Ybeaoutecb, 4YTO pearnbHas MNPOMyCcKHas CroCcOOHOCTb COOTBETCTBYET KOHUrypauum.
Ons Tpadumka ¢ DSCP = 8 nponyckHas cnocobHoCTb ByaeT cocTaBnaTb npumepHo 25 Moéut/c.

[Ons Tpadmka ¢ DSCP = 16 nponyckHasi cnocobHocTb ByaeT coctaBnaTb npumepHo 15 MouT/c.

Streaml:;-------------------------

Stream1: [ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams
Stream1: [ 5] 0.00-10.00 sec 59.6 MBytes 50.0 Mbits/sec 0.000ms 0/43160 (0%)sender
Stream1: [ 5] 0.00-10.00 sec 29.2 MBytes 24.5 Mbits/sec 0.464ms 19969/41120 (49%)receiver
Stream1:

Stream1: iperf Done.

Stream2: [ 5] 9.00-10.00 sec 5.96 MBytes 50.0 Mbits/sec 4317
Steam 2L L L LR L
Stream2: [ID] Interval Transfer Bitrate litter  Lost/Total Datagrams

Stream2: [ 5] 0.00-10.00 sec 59.6 MBytes 50.0 Mbits/sec 0.000ms 0/43160 (0%)sender
Stream2: [ 5] 0.00-10.00 sec 17.5 MBytes 14.7 Mbits/sec 0.340ms 27076/39755 (68%)receiver
Stream2:

Stream2: iperf Done.

13.5 HacTtpowmka paboTbl Q0S AncuunIuHbl o6cnyxuBaHua PQ

13.5.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 71 B KadeCTBE OCHOBHOrO YCTpPOWCTBa BblOpaH CEepPBUCHbIV
mapupyTtunsatop (RouterB).

BbinonHeHO  u3nyeckoe noaknyeHne UM HacTponka coctaBa ob6opygoBaHUs

B COOTBETCTBUM CO CXEMOM npoBeaeHns npoBepKun.
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AvcumnnuHbl obCcnyxmMBaHWs odyepeden No3BOMSOT MapLUpyTU3aTopy COpTMPOBaTb M
obpabaTbiBaTb BXOAsLIME CeTeBble MakeTbl B COOTBETCTBUM C UX 3adaHHbIM MOfb3oBaTenem
NPUOpUTETOM, a Takke orpaHn4nBaThb NOMOCY NPONyCKaHWSA Ans pasnM4yHoro Tpaduka.

AvcumnnuHa obenyxmsanua odvepenen PQ (Priority Queuing) obpabaTbiBaeT ovepeau
COrnacHo ux npuopuTteTam.

Ha RouterB HacTpoeHbl nHTepdencol ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

PC1 RouterA PC2

192.18.0.0/24 'O oooo 192.18.1.0/24
ethl ='n pooo e
198.18.0.101/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 198.18.1.101/24

PucyHok 71 — Cxema HacTpoviku paboTbl QoS gucumnnuHbel obcnyxmsaHua PQ

13.5.2 OTanbl HACTPOMKU CETU

13.5.2.1 Bowngute B pexum rnobanbHON KOHUrypaumm Ha YCTpPoOMCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro o6opyaoBaHUA, OOAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypauUMOHHbIN pexXxnMm. KoHMUrypaumMoHHbIA peXnMm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKU. B KOH(pUrypauMOHHOM peXmme MOXHO WU3MEHATb HaCTPOMKU  UHTepdEencos,

MapLupyTM3aumto, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

13.5.2.2 Hactponte Ha PClip agpec 198.18.0.101/24 n mapwpyT go cetn 198.18.1.0/24
13.5.2.3 Hactponte Ha PC2ip agpec 198.18.1.101/24 n mapwpyT go cetn 198.18.0.0/24
13.5.2.4 Hactpounte RouterA

13.5.2.4.1 HactpouTe nHTepeimc eth1
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RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.1/24
RouterA(config-if-[eth1])#exit

13.5.2.4.2 Hactpoute nutepcemnc eth2

RouterA(config)#interface eth2

RouterA(config-if-[eth2])#no shutdown

RouterA(config-if-[eth2])#ip address 198.18.1.1/24
RouterA(config-if-[eth2])#autonegotiation off duplex full speed 100
RouterA(config-if-[eth2])#exit

13.5.2.4.3 HacTtponTte ancumnnunHel obecnyxmneaHna ovepenen PQ

RouterA(config)#qos eth2
RouterA(config-qos[eth2])#qos type pq 1 parent root queues 8
RouterA(config-qos[eth2])#exit

13.5.2.4.4 HactpouTe knaccugukaumio Tpadumka no 3HadyeHns ToS

RouterA(config)#ip access-list 1 tos 224

RouterA(config)#ip access-list 2 tos 192

RouterA(config)#ip access-list 3 tos 160

RouterA(config)#ip access-list 4 tos 128

RouterA(config)#ip access-list 5 tos 96

RouterA(config)#ip access-list 6 tos 64

RouterA(config)#ip access-list 7 tos 32

RouterA(config)#ip access-list 8 tos 0

RouterA(config)#ip mangle-list prerouting access-list 1 set-flow-id 1
RouterA(config)#ip mangle-list prerouting access-list 2 set-flow-id 2
RouterA(config)#ip mangle-list prerouting access-list 3 set-flow-id 3
RouterA(config)#ip mangle-list prerouting access-list 4 set-flow-id 4
RouterA(config)#ip mangle-list prerouting access-list 5 set-flow-id 5
Routera(config)#ip mangle-list prerouting access-list 6 set-flow-id 6
RouterA(config)#ip mangle-list prerouting access-list 7 set-flow-id 7
RouterA(config)#ip mangle-list prerouting access-list 8 set-flow-id 8

13.5.2.4.5 HactpouTe npmnBs3sKy ounbTPOB K Krnaccam

RouterA(config)#qos eth2
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RouterA(config-qos[eth2])#class 1:1 include flow 1
RouterA(config-qos[eth2])#class 1:2 include flow 2
RouterA(config-qos[eth2])#class 1:3 include flow 3
RouterA(config-qos[eth2])#class 1:4 include flow 4
RouterA(config-qos[eth2])#class 1:5 include flow 5
RouterA(config-qos[eth2])#class 1:6 include flow 6
RouterA(config-qos[eth2])#class 1:7 include flow 7
RouterA(config-qos[eth2])#class 1:8 include flow 8
RouterA(config-qos[eth2])#end

13.5.2.5 CoxpaHuTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoOxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

13.5.3 TlpoBepka HacTpoek

13.5.3.1 BbinonHute kKomaHay iperf3 -s -B 198.18.1.101 -p 5201 & iperf3 -s -B
198.18.1.101 -p 5202 Ha PC2 anga 3anycka ytunuTel iperf B pexxume cepepa

13.5.3.2 BbinonHute komaHay iperf3 -¢ 198.18.1.101 -u -b60m -p 5201 -S 224 -i 10 -T
Stream1 & iperf3 -¢ 198.18.1.101 -u -b100m -p 5202 -S 0 -i 10 -T Stream8 Ha PC1 ans 3anycka
yTUNnThI iperf B pexxume KnveHTa

Y6eautecb 4to ansa Tpaduka ¢ ToS = 224 Stream1 nponyckHas cnocobHocTb byget
cocTaBnaTb NpumepHo 60 Méut/c

Onsa Tpadmka ¢ ToS = 0 Stream8 nponyckHas cnocobHOCTb ByaeT cocTaBnATb NPUMEPHO
40 Méwut/c

Stream8: [ID] Interval Transfer Bitrate Total Datagrams

Stream8: [ 5] 0.00-10.00 sec 119 Mbytes 100 Mbits/sec 86319
Stream8:----------- i oo

Stream8: [ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams
Stream8: [ 5] 0.00-10.00sec 119 Mbytes 100 Mbits/sec  0.000 ms 0/86319 (0%) sender
Stream8: [ 5] 0.00-10.13sec 43.9 Mbytes 36.4 Mbits/sec 0.361ms 54493/86317 (63%) receiver
Stream8:

Stream8: iperf Done.

Streaml: [ID] Interval Transfer Bitrate Total Datagrams

Stream1: [ 5] 0.00-10.00sec 71.5 Mbytes 60.0 Mbits/sec 51792
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SIEAMilieccccccecccccccccccscmes

Stream1: [ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams
Stream1: [ 5] 0.00-10.00sec 71.5 Mbytes 60.0 Mbits/sec 0.000 ms 0/51792 (0%) sender
Streaml: [ 5] (0%) receiver
Stream1:

Streaml: iperf Done.

13.6 HacTtpowmka paboTbl Q0S ancuunnuHbl o6cnyxuBaHua WFQ

13.6.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 72 B KadeCTBE OCHOBHOrO yCTpPOWCTBa BblbpaH CEpPBUCHbIV
mapwpyTtmnsatop (RouterB).

BbinonHeHO dwm3nyeckoe NOOKMYEHME UM HACTpoWKa cocTaBa 0bOpyaoBaHUS
B COOTBETCTBUM CO CXEMOM NPOBEAEHNSA MPOBEPKMN.

OncumnnuHbl 06cnyXMBaHUA odepeden MO3BOMSKT MapLUpyTM3aTopy cOopTMpoBaTb U
obpabaTbiBaTh BXoAslMe CeTeBble NakeTbl B COOTBETCTBMM C MX 3afaHHbIM MNofib3oBaTenieM
NPUOPUTETOM, @ TaKKe orpaHn4MBaThb MNOMOCY NPOMNYCKaHUA ANA pasnuYHoro Tpaduka.

OucumnnuHa obenyxmneanna odvepepen WFQ (Weighted Fair Queuing) obecneyunBaeT
crnpaBegnvBoe pacnpegeneHune nonockbl NPONyckaHna Mexay aBToMaTnyeckm opmmpyemMmbiMum
noTokamu Tpadmka C y4eToM MX Beca.

Ha RouterB HacTpoeHbl nHtepdencol ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

PC1 RouterA PC2

198.18.0.0/24 'O Doog 198.18.1.0124
ethl =0 0ooo

198.18.0.101/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 198.18.1.101/24

PucyHok 72 — Cxema HacTponkn paboTtel QoS gucumnnuHel obcnyxmsanms WFQ

13.6.2 JTanbl HACTPOMKMU CETH

13.6.2.1 Bowgute B pexumMm rnobanbHON KOHMUrypaumm Ha YCTpOUCTBE Nepesn
HaCTPOUKOM

lMpu HacTponke ceTeBoro obopyaoBaHMS, OAHUM U3 FNaBHbIX LIAroB, ABMASETCS BXO4 B

KOH(UrypauUMOHHbIN pexnM. KoHMUrypaumoHHbIN PeXnM - 3TO OOAWH U3 PEXMMOB KOMaHLHOM
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CTPOKW. B KOHCbI/IpraLI,I/IOHHOM pexnve MOXHO U3IMEHATb HaCTpOﬁKM

MapLipyTM3aumto, 6e3onacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

NHTepdencos,

13.6.2.2 Hactponte Ha PCl ip agpec 198.18.0.101/24 wn wmapwpyT [0 ceTu

198.18.1.0/24

13.6.2.3 Hactponte Ha PC2 ip agpec 198.18.1.101/24 n mapwpyT go cetn 198.18.0.0/24

13.6.2.4 Hactpounte RouterA
13.6.2.4.1 HactpowuTe nHTepdemnc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.1/24
RouterA(config-if-[eth1])#exit

13.6.2.4.2 HactpouTe nHtepgemnc eth2

RouterA(config)#interface eth2

RouterA(config-if-[eth2])#ip address 198.18.1.1/24
RouterA(config-if-[eth2])#autonegotiation off duplex full speed 100
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

13.6.2.4.3 HactponTte gucumnnuny obcnyxmsaHus odyepegen WFQ

RouterA(config)#qos eth2
RouterA(config-gos[eth2])#qos type wfq 1 parent root queue-count 1024 length 512
RouterA(config-qos[eth2])#end

13.6.2.5 CoxpaHuTe HacTpPOnKn

Mcnonb3ynte komaHay write <name> gns coxpaHeHUsa HacTPOeK Ha YCTponCcTBax
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@ HanomuHaHue

Router#write <name>

13.6.3 TlpoBepka HacTpoek

13.6.3.1 BbinonHute kKomaHay iperf3 -s -B 198.18.1.101 -p 5201 & iperf3 -s -B
198.18.1.101 -p 5207 Ha PC2 anga 3anycka ytunuTsl iperf B pexxume cepBepa

13.6.3.2 BbinonHute komaHay iperf3 -c 198.18.1.101 -u -b100m -p 5201 -S 224 -i 10 -T
Stream1& iperf3 -¢ 198.18.1.101 —u -b100m -p 5207 -S 0 -i 10 -T Stream7 Ha PC1 gns 3anycka
YyTUNUTBI iperf B pexnme KnveHTta

Y6eautecb, yto agns tpadumka c IP Precedence = 7 (Stream1) nponyckHasa cnocoBHOCTb
bynet COCTaBnNATb NpPUMepHO 80 - 85 MoéwuT/c

Ons Ttpadwmka c IP Precedence = 0 (Stream7) nponyckHas cnocobOHOCTb OyaeT cocTaBnsTb

NPUMEPHO 10 - 12 MoéwnT/c
PasHuua nponyckHon cnocobHoCcTM Mexay notokamn Stream1 n Stream2 otnuyaeTcs npuMepHoO
B 8 pa3

Stream1: [ID] Interval Transfer Bitrate Total Datagrams

Stream1: [ 5] 0.00-10.00 sec 119 Mbytes 100 Mbits/sec 86319

SIEAMils e=ceeeccccccconcccscccnae

Stream1: [ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams

Stream1: [ 5] 0.00-10.00sec 119 Mbytes 100 Mbits/sec 0.000 ms 0/86319 (0%) sender
Stream1: [ 5] 0.00-10.13sec 101 Mbytes 84.0 Mbits/sec 0.216 ms 12868/86319 (15%) receiver
Stream1:

Stream1: iperf Done.

Stream7: [ID] Interval Transfer Bitrate Total Datagrams

Stream7: [ 5] 0.00-10.00 sec 119 Mbytes 100 Mbits/sec 86319

Stream7: ------------oe oo

Stream7: [ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams
Stream7: [ 5] 0.00-10.00 sec 119 Mbytes 100 Mbits/sec 0.000 ms 0/86319 (0%) sender
Stream7: [ 5] 0.00-10.13 sec 14.0 Mbytes 11.6 Mbits/sec 1.146 ms 76158/86310 (88%) receiver
Stream7:

Stream7: iperf Done.
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13.7 HacTpowuka npeaoTBpalleHus neperpysku ovyepeagen RED

13.7.1 OnucaHue HaCTPOMKMU

Kak nokasaHo Ha pPUCYHOK 73 B KayecTBE€ OCHOBHOIO YCTPOMWCTBA BblOpaH CEPBUCHbLIN
mMapLupyTtusartop - RouterB.

BbinonHeHo cum3andeckoe MNOAKMKYEHMEe UM HacTpolka cocTtaBa 06opygoBaHUsA
B COOTBETCTBUU CO CXEMOM NPOBEAEHNSA MPOBEPKMW.

AucumnnuHbl oBcnyxmMBaHUA odepeden MO3BOMAKT MapLUpyTU3aTopy COpPTUPOBaTb U
obpabaTtbiBaTb BXOAsLME CeTeBble MakeTbl B COOTBETCTBMM C UX 3a4aHHbIM MOrib3oBaTenem
NPMOPUTETOM, a TaKKe orpaHMdMBaTb NONOCY NPOMYCKaHUA ANS pa3nnYHoro Tpaduka.

Anroputm RED (Random Early Detection) wcnonb3yetca pnns ynpasreHus
nepenonHeHnem oyepeaen. OH obecnevnBaeT BbIGOPOUHOE OTOpacbiBaHNE NakeToB U3 ovepeamn
npv yBeNn4eHun ee pasmepa, TeM CaMmbiM CriaxuBas BCNeckn Tpaduvka n no3sonas obutecs
npefoTBpaLleHnsi NepenosiHeHns.

Ha RouterB HacTpoeHbl uHTepgenchl: ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24

PC1 RouterA pc2
Ipef3 knueHT Ipef3 cepeep

198.18.0.0/124 'O ooog 198.18.1.0/24
eth1 ='p pooo ey

Ipv4: 198.18.0.101/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.101/24

PucyHok 73 — Cxema HacTponkun npegoTepalleHuns neperpyskn odepegen RED

13.7.2 JTanbl HACTPOMKMU CETU

13.7.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOUKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OAHUM U3 FMNaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypaumMOHHbIN pexnM. KOHUrypaumMOoHHbIA peXxnm - 3T0 OOAUH U3 PEXMMOB KOMaHOHOM
CTPOKN. B KOHPUIrypauUMOHHOM pexnMe MOXHO U3MEHATb HACTPOWMKU UHTepdEemncosB,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

Bepcust 9.0 348



KauectBo 06cnyxmBaHus MHCTpyKUMS No HacTporke
KPI1I.465614.001-181C3

@ HanomuHaHue

Router#configure terminal

13.7.2.2 Hactponte Ha PC1l ip agpec 198.18.0.101/24 v mapwpyT go cetn 198.18.1.0/24
13.7.2.3 Hactponte Ha PC2 ip agpec 198.18.1.101/24 v mapwpyT go cetn 198.18.0.0/24
13.7.2.4 Hactponte RouterA

13.7.2.4.1 HactpouTe nHTepdemnc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

13.7.2.4.2 HactpouTe nHtepdemnc eth2

RouterB(config)#tinterface eth2

RouterB(config-if-[eth2])#no shutdown

RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#autonegotiation off duplex full speed 100
RouterB(config-if-[eth2])#exit

13.7.2.4.3 HactponTte anroput™m ynpasrieHusi nepenonHeHuns odepenen RED

RouterB(config)#qos eth2

RouterB(config-qos[eth2])#qos type red 1 parent root queue-size 1000000 min 150000 max 300000 avpkt 1000
burst 200 ecn probability 1

RouterB(config-qos[eth2])#end

13.7.2.5 CoxpaHuTe HacTpPOnKn

Mcnonb3yinte komaHay write <name> ons coxpaHeHUsa HacTPOeK Ha yCTponcTBax
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@ HanomuHaHue

Router#write <name>

13.7.3 TlpoBepka HacTpoek

13.7.3.1 BbinonHute komaHay iperf3 -s -B 198.18.1.101 -p 5201& iperf3 -s
198.18.1.101 -p 5202& iperf3 -s —B 198.18.1.101 -p 5203& iperf3 -s -B 198.18.1.101 -p 5204

PC2 onga 3anycka ytunuthbl iperf B pexume cepBepa

13.7.3.2 BbinonHute komaHgbl iperf3 -¢ 198.18.1.101 -u -b26m -p 5201 -S 224 -i 10
Streaml & iperf3 -c 198.18.1.101 -u -b26m -p 5202 -S 96 -i 10 -T Stream2 & iperf3

w

T

-C

198.18.1.101 -u -b26m -p 5203 -S 32 -i 10 -T Stream3 & iperf3 -¢ 198.18.1.101 -u -b26m -p 5204

-S 0-i 10 -T Stream4 Ha PC1 gna 3anycka ytunuthbl iperf B pexnme KnueHTta

Y6eautecb, 4YTO B CTpOKe receiver, B KonoHke Lost/Total Datagrams ognHakoBbie notepum

MMEIOTCA BO BCEX YeTbIpeEX NOTOKax BHE 3aBUCUMOCTU OT 3HAYEHUA NOJA ToS

Stream1:
Stream1:
Stream1:
Stream1:
Stream1:
Stream1:
Stream1:
Stream2:
Stream2:
Stream2:
Stream?2:
Stream2:
Stream?2:
Stream?2:
Stream?2:
Stream3:
Stream3:
Stream3:
Stream3:
Stream3:
Stream3:
Stream3:
Stream3:
Stream4:
Stream4:

[ID] Interval

Transfer Bitrate Total Datagrams

[ 5] 0.00-10.00 sec 31.0 Mbytes 26.0 Mbits/sec 22443

[ID] Interval

Transfer Bitrate Jitter Lost/Total Datagrams

[ 5] 0.00-10.00 sec 31.0 Mbytes 26.0 Mbits/sec 0.000 ms 0/22443 (0%) sender

[ 5] 0.00-10.03 sec 28.7 Mbytes 24.0 Mbits/sec 0.278 ms

iperf Done.
[ID] Interval

Transfer Bitrate Total Datagrams

[ 5] 0.00-10.00 sec 31.0 Mbytes 26.0 Mbits/sec 22443

[ID] Interval
[ 5] 0.00-10.00 sec
[ 5] 0.00-10.03 sec

iperf Done.
[ID] Interval
[ 5] 0.00-10.00 sec

[ID] Interval
[ 5] 0.00-10.00 sec
[ 5] 0.00-10.03 sec

iperf Done.
[ID] Interval
[ 5] 0.00-10.01 sec

Transfer Bitrate Jitter Lost/Total Datagrams
31.0 Mbytes 26.0 Mbits/sec 0.000 ms 0/22443 (0%) sender
28.6 Mbytes 23.9 Mbits/sec 0.304 ms 1723/22443 (7.7%) receiver

Transfer Bitrate Total Datagrams
31.0 Mbytes 26.0 Mbits/sec 22443

Transfer Bitrate Jitter Lost/Total Datagrams
31.0 Mbytes 26.0 Mbits/sec 0.000 ms 0/22443 (0%) sender
28.6 Mbytes 23.9 Mbits/sec 0.246 ms 1726/22443 (7.7%) receiver

Transfer Bitrate Total Datagrams
31.0 Mbytes 26.0 Mbits/sec 22443

1688/22443 (7.5%) receiver Stream1:
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Stream4: [ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams
Stream4: [ 5] 0.00-10.01sec  31.0 Mbytes 26.0 Mbits/sec 0.000 ms  0/22443 (0%) sender
Stream4: [ 5] 0.00-10.03sec  28.4 Mbytes 23.8 Mbits/sec 0.271ms  1844/22442 (8.2%) receiver
Stream4:

Stream4: iperf Done.

13.8 HacTpowmka npepoTBpalleHus neperpy3sku ovyepeanen GRED

13.8.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 74 B Ka4yeCcTBe OCHOBHOIO YCTPOWCTBA BblbpaH CEpPBUCHbIV
MapLupyTtmsaTtop - RouterB.

BbinonHeHO dwm3nyeckoe NOOKMYEHME UM HACTpoMKa cocTaBa 0bOpyaoBaHUS
B COOTBETCTBMM CO CXEMOW.

Oucumnnuubl obcnykmMBaHUs ovepeden MO3BOMSAT MapLupyTu3aTopy COpTUpoBaTh WU
obpabatbiBaTh BXoAslMe CeTeBble MakeTbl B COOTBETCTBMM C MX 3afaHHbIM MNofib3oBaTenieM
NPUOPUTETOM, @ TaKKe orpaHn4MBaThb MNOMOCY NPOMNYCKaHUA ANA pasnnYHoro Tpaduka.

Anroputm GRED (Gentle RED) aBnsietca pacwupeHvem anroputma RED u onepupyet
HEeCKONMbKUMN ovepeasMu, Kaxaas n3 Kotopbix npeactasnset cobon RED-ouepeb.

Ha RouterB HacTpoeHbl uHTepdelchl: ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

PC1 PC2
Iperf3 knueHT RouterA Iperf3 cepeep

198.18.0.0/24 -, 0 ooog 198.18.1.0/24
eth1 ='0 Dooo XY

Ipv4: 198.18.0.101/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.101/24

PucyHok 74 — Cxema HacTponkn npegoTepalleHus neperpyskn odepegen GRED

13.8.2 OTanbl HACTPOMKK CETU

13.8.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FNaBHbIX LIAroB, ABMASETCS BXO4 B

KOHpUTrypaLUMOHHbIN peXxuM. KoHMUrypaunoHHbIN PEXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW
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CTPOKN. B  KOHUIrypauUMOHHOM pexmMe MOXHO U3MEHATb HACTPOWMKU UHTEepdEeuncosB,

MapLupyTM3aumto, 6e30nacHOCTb 1 Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

13.8.2.2 Hactponte Ha PC1l ip agpec 198.18.0.101/24 wn wmapwpyT Ao
cetn 198.18.1.0/24

13.8.2.3 Hactponte Ha PC2 ip agpec 198.18.1.101/24 v mapwpyT go cetn 198.18.0.0/24

13.8.2.4 Hactpounte RouterA

13.8.2.4.1 HactpowuTe nHTepdemnc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.1/24
RouterA(config-if-[eth1])#exit

13.8.2.4.2 HactpouTe nHtepdemnc eth2

RouterA(config)#interface eth2

RouterA(config-if-[eth2])#ip address 198.18.1.1/24
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#autonegotiation off duplex full speed 100
RouterA(config-if-[eth2])#exit

13.8.2.4.3 HacTpouTte anroputm ynpasneHus nepenonHeHuns odepenen GRED

RouterA(config)#qos eth2

RouterA(config-qos[eth2])#qos type gred 1 parent root queues 4 default-queue 0
RouterA(config-qos[eth2])#virtual-queue type gred parent 1 0 queue-size 1000000 min 150000 max 300000
avpkt 1000 burst 200

RouterA(config-gos[eth2])#virtual-queue type gred parent 1 1 queue-size 1000000 min 150000 max 300000
avpkt 1000 burst 200

RouterA(config-qos[eth2])#virtual-queue type gred parent 1 2 queue-size 1000000 min 150000 max 300000
avpkt 1000 burst 200

RouterA(config-qos[eth2])#virtual-queue type gred parent 1 3 queue-size 1000000 min 150000 max 300000
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avpkt 1000 burst 200
RouterA(config-qos[eth2])#end

13.8.2.5 CoxpaHuTe HaCTpOWNKn

Mcnonb3yinte komaHay write <name> onsi CoxpaHeHNsa HacTPOeK Ha YyCTponcTBax

@ HanomuHaHue

Router#write <name>

13.8.3 TlpoBepka HacTpoek

13.8.3.1 BebinonHute komaHay show qos eth2 Ha RouterA ons NnpoBepku CTaTUCTUKK

gdisc gred 1: root refcnt 2 vgs 4 default 0

vq 0 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02
Scell _log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early 0 pdrop 0 other O Total packets: 13 (978b)

vq 1 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02
Scell_log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early 0 pdrop 0 other 0 Total packets: 0 (Ob)

vq 2 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02
Scell_log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early 0 pdrop 0 other 0 Total packets: 0 (Ob)

vq 3 prio 8 limit 2000000b min 150000b max 300000b ewma 6 probability 0.02
Scell_log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early 0 pdrop 0 other 0 Total packets: 0 (Ob)

Sent 978 bytes 13 pkt (dropped 0, overlimits O requeues 0)

backlog Ob Op requeues 0

13.8.3.2 BebinonHute komaHay iperf3 -s -B 198.18.1.101 -p 5201 & iperf3 -s -B
198.18.1.101 -p 5202 & iperf3 -s -B 198.18.1.101 -p 5203 & iperf3 -s -B 198.18.1.101 -p 5204 Ha
PC2 pns 3anycka ytunuTthl iperf B pexxunme cepsepa

13.8.3.3 BbinonHute komaHgy iperf3 -c 198.18.1.101 -u -b26m -p 5201 -S 16 -i 10 -T
Streaml1 & iperf3 -¢ 198.18.1.101 -u -b26m -p 5201 -S 4 -i 10 -T Stream?2 & iperf3 -¢c 198.18.1.101
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-u -b26m -p 5201 -S 8 -i 10 -T Stream3 Ha PC1 ans 3anycka ytunuTel iperf B peXxume KnmeHTa ¢
Tos=16

13.8.3.4 BbinonHute komaHay show qos eth2 Ha RouterA onsi NpoBEpPKM CTaTUCTUKK

qdisc gred 1: root refcnt 2 vgs 4 default 0

vq 0 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02
Scell _log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early 0 pdrop 0 other O Total packets: 22481
(33443193b)

vq 1 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02
Scell _log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early O pdrop 0 other 0 Total packets: 0 (Ob)

vq 2 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02
Scell _log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early 0 pdrop 0 other 0 Total packets: 0 (Ob)

vq 3 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02
Scell_log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early 0 pdrop 0 other 0 Total packets: 0 (Ob)

Sent 33443193 bytes 22481 pkt (dropped 0, overlimits O requeues 0)

backlog Ob Op requeues 0

Y6eautech, YTO MOTOKU CO 3HavYeHuamMu ToS = 0 u ToS >12 nonagatoT B vq 0 ovepenb.
MoTok co 3HayeHnem ToS=4 nonagaet B vq 1. [NoTok co 3HavyeHnem ToS = 8 nonagaet B vq 2.

MoTok co 3HauyeHueM ToS = 12 nonagaet B vq 3 Tpadmk ¢ Tos=16 nonan B vq 0 o4yepenb
13.9 HacTpowka nepeMapKupoBKU NPUOPUTETOB

13.9.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHKe 75 B KayeCTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CepBUCHbIE
MapLupyTtmsaTtopsl - RouterA, RouterB, RouterC.

BbinonHeHo dum3nyeckoe NOAOKMIYEHME UM HacTponka cocTaBa o6opyaoBaHus B
COOTBETCTBMM CO CXEMOW npoBefeHUs NpoBepku. OducunnnumHbl obCnyxmBaHus oyepenen
NO3BONSAIT MapLUpyTU3aTopy copTMpoBaTb M obpabaTbiBaTb BXOAsLWME CeTeBble MaKeTbl B
COOTBETCTBUM C UX 3afaHHbIM MOfb30BaTeNneM NpuMopuUTETOM, a TakKe OorpaHn4MBaTh MOMocy
NponyckaHus Ans pasnuyHoro Tpaduka.

Ha RouterA HacTpoeH nHTepgemnc ethl - IP address 198.18.0.2/24.
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Ha RouterB HacTpoeHbl uHTepgencol: ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.
Ha RouterC HacTpoeH uHTepderic eth2 - IP address 198.18.1.2/24.

RouterA RouterB RouterC

O coog 192.18.0.0124 O oood 192.18.1.0124 Lossss
E'pn pooo P etht =0 pooo P eth2 S’ 0 oooo

Ipv4:198.18.0.2124 Ipv4:198.18.0.1/24 Ipv4:198.18.1.1/24 Ipv4:198.18.1.2/124

PucyHok 75 — Cxema HacTpOWKN NepemMapknpoBKN NPUOPUTETOB

13.9.2 JTanbl HACTPOMUKMU CETU

13.9.2.1 Bowngute B pexum rnobanbHON KOHUrypaumm Ha YCTpPOMCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OOAHUM U3 FMNaBHbIX LLAroB, ABNAETCS BXOL B
KOHOUIypaLUMOHHbIN peXxuM. KoHUrypaunoHHbIN peXnm - 3TO OONH U3 PEXUMOB KOMaHLHOW
CTPOKU. B KOH(UrypauuMOHHOM peXume MOXHO WU3MEHSATb HAaCTPOMKU UHTepPdEenCcos,

MapLipyTM3aumto, 6e3onacHoOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

13.9.2.2 Hactpounte RouterA
13.9.2.2.1 HactpouTe nHteppemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

13.9.2.2.2 HacTtpouTte mapLipyTmMsauuio
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RouterA(config)#ip route 0.0.0.0/0 198.18.0.1
13.9.2.2.3 HactponTte nepemapkmpoBy

RouterA(config)#ip access-list 1 tos 32
RouterA(config)#ip mangle-list prerouting access-list 1 set-dscp 40
RouterA(config)#tend

13.9.2.3 Hactpownte RouterB
13.9.2.3.1 HactpowuTe nHTepdemc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

13.9.2.3.2 Hactpoute nutepcemnc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

13.9.2.3.3 HacTtpouTb nepemapKknpoBky

RouterB(config)#ip access-list 1 tos 32
RouterB(config)#ip mangle-list prerouting access-list 1 set-dscp 40
RouterB(config)t#tend

13.9.2.4 Hactpownte RouterC
13.9.2.4.1 HactpowuTe nHtepemnc eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit
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13.9.2.4.2 HacTpouTe mapLipyTmM3aunto

RouterC(config)#ip route 0.0.0.0/0 198.18.1.1
RouterC(config)#end

13.9.2.5 CoxpaHuTe HaCTPOMNKM

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

13.9.3 TlpoBepka HacTpoek

13.9.3.1 BbinonHute komaHay ping ip 198.18.1.2 tos 32 Ha RouterA ansa 3anycka
YyTUNUTBLI ping

13.9.3.2 BebinonHute komaHgy tcpdump eth2 verbose filter "ip and(ip[1]&0xfc)>>2==40"
Ha RouterB ans 3anycka yTunutbl tcpdump ¢ dunbTpom, ybeauTtecb 4TO Tpaduk Obin

nepemMapkmpoBaH B HoBoe 3HadeHne DSCP = 40.

3HaveHnto ToS (Hex) = 0xa0 cooTteeTcTBYeT 3Ha4YeHne DSCP (Dec) = 40.

08:21:37.014929 IP (tos 0xa0, ttl 63, id 21797, offset O, flags [DF], proto ICMP (1), length 84)
198.18.0.2 > 198.18.1.2: ICMP echo request, id 6414, seq 1, length 64

08:21:37.015431 IP (tos 0xao, ttl 64, id 41846, offset 0, flags [none], proto ICMP (1), length 84)
198.18.1.2 > 198.18.0.2: ICMP echo reply, id 6414, seq 1, length 64

08:21:38.016602 IP (tos 0xao0, ttl 63, id 21879, offset 0, flags [DF], proto ICMP (1), length 84)
198.18.0.2 > 198.18.1.2: ICMP echo request, id 6414, seq 2, length 64

13.10 HacTpowmka paboTtbl Q0S ancumnnuHbl o6cnyxuBaHusa TBF

13.10.1 OnucaHue HaCTpPOUKMU

Kak nokasaHo Ha pucyHKe 76 B KayeCTBe OCHOBHbIX YCTPOMWCTB BblOpaHbl CEPBUCHbIE
MapLpyTtusaTtopsbl - RouterA, RouterB.

BbinonHeHo u3nyeckoe MOAKMIOYEHME W HacTpolka cocTaBa 0GopydoBaHWA

B COOTBETCTBUM CO CXEMOM npoBeaeHns npoBepKn.
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Oucumnnuubl obcnyxmnBaHms Tpadmka, MO3BOMAKT MapLIpyTU3aTopy COpTUPOBaTb M
obpabaTtbiBaTb BXOASALLME CETEBbIE MaKeTbl B COOTBETCTBMM C UX 3af4aHHbIM NONb30oBaTeENeM
NPMOPUTETOM, a TaKKe OrpaHMYMBaThb NOOCY NPOMYCKaHUA ANs Pa3nNUYHoOro Tpadmka.

Ha RouterA HacTpoeH nHtepdenc eth1 - IP address 198.18.1.1/24.

Ha RouterB HacTpoeH nHtepdemnc eth1 - IP address 198.18.1.2/24.

RouterA

_—
O ag
=

RouterB

—
= M eth1 eth1 _ O gag
a =

198.18.1.1/24 198.18.1.2/24

plall
m

PucyHok 76 — Cxema HacTpoviku paboTbl QoS gucumnnunHel obenyxmsaHma TBF

13.10.2 dTanbl HACTPOUKMU

13.10.2.1 Bongute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOMKOM

lMpn HacTponke ceTeBoro obopyaoBaHMS, OOAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM

CTPOKN. B  KOHPUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWMKU UHTEpPdEnCcoB,

MapLipyTM3aumto, 6e3onacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

13.10.2.2 HactpounTte RouterA
13.10.2.2.1 HactpowuTe nHTepdemnc eth1

RouterA(config)#interface ethl
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RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

13.10.2.2.2 HactpouTe guCumninHy crinaxmsaHusa Tpaduka

RouterA(config)#qos ethl
RouterA(config-qos[eth1])#qos type tbf 1 parent root rate 10Mbit maxburst 12500 latency-limit 50
RouterA(config-qos[ethl1])#end

13.10.2.3 Hactpownte RouterB

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#end

13.10.2.4 CoxpaHuTe HaCTPOWKn

Mcnonb3yinte komaHay write <name> gnsi CoxpaHeHNa HacTPOeK Ha YCTponcTBax

@ HanomuHaHue

Router#write <name>

13.10.3 NpoBepka HacTpoek
13.10.3.1 BeinonHute komaHay ping 198.18.1.1 repeat 4 Ha RouterA ans BbiBOAA Ha

3KpaH cBA3HoCTM Mexay RouterA n RouterB

PING 198.18.1.1 (198.18.1.1) 56(84) bytes of data.

64 bytes from 198.18.1.1: icmp_seq=1 ttl=64 time=0.059 ms
64 bytes from 198.18.1.1: icmp_seq=2 ttl=64 time=0.042 ms
64 bytes from 198.18.1.1: icmp_seq=3 ttl=64 time=0.079 ms
64 bytes from 198.18.1.1: icmp_seq=4 ttl=64 time=0.069 ms

---198.18.1.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 1000ms
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rtt min/avg/max/mdev = 0.042/0.062/0.079/0.014 ms

13.10.3.2 BeinonHute komangy iperf server udp bind 198.18.1.2 Ha RouterB ans 3anycka
ynutunuTel iperf B pexxume cepsepa

13.10.3.3 BbinonHute komaHgy iperf client 198.18.1.2 udp bandwidth 1000M Ha RouterA
Ans 3anycka ynutunutel iperf B pexxume KnuneHTa
Y6eaunTtech, YTO NpPonyckHasa CNOCOBHOCTb AN ncxoasLwero Tpaduka orpaHn4mMBaeTcsa 4o

~10 M6uT B cekyHay, iperf-cepBep RouterB nonyyaet ~10 M6ut B cekyHay oT RouterA

Server listening on UDP port 5001
UDP buffer size: 176 KByte (default)

[ 1] local 198.18.1.2 port 5001 connected with 198.18.1.1 port 40776
[ID] Interval Transfer Bandwidth Jitter Lost/Total Datagrams
[ 1] 0.0000-10.0119sec  9.86 MBytes 8.26 Mbits/sec = 0.768 ms  863715/870749 (99%)

13.11 HacTpowuka paboTbl npeaoTBpaLleHns neperpysku odyepeaen WRED

13.11.1 OnucaHue HaCTPOUKMN

Kak nokaszaHo Ha pWCYHKE 77 B Ka4yeCTBE OCHOBHOIO YCTPOMCTBa BbiOpaH CEPBUCHbLIN
MapLupyTtmsaTtop - RouterA.

BbinonHeHo u3nyeckoe MNOAKMIOYEHME W HacTpolka cocTaBa 0GopyaoBaHWA
B COOTBETCTBUW CO CXEMOW.

Ha RouterA HacTpoeHbl nHtepgencel: ethl - IP address 198.18.0.10/24, eth2 - IP address
198.18.1.101/24.

Ha yctponcTtee HacTpoeH anroputm nepenonHeHns ovepeaen WRED.

PC1 RouterA PC2

& nspX 192.18.0.0/24 ﬂ 192.18.1.0i24 & nspX
oth1 S2228 othz
Ipv4: 198.18.0.101/24

Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.101/24

PucyHok 77 — Cxema HacTponku paboTbl npeaoTBpalleHnsa neperpysku ovepegen WRED
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13.11.2 dTanbl HACTPOUKMU

13.11.2.1 Bongute B pexumm rnobanbHOM KOHUrypaumm Ha YCTpoMCTBax nepen
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,

MapLupyTM3aumto, 6e3onacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

13.11.2.2 Hactponte Ha PC1l ip agpec 198.18.0.101/24 wn wmapwpyT Ao
cetn 198.18.1.0/24

13.11.2.3 Hactponte Ha PC2 ip agpec 198.18.1.101/24 v mapwpyT go cetn 198.18.0.0/24

13.11.2.4 HactponTe RouterA

13.11.2.4.1 Hactpoute nutepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#shutdown
RouterA(config-if-[eth1])#ip mtu 570
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.1/24
RouterA(config-if-[eth1])#exit

13.11.2.4.2 HactpouTe nutepdemnc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.1.1/24
RouterA(config-if-[eth2])#exit

13.11.2.4.3 HacTtpouTe anroputm ynpasneHus nepenonHeHnm ovyepegen WRED

RouterA(config)#qos eth2
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RouterA(config-qos[eth2])#qos type wred 1 parent root queues 15 default-queue 0
RouterA(config-qos[eth2])#virtual-queue type wred parent 1 0 queue-size 100000 min 50000 max 80000 avpkt

1000 burst 60 probability 1
RouterA(config-qos[eth2])#virtual-queue type wred parent 1 1 queue-size 100000 min 50000 max 80000 avpkt

1000 burst 60 probability 5
RouterA(config-qos[eth2])#exit

13.11.2.5 CoxpaHuTe HaCTPOWKM

Mcnonb3yinte komaHay write <name> ons CoxpaHeHNsa HacTPOeK Ha YCTpoMCTBax

@ HanomuHaHue

Router#write <name>

13.11.3 NpoBepka HacTpoek
13.11.3.1 BeinonHute komaHgy show qos eth2 Ha RouterA gns BbiBoga Ha 9KpaH

cTaTucTukm nocne Hactponkn WGRED

gdisc gred 1: root refcnt 2 vgs 15 default 0

vq 0 prio 8 limit 2700000b min 50000b max 80000b ewma 4 probability 0.01
Scell_log 14

Queue size: average 0b current Ob

Dropped packets: forced 0 early 0 pdrop 0 other 0

Total packets: 0 (Ob)

vq 1 prio 8 limit 100000b min 50000b max 80000b ewma 4 probability 0.05
Scell_log 14

Queue size: average 0b current Ob

Dropped packets: forced 0 early 0 pdrop 0 other O

Total packets: 0 (Ob)
Sent 0 bytes 0 pkt (dropped 0, overlimits 0 requeues 0)
backlog Ob Op requeues 0

13.11.3.2 BbinonHute kKomaHgy iperf3 -s -B 198.18.1.101 -p 6000 Ha PC2 anga 3anycka
yTUnnThI iperf B pexxume cepeepa

13.11.3.3 BbinonHute komangy iperf3 -¢c 198.18.1.101 -b 470m -p 6000 --tos 4 -i 10 -P 2
Ha PC1 anga 3anycka ytunutel iperf B pexume KnneHTa

13.11.3.4 BbinonHute komaHay show qos eth2 Ha RouterA Ona BbiBoga Ha 9KpaH

cTaTUCTUKKM nocne HacTporkn WGRED
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Ybeautechb, 4TO nakeTbl OT6pOLIJeHbI M MOTOK nonaJsi B ovepenb vq 1

gdisc gred 1: root refcnt 2 vgs 15 default 0

vq 0 prio 8 limit 100000b min 50000b max 80000b ewma 4 probability 0.01
Scell_log 14

Queue size: average 0b current Ob

Dropped packets: forced 0 early 0 pdrop 0 other 0

Total packets: 25 (2279b)

vq 1 prio 8 limit 100000b min 50000b max 80000b ewma 4 probability 0.05
Scell_log 14

Queue size: average 0b current Ob

Dropped packets: forced 0 early O pdrop 35 other 0

Total packets: 66600 (1227411874b)
Sent 1226707115 bytes 810363 pkt (dropped 35, overlimits O requeues 1153)
backlog Ob Op requeues 1153

13.12 HacTpowmka paboTbl npeaoTBpaLleHnsa neperpysku odyepegen RIO

13.12.1 OnucaHue HaCTPOUKMN

Kak nokasaHo Ha puUcCyHke 78 B Ka4yecTBe OCHOBHOIO YCTPOWCTBa BblOpaH CEepPBUCHbIV
MapLupyTtmsaTtop - RouterB.

BbinonHeHO dwm3nyeckoe NOOKMYEHME UM HACTpoWKa cocTaBa 0bOpyaoBaHUS
B COOTBETCTBMM CO CXEMOWN.

Ha RouterB HacTpoeHbl uHTepdgencol: ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

Ha ycTtponcTtee HacTpoeH anropmutm nepenonHeHnsa ovepenen RIO.

pct RouterA pc2
Iperf3 knuent Iperf3 cepaep

198.18.0.0/24 O ooog 198.18.1.0/24
=
sth1 0 0000 RN
Ipv4: 198.18.0.101/24 Ipv4: 198.18.0.1/24 Ipva: 198.18.1.1/24 Ipvd: 198.18.1.101/24

PucyHok 78 — Cxema HacTponkun paboTbl npegoTBpalleHnsa neperpysku odepegen RIO
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13.12.2 3Ttanbl HACTPOUKMU

13.12.2.1 Bongute B pexum rnobanbHOM KOHUrypaumm Ha YCTpPoOMCTBax nepepn
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,

MapLipyTM3aumto, 6e30nacHOCTb U ApyrMe napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

13.12.2.2 Hactponte Ha PC1l ip agpec 198.18.0.101/24 n mapwpyT go cetn 198.18.1.0/24
13.12.2.3 Hactponte Ha PC2 ip agpec 198.18.1.101/24 v mapwpyT go cetn 198.18.0.0/24
13.12.2.4 HactponTe RouterA

13.12.2.4.1 HactpowuTe nHTepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.1/24
RouterA(config-if-[eth1])#exit

13.12.2.4.2 HactpouTe nHtepdemnc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.1.1/24
RouterA(config-if-[eth2])#exit

13.12.2.4.3 HactpouTe anroputm ynpasneHus nepenonHenus ovyepenen RIO

RouterA(config)#qos eth2

RouterA(config-qos[eth2])#qos type rio 1 parent root queues 16 default-queue 2
RouterA(config-gos[eth2])#virtual-queue type rio parent 1 0 queue-size 100000 min 40000 max 85000 avpkt
1000 burst 55 probability 2 prio 1
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RouterA(config-qos[eth2])#virtual-queue type rio parent 1 8 queue-size 100000 min 40000 max 85000 avpkt
1000 burst 55 probability 2 prio 3

RouterA(config-qos[eth2])#virtual-queue type rio parent 1 4 queue-size 100000 min 40000 max 85000 avpkt
1000 burst 55 probability 2 prio 2

RouterA(config-qos[eth2])#end

13.12.2.5 CoxpaHuTe HaCTPOWKM

Mcnonb3yinte komaHay write <name> ons CoxpaHeHNsa HacTpPOeK Ha YCTponcTBax

@ HanomuHaHue

Router#write <name>

13.12.3 NpoBepka HacTpoek

13.12.3.1 BeinonHute komaHay show qos eth2 Ha RouterA ons NnpoBepku CTaTUCTUKK

gdisc gred 1: root refcnt 2 vgs 15 default 0

vq 0 prio 8 limit 100000b min 50000b max 80000b ewma 4 probability 0.01
Scell_log 14

Queue size: average Ob current Ob

Dropped packets: forced 0 early O pdrop 0 other 0

Total packets: 0 (Ob)

vq 1 prio 8 limit 100000b min 50000b max 80000b ewma 4 probability 0.05
Scell_log 14

Queue size: average Ob current Ob

Dropped packets: forced 0 early O pdrop O other 0

Total packets: 0 (Ob)

13.12.3.2 BbinonHute KomaHay iperf3 -s -B 198.18.1.101 -p 6000 & iperf3 -s -B
198.18.1.101 -p 7000 & iperf3 -s -B 198.18.1.101 -p 8000 Ha PC2 anga 3anycka ytunuTsl iperf B
pexvmMe cepsepa

13.12.3.3 BbinonHute komaHay iperf3 -¢ 198.18.1.101 -b 400m -p 6000 -u -i 10 -—bytes
150m -T T1 & iperf3 -c 198.18.1.101 -b 400m -p 7000 -u --tos 32 -i 10 -—bytes 150m -T T2 &
iperf3-c 198.18.1.101 -b 400m -p 8000 -u --tos 16 -i 10 -—bytes 150m —T T3 Ha PC1 gns 3anycka
yTuUnuTbl iperf B pexxmme KnueHTa

13.12.3.4 BeinonHute komaHay show qos eth2 Ha RouterA ons NnpoBepku CTaTUCTUKU
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qdisc gred 1: root refcnt 2 vgs 16 default 2 grio
vq 0 prio 1 limit 100000b min 40000b max 83Kb ewma 5 probability 0.02 Scell_log 15
Queue size: average Ob current Ob
Dropped packets: forced 972 early 5 pdrop 62 other 0
Total packets: 217358 (323709454b)
vq 4 prio 2 limit 100000b min 40000b max 83Kb ewma 5 probability 0.02 Scell _log 15
Queue size: average Ob current Ob
Dropped packets: forced 1138 early 5 pdrop O other O
Total packets: 217248 (323699520b)
vq 8 prio 3 limit 200000b min 40000b max 83Kb ewma 5 probability 0.02 Scell_log 15
Queue size: average Ob current Ob
Dropped packets: forced 1255 early 30 pdrop 0 other O
Total packets: 217248 (323699520b)
Sent 484745177 bytes 325384 pkt (dropped 543, overlimits 513 requeues 0)
backlog 0b Op requeues 0

Y6eautech, 4to y notoka ToS=0 meHbLle oTOpoLieHO nakeToB Yem y ToS=16 n ToS=32,

ay Tos=16 meHbLle yem y T0S=32
13.13 Hactpowmka paboTbl Q0S ancuunnuHbl o6cnyxuBaHua WRR

13.13.1 OnucaHue HaCTPOUKMN

Kak nokasaHo Ha pucyHKke 79 B KayeCTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CepBUCHbIE
MapuwpyTtumsaTtopbl - RouterA, RouterB. Bce yctponctsa nogkntoyeHsl kK RouterB - PC1, PC2.

BbinonHeHO dwm3nMyeckoe NOOKMYEHME UM HACTpoOMKa cocTaBa 0bOpyaoBaHUS
B COOTBETCTBMM CO CXEMOW.

Ha RouterA n RouterB HacTpoeHbl nHTepdencoi.

Ha RouterB HacTpoeHa gucuunnuHa QoS Weighted Round Robin.
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PucyHok 79 — Cxema Hactponkun gucumnnmHbl WRR

13.13.2 3Tanbl HACTPOUKMU

13.13.2.1 Bongute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen

HaCTPOMKOM

Mpu HacTpoiike ceTeBoro o6opyaoBaHUS, OOHUM M3 TMaBHbIX LIAroB, sIBNSIETCA BXon B

KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM

CTPOKN. B KOHUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWMKU  UHTEpPdEnCcoB,

MapLupyTM3aumto, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal
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13.13.2.2 Hactponte Ha PC1 ip agpec 100.1.0.2/24
13.13.2.3 Hactponte Ha PC2 ip agpec 100.1.0.3/24
13.13.2.4 Hactpounte RouterA

13.13.2.4.1 HactpowuTe nHTepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

13.13.2.4.2 Hactpoute nutepcemnc eth1.10

RouterA(config)#interface eth1.10
RouterA(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterA(config-if-[eth1.10])#no shutdown
RouterA(config-if-[eth1.10])#ip address 100.1.0.1/24
RouterA(config-if-[eth1.10])#end

13.13.2.5 HactpownTe RouterB
13.13.2.5.1 HactpowuTe nHTepdemc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

13.13.2.5.2 Hactpoute nutepcemnc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

13.13.2.5.3 HactpouTe nHtepdemnc switchport2

RouterB(config)#tinterface switchport2
RouterB(config-switchport2)#switchport access vlian 10
RouterB(config-switchport2)#no shutdown
RouterB(config-switchport2)#exit
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13.13.2.5.4 Hactpounte nutepdemnc vian10

RouterB(config)#tinterface vilan10
RouterB(config-if-[vlan10])#vid 10 ethertype 0x8100
RouterB(config-if-[vlan10])#no shutdown
RouterB(config-if-[vlan10])#exit

13.13.2.5.5 HactpouTe nutepdenc eth1.10 n nogknoumte KapTbl 4159 MApKUPOBKKU NOns
PCP

RouterB(config)#interface eth1.10
RouterB(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterB(config-if-[eth1.10])#no shutdown
RouterB(config-if-[eth1.10])#egres-map 1 1
RouterB(config-if-[eth1.10])#egres-map 3 3
RouterB(config-if-[eth1.10])#exit

13.13.2.5.6 Hactpounte nutepdenc br1

RouterB(config)#interface brl
RouterB(config-if-[bri])#include eth1.10
RouterB(config-if-[brl])#include vlan10
RouterB(config-if-[brl])#include eth2
RouterB(config-if-[brl])#no shutdown
RouterB(config-if-[brl])#exit

13.13.2.5.7 3apante L2 ACL ans Kaxgoro KnneHTa

RouterB(config)#l2 access-list 1 in-interface eth2

RouterB(config)#l2 access-list 3 in-interface vlan10

RouterB(config)#l2 mangle-list PREROUTING access-list 1 set-skb-prio 1
RouterB(config)#12 mangle-list PREROUTING access-list 3 set-skb-prio 3

13.13.2.5.8 Hactponte WRR

RouterB(config)#qgos eth2
RouterB(config-qos[eth2])#qos type wrr 1 parent root length 1024 weights w1 10 w3 40
RouterB(config-qos[eth2])#exit
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13.13.2.6 CoxpaHuTe HaCTPOWKM

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

13.13.3 NpoBepkKka HacTpoek
13.13.3.1 BbinonHute komangy iperf server bind 100.1.0.1 port 6000 udp Ha RouterA gns
3anycka ytunutbl iperf B pexunme cepBepa 1 nocne 3anycka knueHtoB Iperf, ybegurtech, 4To

naketbl ObINM OTOPOLUEHbI M KIAMEHTCKME CKOPOCTU pacnpefenunuce B npubnuanTtensHom
nponopumumn 1:3

[ 1] local 100.1.0.4 port 6000 connected with 100.1.0.2 port 59263

[ 2] local 100.1.0.4 port 6000 connected with 100.1.0.3 port 54511

[ID] Interval Transfer Bandwidth litter Lost/Total Datagrams

[ 1] 0.0000-10.0672 sec 318 MBytes 265 Mbits/sec 0.081 ms 583663/810743 (72%)
[ 2] 0.0000-10.0141sec 892 MBytes 747 Mbits/sec 0.025 ms 177603/813764 (22%)

13.13.3.2 BbinonHute komangy iperf -¢c 100.1.0.1 -b 1000m -p 6000 -u Ha PC1 ansa

3anycka iperf B pexume KnmeHTta

13.13.3.3 BbinonHute komangy iperf -¢c 100.1.0.1 -b 1000m -p 6000 -u Ha PC2 gns

3anycka iperf B pexume KrnveHTta

13.14 Hactpowmka paboTbl Q0S ancumnanHbl o6cnyxxuBaHusa Input

13.14.1 OnucaHue HaCTPOMKMN

Kak nokasaHo Ha pucyHke 80 B KauyeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHLIE
MapupyTtmnsaTtopsbl - RouterA n RouterB.
BbinonHeHO um3nyeckoe NOAKMIYEHME UM HacTponka cocTaBa obopyaoBaHus B

COOTBETCTBUM CO CXEMOI NPOBEAEHNS MPOBEPKU.
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RouterA RouterB
‘0 ooog .0 ooog
='nD DoDD g e ='p pooo
ipv4:198.18.1.1/24 ipv4:198.18.1.2/24

PucyHok 80 — Cxema HacTponkn metoankm QoS Input

13.14.2 9Tanbl HACTPOUKMU

13.14.2.1 Bongute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro obopyaoBaHMs, OOAHUM U3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUrypaunoHHbIN peXnM - 3TO OONH U3 PEXUMOB KOMaHLHOW
CTPOKN. B  KOHPUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKU UHTEPdENCcoB,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

13.14.2.2 HactponTe RouterA
13.14.2.2.1 HactpouTe nHtepemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#end
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13.14.2.3 HactpownTte RouterB
13.14.2.3.1 Hactpoute nutepdemc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

13.14.2.3.2 Hactpoute gucumnnuny QOS gna Bxoasdulero Tpaduka

RouterB(config)#qgos ethl
RouterB(config)#qos type input rate 10Mbit burst 10000000
RouterB(config)#end

13.14.2.4 CoxpaHuTe HaCTPOWKM

|/|CI'IOJ'Ib3yI7ITe KOMaHAay write <name> ons COXpaHeHNA HaCcTpoeK Ha yCTpOﬁCTBaX

@ HanomuHaHue

Router#write <name>

13.14.3 NpoBepkKa HacTpoek

13.14.3.1 BeinonHute komangy ping 198.18.1.2 repeat 4 Ha RouterA ans npoBepku
cBA3HOCTU Mexay RouterA v RouterB

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.

64 bytes from 198.18.1.2: icmp_seq=1 ttl=64 time=1.95 ms
64 bytes from 198.18.1.2: icmp_seq=2 ttl=64 time=0.965 ms
64 bytes from 198.18.1.2: icmp_seq=3 ttl=64 time=0.984 ms
64 bytes from 198.18.1.2: icmp_seq=4 ttl=64 time=0.974 ms
--- 198.18.1.2 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 6ms
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13.14.3.2 BeinonHute kKomaHgy iperf server udp bind 198.18.1.2 B pexume cepsepa Ha

RouterB onst usmepeHus nponyckHOn cnocobHOCTH

Server listening on UDP port 5001
UDP buffer size: 176 KByte (default)

[ 1] local 198.18.1.2 port 5001 connected with 198.18.1.1 port 45572
[ID] Interval Transfer Bandwidth Jitter Lost/Total Datagrams
[ 1] 0.0000-10.0019 sec 11.9 MBytes 10.1 Mbits/sec 2.275ms 23556/32124 (73%)

13.14.3.3 BbinonHute komanagy iperf client 198.18.1.2 udp bandwidth 10M B pexume
KnneHTa Ha RouterA ana mamepeHns NponyckHOM cnocoBHOCTW, ucnonb3oBaB bandwidth c

yKaszaHMeM MakcumaribHOW NponycKHOW CMOCOBHOCTM U AOOXKUTECH €€ BbIMOSTHEHMS.

Client connecting to 198.18.1.2, UDP port 5001
Sending 1470 byte datagrams, IPG target: 1176.00 us (kalman adjust)
UDP buffer size: 176 KByte (default)

[ 1] local 198.18.1.1 port 44994 connected with 198.18.1.2 port 5001

[ID] Interval Transfer Bandwidth

[ 1] 0.0000-10.0020 sec 11.9 MBytes 10.0 Mbits/sec

[ 1] Sent 8508 datagrams

[ 1] Server Report:

[ID] Interval Transfer Bandwidth Jitter Lost/Total Datagrams
[ 1] 0.0000-10.0019 sec 11.9 MBytes 10.0 Mbits/sec 0.555 ms 6/8507 (0.071%)

13.15 HacTpowmka paboTtbl Q0S gncuunnuHbl o6cnyxuBaHua HFSC

13.15.1 OnucaHue HaCTpPOMKMU

Kak nokasaHo Ha pucyHke 81 B Ka4yeCTBE OCHOBHOIO YCTPOMCTBa BblbpaH CepBUCHbLIN
mapwpytnsatop (RouterA).

BbinonHeHO du3nyeckoe noOAKMYEHNE U HacTpouka cocTtaBa obopyooBaHWA B
COOTBETCTBUMU CO CXEMOM NMPOBEAEHNSA NPOBEPKN.

Ha RouterA HacTpoeHbl nHTepdgencol ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

Ha PC1 HacTtpoeH IP address 198.18.0.10/24.
Ha PC2 HacTtpoeH IP address 198.18.1.10/24.
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PC1 PC2
RouterA

5.0 Ooog
ethl =0 0000 Rt
198.18.0.10/24 198.18.0.1/24 198.18.1.1/24 198.18.1.10/24

PucyHok 81 — Cxema HacTtpoviku metoamkn QOS HFSC

13.15.2 9Ttanbl HACTPOMUKMU

13.15.2.1 Hactponte Ha PC1 ip agpec 198.18.0.10/24

13.15.2.2 Hactponte Ha PC2 ip agpec 198.18.1.10/24

13.15.2.3 Bongute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypaUMOHHbIN pexnMm. KoHUrypaumMOHHbIA peXnm - 3TO OOAWH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHPUIrypauUMOHHOM pexmme MOXHO U3MEHATb HACTPOMKU  UHTEpPdEencosB,

MapLipyTM3aumto, 6e3onacHoOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

13.15.2.4 HactponTe RouterA
13.15.2.4.1 Hactpoute nHtepcemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.0.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

13.15.2.4.2 HactpouTe nHtepdemnc eth2
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RouterA(config)#interface eth2

RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#autonegotiation off duplex full speed 100
RouterA(config-if-[eth1])#exit

13.15.2.4.3 HacTtponte amcumnnunHy obcnyxusaHus odvepenen HFSC Ha mHTepdence
eth2

RouterA(config)#qos eth2

RouterA(config-qos[eth2])#qos type hfsc 1 parent root default-class 50
RouterA(config-qos[eth2])#class type hfsc 1:50 parent 1:0 sc rate 1000Mbit
RouterA(config-qos[eth2])#class type hfsc 1:10 parent 1:0 sc rate 15Mbit
RouterA(config-qos[eth2])#class type hfsc 1:20 parent 1:0 sc rate 85Mbit
RouterA(config-qos[eth2])#exit

13.15.2.4.4 lMpuesknte puUnbTpbl K Knaccam

RouterA(config)#qos eth2
RouterA(config-qos[eth2])#class 1:10 include flow 10
RouterA(config-qos[eth2])#class 1:20 include flow 20
RouterA(config-qos[eth2])#exit

13.15.2.4.5 HacTtpouTe cnnucku KOHTpons goctyna ans ovnstpauyumn Tpaduka

RouterA(config)#ip access-list 10 protocol udp destinationports 5001
RouterA(config)#ip access-list 20 protocol udp destinationports 5002
RouterA(config)#ip mangle-list prerouting access-list 10 set-flow-id 10
RouterA(config)#ip mangle-list prerouting access-list 20 set-flow-id 20

13.15.2.5 CoxpaHuTe HaCTPOWKn

Mcnonb3ynte komaHay write <name> ons coxpaHeHUsa HacTPOeK Ha YCTponcTBax

@ HanomuHaHue

Router#write <name>
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13.15.3 NpoBepkKka HacTpoek
13.15.3.1 BbinonHute komaHay ping 198.18.1.10 -c 4 Ha PC1 ansa npoBepKn CBA3HOCTU
mexay PC1un PC2

PING 198.18.1.10 (198.18.1.10) 56(84) bytes of data.

64 bytes from 198.18.1.10: icmp_seq=1 ttl=63 time=1.41 ms
64 bytes from 198.18.1.10: icmp_seq=2 tt|=63 time=2.00 ms
64 bytes from 198.18.1.10: icmp_seqg=3 tt|=63 time=1.80 ms
64 bytes from 198.18.1.10: icmp_seq=4 tt|=63 time=1.44 ms

--- 198.18.1.10 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 1.411/1.662/1.997/0.245 ms

13.15.3.2 BbinonHute komaHay iperf3 -s -p 5001 & iperf3 -s -p 5002 Ha PC2 ons 3anycka

yTUNuThLI iperf B pexunme cepsepa

Server listening on 5001 (test #1)
Server listening on 5002 (test #1)

13.15.3.3 BbinonHute komangy iperf3 -u -¢ 198.18.1.10 -p 5001 -b 100m -t 10 -T 1 & iperf3
-u -c 198.18.1.10 -p 5002 -b 100m -t 10 -T 2 Ha PC1 ans 3anycka ytunuTthl iperf B pexume

KnneHTa

: Connecting to host 198.18.1.10, port 5001
: Connecting to host 198.18.1.10, port 5002
: [ 5] local 198.18.0.10 port 35355 connected to 198.18.1.10 port 5001
: [ 5] local 198.18.0.10 port 47223 connected to 198.18.1.10 port 5002

N =, N -

13.15.3.4 Tlocne 3anycka ytunutel iperf B pexume knuenta Ha PC1, ybeantecb 4to Ha
PC2 nponyckHas cnocobHOCTb COOTBETCTBYET KOHbMrypaumm
Bitrate ogHoro notoka UDP-Tpaduka cootBeTcTBYyeT ~15 Mbit/sec, Bitrate BToporo notoka

UDP-Ttpacumka cootBeTcTBYyeT ~80-85 Mbit/sec.
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Server listening on 5001 (test #1)
Server listening on 5002 (test #1)

Accepted connection from 198.18.0.10, port 33880
Accepted connection from 198.18.0.10, port 60562
[ 5] local 198.18.1.10 port 5001 connected to 198.18.0.10 port 49533
[ 5] local 198.18.1.10 port 5002 connected to 198.18.0.10 port 60473

[ ID] Interval

[ ID] Interval

[ 5] 0.00-1.00
[ 5] 0.00-1.00
[ 5] 1.00-2.00
[ 5] 1.00-2.00
[ 5] 2.00-3.00
[ 5] 2.00-3.00
[ 5] 3.00-4.00
[ 5] 3.00-4.00
[ 5] 4.00-5.00
[ 5] 4.00-5.00
[ 5] 5.00-6.00
[ 5] 5.00-6.00
[ 5] 6.00-7.00
[ 5] 6.00-7.00
[ 5] 7.00-8.00
[ 5] 7.00-8.00
[ 5] 8.00-9.00
[ 5] 8.00-9.00

Transfer
Transfer

sec
sec
sec
sec
sec
sec
sec
sec
sec
sec
sec
sec
sec
sec
sec
sec
sec
sec

1.94 MBytes
9.44 MBytes
9.69 MBytes
1.71 MBytes
9.69 MBytes
1.71 MBytes
9.69 MBytes
1.71 MBytes
1.71 MBytes
9.69 MBytes
9.69 MBytes
1.71 MBytes
9.69 MBytes
1.71 MBytes
1.34 MBytes
1.61 MBytes
1.74 MBytes
9.67 MBytes

Bitrate
Bitrate

Jitter
Jitter
16.3 Mbits/sec
79.2 Mbits/sec
81.3 Mbits/sec
14.4 Mbits/sec
81.3 Mbits/sec
14.4 Mbits/sec
81.3 Mbits/sec
14.3 Mbits/sec
14.3 Mbits/sec
81.3 Mbits/sec
81.3 Mbits/sec
14.4 Mbits/sec
81.3 Mbits/sec
14.3 Mbits/sec
11.3 Mbits/sec
13.5 Mbits/sec
14.6 Mbits/sec
81.1 Mbits/sec

1.132 ms
0.278 ms
0.251 ms
1.138 ms
0.268 ms
1.385 ms
0.210 ms
1.154 ms
1.506 ms
0.309 ms
0.211 ms
1.138 ms
0.217 ms
1.505 ms
0.210 ms
0.277 ms
1.260 ms
0.199 ms

Lost/Total Datagrams
Lost/Total Datagrams

79/1483 (5.3%)

408/7244 (5.6%)
1606/8625 (19%)
7334/8573 (86%)
1623/8641 (19%)
7453/8692 (86%)
1601/8619 (19%)
7335/8573 (86%)
7446/8684 (86%)
1630/8648 (19%)
1603/8622 (19%)
7335/8574 (86%)
1623/8641 (19%)
7453/8691 (86%)
8804/9777 (90%)

14362/15528 (92%)

450/1708 (26%)
487/7486 (6.5%)

[ 5] 9.00-10.00 sec 9.69 MBytes 81.3 Mbits/sec 0.246 ms 1600/8618 (19%)
[ 5] 9.00-10.00 sec 1.71 MBytes 14.3 Mbits/sec 1.824 ms 7454/8692 (86%)
[ 5] 10.00-10.06 sec 636 KBytes 81.3 Mbits/sec 0.288 ms 120/570 (21%)
[ 5] 10.00-10.06 sec 113 KBytes 14.5 Mbits/sec 1.602 ms 458/538 (85%)

[ ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams
[ ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams
[ 5] 0.00-10.06 sec 17.4 MBytes 14.5 Mbits/sec 1.602 ms 67159/79736 (84%) receiver
[ 5] 0.00-10.06 sec 88.9 MBytes 74.1 Mbits/sec 0.288 ms 21105/85491 (25%) receiver
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14CpencrtBa obecnevyeHUs HaOEXXHOCTU CeTU
14.1 HacTtpowmka Bond (bonding lacp)

14.1.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 82 B KadeCTBE OCHOBHOrO yCTpPOWCTBa BblOpaH CEepPBUCHbIV
MapLpyTusaTop (ganee RouterB).

Ha RouterB HacTpoeHbl nHTepdenchl 1 arpermposaHme kaHanoB (bonding) - nHTepdgenc
BondO - IP address 192.168.0.2.

PC RouterA

el eth1
- O Dooo
Bond0:192.168.0.1 Bond0:192.168.0.2 . no .I
e2 eth2

PucyHok 82 — Cxema HacTponku npoTtokosia Bond

14.1.2 3JTanbl HACTPOMNKMU CETH

14.1.2.1 Bowgute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOMCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUdA, OAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIrypaunoHHbIN PEXUM - 3TO OAMH U3 PEXMMOB KOMaHAHOW
CTPOKU. B KOH(UrypaumMOHHOM peXmme MOXHO MU3MEHSATb HACTPOMKU UHTEePdENCcos,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal
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14.1.2.2 HacTtponTe KOHe4YHble ycTpouncTsa - PC
14.1.2.3 Hactpouka RouterA

14.1.2.3.1 OTknIouymMTe TEKYLLMIA Vlan ncnonb3yemblii N0 yMOYaHMIo

RouterB(config)#no interface vlianl

14.1.2.3.2 Bknouute nHtepdemc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

14.1.2.3.3 Bkntouute nHtepdenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

14.1.2.3.4 Hactpoute nutepdenc Bond0

RouterB(config)tinterface bond0
RouterB(config-if-[bond0])#ip address 192.168.0.2/24
RouterB(config-if-[bond0])#enslave ethl
RouterB(config-if-[bond0])#enslave eth2
RouterB(config-if-[bond0])#hash-policy layer3+4
RouterB(config-if-[bond0])#mode 802.3ad
RouterB(config-if-[bond0])#lacp-rate fast
RouterB(config-if-[bond0])#no shutdown
RouterB(config-if-[bond0])#end

14.1.2.4 CoxpaHuTe HaCTPOWKM

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gns COXpaHeHnA HaCTpoOeEK Ha yCTpOVICTBaX

@ HanomuHaHue

Router#write <name>
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14.1.3 TlpoBepKa HacTpoek
14.1.3.1 TlpoBepbTe HacTponkn bond Ha PC
14.1.3.2 BbinonHute komaHay iperf server bind 192.168.0.2 interval 1 Ha RouterA gns

NPOBEpPKM NPONYCKHON CNOCOBGHOCTM

Server listening on TCP port 5001
TCP window size: 85.3 KByte (default)

[ 1] local 192.168.0.2 port 5001 connected with 192.168.0.1 port 53554 (icwnd/mss/irtt=14/1460/630)
[ 2] local 192.168.0.2 port 5001 connected with 192.168.0.1 port 53568 (icwnd/mss/irtt=14/1460/555)
[ID] Interval  Transfer Bandwidth

[ 1] 0.0000-1.0000 sec 97.7 MBytes 819 Mbits/sec

[ 2] 0.0000-1.0000 sec 93.1 MBytes 781 Mbits/sec

[SUM] 0.0000-1.0000 sec 191 MBytes 1.60 Gbits/sec

[ 1] 1.0000-2.0000 sec 113 MBytes 949 Mbits/sec

[ 2] 1.0000-2.0000 sec 113 MBytes 949 Mbits/sec

[SUM] 1.0000-2.0000 sec 226 MBytes 1.90 Gbits/sec

[ 1] 2.0000-3.0000 sec 113 MBytes 950 Mbits/sec

[ 2] 2.0000-3.0000 sec 113 MBytes 949 Mbits/sec

[SUM] 2.0000-3.0000 sec 226 MBytes 1.90 Gbits/sec

14.1.3.3 BbinonHute komaHgy iperf server bind 192.168.0.2 interval 1 gnsa npoBepku
arperaumn kaHanos. Nepen npoBepkon BbikNtounTe eth1 Ha RouterA n nocMoTpuTe NorMaeT nu
Tpaduk.

14.1.3.3.1 Bebikntounte eth1 Ha RouterA

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#shutdown
RouterB(config-if-[eth2])#exit

14.1.3.3.2 BbInonHuTE NpoBepky

Server listening on TCP port 5001
TCP window size: 85.3 KByte (default)

[ 1] local 192.168.0.2 port 5001 connected with 192.168.0.1 port 48282 (icwnd/mss/irtt=14/1460/629)
[ID] Interval  Transfer Bandwidth

[ 1] 0.0000-1.0000 sec 96.7 MBytes 811 Mbits/sec

[ 2] local 192.168.0.2 port 5001 connected with 192.168.0.1 port 48298 (icwnd/mss/irtt=14/1460/422)
[ 2] 0.0000-1.0000 sec 48.6 MBytes 408 Mbits/sec

[ 1] 1.0000-2.0000 sec 62.5 MBytes 524 Mbits/sec

[SUM] 1.0000-2.0000 sec 111 MBytes 932 Mbits/sec
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14.2 HacTtpowmka npoTtokona otkazoyctonunBoctm Ha WAN noptax CARP

14.2.1 OnucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 83 B KayeCTBE€ OCHOBHbIX YCTPOMCTB BblOpaHbl CEPBUCHbIE
MapLupyTtmsaTtopsbl - RouterA, RouterB, RouterC, RouterD.

Ha mapuipytnsatopax HacTpOeHbl MHTEP(UCHI U MapLUpyTU3aLns.

Ha RouterA n RouterB HacTpoeH NMpoTtokon Oynnukauum O6wero Agpeca (CARP).

VLAN200

! 1
I 1
! 1
I
RouterA 1 Rc,iuterD
I
! :
I

— o[o/c[ofl- - - -
=1 poooo eth2 ! switchport1 —

Ipv4: 200.1.0.2/24 ! 11!
1

A I

eth1 VLAN201

Ipv4:100.1.0.1/24

101:2.2.2,2/32 switchport2

swithport1
eth2
Ipvé4: 201.1.0.2/24
lo1: 1.1.1.1/32
-0 0Oog
[ =8EF

Ipv4:100.1.0.2/24

RouterC RouterB

VLAN100

1

1

1

1

1
® : -0 gooo
a i 1 =: alllalalala

switchport2 | eth1

1

1

1

1

1

PucyHok 83 — Cxema HacTtponkun npotokona CARP

14.2.2 3OTanbl HACTPOUKU CETU

14.2.2.1 Bowgute B pexum rrnobanbHOM KOHdUrypauum Ha YCTPOMCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHNA, OOAHUM U3 FMNaBHbIX LLAroB, ABNAETCS BXOL B

KOHPUTrypaLUMOHHbIN peXxuM. KoHMUrypaunoHHbIN PEXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW
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CTPOKN. B  KOHUIypauUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKM UHTepdencos,
MapLupyTusauuto, 6esonacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.
® HanomunaHme

Router#configure terminal

14.2.2.2 Hactponte RouterA
14.2.2.2.1 Hactpoute nutepdemnc eth1

RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

14.2.2.2.2 Hactpoute nutepdemnc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 200.1.0.2/24
RouterA(config-if-[eth2])#exit

14.2.2.2.3 HacTtpouTte mapLupyTmsauuto

RouterA(config)#ip route 2.2.2.2/32 200.1.0.1
RouterA(config)#ip route 1.1.1.1/32 100.1.0.5

14.2.2.2.4 Bsegute komaHgbl ana 3anycka [potokona Oynnukaumm OOwero Agpeca
(CARP) Ha nHTepdence

RouterA(config)#carp ethl id 1 address 100.1.0.10 password istokistok timer 3
RouterA(config)#end

14.2.2.3 Hactponte RouterB
14.2.2.3.1 HactpouTe nHTepdemnc eth1

Bepcust 9.0 382



Cpepactsa obecneyeHns HagexHoOCTH ceTu WNHCTPYKLMSA No HacTporike
KPrI1I.465614.001-181C3

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 100.1.0.2/24
RouterB(config-if-[eth1])#exit

14.2.2.3.2 Hactpoute nHtepenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 201.1.0.2/24
RouterB(config-if-[eth2])#exit

14.2.2.3.3 HacTtpouTte mapLupyTmsauuto

RouterB(config)#ip route 1.1.1.1/32 100.1.0.5
RouterB(config)#ip route 2.2.2.2/32 201.1.0.1

14.2.2.3.4 Bsegute komaHgbl ans 3anycka [potokona Oynnukaumm OOwero Agpeca
(CARP) Ha nHTepdence

RouterB(config)#carp ethl id 1 address 100.1.0.10 password istokistok timer 3
RouterB(config)#tend

14.2.2.4 Hactponte RouterC

14.2.2.4.1 HactpowuTte loopack-nHtepdenc lo1

RouterC(config)#interface lo1
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 1.1.1.1/32
RouterC(config-if-[lo1])#exit

14.2.2.4.2 HactponTe nHrepgenc switchport1

RouterC(config)#tinterface switchportl
RouterC(config-switchport1)#no shutdown
RouterC(config-switchport1)#switchport access vian 100
RouterC(config-switchport1)#exit
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14.2.2.4.3 Hactpoute nutepdemnc switchport2

RouterC(config)#tinterface switchport2
RouterC(config-switchport2)#no shutdown
RouterC(config-switchport2)#switchport access vian 100
RouterC(config-switchport2)#exit

14.2.2.4.4 BHecute VLAN B 6a3y gaHHbIX
RouterC(config)#vlan 100

14.2.2.4.5 HacTtpouTte MapLupyTmMsauuto
RouterC(config)#ip route 0.0.0.0/0 100.1.0.10

14.2.2.4.6 Hactpowure interface vlan100

RouterC(config)#interface vlan100
RouterC(config-if-[vlan100])#vid 100 ethertype 0x8100
RouterC(config-if-[vlan100])#no shutdown
RouterC(config-if-[vlan100])#ip address 100.1.0.5/24
RouterC(config-if-[vlan100])#end

14.2.2.5 Hactponte RouterD
14.2.2.5.1 HactpowuTe loopback-untepdenc lo1

RouterD(config)#interface lol
RouterD(config-if-[lo1])#no shutdown
RouterD(config-if-[lo1])#ip address 2.2.2.2/32
RouterD(config-if-[lo1])#exit

14.2.2.5.2 HactpouTe nHtepgenc switchport1

RouterD(config)#interface switchportl
RouterD(config-switchportl)#no shutdown
RouterD(config-switchportl)#switchport access vian 200
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RouterD(config-switchportl)#exit
14.2.2.5.3 HactpouTe nHtepdemnc switchport2

RouterD(config)#interface switchport2
RouterD(config-switchport2)#no shutdown
RouterD(config-switchport2)#switchport access vlian 201
RouterD(config-switchport2)#exit

14.2.2.5.4 BHecute VLAN B 6a3y AaHHbIX
RouterD(config)#vlan 200-201
14.2.2.5.5 HacTponTe mapLpyTm3aumto

RouterD(config)#ip route 1.1.1.1/32 201.1.0.2 20
RouterD(config)#ip route 1.1.1.1/32 200.1.0.2 10

14.2.2.5.6 HactpourTe interface vlan200

RouterD(config)#interface vlan200
RouterD(config-if-[vlan200])#vid 200 ethertype 0x8100
RouterD(config-if-[vlan200])#no shutdown
RouterD(config-if-[vlan200])#ip address 200.1.0.1/24
RouterD(config-if-[vlan200])#exit

14.2.2.5.7 Hactpowure interface vian201

RouterD(config)#interface vlan201
RouterD(config-if-[vlan201])#vid 201 ethertype 0x8100
RouterD(config-if-[vlan201])#no shutdown
RouterD(config-if-[vlan201])#ip address 201.1.0.1/24
RouterD(config-if-[vlan201])#end

14.2.2.6 CoxpaHuTe HaCTPOMNKK

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gnsa COXpaHeHnA HaCTpOEK Ha yCTpOIZCTBaX
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@ HanomuHaHue

Router#write <name>

14.2.3 TpoBepka HacTpoek
14.2.3.1 BbinonHute komaHay show carp eth1 Ha RouterA gnsa npocmoTpa BbiBoga

HacTpoek npoTtokona CARP

ethernetl
Group ID: 1
Group IP: 100.1.0.10
Password: GQxbNXEmynaED230FsQ4jAA=
Adv. time: 3

14.2.3.2 BbinonHute komaHgy show carp eth1 Ha RouterB ansa npocmoTpa BbiBoga

HacTpoek npoTtokona CARP

ethernetl
Group ID: 1
Group IP: 100.1.0.10
Password: GOQxbNXEmynaED230FsQ4jAA=
Adv. time: 3

14.2.3.3 BbinonHute KomaHagy ping 2.2.2.2 source 1.1.1.1 Ha RouterC, 4TOOGbI

NPOBEPUTb, YTO TpadMK NpoxoauT Yyepes RouterA

PING 2.2.2.2 (2.2.2.2) from 1.1.1.1 : 56(84) bytes of data.
64 bytes from 2.2.2.2: icmp_seq=1 ttl=63 time=1.21 ms
64 bytes from 2.2.2.2: icmp_seq=2 ttl=63 time=1.13 ms
64 bytes from 2.2.2.2: icmp_seq=3 ttl=63 time=1.12 ms

14.2.3.4 BeinonHute komaHay tcpdump eth1 Ha RouterA ana aHanusa Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
21:22:19.498426 IP 1.1.1.1 > 2.2.2.2: ICMP echo request, id 15699, seq 6, length 64

Bepcust 9.0 386



CpepncTBa obecrneyeHns HageXXHOCTH ceTu WHCTpyKUMs No HacTpolike
KPIIr.465614.001-181C3

21:22:19.498999 IP 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 15699, seq 6, length 64

14.2.3.5 Ortknoumte nopt switchport1 Ha RouterD n y6egutech, 4to Tpadumk ¢ RouterC
naet Yepes RouterB

14.2.3.6 BbinonHute komaHay tcpdump eth1 Ha RouterB ans aHanusa Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
06:37:19.021899 IP 1.1.1.1 > 2.2.2.2: ICMP echo request, id 15860, seq 26, length 64
06:37:19.022546 1P 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 15860, seq 26, length 64

14.3 HacTpowuka npoTtokona otkazoyctonumBoct Ha WAN noptax VRRPv2

14.3.1 OnucaHue HaCTpPOMKMU

Kak nokasaHo Ha pucyHke 84 B Ka4yeCcTBe€ OCHOBHOIO YCTPOWCTBaA BblOpaHbl CEpPBUCHbIE
MapLpyTunsaTopsl - RouterA n RouterB.

PC1 n PC2 BaamogentBytoT 4epe3d RouterA m RouterB, Ha KOTOpbIX HacTpoeHa
MapwpyTtmsaumsa yepes VRRP virtual ip.

Virtual ip ykasbiBaeTcs, Kak LUMO3, MO YMOMYaHUIO U B 3aBUCMMOCTU OT COCTOSIHMSA

master/backup 6yget HaxoguTca Ha ogHOM u3 aAByx Router.

RouterA

eth2:100.0.0.2/24 egTeeey  ©th1:192.168.0.2124
='n pooo

PC2 PC1

100.0.0.50/24 192.168.0.50/24
VIP:100.0.0.1 VIP:192.168.0.1

RouterB

th2:100.0.0.3/24 EMes2=N eth1:192.168.0.3/24

PucyHok 84 — Cxema HacTpounku npoTokosia otkasoyctonymsoctn VRRPv2
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14.3.2 3OTanbl HACTPOMKU CETU

14.3.2.1 Bowngute B pexum rnobanbHON KOHUrypauum Ha YCTpPoOMCTBax nepen
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauMOHHOM peXmme MOXHO WU3MEHATb HACTPOWKM WHTEPEENCOB,

MapLupyTM3aumto, 6e3onacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

14.3.2.2 Hactpounte RouterA

14.3.2.2.1 OTknoumTe TEKYLLMIA Vlan ncnonb3yemMbii N0 yMOMYaHMIo
RouterA(config)#no interface vlanl
14.3.2.2.2 HactpouTe nHtepgemnc ethl

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.2/24
RouterA(config-if-[eth1])#exit

14.3.2.2.3 HactpouTe nHtepemnc eth2

RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 100.0.0.2/24
RouterA(config-if-[eth2])#exit

14.3.2.2.4 Cosgante n HacTponte ak3emnnsp VRRP1

RouterA(config)#vrrp 1
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RouterA(config-vrrp-[1])#advertising-interval 1.0
RouterA(config-vrrp-[1])#interface ethl
RouterA(config-vrrp-[1])#priority 100
RouterA(config-vrrp-[1])#track interface eth2
RouterA(config-vrrp-[1])#version 2
RouterA(config-vrrp-[1])#virtual ip 192.168.0.1/24
RouterA(config-vrrp-[1])#virtual-router-id 101
RouterA(config-vrrp-[1])#fauthentication password istokistok
RouterA(config-vrrp-[1])#exit

14.3.2.2.5 Cosgante n HacTponte ak3emnnsp VRRP2

RouterA(config)#vrrp 2
RouterA(config-vrrp-[2])#advertising-interval 1.0
RouterA(config-vrrp-[2])#interface eth2
RouterA(config-vrrp-[2])#priority 100
RouterA(config-vrrp-[2])#track interface ethl
RouterA(config-vrrp-[2])#version 2
RouterA(config-vrrp-[2])#virtual ip 100.0.0.1/24
RouterA(config-vrrp-[2])#virtual-router-id 102
RouterA(config-vrrp-[2])#fauthentication password istokistok
RouterA(config-vrrp-[2])#exit
RouterA(config)#vrrp on

14.3.2.3 Hactpownte RouterB

14.3.2.3.1 OTknouMTe TEKYLLMIA Vlan ncnonb3yemMbii N0 yMOMYaHMIo
RouterB(config)#no interface vlanl
14.3.2.3.2 Hactpoute nutepdeic eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 192.168.0.3/24
RouterB(config-if-[eth1])#exit

14.3.2.3.3 HactpouTe nHtepdemnc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
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RouterB(config-if-[eth2])#ip address 100.0.0.3/24
RouterB(config-if-[eth2])#exit

14.3.2.3.4 Cospgaunte u HacTpoute ak3emnnsap VRRP1

RouterB(config)#vrrp 1
RouterB(config-vrrp-[1])#advertising-interval 1.0
RouterB(config-vrrp-[1])#interface ethl
RouterB(config-vrrp-[1])#priority 50
RouterB(config-vrrp-[1])#track interface eth2
RouterB(config-vrrp-[1])#version 2
RouterB(config-vrrp-[1])#virtual ip 192.168.0.1/24
RouterB(config-vrrp-[1])#virtual-router-id 101
RouterB(config-vrrp-[1])#authentication password istokistok
RouterB(config-vrrp-[1])#exit

14.3.2.3.5 Cospgante n HacTpounTe ak3emnnsap VRRP2

RouterB(config)#vrrp 2
RouterB(config-vrrp-[2])#advertising-interval 1.0
RouterB(config-vrrp-[2])#interface eth2
RouterB(config-vrrp-[2])#priority 50
RouterB(config-vrrp-[2])#track interface ethl
RouterB(config-vrrp-[2])#version 2
RouterB(config-vrrp-[2])#virtual ip 100.0.0.1/24
RouterB(config-vrrp-[2])#authentication password istokistok
RouterB(config-vrrp-[2])#virtual-router-id 102
RouterB(config-vrrp-[2])#exit
RouterB(config)#vrrp on

14.3.2.4 CoxpaHuTe HaCTPOWKM

Mcnonbayiite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>
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14.3.3 TlpoBepkKa HacTpoek
14.3.3.1 BbinonHute komaHay show vrrp Ha RouterA gns npocMoTpa HacTpoek

aksemnnsapa VRRP

VRRP enabled
VRRPv2 instance: 1
State: MASTER
Interface: ethl
Virtual Router ID: 101
Priority: 100
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
192.168.0.1/24
Tracking interfaces:
eth2
VRRPv2 checksum compatibility: False

VRRPvV2 instance: 2
State: MASTER
Interface: eth2
Virtual Router ID: 102
Priority: 100
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
100.0.0.1/24
Tracking interfaces:
ethl
VRRPv2 checksum compatibility: False

14.3.3.2 BbinonHute komaHgy show vrrp Ha RouterB ansa npocMoTpa HacTpoek

ak3emnnapa VRRP

VRRP enabled
VRRPv2 instance: 1
State: BACKUP
Interface: ethl
Virtual Router ID: 101
Priority: 50
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
192.168.0.1/24
Tracking interfaces:
eth2
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VRRPv2 checksum compatibility: False

VRRPv2 instance: 2
State: BACKUP
Interface: eth2
Virtual Router ID: 102
Priority: 50
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
100.0.0.1/24
Tracking interfaces:
ethl
VRRPv2 checksum compatibility: False

14.3.3.3 [lpoBepbTe CBA3HOCTb MEXAY KOHEYHbIMWU YCTPONCTBAMM
14.3.3.4 BbinonHute komangy tcpdump eth1 Ha RouterA, 4tobbl ybeamTbes, 4To Tpadumk

noet yepes RouterA (master)

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes

15:18:00.677480 IP 192.168.0.50 > 100.0.0.50: ICMP echo request, id 27975, seq 11, length 64
15:18:00.678052 IP 100.0.0.50 > 192.168.0.50: ICMP echo reply, id 27975, seq 11, length 64

15:18:01.364450 1P 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 100, authtype simple, intvl
1s, length 20

15:18:01.678702 IP 192.168.0.50 > 100.0.0.50: ICMP echo request, id 27975, seq 12, length 64
15:18:01.679284 IP 100.0.0.50 > 192.168.0.50: ICMP echo reply, id 27975, seq 12, length 64

15:18:02.364753 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 100, authtype simple, intvl
1s, length 20

15:18:02.680011 IP 192.168.0.50 > 100.0.0.50: ICMP echo request, id 27975, seq 13, length 64

14.3.3.5 BbinonHute komangy tcpdump eth1 Ha RouterB, 4tobbl ybeamtbes, 4To Tpadumk

He nget yepes RouterB (backup)

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes

15:18:16.995113 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 100, authtype simple, intvl
1s, length 20

15:18:17.995123 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 100, authtype simple, intvl
1s, length 20

15:18:18.995145 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 100, authtype simple, intvl
1s, length 20

15:18:19.995159 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 100, authtype simple, intvl
1s, length 20
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14.3.3.6 Wa3eneknte kabenb m3 WAN2 nopta RouterA (master) n ybeautecb, 4TO
RouterB (backup) nonyuut ctatyc VRRP master. 3anyctute tTpadumk n ybegmrech, YTo OH MaeT
yepes RouterB (master)

14.3.3.7 BbinonHute komaHay show vrrp Ha RouterB gns npocmoTpa HacTpoek

ak3emnnsapa VRRP

VRRP enabled
VRRPv2 instance: 1
State: MASTER
Interface: ethl
Virtual Router ID: 101
Priority: 50
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
192.168.0.1/24
Tracking interfaces:
eth2
VRRPv2 checksum compatibility: False

VRRPv2 instance: 2
State: MASTER
Interface: eth2
Virtual Router ID: 102
Priority: 50
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
100.0.0.1/24
Tracking interfaces:
ethl
VRRPv2 checksum compatibility: False

14.3.3.8 T[lpoBepbTe CBA3HOCTb MEXAY KOHEYHbIMW YCTPONCTBAMM
14.3.3.9 BbinonHute komangy tcpdump eth1 Ha RouterB, 4tobbl ybeamtbes, 4To Tpadumk

noet yepes RouterB (master)

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes

15:20:02.349536 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 50, authtype simple, intvl 1s,
length 20

15:20:02.730079 IP 192.168.0.50 > 100.0.0.50: ICMP echo request, id 28024, seq 5, length 64

15:20:02.730669 IP 100.0.0.50 > 192.168.0.50: ICMP echo reply, id 28024, seq 5, length 64

15:20:03.349604 1P 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 50, authtype simple, intvl 1s,
length 20
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15:20:03.731296 IP 192.168.0.50 > 100.0.0.50: ICMP echo request, id 28024, seq 6, length 64
15:20:03.731855 IP 100.0.0.50 > 192.168.0.50: ICMP echo reply, id 28024, seq 6, length 64

15:20:04.349732 1P 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 50, authtype simple, intvl 1s,
length 20

14.3.3.10 BbinonHute komaHgy tcpdump eth1 Ha RouterA, 4tobbl ybeamTbes, 4To Tpadumk
He nget yepes RouterA (backup)

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes

15:20:41.727641 1P 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 50, authtype simple, intvl 1s,
length 20

15:20:42.727718 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 50, authtype simple, intvl 1s,
length 20

14.4 Hactpowuka npoTtokona otkazoyctonumsoctu Ha WAN noptax VRRPv3

14.4.1 OnucaHue HaCTPOUKMU

Kak nokasaHo Ha pucyHke 85 B KayecTBe OCHOBHOIO YCTPOWCTBA BblbpaHbl CepBUCHbIE
MapLpyTtmnsaTtopbl - RouterA n RouterB.

PC1 n PC2 B3aumopgenteyoT 4yepe3 RouterA u RouterB, Ha KOTOpbIX HacTpoeHa
MapwpyTunsaums Yyepesd VRRP virtual ip.

Virtual ip ykasblBaeTcs, Kak L3, N0 YMOMNYaHUIO M B 3aBUCMMOCTM OT COCTOSIHUS
master/backup 6yget HaxoguTca Ha ogHOM u3 aAByXx Router.

RouterA

eth2:2002:1:1::2/64 eth1:2001:1:1::2/64

2002:1:1::50/64 2001:1:1::50/64
VIP:2002:1:1::1/64 VIP:2001:1::1/64

é RouterB é

eth2:2002:1:1::3/64 eth1:2002:1:1::3/64

PucyHok 85 — Cxema HacTtporikun VRRPV3
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14.4.2 3JdTanbl HACTPOUKMU CETHU

14.4.2.1 Bowngute B pexum rrnobanbHOM KOHUrypaumm Ha YCTpoMCTBax nepen
HaCTPOWKOM

Mpu HacTponke ceTeBoro obopyaoBaHus, OOHUM U3 FNaBHbIX LIAroB, ABMASETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,

MapLipyTM3aumto, 6e30nacHOCTb U Apyrve napameTpbl yCTPOUCTB.

@ HanomuHaHue

Router#configure terminal

14.4.2.2 Hactpounte RouterA
14.4.2.2.1 Hactpoute nutepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2001:1:1::2/64
RouterA(config-if-[eth1])#exit

14.4.2.2.2 Hactpoute nutepdcemnc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ipv6 address 2002:1:1::2/24
RouterA(config-if-[eth2])#exit

14.4.2.2.3 Cosgante un HacTpoute ak3emnnsp VRRP1

RouterA(config)#tvrrp 1
RouterA(config-vrrp-[1])#advertising-interval 1.0
RouterA(config-vrrp-[1])#fauthentication password istokistok
RouterA(config-vrrp-[1])#interface ethl
RouterA(config-vrrp-[1])#priority 100
RouterA(config-vrrp-[1])#track interface eth2
RouterA(config-vrrp-[1])#version 3
RouterA(config-vrrp-[1])#virtual ip 2001:1:1::1/64
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RouterA(config-vrrp-[1])#virtual-router-id 101
RouterA(config-vrrp-[1])#exit

14.4.2.2.4 Cosgante un HacTpoute ak3emnnsap VRRP2

RouterA(config)#vrrp 2
RouterA(config-vrrp-[2]

(

( #advertising-interval 1.0
RouterA(config-vrrp-[2]

(

(

#authentication password istokistok
RouterA(config-vrrp-[2])#interface eth2
RouterA(config-vrrp-[2])#priority 100
RouterA(config-vrrp-[2])#track interface ethl
RouterA(config-vrrp-[2])#version 3
RouterA(config-vrrp-[2])#virtual ip 2002:1:1::1/64
RouterA(config-vrrp-[2])#virtual-router-id 102
RouterA(config-vrrp-[2])#exit

—_— — ~— —

14.4.2.2.5 Bknounte VRRP

RouterA(config)#vrrp on
RouterA(config)#tend

14.4.2.3 Hactpownte RouterB
14.4.2.3.1 HactpouTe nHtepdemc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ipv6 address 2001:1:1::3/64
RouterB(config-if-[eth1])#exit

14.4.2.3.2 HactpouTe nHtepdemnc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ipv6 address 2002:1:1::3/64
RouterB(config-if-[eth2])#exit

14.4.2.3.3 Co3spgavite un HacTpounTe ak3emnnsap VRRP1

RouterB(config)#tvrrp 1
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RouterB(config-vrrp-[1])#advertising-interval 1.0
RouterB(config-vrrp-[1])#authentication password istokistok
RouterB(config-vrrp-[1])#interface ethl
RouterB(config-vrrp-[1])#priority 50
RouterB(config-vrrp-[1])#track interface eth2
RouterB(config-vrrp-[1])#version 3
RouterB(config-vrrp-[1])#virtual ip 2001:1:1::1/64
RouterB(config-vrrp-[1])#virtual-router-id 101
RouterB(config-vrrp-[1])#exit

14.4.2.3.4 Cospgante n HacTpounTe ak3emnnsap VRRP2

RouterB(config)#vrrp 2
RouterB(config-vrrp-[2])#advertising-interval 1.0
RouterB(config-vrrp-[2])#authentication password istokistok
RouterB(config-vrrp-[2])#interface eth2
RouterB(config-vrrp-[2])#priority 50
RouterB(config-vrrp-[2])#track interface ethl
RouterB(config-vrrp-[2])#version 3
RouterB(config-vrrp-[2])#virtual ip 2002:1:1::1/64
RouterB(config-vrrp-[2])#virtual-router-id 102
RouterB(config-vrrp-[2])#exit

14.4.2.3.5 Bknwounute VRRP

RouterB(config)#vrrp on

14.4.2.4 CoxpaHuTe HaCTPOWKM
Mcnonbayiite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax
® HanomuHanme

Router#write <name>

14.4.3 TpoBepKa HacTpoek
14.4.3.1 BbinonHute komaHgy show vrrp Ha RouterA gng npocmMoTpa HacTpoek

ak3emnnapa VRRP
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VRRP enabled
VRRPv3 instance: 1
State: MASTER
Interface: ethl
Virtual Router ID: 101
Priority: 100
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
2001:1:1::1/64
Tracking interfaces:
eth2
VRRPv2 checksum compatibility: False

VRRPv3 instance: 2
State: MASTER
Interface: eth2
Virtual Router ID: 102
Priority: 100
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
2002:1:1::1/64
Tracking interfaces:
ethl
VRRPv2 checksum compatibility: False

14.4.3.2 BbinonHute komaHgy show vrrp Ha RouterB gng npocmoTpa HacTpoek

ak3emnnapa VRRP

RouterB(config)#show vrrp
VRRP enabled
VRRPv3 instance: 1
State: BACKUP
Interface: ethl
Virtual Router ID: 101
Priority: 50
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
2001:1:1::1/64
Tracking interfaces:
eth2
VRRPv2 checksum compatibility: False

VRRPv3 instance: 2

State: BACKUP
Interface: eth2
Virtual Router ID: 102
Priority: 50
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Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
2002:1:1::1/64
Tracking interfaces:
ethl
VRRPv2 checksum compatibility: False

14.4.3.3 BbinonHute komangy tcpdump eth1 Ha RouterA gna aHanmsa Tpadwuka.

Y6egutech, 4To Tpaduk naet yepe3 RouterA(master)

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
10:20:39.948366 IP6 2001:1:1::50 > 2002:1:1::50: ICMPS6, echo request, seq 7, length 64
10:20:39.949015 IP6 2002:1:1::50 > 2001:1:1::50: ICMPS6, echo reply, seq 7, length 64
10:20:40.283706 IP6 fe80::963f:bbff:fe00:3035 > ff02::12: ip-proto-112 24
10:20:40.949690 IP6 2001:1:1::50 > 2002:1:1::50: ICMP6, echo request, seq 8, length 64
10:20:40.950278 IP6 2002:1:1::50 > 2001:1:1::50: ICMPS6, echo reply, seq 8, length 64

14.4.3.4 BbinonHute komangy tcpdump eth1 Ha RouterB gna aHanmsa Tpadwvka.

Y6egutech, 4To Tpaduk He naeT vYepes RouterB(backup)

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
10:18:54.822221 IP6 fe80::963f:bbff:fe00:3035 > ff02::12: ip-proto-112 24
10:18:55.822239 IP6 fe80::963f:bbff:fe00:3035 > ff02::12: ip-proto-112 24
10:18:56.822243 |P6 fe80::963f:bbff:fe00:3035 > ff02::12: ip-proto-112 24

14.4.3.5 WsBnekute kabenbo n3a WAN2 nopta RouterA(master) n ybegurtecb, 4TO
RouterB(backup) nonyuyun cratyc vrrp master. 3anyctute Tpaduk Tem xe cnocobom u
ybegutecn, YTO OH naet Yepea RouterB(master)

14.4.3.6 BbinonHute komaHgy show vrrp Ha RouterB gna npocmoTpa HacTpoek
ak3emnnapa VRRP

VRRP enabled
VRRPv3 instance: 1
State: MASTER
Interface: ethl
Virtual Router ID: 101
Priority: 50
Advertising interval: 1.0 s
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Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
2001:1:1::1/64
Tracking interfaces:
eth2
VRRPv2 checksum compatibility: False

VRRPv3 instance: 2
State: MASTER
Interface: eth2
Virtual Router ID: 102
Priority: 50
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
2002:1:1::1/64
Tracking interfaces:
ethl
VRRPv2 checksum compatibility: False

14.4.3.7 BeinonHute komaHgy tcpdump eth1 Ha RouterB ana aHanusa Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
10:21:20.045627 IP6 fe80::963f:bbff:fe00:3041 > ff02::12: ip-proto-112 24
10:21:20.494180 IP6 2001:1:1::50 > 2002:1:1::50: ICMP6, echo request, seq 6, length 64
10:21:20.494746 1P6 2002:1:1::50 > 2001:1:1::50: ICMPS6, echo reply, seq 6, length 64
10:21:21.045717 IP6 fe80::963f:bbff:fe00:3041 > ff02::12: ip-proto-112 24
10:21:21.495397 IP6 2001:1:1::50 > 2002:1:1::50: ICMP6, echo request, seq 7, length 64
10:21:21.495983 I1P6 2002:1:1::50 > 2001:1:1::50: ICMP6, echo reply, seq 7, length 64

14.4.3.8 BbinonHute komaHgy tcpdump eth1 Ha RouterA ana aHanusa Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
10:23:56.516861 IP6 fe80::963f:bbff:fe00:3041 > ff02::12: ip-proto-112 24
10:23:57.516929 IP6 fe80::963f:bbff:fe00:3041 > ff02::12: ip-proto-112 24
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15®yHKUUMN ceTeBOM 3aUThbI
15.1 HacTpouka mexceTeBOro aKpaHMpoBaHMUA Ha OCHoBe |IP-agpeca UCTOYHUKA

15.1.1 OnucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 86 B KayecTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEpPBUCHbIE
mMapLipyTusartopsbl (ganee RouterA n RouterB).

BbinonHeHo msnyeckoe NoakrtoyeHme 1 HacTporka obopyaoBaHuUs.

Ha RouterA HacTpoeHbl cab-nHtepdencel - eth1.10 (IP address 198.18.10.1/24) n eth1.20
(IP address 198.18.20.1/24).

Ha RouterB HacTpoeHbl cab-nHtepdencel - eth1.10 (IP address 198.18.10.2/24) n eth1.20
(IP address 198.18.20.2/24).

VLAN 10 VLAN 10
RouterA Ipv4: 198.18.10.1/24 Ipv4: 198.18.10.2/24 ' RouterB
eth1.10 eth1.10
O 0ggo O 0ood
=35 T
eth1.20 eth1.20
Ipv4: 198.18.20.1/24 Ipv4: 198.18.20.2/24
VLAN 20 VLAN 20

PucyHok 86 — Cxema HaCTpONKn MeXceTeBOoro akpaHnpoBaHus Ha ocHoBe |IP-agpeca

MCTOYHMKa

15.1.2 3Tanbl HACTPOMKMU CETN

15.1.2.1 Bowgute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOMKOM

lMpn HacTponke ceTeBoro obopyaoBaHMS, OOAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypaumoHHbIM peXxmnm - 3T0 OAWH U3 PEeXMMOB KOMaHOHOM
CTpokM. B KOH(UrypauuMOHHOM peXume MOXHO U3MEHSATb HAaCTPOVKU UHTepdEencos,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.
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@ HanomuHaHue

Router#configure terminal

15.1.2.2 Hactpounte RouterA
15.1.2.2.1 Hactpoute nutepdcemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

15.1.2.2.2 Hactpounte nutepdemnc eth1.10

RouterA(config)#interface eth1.10
RouterA(config-if-[eth1.10])#vid 10
RouterA(config-if-[eth1.10])#ip address 198.18.10.1/24
RouterA(config-if-[eth1.10])#no shutdown
RouterA(config-if-[eth1.10])#exit

15.1.2.2.3 Hactponte nutepdemnc eth1.20

RouterA(config)#interface eth1.20
RouterA(config-if-[eth1.20])#vid 20
RouterA(config-if-[eth1.20])#ip address 198.18.20.1/24
RouterA(config-if-[eth1.20])#no shutdown
RouterA(config-if-[eth1.20])#end

15.1.2.3 Hactpownte RouterB
15.1.2.3.1 HacTtpowuTe nHTepemc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

15.1.2.3.2 Hactpoute nutepcenc eth1.10

RouterB(config)#tinterface eth1.10
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RouterB(config-if-[eth1.10])#vid 10
RouterB(config-if-[eth1.10])#ip address 198.18.10.2/24
RouterB(config-if-[eth1.10])#no shutdown
RouterB(config-if-[eth1.10])#exit

15.1.2.3.3 Hactpoute nutepcenc eth1.20

RouterB(config)#interface eth1.20
RouterB(config-if-[eth1.20])#vid 20
RouterB(config-if-[eth1.20])#ip address 198.18.20.2/24
RouterB(config-if-[eth1.20])#no shutdown
RouterB(config-if-[eth1.20])#exit

15.1.2.3.4 HacTtpouTe cnmucok KoHTposnsa goctyna Ha RouterB

RouterB(config)#ip access-list default sourceip 0.0.0.0/0 protocol tcp destinationports 22
RouterB(config)#ip access-list sourceip_permit sourceip 198.18.10.1/32
RouterB(config)#ip access-list sourceip_deny sourceip 0.0.0.0/0

15.1.2.3.5 BkntounTe dounbTpaumio Tpadumka, MCNonb3ys CAUCKU KOHTPOSs AOCTyna

RouterB(config)#ip filter input position 10 permit access-list default
RouterB(config)#ip filter input position 20 permit access-list sourceip_permit
RouterB(config)#ip filter input position 30 deny access-list sourceip_deny

15.1.2.4 CoxpaHuTe HaCTPOWKM
Mcnonbayiite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax
® HanomunaHme

Router#write <name>

15.1.3 lpoBepkKa HacTpoek
15.1.3.1 BebinonHute komaHgy ping 198.18.10.2 repeat 8 Ha RouterA ona npoBepku

CcBA3HOCTU RouterA v RouterB nocne BKMoYeHUs unbTpaunm CMCKOB KOHTPONA JOCTyna
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PING 198.18.10.2 (198.18.10.2) 56(84) bytes of data.

64 bytes from 198.18.10.2: icmp_seq=1 ttl=64 time=1.03 ms
64 bytes from 198.18.10.2: icmp_seq=2 ttl=64 time=0.977 ms
64 bytes from 198.18.10.2: icmp_seq=3 ttl=64 time=0.964 ms
64 bytes from 198.18.10.2: icmp_seq=4 ttl=64 time=1.00 ms
64 bytes from 198.18.10.2: icmp_seq=5 tt|=64 time=0.932 ms
64 bytes from 198.18.10.2: icmp_seq=6 tt|=64 time=0.999 ms
64 bytes from 198.18.10.2: icmp_seq=7 tt|=64 time=0.955 ms
64 bytes from 198.18.10.2: icmp_seq=8 tt|=64 time=0.989 ms
--- 198.18.10.2 ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time 14ms rtt min/avg/max/mdev
=0.932/0.981/1.029/0.032 ms

15.1.3.2 BbinonHute komaHgy ping 198.18.20.2 repeat 8 Ha RouterA ansa npoBepku

cBA3HOCTU RouterA u RouterB nocne BknioyeHnsa unbTpaumm CMCKOB KOHTPOSS 4ocTyna

--- 198.18.20.2 ping statistics ---
8 packets transmitted, 0 received, 100% packet loss, time 14ms

15.2 HacTponka mexceTeBOro aKpaHUMpoBaHUA Ha OCHOBe |P-agpeca Ha3Ha4YeHus

15.2.1 OnucaHue HaCTPOUKMU

Kak nokasaHo Ha pucyHke 87 B KayeCTBE€ OCHOBHbIX YCTPOMWCTB BblOpaHbl CEPBUCHbIE
mMapLpyTmnsaTopbl (aanee RouterA n RouterB).

BbinonHeHo manyeckoe NoakYeHne 1 HacTporka obopyaoBaHUS.

Ha RouterA HacTpoeHbl cab-nHtepdencel - eth1.10 (IP address 198.18.10.1/24) n eth1.20
(IP address 198.18.20.1/24).

Ha RouterB HacTpoeHbl cab-nHtepdencei - eth1.10 (IP address 198.18.10.2/24) n eth1.20
(IP address 198.18.20.2/24).
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VLAN 10 VLAN 10
Ipva: 198.18.10.1/24 Ipv4: 198.18.10.2/24
RouterA eth1.10 eth1.10 RouterB
] EIEIEIET s B 0o
| =58 =555

eth1.20 eth1.20

Ipv4: 198.18.20.1/24 Ipv4: 198.18.20.2/24
VLAN 20 VLAN 20

PucyHok 87 — Cxema HaCTpOnKn MexceTeBoro 3KpaHMpoBaHnsa Ha ocHose |IP-agpeca

Ha3Ha4YeHund

15.2.2 JTanbl HACTPOMUKMU CETU

15.2.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 rMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOHOUTypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OONH U3 PEXUMOB KOMaHLHOW
CTPOKN. B  KOHUIrypauUMOHHOM pexmmMe MOXHO U3MEHATb HACTPOMKU  UHTEpPdEencoB,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

15.2.2.2 Hactponte RouterA
15.2.2.2.1 HactpouTe nHTepdemc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

15.2.2.2.2 Hactpoute nntepcenc eth1.10
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RouterA(config)#interface eth1.10
RouterA(config-if-[eth1.10])#vid 10
RouterA(config-if-[eth1.10])#ip address 198.18.10.1/24
RouterA(config-if-[eth1.10])#no shutdown
RouterA(config-if-[eth1.10])#exit

15.2.2.2.3 Hactpoute nHtepenc eth1.20

RouterA(config)#interface eth1.20
RouterA(config-if-[eth1.20])#vid 20
RouterA(config-if-[eth1.20])#ip address 198.18.20.1/24
RouterA(config-if-[eth1.20])#no shutdown
RouterA(config-if-[eth1.20])#end

15.2.2.3 Hactpounte RouterB
15.2.2.3.1 HactpowuTe nHTepdemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

15.2.2.3.2 Hactponte nutepdeinc eth1.10

RouterB(config)tinterface eth1.10
RouterB(config-if-[eth1.10])#vid 10
RouterB(config-if-[eth1.10])#ip address 198.18.10.2/24
RouterB(config-if-[eth1.10])#no shutdown
RouterB(config-if-[eth1.10])#exit

15.2.2.3.3 Hactpoute nutepdeic ethl.20

RouterB(config)tinterface eth1.20
RouterB(config-if-[eth1.20])#vid 20
RouterB(config-if-[eth1.20])#ip address 198.18.20.2/24
RouterB(config-if-[eth1.20])#no shutdown
RouterB(config-if-[eth1.20])#exit

15.2.2.3.4 HacTpouTe cnncok KoHTpons gocTtyna Ha RouterB
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RouterB(config)#ip access-list default sourceip 0.0.0.0/0 protocol tcp destinationports 22
RouterB(config)#ip access-list destinationip_permit destinationip 198.18.20.2/32
RouterB(config)#ip access-list destinationip_deny destinationip 0.0.0.0/0

15.2.2.3.5 Bknwounte omnbTpaunio Tpaduka, MCNonb3ys CrMCKU KOHTPONA JOCTyna

RouterB(config)#ip filter input position 10 permit access-list default
RouterB(config)#ip filter input position 20 permit access-list destinationip_permit
RouterB(config)#ip filter input position 30 deny access-list destinationip_deny

15.2.2.4 CoxpaHuTe HaCTpOWKn

Mcnonb3yinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha yCTponcTBax

@ HanomuHaHue

Router#write <name>

15.2.3 TlpoBepkKa HacTpoek
15.2.3.1 BebIinonHute komaHgy ping 198.18.10.2 repeat 8 Ha RouterA ana npoBepku

cBA3HOCTU RouterA u RouterB nocne BknioyeHna unbTpaumm CMCKOB KOHTPOSA 4ocTyna

--- 198.18.10.2 ping statistics ---
8 packets transmitted, O received, 100% packet loss, time 14ms

15.2.3.2 BbinonHute komaHgy ping 198.18.20.2 repeat 8 Ha RouterA onsa npoBepku

cBa3HocTn RouterA u RouterB nocne BKMtOYeEHUA C*)I/IJ'IpraLI,I/IM CMNUCKOB KOHTPOJ14 A0CTYyna

PING 198.18.20.2 (198.18.20.2) 56(84) bytes of data.

64 bytes from 198.18.20.2: icmp_seq=1 ttl=64 time=1.03 ms
64 bytes from 198.18.20.2: icmp_seq=2 ttl=64 time=0.966 ms
64 bytes from 198.18.20.2: icmp_seq=3 ttl=64 time=0.988 ms
64 bytes from 198.18.20.2: icmp_seq=4 ttl=64 time=0.942 ms
64 bytes from 198.18.20.2: icmp_seq=5 ttl=64 time=1.01 ms
64 bytes from 198.18.20.2: icmp_seq=6 ttl=64 time=0.927 ms
64 bytes from 198.18.20.2: icmp_seq=7 ttl=64 time=1.00 ms
64 bytes from 198.18.20.2: icmp_seq=8 ttl=64 time=0.970 ms
---198.18.20.2 ping statistics ---
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8 packets transmitted, 8 received, 0% packet loss, time
14ms rtt min/avg/max/mdev = 0.927/0.978/1.030/0.049 ms

15.3 HacTpoika MeXceTeBOro 3KpaHMPOBaHMS Ha OCHOBe HOMepa nopTa

(TCP/UDP) ucto4yHuka

15.3.1 OnucaHue HaCTpPOMKMU

Kak nokasaHo Ha pucyHke 88 B KayeCTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapLpyTusaTopsl (ganee RouterA n RouterB).

BbinonHeHo msnyeckoe NogkrtoyeHme 1 HacTporka obopygoBaHus.

Ha RouterA HacTpoeH nHtepdenc eth1 - IP address 198.18.1.1/24.

Ha RouterB HacTpoeH nHtepdeic eth1 - IP address 198.18.1.2/24.

RouterA RouterB
| =BES | =888
=‘'p oooo ethi 198.18.1.0/24 ethi =°'p oooo
Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24

PucyHok 88 — Cxema HacTpOMKM MEXCETEBOr0 3KPaHNPOBaHNSI HA OCHOBE HOMepa nopTa
(TCP/UDP) ucto4yHuka

15.3.2 OTanbl HACTPOMKU CETU

15.3.2.1 Bowgute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOMCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHNA, OAHUM U3 FMNaBHbIX LLAroB, SABNSAETCS BXOL B
KOHUTrypaLUMOHHbIN peXxuM. KoHUrypaunoHHbIN PeXnM - 3TO OOUH U3 PEXUMOB KOMaHLHOW
CTPOKN. B KOHUIrypauUMOHHOM pexnMe MOXHO U3MEHATb HACTPOWMKU UHTepdEeuncosB,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.
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@ HanomuHaHue

Router#configure terminal

15.3.2.2 Hactpounte nHtepdenc eth1 Ha RouterA

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#end

15.3.2.3 Hactpounte RouterB
15.3.2.3.1 Hactpoute nutepdcemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

15.3.2.3.2 HacTtpouTe cnmucok KOHTpOonsa goctyna

RouterB(config)#ip access-list default sourceip 0.0.0.0/0 protocol tcp destinationports 22
RouterB(config)#ip access-list tcp_deny destinationip 198.18.1.2/32 protocol tcp sourceports 2001

15.3.2.3.3 BkntounTe dounbTpaumio Tpadmka, MCNonb3ys CAUCKU KOHTPOSsS 4OCTyna

RouterB(config)#ip filter input position 10 permit access-list default
RouterB(config)#ip filter input position 20 deny access-list tcp_deny

15.3.2.4 CoxpaHuTe HaCTPOWKn

Mcnonb3ynte komaHay write <name> ons coxpaHeHUsa HacTPOeK Ha yCTponcTBax
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@ HanomuHaHue

Router#write <name>

15.3.3 TlpoBepka HacTpoek

15.3.3.1 BbinonHute komangy iperf server port 5001 bind 198.18.1.1 Ha RouterA gns

3anycka ytunuTel iperf B pexxume cepepa ¢ HacTpownkown tcp nopta 5001

Server listening on TCP port 5001
TCP window size: 85.3 KByte (default)

[ 1] local 198.18.1.1 port 5001 connected with 198.18.1.2 port 60792 (icwnd/mss/irtt=14/1460/999)
[ ID] Interval Transfer Bandwidth

[ 1] 0.0000-10.1454 sec 1.10 GBytes 928 Mbits/sec

15.3.3.2 BobinonHute koMmaHay iperf client 198.18.1.1 Ha RouterB ans 3anycka ytunuTsl
iperf B pexxume knueHTta

Client connecting to 198.18.1.1, TCP port 5001
TCP window size: 16.0 KByte (default)

[ 1] local 198.18.1.2 port 60792 connected with 198.18.1.1 port 5001 (icwnd/mss/irtt=14/1460/1035)
[ID] Interval  Transfer Bandwidth

[ 1] 0.0000-10.0135 sec 1.10 GBytes 940 Mbits/sec

15.3.3.3 BbinonHute coyetaHue knasuw CTRL+C a 3atem BbINONHUTE KOoMaHAay iperf

server port 2001 bind 198.18.1.1 Ha RouterA gns 3anycka ytunuTbl iperf B pexunme cepsepa ¢
HacTpomkou tcp-nopta 2001

Server listening on TCP port 2001
TCP window size: 85.3 KByte (default)
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15.3.3.4 BebinonHute komaHgy iperf client 198.18.1.1 port 2001 Ha RouterB ans 3anycka

yTUNUTHLI iperf B pexnme knueHta, ybeauTecb 4To coeauHeHne He Bbino YyCTaHOBIEHO

Client connecting to 198.18.1.1, TCP port 2001
TCP window size: 16.0 KByte (default)

tcp connect failed: Connection timed out
[ 1] local 0.0.0.0 port 0 connected with 198.18.1.1 port 2001

15.3.3.5 BbinonHute komaHgy show ip filter Ha RouterB ans npocmoTpa cyeTymka

3a6J'IOKVI[.')OBaHHbIX NnakeToB

Chain INPUT (policy ACCEPT 27390 packets, 1096K bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: 0.0.0.0/0 dp: 22 prot: tcp

2 12 624 deny dst: 198.18.1.2/32 sp: 2001 prot: tcp

15.4 HacTpomka MeXceTeBOro 3KpaHMPOBaHMA Ha OCHOBe HOMepa nopTa

(TCP/UDP) Ha3Ha4eHus

15.4.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 89 B KayeCTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapLpyTmnsaTopbl (aanee RouterA n RouterB).

BbinonHeHO on3anyeckoe NOAKMYEeHNe 1 HacTponka obopyaoBaHMs.

Ha RouterA HacTtpoeH nHtepdenc eth1 - IP address 198.18.1.1/24.

Ha RouterB HacTpoeH nHtepdeic eth1 - IP address 198.18.1.2/24.
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RouterA g
= BEE EE
: = : alaaa
= eth1 198.18.1.0/24 eth o
Ipv4: 198.18.1.1/24 Ipvd: 198.18.1.2/24

PucyHok 89 — Cxema HacTpONKM MEXCETEBOro aKpaHMPOBaHMSA HA OCHOBE HOMepa nopTa
(TCP/UDP) Ha3HayeHus

15.4.2 3OTanbl HACTPOMKU CETU

15.4.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTpoOMCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro o6opyaoBaHUA, OOAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypaUMOHHbIN pexnM. KoHUrypaumMoHHbIA PeXnM - 3TO OAUH U3 PEXMMOB KOMaHLHOM
CTpPOKM. B KOH(UrypaumMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepPdENCos,

MapLipyTM3aumto, 6e30nacHOCTb U ApyrMe napameTpbl yCTPOUCTB.

@ HanomuHaHue

Router#configure terminal

15.4.2.2 Hactpounte nHtepdenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#end
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15.4.2.3 Hactponte RouterB
15.4.2.3.1 Hactpoute nutepdemc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

15.4.2.3.2 HacTtpouTe cnmucok KOHTPOnsa goctyna

RouterB(config)#ip access-list default sourceip 0.0.0.0/0 protocol tcp destinationports 22
RouterB(config)#ip access-list tcp_deny destinationip 198.18.1.2/32 protocol tcp destinationports 2001

15.4.2.3.3 Bknwounte omnbTpaumio Tpaduka, MCNonb3ys CrMCKM KOHTPONA JOCTyna

RouterB(config)#ip filter input position 10 permit access-list default
RouterB(config)#ip filter input position 20 deny access-list tcp_deny

15.4.2.4 CoxpaHuTe HaCTPOWKn
Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacCTPOEeK Ha YCTponCcTBax
@ HanomuHaHue

Router#write <name>

15.4.3 TlpoBepKa HacTpoek
15.4.3.1 BebinonHute koMaHay iperf server port 5001 bind 198.18.1.2 Ha RouterB ans

3anycka ytunuTel iperf B pexxume cepBepa ¢ HacTpowukown tcp nopta 5001

Server listening on TCP port 5001
TCP window size: 85.3 KByte (default)

[ 1] local 198.18.1.2 port 5001 connected with 198.18.1.1 port 60238 (icwnd/mss/irtt=14/1460/1924)
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[ID] Interval Transfer Bandwidth
[ 1] 0.0000-10.1443 sec 1.10 GBytes 929 Mbits/sec

15.4.3.2 BeinonHute komaHgy iperf client 198.18.1.2 port 5001 Ha RouterA ans 3anycka

yTUnuThl iperf B pexxume KrveHTa

Client connecting to 198.18.1.2, TCP port 5001
TCP window size: 16.0 KByte (default)

[ 1] local 198.18.1.1 port 60238 connected with 198.18.1.2 port 5001 (icwnd/mss/irtt=14/1460/1967)
[ID] Interval Transfer Bandwidth
[ 1] 0.0000-10.0138 sec 1.10 GBytes 941 Mbits/sec

15.4.3.3 BbinonHute coyetaHue knasuw CTRL+C n 3atem komaHay iperf server port
2001 bind 198.18.1.2 Ha RouterB gnga 3anycka ytunuthbl iperf B pexxume cepBepa C HaCTPONKON

tcp-nopTta 2001

Server listening on TCP port 2001
TCP window size: 85.3 KByte (default)

15.4.3.4 BbinonHute komaHay iperf client 198.18.1.2 port 2001 Ha RouterA gnsa 3anycka

YyTUNUTBI iperf B pexxume KnveHTa

Client connecting to 198.18.1.2, TCP port 2001
TCP window size: 16.0 KByte (default)

tcp connect failed: Connection timed out
[ 1] local 0.0.0.0 port 0 connected with 198.18.1.2 port 2001

15.4.3.5 BobinonHute komaHgy show ip filter Ha RouterB gns npocmoTpa cyeTymka

3a6J'IOKV|pOBaHHbIX NnakeToB

Chain INPUT (policy ACCEPT 27584 packets, 1179M bytes)
# Pkts Bytes Action Rule config
1 0 0 permit src: 0.0.0.0/0 dp: 22 prot: tcp
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2 7 364 deny dst: 198.18.1.2/32 dp: 2001 prot: tcp

15.5 HacTpouka mMexceTeBOro 3KpaHMpPOBaHMA Ha OCHOBe 3Ha4yeHue nons

«lMpoTokon» 3aronoBka IP

15.5.1 OnucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 90 B KayeCTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
mapLipyTusartopsbl (ganee RouterA un RouterB).

BbinonHeHo dunsnyeckoe nogkntoveHne 1 HacTponka obopyaoBaHus.

Ha RouterA HacTpoeH nHtepdeic eth1 - IP address 198.18.1.1/24.

Ha RouterB HacTpoeH nHtepdeic eth1 - IP address 198.18.1.2/24.

RouterA RouterB

P ——
= O oo I1 = [ I1
Holaaaa 5 alala

othi 198.18.1.0/24 othi

og
pla

Ipv4:198.18.1.1/24 Ipv4:198.18.1.2/24

PI/lcyHOK 90 — Cxema HaCTpOﬁKM MeXCceTeBoro aKkpaHnpoBaHMA Ha OCHOBE 3Ha4YeHUA NonA

"MpoTtokon" 3aronoska IP

15.5.2 3Tanbl HACTPOMKMU CETU

15.5.2.1 Bowngute B pexum rnobanbHON KOHUrypauum Ha YCTpoUCTBax nepen
HaCTPOMKOM

lMpu HacTponke ceTeBoro obopyaoBaHUS, OAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypaumMOHHbIN pexnM. KoHMUrypaumuoHHbIN peXnm - 3TO OOAWH U3 PEXMMOB KOMaHLHOM
CTpokM. B KOH(UrypauMOHHOM peXxuMme MOXHO WU3MEHATb HACTPOWKM WHTEPEENCOB,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.
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@ HanomuHaHue

Router#configure terminal

15.5.2.2 Hactpounte nHtepdenc eth1 Ha RouterA

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#end

15.5.2.3 Hactpounte RouterB
15.5.2.3.1 Hactpoute nutepdemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

15.5.2.3.2 HacTtpounTe cnmucok KOHTpOnsa goctyna

RouterB(config)#ip access-list default sourceip 0.0.0.0/0 protocol tcp destinationports 22
RouterB(config)#ip access-list icmp_deny destinationip 198.18.1.2/32 protocol icmp

15.5.2.3.3 BkntounTe dounbTpaumio Tpadumka, MCnonb3ys CUCKU KOHTPOSsS OCTyna

RouterB(config)#ip filter input position 10 permit access-list default
RouterB(config)#ip filter input position 20 deny access-list icmp_deny
RouterB(config)#end

15.5.2.4 CoxpaHuTe HaCTPOWKM

Mcnonb3yinte komaHay write <name> ons coxpaHeHUsa HacTPOeK Ha yCTponcTBax
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@ HanomuHaHue

Router#write <name>

15.5.3 TlpoBepka HacTpoek

15.5.3.1 BbinonHute komaHay ping 198.18.1.2 repeat 8 Ha RouterA ons npoBepku
CBA3HOCTU RouterA v RouterB nocne BKYeHUs ounbTpaunm CMCKOB KOHTPONA JoCcTyna

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.
--- 198.18.1.2 ping statistics ---

8 packets transmitted, 0 received, 100% packet loss, time 14ms

15.6 HacTtpouka cdunbTpauum MexceTeBOro 3KpaHUpoBaHuUss Ha ocHoBe MAC-
agpeca otnpasuTens

15.6.1 OnucaHue HaCTpPOMKMU

Kak nokasaHo Ha pucyHke 91 B KayeCTBe OCHOBHbIX YCTPOMCTB BblOpaHbl CEPBUCHbIE
MapLpyTunsaTopsl - RouterA n RouterB.

BbinonHeHo donanyeckoe NOAKMYeHne n HacTponka o6opyaoBaHus.

Ha RouterA HacTpoeH nHtepdeic eth1 - IP address 198.18.1.1/24.

Ha RouterB HacTpoeH nHtepdeic eth1 - IP address 198.18.1.2/24.

RouterA RouterB

pelecssN ipva: 198.18.1.1/24 Ipv4: 198.18.1.2/24 ‘0 0000

PucyHok 91 — Cxema HacTporku unbTpaumm MeXCeTeBoro akpaHnpoBaHusa Ha ocHose MAC-

agpeca oTnpasuUTens
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15.6.2 OTanbl HACTPOMKU CETU

15.6.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTpoOMCTBax nepen
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHUrypauuoHHbIA peXnm - 3T0 OOAWH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,

MapLupyTM3aumto, 6e3onacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

15.6.2.2 Hactpounte nHtepdenc eth1 Ha RouterA

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#end

15.6.2.3 Hactpownte RouterB
15.6.2.3.1 Hactpoute nutepdemnc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

15.6.2.3.2 HacTtpouTe cnmucok KOHTpons goctyna

RouterB(config)#ip access-list mac macsource 7a:72:6¢:4b:7b:b8

roe 7a:72:6¢:4b:7b:b8 - MAC-agpec ethl RouterA.
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15.6.2.3.3 BkntounTe ounbTpaumio Tpadmka, MCNonb3ys CAUCKU KOHTPOSs 4oCTyna

RouterB(config)#ip filter input deny access-list mac
RouterB(config)#end

15.6.2.4 CoxpaHuTe HaCTPOWKM

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

15.6.3 TlpoBepka HacTpoek

15.6.3.1 BbinonHute komangy ping 198.18.1.2 repeat 8 Ha RouterA ans NpoBepKu

cBsA3HOCTU RouterA ¢ RouterB nocne BknoYeHns ounbTpauum CAMCKOB KOHTPOSA JOCTyna

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.
--- 198.18.1.2 ping statistics ---

8 packets transmitted, 0 received, 100% packet loss, time 14ms

15.6.3.2 BbinonHute komaHay show ip filter Ha RouterB gns npoBepku CYETYMKOB
3abnoKnpoBaHHbIX NakeToB

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)
# Pkts Bytes Action Rule config
1 12 960 deny mac: 94:3f:bb:00:30:35

15.7 HacTponka MexceTeBOro 3KpaHMpPOBaHUA Ha OCHoOBe ¢pnaroB 3aronoBka
cermeHTa TCP
15.7.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 92 B KayeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEpPBUCHLIE
mMapLipyTusatopsbl (ganee RouterA n RouterB).

BbinonHeHO don3anyeckoe NOAKMYeHne 1 HacTponka obopyaoBaHuS.
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Ha RouterA HacTpoeH nHtepdenc eth1 - IP address 198.18.1.1/24.
Ha RouterB HacTpoeH nHTepeic eth1 - IP address 198.18.1.2/24.

RouterA RouterB
== 2ol ethl 198.18.1.0/24 eth1 O oooo
| =55
Ipv4:198.18.1.1/24 Ipv4:198.18.1.2/24

PucyHok 92 — Cxema HacCTPOWKN MEXCETEBOIO 3KpaHMPOBaHWNSI HA OCHOBE ¢hraroB 3arofioBka

cermeHTa TCP

15.7.2 JTanbl HACTPOMKMU CETU

15.7.2.1 Bowngute B pexum rnobanbHON KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro obopyaoBaHMs, OOAHUM U3 rNaBHbIX LIAroB, ABMSETCS BXO4 B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUrypaunoHHbIN PEXUM - 3TO OONH U3 PEXUMOB KOMaHLHOW
CTPOKN. B KOHUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKU UHTEPdENCoB,

MapLipyTM3aumto, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

15.7.2.2 Hactponte untepdenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#end
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15.7.2.3 Hactpownte RouterB
15.7.2.3.1 Hactpoute nutepdemnc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

15.7.2.3.2 HacTtpouTe cnmucok KOHTpOonsa goctyna

RouterB(config)#ip access-list default sourceip 0.0.0.0/0 protocol tcp destinationports 22
RouterB(config)#ip access-list tcpflags_deny destinationip 198.18.1.2/32 tcp-flags -SYN protocol tcp

15.7.2.3.3 Hactpoute punbTpauuto Tpadmka, MCNonb3yst CNUCKN KOHTPOSS AocTyna

RouterB(config)#ip filter input position 10 permit access-list default
RouterB(config)#ip filter input position 20 deny access-list tos_deny
RouterB(config)#end

15.7.2.4 CoxpaHuTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponCcTBax

@ HanomuHaHue

Router#write <name>

15.7.3 TlpoBepkKa HacTpoek
15.7.3.1 BobinonHute komaHay iperf server bind 198.18.1.2 Ha RouterB gns 3anycka

yTunuthbl iperf B pexxume cepsepa

Server listening on TCP port 5001
TCP window size: 85.3 KByte (default)
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15.7.3.2 BbinonHute komangy iperf client 198.18.1.2 Ha RouterA anga 3anycka yTunuThbl

iperf B pexxmme knueHTa

Client connecting to 198.18.1.2, TCP port 5001
TCP window size: 16.0 KByte (default)

tcp connect failed: Connection timed out
[ 1] local 0.0.0.0 port O connected with 198.18.1.2 port 5001

15.7.3.3 BbinonHute coyetaHue knasuw CTRL+C a 3atem komangy show ip filter Ha

RouterB gna npocmoTpa cyeTyumKka 3a6J'IOKI/IpOBaHHbIX nakeToB

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: 0.0.0.0/0 dp: 22 prot: tcp

2 7 364 deny dst: 198.18.1.2/32 prot: tcp tcp_flg: -SYN

15.8 HacTpouka mexceTeBOro 3aKpaHMpoBaHUS Ha OCHOBE 3Ha4deHue nonsa «ToS»

(TOS/DSCP) 3aronoBka IP

15.8.1 OnwucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 93 B KayeCTBE OCHOBHbIX YCTPOWCTB BbliOpaHbl CEPBUCHbIE
MapwpytnsaTtopbl (ganee RouterA n RouterB). BbinonHeHo duanyeckoe nogkmnoveHne u
HacTponka ob6opyaoBaHus.

Ha RouterA HacTpoeH nHtepdeic eth1 - IP address 198.18.1.1/24.

Ha RouterB HacTpoeH nHtepdeic eth1 - IP address 198.18.1.2/24.
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RouterA RouterB
o ocooo KBl 198.18.1.0/24 eth1 0 oooo
= oooo ='n oooo
Ipv4: 198.18.1.1/24 Ipva: 198.18.1.2/24

PucyHok 93 — Cxema HacTpOMKM MEXCEeTEBOro 9KpaHMPOBAHNSA Ha OCHOBE 3HA4YEeHMs NOSs
«ToS» (TOS/DSCP) 3aronoska IP

15.8.2 3Tanbl HACTPOMKMU CETU

15.8.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 rNaBHbIX LIAroB, ABMASETCS BXO4 B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW
CTPOKN. B  KOHPUIrypauUMOHHOM pexmme MOXHO U3MEHATb HACTPOMKU  UHTEpPdEencosB,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrue napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

15.8.2.2 Hactpownte nHtepdeinc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#end
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15.8.2.3 Hactpownte RouterB
15.8.2.3.1 Hactpowute nutepdemc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

15.8.2.3.2 HacTtpouTe cnmucok KoOHTponsa goctyna

RouterB(config)#ip access-list default sourceip 0.0.0.0/0 protocol tcp destinationports 22
RouterB(config)#ip access-list tos_deny destinationip 198.18.1.2/32 tos 32

15.8.2.3.3 HacTtpoute punbTpauuto Tpadmka, MCNonb3ayst CNUCKN KOHTPOSS AocTyna

RouterB(config)#ip filter input position 10 permit access-list default
RouterB(config)#ip filter input position 20 deny access-list tos_deny
RouterB(config)#end

15.8.2.4 CoxpaHuTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponCcTBax

@ HanomuHaHue

Router#write <name>

15.8.3 TlpoBepka HacTpoek
15.8.3.1 BbinonHuTe KkomaHay ping 198.18.1.2 repeat 8 tos 32 Ha RouterA ang 3anycka

yTUNUTBI ping AN OTNpaBKy icmp 3anpoca

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.
---198.18.1.2 ping statistics ---
8 packets transmitted, O received, 100% packet loss, time 14ms
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15.8.3.2 BebinonHute komaHay ping 198.18.1.2 repeat 8 Ha RouterA ans 3anycka

YTUNUTLI ping A4S OTNPaBKM paspeLLeHHoro Tpaduka

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.

64 bytes from 198.18.1.2: icmp_seq=1 ttl=64 time=0.110 ms
64 bytes from 198.18.1.2: icmp_seq=2 ttl=64 time=0.038 ms
64 bytes from 198.18.1.2: icmp_seq=3 ttl=64 time=0.069 ms
64 bytes from 198.18.1.2: icmp_seq=4 tt|=64 time=0.054 ms
64 bytes from 198.18.1.2: icmp_seq=5 ttl=64 time=0.066 ms
64 bytes from 198.18.1.2: icmp_seq=6 ttl=64 time=0.063 ms
64 bytes from 198.18.1.2: icmp_seq=7 ttl=64 time=0.073 ms
64 bytes from 198.18.1.2: icmp_seq=8 ttl=64 time=0.035 ms
--- 198.18.1.2 ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time 1003ms
rtt min/avg/max/mdev = 0.035/0.063/0.110/0.023 ms

15.9 HacTtpowka pabotbl ACL IPVv6

15.9.1 OnucaHue HaCTPOUKMU

Kak nokasaHo Ha pucyHke 94 B KayeCTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapLpyTmnsaTopsl (aanee RouterA n RouterB).

BbinonHseTcs mexceTeBoe akpaHMpoBaHue Ha ocHoBe |IPv6-agpeca nctoyHuka.

Ha RouterA HacTtpoeHbl cab-mHtepgencel - eth1.10 (IP address 2001:db8:1::1/64) u
eth1.20 (IP address 2001:db8:2::1/64).

Ha RouterB HacTtpoeHbl cab-nHtepdencel - eth1.10 (IP address 2001:db8:1::2/64) u
eth1.20 (IP address 2001:db8:2::2/64).

RouterA RouterB
2001:db8:1::1/64 2001:db8:1::2/64
eth1.10 eth1.10
a !77! a -771
=ifn poop ='n opoo
eth1.20 eth1.20
2001:db8:2::1/64 2001:db8:2::2/64

PucyHok 94 — Cxema HacTpowikn pabotbl ACL IPv6
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15.9.2 3OTanbl HACTPOMKU CETU

15.9.2.1 Bowngute B pexum rnobanbHON KOHUrypaumm Ha YCTpoUCTBax nepen
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpOKU. B KOH(UrypauMOHHOM peXmme MOXHO WU3MEHATb HaCTPOWKM UHTEpPdENcosB,

MapLupyTM3aumto, 6e3onacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

15.9.2.2 Hactpounte RouterA
15.9.2.2.1 Hactpoute nutepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

15.9.2.2.2 Hactpoute nutepcpenc eth1.10

RouterA(config)#interface eth1.10
RouterA(config-if-[eth1.10])#vid 10
RouterA(config-if-[eth1.10])#1pv6 address 2001:db8:1::1/64
RouterA(config-if-[eth1.10])#no shutdown
RouterA(config-if-[eth1.10])#exit

15.9.2.2.3 Hactponte nutepdeinc eth1.20

RouterA(config)#interface eth1.20
RouterA(config-if-[eth1.20])#vid 20
RouterA(config-if-[eth1.20])#1pv6 address 2001:db8:2::1/64
RouterA(config-if-[eth1.20])#no shutdown
RouterA(config-if-[eth1.20])#end
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15.9.2.3 Hactpownte RouterB
15.9.2.3.1 Hactpowute nutepdemc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

15.9.2.3.2 Hactpowute nutepcenc eth1.10

RouterB(config)#interface eth1.10
RouterB(config-if-[eth1.10])#vid 10
RouterB(config-if-[eth1.10])#lpv6 address 2001:db8:1::2/64
RouterB(config-if-[eth1.10])#no shutdown
RouterB(config-if-[eth1.10])#exit

15.9.2.3.3 Hactpoute nutepcpenc eth1.20

RouterB(config)#interface eth1.20
RouterB(config-if-[eth1.20])#vid 20
RouterB(config-if-[eth1.20])#lpv6 address 2001:db8:2::2/64
RouterB(config-if-[eth1.20])#no shutdown
RouterB(config-if-[eth1.20])#exit

15.9.2.3.4 HacTtpouTe cnmcok KOHTPOns goctyna

RouterB(config)#lpv6 access-list default sourceip ::/0 protocol tcp destinationports 22
RouterB(config)#lpv6 access-list sourceip_permit sourceip 2001:db8:2::1/128
RouterB(config)#lpv6 access-list sourceip_deny sourceip ::/0

15.9.2.3.5 Hactpoute cunbTpauumn Tpaduka, C MUCNOSb30OBAHNEM CMUCKOB KOHTPOSS

AocTyna

RouterB(config)#lpv6 filter input position 10 permit access-list default
RouterB(config)#lpv6 filter input position 20 permit access-list sourceip_permit
RouterB(config)#lpv6 filter input position 30 deny access-list sourceip_deny
RouterB(config)#end
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15.9.2.4 CoxpaHuTe HaCTPOWKn

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

15.9.3 TlpoBepka HacTpoek

15.9.3.1 BbinonHute komangy ping 2001:db8:1::2 repeat 8 Ha RouterA ans NpoBepKu

cBs3HocTn RouterA ¢ RouterB

PING 2001:db8:1::2(2001:db8:1::2) 56 data bytes

From 2001:db8:1::
From 2001:db8:1::
From 2001:db8:1::
From 2001:db8:1::
From 2001:db8:1::
From 2001:db8:1::
From 2001:db8:1::
From 2001:db8:1::

P PR RRPRRRR

: icmp_seq=1 Destination unreachable: Address unreachable
: icmp_seq=2 Destination unreachable: Address unreachable
: icmp_seq=3 Destination unreachable: Address unreachable
: icmp_seq=4 Destination unreachable: Address unreachable
: icmp_seq=5 Destination unreachable: Address unreachable
: icmp_seq=6 Destination unreachable: Address unreachable
: icmp_seq=7 Destination unreachable: Address unreachable
: icmp_seq=8 Destination unreachable: Address unreachable

--- 2001:db8:1::2 ping statistics ---
8 packets transmitted, O received, +8 errors, 100% packet loss, time 15ms

pipe 3

15.9.3.2 BbinonHute komaHgy ping 2001:db8:2::2 repeat 8 Ha RouterA ans npoBepKM

cBsa3HocTn RouterA ¢ RouterB

RouterA#ping 2001:db8:2::2 repeat 8
PING 2001:db8:2::2(2001:db8:2::2) 56 data bytes

64 bytes from 2001:db8:2::
64 bytes from 2001:db8:2::
64 bytes from 2001:db8:2::
64 bytes from 2001:db8:2::
64 bytes from 2001:db8:2::
64 bytes from 2001:db8:2::
64 bytes from 2001:db8:2::
64 bytes from 2001:db8:2:

2

N NDNNNDN

:2:

:icmp_seq=1 ttl=64 time=2.04 ms
:icmp_seq=2 tt|=64 time=1.04 ms
: icmp_seq=3 ttl=64 time=1.05 ms
:icmp_seq=4 tt|=64 time=1.02 ms
:icmp_seq=5 ttl=64 time=0.976 ms
:icmp_seq=6 ttl=64 time=0.992 ms
:icmp_seq=7 ttl=64 time=1.00 ms
icmp_seq=8 ttlI=64 time=0.962 ms

--- 2001:db8:2::2 ping statistics ---
8 packets transmitted, 8 received, 0% packet loss, time 14ms
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rtt min/avg/max/mdev = 0.962/1.135/2.044/0.346 ms

15.9.3.3 BeinonHute KomaHay show ipv6e filter Ha RouterB ana npocmoTtpa

CYHETHNKOB MakeToB

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)
# Pkts Bytes Action Rule config

1 0 0 permit src: ::/0 dp: 22 prot: tcp
2 10 968 permit src: 2001:db8:2::1/128
3 12 864 deny src: ::/0

15.10 HacTtponka MexXceTeBOro 3KpaHUpOBaHUSI Ha oOcHoBe |Pv6-agpeca

Ha3Ha4vYeHuA

15.10.1 OnucaHue HaCTpPOMKMU

Kak nokasaHo Ha pucyHke 95 B KayeCTBe OCHOBHbIX YCTPOMCTB BblOpaHbl CEPBUCHbIE
MapLpyTusaTopsl (ganee RouterA n RouterB).

BbinonHsaeTca mexxceTeBoe akpaHMpoBaHMe Ha ocHoBe |IPv6-agpeca NCTOYHMKA.

Ha RouterA HacTpoeH nHtepgeic eth1 - IP address 2001:db8:1::1/64.

Ha RouterB HacTpoeH nntepdenc eth1 - IP address 2001:db8:1::2/64.

RouterA RouterB
2001:db8:1::1/64 2001:db8:1::2/64

eth1 eth1

PucyHok 95 — Cxema HaCTpONKn MeXceTeBOoro aKpaHMpoBaHnsa Ha ocHoBe |IP-agpeca

MCTOYHMKa
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15.10.2 Tanbl HACTPOUKMU

15.10.2.1 Bongute B pexumm rrnobanbHOM KOHUrypaumm Ha YCTpoOMCTBax nepen
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KOHMUrypaumMoHHbIA peXnm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,

MapLupyTM3aumto, 6e3onacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

15.10.2.2 HactpounTte nHtepdenc eth1 Ha RouterA

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#lpv6 address 2001:db8:1::1/64
RouterA(config-if-[eth1])#end

15.10.2.3 Hactpounte RouterB
15.10.2.3.1 Hactpoute nutepdeinc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#Ipv6 address 2001:db8:1::2/64
RouterB(config-if-[eth1])#exit

15.10.2.3.2 HacTtpowTe CnncoK KOHTponga goctyna

RouterB(config)#lpv6 access-list default sourceip ::/0 protocol tcp destinationports 22
RouterB(config)#lpv6 access-list destinationip_deny destinationip 2001:db8:1::2/128

15.10.2.3.3 Hactpoute cpunbTpauuto Tpadmka, UCnonb3ys CNUCKN KOHTPOSS AocTyna

RouterB(config)#lpveé filter input position 10 permit access-list default
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RouterB(config)#lpv6 filter input position 20 deny access-list destinationip_deny
RouterB(config)#end

15.10.2.4 CoxpaHuTe HaCTPOWKM

Mcnonb3yinte komaHay write <name> onsi CoxpaHeHNsa HacTPOeK Ha YyCTponcTBax

@ HanomuHaHue

Router#write <name>

15.10.3 NpoBepka HacTpoek
15.10.3.1 BeinonHute koMaHay ping 2001:db8:1::2 repeat 4 Ha RouterA onsi NpoBepku
cBA3HOCTM Mexay RouterA u RouterB nocne BKMAOYEHUS (uUnbTpauum CrMCKOB KOHTPOIS

aoctyna

RouterA#ping 2001:db8:1::2 repeat 4
PING 2001:db8:1::2(2001:db8:1::2) 56 data bytes

--- 2001:db8:1::2 ping statistics ---
4 packets transmitted, O received, 100% packet loss, time 10ms

15.10.3.2 BoinonHute komangy show ipv6 filter Ha RouterB ans npocmoTpa cyeTynkoB

3a6J'IOKV|pOBaHHbIX NnakeToB

Chain INPUT (policy ACCEPT 4 packets, 272 bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: ::/0 dp: 22 prot: tcp
2 6 624 deny dst: 2001:db8:1::2/128

Bepcus 9.0 431



OYHKUMN ceTeBOW 3aLUUThI MHCTpyKLMA NO HacTporke
KPII.465614.001-181C3

15.11 HacTponMka MexXceTeBOro 3KpaHMpPOBaAHUA Ha OCHOBe Homepa nopTta

(TCP/UDP) nctounuka IPv6

15.11.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 96 B KayeCTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapLupyTusaTopbl (aanee RouterA n RouterB).

Ha RouterA HacTpoeH nHtepgeic eth1 - IP address 2001:db8:1::1/64.

Ha RouterB HacTpoeH nHtepdenc eth1 - IP address 2001:db8:1::2/64.

RouterA RouterB

eth1 eth1

2001:db8:1::1/64 2001:db8:1::2/64

PucyHok 96 — Cxema HaCTpONKN MeXCceTeBOro 3KpaHMpoOBaHNA Ha OCHOBE HOMepa nopTa
(TCP/UDP) ncto4Huka (IPv6)

15.11.2 9Tanbl HACTPOMKU CETU

15.11.2.1 Bongute B pexum rrnobanbHON KOHUrypauum Ha YCTpoUCTBax nepen
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMS, OOAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHUIrYpauUMOHHOM peXUME MOXHO U3MEHATb HACTPOWKM UHTepdencos,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal
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15.11.2.2 HactponTte untepdenc eth1 Ha RouterA

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#lpv6 address 2001:db8:1::1/64
RouterA(config-if-[eth1])#end

15.11.2.3 HactpownTte RouterB
15.11.2.3.1 Hactpoute nutepdemnc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#lpv6 address 2001:db8:1::2/64
RouterB(config-if-[eth1])#exit

15.11.2.3.2 HactpouTe Cnmucok KOHTPOnsa goctyna

RouterB(config)#lpv6 access-list default sourceip ::/0 protocol tcp destinationports 22
RouterB(config)#lpv6 access-list tcp_deny destinationip 2001:db8:1::2/128 protocol tcp sourceports 2001

15.11.2.3.3 Hactpoute cunbTpaumio Tpaduka, C UCNONb3OBAHMEM CMUCKOB KOHTPOSIS

AocTyna

RouterB(config)#lpv6 filter input position 10 permit access-list default
RouterB(config)#lpv6 filter input position 20 deny access-list tcp_deny
RouterB(config)#end

15.11.2.4 CoxpaHuTe HaCTPOWKM

Mcnonbayiite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>
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15.11.3 NpoBepkKa HacTpoek
15.11.3.1 BeinonHute komaHgy iperf server ipv6 bind 2001:db8:1::1 port 2001 Ha RouterA

Ans 3anycka ytunuTbl iperf B pexunme cepBepa ¢ HacTponkon tcp-nopta 2001

Server listening on TCP port 2001
TCP window size: 85.3 KByte (default)

15.11.3.2 BeinonHute komaHay iperf client 2001:db8:1::1 port 2001 Ha RouterB gns

3anycka ytunuTbl iperf B pexxmme KnueHTta ¢ HacTpounkon tcp-nopta 2001

Client connecting to 2001:db8:1::1, TCP port 2001
TCP window size: 16.0 KByte (default)

15.11.3.3 BeinonHute koMmaHay show ipv6 filter Ha RouterB gns npocmoTpa CcYETYMKOB

336J'IOKV|pOBaHHbIX NnakeToB

Chain INPUT (policy ACCEPT 2 packets, 136 bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: ::/0 dp: 22 prot: tcp

2 3 216 deny dst: 2001:db8:1::2/128 dp: 2001 prot: tcp

15.12 HacTtponka MeXceTeBOro 3KpPaHMPOBaHMA Ha OCHOBe HOMepa nopTa

(TCP/UDP) Ha3Ha4eHua IPv6

15.12.1 OnucaHue HacTPOMNKM

Kak nokasaHo Ha pucyHke 97 B KayeCTBe OCHOBHbIX YCTPOMCTB BblOpaHbl CEPBUCHbIE
MapLpyTusaTopsl (aanee RouterA n RouterB).

Ha RouterA HacTtpoeH nntepdemc eth1 - IP address 2001:db8:1::1/64.

Ha RouterB HacTpoeH nHTepgenc eth1 - IP address 2001:db8:1::2/64.
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RouterA

o '7 - eth1 eth1 o '=
='n pono = 0 oo

2001:db8:1::1/64 2001:db8:1::2/64

RouterB

felaj
w

PucyHok 97 — Cxema HacTPOMKN MEXCEeTEBOro aKpaHMPOBaHMSA Ha OCHOBE HOMepa nopTa

(TCP/UDP) HasHaueHus (IPv6)

15.12.2 9Tanbl HACTPOMKU CETU

15.12.2.1 Bongute B pexum rrnobanbHOM KOHUrypaumm Ha YCTpoOMCTBax nepen
HaCTPOWKOM

npl/l HaCTpOﬁKe ceTeBoro O60py)J,OBaHVIFI, OAHUM U3 IMaBHbIX LWAaros, ABNAETCA BXO4 B

KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumuoHHbIA PeXUM - 3TO OAWH U3 PEXMMOB KOMaHLHOM

CTPOKU. B KOH(UrypauuoOHHOM peXume MOXHO U3MEHSTb HaCTPOMKMK

NHTEpPCENCOB,
MapLipyTusauuio, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

@ HanomuHaHue

Router#configure terminal

15.12.2.2 Hactpounte nHtepdenc eth1 Ha RouterA

RouterA(config)#interface ethl

RouterA(config-if-[eth1])#no shutdown

(
(

RouterA(config-if-[eth1])#1pv6 address 2001:db8:1::1/64
(

RouterA(config-if-[eth1])#end
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15.12.2.3 HactpownTte RouterB
15.12.2.3.1 Hactpoute nutepdenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#lpv6 address 2001:db8:1::2/64
RouterB(config-if-[eth1])#exit

15.12.2.3.2 HactpouTe cnucka KOHTpOonsa goctyna

RouterB(config)#lpv6 access-list default sourceip ::/0 protocol tcp destinationports 22
RouterB(config)#lpv6 access-list tcp_deny destinationip 2001:db8:1::2/64 protocol tcp destinationports 2001

15.12.2.3.3 Bknounte dunbtpaumio Tpaduka, C UCNOSIb30BAHNEM CMUCKOB KOHTPOJSIS

aocTyna

RouterB(config)#lpve6 filter input position 10 permit access-list default
RouterB(config)#lpv6 filter input position 20 deny access-list tcp_deny
RouterB(config)#end

15.12.2.4 CoxpaHuTe HaCTPOWKM

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

15.12.3 NpoBepkKa HacTpoek
15.12.3.1 BeinonHute komaHgy ping 2001:db8:1::2 repeat 2 Ha RouterA ans nNpoBepku
cBA3HOCTU Mexay RouterA n RouterB nocne BknioYeHUs dunbTpaumm CAUCKOB KOHTPOSIS

aocTyna

PING 2001:db8:1::2(2001:db8:1::2) 56 data bytes
64 bytes from 2001:db8:1::2: icmp_seq=1 ttl=64 time=1.02 ms
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64 bytes from 2001:db8:1::2: icmp_seq=2 ttI=64 time=1.03 ms

--- 2001:db8:1::2 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 2ms
rtt min/avg/max/mdev = 1.015/1.020/1.026/0.032 ms

15.12.3.2 BbinonHute komaHgy iperf server ipvé port 2001 bind 2001:db8:1::2 Ha RouterB

Ansa 3anycka ytunuTel iperf B pexxume cepBepa ¢ HacTpownkown tcp-nopta 2001

Server listening on TCP port 2001
TCP window size: 85.3 KByte (default)

15.12.3.3 BeinonHute komangy iperf client 2001:db8:1::2 port 2001 Ha RouterA ans

3anycka ytunuTol iperf B pexxmme knueHTa

Client connecting to 2001:db8:1::2, TCP port 2001
TCP window size: 16.0 KByte (default)

15.12.3.4 OcTtaHoBWUTE BbINOMIHEHME KOMaHAbl Ha)katuem knaBuw CTRL+C, a 3aTtem
BbINONHUTE KoMaHay show ipv6 filter 4yToBbl NOCMOTPETL CHETUYMKM 3a0NOKMPOBAHHbBIX NAaKETOB

Ha RouterB

Chain INPUT (policy ACCEPT 27347 packets, 1641K bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: ::/0 dp: 22 prot: tcp

2 5 360 deny dst: 2001:db8:1::2/64 dp: 2001 prot: tcp

15.13 HacTponka MeXceTeBOro 3KPaHMpPOBaHMA Ha OCHOBe 3HavyeHue nons

«lMpoTokon» 3aronoBka |IPv6

15.13.1 OnucaHue HacTPOMKM
Kak nokaszaHo Ha pucyHke 98 B Ka4yeCTBE€ OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE

MapLpyTmnsaTopsl (aanee RouterA n RouterB).

Bepcus 9.0 437



PyHKUMKN ceTeBOW 3alUnTbI MHCTpyKUMS No HacTporke

KPI1I.465614.001-181C3

Ha RouterA HacTpoeH nHtepdenc eth1 - IP address 2001:db8:1::1/64.
Ha RouterB HacTpoeH nHtepdenc eth1 - IP address 2001:db8:1::2/64.

RouterA RouterB

— eth1 eth1 —
Nolv/ooo _ LC
E e e

eth1:2001:db8:1::1/64 eth1:2001:db8:1::2/64

oo

PucyHok 98 — Cxema HaCTpONKN MeXceTeBOoro 3KpaHMpoBaHNA Ha OCHOBE HOMepa nopTa

3Ha4yeHna nona "lNpoTtokon" 3aronoska IPv6

15.13.2 9Tanbl HACTPOMKU CETU

15.13.2.1 Bongute B pexum rnobanbHOM KOHUrypaumm Ha yCcTpoucTBax nepepn
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexXxnMm. KoHMUrypaumMoHHbIA peXnMm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B KOHPUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKMK

NHTEepdEeNcos,
MapLupyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

@ HanomuHaHue

Router#configure terminal

15.13.2.2 HactpownTte nHtepdenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
(
(

RouterA(config-if-[eth1])#lpv6 address 2001:db8:1::1/64
RouterA(config-if-[eth1])#end
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15.13.2.3 Hactpownte RouterB
15.13.2.3.1 Hactpounte nHtepcenca eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#lpv6 address 2001:db8:1::2/64
RouterB(config-if-[eth1])#exit

15.13.2.3.2 HactpounTe cnmcok KOHTposnsa goctyna

RouterB(config)#ipv6 access-list default sourceip ::/0 protocol tcp destinationports 22
RouterB(config)#ipv6 access-list icmp_deny destinationip 2001:db8:1::2 protocol ipv6-icmp

15.13.2.3.3 Hactponte cdunbTpaumio Tpadumka, C UCNONb3OBaHMEM CMMUCKOB KOHTPOSIS

aocTyna

RouterB(config)#lpve6 filter input position 10 permit access-list default
RouterB(config)#lpv6 filter input position 20 deny access-list icmp_deny
RouterB(config)#end

15.13.2.4 CoxpaHuTe HaCTPOWKM

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNa HAaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

15.13.3 NpoBepkKka HacTpoek
15.13.3.1 BeinonHute komaHgy ping 2001:db8:1::2 repeat 8 Ha RouterA ans npoBepku
cBA3HOCTU Mexay RouterA n RouterB nocne BknioYeHUs dunbTpaumm CAUCKOB KOHTPOSIS

aocTyna

PING 2001:db8:1::2(2001:db8:1::2) 56 data bytes
--- 2001:db8:1::2 ping statistics ---
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4 packets transmitted, 0 received, 100% packet loss, time 10ms

15.13.3.2 BbinonHute komaHay show ipv6 filter Ha RouterB 4To6bl NOCMOTPETL CHETYMK

6J'IOKV|pOBaHHbIX nakeToB

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: ::/0 dp: 22 prot: tcp

2 4 416 deny dst: 2001:db8:1::2/128 prot: ipv6-icmp

15.14 HacTtpouka cdunbTpauum MexXceTeBOro 3KpaHUpoBaHuUss Ha ocHoBe MAC-

agpeca oTnpaBuTens

15.14.1 OnucaHue HaCTPOUKMU

Kak nokasaHo Ha pucyHke 99 B KayeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEpPBUCHbIE
MapLpyTmnsaTopsl (aanee RouterA n RouterB).

BbinonHeHo usnyeckoe NogkritoyeHme n HacTporka obopygoBaHus.

Ha RouterA HacTtpoeH nntepdenc eth1 - IP address 2001:db8:1::1/64.

Ha RouterB HacTpoeH nHtepdeinc eth1 - IP address 2001:db8:1::2/64 .

RouterA RouterB
2001:db8:1::1/64 2001:db8:1::2/64

p— eth1 eth1 p—
0og 000

PucyHok 99 — Cxema HacTpoyrku unbTpaumm MeXCeTeBoro akpaHnposaHusa Ha ocHose MAC-

agpeca otnpasutens (IPv6)
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15.14.2 9Tanbl HACTPOMKU CETU

15.14.2.1 Bongute B pexumm rnobanbHOM KOHUrypaumm Ha YCTpoOMCTBax nepepn
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 rMNaBHbIX LIAroB, ABMASETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTPOKM.

B  KOH(UrypauMOHHOM peXume MOXHO WU3MEHATb HaCTPOMKM  UHTepdeuncos,

MapLipyTM3aumto, 6e3onacHoOCTb U apyrue napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

15.14.2.2 Hactpounte nHtepdenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#lpv6 address 2001:db8:1::1/64
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#end

15.14.2.3 Hactpownte RouterB
15.14.2.3.1 HactpowuTe nHTepdemnc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#Ipv6 address 2001:db8:1::2/64
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

15.14.2.3.2 HactpouTe CnMcok KOHTPOss AocTyna

RouterB(config)#lpv6 access-list mac macsource 94:3f:bb:00:00:3e

roe 94:3f:bb:00:00:3e MAC-agpec nHTepdenca ethlRouterA.
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15.14.2.3.3 HacTpoite cunbTpaumio Tpadmka, C UCMONb30BaHMEM CMUCKOB KOHTPOS

aoctyna

RouterB(config)#ipve6 filter input deny access-list mac
RouterB(config)#end

15.14.2.4 CoxpaHuTe HaCTPOWKM

Mcnonb3yinte komaHay write <name> ons coxpaHeHUsa HacTPOeK Ha YCTponCcTBax

@ HanomuHaHue

Router#write <name>

15.14.3 NpoBepkKa HacTpoek
15.14.3.1 BeinonHuTte koMaHay ping 2001:db8:1::2 repeat 8 Ha RouterA ons npoBepku
CBA3HOCTU Mexay RouterA u RouterB nocne BknoYyeHUst ounbTpaumm CrUCKOB KOHTPOSIS

aoctyna

RouterA#ping 2001:db8:1::2 repeat 8

PING 2001:db8:1::2(2001:db8:1::2) 56 data bytes

From 2001:db8:1::1: icmp_seq=1 Destination unreachable: Address unreachable
From 2001:db8:1::1: icmp_seq=2 Destination unreachable: Address unreachable
From 2001:db8:1::1: icmp_seq=3 Destination unreachable: Address unreachable
From 2001:db8:1::1: icmp_seq=4 Destination unreachable: Address unreachable
From 2001:db8:1::1: icmp_seq=>5 Destination unreachable: Address unreachable
From 2001:db8:1::1: icmp_seq=6 Destination unreachable: Address unreachable
From 2001:db8:1::1: icmp_seq=7 Destination unreachable: Address unreachable
From 2001:db8:1::1: icmp_seq=8 Destination unreachable: Address unreachable

P PR RPRRRR

--- 2001:db8:1::2 ping statistics ---
8 packets transmitted, O received, +8 errors, 100% packet loss, time 14ms

pipe 3

15.14.3.2 BbinonHute koMaHay show ipv6 filter Ha RouterB ans npoBepkn cYeTYMKOB

3a6J'IOKV|pOBaHHbIX NnakeToB

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)
# Pkts Bytes Action Rule config
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mac: 94:3f:bb:00:30:35

1 12 960 deny

15.15 HacTponka MexceTeBOro 3KpaHUpPOBaAHUA Ha OCHoOBe hnaroB 3arorioBkKa

cermeHTa TCP

15.15.1 OnucaHue HaCTPOUKMU
Kak nokasaHo Ha pucyHke 100 B Ka4yecTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE

MapLupyTmnsaTopbl (aanee RouterA n RouterB).
BbinonHeHo msnyeckoe NoakrtoyeHne 1 HacTporka obopyaoBaHus.

Ha RouterA HacTtpoeH nntepdenc eth1 - IP address 2001:db8:1::1/64.
Ha RouterB HacTpoeH nutepdenc eth1 - IP address 2001:db8:1::2/64.

RouterB

RouterA
eth1

2001:db8:1::1/64

2001:db8:1::2/64

PucyHok 100 — Cxema npoBepKN MEXCETEBOrO 3KpaHMPOBaHUA HA OCHOBE (hnaros 3arosfioBka
cermeHTa TCP (IPv6)

15.15.2 9Tanbl HACTPOMKU CETU
15.15.2.1 Bongute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOMCTBax nepen

HaCTPOMKOM
Mpn HacTponke ceTeBoro obopyaoBaHUsA, OAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXO4 B
KOHUTrypaLUMOHHbIN peXxuM. KoHMUIrypaunoHHbIN PEXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW

CTPOKMW.
HaCTPOVMKU  NHTepdEencos,

B  KoHdwurypaunmoHHom
MapLipyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

pexmMme MOXHO U3MEHATb

443
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@ HanomuHaHue

Router#configure terminal

15.15.2.2 HactpownTte nHtepdenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#lpv6 address 2001:db8:1::1/64
RouterA(config-if-[eth1])#end

15.15.2.3 Hactpownte RouterB
15.15.2.3.1 HactpouTe nHtepdemnc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#Ipv6 address 2001:db8:1::2/64
RouterB(config-if-[eth1])#exit

15.15.2.3.2 HacTtpowTe Cnnucok KoHTponga goctyna

RouterB(config)#lpv6 access-list default sourceip ::/0 protocol tcp destinationports 22
RouterB(config)#ipv6 access-list tcpflags_deny destinationip 2001:db8:1::2/128 tcp-flags -SYN protocol tcp

15.15.2.3.3 Hactpoute cunbTpaumto Tpaduka, C UCNONb3OBAHUEM CMUCKOB KOHTPOSIS

aocTtyna

RouterB(config)#lpv6 filter input position 10 permit access-list default
RouterB(config)#lpv6 filter input position 20 deny access-list tcpflags_deny
RouterB(config)#end

15.15.2.4 CoxpaHuTe HacTPOnKn

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gns COXpaHeHnA HaCTpOEK Ha yCTpOIZCTBaX
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@ HanomuHaHue

Router#write <name>

15.15.3 NpoBepka HacTpoek
15.15.3.1 BbinonHute komaHgy iperf server ipv6 port 5001 bind 2001:db8:1::2 Ha RouterB

Ans 3anycka ytunuTel iperf B pexxume cepBepa ¢ HacTpownkown tcp nopta 5001

Server listening on TCP port 5001
TCP window size: 85.3 KByte (default)

15.15.3.2 BeinonHute komaHay iperf client 2001:db8:1::2 Ha RouterA ansa 3anycka

YyTUNUTBI iperf B pexume KrveHTa

Client connecting to 2001:db8:1::2, TCP port 5001
TCP window size: 16.0 KByte (default)

15.15.3.3 3aBepwunte paboty ytunuthbl iperf Ha RouterB, 3aTtem BbINONHUTE KOMaHAy

show ipv6 filter ana npocmoTpa cyeTuMka 3abnoKNMPOBaHHbIX NAKETOB

Chain INPUT (policy ACCEPT 10 packets, 896 bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: ::/0 dp: 22 prot: tcp

2 7 504 deny dst: 2001:db8:1::2/128 prot: tcp tcp_flg: -SYN
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15.16 HacTpouka mexceTeBOro 3KpaHMpoBaHUS Ha OCHOBe 3Ha4yeHue nonsi « ToS»
(TOS/DSCP) 3aronoBka IPv6

15.16.1 OnucaHue HaCTpPOMKMU

Kak nokasaHo Ha puicyHke 101 B Ka4eCTBE OCHOBHbIX YCTPOWCTB BblBpaHbl CEPBUCHbIE
mMapLipyTusartopsbl (ganee RouterA n RouterB).

BbinonHeHo msnyeckoe NoakroyeHme n HacTporka obopyaoBaHus.

Ha RouterA HacTpoeH nHtepgeic eth1 - IP address 2001:db8:1::1/64.

Ha RouterB HacTpoeH nHtepdenc eth1 - IP address 2001:db8:1::2/64.

RouterA RouterB

eth1 eth1

—
2001:db8:1::1/64 2001:db8:1::2/64

PucyHok 101 — Cxema npoBepKN MEXCETEBOrO 3KPaHMPOBAHMS HA OCHOBE 3HA4YEeHME Nosis
«ToS» (TOS/DSCP) 3aronoska IPv6

15.16.2 dTanbl HACTPOMUKMU

15.16.2.1 Bongute B pexum rnobanbHOM KOHdUrypauum Ha YCTpPOMCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro o6opyaoBaHUA, OAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHPUIrypauUMOHHOM pexunme MOXHO U3MEHATb HaCTPOWKM UHTepdencos,

MapLipyT13aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.
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@ HanomuHaHue

Router#configure terminal

15.16.2.2 HactpounTte nHtepdenc eth1 Ha RouterA

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#1pv6 address 2001:db8:1::1/64
RouterA(config-if-[eth1])#end

15.16.2.3 Hactpownte RouterB
15.16.2.3.1 Hactpoute nutepdemc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#Ipv6 address 2001:db8:1::2/64
RouterB(config-if-[eth1])#exit

15.16.2.3.2 HacTponTe CNMCOK KOHTpONdA AOCTyna, 3HayeHue nons dscp = 8 paBHO

BblpaXXeHuto nons tos=32

RouterB(config)#lpv6 access-list default sourceip ::/0 protocol tcp destinationports 22
RouterB(config)#ipv6 access-list tos_deny destinationip 2001:db8:1::2/128 dscp 8

15.16.2.3.3 Hactpoute cunbTpaumio Tpaduka, C UCNONb3OBAHUEM CMUCKOB KOHTPOSIS

aocTtyna

RouterB(config)#lpve6 filter input position 10 permit access-list default
RouterB(config)#lpv6 filter input position 20 deny access-list tos_deny
RouterB(config)#end

15.16.2.4 CoxpaHuTe HaCTPOMNKM

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gns COXpaHeHnA HaCTpOEK Ha yCTpOIZCTBaX
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@ HanomuHaHue

Router#write <name>

15.16.3 NpoBepka HacTpoek
15.16.3.1 BbinonHute komangy ping 2001:db8:1::2 repeat 4 Ha RouterA ans nNpoBepKu

cBA3HocTn mexay RouterA n RouterB

PING 2001:db8:1::2(2001:db8:1::2) 56 data bytes

64 bytes from 2001:db8:1::2: icmp_seq=1 ttl=64 time=1.05 ms
64 bytes from 2001:db8:1::2: icmp_seq=2 ttI=64 time=1.07 ms
64 bytes from 2001:db8:1::2: icmp_seq=3 ttl=64 time=1.01 ms
64 bytes from 2001:db8:1::2: icmp_seq=4 ttl=64 time=0.962 ms

--- 2001:db8:1::2 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 6ms
rtt min/avg/max/mdev = 0.962/1.021/1.070/0.056 ms

15.16.3.2 BbinonHute komaHay ping 2001:db8:1::2 repeat 4 tos 32 Ha RouterA ans
npoBepkn paboTbl punbTpaumm Tpaduka nocne BKYeHUss UnbTpaunm CrMCKOB KOHTPOMS

aoctyna

PING 2001:db8:1::2(2001:db8:1::2) 56 data bytes

--- 2001:db8:1::2 ping statistics ---
4 packets transmitted, O received, 100% packet loss, time 10ms

15.16.3.3 BbinonHute komaHay show ipv6 filter Ha RouterB gna npocmMoTpa CYETYUKOB

386HOKVIpOBaHHbIX NnakeToB

Chain INPUT (policy ACCEPT 13 packets, 1096 bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: ::/0 dp: 22 prot: tcp

2 4 416 deny dscp: 8 dst: 2001:db8:1::2/128
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15.17 HacTtpouka Snort

15.17.1 Hactpouka Snort B pexxume IDS

15.17.1.1 OnuncaHue HaCTPOMKK

Kak nokaszaHo Ha pucyHke 102 B Ka4yecTBe OCHOBHOrO YCTPOMCTBa BbliOpaH CEpPBUCHbIN
MapLipyTusatop - RouterA.

Ha RouterA HacTtpoeHbl uHTepdenchl: ethl - IP address 192.168.99.1/24, eth2 - IP
address 192.168.98.1/24.

Ha PC1 HacTpoeH IP address 192.168.99.2/24.

Ha PC2 HacTtpoeH IP address 192.168.98.2/24.

Ha yctponcTtee HacTpoeH Snort B pexxume IDS.

Apache Web-server Host
PC2

RouterA
192.168.99.0/24 192.168.98.0/24
_ 0O oooo
=0 oooo
192.168.99.2/24 eth1 eth2 192.168.98.2/24
192.168.99.1/24 192.168.98.1/24

PucyHok 102 — Cxema HacTpouku Snort

15.17.1.2 3Tanbl HACTPOWNKM

15.17.1.2.1 HactpouTe Ha PC1 ip agpec 192.168.99.2/24

15.17.1.2.2 HactpouTe Ha PC2 ip agpec 192.168.98.2/24

15.17.1.2.3 Bonante B pexum rnobdanbHOM KOHurypaumm Ha YCTpoOMCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro o6opyaoBaHUA, OAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKU. B KOH(pUrypauMOHHOM peXuMme MOXHO MU3MEHATb HACTPOWKM WHTEPEENCOB,

MapLipyT13aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

Bepcua 9.0 449



OYHKUMN ceTeBOW 3aLLNTDI

MHCTpyKUMS No HacTporke
KPI1I.465614.001-181C3

15.17.1.2.4 HactpowuTe nHTepdemnc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.99.1/24
RouterA(config-if-[eth1])#exit

15.17.1.2.5 HactpouTe nHtepdemnc eth2

RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 192.168.98.1/24
RouterA(config-if-[eth2])#exit

15.17.1.2.6 Hactpounte Snort

RouterA(config)#snort alert full syslog
RouterA(config)#tsnort ids ethl
RouterA(config)#tsnort on

»
MpumeyaHue

BbikntoyeHune Snort:

1. OTkntovaem Snort
RouterA(config)#snort off

2. Ypansiem IDS
RouterA(config)#no snort ids eth1

15.17.1.2.7 CoxpaHnTe HaCTPOMKM

Mcnonb3yinte komaHay write <name> ons coxpaHeHUsa HacTPOeK Ha yCTponcTBax

@ HanomuHaHue

Router#write <name>
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15.17.1.3 TlNpoBepka HacTpoekK

15.17.1.3.1 BbinonHute komaHgy show snort Ha RouterA onsi npoBepkM HaCTPOMKKN Snort

admin@RouterA#tshow snort
IDS interface ethl1: running
admin@RouterA#t

15.17.1.3.2 BbinonHute npoBepky paboTbl Snort
15.17.1.3.2.1 BbinonHute komaHgy curl http://192.168.99.2/javascript Ha PC2 pans

3anpoca Ha PC1

user@VM-2:~S curl http://192.168.99.2/javascript

15.17.1.3.2.2 BbinonHute komaHgy show log snort ids ethl

admin@RouterA#tshow log snort ips

[**][1:100000010:0] Script Detected, JavaScript [**]

[Priority: 0]

01/06-04:33:07.593831 192.168.99.2:80 -> 192.168.98.2:49498

TCP TTL:64 TOS:0x0 1D:38564 IpLen:20 DgmLen:461 DF

*EXAP*** Seq: 0xD054621B Ack: 0x75513A42 Win: Ox1FD TcpLen: 32
TCP Options (3) => NOP NOP TS: 221794470 1018298225

15.17.2 Hactpouka Snort B pexume IPS

15.17.2.1 OnuncaHme HaCTPOMKK

Kak nokaszaHo Ha pucyHke 103 B Ka4yecTBe OCHOBHOIO YCTPOMWCTBaA BbliOpaH CEepBUCHbIN
MapLupyTusaTop - RouterA.

Ha RouterA HacTpoeHbl nHTepdgencol: ethl - IP address 198.168.99.1/24, IP address
198.168.98.1/24.

Ha PC1 HacTtpoeH IP address 192.168.99.2/24.

Ha PC2 HacTtpoeH IP address 192.168.98.2/24.

Ha yctpowncTtee HacTpoeH Snort B pexume IPS.
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Apache Web-server Host
PC2

RouterA

192.168.99.2/24 192.168.98.2/24
_ O oooog
=:pn pooo

192.168.99.2/24 ethl eth2 192.168.98.2/24
192.168.99.1/24 192.168.98.1/24

PucyHok 103 — Cxema HacTponkun Snort

15.17.2.2 3Tanbl HaCTPOWNKM

15.17.2.2.1 Hactpoute Ha PC1 ip agpec 192.168.99.2/24

15.17.2.2.2 HactpowiTte Ha PC2 ip agpec 192.168.98.2/24

15.17.2.2.3 Bonante B pexum rnobanbHOM KOHurypaumm Ha YyCTpoucTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMaBHbIX LIAroB, SABMASETCS BXO4 B
KOHOUIypaUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW
CTpOKU. B KOH(UrypauMOHHOM peXmme MOXHO WU3MEHHATb HaCTPOMKN  UNHTepencos,

MapLipyTM3aumto, 6e3onacHoOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

15.17.2.2.4 Hactpoute nutepcemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.99.1/24
RouterA(config-if-[eth1])#exit

15.17.2.2.4.1 Hactpowute nHTepdemnc eth2

RouterA(config)t#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
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RouterA(config-if-[eth2])#ip address 192.168.98.1/24
RouterA(config-if-[eth2])#exit

15.17.2.2.4.2 Hactpoute Snort

RouterA(config)#snort alert full syslog
RouterA(config)#snort ips
RouterA(config)#snort on

»
NMpumeyaHue

BblkntoyeHune Snort:

1. OTtknovaem Snort
RouterA(config)#snort off

2. Ypansaewm IDS

RouterA(config)#no snort ips

15.17.2.2.5 CoxpaHuTe HaCTPOMKM
Mcnonb3yinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha YCTponcTBax
@ HanomuHaHue

Router#write <name>

15.17.2.3 lNpoBepka HacTpoeK

15.17.2.3.1 BbeinonHute komaHgy show snort Ha RouterA gnsi npoBepkyM HaCTPONKKM Snort

admin@RouterAftshow snort
IPS: running
admin@RouterA#t
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15.17.2.3.2 BbinonHuTte npoBepky paboTtbl Snort

15.17.2.3.2.1 BbinonHute kKomaHay curl http://192.168.99.2/javascript Ha PC2 pgns

3anpoca Ha PC1

user@VM-2:~$ curl http://192.168.99.2/javascript
curl: (56) Recv failure: Connection reset by peer

15.17.2.3.2.2 BbinonHute komaHgy show log snort ips

admin@RouterA#tshow log snort ips

[**][1:100000010:0] Script Detected, JavaScript [**]

[Priority: 0]

01/06-03:39:50.636508 192.168.99.2:80 -> 192.168.98.2:57550

TCP TTL:63 TOS:0x0 ID:17243 IpLen:20 DgmLen:461 DF

*KEEAP*E* Seq: 0x9DC72058 Ack: OXFOFDAFF6 Win: Ox1FD TcpLen: 32
TCP Options (3) => NOP NOP TS: 218598410 1015102164
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16 MoHUTOpPUHI ceTeBOro Tpaduka
16.1 HacTtpowmka cepBepa Syslog

16.1.1 OnwucaHue HaCTPOMKMU

Kak nokaszaHo Ha pucyHke 104 B KayecTBe OCHOBHOIO YCTPOMCTBaA BbliOpaH CEpBUCHbIN
MapLpyTusaTop (ganee RouterA).

K RouterA nogkntoveH PC, rge HacTpoeH ceTeBOn MHTEPMENC.

Ha RouterA HacTpoeH nHtepgenc eth1 - 198.18.1.1/24 v agpec cepepa Syslog.

RouterA
Syslog-cepBep

PC

pjal
ola
»

—— Ipv4:198.18.1.2/24
o 7'
S50 eth1

Ipv4:198.18.1.1/24

PucyHok 104 — Cxema HacTpounku cepepa Syslog

16.1.2 JTanbl HACTPOUKMU

16.1.2.1 Hacrtponte ceteBon uHTepdenc Ha PC wun 3anyctute tftpd64 oT wnmeHun
agMuHUCTpaTopa

16.1.2.2 HactponTte RouterA

16.1.2.2.1 BownauTte B pexxum rnobanbHon KoHburypaumm
KoHurypaunoHHbIn - pexum

9TO OAWH N3 PEeXUMOB KOMaHAHOW CTpoku. B
KOH(PUIypaLMOHHOM peXMMEe MOXHO WM3MEHSTb HACTPOMKU WMHTEP(ENCOB, MapLUpyTU3auuio,
6e3onacHOCTb U Apyrne napameTpbl yCTPOUCTB.

@ HanomuHaHue

RouterA#configure terminal
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16.1.2.2.2 Hactpowute IP-agpec nHtepdeinca eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

16.1.2.2.3 HactpouTe agpec cepBepa Syslog Ha ycTponucTse

RouterA(config)#log syslog remote 198.18.1.2
RouterA(config)t#tend

16.1.2.2.4 CoxpaHuUTe HaCTPOMKM

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOWCTBE

@ HanomuHaHue

Router#write <name>

16.1.3 TlpoBepka HacTpoek
16.1.3.1 BbinonHute komaHay show log syslog Ha RouterA gnsi NpoBepKU HACTPOMKK
Syslog

Aug 12 12:54:15 sr-be kernel: Initializing cgroup subsys cpuset
Aug 12 12:54:15 sr-be kernel: Initializing cgroup subsys cpu
Aug 12 12:54:15 sr-be kernel: Initializing cgroup subsys cpuacct
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16.2 TMMpocmoTp NCNonb30BaHUA CUCTEMHbLIX PECYPCOB
16.2.1 OnucaHue HaCTPOMKMU

16.2.2 JTanbl HACTPOUKU
1. BbinonHute komaHgy show usage Ansa BbiBOAA CTAaTUCTUKM MO MCMOSNb30BaHUIO

pecypcoB npoLieccopa 1 onepaTMBHOM NaMaTy

top - 23:15:45 up 5 days, 20:15, 3 users, load average: 0,03, 0,03, 0,05
Tasks: 155 total, 1 running, 153 sleeping, O stopped, 1 zombie

%Cpu0 : 5,9 us, 5,9 sy, 0,0 ni, 88,2 id, 0,0 wa, 0,0 hi, 0,0 si, 0,0 st
%Cpul : 0,0 us, 0,0 sy, 0,0 ni,100,0 id, 0,0 wa, 0,0 hi, 0,0 si, 0,0 st

MiB Mem : 1889,1 total, 1522,8 free, 102,7 used, 263,6 buff/cache
MiB Swap: 52,0 total, 52,0 free, 0,0 used. 1697,7 avail Mem

2. BbinonHute komaHgy show disks ana BbiBoga CTaTUCTUKM MO UCMOMb30BaHMUIO

BHYTPEHHEN NaMSATN YCTPOMUCTBA

Filesystem Size Used Available Used%
/dev/vg0/SYSTEM 2.0G 714M 1.1G 40%
/dev/mapper/vg0-CONFIG ~ 974M 112K 907M 1%
/dev/mapper/vg0-VAR 7.4G 13M 7.0G 1%
/dev/sdal 488M 13Mm 440M 3%
/dev/mapper/vg0-HOME 974M 72K 907M 1%

3. BbinonHute komaHay show temperature Ans BbiBoga CTATUCTUKM MO AaTyMKam

TemnepaTypbl

Switch ASIC: 44.3°C

Power: 40.8°C

Nano SSD: 35.1°C

Power2: 45.3°C

CPU core temperature: 44.5°C

4. [Ina BbIBOA4A CTATUCTMKU NPOMYCKHOW CMOCOBHOCTU M3AEennsa UCNOMb3ynTe YTURUTY
MOHUTOpPUHIra ¢ NomMoLLblo koMmaHabl show bandwidth-monitor

4.1 KoOppeKTHbI BbIBO4 KOMaHAbl coaepxut B cebe Tabnuuy AuHaAMMU4YecKn
N3MEHSOLLMMUCA JAaHHBIMMU.

4.2 [1ns BbIxOA4A U3 YTUNUTbI HAXXMUTE coveTaHme knasu «Ctrl+Cy».
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16.3 HacTpouka CMHXPOHU3aLMK BpeMeHU no npotokony NTP

16.3.1 OnucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 105 B KadecTBe OCHOBHOIO YCTPOMCTBA WCMONb3yeTcs

CEPBUCHbLIN MapLupyTu3aTop - RouterA.
Ha RouterA HacTpoeH uHTepgenc eth1 u nonyyeH IP-agpec no npotokony DHCP,

HacTpoeH NTP-knueHT n cnHxpoHusaumna ¢ NTP-cepsepom.

NTP-cepsep
RouterA

— . 0 0ooog
=0 boon ip dhcp

HERBBRAR

PucyHok 105 — Cxema HacTtpouku NAT masquarad

16.3.2 OTanbl HACTPOMKU CETU

16.3.2.1 Bowngute B pexum rnobanbHON KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOWKOM

lMpu HacTponke ceTeBoro obopyaoBaHUs, OAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypaLUMOHHbIA pexnM. KoHUrypaunoHHbIN PEXUM - 3TO OAUH U3 PEXUMOB KOMaHLHOM
CTPOKN. B KOHUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKU UHTEPdENCoB,

MapLipyTM3aumto, 6e3onacHoOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

16.3.2.2 Hactpounte RouterA
16.3.2.2.1 Hactpoute wnHTepdenc eth1 mn nonyumte koHpurypauuto nHTepdenca no
npotokony DHCP

RouterA(config)#interface ethl
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RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address dhcp
RouterA(config-if-[eth1])#exit

16.3.2.2.2 Hactpoute NTP-KnNueHT Ha yCTpOnCTBe.

RouterA(config)#system clock timezone Europe/Moscow
RouterA(config)#name-server 1.1.1.1
RouterA(config)#name-server 8.8.4.4
RouterA(config)#ntp server 0.ru.pool.ntp.org
RouterA(config)#ntp restrict default ipv4 nomodify kod
RouterA(config)#ntp on

16.3.2.2.3 CuHxpoHuampyem c cepsepom NTP
RouterA(config)#system clock synchronize 0.ru.pool.ntp.org

16.3.2.3 CoxpaHuTe HaCTPOWKn

Mcnonb3yinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha YCTponcTBax

@ HanomuHaHue

Router#write <name>

16.3.3 TlpoBepka HacTpoek

16.3.3.1 BbinonHute KomaHay show ntp ons npocmoTpa COCTOSHMS U HacTpoek NTP
cepBepa

NTP server is on
remote refid st t when poll reach delay offset jitter

*176.215.15.21 91.206.16.3 2u 2 64 37 79.416 2.284 8.633
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16.3.3.2 BbinonHute komaHay show clock ona npocmoTpa BpeMeHu, AaTbl U 4acoBOro
nosica

[aTta n BpemMs 4OMKHbI COOTBETCTBOBATL TEKYLLEN JaTe U BPEMEHN.
16.4 Hactpowuka ytunutbl MoHuTtopuHra Netflow (Ipv4)

16.4.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 106 B ka4ecTBe OCHOBHbIX YCTPOWCTB BblOpaHbl iBa CEPBUCHbIX
MapupyTtmnsaTtopa - RouterA n RouterB.

K RouterA nogkntoveH PC, rge HacTpoeH ceTeBon MHTepdenc.

Ha RouterA HacTpoeHbl nHTepencel n cepeep Netflow.

Ha RouterB HacTpoeH nHtepdenc n HasHa4vyeH agpec |IPv4.

PC

FLOW

RouterA
collector

Cepeep

Netflow RouterB
= =
192.168.0.1/24 192.168.0.2/24 o=l 100.10.10.20/24 100.10.10.10/24 8 0Ce

L

PucyHok 106 — Cxema HacTpourku ytunutbl MoHUTOpUuHra Netflow

16.4.2 JTanbl HACTPOMKMU CETU
16.4.2.1 Hactponte FLOW collector Ha PC

16.4.2.2 Bowngute B pexum rrnobanbHON KOHUrypaumm Ha YCTpoUCTBax nepen
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMS, OAHUM U3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnM - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHUIrYpauUMOHHOM peXUME MOXHO WU3MEHATb HAaCTPOWKM UHTepdencos,

MapLipyT13aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal
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16.4.2.3 Hactponte RouterA

16.4.2.3.1 OTknIouMTe TEKYLLMIA Vlan ncnonb3yemMblii N0 yMOYaHMIo

RouterA(config)#no interface vlanl
16.4.2.3.2 Hactpoute nHtepencel eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.2/24
RouterA(config-if-[eth1])#exit
RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 100.10.10.20/24
RouterA(config-if-[eth2])#exit

16.4.2.3.3 Hactpoute cepep Netflow

RouterA(config)#log netflow clear
RouterA(config)#log netflow dumping-time 300
RouterA(config)#log netflow maxlife 30d
RouterA(config)#log netflow maxsize 10MB
RouterA(config)#log netflow set-server 192.168.0.1 9005
RouterA(config)#log netflow ipv4 on
RouterA(config)#log netflow input on
RouterA(config)#log netflow ipv6 off
RouterA(config)#log netflow protocol 10
RouterA(config)#log netflow on
RouterA(config)t#tend

16.4.2.4 HacTtponte nHtepdenc Ha RouterB

RouterB(config)ttinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 100.10.10.10/24
RouterB(config-if-[eth2])#end

16.4.2.5 CoxpaHuTe HacTpPOMrKK

Mcnonb3ynte komaHay write <name> ons coxpaHeHUsa HacTPOeK Ha YCTponCcTBax
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@ HanomuHaHue

Router#write <name>

16.4.3 TlpoBepka HacTpoek

16.4.3.1 BbinonHute komaHay show running-config Ha RouterA onsi npoBepKkn HacTpPoekK

Netflow

ip access-list _netflow_acl_netflow_input destinationip 0.0.0.0/0 sourceip 0.0.0
ip access-list _netflow_acl_netflow_forward destinationip 0.0.0.0/0 sourceip 0.0
ip access-list _netflow_acl_netflow_output destinationip 0.0.0.0/0 sourceip 0.00

ipv6 access-list _netflow_acl_netflow_input destinationip ::/0 sourceip ::/0

ip filter netflow_input netflow access-list _netflow_acl_netflow_input

ip filter netflow_forward netflow access-list _netflow_acl_netflow_forward
ip filter netflow_output netflow access-list _netflow_acl_netflow_output
ipv6 filter netflow_input netflow access-list _netflow_acl_netflow_input

log netflow protocol 10

log netflow set-server 192.168.0.1 9005
log netflow dumping-time 300

log netflow ipv4 input on

log netflow ipv4 forward on

log netflow ipv4 output on

log netflow maxlife 30d

log netflow maxsize 10MB

16.4.3.2 Ha PC 3anycture flow collector

16.4.3.3 Ha RouterA ncnonb3yinte komangy iperf server udp

16.4.3.4 Ha RouterB ncnonbaynte komangy iperf client 100.10.10.20 udp
16.4.3.5 Ha PC c nomowybto flow collector ybegutechb 4To MHpopMaumna nonyyeHa

16.5 Hactpouka ytunutbl moHutopuHra Netflow (Ipv6)

16.5.1 OnucaHue HacCTPOMNKM

Kak nokasaHo Ha pucyHke 107 B Ka4eCTBE€ OCHOBHbIX YCTPONCTB BblOpaHbl 2 CEPBUCHbIX

MapupyTtmsaTtopa - RouterA n RouterB.

K RouterA nogkntoueH PC, rae HacTpoeH ceTeBon nHTepdenc.

Ha RouterA HacTpoeHbl nHTepdeincsl n cepeep Netflow.
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Ha RouterB HacTpoeH nHtepdenc n HasHa4vyeH agpec IPv6.

PC

FLOW RouterA
collector Cepaep

Netflow RouterB
eth1 o oooo ud eth2 O 0ooo
= =:
ipv6:2000:1:1::2/64  ipv6:2000:1:1::1/64 =l ipv6:2001:1:1::1/64  Ipv6:2001:1:1::2/64 8 Beoo

PucyHok 107 — Cxema HacTpourku ytunutbel MoHUTOpuHra Netflow

16.5.2 3Tanbl HACTPOMKMU CETU

16.5.2.1 Hactponte FLOW collector Ha PC

16.5.2.2 Bowngute B pexum rnobanbHON KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHMS, OOHUM U3 rNaBHbIX LIAroB, ABNAETCA BXOL B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypaumuoHHbIA PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHUrypauUMOHHOM pexmMe MOXHO U3MEHATb HACTPOWMKU  UHTEpPdEnCcoB,

MapLupyTM3aumto, 6e3onacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

16.5.2.3 Hactpounte RouterA
16.5.2.3.1 Hactpoute nutepdemncel eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2000:1:1::1/64
RouterA(config-if-[eth1])#exit
RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ipv6 address 2001:1:1::1/64
RouterA(config-if-[eth2])#exit
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16.5.2.3.2 Hactpoute cepep Netflow

RouterA(config)#log netflow clear
RouterA(config)#log netflow dumping-time 300
RouterA(config)#log netflow maxlife 30d
RouterA(config)#log netflow maxsize 10MB
RouterA(config)#log netflow protocol 10
RouterA(config)#log netflow set-server 2000:1:1::2 9005
RouterA(config)#log netflow ipv4 off
RouterA(config)#log netflow input on
RouterA(config)#log netflow ipv6 on
RouterA(config)#log netflow on
RouterA(config)#tend

16.5.2.4 Hactpounte nHtepdenc Ha RouterB

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ipv6 address 2001:1:1::2/64
RouterB(config-if-[eth2])#end

16.5.2.5 CoxpaHuTe HaCTPOWNKn
Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha YCTponcTBax
@ HanomuHaHue

Router#write <name>

16.5.3 TlpoBepka HacTpoek
16.5.3.1 BebinonHute KomaHay ping 2001:1:1::1 repeat 16 Ha RouterB ansa nycka ICMP6

Tpadumka Ha RouterA

PING 2001:1:1::1(2001:1:1::1) 56 data bytes
64 bytes from 2001:1:1::1: icmp_seq=1 ttI=64 time=1.04 ms
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16.5.3.2 BbinonHute komaHay tcpdump ethl verbose ana npocmoTtpa oTnpaBneHHbIX

rnotokoB Ha PC

12:21:16.032870 IP6 (flowlabel Ox4ff2e, hlim 64, next-header UDP (17) payload length: 884) 2000:1:1::1.35890 >
2000:1:1::2.9005: [bad ud6
12:21:16.033924 IP6 (flowlabel 0x601f9, hlim 64, next-header ICMPv6 (58) payload length: 932) 2000:1:1::2 >
2000:1:1::1: [icmp6 sum ok] 5
12:21:21.217183 IP6 (hlim 255, next-header ICMPv6 (58) payload length: 32) fe80::3648:edff:feb0:5d08 >
2000:1:1::1: [icmp6 sum ok] ICMP61

source link-address option (1), length 8 (1): 34:48:ed:b0:5d:08

0x0000: 3448 edb0 5d08

12:21:21.217250 IP6 (hlim 255, next-header ICMPv6 (58) payload length: 24) 2000:1:1::1 >
fe80::3648:edff:feb0:5d08: [icmp6 sum ok] ICMP6]

16.5.3.3 Ha PC c nomowybto flow collector ybegutechb 4To MHpopMauna nonyyeHa
16.6 HacTtpowmka pyHKLMM MOHUTOpPUHra Yepe3 Console

16.6.1 OnucaHue HaCTPOMKMU
B kauecTBe OCHOBHOIO yCTPOMCTBA UCNOSb3yeTCA CEPBUCHbIN MapLLpyTM3aTop - RouterA.
Ha yctponctBe HacTpoeH MoHuTOpuHr CPU, MOHMUTOPUMHr TemnepaTtypbl, MOHUTOPWHI

COCTOSIHUSI AUCKA, MOHUTOPWUHI NaMsiTU, MOHUTOPWUHI CeTEBbIX MHTEPHENCOB.

16.6.2 JTanbl HACTPOUKMU

16.6.2.1 Bowngute B pexum rrnobanbHON KOHUrypaumm Ha YCTpOMUCTBE nepesn
HaCTPOMKOM

lMpn HacTponke ceTeBoro obopyaoBaHMS, OAHUM U3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOHOUIypaUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKN. B  KOHUIrypauUMOHHOM peXUME MOXHO U3MEHATb HACTPOWMKM UMHTEpPdENCcos,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

16.6.2.2 Hactponka moHutopmuHra CPU
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RouterA(config)#monitoring
RouterA(config-emon)#cpu
RouterA(monitoring-cpu)#interval info 10
RouterA(monitoring-cpu)#exit
RouterA(config-emon)#info
RouterA(config-emon)#logging console
RouterA(config-emon)#monitoring on

16.6.2.3 HacTponka MOHUTOPUHra TemnepaTypbl

RouterA(config)#monitoring
RouterA(config-emon)#temperature
RouterA(monitoring-temperature)#interval info 5
RouterA(monitoring-temperature)#exit
RouterA(config-emon)#info
RouterA(config-emon)#logging console
RouterA(config-emon)#monitoring on

16.6.2.4 HacTponka MOHUTOPUHra COCTOAHUSA OUCKa

RouterA(config)#fmonitoring
RouterA(config-emon)#disk
RouterA(monitoring-disk)#interval poll 10
RouterA(monitoring-disk)#exit
RouterA(config-emon)#info
RouterA(config-emon)#logging console
RouterA(config-emon)#monitoring on

16.6.2.5 HacTponka MOHUTOPUHIa NamaTu

RouterA(config)#monitoring
RouterA(config-emon)#memory
RouterA(monitoring-memory)#interval poll 5
RouterA(monitoring-memory)#exit
RouterA(config-emon)#info
RouterA(config-emon)#logging console
RouterA(config-emon)#monitoring on

16.6.2.6 HacTponka MOHUTOPUHra ceTeBbIX UHTEPdENCOB

RouterA(config)#monitoring
RouterA(config-emon)#network
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RouterA(monitoring-net)#interval poll 5
RouterA(monitoring-net)#interface ethl 1
RouterA(monitoring-net)#exit
RouterA(config-emon)#exit
RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit
RouterA(config)#monitoring
RouterA(config-emon)#logging console
RouterA(config-emon)#monitoring on

16.6.2.7 CoxpaHuTe HaCTPOWNKM
Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMUCTBax
® HanomuHaHme

Router#write <name>

16.6.3 TlpoBepka HacTpoek

16.6.3.1 Pe3synbTaT HacTponkn moHntTopmHra CPU oTobpaxaeTcsi B KOHCONU

[Tue, 29 Dec 2015 07:12:12 +0300][INFO]'CPU:total=0.50%,core#1=1.00%,core#2=0.00%'
[Tue, 29 Dec 2015 07:12:17 +0300][INFO]'CPU:total=2.50%,core#1=2.02%,core#2=2.97%'

16.6.3.2 Pe3ynbTaT HACTPOMKN MOHUTOPUHIra TeMnepaTypbl 0TobpaxkaeTcsl B KOHCOMNM

[Tue, 29 Dec 2015 07:17:35 +0300][INFO]'TEMPERATURE:Max=47.3%°C,sensor #1=42.5°C,sensor
#2=40.2°C,sensor #3=36.9°C,sensor #4=44.1°C,sensor #5=47.3°C'
[Tue, 29 Dec 2015 07:17:50 +0300][INFO]'TEMPERATURE:Max=47.1%°C,sensor #1=42.4°C,sensor
#2=40.3°C,sensor #3=36.9°C,sensor #4=44.1°C,sensor #5=47.1°C'

16.6.3.3 Pe3ynbTaT HACTPOMKM MOHUTOPUHIA COCTOSIHUS Aucka oTobpaxaeTcs B

KOHCOJ1N

[Tue, 29 Dec 2015 07:22:49 +0300][INFO]'HDD:/dev/sdal=0K: total 0.48Gb, used 0.01Gb(2.66%)'
[Tue, 29 Dec 2015 07:23:56 +0300][INFO]'HDD:/dev/sdal=0K: total 0.48Gb, used 0.01Gb(2.66%)'
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16.6.3.4 Pe3ynbTaT HACTPOMKN MOHUTOPUHIa NaMaTn oTobpaxkaeTcst B KOHCOMU

[Tue, 29 Dec 2015 07:26:16 +0300][INFO]'RAM:system=37.0%(35/96Mb),total used=9.8%(185/1888Mb)'
[Tue, 29 Dec 2015 07:26:21 +0300][INFO]'RAM:system=36.8%(35/96Mb),total used=9.8%(184/1888Mb)'

16.6.3.5 Pe3ynbTaT HaCTPOMKN MOHUTOPUHra CeTEBbLIX UHTEPGENCOB OTOOpaxaeTcs B

KOHCOJ1N

[Tue, 29 Dec 2015 07:30:52 +0300][INFO]'NET:eth1=Link UP, speed 1000 Mb/sec, rx/tx errors 0/0'

16.7 Hactpownka nogaepxku IP SLA

16.7.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 108 B Ka4eCTBe OCHOBHbIX YCTPONCTB UCMOSb3YIOTCH YeTbipe
cepBUCHbIX MapupyTmusaTopa - RouterA, RouterB, RouterC n RouterD.

Mexgy YyCTpoMCTBaMM HacTpoeHa craTtuyeckas  mMapuwpytmsaumsa. CoceacTtso
HacTpamBaeTtcsa mexay RouterA n RouterB, RouterA n RouterC, RouterB un RouterD, RouterD un
RouterC. lNpamoro coceactaa HeT mexay ycTponcteamu RouterB un RouterC, RouterA n RouterD.
Ha kaxxgom 13 yCTponCTB HacTpoeHbl MHTepdENChl U Ha3HayeHbl IP-agpeca.

Ha yctpownctee RouterA HacTpoeH mexaHuam IP SLA.

Ha RouterD HacTpoeH loopback-nHtepgenc.

RouterB

_ O Dooo eth1: 30.30.30.1/24
='0 Doon

RouterA RouterD | gth4: 30.30.30.2/24

O Oooo
0 Dooo

eth2: 10.10.10.2/24

eth2: 10.10.10.1/24

1]

eth1: 20.20.20.1/24 lo1: 50.50.50,1/32 eth2: 40.40.40.2/24

RouterC

O oooo
=‘'p pooo
eth1: 20.20.20.2/24 eth2: 40.40.40.1/24

PucyHok 108 — Cxema HacTtponku IP SLA
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16.7.2 OTanbl HACTPOMKU CETU

16.7.2.1 Bowgute B pexum rnobanbHOM KOHUrypaumm Ha YCTpPoOMCTBax nepen
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypaLUmMOHHbIN pexnm. KoHUrypauuoHHbIN PeEXUM - 3TO OAUH U3 PEXMMOB KOMaHOHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,

MapLupyTM3aumto, 6e3onacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

16.7.2.2 Hactpounte RouterA
16.7.2.2.1 Hactpoute nutepdemncel eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 20.20.20.1/24
RouterA(config-if-[eth1])#exit
RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 10.10.10.1/24
RouterA(config-if-[eth2])#exit

16.7.2.2.2 HacTtpouTe Tpekep Ons OTCreXnBaHNA COCTOSAHUS XocTa npu nomown ICMP

coolLeHnn

RouterA(config)#ttrack icmp ICMP host 10.10.10.2 period 3
RouterA(config)#ttrack icmp ICMP on

16.7.2.2.3 HacTtpouTe cTaTn4eckyo MapLipyTn3aumnio

RouterA(config)#ip route 0.0.0.0/0 10.10.10.2 50 track ICMP
RouterA(config)#ip route 0.0.0.0/0 20.20.20.2 100
RouterA(config)#tend
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16.7.2.3 Hactpounte RouterB
16.7.2.3.1 Hactpoute nutepdemncol eth1 n eth2

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 30.30.30.1/24
RouterB(config-if-[eth1])#exit
RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 10.10.10.2/24
RouterB(config-if-[eth2])#exit

16.7.2.3.2 HacTtpounTe cTaTnyeckyo MapLipyTn3aumio

RouterB(config)#ip route 50.50.50.0/24 30.30.30.2
RouterB(config)#end

16.7.2.4 Hactponte RouterC
16.7.2.4.1 HactpouTe nHrepgemncesl eth1 n eth2

RouterC(config)#tinterface ethl
RouterC(config-if-[eth1])#no ip address dhcp
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ip address 20.20.20.2/24
RouterC(config-if-[eth1])#exit
RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 40.40.40.1/24
RouterC(config-if-[eth2])#exit

16.7.2.4.2 HacTtpounTe cTaTU4eckyo MapLIpyTU3aLnio

RouterC(config)#ip route 50.50.50.0/24 40.40.40.2
RouterC(config)#end

16.7.2.5 Hactponte RouterD
16.7.2.5.1 HactponTe nHrepemncesl eth1 n eth2
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RouterD(config)#interface ethl
RouterD(config-if-[eth1])#no ip address dhcp
RouterD(config-if-[eth1])#no shutdown
RouterD(config-if-[eth1])#ip address 30.30.30.2/24
RouterD(config-if-[eth1])#exit
RouterD(config)#tinterface eth2
RouterD(config-if-[eth2])#no shutdown
RouterD(config-if-[eth2])#ip address 40.40.40.2/24
RouterD(config-if-[eth2])#exit

16.7.2.5.2 Cospgante n HacTpouTe loopback-uHtepdenc

RouterD(config)#tinterface lol
RouterD(config-if-[lo1])#no shutdown
RouterD(config-if-[lo1])#ip address 50.50.50.1/32
RouterD(config-if-[lo1])#exit

16.7.2.5.3 HacTtpounTe cTatnyeckyo MmapLipyTn3aumio

RouterD(config)#ip route 10.10.10.0/24 30.30.30.1
RouterD(config)#ip route 20.20.20.0/24 40.40.40.1
RouterD(config)#end

16.7.2.6 CoxpaHuTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponCcTBax

@ HanomuHaHue

Router#write <name>

16.7.3 TpoBepka HacTpoek
16.7.3.1 BeinonHute komaHgy show ip route track-table Ha RouterA gns npocmoTpa

BblBOAaA Ha 3KpaH MapLlpyToB, X COCTOSIHUM N NOAKMHOYEHHbIX K HUM TPEKEPOB.

ip route 0.0.0.0/0 10.10.10.2 track ICMP state is up
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16.7.3.2 BbinonHute komaHay show track Ha RouterA gns npocmoTpa HaCTPOEHHOro

Tpekepa

ICMP-tracker ICMP:
testing reachability of 10.10.10.2
period 3 seconds
state: ON

History of tracking:
15-02-2024 15:00:17 - host is up
15-02-2024 15:00:20 - host is up
15-02-2024 15:00:23 - host is up
15-02-2024 15:00:26 - host is up
15-02-2024 15:00:29 - host is up

16.7.3.3 BbinonHute komaHay show ip route static Ha RouterA gns npocmoTtpa

HaCTPOEHHOro MapLpyTa

IP Route Table for VRF "default"
Gateway of last resort is 10.10.10.2 to network 0.0.0.0
S* 0.0.0.0/0 [50/0] via 10.10.10.2, eth2

16.7.3.4 BbinonHute komangy ping 50.50.50.1 Ha RouterA, 4tobbl y6eauTtbcs, 4TO

Tpaduk npoxoanT Yyepes RouterB

PING 50.50.50.1 (50.50.50.1) 56(84) bytes of data.

64 bytes from 50.50.50.1: icmp_seq=1 ttl=63 time=1.95 ms
64 bytes from 50.50.50.1: icmp_seq=2 ttl=63 time=1.89 ms
64 bytes from 50.50.50.1: icmp_seq=3 ttl=63 time=1.94 ms

16.7.3.5 BbinonHute komaHay tcpdump eth1 Ha RouterD ansa aHanusa Tpadmka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
15:09:34.341143 1P 10.10.10.1 > 50.50.50.1: ICMP echo request, id 24172, seq 1, length 64
15:09:34.341202 IP 50.50.50.1 > 10.10.10.1: ICMP echo reply, id 24172, seq 1, length 64
15:09:35.342199 1P 10.10.10.1 > 50.50.50.1: ICMP echo request, id 24172, seq 2, length 64
15:09:35.342232 IP 50.50.50.1 > 10.10.10.1: ICMP echo reply, id 24172, seq 2, length 64
15:09:36.343230 1P 10.10.10.1 > 50.50.50.1: ICMP echo request, id 24172, seq 3, length 64
15:09:36.343287 IP 50.50.50.1 > 10.10.10.1: ICMP echo reply, id 24172, seq 3, length 64
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16.7.3.6 BbinonHute crneaywowme AenNCTBMSA AN NPOBEPKU NPOXoXAeHMs Tpadmka no

APYromy HacTpOEHHOMY MapLUPYTy

16.7.3.6.1 Ortknounte mHTepgenc eth2 Ha RouterB, 4TOGLI pasopBaTb cCoeauHeHue
RouterA n RouterB

RouterB(config)#interface eth2
RouterB(config-if-[eth1])#shutdown
RouterB(config-if-[eth1])#exit

16.7.3.6.2 BbinonHute komangbl show ip route track-table n show track Ha RouterA,
4yTO6bI YOEONTBLCA, YTO TPEK OTKIOYEH

show ip route track-table

ip route 0.0.0.0/0 10.10.10.2 track ICMP state is down

show track

ICMP-tracker ICMP:
testing reachability of 10.10.10.2
period 3 seconds
state: ON

History of tracking:
15-02-2024 15:18:47 - host is down
15-02-2024 15:18:50 - host is down
15-02-2024 15:18:53 - host is down
15-02-2024 15:18:56 - host is down
15-02-2024 15:18:59 - host is down

16.7.3.6.3 BbinonHute komaHay show ip route static Ha RouterA ans npocmoTpa
MapLupyTa K RouterC

IP Route Table for VRF "default"
Gateway of last resort is 20.20.20.2 to network 0.0.0.0
S*  0.0.0.0/0[100/0] via 20.20.20.2, eth1

16.7.3.6.4 BbinonHute komaHgy ping 50.50.50.1 Ha RouterA, 4ytobbl y6eauTbca, 4To
Tpaduk npoxogut Yepes RouterC
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PING 50.50.50.1 (50.50.50.1) 56(84) bytes of data.

64 bytes from 50.50.50.1: icmp_seq=1 ttl=63 time=2.00 ms
64 bytes from 50.50.50.1: icmp_seq=2 tt|=63 time=1.91 ms
64 bytes from 50.50.50.1: icmp_seq=3 tt|=63 time=1.98 ms

16.7.3.6.5 BbinonHute komangy tcpdump eth2 Ha RouterD ans aHanusa Tpadguka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes
15:20:47.499194 IP 20.20.20.1 > 50.50.50.1: ICMP echo request, id 24539, seq 1, length 64
15:20:47.499270 IP 50.50.50.1 > 20.20.20.1: ICMP echo reply, id 24539, seq 1, length 64
15:20:48.499034 IP 20.20.20.1 > 50.50.50.1: ICMP echo request, id 24539, seq 2, length 64
15:20:48.499074 IP 50.50.50.1 > 20.20.20.1: ICMP echo reply, id 24539, seq 2, length 64
15:20:49.500159 IP 20.20.20.1 > 50.50.50.1: ICMP echo request, id 24539, seq 3, length 64
15:20:49.500208 IP 50.50.50.1 > 20.20.20.1: ICMP echo reply, id 24539, seq 3, length 64

16.7.3.7 BbInonHuTe cnegyrowime 4encTBuA Ona BOCCTAHOBMEHUS COeAUHEHNA MeXay
RouterA n RouterB

16.7.3.7.1 Bkntouute nHtepdenc eth2 Ha RouterB

RouterB(config)#tinterface eth2RouterB(config-if-[eth2])#no shutdownRouterB(config-if-[eth2])#exit

16.7.3.7.2 BbinonHute komMaHgbl show ip route track-table n show track Ha RouterA,
4YTOObI YOEeauTbCs, YTO TPEK BKMNHOYEH

show ip route track-table

ip route 0.0.0.0/0 10.10.10.2 track ICMP state is up

show track

ICMP-tracker ICMP:
testing reachability of 10.10.10.2
period 3 seconds
state: ON

History of tracking:
15-02-2024 15:24:24 - host is up
15-02-2024 15:24:28 - host is up
15-02-2024 15:24:31 - host is up
15-02-2024 15:24:34 - host is up
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15-02-2024 15:24:37 - host is up

16.7.3.7.3 BbinonHute komaHgy show ip route static, u4TOo6bl Y6eauTbCcs, YTO

BOCCTaHOBUIICA MapLlpyT K RouterB

IP Route Table for VRF "default"
Gateway of last resort is 10.10.10.2 to network 0.0.0.0
S*  0.0.0.0/0 [50/0] via 10.10.10.2, eth2

16.7.3.7.4 BbinonHute komaHay ping 50.50.50.1 Ha RouterA, 4tobbl ybeauTbCs, 4TO

Tpaduk npoxoanT Yyepes RouterB

PING 50.50.50.1 (50.50.50.1) 56(84) bytes of data.

64 bytes from 50.50.50.1: icmp_seq=1 ttl=63 time=2.02 ms
64 bytes from 50.50.50.1: icmp_seq=2 tt|=63 time=1.94 ms
64 bytes from 50.50.50.1: icmp_seq=3 tt|=63 time=1.98 ms

16.7.3.7.5 BbinonHute komangy tcpdump eth1 Ha RouterD ans aHanusa Tpadguka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
15:26:16.658213 IP 10.10.10.1 > 50.50.50.1: ICMP echo request, id 24720, seq 1, length 64
15:26:16.658278 IP 50.50.50.1 > 10.10.10.1: ICMP echo reply, id 24720, seq 1, length 64
15:26:17.659325 IP 10.10.10.1 > 50.50.50.1: ICMP echo request, id 24720, seq 2, length 64
15:26:17.659380 IP 50.50.50.1 > 10.10.10.1: ICMP echo reply, id 24720, seq 2, length 64
15:26:18.660555 IP 10.10.10.1 > 50.50.50.1: ICMP echo request, id 24720, seq 3, length 64
15:26:18.660605 IP 50.50.50.1 > 10.10.10.1: ICMP echo reply, id 24720, seq 3, length 64

16.8 Hactpownka PoE

16.8.1 OnucaHue HaCTPOMKMU

Kak nokaszaHo Ha pucyHke 109 B KadecTBe OCHOBHOIO YCTPOMCTBaA WCMONb3yeTcs

CepBUCHbLIN MapLupyTusaTop - RouterA.

K RouterA nogkntodeHa Camera yepes switchport1 paboTatowmin B pexume PoE.
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Camera RouterA

switchport1 —
: LILIL)
B a .:I
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nla

PucyHok 109 — Cxema HacTponkn PoE

16.8.2 JTanbl HACTPOUKMU

16.8.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHUrypaumuoHHbIA peXnM - 3TO OOAWH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHPUIrypauUMOHHOM pexmme MOXHO U3MEHATb HACTPOMKU  UHTEpPdEencosB,

MapLupyTM3aumto, 6e3onacHoOCTb 1 ApyrMe napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

16.8.2.2 Hactpounte RouterA

16.8.2.2.1 Bknwounte Ha RouterA pexum PoE

RouterA(config)#poe on

16.8.2.2.2 Bknwounte nHtepdgemnc switchport1

RouterA(config)#tinterface switchportl
RouterA(config-switchport1)#no shutdown
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16.8.2.2.3 HactpouTe Ha nHtepdence POE+(AT)

RouterA(config-switchportl)#poe operation-mode PoE+
RouterA(config-switchport1)#exit

»
MpumeyaHue

POE+ MOXHO HacTpouTb Ha BCeX MHTepdencax, HO OAHOBPEMEHHO TOMbKO Ha ABYX.

KomaHga poe operation-mode PoE oTkntodaet PoE+

16.8.2.2.4 HactpouTte TemnepaTypy cpabaTbiBaHUA NpeaynpexneHus

RouterA(config)#tpoe temperature-alarm 50

16.8.2.2.5 Bknwounte meTtoq orpaHN4eHns MOLLHOCTU

RouterA(config)#tpoe AT power-limit-mode PPL

»
MpumeyaHue

[na komaHabl nNpefycCMOTPEHO [Ba BapuaHTa OrpaHUMYeHUs MUTaHUs  Ha
NHTepgence:
PPL - Ha ocHOBE MOLLHOCTK onpeaeneHHon Nnofb3oBaTenem;
class-based - Ha ocHoBe knacca MOLLHOCTH.
16.8.2.2.6 HacTponTe orpaHn4yeHne MOLLHOCTN Ha uHTepdence
RouterA(config)t#tinterface switchportl
RouterA(config-switchportl)#poe power-limit AT ppl 8000
RouterA(config-switchport1)#exit
16.8.2.2.7 Bblbepute meTo OTKMOYEHNA NUTaHna PoE
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RouterA(config)#poe power-mode dynamic

»
MpumeyaHue
[na komangbl NnpegyCcMOTPeHo ABa MeToAa OTKMYEHUS MUTAHNSA:

dynamic - guHamnyeckuii (No noTpebneHunio);

static - cratudeckun (TPPL).

16.8.2.2.8 BkniouunTe nprvoputM3aumio NUTaHns MHTepdencos

RouterA(config)#poe AT disconnection-method higher-priority

»
MpumeyaHue

KomaHga poe AT disconnection-method ignore-priory oTknio4YaeT npuopuTM3aunio
NHTEepPencos.

16.8.2.2.9 HacTtpounTte npunoputeT OTKNOYEHUST Ha UHTepdence

RouterA(config)#tinterface switchportl
RouterA(config-switchportl)#poe priority HIGH

»
MpumeyaHue

ﬂ,]’lﬂ KOMaHAbl NpeayCcMOoTpeHO TpU BapuaHTa npuopuTeTa.

CRITICAL - BbICLUNW NMPUOPUTET;
HIGH - BbICOKMIA NpUopUTET;

LOW - HM3KMI NpUopuTeT.

16.8.2.2.10 lMNMpuHyanTensHO BKNOYUTE NUTaHUE Ha UHTepdence
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RouterA(config-switchportl)#poe force power on

16.8.2.3 CoxpaHuTe HaCTPOWKn

Mcnonb3yinte komaHay write <name> ons CoxpaHeHUsa HacTPOeK Ha YCTponCcTBax

@ HanomuHaHue

Router#write <name>

16.8.3 TlpoBepka HacTpoek

BbinonHute komangy show poe Ha RouterA anga npocmoTpa HacTpoek PoE

Power over Ethernet

Status: PoE enabled
Power Limit = 160W, Max shutdown Voltage = 58.0V, Min shutdown Voltage = 46.0V
Power Supply Voltage: 48.7 V
Total Power Consumption: 0 W
Temperature Info:
Current Temperature : 37°C
Overheated: no
Temperature Alarm (user defined: 50°C): no
Power Management:
Total Power Mode: Full Dynamic (Consumption)
Power Limit Mode: User defined per port
Disconnection Method: priority
PoE enabled Ports:
switchportl
Ports delivering power:

BeinonHute komaHgy show poe interfaces switchport 1 Ha RouterA gns npocmoTtpa

COCTOAHUA NMOopTa

Power over Ethernet Interfaces: enabled
Interface switchportl: UP
Port type: IEEE802.3AF/AT
Pre-defined Power Limit: 8000 mW
Temporary Power Limit: 0 mW
Class: 0
Priority: HIGH
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Force Power: on
Status:
Port is on: Valid resistor detected

16.9 Wcnonb3oBaHune moaudukatopoB GREP

16.9.1 OnucaHue HaCTPOMUKMU

KomaHga grep ncnonb3dyetcs 4ns gunbTpauumn BbIBOAUMbIX COOOLLIEHMI B CTUME YTUNUTDI
grep B UNIX-nogo6Hbix cuctemax. MoxHo 3agatb Ao 3 wabnoHoB Ansi nomcka, KoTopble MOXHO
BBECTU B KOHLEe komaHgbl nocrne cumeona | (U1N). MogudukaTopbl BbIBOAbLI grep NO3BOSMSOT

N3MEHATb (bopmaT N cogepxaHune BbiBOA4a KOMaHAbI.

16.9.2 lNpumepbl BbIBOAA KOMaHA C Ucnonb3oBaHueM moandmkaTopoB grep
16.9.2.1 BbinonHute komaHgy show interfaces brief | grep ethl or eth2 gns BbiBOAa Ha

9KpaH KpaTkon cBogku no nHtepdernicam eth1 n eth2

ethl1 94:3f:bb:00:2d:c5 unassigned UP/DOWN ON
eth2 94:3f:bb:00:2d:c6 unassighed DOWN/DOWN OFF

16.9.2.2 BeinonHute koMangy show running-config | grep switchport context after 3,
KoTopass BbiBEOET BCe CTPOKM C KOHTEKCTOM "switchport" n Tpm CTpoKM nocne Kaxgoro

coBnageHus u3 pesynbtaTa BbINONHEHUS KOMaHabl show running-config

interface switchportl
description sally

no shutdown

exit

interface switchport2
description Sam

no shutdown

exit

interface switchport3
description Sarah

no shutdown

exit

interface switchport4
description steven
no shutdown

exit

interface switchport5
no shutdown
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exit

interface switchport6
no shutdown

exit

interface switchport7
no shutdown

exit

interface switchport8
no shutdown

exit

16.9.2.3 BbinonHute komaHgy show running-config | grep "no shutdown™ context before
2, KOTOpasi BbiBeAET BCe CTPOKM C KOHTEKCTOM "no shutdown" n gBe CTpOKM nepepn KaxabiM

coBrnageHneM n3 pesynbTaTta BbliNoMHeHNa komaHabl show running-config

interface ethl

no shutdown
interface switchportl
description sally

no shutdown
interface switchport2
description Sam

no shutdown
interface switchport3
description Sarah

no shutdown
interface switchport4
description steven
no shutdown

exit

interface switchport5
no shutdown

exit

interface switchport6
no shutdown

exit

interface switchport?7
no shutdown

exit

interface switchport8
no shutdown
interface vlanl

vid 1 ethertype 0x8100
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no shutdown

16.9.2.4 BeinonHute KomaHay show running-config | grep switchport only-matching ans
BblBOAA TONMbKO cammx coBnageHun "switchport" 6e3 BbiBoga Bcew CTpoOKM U3 pesyrnbTaTa

BbINOMHEHNA KomaHabl show running-config

switchport
switchport
switchport
switchport
switchport
switchport
switchport
switchport

16.9.2.5 BeinonHute komangy show interfaces brief | grep switchport invert-match ans
BbIBOJa BCEX CTPOK, B KOTOPbIX HET coBnageHun ¢ "switchport" n3 pesynoTtata BelBOga Ha 9KpaH

komaHabl show interfaces brief

Interface HW Address IPv4 Address  Admin/Link DHCPv4 Description
ethl 94:3f:bb:00:2d:c5 unassigned UP/DOWN ON
eth2 94:3f:bb:00:2d:c6 unassigned DOWN/DOWN OFF
vlanl 94:3f:bb:00:2d:c7 192.168.0.1/24 UP/DOWN OFF

16.9.2.6 BbinonHute komaHgy show interfaces brief | grep SWITCHPORT ignore-case
ONs BblBOOA BCeX CTPOK, cogepxawwmx "switchport", HeszaBucumo oT peructpa OykB u3

pesynbTaTta BbiBOAa Ha 3KkpaH koMaHabl show interfaces brief

switchportl n/a UP/DOWN n/a sally
switchport2 n/a UP/DOWN n/fa Sam
switchport3 n/a UP/DOWN n/a Sarah
switchport4 n/fa UP/DOWN n/a steven
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
switchport7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a
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16.9.2.7 BeinonHute komaHgy show log syslog | grep "16\\:2[1-2]" extended-regexp |
grep dhcpdiscover ignore-case.

OTa KOMaHOa cHayana BbINOSIHAET MOWUCK PEeErynsipHoro BblpaxeHuss 16\:2[1-2] wu3
pesynbTaTta BblBOAa koMaHAbl show log syslog, urHopupysa peructp. 3ateM oHa nepegaet
pesynbTaT NepBoro Nnoucka BO BTOPYK KOoMaHay grep, kotopada vwet ctpoky dhcpdiscover B

NONyYeHHbIX pe3ynbTaTax, TaK >Xe UTHOPUPYS Perncrp.

Apr 18 11:16:22 sr-be dhclient: DHCPDISCOVER on ethl to 255.255.255.255 port 67 interval 7
Apr 18 12:16:21 sr-be dhclient: DHCPDISCOVER on eth1 to 255.255.255.255 port 67 interval 16
Jul 2 16:21:08 sr-be dhclient: DHCPDISCOVER on eth1 to 255.255.255.255 port 67 interval 13
Jul 2 16:21:21 sr-be dhclient: DHCPDISCOVER on ethl to 255.255.255.255 port 67 interval 18
Jul 2 16:21:39 sr-be dhclient: DHCPDISCOVER on ethl to 255.255.255.255 port 67 interval 20
Jul 2 16:21:59 sr-be dhclient: DHCPDISCOVER on ethl to 255.255.255.255 port 67 interval 20
Jul 2 16:22:19 sr-be dhclient: DHCPDISCOVER on eth1 to 255.255.255.255 port 67 interval 18
Jul 2 16:22:37 sr-be dhclient: DHCPDISCOVER on eth1 to 255.255.255.255 port 67 interval 9

Jul 2 16:22:46 sr-be dhclient: DHCPDISCOVER on eth1 to 255.255.255.255 port 67 interval 17

16.9.2.8 BbinonHute komaHay show running-config | grep "switchport." extended-regexp
context after 2 gns BbIBoga Ha akpaH BCEX CTPOK, coaepxawmx "switchport", BMmecte ¢ agByms
CTpOKamu, CrieayroLmMmn 3a KaxabiM coBnageHMemM U3 pesyrnbTaTa BbINOSIHEHUST KOMaH4bl show

running-config

interface switchportl
no shutdown

exit

interface switchport2
no shutdown

exit

interface switchport3
no shutdown

exit

interface switchport4
no shutdown

exit

interface switchport5
no shutdown

exit

interface switchport6
no shutdown

exit

interface switchport?7
no shutdown

exit

interface switchport8
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no shutdown
exit

16.9.2.9 BeinonHute komangy show running-config | grep "192.168.[0-9].1" extended-
regexp Ans BbiBOA4A CTPOK, coaepxawmx wabnoH IP-agpeca "192.168.x.1" n3 pesynbtarta
BbIMOSIHEHNA KOMaHAbl show running-config, yunMTbiBas, YTO KaXKabl OKTET MOXET coaepXxaTb

oaHy unu 6onee undp.

ip address 192.168.0.1/24

16.10 HacTpomnka TOUYKM OTKaTa 4eUCcTBMMN

16.10.1 OnucaHue HaCTPOUKMU

Hactponka nosBonsieT yCTaHOBUTbL TOYKM OTKaTa KoHUrypauuum v OencTBus Npu ee
3arpyske. [lanee npuBedeHoO onvcaHwe CO3faHUSA, U3MEHEHUS, yaaneHus, a Takke 3arpysku u
BbIrPY3KW.

CospaHuve, yoaneHue, a Takke 3arpy3ky M BbIFPy3Ky TOYEK OTKaTta MOXeT Npou3BOAUTb

nonb3oBaTtesib C ypoBHeM npusunernn 14 n 6onee.

16.10.2 dTanbl HACTPOUKMU

16.10.2.1 YcTaHOBKa TOYKM OTKaTa KOHpurypauum

BoinonHute  komaHaoy system  rollback <profile "config_name"> <action
"action_name" > <force> <time "timer" | idle "timer"> <comment "user_comment"> ans

€034aHu1s TOYKM OTKaTa U AeACTBUS NpU ee 3arpyske.

admin@RouterA# system rollback profile name action reload force time 5 comment 1111

roe: — <profile "config_name"> — BbIGop npoduns KOHpUrypaumm, 3arpy>xaemoro npu otkare,
roe "config_name" — HammeHoBaHuMe nNpocuna KoHdurypaummn. Mo ymonyaHuio B npocunb
oTKaTa 3arpyxaroTcs TeKyLIne HaCTPONKN caenaHHble ¢ MOMeHTa 3arpy3ku CM,;
— <action "action_name"> — Bblbop AencTBusi, KoTopoe OyaeT Npou3BOAMTLCA MpuU
oTKaTe: norfiHasa nepesarpyska yCTpoOUCTBa C OTKaTbiBaeMbIM npodunem KoHdurypauyum

(action reboot) nnu 3arpyska otkaTbiBaeMOro npocunsa KoHdpurypaumm 6e3 nepesarpysku
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yCTpoucTBa (action reload). Mo YMON4YaHuIo BblOMpaeTcs 3arpyska
oTKaTblBaeMoro npocmnsa KoHpurypaumm 6e3 nepesarpyskm ycTponcTBa;

— <force> — BbIiNnosiHeHNe KoMaHabl 6e3 ananora NoATBEPXKOEHNS;

— <time "timer"> — BbIOOp TanmMepa Ans aBTOMaTMYECKOro oTkaTa, rage "timer" — Bpems oo
aBTOMaTU4ecKoro oTkara B MuHytax. [loctynHbele 3HadyeHuss ot 1 go 20. o ymonyaHuio
BblbupaeTcs napameTp time ¢ 5-MUHYTHLIM TanMayToOM 40 OTKaTa KOHUrypauuu;

— <idle "timer"> — BbIbOp TamMepa HeaKTUBHOCTM MOSb30BaTENA A1 aBTOMaTUYECKOro
oTKaTa, rae "timer" — BpeMsa O aBTOMaTMYECKOro oTkata B MMHyTax. [loCTynHble 3Ha4YeHna
oT 1 po 20;

— <comment "user_comment"> — ycTaHOBKa KOMMeEHTapus 4515 3anucbiBaeMoro npocuns
oTKaTa, rae "user_comment" — HebonbLoe CroBecHoe onucaHne Npodunsa octaensemoe

nonb3oBaTersieM Mo XXeJiaHuio.

»
MpumeyaHue

Umsa npodcuna koHurypaumm null, koTopoe MOXeT OblTb WCMNOMNb30BaHO B
komaHae load null, sBnseTca 3ape3epBUPOBaHHbIM CUCTEMHbLIM WUMEHEM, npodhanna c
TakuM MMEHEM He CyLlecTByeT, NMo3TOMYy MWCMNoNb3oBaTb 3TO MMS B JaHHOW KOMaHAe

HEBO3MOXHO.

Mpn co3gaHMM TOYKM OTKata BblbpaHHas KOHUrypaums npodunsa CcoxpaHseTca B
cneumanbHbIM Npodunb oTkata. MMa ToYkn oTkaTa hopMmnpyeTcs Ha OCHOBE TeKyLUMX AaTbl U
BPEMEHW, YCTaAHOBIIEHHbIX B CUCTeMe, BKMYass [geHb Hegenn B dhopmaTe
HenpHenmenu OO MM I'TTT Y4:MM:CC. Hanpmmep: Tue 14 Apr 2015 12:21:19.

Mo nctedeHnn TanmayTta, 3agaHHOro nNapameTpamMu time UAN idle, CUCTEMA 3arpyXKaerT:
npousib  KOHUrypaumm, ykasaHHblA napaMeTpoM profile UMM NPOGUAb KOHUrypaumm,

aKTUBHbIN HA MOMEHT CO3aHNs TOYKN OTKaTa (ecnm napaMeTp profile HE 3a,u,aH).

»
MpumeyaHue

I'Ipm OTKaTe BOCCTaHaBJIIMBAKOTCA TOJIbKO T€ HaCTpOI‘/’IKI/I, KOTOpblEe MOryT ObITb

COXpaHeHbl B KOH(urypaumoHHOM npodomne. TakMe HaCTPOWKW, Kak CreHepupoBaHHbIE
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knounm SSH/vpn, HacTpouku nonb3oBaTtenenm u rpynn, YCTAaHOBMEHHOE BpeMs, WMS
ycTponctBa, HacTtpoukn VLOG, HacTporkum KomaHg terminal v aHanorudHble, He

BOCCTaHaB/IMBAOTCA NpPU OTKaTe.

16.10.2.2 OTMeHa TOYKM oTKaTa
BbinonHute komaHgy system commit <force> ana oOTMeHbl npoueaypbl OTKaTa,

aKTMBMpPOBaHHOM koMaHaon system rollback
admin@RouterA# system commit force

roe <force> — BbINonHeHWe KoMaHabl 6e3 Agnanora noaTBePXaeHUS.

16.10.2.3 HemeaneHHoe BbINONHEHNE OTKaTa CUCTEMbI

BoinonHute komaHay system revert <force> <rollback-profile "config_name"> ans
HeMe[IeHHOro oTkaTta CUCTEMbI B MOCMEHIOK TOYKY OTKaTa, yCTaHOBMEHHYIO KOMaHAoM system

rollback
admin@RouterA# system revert force rollback-profile Tue_14_Apr_2015_12:21:19

roe: — <force> — BbInonHeHne KomaHAbl 6€3 guanora NoaTBEPXKAEHUS;
— <rollback-profile "config_name"> — BbIbop npoduns oTtkata, rae "config_name" —

HanMeHOBaHWe nNpogunsi.

»
MpumeyaHue

Ecnn napametp <rollback-profile> He ykasaH, n npu 3aToMm Oblna co3gaHa Toudka
oTkaTa komaHgou system rollback, To cuctema aBTOMaTtM4eCKM BbIMOSHUT OTKAT K 3TOM

TOYKe.

16.10.2.4 YpaneHne KOHKPETHOW TOYKN OTKaTa
BeinonHute komaHay system clear-rollback rollback <"config_name"> gns yoanenus

onpeneneHHom TOYKN oTkaTa.
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admin@RouterA# system clear-rollback rollback Tue_14_Apr_2015_12:21:19

rae <"config_name"> — BbIbop Npodumns oTkarta, rae "config_name" — HaumeHoBaHMe npocuns.
16.10.2.5 YpganeHue Bcex TOYeK oTkata
BbinonHute komangy system clear-rollback all gnga yoaneHus Bcex coxpaHeHHbIX TOYEK

OTKaTa.

admin@RouterA# system clear-rollback all

16.10.2.6 YcTaHOBKa MakCMmMarbHOIo 3Ha4YeHuUs1 KonmyectBa ToOYeK oTkaTa
BeinonHute komaHay system rollback-files-nubmer <number_of_files> ansa yctaHoBku

MaKCMMaribHOro KoJin4yecrtBa TO4EK OTKaTa B UICTOPUN OTKATOB.

admin@RouterA# system rollback-files-number 20

roe: <number_of files> — konn4yecTBO MakcMmarnbHbIX TOYEK OTKaTa, AOCTYMHbIE 3HAYEeHUS OT 1
no 20.

16.10.2.7 TpocmoTp cTaTyca akTMBMPOBAHHOW Npoueaypbl oTkaTa

BbinonHute komangy show system rollback gna npocmoTtpa ctatyca akTMBMPOBaHHOM

npoueaypbl oTkaTa.

admin@RouterA# show system rollback

Rollback is active

Current rollback profile is: Tue_14 Apr_2015_12:21:19
Rollback action: reload

Current timer mode: time

Time remaining: 5 minutes

admin@RouterA#

16.10.2.8 lNpocMOTp MakcMMarnbHOro KofimyecTBa ToOYeK oTkaTa
BeinonHute komaHgy show system rollback-files-number gns npocmotpa

MaKCMaribHOro Konm4yecrtBa To4eK OTKaTa.

admin@RouterA# show system rollback-files-number 10
admin@RouterA#
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16.10.2.9 lNpocmoTp npodmnda TOYKM OTKaTa

BoinonHute komangy show profile rollback <"rollback_name"> ana npocmoTpa
ornpeneneHHom TOYKN oTkara.

admin@RouterA# show profile rollback Tue_14_Apr_2015_12:21:19

| Profile Name | Loaded by | Created by | Loaded at |

| Tue_14 Apr 2015 12:21:19 | |

admin | |
admin@RouterA#

roe <"rollback_name"> — Bbibop npoduna oTkata, rae "config name" -

HanMeHoBaHue
npocuns.
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17YnpaBrneHue mapLipyTu3aTopom
17.1 Hactpowuka LTE-mogema

17.1.1 OnucaHue HaCTPOMUKMU

Kak nokasaHO Ha pucyHke 110 B Ka4yecTBe OCHOBHOMO yCTpOVICTBa MCNOJ1b3YOTCA

CepBUCHbIN MapLupyTusaTop RouterA.

Ha RouterA HacTpoeH nHtepgeic lte1 n uitepdeiic eth1 - IP address 198.168.0.2/24.

Cloudflare
PC LTE DHCP Server
RouterA 1.1.11

eth1 Ite1
= . B 8800
='0 oooo

192.168.0.1/24 192.168.0.2/24 WHTepHeT ceTb

PucyHok 110 — Cxema HaCcTponku

17.1.2 3OTanbl HACTPOMKU CETU

17.1.2.1 Bowgute B pexuMm rnobanbHON KOHUrypaumm Ha yYCTPOWUCTBE Nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUdA, OAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnm - 3TO OOAUH U3 PEXMMOB KOMaHAHOM
CTPOKU. B KOH(UrypaumMOHHOM peXmme MOXHO MU3MEHSATb HACTPOMKU UHTEePdENCcos,

MapLipyTM3aumto, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

17.1.2.2 Hactponte RouterA

17.1.2.2.1 OTkno4MTE TEKYLLUIA Vlan NnCnonb3yemblin N0 yMOMYaHWUIO
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RouterA(config)#no interface vlanl
17.1.2.2.2 HactpouTe nHTepdemc lte1

RouterA(config)#interface Itel
RouterA(config-if-[Ite1])#ip address dhcp
RouterA(config-if-[ltel])#exit

17.1.2.2.3 HactpouTe nHTepdemnc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.2/24
RouterA(config-if-[eth1])#exit

17.1.2.2.4 HactpounTte NAT Ha RouterA

RouterA(config)#ip access-list NAT outinterface Itel
RouterA(config)#ip nat access-list NAT source masquerade

17.1.2.3 CoxpaHuTe HaCTPOWKM

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBaxX

@ HanomuHaHue

Router#write <name>

17.1.3 TlpoBepkKa HacTpoek
17.1.3.1 BbinonHnte komaHgy show interfaces brief Ha RouterA gna npocmoTpa

nony4yeHHoro agpeca

Interface  HW Address IPv4 Address Admin/Link DHCPv4  Description
ethl 94:3f:bb:00:30:41 192.168.0.2/24 UP/UP OFF
eth2 94:3f:bb:00:30:42 unassigned DOWN/DOWN  OFF
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ltel 00:1e:10:1:00:00 192.168.8.100/24  UP/UP ON 12d1:14db device

17.1.3.2 BbinonHute komaHay ping 1.1.1.1 Ha PC gnsa npoBepku paboTbl Mogema

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.

64 bytes from 1.1.1.1: icmp_seq=1 ttlI=54 time=37.3 ms

64 bytes from 1.1.1.1: icmp_seq=2 ttl=54 time=25.9 ms

64 bytes from 1.1.1.1: icmp_seq=3 ttlI=54 time=24.8 ms

AC

---1.1.1.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 24.849/29.359/37.299/5.631 ms

17.2 Hactpouka Samba-cepBepa

17.2.1 OnucaHue HaCTPOMUKMU

Kak nokaszaHo Ha pucyHke 111 B KayecTBe OCHOBHOMO yCTpOVICTBa NCcnonb3yeTcA

CEepBUCHbLIN MapLupyTu3aTop - RouterA.
K RouterA nogkntoveH PC, rge HacTpoeH ceTeBOM MHTEPMENC.
Ha RouterA HacTpoeH uHTepdenc n HasHa4vyeH ctatmyecku IP-agpec, HacTpoeH Samba-

cepBep n nobaeneH nonb3oBaTtens Samba, co3gaHo npmBaTtHoe XpaHunuiwie n rocteBasd narika.

PC RouterA
Samba
cepBep

eth1
192.168.0.1/24 192.168.0.2/24

PucyHok 111 — Cxema HacTponku paboTbl cepBepa Samba

Bepcus 9.0 491



YnpaBrneHne MapLupyTn3aTopom WHCTpyKLMS No HacTpolike
KPII.465614.001-181C3

17.2.2 OTanbl HACTPOMKU CETU

17.2.2.1 HactponTe knueHT samba Ha PC

17.2.2.2 Hactpounte RouterA

17.2.2.2.1 Bongute B pexum rnobanbHON KOHUrypaumMm Ha YCTPOMCTBE nepea
HaCTPOMKOM

lMpu HacTponke ceTeBoro obopyaoBaHus, OOHUM U3 rNaBHbIX LIAroB, ABMASETCS BXO4 B
KOHOUTYpaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW
CTPOKN. B  KOHUrypauUMOHHOM pexXmMe MOXHO U3MEHATb HACTPOWMKU UHTEepdEemncosB,

MapLipyTm3aumto, 6e3onacHoOCTb U Apyrue napameTpbl YCTPONCTB.

@ HanomuHaHue

RouterA#configure terminal

17.2.2.2.2 OTkoumMTE TEKYLWMIA vlan ncnonb3yemMbl N0 yMOYaHMIo
RouterA(config)#no interface vlanl
17.2.2.2.3 HactpouTe nHTepdemc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.2/24
RouterA(config-if-[eth1])#exit

17.2.2.2.4 [JobaBbTe nonb3oBaTens B CUCTEMY

RouterA(config)#username add testuser group service
Enter password:
Repeat password:

17.2.2.2.5 Hactponte Samba cepsep
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»
NMpumeyaHue

[anee npuBegeHa HacTponka Samba-cepBepa, koTopbi mcnosnbdyet USB-flash

HaKonnTenb Ana XxpaHeHna gaHHbIX.

RouterA(config)#tsamba server
RouterA(config-sambaserver)#mkdir /media/usb0 testshare
RouterA(config-sambaserver)#chmod /media/usb0 testshare/

17.2.2.2.6 T[logTBepauTe BbIOOP HakonNuTens
Are you sure? (y/n) yes
17.2.2.2.7 HacTpouTe npMBaTHOE XpaHuUnvLie

RouterA(config-sambaserver)#interfaces ethl
RouterA(config-sambaserver)#user add testuser
RouterA(config-sambaserver)#share add testshare /media/usb0
RouterA(config-sambashare-[testshare])#writable on
RouterA(config-sambashare-[testshare])#disk /media/usb0
RouterA(config-sambashare-[testshare])#path testshare/
RouterA(config-sambashare-[testshare])#users testuser
RouterA(config-sambashare-[testshare])#enable
RouterA(config-sambashare-[testshare])#exit

17.2.2.2.8 Bkniounte cepBep Samba

RouterA(config-sambaserver)#on
RouterA(config-sambaserver)#end

17.2.2.3 CoxpaHuTe HaCTPOWKM

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gnsa COXpaHeHnA HaCTpOoOEK Ha yCTpOIZCTBaX
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@ HanomuHaHue

Router#write <name>

17.2.3 TlpoBepka HacTpoek
17.2.3.1 BbinonHute nogkntoyeHme ¢ PC Ha Samba cepsep

Try "help" to get a list of possible commands.
smb: \>

17.3 Hactpouka TFTP-cepBepa

17.3.1 OnucaHue HaCTPOUKMU

Kak nokasaHo Ha pucyHke 112 B KadecTBe OCHOBHbIX YCTPOWCTB WCMONb3YHTCA ABa
CepBUCHbIX MapLupyTusaTopa - RouterA n RouterB.

Ha RouterA HacTtpoeH nHtepdenc eth1 - IP address 198.18.1.1/24.

Ha RouterB HacTpoeH uHtepdenc eth1 - IP address 198.18.1.2/24 n BkntoyeH NpPOTOKOS

tftp.

RouterA RouterB
.0 ooog .0 oooo
='n DDDOD g 1 ='p oooo
ipv4:198.18.1.1/24 ipv4:198.18.1.2/24

PucyHok 112 — Cxema HacTtpovikn TFTP
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17.3.2 OTanbl HACTPOMKU CETU

17.3.2.1 Bowngute B pexum rnobanbHON KOHUrypaumm Ha YCTpPoOMCTBax nepepn
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KOHUrypaumMoHHbIA peXnm - 3T0 OOAUH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,

MapLupyTM3aumto, 6e3onacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

17.3.2.2 Hactpounte nHtepdenc eth1 Ha RouterA

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#end

17.3.2.3 Hactpownte RouterB
17.3.2.3.1 Hactpoute nutepdcemc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

17.3.2.3.2 Bkntounte TFTP

RouterB(config)#tftp on
RouterB(config)#end

17.3.2.4 CoxpaHuTe HaCTPOWKM

|/|CI'IOJ'Ib3yIZTe KOMaHay write <name> gnsa COXpaHeHnA HaCTpOEK Ha yCTpOIZCTBaX
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@ HanomuHaHue

Router#write <name>

17.3.3 TlpoBepka HacTpoek
17.3.3.1 BeinonHute komaHgy ping 198.18.1.2 repeat 8 Ha RouterA ana npoBepku

CBA3HOCTU

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.

64 bytes from 198.18.1.2: icmp_seq=1 tt|=64 time=1.95 ms
64 bytes from 198.18.1.2: icmp_seq=2 ttl=64 time=0.951 ms
64 bytes from 198.18.1.2: icmp_seq=3 ttl=64 time=1.03 ms
64 bytes from 198.18.1.2: icmp_seq=4 ttl=64 time=0.977 ms
64 bytes from 198.18.1.2: icmp_seq=5 ttl=64 time=0.924 ms
64 bytes from 198.18.1.2: icmp_seq=6 ttl=64 time=0.984 ms
64 bytes from 198.18.1.2: icmp_seq=7 ttl=64 time=0.944 ms
64 bytes from 198.18.1.2: icmp_seq=8 ttl=64 time=0.974 ms
--- 198.18.1.2 ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time 14ms
rtt min/avg/max/mdev = 0.924/1.092/1.949/0.325 ms

17.3.3.2 BbinonHute komaHgy copy profile profile to url tftp 198.18.1.2 Ha RouterA gns

oTnpasku danna KoHurypaumm

profile exported successfully

17.3.3.3 BbinonHute komaHgy show tftp Ha RouterB ans npoBepku nonydeHusa danna

Ha TFTP-cepBepe ycTponctea

TFTP server state: on
Files:

profile.json
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17.3.3.4 BebinonHute komaHay copy profile profile from url tftp 198.18.1.2 Ha RouterB ans
nmnopTta npoduna ¢ TFTP-cepBepa

Profile imported successfully!

17.4 Hactpowmka aBTopusaumm no nporokony RADIUS

17.4.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 113 B Ka4eCTBE OCHOBHbIX YCTPOMCTB UCNOSb3yeTCA CEPBUCHbIN
mMapwpyTtmnsatop n PC

Ha RouterA HacTpoeH nHtepdemnc eth1 - IP address 198.18.1.1/24 n HactpoeH RADIUS-
cepsep.

RouterA PC1

198.18.1.0/24
I =388
SssZl  eth1 198.18.1.2/24

Ipv4:198.18.1.1/24

PucyHok 113 — Cxema HacTponkn IP SLA

17.4.2 JTanbl HACTPOMUKMU CETH

17.4.2.1 Bowgute B pexum rrnobanbHON KOHUrypaumm Ha YCTpoOUCTBe nepes
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUSA, OAHUM U3 FMaBHbIX LLAroB, SBNSETCS BXOA4 B
KOH(UrypauUMOHHbIA pexnM. KoHMUrypaumoHHbIN peXnMm - 3T0 OOAWH U3 PEXMMOB KOMaHOHOM
CTpokM. B KOH(UrypauuMOHHOM peXume MOXHO MU3MEHSATb HAaCTPOVKU UHTepdEencos,

mMapLipyTm3aumio, 6e30nacHOCTb U ApyrMe napameTpbl YCTPOUCTB.
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@ HanomuHaHue

Router#configure terminal

17.4.2.2 Hactpounte RouterA
17.4.2.2.1 Hactpoute nutepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

17.4.2.2.2 Hactpoute Radius-cepBep

RouterA(config)#tradius server 198.18.1.2 password istok-radius authentication-port 1812 accounting-port 1813

timeout 3

RouterA(config)#system ssh authentication-method radius

RouterA(config)t#tend

17.4.2.3 CoxpaHuTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHUsa HacTPOEeK Ha YCTponcTBax

@ HanomuHaHue

Router#write <name>

17.4.3 TpoBepKa HacTpoeK

17.4.3.1 BbinonHuMm komaHgy ping 198.18.1.2 repeat 8 Ha RouterA gna nposepku

coeanHeHus c PC

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.

64 bytes from 198.18.1.2: icmp_seq=1 ttl=64 time=1.95 ms
64 bytes from 198.18.1.2: icmp_seq=2 ttl=64 time=0.951 ms
64 bytes from 198.18.1.2: icmp_seq=3 ttl=64 time=1.03 ms
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64 bytes from 198.18.1.2: icmp_seq=4 ttl=64 time=0.977 ms
64 bytes from 198.18.1.2: icmp_seq=5 ttl=64 time=0.924 ms
64 bytes from 198.18.1.2: icmp_seq=6 ttl=64 time=0.984 ms
64 bytes from 198.18.1.2: icmp_seq=7 ttl=64 time=0.944 ms
64 bytes from 198.18.1.2: icmp_seq=8 ttl=64 time=0.974 ms
--- 198.18.1.2 ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time 14ms
rtt min/avg/max/mdev = 0.924/1.092/1.949/0.325 ms

17.4.3.2 Ha BupTyanbHon malwumHe 3anyctute freeradius
17.4.3.3 BbInosHUTe BXOA B YY4ETHYIO 3anmncb admin ¢ UCNOMb30BaHNE YYETHbLIX JaHHbIX

RADIUS-cepBepa (login: admin; password: istok-radius)
admin@RouterA#

17.4.3.4 TlposepbTe BbiIBOA RADIUS-cepBepa

BeiBog RADIUS-cepBepa cogepxut "Access-Request * n "Sent Access-Accept

Ready to process requests
(0) Received Access-Request Id 13 from 198.18.1.1:55598 to 198.18.1.2:1812 length 78
(0) User-Name ="admin"

(0) User-Password = "istok-radius"

(0) NAS-IP-Address =127.0.1.1

(0) NAS-Identifier = "login"

(0) NAS-Port = 3802

(0) NAS-Port-Type = Virtual

(0) Service-Type = Authenticate-Only

(0) # Executing section authorize from file /etc/freeradius/3.0/sites-enabled/default
(0) authorize {

(0) policy filter_username {

(0) if (&User-Name) {

(0) if (&User-Name) -> TRUE

(0) if (&User-Name) {

(0) if (&User-Name =~/ /) {

(0) if (&User-Name =~/ /) -> FALSE

(0) if (&User-Name =~ /@[*@]*@/ ) {

(0) if (&User-Name =~ /@[*@]*@/ ) -> FALSE

(0) if (&User-Name =~ /\\\./ ) {

(0) if (&User-Name =~ /\\\./ ) -> FALSE

(0) if (&User-Name =~ /@/) && (&User-Name !~ /@(.+)\.(.+)S/)) {

(0) if (&User-Name =~ /@/) && (&User-Name !~ /@(.+)\.(.+)S/)) -> FALSE

(0) if (&User-Name =~ /\.5/) {

(0) if (&User-Name =~ /\.$/) ->FALSE

(0) if (&User-Name =~ /@\./) {

(0) if (&User-Name =~ /@\./) -> FALSE
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} #if (&User-Name) = notfound
} # policy filter_username = notfound
[preprocess] =
[chap] = noop
[mschap] = noop
[digest] = noop

[expiration] = noop

[logintime] = noop

[pap] = updated
} # authorize = updated
) Found Auth-Type = PAP
0) # Executing group from file /etc/freeradius/3.0/sites-enabled/default
0) Auth-Type PAP {
0) pap: Login attempt with password
0) pap: Comparing with "known good" Cleartext-Password
0) pap: User authentlcated successfully

) [pap] =
0) }# Auth- Type PAP = ok
0) # Executing section post-auth from file /etc/freeradius/3.0/sites-enabled/default
0) post-auth {

) if (session-state:User-Name && reply:User-Name && request:User-Name && (reply:User-Name ==
request:User-Name)) {
(0) if (session-state:User-Name && reply:User-Name && request:User-Name && (reply:User-Name ==
request:User-Name)) -> FALSE
) update {
) No attributes updated for RHS &session-state:
) }# update = noop
) [exec] = noop
) policy remove_reply _message_if eap {
) if (&reply:EAP-Message && &reply:Reply-Message) {
) if (&reply:EAP-Message && &reply:Reply-Message) -> FALSE
) else{
)
)
)
)
)
)
)

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)

0) suffix: Checking for suffix after "@"
0) suffix: No '@" in User-Name = "admin", looking up realm NULL
0) suffix: No such realm "NULL"
[suffix] = noop
0) eap: No EAP-Message, not doing EAP
[eap] = noop
0) files: users: Matched entry admin at line 211
[files] =
0
0

(0
(0
(0
(0
(0
(0
(
(
(
(0
(
(0
(
(0
(0
(0
(0
(
(
(
(
(
(
(
(0
(
(
(
(0

[noop] = noop
} # else = noop
} # policy remove_reply_message_if _eap = noop
if (EAP-Key-Name && &reply:EAP-Session-Id) {
if (EAP-Key-Name && &reply:EAP-Session-Id) -> FALSE
} # post-auth = noop
Sent Access-Accept Id 13 from 198.18.1.2:1812 to 198.18.1.1:55598 length 51
) Service-Type = NAS-Prompt-User
0) Cisco-AVPair = "shell:priv-lvl=15"
0) Finished request
Waking up in 4.9 seconds.
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(0
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(
(
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(0) Cleaning up request packet ID 13 with timestamp +9 due to cleanup_delay was reached
Ready to process requests

17.5 Hactpowuka aBTopusaumm no npotokony TACACS+

17.5.1 OnucaHue HaCTPOMUKMU

Ha yctporictBe RouterA HacTpoeHa aBTopusauusa yepes TACACS+ cepsep. Npu nonbiTke
aBToOpmM3aummn, yctponcteo RouterA otnpasnset 3anpoc Ha TACACS+ cepsep, nocne 06paboTku
3anpoca TACACS+ cepsep oTnpasnsieT OTBET Ha YCTPOUCTBO.

MponsBoguTcss  nonbiTka  aBTopm3aumm  nonb3oBaTensas admin € ydeTHbIMU
AAHHBbIMW PaCNONIOXXEHHBbIMW  JIOKANbHO M C  YYETHbIMM AAHHBIMW  CKOH(UIypMpOBaHHbIMK
Ha TACACS+ cepsepe.

PC1
Tacacs+ cepBep

RouterA

—
L0 II
eth1 198.18.1.2/24

198.18.1.1/24

—

PucyHok 114 — Jlornyeckas cxema npotokona TACACS

17.5.2 JTanbl HACTPOUKMU

17.5.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOMCTBax nepen
HaCTPOUKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUdA, OAHUM U3 FNaBHbIX LIAroB, SBMSETCA BXOA4 B
KOH(UrypauUMOHHbIA pexnM. KoHMUrypaumoHHbIN peXnMm - 3T0 OOAWH U3 PEXMMOB KOMaHOHOM
CTPOKN. B KOHUIrypauUMOHHOM pexnMe MOXHO U3MEHATb HACTPOWMKU UHTepdEeuncosB,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.
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@ HanomuHaHue

Router#configure terminal

17.5.2.2 Hactpounte RouterA
17.5.2.2.1 Hactpoute nutepdcemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

17.5.2.2.2 HactpowuTte tacacs cepsep
RouterA(config)#tacacs server 198.18.1.2 secret vvzHIclwxT4bRNeetJYTtAA= priority 1
17.5.2.2.3 Bknouute dyHkunio TACACS accounting
RouterA(config)#tacacs accounting on
17.5.2.2.4 HacTtponTte aBToMaTtusaumto rno ssh

RouterA(config)#system ssh authentication-method tacacs
RouterA(config)#end

17.5.2.3 CoxpaHuTe HaCTPOWKM

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>
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17.5.3 TlpoBepka HacTpoek

17.5.3.1 BbinonHute komaHgy show tacacs server Ha RouterA ans BbiBO4a Ha 9KpaH
HacTpounkn TACACS+ cepsepa

TACACS servers:

198.18.1.2 password: vvzHIclwxT4bRNeet)YTtAA= priority: 1
accounting: on

17.5.3.2 BbinonHute komaHgy show aaa Ha RouterA gns BbiBOAA Ha 3KpaH TEKYLLMX

HaCTpoeK ayTeHTUduKauum, asTopmsaumm, yyeta (AAA)

Service lists:
service name | auth method

console | local
ssh | tacacs
telnet | local

17.5.3.3 BebinonHute Bxog Ha PC1 B y4yeTHylo 3anucb admin no ssh ¢ ncnons3oBaHue
y4€THbIX AaHHbIX TACACS+ cepBepa

admin@dut-t3-01#

17.5.3.4 BbinonHute komaHay show privilege Ha RouterA ans BbiBoga Ha 3KpaH YpOBHS
NPUBUNENI TEKYLLEro Nonb3oBaTens

Your privilege level is: 15

17.5.3.5 BbinonHute komaHgy show users Ha RouterA angd BbIBOOA Ha 3KpaH Cnucka
nosnb3oBaresnien n HpopmMmaumm 0 HUX

User | Group | Type | Privilege

admin | admin | tacacs | 15
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17.6 HacTtpowmka npotokona ECMP

17.6.1 OnucaHue HaCTPOMKMU

Kak nokaszaHO Ha pucyHke 115 B KayeCTBE OCHOBHOrO YCTPOWCTBa BblbpaHbl ABa

cepBUCHbIX MaplipyTusaTtopa - RouterA n RouterB. Bce yctponctsa nogkrnoyeHbl Kk RouterA:
PC1, PC2.

Ha RouterA HacTpoeHbl MHTepdencsl, vilan n HaCcTPOHbI BCe BO3MOXHblE MapLUpyThl AN
paboTkl no npotokony ECMP.

Ha RouterB HacTpoeHbl HTepencsbl u MapLupyTusawumsi.

PC1

100.1.0.0/24

RouterA jpv4:198.18.10.0/24 ipv4:198.18.10.2/24 RouterB
swi eth1 eth1

O ooog _ .0 ooog
S'p pooo S'pn pooo
sw2 eth2 eth2
ipv4:198.18.20.1/24 ipv4:198.18.20.2/124

100.1.0.0/24

L

PucyHok 115 — Cxema HacTpovku MocTta

17.6.2 JTanbl HACTPOUKMU

17.6.2.1 Bowngute B pexum rnobanbHOn KoHUrypaumm

KoHurypauuoHHbIn - pexum - 3TO OAWH W3  PEeXUMMOB KOMaHZHOW CTpoku. B
KOH(PUIypaLMOHHOM pEXMME MOXHO WM3MEHSTb HACTPOMKU WMHTEPENCOB, MapLUpyTU3auuio,

Ge3onacHOCTb M Apyrne napamMmeTpbl YCTPOWCTB.
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@ HanomuHaHue

RouterA#configure terminal

17.6.2.2 Hactpounte RouterA
17.6.2.2.1 Hactpoute nutepdemncol eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.10.1/24
RouterA(config-if-[eth1])#exit
RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.20.1/24
RouterA(config-if-[eth2])#exit

17.6.2.2.2 Hactpoute nutepdencel switchport1 n switchport2, vian10

RouterA(config)#tinterface switchportl
RouterA(config-switchportl)#no shutdown
RouterA(config-switchportl)#switchport access vian 10
RouterA(config-switchportl)#exit
RouterA(config)#interface switchport2
RouterA(config-switchport2)#no shutdown
RouterA(config-switchport2)#switchport access vian 10
RouterA(config-switchport2)#exit
RouterA(config)#interface vlan10
RouterA(config-if-[vlan10])#vid 10 ethertype 0x8100
RouterA(config-if-[vlan10])#no shutdown
RouterA(config-if-[vlan10])#ip address 100.1.0.1/24
RouterA(config-if-[vlan10])#exit

17.6.2.2.3 HacTtpouTe cTatndeckyo MapLipyTn3aumnio

RouterA(config)#ip route 1.1.1.1/32 198.18.10.2
RouterA(config)#ip route 1.1.1.1/32 198.18.20.2
RouterA(config)#ip route 2.2.2.2/32 198.18.10.2
RouterA(config)#ip route 2.2.2.2/32 198.18.20.2
RouterA(config)#fmaximum-paths 2
RouterA(config)#tend
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17.6.2.3 Hactpounte RouterB
17.6.2.3.1 Hactpoute nutepdemncol eth1 n eth2

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.10.2/24
RouterB(config-if-[eth1])#exit
RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.20.2/24
RouterB(config-if-[eth2])#exit

17.6.2.3.2 Hactpoute nutepdeimc lo1

RouterB(config)#tinterface lo1
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 1.1.1.1/32
RouterB(config-if-[lo1])#exit

17.6.2.3.3 HacTtpoute nutepdemnc lo2

RouterB(config)#tinterface lo2
RouterB(config-if-[l02])#no shutdown
RouterB(config-if-[lo2])#ip address 2.2.2.2/32
RouterB(config-if-[lo2])#exit

17.6.2.3.4 HacTtpounTe cTaTn4eckyo MapLLpyTU3aLnio

RouterB(config)#ip route 100.1.0.0/24 198.18.10.1
RouterB(config)#ip route 100.1.0.0/24 198.18.20.1
RouterB(config)#end

17.6.2.4 CoxpaHuTe HaCTPOWKM

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gnsa COXpaHeHnA HaCTpOEK Ha yCTpOIZCTBaX
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@ HanomuHaHue

Router#write <name>

17.6.3 TlpoBepka HacTpoek

17.6.3.1 BbinonHute komaHay ping 1.1.1.1 ¢ PC1 Ha RouterB

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.

64 bytes from 1.1.1.1: icmp_seq=1 ttl=64 time=1.02 ms
64 bytes from 1.1.1.1: icmp_seq=2 ttl=64 time=0.956 ms
64 bytes from 1.1.1.1: icmp_seq=3 ttl=64 time=0.955 ms

17.6.3.2 BbinonHute kKomaHay show ip route

paBHO3HA4YHbIX MapLUpPyTOB

IP Route Table for VRF "default"

S 1.1.1.1/32[1/0] via 198.18.20.2, eth2
[1/0] via 198.18.10.2, eth1

S 2.2.2.2/32[1/0] via 198.18.20.2, eth2
[1/0] via 198.18.10.2, eth1

Gateway of last resort is not set

static ansa

NPOBEPKM HACTPOWNKK

17.6.3.3 BbinonHute komangy show bandwidth-monitor Ha Router A ans npoBepku

TeKyLLen NPOCNyCKHON CNOCOBHOCTU MHTEPdENCOB

bwm-ng v0.6.2 (delay 1.000s);
input: /proc/net/dev; press 'ctrl-c' to end this
\ iface Rx Tx Total

ethl: 88.29 B/s 88.29 B/s 176.58 B/s

eth2: 0.00 B/s 0.00 B/s 0.00 B/s

lo: 0.00 B/s 0.00 B/s 0.00 B/s
mpls-master: 0.00 B/s 0.00 B/s 0.00 B/s
switchport1: 91.89 B/s 91.89 B/s 183.78 B/s
switchport2: 0.00 B/s 0.00 B/s 0.00 B/s

vlan10: 75.68 B/s 88.29 B/s 163.96 B/s

total: 255.86 B/s 268.47 B/s 524.32 B/s
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17.6.3.4 BeinonHute komaHay tcpdump eth1 Ha RouterB ana npocmoTtpa aHanusa

Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth1l, link-type EN10MB (Ethernet), capture size 262144 bytes
16:08:59.487551 IP 100.1.0.2 > 1.1.1.1: ICMP echo request, id 204, seq 1, length 64
16:08:59.487622 1P 1.1.1.1 > 100.1.0.2: ICMP echo reply, id 204, seq 1, length 64
16:09:00.488942 IP 100.1.0.2 > 1.1.1.1: ICMP echo request, id 204, seq 2, length 64
16:09:00.488977 IP 1.1.1.1 > 100.1.0.2: ICMP echo reply, id 204, seq 2, length 64
16:09:01.490304 IP 100.1.0.2 > 1.1.1.1: ICMP echo request, id 204, seq 3, length 64
16:09:01.490369 IP 1.1.1.1 > 100.1.0.2: ICMP echo reply, id 204, seq 3, length 64

17.6.3.5 BbinonHute KomaHgy ping 2.2.2.2 Ha PC1

PING 2.2.2.2 (2.2.2.2) 56(84) bytes of data.

64 bytes from 2.2.2.2: icmp_seq=1 ttl=64 time=0.976 ms
64 bytes from 2.2.2.2: icmp_seq=2 ttlI=64 time=0.923 ms
64 bytes from 2.2.2.2: icmp_seq=3 ttl=64 time=0.920 ms

17.6.3.6 BbinonHute komaHay show bandwidth-monitor Ha RouterA gna npoBepku

TEKYLLEN NPOCMYCKHON CNOCOBHOCTN MHTEPGENCOB

bwm-ng v0.6.2 (delay 1.000s);
input: /proc/net/dev; press 'ctrl-c' to end this
/ iface Rx Tx Total

ethl: 88.37 B/s 88.37 B/s 176.74 B/s
eth2: 88.37 B/s 88.37 B/s 176.74 B/s
lo: 0.00 B/s 0.00 B/s 0.00 B/s
mpls-master: 0.00 B/s 0.00 B/s 0.00 B/s
switchport1: 91.97 B/s 91.97 B/s 183.95 B/s
switchport2: 91.97 B/s 91.97 B/s 183.95 B/s
vlani0: 151.49 B/s 176.74 B/s 328.22 B/s

total: 512.17 B/s 537.42 B/s 1.02 KB/s

17.6.3.7 BbinonHute komaHay tcpdump eth2 Ha RouterB ana npocmoTtpa aHanusa

Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes
16:17:26.427941 1P 100.1.0.3 > 2.2.2.2: ICMP echo request, id 96, seq 1, length 64
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16:17:26.427987 1P 2.2.2.2 > 100.1.0.3: ICMP echo reply, id 96, seq 1, length 64
16:17:27.429271 1P 100.1.0.3 > 2.2.2.2: ICMP echo request, id 96, seq 2, length 64
16:17:27.429297 IP 2.2.2.2 > 100.1.0.3: ICMP echo reply, id 96, seq 2, length 64
16:17:28.430632 IP 100.1.0.3 > 2.2.2.2: ICMP echo request, id 96, seq 3, length 64
16:17:28.430673 1P 2.2.2.2 > 100.1.0.3: ICMP echo reply, id 96, seq 3, length 64

17.7 Hactpomka paboTbl debug Ha npumepe npotokona OSPFv2

17.7.1 OnucaHue HaCTPOMUKMU

B kauecTBe OCHOBHbIX YCTPOMCTB UCMOMb3YKTCHA CEPBUCHBIE MapLLPYyTM3aTopbl - RouterA
n RouterB (pucyHok 116).

Ha cepBUCHbIX MapLUpyTU3aTopax HacTpoeHbl MHTepdencol N HasHayeHbl IP-agpeca.

Ha RouterA HacTpoeH pexum otnagku debug Ha npumepe npotokona OSPFv2.

Ha RouterB HacTpoeHa mapuwpyTtusauuna OSPF.

RouterA RouterB

. —
O oo O O
: ] :

fejaj
u

eth1:192.168.0.1/24 eth1:192.168.0.2/24
lo1:1.1.1.1/32 lo1:2.2.2.2/32

PucyHok 116 — Cxema HacTponkmn mocTta

17.7.2 Tanbl HACTPOUKMU

17.7.2.1 Bowngute B pexum rnobanbHON KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOWKOM

lMpu HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOHpUTypaLMOHHbIN peXxuM. KoHMUrypaunoHHbIN PeXnUMm - 3TO OOWH U3 PEXMMOB KOMaHOHOW
CTpokM. B KOH(UrypauMOHHOM peXume MOXHO WU3MEHSATb HAaCTPOVKU UHTepdencos,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.
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@ HanomuHaHue

Router#configure terminal

17.7.2.2 Hactpounte RouterA

17.7.2.2.1 OTknouMTE TEKYLLMIA Vlan ncnonb3yemMblii N0 yMOYaHMIo
RouterA(config)#no interface vlanl
17.7.2.2.2 Hactpoute nHtepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 192.168.0.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

17.7.2.2.3 HactpouTe nHtepemnc lo1

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#ip address 1.1.1.1/32
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#exit

17.7.2.2.4 HactpouTe pexum otnagku ¢ npotokonom OSPF

RouterA(config)#debug ospf route install
RouterA(config)#logging level ospf 7
RouterA(config)#tvlog user admin
RouterA(config)#router ospf 1
RouterA(config-router)#frouter-id 1.1.1.1
RouterA(config-router)#network 192.168.0.0/24 area 0
RouterA(config-router)#network 1.1.1.1/24 area 0
RouterA(config-router)#tend
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17.7.2.3 Hactponte RouterB

17.7.2.3.1 OTknouMTe TEKYLLMIA Vlan ncnonb3yemMblii N0 yMOYaHMIo

RouterB(config)#no interface vlianl

17.7.2.3.2 Hactpoute nutepdemc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 192.168.0.2/24
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

17.7.2.3.3 Hactpoute nutepdeimc lo1

RouterB(config)#interface lol
RouterB(config-if-[lo1])#ip address 2.2.2.2/32
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#exit

17.7.2.3.4 HactponTte mapwpyTtmsaumo OSPF

RouterB(config)router ospf 1
RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#network 192.168.0.0/24 area 0
RouterB(config-router)#network 2.2.2.2/24 area 0
RouterB(config-router)#end

17.7.2.4 CoxpaHuTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEK Ha YCTponCcTBax

@ HanomuHaHue

Router#write <name>
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17.7.3 TpoBepKa HacTpoek

17.7.3.1 BbinonHute komaHay no debug ospf Ha RouterA ans BoikntoyeHus debug

All possible debugging has been turned off

17.7.3.2 BbinonHute komaHay debug ospf packet hello Ha RouterA gns BknioyeHus

debug

OSPF packet Hello debugging is on

<pvr>:2023/02/21 13:01:24 OSPF[ 8767]: RECV[Hello]: From 2.2.2.2 via eth1)

<pvr>:2023/02/21 13:01:25 OSPF[ 8767]: SEND[Hello]: To 224.0.0.5 via eth1:192.168.0.1, length 48
<pvr>:2023/02/21 13:01:33 OSPF[ 8767]: RECV[Hello]: From 2.2.2.2 via eth1:192.168.0.1 (192.168.0.)
<pvr>:2023/02/21 13:01:34 OSPF[8767]:SEND[Hello]:To224.0.0.5 via eth1:192.168.0.1, length 48
<pvr>:2023/02/21 13:01:43 OSPF[8767]:RECV[Hello]:From2.2.2.2 via eth1:192.168.0.1 (192.168.0.)
<pvr>:2023/02/21 13:01:44 OSPF[8767]:SEND[Hello]:To224.0.0.5 via eth1:192.168.0.1, length 48

17.8 HacTpoiika yganeHHOro coxpaHeHust KOHurypaumm no npotokony FTP

17.8.1 OnucaHue HaCTPOMUKMU

Kak nokaszaHo Ha pucyHke 117 B Ka4yecTBe OCHOBHOrO YCTPOMCTBaA BbliGpaH CEpBUCHbIN
MapLpyTmnsaTop (ganee RouterA).

Ha RouterA HacTpoeH nHtepdeic eth1 - IP-address 198.18.1.1/24.

Ha PC HacTtpoeH IP-address - 198.18.1.2/24.

Ha RouterA npousBegeHa HacTpoWka yOaneHHOro COXpaHeHusi KOoHdurypauum no

npotokony FTP.
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PC
FTP-cepeep

RouterA

- O ooog 192.18.1.0/24 ethernet
- 0 D000 eth1 Ipv4: 198.18.1.2/24

Ipvd: 198.18.1.1/24

PucyHok 117 — Cxema HaCcTpOWNKMN yaaneHHoro coxpaHeHnsa KoHdurypauum no npotokony FTP

17.8.2 JTanbl HACTPOUKMU

17.8.2.1 Bowngute B pexum rnobanbHOM KOHdUrypauum Ha YCTpPOMUCTBax nepea
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OOAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOHOUTypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTpPOKU. B KOH(UrypauMOHHOM peXmme MOXHO WU3MEHHATb HaCTPOMKN  UHTepdencos,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

17.8.2.2 Hactponte Ha PC ip agpec 198.18.1.2/24, a Tak xxe FTP cepep
17.8.2.3 Hactpounte RouterA
17.8.2.3.1 HactpouTe nHTepdemnc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#end
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17.8.2.3.2 CoxpaHuTe HaCTPOMKM

Mcnonbayite komaHay Write name gng coXxpaHeHus TekyLen koHdurypauum B doann

RouterA#write name

17.8.3 TlpoBepka HacTpoek
17.8.3.1 BeinonHute komangy ping 198.18.1.2 repeat 4 Ha RouterA ana nposepku

CBA3HOCTU C KOMMNbHOTEPOM

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.

64 bytes from 198.18.1.2: icmp_seq=1 ttl=64 time=1.94 ms
64 bytes from 198.18.1.2: icmp_seq=2 ttl=64 time=0.939 ms
64 bytes from 198.18.1.2: icmp_seq=3 ttl=64 time=0.916 ms
64 bytes from 198.18.1.2: icmp_seq=4 ttl=64 time=0.923 ms

--- 198.18.1.2 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 4ms
rtt min/avg/max/mdev = 0.916/1.179/1.938/0.438 ms

17.8.3.2 BbinonHute KomaHgy copy profile profile to url ftp 198.18.1.2 Ha RouterA ans
oTnpaBkun KoHdUrypaummn Ha FTP-cepsep

17.8.3.3 T[lpoBepbTe nonyyeHHbIn hann Ha ftp cepBepe
17.9 Hactpowuka ynpaBneHusi no npotkony SNMP

17.9.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 118 B KayecTBe OCHOBHOIO YCTPOWCTBA WCMOMb3yeTcs

CEepBUCHbLIN MapLupyTu3aTop - RouterA.
K RouterA noakntoueH PC, rae HacTpoeH ceTeBon nHTepdeic.
Ha RouterA HacTpoeH nHTepdenc n HasHadeH ctaTndeckun |IP-agpec, HacTpoeH NPOTOKOS

SNMP.
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PC

RouterA

— .0 0o0o
i '0 Doon

198.18.1.1/24

198.18.1.2/24

L\

PucyHok 118 — Cxema HacTponku npoTtokosia SNMP

17.9.2 JTanbl HACTPOUKMU CETU

17.9.2.1 Bowngute B pexum rnobanbHON KOHUrypaumm Ha YCTpPOMCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUdA, OOAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypaUMOHHbIN pexnM. KoHUrypaumMoHHbIA PeXnM - 3TO OAUH U3 PEXMMOB KOMaHLHOM
CTpPOKM. B  KOH(UrypaumMoOHHOM peXume MOXHO MU3MEHSATb HACTPOMKU  UHTepPdEenCcos,

MapLipyTM3aumto, 6e30nacHOCTb M ApyrMe napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal

17.9.2.2 Hactpounte RouterA
17.9.2.2.1 Hactpowute nHTepemc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit
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17.9.2.2.2 Hactpoute npotokon SNMP

RouterA(config)#snmp community ro public ip-address 198.18.1.2/32
RouterA(config)#snmp community rw private ip-address 198.18.1.2/32
RouterA(config)#snmp user rw admin password istok_secret
RouterA(config)#fsnmp on

RouterA(config)#tend

17.9.2.3 CoxpaHuTe HaCTPOWKn

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNa HAaCTPOEK Ha YCTPOMCTBax

@ HanomuHaHue

Router#write <name>

17.9.3 TlpoBepka HacTpoek
17.9.3.1 BbinonHute komaHay snmpwalk -v1 -c public 198.18.1.1 1.3.6.1.2.1.2.2.1.2 ans

nonyyeHus nHgpopmaumm ob nHTepdgencax RouterA

IF-MIB::ifDescr.1 = STRING: lo
IF-MIB::ifDescr.2 = STRING: ethO
IF-MIB::ifDescr.3 = STRING: ethl
IF-MIB::ifDescr.4 = STRING: eth2
IF-MIB::ifDescr.5 = STRING: switchportl
IF-MIB::ifDescr.6 = STRING: switchport2
IF-MIB::ifDescr.7 = STRING: switchport3
IF-MIB::ifDescr.8 = STRING: switchport4
IF-MIB::ifDescr.9 = STRING: switchport5
IF-MIB::ifDescr.10 = STRING: switchport6
IF-MIB::ifDescr.11 = STRING: switchport7
IF-MIB::ifDescr.12 = STRING: switchport8
IF-MIB::ifDescr.16 = STRING: dummyQ
IF-MIB::ifDescr.18 = STRING: mpls-master
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17.10 HacTtpowmka ynpaBneHusi no npotokony SSH IPv4

17.10.1 OnucaHue HaCTpPOMKMU
Kak nokasaHo Ha pucyHke 119 B KadecTBe OCHOBHOIMO yCTPOMCTBA WUCMOSb3YeTCHa OAWH
CEPBUCHbLIN MapLupyTu3aTop - RouterA.

Ha RouterA HacTpoeH uHtepdenc eth1 - IP address 198.18.1.1/24 n HacTpOEH NPOTOKOI

SSH.
RouterA
198.18.1.0/24
B
HENSISESN  ethd 198.18.1.2/24
Ipv4:198.18.1.1/24
—
PucyHok 119 — Cxema HacTpounku npoTtokosia SSH IPv4
17.10.2 9Tanbl HACTPOMKMU CETU
17.10.2.1 Bongute B pexumMm rrnobanbHON KOHUrypaumm Ha YCTpOUCTBE nepesn
HaCTPOMKOM

lMpn HacTponke ceTeBoro obopyaoBaHMS, OAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKN. B  KOHUrypauMOHHOM peXMMe MOXHO U3MEHATb HACTPOWMKU UHTEepPdEencos,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal
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17.10.2.2 Hactponte Ha PC1 ip agpec 198.18.1.2/24
17.10.2.3 Hactpounte RouterA
17.10.2.3.1 Bkntouunte cnyxby SSH

RouterA(config)#system ssh on
17.10.2.3.2 HactpowuTe nHTepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#end

17.10.2.4 CoxpaHuTe HaCTPOWNKM

|/|CI'IOJ'Ib3yI7ITe KOMaHay write <name> gn4a COXpaHeHnA HaCTpoOeEK Ha yCTpOIZCTBe

@ HanomuHaHue

Router#write <name>

17.10.3 NpoBepkKa HacTpoek
17.10.3.1 BbinonHute komaHgy ssh admin@198.18.1.1 wHa PC1 wun poxgurtech

npurnaweHns BBoga y4€THbIX AaHHbIX (login, password)

User#tssh admin@198.18.1.1

The authenticity of host '198.18.1.1 (198.18.1.1)' can't be established.

RSA key fingerprint is SHA256:5DGX/BWLmyFK1cBZLAJGvwrZNQVCMFP65HZdLIE]jttU.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '198.18.1.1' (RSA) to the list of known hosts.
admin@198.18.1.1's password:
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17.11 HacTtpowuka ynpaBneHusi no npotokony Telnet

17.11.1 OnucaHue HaCTpPOMKMU

Kak nokasaHo Ha pucyHke 120 B Ka4eCTBE OCHOBHbIX YCTPOUCTB UCMNOSb3YIOTCA CEPBUCHbIE
MapLupyTusaTopsl - RouterA, RouterB.

BbinonHeHO  u3mnyeckoe MOAKMOYMEHME UM HACTpoWka cocTtaBa 06opyaoBaHUS
B COOTBETCTBUM CO CXEMOW.

Ha RouterA HacTpoeH nHtepgenc eth1 - IP address 192.168.0.1/24.

Ha RouterB HacTpoeH nutepdenc eth1 - IP address 192.168.0.2/24.

Ha yctponcTtBax HacTpoeH npotokon Telnet.

RouterA RouterB

eth1 eth1
ipv4: 192.168.0.1/24 ipv4: 192.168.0.2/24

PucyHok 120 — Cxema HacTponku npoTtokosna Telnet

17.11.2 dTanbl HACTPOMKMU CETU

17.11.2.1 Bongute B pexumMm rrnobanbHON KOHUrypaumm Ha YyCTpouUCTBe nepesn
HaCTPOMKOM

Mpn HacTponke ceTeBoro o6opyaoBaHUdA, OAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKU. B KOH(UrypauuMOHHOM peXuMme MOXHO WU3MEHSATb HACTPOMKU  MHTEePdENCoB,

MapLipyTM3aumio, 6e30nacHOCTb 1 ApyrMe napameTpbl YCTPONCTB.

@ HanomuHaHue

Router#configure terminal
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17.11.2.2 Hactpounte RouterA

17.11.2.2.1 OTKnIo4YMTE TEKYLLMIA Vlan ncnonb3yemMblii N0 yMOYaHMIo
RouterA(config)#no interface vlanl
17.11.2.2.2 HasHauybTe 3k3emnnsap VPN Routing Forwarding (VRF)

RouterA(config)#ip vrf VRF1
RouterA(config)#exit

17.11.2.2.3 HactpouTe nHtepenc eth1 n cesxxkmte nHtepgenc ¢ ykasaHHbiMm VRF

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#ip vrf forwarding VRF1
RouterA(config-if-[eth1])#ip address 192.168.0.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

17.11.2.2.4 Hactpowure telnet Ha VRF1

RouterA(config)#system telnet vrf VRF1 listen-address 192.168.0.2
RouterA(config)#tsystem telnet vrf VRF1 port 100
RouterA(config)#end

17.11.2.3 Hactpownte RouterB

17.11.2.3.1 OTknoumMTE TEKYLLMIA Vlan ncnonb3yemMbiii N0 yMOMYaHMIo
RouterB(config)#no interface vlianl
17.11.2.3.2 HasHaubTe ak3emnnsap VPN Routing Forwarding (VRF)

RouterB(config)#ip vrf VRF1
RouterB(config-vrf)#exit
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17.11.2.3.3 HactpouTe nHtepenc eth1 n cesxmte nHtepgenc ¢ ykasaHHbim VRF

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip vrf forwarding VRF1
RouterB(config-if-[eth1])#ip address 192.168.0.2/24
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

17.11.2.3.4 Hactpowure telnet Ha VRF1

RouterB(config)#system telnet vrf VRF1 listen-address 192.168.0.2
RouterB(config)#system telnet vrf VRF1 port 100

17.11.2.3.5 Hactponite whitelist vrf, 4yTOOblI paspelmnTb COeANHEHUS TONbKO XOCTaM M3

ornpeneneHHom cetn

RouterB(config)#system telnet vrf VRF1 whitelist 10.10.10.0/24
RouterB(config)#system telnet restart
RouterB(config)#end

17.11.2.4 CoxpaHuTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponCcTBax

@ HanomuHaHue

Router#write <name>

17.11.3 NpoBepKa HacTpoek
17.11.3.1 BeinonHute komaHgy ping 192.168.0.2 vrf VRF1 repeat 2 Ha RouterA ans

NPOBEPKN CBA3HOCTU

PING 192.168.0.2 (192.168.0.2) 56(84) bytes of data.
64 bytes from 192.168.0.2: icmp_seq=1 ttl=64 time=1.01 ms
64 bytes from 192.168.0.2: icmp_seq=2 ttl=64 time=0.930 ms
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---192.168.0.2 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 2ms
rtt min/avg/max/mdev = 0.930/0.967/1.005/0.048 ms

17.11.3.2 BbinonHute komaHay telnet 192.168.0.2 port 100 vrf VRF1 Ha RouterA gns

NPOBEPKN NoaKIoYeHus no telnet

Trying 192.168.0.2...

Connected to 192.168.0.2.

Escape character is 'A]".

SR-BE

RouterB login: admin

Password:

Last login: Fri Sep 13 14:25:14 MSK 2024 on ttySO

14:47:59 up 3 days, 1:52, 1 user, load average: 0.00, 0.00, 0.00
Last login: Fri Sep 13 14:47:59 on pts/0

17.11.3.3 BbinonHute komaHgy show system telnet Ha RouterB ans npoBepku HacTpoek
telenet

Telnet configuration

Telnet server enabled
Port: 23
Listen address: all IPv4
Whitelist:
all-ipv4
all-ipvé

Telnet server in vrf VRF1 enabled
Port: 100
Listen address: 192.168.0.2
Whitelist:
10.10.10.0/24
all-ipvé
Telnet timeout: 600

17.11.3.4 BbinonHnte KomaHgy telnet 192.168.0.2 port 100 vrf VRF1 Ha RouterB gns

NPOBEPKM NOAKIoYeHus no telnet

Trying 192.168.0.2...
Connected to 192.168.0.2.
Escape character is '*]".
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Connection closed by foreign host.
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18[lononHuTesnbHbIE MHCTPYKUUUN U pyKoBOACTBa no pa60Te C nsgenuvem

1. RU.07622667.00004-01 34 01-1 «[lporpammHOoe obecneyeHne CEPBUCHOIO
mMapLpytnsaTopa CS. PykoBoacTBO onepartopay.

2. RU.07622667.00004-01 34 01-2 «[lporpammHoe obecnevyeHne CepPBUCHOIO
mMapwpytmnsaTtopa CS. PykosoacTtso onepatopa. lNMpunoxeHne 1. CnpaBoYHUK KOMaHA
CLlI».

3. RU.07622667.00004-01 32 01 «lMporpammHoe  obecrneyeHne  CEpPBUCHOIO

MappytmnsaTtopa CS. PykoBOACTBO CUCTEMHOIO NpoOrpaMmMucTay.
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MHCTpyKUMS No HacTporke
KPI1I.465614.001-011C3

TexHunyeckasa nopgae PXKa

OdmumanbHbIi caiT KomnaHuu: https://istokmw.ru/

[okymeHTaumio 1 nporpaMmHoe obecrnevyeHne Ha u3genns MoXHO ckavaTb B pa3gene
«JokymeHTauusa n NporpammHoe obecneveHne» Ha cTpaHuue https://istokmw.ru/service-router/

EE" E BasoBas TexHU4eckasi NoaaepxKKa OcyLLecTBNAETCS
2 5 gHer B Hegento no 6yaHam ¢ 8:00 oo 17:00 (Bpema MockoBckoe)
Ten: +7 (495) 465-86-48
E e-mail: support@istokmw.ru
b web: https://istokmw.ru/support/

JINYHBI KAOWHET TEXHNYECKON Noadep kM No pyHKLUMOHMPOBAHMIO NPOAYKTOB
https://helpdesk.istokmw.ru/
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