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1 Bepcus 3.24.09 ot 21 cheBpans 2025

1.1 Cepua T5

o O0OHOoBMeHa npouenypa obHoBNEHUSA system upgrade,

o pobaeneH nokas Bepcuit Uboot/BMC B show platform;

o O6GHoBneHa gokymeHTaums ans T5;

1.2 ®yHKUMM cCeTeBOW 3alUUTDbI

o ACL/Filter/Mangle list/NAT:

ncnpasneHbl owmnbkn aobasneHna n yganenus npasun ACL;

ncnpaeneH MexaHuM3Mm 3arpysku, KOTOpbIA MOr NPUBOAMTL K OLUMOBOYHOMY
obHoBneHuto ACL B VREF;

ynydLeHbl KOMaHabl YOaneHus no ip/ipvé policy rule (TENepb KOMaHAbI
MOXHO yaanaTb Kak BbI6opoyHO no nmeHn ACL, No npuopuTeTy, N0 UMEHM
Lernoykn, a Takke ounwaTtb pbr uenukom);

ucnpaeneHa npobrnema C HeagekBaTHbIM BbIBOAOM cOO6LEHUN 06
owmbkax npu owmboyHom BBoae napameTpoB NAT;

pobaeneHo aBTomatmyeckoe yaaneHme ACL domnbtpos/maHrn-nnctos/NAT
npu yoaneHum VRF, B KOTOPOM OHW CO3[aHbl;

ncnpasneHa npobnema yganeHusi npasun B unbTpax, MaHrn nucTtax u nat
npw yaaneHum cooTBeTCBYOLEro Vvrf;

ncnpasneHa ownodka nHaeKkcaunmn B KOMaHaax clear ip nat, clear ip/ipvé
filter, clear ip/ipv6 mangle-list,

onumusl set-df ydaneHa u3 KOMaHabl ip mangle-list - PEKOMEHAyeTcs
BMECTO Hee NUCMOJ1Ib30BAaTb set-mss clamp-mss-to-pmtu,

aobaBneHa noggepkka napameTpa skbprio ONS ip access-list U ipvé
access-1list,

acl: ncnpaeneHa paborta KOMaHAabl time-range;

ncnpasneHbl OLWMOKM yaaneHus pbr;

o mpls ACL/mpls Filter/mpls Mangle list:

ncripasrieHbl owmnbKkn nHagekcauum npaBus1 B KOMaHAax [no] mpls access-

list, @ TaKKe€ HAaCTPOMKN bos TaM Xe;
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nobaeneH (byHKLI,VIOHaJ'I NONHOro yaaneHma uenovYkn B KOMaHgax no mpls
filter, no mpls mangle-list;

ncnpasrieHa owmnbka npun yganeHun npasuna B KOMaHAe no mpls mangle-
list,

BHYTpeHHUEe HaCTpOVIKVI netflow YyAaneHbl W3 BbiBOAA KOMaHAbl show

running-config access-control-1list,

o WcnpaeneHa owmnbka B HacTponkax LDP 4yepe3 KOMaHOHbIN PEXUM targeter-peer

ipveo,

1.3 TyHHenupoBaHue

o PPP/PPPOE:

KOMaHOa show interfaces ppp <number> TE€MNEPb MNOKa3blBae€T Mchopmau,mo
06 uHTepcdhencax, He HaACTPOMKU KNMeHTa. 3amedaHue: Ons npocmoTpa
HaCTpoOeK KITIMeHTa I/ICI'IOJ'Ib3yI7ITe show pppoe client,

nHdopmauus o0 ppp-mHTepdelrice Tenepb NOKasbiBa€TCS KOMaHAAMU show
interfaces brief, show interfaces U show interfaces ppp,

KOMaHaa show pppoe client 0To6pa>|<aeT COOTBETCTBYIOLLYIO
nHopmauuto, ecnu ppp interface He cywectyeT (B Linux);

HebonbLne ncnpaBfieHNA B show interfaces ppp <number> modem-info -
bonee normn4yHblie cooblleHmnsa o6 owmbKax;

D,O6aBJ'IeH napaMeTp ppp interface KOMaHObl show running-config ANA
I2tp knnueHTa n cepeepa;

ncnpasrieHa nokasbiBaemasi uHgopmauuss o PPPOE knueHTe B He-

negontHoMm VRF;

o WcnpasneHo wngpoBaHne naposns B paboTe KOMaHabl ipsec secret any secret;

1.4 ®dyHKuMKM L2

o Bridge:

ageing-time (V|3 interface br): Tenepb Mo3BOJIAET COXPaHUTb ageing
time=0 B npodpanne;
NHTepdenc coxpaHseT CBOe aaMUHUCTPATUBHOE COCTOSIHWE NpU yaaneHuu

n3 6puaoxa;
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e /CNpaBneHO OWWOOYHOE Ha3HadYeHWe ipve link-local adpeca npwu
yaaneHun ns bpuaxa;

e pobasneHbl warning-coobLueHns npy nameHeHnn MTU Ha NOOKITIOYEHHbIX K
Opuaxy nHTepencax;

e ucrpaBfeHa BO3MOXHOCTb u3MeHeHna MTU gna  wuHTepdencos
BKIHOYEHHbIX B BpUaX MHTEPdENCHI;

o MWcnpaeneHa npobnema pecrapta LLDP npu nepekoHdurypauum STP;
1.5 ®yHKuum L3

o RIP:
e ycnpasrieHa npobnema c nponagarwLwmnmMm ripv2 MapLupyTamu;
® I3 KOMaHAbl distance YAalneH NapaMeTp access list name,
® I3 KOMaHAbl no default-information originate yaali€Hbl HEMMEKWLLNE
CMbICMa JONOSHUTENbHbIE NapamMeTpbl;
o [obaBneHo wWHOpMUpOBaHWE MoNb3oBaTena O nepesBofde uWHTepdenca B
COCTOSIHWE DOWN MPU UBMEHEHUUN VRF;
o WcnpaBneHa npobnema nepemelleHunss nHtepdernica B gedontHein VRF npwm
BbIMOMHEHUN KOMaHAbl no ip vrf;
@) MCHpaBHeHbI owmnbKn B KOMa@HOaX ip connection statistics, ip connection max-
sessions,
o [Ona 3apgaHus IPv4 apgpecoB (Bkntodass ¢opmatbl C  Mackow) paspeLueHo
MUCrnonb3oBaHMe  TOSNMbKO  [AECATUYHOrO  MpeAcTaBreHus,  BOCbMepu4Hoe
npegcraBneHne ¢ NMANPYHLWMMN HYNAMU 3anpeLLeHo;

o YnydweH BBog |IPv6 agpecos;
1.6 CpenctBa obecneyeHUA HaJEXHOCTU CeTH

o Bonding:
e ucnpasneHa owwnbka npu mameHeHumn MTU Ha bond wuHuTepdence c
nobaBneHHbIMY B HErO UHTepdericamu;
e uCnpaBfieHa BO3MOXHOCTb u3aMeHeHnss MTU gna wuHTepdencos

BKIMOYEHHbIX B 6OHA MHTEPdENCHI;
e Npu OTKMYEeHUM OT bond-nHTepdenca, nOAKMOYEHHbBIE K HEMY

MHTepd)eIZCbI COXpaHAKT cBOE aAMUHUCTPATUBHOE COCTOAHUE;

Bepcus 6.0 6



Bepcusa 3.24.09 o1 21 deBpans 2025 Release Notes

1.7 KayectBO o6cnyxumBaHus (QoS)

o nepenMeHoBaHbl KOMaHObl: show classes B show gos classes, show filters B

show gos filters;

class type cbqg: UCMPaBJieH ANana3oH selection-size,

virtual-queue type gred: UCMNPaBJi€H Anana3oH 3Ha4YeHun queue-size, min, max,
avpkt (Henb3sa ykasatb 0);

HFSC: ncnpasneH running config;

gos type htb: UCApPaBEH AMana3oH 3HAYEHUN rate;

gos type red:MCMNpaBNeH AnanasoH 3Ha4YeHUN queue-size, min, max, avpkt (HESb3S
ykasatb 0);

virtual-queue type rio: UCNPaBJieH AMana3oH 3HaYeHUN queue-size, min, max,
avpkt (HeNnb3sa ykasatb 0);

gos type sfq: WUCMNpaBJZieH AuWana3oH 3Ha4YEeHUN queue-size, HEJIb3A YKa3aTb
MeHblLUe 2;

gos type tbfl UCMpaBJieH Anana3oH 3Ha4YeHUN maxburst, latency-limit, buffer-
limit (Henb3s ykasatb 0), Takke McnpaBneH TUN napameTpa rate (TENepb He
No3BOSsieT BBECTU 3aBEJOMO HEBEPHOE 3HAYEHUe);

gos type wred:. WUCMNpPaBIIEH TUN NMNapaMeTpa queues (Tenepb He No3BOJIAEeT BBECTU
3aBeIOMO HEBEPHOE 3HAYEHME);

virtual-queue type wred:. UCMPaBneH gmnanas3oH 3Ha4YeHun queue-size, min, max,

avpkt (Henb3s ykasatb 0);

1.8 YnpaBneHue IP-agpecauuen (IPv4/IPv6)

o Routing:

e BOCCTaHaBNMBaeTCA Mpedblayllee 3HAYeHUe distance, €CNU HOBOE

3Ha4yeHune no KakMm-nmbo npunynHam He yCtaHOBUI10Cb;

o WcnpaBneHa 3arpyska mMapwpyToB (ip routes) ana auHammuyeckux MHTepdencos

(Ite/ppp);

1.9 MOHUTOPUHI U ynpaBrieHne

o LTE:
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e HacCTpouKHU lte-uHTepdenca Tenepb HE CYE3AKOT NPU COXPaHEeHun/3arpyske
npoduns 6e3 nogknyeHHoro lte-moaema;
e KOMaHOa show interfaces lte Tenepb OToOpaxaeT WHgopmauuo o
HaCTPOEHHbIX, HO He NOAKNIYEHHbIX Ite-uHTepencax;
e [fobaBreHa KOMaHAa no interface lte ANA yAaneHUs HacTPOEHHbIX lte-
UHTepencax;
e pobaeneHa nogaepxka 6onbLIero konMyecTsa mogenen lte mogemos;
W3 CLI ybpaHa 4YacTb koMaHAa ans gebara;
KOMaHLI,a system web timeout yAalli€Ha,
[ob6aBneHbl KOMaHAbl no system ssh/telnet/tty timeout ANA cOpoca TanmayToB
B OedonTHble 3HayeHuda. [lpy aTOM ecnn TanmayTbl CTOAT B OedONTHbIX
3Ha4YeHunAX, TO OHU He NOKa3blBAOTCA B show running-config system-config,
[obGaBneHa KOMaHOa terminal feature allow-invalid-input, paspewatoLiad
BBO/ CMHTAKCUYECKN HEBEPHbIX KOMAaHL, C O4YMCTKOW NOSs BBOAA;
Bce cnyxebHble nHTepdencel Tenepb He oTobpaxarTcs;

WMcnpaeneH running-config koraa tunnel Haxoantcsa B He-gedonTHOM Vif;

Bepcua 6.0



Bepcua 3.24.08 ot 20 gekabpsa 2024 Release Notes

2 Bepcus 3.24.08 ot 20 nekabpsa 2024
2.1 UHTepdencol

o MWcnpaBneHa owmnbka Npy MCNONb30BaHUN PYCCKOrO A3blka B MMEHaXx hansios n

naponewn npu KonnpoBaHuu;
2.2 TyHHenupoBaHue

o Tunnel:
e JCrnpaBJieHa KOMaHOa ip address point-to-point,
e cnpasneHa owmnbka ¢ yaaneHuem point-to-point ip agpeca;
e ycnpasrieHa owmnbka ¢ HeBepHown ycTtaHoBkon MTU no ymon4yaHuto;
e ucnpasneHa owubka co cbpocoM napameTpoB WMHTepdenca Mpu reset
interface,

o IPSEC, DMVPN, NHRP:

° /:|,06aBneHa KOMaHAa ip nhrp retry-on-error-timeout,

° ﬂ06aBﬂeHblKOMaHﬂblipsec retranmit period, ipsec retranmit tries;

e yckopeHa pabota DMVPN npu 6onbliom konmyectse TyHHernen (~100);

e pfobaBneHbl npegynpexaeHuss 0 HeobxoauMMOCTM nepesanycka cepsuca
NHRP npn Heob6xoamumocTu;

e HacTpouku IPSec Tenepb NpMMEHAITCA aBTOMaTMYeCKM nocre Beoga (HeT
HeobXoOUMOCTUM BBOAA ipsec update, CM. CPaBOYHUK KOMaAHA);

e ucnpasneHa owwubka c otcytctBueM YycrtaHoBkM NHRP  shortcut-
destination U3 Npodanna;

o Tenepb Npy n3MeHeHMe Mtu Ha "BKNIOYEHHbIX ethernet-nHTepgencax He HyXHO
UX npegBapuTernbHO BbIKMKOYaTb - 3TO MNPOUCXOOAUT aBTOMAaTUMYECKu, nocre
N3MEeHeHNa mtu MHTepdENC BOCCTAHOBUT CBOE cocTosiHMe. KacaeTcsa KoMaHg ip
mtu, [no] enslave(M3 interface bondx no interface bond|br, include, exclude
(M3 interface br)

o WcnpaBneHa owmnbka npm KONMPOBaHMM N OYUCTKE FNIOFOB pppoe M pptp CEPBEPOB;

o MWcnpaBneH BbIBOA show running config ANA KOMaHAObl server-address fqdn (U3

vpn client);
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2.3 PyHKUMM L2

o Bridge:

vyoaneHa HeucnoJjibdyemaad KoOMaHAda [no] hash-table-size (VI3 interface
br);

UcripassieHa KOMaHOa ageing-time (VI3 interface br): 3Ha4yeHune T1o
ymonyanumio pasHo 300 ¢, 4To oTobpaxkaeTcsl B KOMAHAE show intrefaces
br, 3HadyeHne 0, Tenepb coxpaHseTcsa B npodannax M ykasblBaeT Ha
NOCTOSIHHOE XpaHeHue 3anucen B FDB;

uo6aBneHa KOMaHda no max-mac-addresses OTMEHAKOLWAA OrpaHM4eHnA Ha
MakcumanbHoe konndectso MAC-agpecos;

KOMaHOa show interfaces br NOKasbliBaeT MHpPOpPMaUMo 06 OTCyTCTBUMU
orpaHnyeHuin Ha konundectso MAC-aapecos;

UcripasJieH BbiIBO4 KOMaHAbl show spanning-tree br <num> mac-addresses

count, T€MNepb BbIBOOAUTCA Li€J10€ HYNCI10,

o MWcnpaBneHa owwubka aBTOMATMYECKOrO MNOAHATMS vlan npu  HenosnHon

KOH(purypaumm gpyrmx vlian-nHtepqemncos;

2.4 ®yHKuum L3 (IPv4/IPv6)

o WcnpaBneHa owmnbka B KOMaHOax show mac-address-table learn-limit, show

port-security [MMPWU BbI3OBE WX nmMbo U3 interface range WIN U3 peEXNMa

interface, OT/IMYHOIO OT interface switchport. B pesdynbTate n3MeHeHWUn

BblIBOAMMbIE 3HAYEHUA BCEerga onpenenarnTcd aprymeHtaMmm KoMmaHabl (J'II/I6O anA

BCeX MHTepdencos, nMOO ANs KOHKPETHOr0), HO He TEeKyLUM WHTEpP(ENCHbIM

peXnMom;

2.5 PYHKLNM ceTeBOM 3alnTbl

o ACL/Filter/Mangle list/NAT:

ncnpasneHo noBegeHmMe KoMmaH [nolip/ipvé filter, [nolip/ipv6 mangle-
list;

npn pobaeneHun nepsoro ACL u He yCTaHOBMEHHOW policy, OHa
yCTaHaBnMBaeTCsd aBTOMaTUYECKN B permit;

Hymepaums ACL yctaHoBneHa He c 0, a c 1;
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pobaeneHa komaHaa yaaneHuna scex ACL, a Takke policy Yepes KomaHay
no ip/ipvé filter/mangle-list 6€3 ykasaHusa umenm ACL;

B KOMaHAaX [nolip access-list yAall€Hbl HaCTpOVIKM dodso, dodeso,
HaCTDOVIKa time-range ,D,06aBJ'IeHa B show running-config;,

ncripasJieHo rnoeegeHne KoMaHabl ip access-list C time-range - TEMEPb
BBO[ time-range Tpe6yeT BBOAA KaK MWHMMYM OAJHOro npasuna, K
KOTOPOMY OH NMPUMEHAETCH,

ncnpasneHb! OWKnBKN B KOMaHAAX [nolip access-list, KOTOpble MOl
npnBOoAnTb K HEMONMHOMY BBOY HEKOTOPbLIX NMapaMeTpoB,

B KOMaHO€e ip mangle-list YyAaneHbl HACTPOMKU set-dodso, set-dodeso,
remove-dodso, remove-dodeso, set-ipdf,

ncnpasrieHbl OWNOKM B NOBEAEHUN KOMaHAbl ip tcp connection max-
sessions, KPOME 3TON0 caMa KOMaHAa nepemmMeHoBaHa B ip connection
max—-sessions,

ucnpaeneHa owwnbka B MNOBEAEHUM KOMaHAbl show ip connection
statistics MPWU 3anyCKe €€ B vrf,

ncnpasneHb! OWKnOKN B CMHTAKCUCE KOMaHAbl ip nat, npmueogumBLLne K ee
HecCoBMeCTUMOCTU C BbIBOAOM show running-config nat U HEBO3MOXHOCTU
yKasaH1sl KOPPEKTHOM NO3ULIMN BCTaBKMN NpaBuia B LLEMOYKY;

NUcnpaBfieHO HEKOPPEKTHOe noBedeHne u coobuweHns o6 owundbkax B
KOMaHAOaX [no] 12 access-list, [no] 12 filter, [no] 12 mangle-list MPU
BCTaBKe CeMaHTN4YeCKN HEKOPPEKTHbIX NpaBuIi;

AobaBneHa BO3MOXHOCTb yOaneHusi NOSIHOW LEernoYkuy, a He OTAENbHOIO ACL
B KOMaHOaX no 12 filter, no 12 mangle-list,

ncrnpasneH YaCTUYHO HEKOPPEKTHLIN BbIBOA KOMaH show running-config
12-filtering/l2-mangle-list/l12-access-1list,

napameTp set-skb-prio B KOMAHAE 12 mangle-list OFPaHUYEH BENNYNHOWN
63 (6 buToBOE HGe33HaKoBOE YMCHO);

NcnpaBfeHo NOBEAEHNE ininterface/outinterface NPU JOOABNEHUN ACL B

ounNbTPSLI;
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2.6 YnpaBneHue |IP-agpecauuen (IPv4/IPv6)

o DHCP:

e DHCP knueHT Tenepb YCTaHaBMMBAET classless-static-routes (Option
121) npu nx Hanuyum B npeanoxeHnn ot DHCP cepsepa;

e DHCP «knueHT Tenepb ycrtaHaBnusaeT MTU npu Hanuumm option 26 B
npeanoxeHun ot DHCP cepgepa;

e DHCP knueHT Tenepb ycTaHaBnMBaeT MapLUpyT No ymon4deHuto (option 3) ¢
distance 254, oo atoro 6bi10 1;

e DHCP «knueHT Tenepb yganseT MapwpyT Mo yMOMYaHWIO npwu
EXPIRE|FAILIRELEASE|STOP, go atoro He ygansn;

e DHCP «knueHT Tenepb OOGHOBNSIET MapLpyTbl MO YMOMYaHWUIO Mpwn
nameHeHnn wno3oB no ymonyanuto (RENEW|REBIND), goo atoro He
obHoBNAMN;

o Routing:

pobaBneHbl KOMaHabl ip route [vrf VRF NAME] dhcp;

Tenepb ANA yAaneHus MapLUpyTOB He HYXHO YkasbiBaTb M3ObITOYHbIE
napamMmeTpbl (description, tag, track, distance);

ucnpaeneHa ownbka C HEBO3MOXHOCTbIO 3afdaHusa  OMuUMOHAaNbHOro
UHTepdenca B [no] ip[v6] route [vrfl;

ncnpasneHa owmnbka ¢ yCTaHOBKOW MapLupyTa no ymonyanuto ¢ VRF npwu
3arpyske npodanna;

ucrnpaeneHa owubka C yCTAHOBKOW MapLupyTa 4epe3 YKa3aHHbIN
NHTepdEenc Npu ero ykazaHMmM COBMECTHO C apecoM LUNK3a;

ncnpasneHa owmnbka ¢ HakonneHnem DHCP mapLupyToB No yMOnYaHuio;

@) I/IcnpaBneHa OLINDOKA B show running-config dns-proxy,

@) I/IcnpaBneHa owmnbka B show running config dhcp,

2.7 CpeactBa obecneyeHMUss HAAEXHOCTU CeTU

o Bonding nHtepgeic:

mcnpasreHa KOoMaHOa mode active-backupl|balance-alb|balance-tlb,

KoTopas He cbpacbiBana paHee YCTaHOBMEHHbIN primary-interface;

Bepcua 6.0
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KOMaHOa show interfaces bond TeENepb 0To6pa>KaeT npaBUIIbHYIO
Mchopmau,mo, eciin primary-interface He yCTaHOBJIEH and

COOTBETCTBYHOLLMNX PEXNMOB;

2.8 MOHUTOPUHI U ynpaBrieHne

o XypHanupoBaHue:

o OSPF:

pobaerneHa KOMaHAa copy debug-report, COOMpalowas BCO OTNALOYHYHO
MHOPMaUNIO C YCTPOMNCTBA;

yAarneHbl KOMaH4bl HACTPOWKM NapamMeTpoB JIOTMPOBaHUS 1og access-10g;
AobaBneHa kKoMaHaa OYUCTKU BCEX NOMOB clear log all, CTApOE 3HaAYeHue
napameTpa all B 3TOM KOMaHAaX (clear log <log type>)yOarneHo (Tenepb
BCEerga fnorn o4unLLarTCsl CO BCEMU CBOMMW apXmBaMmn);

nobasneHa QYHKUMS NepUoamnyecKkoro KonupoBaHUs foros (napameTp
interval B KOMAHOE copy log), M3 KOMaHObl copy log yAarieH napametp
no-archieve, uo6aBneHa KOMaHAa no copy log.

M3MeHeH crnocob ynakoBKM BCEX FOrOB - Ternepb OHW nepegarTcs B
3aMnakoBaHHOM B tar.gz BUAe U UMS Ha3Ha4yaeTCca aBTOMaTU4eCKn No Tuny

nora v gare;

vyoaneHbl KOMaHObl [no]ipv6 ospf hitless-restart, [no]lip ospf hitless-
restart, restart ospf hitless, restart ipv6 ospf hitless;
ncnpaBrneHo noBeaeHMe KoOMaHO restart ldp/ospf/ipvé ospf/bgp/rsvp

graceful U yny4dlweHa JOKYyMEeHTaUnAa no 3TMUM KOMaHOam;

o USB/SAMBA:

nucnpasneHa npobnema c BO3MOXHbIM HeyAdaneHuem obuwien nanku npu
OTKNIOYEeHUN usb-neLuku;

B KOMaHOaX show usb media, umount T€Nepb HEJIb3A YKa3aTb 3anpeLleHHble
CUMBOIJbI B KQ4YECTBE NapameTpoB;

pobaeneH aBToOMaTU4eCcKnin nepesanyck samba-cepBepa npu U3MeHeHUn
€ro HaCTpoeK,;

pobaBrneHa KoMaHOa no comment YyAanawowasi KOMMEHTapum K obLuen

narike,;
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e B KOMaHO€ audit M3MEHEH MapaMeTp none HaA disabled, Tenepb Audit
options OTO6pa)KaI-OTCFI KOMaH,ElOVI show samba shares BCerga,

e ycKkopeHa paboTa KOMaHAbl show usb media
McnpaBneHa npo6nema B KOMaHAO€ system wupgrade T[MPU UCMNOJIb30BaAHNN
HeaHOHMMHOro goctyna no ftp. Kpome atoro, gobaBneHa pacwmdppoBka KogoB
owmnoboK curl, KOTopble MOryT BO3HUKATb MPU NEPECHISIKE;
M3meHeHO noBefeHne KoMaHabl sort, Takke AobaBneH napameTp version ANA
yny4eHus cnocoba CopTUPOBKY;
YBenuyeHa gnvHa paspeLleHHoro nyTn 4o pannosB B KOMaHOax system upgrade;
WcnpaeneHbl npobnembl ¢ aBTOMatnyeckum MoHTupoBaHuem flash-Hakonutenen
npv nepesarpyske;
l/IcnpaBneHa owwmnbka Npn yKa3aHUN severity alert B KOMa@HA€ 1log syslog
facility,
M3meHeH cuHTakcuc komaHg konupoBaHus Ha/c flash-Hakonutenen ons opnevpn:

import, export,

Bepcua 6.0
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3 Bepcus 3.24.07 ot 22 okTtabpa 2024
3.1 UHTepdenchbl

o PaboTta ¢ koHGUrypaumMoHHbIMU NPOOUNISMN:

e B cuctemy gobaBneH KOHGUrypaumoHHbIN Npouib C UMEHEM default,
KOTOpbIN Mofb3oBaTeNb W3MEHUTb HE CMOXeT, OAHako OH OyaeT
OOHOBNATLCA C HOBOW MPOLLMBKOW, HE 3aTparnBas startup NPOPUb. ITO
AacT BO3MOXHOCTb MOJSIb30BaTEN0 UMETb Pe3epBHbIA BapuaHT npoduns,
KOTOpPbIN MOXHO NMBO 3arpy3auTb M NOTOM MNOMEHSTb, NIMOO KOMaHOoW
export CKONUPOBATb KaKyl TO YacTb NPOduns, KOTOPYHO Kak-TO NOBpeannu
Nnpw HaCTPOMKe YCTPOMCTBA;

® KOMaHAA startup-profile UBMEHEHA HA boot-profile;

e B KOMaHAOe show profile KItOMeBOe CNoBo startup M3MEHeHO Ha boot;

e 3anpelieHo coxpaHeHue npodansioB C MMEHaMW boot, last-loaded,
current,

e lcnpaBneHa owmnbka ¢ UMeHeEM NPOodUEN B KOMAHOE system revert;

e [InA KOMaHAbl show profiles yAaneH napamMeTp sort, BMECTO HEro cneayeT
ncnonb3oBaTbh MOAMMUKATOP BbIBOAA | sort, TAKKe yaaneHa nHpopmaums
O nocrnegHenm 3arpy3ke npoduns. YnydweHa Tabnuua BbiBoAa
MHopMaUnn o NPOGUnsX;

e YpganeHa KomMaHga load null, €CNU HeET Apyrnx npocdpamnnos To boot-
npodanniom ByaeT default Npocann,

e KomaHga show profile Tenepb Bcerga nNoKasbiBaeT COAEPXKUMOE
npodanna, napameTp detail yAasneH;

e KomaHAabl show system rollback U show system rollback-files-number
AOCTYMHbI U3 NOOro pexuma;

e KomaHabl show system rollback W show profiles rollback BbIBOASAT
COOTBETCTBYHOLLYIO WH(OpMaUMo, ecrim Toyka oOTkaTta COOTBETCTBYeT
KakoMy-TO npocusio;

o HacTtpownku rpynn nHTepgencos:
° ﬂ,06aBJ'IeHbI KOMaHAbl interface range tunnel, [no] ipsec apply,
e [lnanasoH rpynn uHTepdenmcoB B KOMaHOaX interface range, show

interfaces range HOpManudyeTcda nOnd yaaneHud ,D,y6J'II/IL|,I/IpyPOLLI,I/1X
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nHTepencos. Kpome aToro, npu 3agaHUM HOMEPOB 3anpeLleHbl
nuavpylowue Hynu;

e /13 pexxMoB HaAcTponKu rpynn HTepdencoB yaaneHsl KOMaHabl: [nolbfd
session, [no]l2vpn-vpws, [no]1l2vpn-vpls, [no]lmpls-12-circuit,
[no]lmpls-vpls, [no]vc-mode,

° yﬂ,aﬂeHbI KOMaHAObl interface range 1lo,

o HacTtpownka cMcTeMHOro BpeMeHu:

¢ lcnpaBneHa npobnemMa 4yacoBbIX NOSCOB, HE NO3BOSSAOLLASA UCNOSb30BaTb
Ha3BaHWA MOKACOB, OTNUYHbIE OT <country>/<city>, Hanpumep GMT wnnu
right/Africa/Ouagadougou.

N3meHeHus KOCHYJIMCb KOMaHA system clock timezone, show clock, show

clock dst, system clock dst,
3.2 TyHHenupoBaHue

o [ob6asneHo npeaynpexaeHune ecnu IPSec 6bin 3anyLUeH C NOMOLLbK ipsec apply
6e3s HaCTPOEHHOrIo 3apaHee ipsec secret,
O yAaneHa KOMaHOa ipsec secret update, TEMNepb secret obHoBNsAEeTCA

aBTOMAaTUYECKM;
3.3 ®yHkumn L3 (IPv4/IPv6)

o HacTtpownka ctaTMyeckon MmapLipyTmM3aunm:
e KomaHpa ip route: Tenepb blackhole mapwpyTbl MOXHO 3af4aTb TOSLKO C
MCMNONb30BaHMEM null;
e KomaHpa ip route: Tenepb blackhole mapwpyTbl MOXHO 3agaTb B
coYeTaHun C NnapaMeTpoM table;
O |/|CI'IpaBJ'IeHbI owunobkun B KOMaHOAX [nolipv6 router osp-area, [nolswitchport
port-security, reset interface,

O yaal'leHbl KOMaHAObl ip remote-address, ip unnumbered, ipv6 unnumbered,
3.4 ®YHKUUN ceTeBOM 3alnUTbl

o SNORT:
e YnyduweH npouecc octaHoBa snort B KOMaHA4ax no snort, snort off, snort

restart,

Bepcus 6.0 16



Bepcusa 3.24.07 o1 22 oktabpa 2024 Release Notes

3.5 MOHUTOPUHT U ynpaBreHue

o O6HoBMEHME N HACTPOMKa CUCTEMBI:

e [lpouecc ob6HOBMEHMS NpOorpamMmMHOro obecneyeHust (system upgrade):
= BMeCTO Bu3apga gobasneH obblyHbIM pexxum CLI ¢ Banvapaumen
napameTpoB;
= pobaBneHa BO3MOXHOCTb YykasaHua nopTtoB ans http/sftp, BBoaa
nonb3oBatenen ans ftp/sftp;
* nopgaepxaHa 3arpyska rno IPv6;
* nogaepaHa 3arpy3ku kak no IP agpecam, Tak 1 No XocTHermam (CMm.
ip host), Tak n no FQDN;
" nogaepxaHa 3arpyska co Bcex gpopmatoB USB Hocutenen, Kotopble
MOHMMAET KoMaHaa usb media, BKNoYasa LVM ancku;
= obecnevyeHa MUHMMarbHas NpoBepKa 3arpy)kaeMown NPOLUMBKUA Ha
BanNMOHOCTb AN NpefoTBpaLleHnsa 3arpy3ku 3aBe4OMO HEBEPHbIX
OaAHHbIX;
= pobaBneH KOHurypaumoHHHbI npocune default, koTopbin Bceraa
OBHOBSIETCSA C HOBOW MPOLUNBKOW;
MN3meHeH naTtTtepH anda nMeH XOCTOB B KOMaHAaX system host-name, [no] ip host
B cooTBeTCcTBUMN ¢ RFC952 (gomkeH HaunHaTbCa ¢ ByKBbI, 3akaH4YnMBaTbCA OYKBOW
nnn undpon, cogepkatb TONbKO OYKBLI, LMdpPbI, TOUKY 1 Aeduc);
B «komaHOe firmware-upgrade WCMNpaBfieHa YA3BUMOCTb, CBSiI3aHHas C
OTKINIOYEHNEM watchdog TaiMepa Npu OTkase OT npoueaypbl 06HOBNEHMS;
YaaneHbl HEKOTOpPble BECCMbICIEHHbIE COYETaHUS OMUMOHanbHbIX NapaMeTpoB B
KomaHae host (IPv6 DHCP pool);
YBenunyeH TanmayT BbIMOHEHNSA KOMaHAbl poe reset;
McnpaeneH owmnboYHbIn COPOC HACTPOMKM poe force power MPU UBMEHEHUMU poe
operation mode,
KOMaHﬂaeauﬂﬂe—ldpiyﬂaﬂeHblHapaMeprIigp—sync,no—igp—synd
MCHpaBﬂeHOHeBepHOGOTO6paMGHMeKOMaHﬂbIechaipv4sourceBshowrunnhmr

config,
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4 Bepcus 3.24.06 ot 09 oktabpsa 2024
4.1 TyHHenupoBaHue

o IPSEC, DMVPN, NHRP:
e [lo6aBneHbl koMaHabl HAacTponkn npotokona Dead Peer Detection (DPD);
e Tenepb HACTPONKM TarMayTOB BCErga oTobpaxKatoTCs B show ipsec config;

L4 I/IcnpaBneHo ownboyHoe OTCYTCTBUE KOMAaH no ip address <IP ADDR>, no

ipv6o address <IPV6_ ADDR>;

e VcnpaeneHa npoGnema c oTobpaxeHneM fnoros 60nbLIOro pasMepa;
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5 Bepcus 3.24.05 oT ceHTsA6psa 2024

5.1 TyHHenupoBaHue

@)

IPSEC, DMVPN, NHRP:

YckopeHa yctaHoBka 6ornbworo konuyectsa (~100) NHRP TyHHenen c
BbIKMo4YeHHbIM IPSec;

McnpaBneHa owmbka pacCuHXpOHU3aunen npumeHeHnsa Hactpoek IPSec n
ycTaHOBKM |IPSec coeauHeHusi (show log syslog | grep "no config
named");

YcKkopeHa 3anucb KOHUrypaumoHHbix gannos IPSec;

YckopeHa otcbinika NHRP Tpadmka npu 3arpyske npodannos ¢ 60nbwmnm
konuyectsoM (~100) TyHHenen u loopback nHtepdencos;

WcnpaBneHa npobnema C nepuoguyecku crnydarowmmcs 3aBuUCaHUEM
KOMaHAbl system reboot,

WcnpaeneHa npobnema co cbpocom switchport-oB npu 3anpoce CTaTUCTUKK
no ceTeBbIM UHTEPencam;

l/IcnpaBneHo ornncaHme KoMaHpAd option vendor-encapsulated-options U

vendor-class-identifier ANa DHCP pools;
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6 Bepcus 3.24.04 ot ceHTAOpsa 2024
6.1 ®yHKuUn L2

o Spanning-tree:

e lcnpaBneHbl coobLieHnsa o6 owmnbkax B KOMaHgax spanning-tree;

3anpelieHo gobaenenne n yganeHme MSTI 0 B KoMaHAax [no] spanning-

tree mst instance;

McnpaBneH BbIBO[ spanning-tree link-type B KOMaAHOE€ show running-

config spanning-tree;

YnyyweH naTttepH ana Beoga AuanasoHoB VLAN ID ans komangbl

[no]vlan;

YnydweH naTttepH ana BBoga AuanasoHoB VLAN ID gna komaHabl

[no]lswitchport trunk allowed;

YnydweH nattepH ans ssoga avanasoHoB VLAN ID gnst komaHgbl show

vlan;

YnyyweH naTttepH ana Beoga AuanasoHoB VLAN ID ans komangbl

[no]spanning-tree mst instance vlan;
o Storm-control:
(] McnpaBneHa(muMGKa B KOMaHOE show storm-control cyclic-counters
KOTOpaA HeEBEPHO pa60Tana npwv yKkasaHUM KOHKPETHOro Tuna Tpagovka;
e lcnpaBneHa owmnbka B KOMaHOE clear storm-control cyclic-counters

KOTOpas HeBepHO paboTana npu ykazaHuUM KOHKPETHOro Tuna Tpadvka
6.2 PYHKLUM cCeTeBOM 3alnTbl

o SNORT:

o [lo6aeneH SNORT B pexumax getektmpoanus (IDS) n 6noknposkm (IPS):
o [lonb3oBaTtenu n [pynnbi:
e [loBbilWeHO TpeboBaHMe YPOBHA NPUBUIErNA AN KOMAHAbI: system telnet
authentication-method;

e [loBbilWweHO Tpe6OBaHMe YPOBHA ananermM OnAa KOMaHAbl: system ssh

authentication-method;

e [loBblleHO TpebGoBaHWE YPOBHSA NPUBUNErM AONsi KOMaHObl: radius

server; tacacs server;
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e [loBbllEHO Tpe6OBaHI/Ie YPOBHA I'Ipl/lBMJ'IGFI/IVI A4 KOMaHAdbl: no radius

server;
e [loBbllIEHO Tpe6OBaHI/Ie YPOBHA I'IpI/IBl/IJ'IeFI/IIZ Ana KomaHgbl no tacacs

server,
L I/IcnpaBneHa YA3BUMOCTb KOMaH[ username add W username edit,

No3BOMAKOLWANA BbINOMHUTL KOMaHAy linux Nnpu BBoge napons.
6.3 YnpaBneHue |IP-agpecauuen (IPv4/IPv6)

o DHCP:
e Tenepb ipvb KNMEHT CTapTyeT KOPPEKTHO;

o [lo6basneHa komaHaa dhcp-cepBepa no option subnet-mask;
6.4 MOHUTOPUWHI N ynpaBneHue

o HacTtpownka nHTepdencos:

e [lobGaBrneHa koMaHga HaCTPOMKU TPYynn UHTEPAENCOB: show interfaces

range;

e [lo6aBneHa koMaHOa HaCTPOWKN rpynn MHTEPEENCOB: show range;

e [lo6GaBneHa koMaHga HaCTPOMKU FPynn UHTEPPENCOB: interface range
ethleth-vlan|lol|switchport|vlan;

o LTE:

e [lo6aBneHa komaHaa lte mode OnNa M3MEHEHUs pexuma Mexay single W
multi, @ TAKXKe show lte mode OJ14 NMPOCMOTPA;

e Pexum multi paboTaeT TakkKe, Kak U paHblue: Has3BaHus MHTepdencos
HaA4YMHAOTCA C 1ltel, pPas3HbIM MOAENSM BbIOAKTCA pasHble MMeHa
NHTEPdENCOB;

e B pexumme single [OCTYNeH TOMbKO OAWH MOAEM C (OUKCUPOBAHHbLIM
UMEHEM 1te0;

o PoE:

e WcnpaBneHa paboTa KOMaHObl poe force power MPU aGMUHUCTPATUBHOM
BKITHOYEHNW/BBIKIMIOYEHUN NHTEPAdENCa;

e [lo6aBrneHa kOMaHOa poe reset, KOTOpPAdA Nepesarpyxaet KoHTponnep PoE

M 3aTEM BOCCTaHaBJIIMBAET €ro HaCTpOI7IKI/I;
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e KomaHaa poe restart Tenepb oOcyllecTBnaeT nepesanyck PoE 6es
nepesarpysku KOHTponepa;
o Telnet:
° I/IcnpaBneHa KOMaHOda system telnet vrf vrf name port (I'Ipl/l
oTcyTCTBYIOLWEM VIT);
(] I/IcnpaBneHa KOMaHOa NO system telnet whitelist;
o SSH:
. l/IcrlpaBneHa KOMaHAa system ssh vrf vrf name port;
e [loGaBneHa koMaHaa NO system ssh port;
e lcnpaBneHa KOMaHOa no system ssh listen-address;
o Syslog:
° uo6aBneHa KOMaHAOAa log syslog facility severity [only];
(] D,O68BJ'I€H8 KOMaHOA no log syslog facility severity [only];
° uo6aBneHa KOMaHOAa no log syslog facility severity [only];
(] D,O68BJ'I€H8 KOMaHOA show log syslog facilities;
o SNMP:
e [lo6aBneHo oTobpaxkeHne napons ansa wudpauun Tpaduka Npyu Hanu4mm
B show snmp user (TaCK 2563);
e 3anpeweHo nameHenne tmna SNMP community (Tack 2561);
o [lo6aBneHo oTobpaxeHne naposnsi Nofb30BaTENS B show snmp traps;
e [lobaBneHa KOMaHOa show snmp mib walk;
e 3anpeweHo yganeHne SNMP cepsepa n3 gecdontHoro VRF (no snmp vrf
default);
e 3anpeuweH 3anyck gsyx SNMP cepsepoB B ogHOM VRF (snmp on, snmp on);
° D,O6aBJ'IeHO 0To6pa>|<eH|/|e KOMaHAbl snmp vrf VRF NAME B show running-
config;
e [lob6asneHo otobpaxkeHne coctossHusa SNMP cepBepa B show snmp;
o TACACS:
e VcnpaBneHa npobnema KOMaHAObl tacacs server CBf3aHHaaA C
LWndpposaHnemM naponen;
o RADIUS:
e lWcnpaBneHa npobnemMa KOMaHAbl radius server CBfiI3@aHHass C

LWwndopoBaHNEM naponewu;
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e WcnpaBneHa komaHga radius-test npu pabote C onuMoHanbHbIM
napamMeTpoM auth-type;

o YpaneHa koMaHAa show bi-1lsp;

o MWcnpaBneHa paboTa show log daemon U3 HEKOHGUIYPALNOHHBLIX MEHIO;
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7 Bepcus 3.24.03 ot nrona 2024

7.1 MOHUTOPWHI N ynpaBneHue

o Telnet:

pobaeneH telnet-knueHT: telnet [port | [vrf |;

nogaepxaHa KoHdurypaumsi Hactpoek telnet-cepsepa Ha vrf komaHgamu:
[no] system telnet [vrf <vrf name>].[lpn co3gaHum KoOHUrypaumm Ha
HecyLlecTByoLweM vrf BblgaeTcs ogHOKpaTHOe npeaynpexneHue;

npw nonbiTke 3anyctuTb telnet-cepsep Ha HecywecTByoweM vif BolgaeTcs
npegynpexaeHue;

pobaeneHa komaHa telnet-cepeepa: system telnet restart;

nobaerneHbl koMaHabl telnet-cepBepa (M3aMeHeHMe nopTa): [no] system
telnet [vrf <vrf name>] port;

pobaeneHbl kKoMaHapbl telnet-cepBepa (MameHeHwue listen-address): [no]
system telnet [vrf <vrf name>] listen-address,

nobasneHbl KoMaHabl telnet-cepeepa (M3MeHeHMe cnucka AocTyna): [no]

system telnet [vrf <vrf name>] whitelist,

o SSH-cepsep

y6paH KIMKOY force ON1A KOMaH [no] system ssh vrf <vrf name>, TENEPb
BblJaeTCA OOHOKpaTHOe npeaynpexaeHne o co3gaHun KOHdJVIpraLI,VIVI
cepBepa Ha HecyllecTBytoLlem vrf;

npu nonbiTke 3anyCTtnuTb CcepBep Ha HecCyLleCTBYHLWEM vrf BblgaeTcsa

npeaynpexaeHve;
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8 Bepcusa 3.24.02 ot nrona 2024
8.1 TyHHenupoBaHue

o IPSEC, DMVPN, NHRP:

(] I/IcnpaBneHa oLIMbKa ¢ 3aBUCAHNEM show ipsec status, show ipsec status
all Mpu ycTaHoBke 4-X 1 bonee coeanHeHun Oo HeOOCTYNHbIX MNUPOB;

° l/IcrlpaBneHa oLwndkKa ¢ 3aBMCaAHMEM show ipsec status, show ipsec status
all MPWU YCTaAHOBKE COEAMHEHUW [0 HeAOCTYMHbIX MUPOB B TeyeHue
NpoaoINKUTENbHOIO BpEMEHU

o OPENVPN server:

e pobaBneHbl OnMcaHMe W HEKOTOpble MPOBEPKM ANS KOMaHAbl server-
address VPN cepBepa,;

e KomaHabl hunstpauum seisoga CLI:

e ycnpasrieHbl NpobnemMsl C 04MHAPHBIMKU KaBbl4kaMy B KOMaHAax grep, sep,

cp, sftp, tftp (B perynspHom BbipaxxeHun B grep 1 umeHax annos);
8.2 ®dyHkuuun L3 (IPv4/IPv6)

o NAT, ACL, IP ROUTE:

e ucnpasneHa owwnbka pabotel NAT ¢ agByms m 6Gonee npasunamm
(Hanpumep, destination n source) n Windows-knmneHTa;

e ACL: wucnpaBneHa owwubka, koTopasd, nMpuv MOMbITKE yOaneHus
HecyllecTBylOWEero npaeuna W3  access-list C  €OWUHCTBEHHbIM
CYLLECTBYIOLLMM NPaBUOM, NPUBOAMNA K YOANEHWUIO access-1ist;

e ACL: ucnpasneHa owwubka, KoTopasi Npu nonbiTke yAaneHuss HEKOTOPbIX
npaBun (Hanpvlmep, no ip access-list <list name> protocol <pr_num>)
npmeoaunna K yganeHuto BCEero access-1ist,

e uCrpaBfieHa MepuoaMyeckn BO3HMKawLWaa owubka npu paboTte C

KOomMaHgamu ip route: "utf-8 codec can't decode byte";
8.3 YnpaBneHue IP-agpecauuen (IPv4/IPv6)

o DHCP:

Bepcusa 6.0 25



Bepcus 3.24.02 o1 urona 2024 Release Notes

e lClMnpaBrieHa pa60Ta KOMaHO npu YyKa3aHUMU HECKOJIbKMX MNapamMeTpoB
OOHOBPEMEHHO: option policy-filter, option static-routes and option
classless-static-routes,

e ucrnpasneHa owmnbka npu 3anycke ipv6 dhcp KNMeHTa: ipvé address dhcp;
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9 Bepcus 3.24.01 ot nrona 2024

9.1 TyHHenupoBaHue

o IPSEC, DMVPN, NHRP:

Ho6aBneHa HacTponka Ncnonb3oBaHWs NpoTokona mobike, BbIKIHOYEHO no-
ymon4yaHuio. PaHee 6bino Bceraa BKIHOYEHO;

BkntoyeHue/BbikntoveHne  cepsuca  IPSec  Tenepb  npousBoauTtcs
aBTOMaTU4eCKNn npu npumeHeHun [no] ipsec apply Ha wuHTepdewnce,
KomaHAabl ipsec on/off yaaneHsl;

WcnpaeneHa owwubkac OTCYyTCTBMEM OTMpaBKM COOBLEHUs O paspbiBe
coeHeHUs nocne yctaHoBneHus |IPSec coeguHeHWs u nepesarpyske
NPOM3BONbLHOIo Npodanna;

PeanusoBaHa cxema NOBTOPHOM ayTeHTUunKaumm
IPSec make_before_break - cHavyana  ycTaHaBnuBaeTcs  HOBOeE
coeavHeHue, 3aTeM yaanseTcsa ctapoe, 40 3Toro 6b1rio HaobopoT;
McnpaBneHa owwubka C BO3HUMKHOBEHMEM Oy6nukaTtoB  CKPUMTOB,
nogHumarowmnx IPSec coeguHeHne, NpuMBOASAWNMA K 3aBMCaHUIO
KOMaHAbl show ipsec status npu NPoAOCIHKNTENBHOM (PU3NYECKOM paspbiBe

coeaNHEeHUS;

o TyHHenu:

o PPTP:

[obGaeneHa npmBsa3ka TYHHENs K WUHTepdency no ero umenu tunnel ...

source eth2 ....;

pptp KnNueHT: Tenepb KoMaHga no shutdown TpebyeT HacTponku agpeca
cepBepa;

ncnpaeneH HeBepHbI BbiBog owmnbkun Error while change state ans pptp
KNNEHTa;

pptp knueHT: ipv6 address Tenepb coxpaHseTca B npodhanne;

pobasneHa komaHga log level ansa pptp cepsepa;

komaHga no shutdown Tenepb oTobpaxaetca nocneaHen B running config

ansa pptp cepsepa/knuenTa;
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9.2 KauectBo o6cnyxxuBaHua (QoS)

o wucnpaeneHa komaHga show qos ans ancuunnudel FIFO (pfifo)

o YnpaeneHue IP-agpecaunen (IPv4/IPv6)

o DHCP:

nucnpasneHa kKomaHga no option vendor-encapsulated-options;
ncnpasneHa komaHga identity ans dhcp cepsepa;

ncnpaeneHa komaHga no ip ansa dhcp cepsepa;

nucrnpasneHa KomaHga option static-routes, koTopas Tenepb peanusyeT
onuuto 33 ansa dhep cepsepa;

pobaeneHa kKomaHaa option classless-static-routes, koTtopas peanuayet
onuuio 121 ana dhcp cepsepa;

ncnpasneHa komaHga option tftp-server-address;

ncnpasneHa HeBepHas 3arpyaka u3 npodganina Hactpoek DHCP;

9.3 MOHUTOPMHI U ynpaBreHue

o KomaHabl punbTpauum Beisoga CLI:

ans  6onbWwMHCTBA KomaHa show Tenepb [OCTyNHbI unbTpyowme
MO}J,I/I(DI/IKaTOpr, KOTOpPbl€ MOXHO BBECTU B KOHLIe KOMaHAbl Nocrie CMMBOIia
B [

C nNOMOLWbK 3TUX MO,D,I/I(*)I/IKaTOpOB MOXHO OCYLUEeCTBIIATb (*)yHKLl,I/II/I
C*)I/IJ'IpraLI,I/IM, COPTUPOBKKN BbIBOOUMMbBIX OaHHbLIX, a TaKXeé COXpaHEHUA
BblBO,El,I/IMOVI MHd)OpMaU,I/II/I Ha BHELWHUNX HOCUTENAX UITN cepBepax,

TN OOCTYMNHbIX MO,D,I/I(DVIKaTOpOB npun Hanndnm ykasaH B AOKyMeHTauun B

naparpadge "Moaundurkatopbl BbiBoga" COOTBETCTBYHOLLEN KOMaHAbI;

o YnydweHbl KOMaHgbl copy, AobaBneHbl onuuu timeout, oTnpaBku No Ipve U

[IOMEHHOMY MMEHW, Takke Tenepb 3TU KOMaHabl MOXHO npepBaTtb no Ctrl+C:

copy profile;

copy log;
import/export Anga vpn knueHTa/cepeepa;

o ucnpaeneHbl owndkn npu gobaeneHun nonb3oBartens Samba nnu ero napons; --

MOHUTOPWHT U ynpaBrieHne
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o Tenepb koMaHay end BMOHO B CMWUCKE [OOCTYMHbIX KOMaHA;, -- MOHUTOPUHI W

ynpaeneHue
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10Bepcus 3.24.00 ot utoHsa 2024

10.1 WHTepdencol

o B wnHTepdencHbin pexnm eth noptoB gobaBneHa kKOMaHAa [nolallmulti;

o uncnpaBJieHO HeBepHoe 0To6pa>KeH|/|e description CE€TEBOIO MHTepCbeVICa B

KOMaH€ show running-config ethernet MPU HalIM4NnN B HEM npo6en03;

O WCMNpaBfeHo HeBepHoe OTODOpaXeHUe description MHTEPEENCOB, VRF a Takke

vpls-description B show running-config MPU HalIM4nn B HEM npo6en03;

o yAaaneHo cooOLeHne 06 owmnbKke No such device, BO3HMKAKOLWEE B KOMAHAE show

ethtool <ifname> MPU MHTEP(ENCE B LUATAAYHE;

10.2 TyHHenupoBaHue

o IPSEC, DMVPN, NHRP:

npun Hactponke IPSec Ha multipoint TyHHENe ycTpoMCTBO Tenepb MOXeT
NpUHUMaTL 3anpockl Ha ycTaHoBKy IPSec coeanHeHna oo npuema NHRP
peKkBecTa Ha perucTpauuio;

otnpaBka Next Hop cepsepy NHRP 3anpoca Ha pernctpauuio Tenepb
OCyLlecTBNAeTCcsa nocne ycrtaHoBkn IPSec coeanHeHus;

ncnpasneHa owmnbka ¢ Heob6xoanMOCTbIO BBOAA Npobena B KOHLE KOMaHg
ipsec apply, show ipsec config, no ipsec config;

nob6aBneHo aBTOAOMNONTHEHME NMEH KOHMIypauumn B KomaHae ipsec apply;
ncnpasneHa komaHga map 8 NHRP;

ncnpasneHa owmnbka ¢ oTobpakeHneM KoMaHabl ip ttl WU NapameTpa tos
ansa TyHHeJ'IeIZ B show running-config,

B Ka4eCTBe Ha3HayeHnsa TyYHHeNs Tenepb Henb3s ykasbieaTb 0.0.0.0;
3anpeueH Beoa AByx VT TyHHenen ¢ oanHakoBbIMbl agpecamn UCTOYHMKA
N Ha3HaYeHus;

uo6aBneHa noAacka3ka K KOMaHgaM: pptp server, pptp client, show log

pptp-server, ipsec config,

10.3 ®DyHKuum L2

o LLDP

nogaepxka nameHeHna Chassis-ID: [no] 11dp chassisid,
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nogaep:kka TpaHCcnsaunm KacToMHbIX TLV: [no] 11dp custom-tlv;
noaaepxka obbaABNeHMs kracca yctponctsa m TpaHcnauum LLDP-MED:
[no] 1ldp med-inventory,

MHO>XeCTBEHHOE 00 bsABNEHNE NONUTUK: [no] 11dp med-tlv-select policy,
nHTepgenc ¢ SNMP (komaHapbl [no] 11dp smnp);

nepeson KﬂGd)OﬂTHbIM 3HAYEeHNAM: no 11dp agent-type, no 11ldp mode,
ncnpasneHne HekoppekTHon paboTkl ¢ VLAN;

obHoBnenwue lldpd go sBepcun 1.0.17;

ynyJlieHne gokymeHTauum no komaHgam LLDP;

D,O68BJ'I€H8 KOMaHOa no spanning-tree priority,

obHoBnEHa KOMaHOA show spanning-tree br,

10.4 ®yHkuum L3 (IPv4/IPv6)

o ip route:

ncnpasneHbl OWMBKN Npu 3arpy3sku npodanna;

ncripassieHbl OoLMBKM npn NSMEHEHUN NapaMeTpPoOB description, tag,

10.5 KauecTtBO 06cnyxuBaHus (QoS)

o QoS:

ncnpaeneHa KoMaHaa clear qos statistic (WRED,GRED,RIO);
ncnpaeneHa komaHaa no qos (PQ ¢ comnbTpamm Ha knaccax ¢ id 6onblie
9);

ncnpaeneHa kKomaHga show gos (HTB simple);

10.6 YnpaBneHue IP-agpecauuen (IPv4/IPv6)

o DHCP knueHT:

pobaBrneHa BO3MOXHOCTb YCTAHOBKW dhcp-client-id, COBMECTMMOIO C
Option 61 DHCP;
n3meHeHa npoueaypa nogaepxaHna DHCP coeguHeHus (napameTp hold B

ip address dhcpx
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pobaBrneHa BO3MOXHOCTb fAeTanbHoOro npocmoTpa coctosiius DHCP

KNMWEHTOB (show dhcp client);
ncnpaeneHbl owmnbkn npu yaganedmm DHCP agpecoB KOMaHOOM no ip[vé]

address dhcp,

o DHCP cepBep (koMaHabl ip dhcp pool, ipvé dhcp pool):

BanManupoBaHo Hanu4mne onuumn. AKTyanbHbIN CMNCOK:
(1,2,3,4,6,9,12,15,19,20,21,22,23,26,33,42,43,51,53,60,61,66,67,68,150);
pobaBrneHa KOMaHaa identity ANS U3MeHeHus client-id XxocToB yxe nocne
NX KOHpUrypmnpoBaHus;

pobaerneHa kKoMaH4a no ip ANs yoaneHusa agpecoB XOCTOB;

nobasrieHa BO3MOXHOCTb YCTAHOBKM KOMMEHTapueB AN KOMaHg host,
group, pool, option;

AobaBneHa BO3MOXHOCTb 3anpeLieHns Banuaaumm agqpecos U agnana3oHoB
npu MX BBOAE, a TaKkKe KOMaHda validate ANA obuwen Banuvaauuu
napamMmeTpoB nyna;

pobaeneHbl noackaskn CLI B kOMaHAbl range, host, group NPU BBOAE;
pobasneHa onuus 150(option tftp—server—addressx

B HaCTpOMKM XocTa ipv4 nobasreHa BO3MOXHOCTb BBofa client-id BmecTo
mac-address (onuusa 61);

npoBepka aybnukatoB IP agpecoB, mac-address, client-id, duid npu
3aJaHun XOCTa;

ponucaHbl Homepa onumn DHCP (no RFC2132) B TekcTOBbIE OnMCaHUs
KOMaHz;

nogaepkaH BBO4 CEPBEPOB MO JOMEHHBbIM MMEHaM B option ntp-server,
routers, domain-name-servers, tftf-server-address, lpr-servers

mobile-ip-home-agent,

10.7 MoOHUTOPUHr N ynpaBneHue

o NTP

AobaBneHa nogaepxka ipve, rae ee He 6bIno;
pobaeneHa noagepkka 3anpelleHnss UnNu paspeLleHns nNpocnyLmnBaHus

ornpeaernieHHbIX ceTeBbIX MHTEPKENCOB;

noaaBneH BbiIBOA AedONTHbLIX NapaMeTPoB B show running-config ntp;
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nobaeneHa nogaepkka nynos;
nobaeneHa nogaep)kka napameTpoB maxpoll, minpoll B OUPEKTMBBLI ntp

server, ntp pool,

pobaerneHa nogaepXka ntp-options U3 dhcp (KOMaHAA [no] ntp dhep);

o USB/SAMBA:

nogaepxaHo MoHTuposaHne USB anckos 6e3 pasaenos;

nogaepxaH Samba goctyn k USB Hocutensm 6e3 Partition UUID;

o [lonb3sosatenu u Npynnbi:

AobaeneHa aBTopusauus yepes TACACSH;

KOMaHOa show users MOKa3blBaeT CMNUCOK NOKarbHbIX MONb30oBaTenen u
aBTOPU30OBaHHbIX YaaneHHbIX Nofb3oBaTenen n Ux ypoBeHb NpUBUNErumn;
uo6aBneHa KOMaHOA show privilege, force-logout, system telnet
authentication-method,

vyoaneHbl KOMaHAdbl: aaa authentication list, system console
authentication-1list, system ssh login;

3aMeHeHa KOMaHOa system ssh authentication-list HA system ssh
authentication-method,

noggep>aHa BO3MOXXHOCTb aBTOPU3aLIM C HECKOJIbKUX CepBEPOB;
nobaeneHa BO3MOXHOCTb orpaHmnyeHuna npUBUIErnmn yOaneHHbIX
nonb3oBaTesnien C NOMOLLbK NapaMeTpa max-privilege KOMaHAbl system

ssh|telnet authentication—method(ﬂfﬁ1rathSﬁacaCS)

o PoE (tvn AT):

AobaBneHo geTekTMpoBaHue Hannuus PoE, BbiIBOg HOMepa peBU3NN B show
platform,

3anpeLLeHo nmeTb bonee aByx NopToB B pexume PoE+ (AT);

nobasneHbl KoMaHgbl ynipaBneHnsa POE: poe on/off/restart;
ﬂ06aBﬂeHbIKOMaHﬂbIO6uu®(HaCTpOGK|30EIpoe temperature-alarm, poe
power-management power-limit-mode, poe power-management total-power-
mode, poe power-management disconnection-method,

pobaeneHbl komaHabl POE HacTpoOek MOpTOB: poe force power, poe
priority, poe operation-mode, poe power limit ppl, poe power limit

tppl;
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ﬂ,06aBJ'IeHbI KOMaHAbl MPOCMOTPa HaCTpPOEK PoOE: show poe, show poe
interfaces, show poe events

pobaBneHbl BpeMeHHble KOMaHAbl HacTpoek factory-default (GygyT
y,D,aJ'IeHbI)Zpoe save-settings, poe factory-default,

aobaBneHo onucaHne KoMaHz;

aobaerneHa orpaHudeHHasa nogaepxka PoE tuna BT;

nucrnpaeneHa owunbka nNpu BBOAE OAMHOYHBLIX KaBbl4eK M O3KCnalen B
KOMaHOaX system ssh, ssh;

ncnpassfieHa KOMaHaa show power voltage,

B tftp pobaBneHa ouncTka [gomMalLHEro Kartanora, nokas3 craTtyca

3anyLleHHOro cepBepa U show running-config tftp,
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11Bepcus 3.23.01 ot anpens 2024

11.1 TyHHenupoBaHue

@)

IPSEC, DMVPN, NHRP:

nepepabotaHa noruka HacTtponknm I[IPSec. Tenepb koHdwurypauus
NPOBOAUTCHA B OTAENbHOM KOMaHAHOM pexume, 3aTeM KOoHurypaums
NPUBA3bIBAETCS K UHTEPAIENnCy;
nepepabotaHa nornka Hactponkm NHRP. Tenepb koHdwurypauus
NPOBOAUTCH B OTAENbHOM KOMaHAHOM pPeXuUMe BHYTPU pexmma HacTpOWMKU
NHTepenca;
pobasneHbl komaHabl NHRP:
" nmulticast Mmulticast ip - HACTPOWKA NEPECHISTKA MYNbTUKACTHOIO
Tpaduka;
" map - HACTPOMKa CTaTU4EeCKOro MannuHra agpecoB NPOTOKOMa Ha
NBMA apgpeca (B 17.4. ana Next Hop cepsepoB);
" cisco-authentication - HACTPOWMKa CiSco-like ayTeHTUdMKaumn;
= pobaBneHa BO3MOXHOCTb 3afaHUs HECKOSNbKUX dynamic-map Ha
UHTEepence;
pobaeneHa npuBsa3ka HacTpoek IPSec k TyHHenswm, ethernet nHtepdencam,
sub-eth n vlan uHTepdernicam ¢ gobasneHnem Tpaduk cenekropa nns
Kaxxgoro nupa;
nobaeneHa BO3MOXHOCTb 3afaHust Heckonbknx IPSec Tpaduk cenekropos
ans ogHoro nupa (IKEv2);
pobaeneHa BO3MOXHOCTb co3gaHus IpSEC site-to-site VPN Ha VTI
TYHHENSX;
pobaBneHa BO3MOXHOCTb co3ganus IpSEC DMVPN Ha Heckomnbkux
multipoint TyHHensx;
pobaBneHa BO3MOXHOCTb WHUUMMpoBaHuUs |IPSec coeguHeHusa npu
oBOHapy>xeHNss COOTBECTBYIOLLIETO Tpaduka - NapaMeTp connection route;
N3MEHEeHO noBedeHne uHUUMMpoBaHusa |IPSec coeguHeHna - Tenepb
3anpochbl Ha MHULMMPOBaHUE coeauHeHNsa oTnpaBnsatoTes kaxable 20 ¢, He

npekpaLias;
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e OOHOBNEHblI HacTpourkn IPSec no ymonyaHuio, B 4acTHOCTW, anroputm
X3OLMPOBaHUSA - shal, anroputm Odudpdn — XennmaHa onsa nepeon gasbl -
modpl536;

e ucnpasneHbl ownbkMNHRP, B T.4. cBsi3aHHble C OTCYTCBMEM MPUBS3KN

HacTpoek NHRP kK nHtepgency;

e vcnpaBrneHbl owmnbkn IPSec, B T.4. CBA3aHHble C OTCYTCBMEM MNPUBSA3KM

HacTpoek IPSec k nHtepdency;
11.2 MOHUTOPUHI U ynpaBneHue

O copy profile to flash: MCMpaBreH 3KcrnopT Ha newky FAT32;
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TexHunyeckasa nopgae PXKa

OdmumanbHbIi caiT KomnaHuu: https://istokmw.ru/

[okymeHTauumo 1 nporpammMmHoe obecnevyeHne Ha U3genus MoXHO ckadaTb B pasfgene
«JokymeHTauusa n NporpammHoe obecneveHne» Ha cTpaHuue https://istokmw.ru/service-router/

BasoBast TexHN4eckas nogaepkka OCyLLECTBSETCS

5 pHew B Hegento no 6yaHam ¢ 8:00 go 17:00 (Bpemsa MockoBcKoe)
Ten: +7 (495) 465-86-48

e-mail: support@istokmw.ru

E h web: https://istokmw.ru/support/

JIn4HbIN KAaBUHET TEXHUYECKON NOAAEPKKM N0 DYHKLUMOHUPOBAHMUIO NPOAYKTOB
https://helpdesk.istokmw.ru/
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