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BBepeHune

HacTtoswasa nHCTPYKUMSA COAEPXUT CLEHApUM U HACTPOMKN CEPBUCHOMO MapLUpyTusaTopa
KPII.465614.001 (nanee no TEKCTY — MapLupyTM3aTop, U3genve) u BapnaHToB ero NCNOSHEHNS

B COOTBETCTBUN C Ta6nmg,e|7| 1.

Tabnuua 1 — BapunaHTbl UCMONHEeHNs n3nenus

BapuaHT ucnonHeHma nsaenmsa YcnoBHoe 0603HaueHue usgenusa Nutepa
KPIr.465614.001 ISN41508T3 01
KPMr.465614.001-01 ISN41508T3 o]
KPMT.465614.001-02 ISN41508T3-M/ISES1004 o
KPIr.465614.001-03 ISN41508T3-M O]}
KPMT.465614.001-04 ISN41508T4 o]
KPMT.465614.001-05 ISN41508T4 o]

KPMr.465614.001-06 ISN41508T3-M-AC/ISES1004 0.
KPMr.465614.001-07 ISN41508T3-M-AC o]
KPMr.465614.001-08 ISN41508T3-M/ISES1004 0:
KPMr.465614.001-09 ISN41508T3-M/ISES0108 0:
KPMTr.465614.001-11 ISN41508T3-M/ISES0116 0.
KPMr.465614.001-13 ISN41508T3-M-AC/ISES1004 0:
KPMr.465614.001-14 ISN41508T3-M-AC/ISES0108 0
KPMr.465614.001-16 ISN41508T3-M-AC/ISES0116 0.

KPMr.465614.001-30
KPMTr.465614.001-31

KPMr.465614.001-32

ISN41508T3-M-AC/ISES9112
ISN41508T3-M-AC/ISES7312

ISN41508T3-M-AC/ISES3901

B nokymeHTe onvcaHbl TOMOMOrMM 1 HAaCTPOWKK NOKanbHOM ceTn, PyHKUMM obecnedeHns
BGesonacHOCTM noKanbHOM CEeTW, HACTPOWMKM MOMYYEHUss CcTaTUYecKUX W guHamuyeckux IP-
agpecos, HacTponku L2TP- n PPPoE-knueHTa Ha mapLipyTtusaTope.

MNepen Ha4anoMm HacCTPOMKM HEOBXOAMMO BHUMATENbHO O3HAKOMUTBLCH C PYKOBOACTBOM
no akcnnyataumm KPIIM.465614.001P3 1 MHCTpyKUMen Mo ycTaHOBKE W ObICTPOMY 3anycky
KPTI.465614.0011C26.
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BeeneHune MHCTpyKLMA NO HacTporke
KPII.465614.0011C3

MHCTpyKUuMs npegHasHadeHa ans TEXHUYECKOro nepcoHana, BbINOMHALWEro HacTPOKy
nsgenna nocpenctesoM uHTepdoenica komaHgHow cTtpoku (CLI), a Takke npoueaypbl Mo

06CcnyXnBaHUIO CUCTEMBI.

Bepcus 8.0 10



YcnoBHble 0603Ha4YeHus MHCTpyKLMA NO HacTporke

KPIMIr.465614.0011C3

1 YcnoBHble 0603HavYeHuUd

[Ansa HarNsQHOCTM B TEKCTE LOKYMEHTA UCMOMb30BaHbl pas3fnnyHble CTUIM 0hOPMIIEHMS.
O6nactn npumeHeHnsa ctunen — Tabnuua 2.

Tabnuua 2 — CTunu ohopmneHns B JOKyMeEHTe

Ctunb opopmneHus 0O6nacTb npumeHeHUs Mpumep
MonyXunpHbIN TEKCT Bblaenaetr umeHa KomaHg, KOomMaHAbl hame
WpnoT Calibri

Bbloenaet npumepbl CUHTaKCUCA KOMaHA, admin@sr-bettconfigure terminal

MonyxupHbiit wpudT Calibri  Bbigenset sbiBog, CLI Name # Rule

100 1 src:192.168.1.1/32
500 1 src:0.0.0.0/0

YCTPONCTBO MMEET HECKOSBbKO PEXUMOB KOHGUrypauum — Tabnuua 3.

Tabnuuya 3 — Pexumbl KoHGUrypauum

Pexxnmbl KoHUrypaumm Cnocob aocryna MNpurnaweHune Cnocob Bbixoga
B KOMaHAHOM CTpOKe M3 pexuma
MpuBMAErMPOBaHHbLIN PeXXUM ABTOPU3YIATECH admin@sr-be# -
Pexknm rnobanbHoM BbInonHUTE KOMaHAay admin@sr-be(config)# C nomoubto
KOHOUrypaumm configure terminal KoMaHAb! exit, end
Bepcua 8.0
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Cxema ceTu 1 onncaHve obLuero cueHapus MHCTpyKUMS No HacTporke
HaCTPOMKM YyCTPOUCTBA KPII.465614.0011C3

2 Cxema ceTu n onncaHuve oobLero cueHapusi HAaCTPOMUKN YCTPOUCTBA

PaccmoTpum cueHapui, Korga Hy>KHO opraHn3oBaTb 6e30nacHbIv JOCTYN B ceTb MIHTEpHET
ans  Hebonbworo odwumca. [lNpuBegem npuMep oOpraHu3auMm, Ha KOTOpPYH paccyuTaHa
NHCTPYKLUMS.

K ogHon nokanbHOM ceT A0SMKHbI ObITb NOAKNIOYEHbI:

o aBToMaTM3anpoBaHHoe paboyee mecTo (ganee no Tekcty — APM) — 4 wT,;
o (pannosbin cepBep — 1 WT,;
o npuHTep — 1 Wwr.

MapuwpyTtusatop Yyepe3 WAN-NOpT NOAKNIOYEHO K 060py0BaHUIO MHTEPHET-NpoBangepa.

K LAN-noptam LAN 1 — LAN 4 n3genua nogkntoveHsl APMbl, LAN 5 — dhannosbin cepsep,
LAN 6 — npuHTep.

APMbl, cepsep " npUHTEpP opraHusauum [JOIMKHbI ObITb 3aLlULLEHbI
OT HECaHKUMOHMPOBAHHOIO A0CTyna no KaHany cetn MHTepHerT.

MpoBangep npegocraBnsaeT opraHuMsauum ceTeBou UHTepgenc, O4VH
cratudeckun/gnHammyeckumn IP-agpec, IP-agpec wno3a n DNS.

O6was cxema cetu ( PucyHok 1).

Onepatop cBsi3n

_ 0O ooog
=‘p pooo

WAN

/

APM1 APM3

WAN1
LAN1 LAN3

_ .0 ooog
=2‘'n poon LAN4

CepBUCHbI LANG
MapLipyTusaTop

L

LAN2
LANS

APM4
APM2

il |

DainoBbiv
Mpuntep cepsep

PucyHok 1 — Cxema HaCTpOWKM NIOKarbHOW ceTn
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MpoBepka Bepcun NporpamMmmHoro WHCTpyKLMS No HacTpolike
obecneyeHus KPII.465614.0011C3

3 MpoBepka Bepcumu nporpamMmMHoOro obecneyeHums

BbinonHute komaHgy B KoHconu show version ans nonyyveHus nH@opMaLmMmn o Bepcum

YCTaHOBJIEHHOrO NPOrpamMmmHoro obecneyeHus

Version:3.24.08 mips sr-be 4.4.165-bfkx mpls
Build date: Fri Dec 20 MSK 2024

BeinonHute komaHgy B koHconu show platform gna nonydeHua uHdopmaumm o

KOHpurypaumm cepBuCcHOro MapLupytusaTopa, skntodasa sepcum U-boot n BMC

Platform: ISN41508
Serial number: RS3010011C0014
BMC Firmware version: 1.8.1
U-boot version: 1.3.6
CPU model: Baikal-T1; MIPS P5600 V3.0 FPU V2.0
CPU cores: 2
Memory: 2 GB
Network:

2 X WAN 1000Base-LX

8 X LAN 1000Base-TX (speed 10/100/1000)
Internal SSD: connected
USB Flash Drive: no Flash drive connected
LTE USB Modem: no LTE modem connected
PCI: not found

MonyunTb nHpopmauuio o sepcun U-boot n BMC moxHo 4Yepes U-Boot menu, ansa atoro:
BbinonHuTe KomaHay system reboot ons nepesarpyskM CEpBMCHOIO MapLipyTmMsaTopa u
nonapgaHus B U-Boot menu

Mcnonbays knaesmatypy Bbibepute nyHKT U-Boot console

--== RT1MB boot menu ==--
Normal boot
FW update
BMC console
U-Boot console
Press UP/DOWN to move, ENTER to select menu entry 1

OTKpOoeTCs KOHCOMNb BCTPOEHHOIo NporpammHoro obecnevenns U-boot.
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MpoBepka Bepcun NporpamMmmHoro WHCTpyKLMS No HacTpolike
obecneyeHus KPII.465614.0011C3

BbinonHute komaHay version, 4Tobbl y3HaTb Bepcuio BCTpoeHHoro obecneyerns U-boot
n BMC version

U-Boot 2014.10 / SDK 4.18 (May 18 2023 - 11:10:34)
mipsel-unknown-linux-gnu-gcc (crosstool-NG 1.24.0-rc3) 8.3.0
GNU Id (crosstool-NG 1.24.0-rc3) 2.32

Istok U-Boot build: 1.3.6

Istok BMC build: 1.8.1

»
MpumeyaHue

[ns Bo3BpaLleHus K LWTaTHOW paboTe nepesarpy3nTte CEPBUCHLIN MapLUpyTU3aTop
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HacTtpowka nokanbHom ceTn

WHCTpyKLMS No HacTpolike
KPII.465614.0011C3

4 HacTpowuka nokanbHou ceTtu

4.1 OnucaHne HaCTPOMKM

Kak nokaszaHo Ha pucyHke 2 B KayeCTBE OCHOBHOIO YCTPOMWCTBaA BbliOpaH CEPBUCHbLIN

mapwpytmnsaTtop (RouterA). Bce yctponcTsa, nogkntoyeHHsle Kk RouterA: PC1-PC4, npuHTep n

cepBep, 06beanHeHbl B ogHy BupTyanbHyto ceTb VLAN100 ¢ agpecom noacetn 192.168.3.0/24.

Ha yctponctee RouterA VLAN-uHTepdenc ¢ npucsoeHHbiM emy IP-agpecom 192.168.3.1/24.

BkntoyeH DHCP-cepBep Ha ycTponctBe RouterA gnsi HasHadeHusa |IP-agpecoB knuneHTam. C

nomowbto DHCP-cepBepa, passepHyToro Ha yctponctBe RouterA HasHadeHbl |IP-agpeca ang
PC: PC1 - 192.168.3.2, PC2 — 192.168.3.3, PC3 — 192.168.3.4, PC4 — 192.168.3.5. IP-agpec

npuHTepa - 192.168.3.6, IP-agpec cepepa - 192.168.3.7 HacTpoeHbl cTaTudeckn. PC nonyyatot

BMECTO cnyyamnHbix IP-agpecoB n3 nyna DHCP Tonbko »XeCTKO 3akpenneHHble 3a Humu |P-

agpeca B COOTBETCTBMM C Tononormen cxembl. DHCP-cepBep HacTpoeH Tak, 4ToObl OH pasgasan

onpepeneHHble IP-agpeca kaxgomy PC ¢ npuaskon k MAC-agpecy/HoMmepy ceTeBOM KapThbl

(NIC).

PC1
PC2

VLAN100

PC3
PC4

192.168.3.0/24

Oneparop CBA3KM

192.168.3.2

192.168.3.0/24

192.168.3.7

192.168.3.3

192.168.3.4

LAN2

LAN3

RouterA
DHCP-cepeep

LAN1

LAN4

192.168.3.0/24

192.168.3.5

192.168.3.0/24

LANG

= 0 oooo
=0 Doon

LANS

192.168.3.0/24

192.168.3.0/24

Cepeep

MpuHTep

HHHHE B

192.168.3.6 é

PucyHok 2 — Cxema HacTpOWKM fioKaribHOW ceTn
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HacTtponka nokanbHom cetn

MHCTpyKLMA NO HacTporke
KPII.465614.0011C3

4.2 JTanbl HACTPOMKK CeTH

BonawnTte B pexxum rnobanbHom koHurypaumm

KOoHUrypaumnoHHbIn - pexmnm

3TO OAWH N3 pPEeXUMOB KOMaHOHOW CTpoku. B

KOH(bVIpraLI,VIOHHOM pexnme MOXHO U3IMEHATb HaCTpOVIKM MHTep(beVICOB, MapLpyTu3auuio,

6esonacHoOCTb U ApyrMe napameTpbl YCTPOWCTB.

4.2.1 HactpouTte LAN-uHTepdencbl Ha RouterA

RouterA(config)#tinterface switchportl
RouterA(config-switchportl)#no shutdown
RouterA(config-switchportl)#exit
RouterA(config)#tinterface switchport2
RouterA(config-switchport2)#no shutdown
RouterA(config-switchport2)#exit
RouterA(config)#interface switchport3
RouterA(config-switchport3)#no shutdown
RouterA(config-switchport3)#exit
RouterA(config)#interface switchport4
RouterA(config-switchport4)#no shutdown
RouterA(config-switchport4)#exit
RouterA(config)#tinterface switchport5
RouterA(config-switchport5)#no shutdown
RouterA(config-switchport5)#exit
RouterA(config)#tinterface switchport6
RouterA(config-switchport6)#no shutdown
RouterA(config-switchport6)#exit

Ed
MpumeyaHue

switchport <Homep nopta> — umsa ceteBoro LAN-uHTepdernca. <Homep nopta>

COOTBETCTBYET MapKMpoBKe Ha nepegHen naHenu yctpouctea: LAN 1, LAN 2 u T.4.

Hanpumep, «LAN 1» — 310 «switchport1», «LAN 5» — «switchport5»

4.2.2 Hactpoute VLAN-uHtepenc

4.2.2.1 Beeagunte ngeHtndpukaumoHHoii Homep VLAN-ID (vid) gns cosgaHms VLAN

RouterA(config)#tvlan 100

Bepcus 8.0
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HacTpolika nokansHom ceTtu MHCTpyKLMA NO HacTporke
KPII.465614.0011C3

»
NMpumeyaHue

vlan <Id or id list | VLAN id list (1-4091)>, rae 4ncno o6o3Ha4aeT HOMep BUPTyarbHOM

nokarnbHOM ceTn, KoTopasi UCNONb3yeTcs ANsl cermeHTauum Tpaduka ceTw.

4.2.2.2 Hactpownte IP-agpec y VLAN-nHTepenca c noMoLLbio KoMaHg

RouterA(config)#interface vlan100
RouterA(config-if-[vlan100])#vid 100
RouterA(config-if-[vlan100])#ip address 192.168.3.1 255.255.255.0
RouterA(config-if-[vlan100])#no shutdown
RouterA(config-if-[vlan100])#exit

»
MpumeyaHue

HacTpoeHHbIn IP-agpec 6yaeT maplpyToM MO YMOMYaHWUIO ONS BCEX KOHEYHbIX

nonb3oBartenen B VLAN 100

4.2.2.3 [obasbTe nHtepdenc LAN 1 8 VLAN 100 ¢ noOMOLLbIO KOMaHL,

RouterA(config)#tinterface switchportl
RouterA(config-switchportl)#switchport mode access
RouterA(config-switchportl)#switchport access vian 100
RouterA(config-switchportl)#exit

MoBTOpPMTE ONUCaHHbIE Bbille AencTBua ansa aodaeneHnsa nHtepdencos LAN 2, LAN 3,
LAN 4, LAN 5, LAN 6 B VLAN 100

4.2.3HacTtpoute DHCP-cepBep Ha ycTpoucTBe pAnsA Ha3HavyeHus |P-agpecoB

KNMneHTam

RouterA(config)#ip dhcp pool 1
RouterA(config-dhcp[1])#network 192.168.3.0/24

Bepcus 8.0 17



HacTpolika nokansHom ceTtu MHCTpyKLMA NO HacTporke
KPII.465614.0011C3

RouterA(config-dhcp[1])#range 192.168.3.2 192.168.3.5
RouterA(config-dhcp[1])#option routers 192.168.3.1
RouterA(config-dhcp[1])#option domain-name-server 192.168.3.1
RouterA(config-dhcp[1])#exit

»
NMpumeyaHue

ip dhcp pool <name>, rge umcno obosHavyaeT uma nyna DHCP, koTopoe
ncnonb3yeTca Ans rpynnmpoBkn Hactpoek DHCP ana onpefeneHHbIX KIWMEHTOB WK

YyCTPOMWCTB B ceTU. Homep nyna AosmkeH 6biTb Ha3HavyeH B AnanasoHe oT 1 4o 65535.

4.2.4HacTtpouTte pesepBupoBaHue IP-agpeca no DHCP Ha ycTtpoucTBe. [Ana aToro

3aKkpenuTe IP-agpec 3a knmeHtoMm APM1 ¢ noMmoLlbio KOoMaHAa

RouterA(config)#ip dhcp pool 1

(
RouterA(config-dhcp[1])#host PC1 hardware-address 00:0c:29:58:6¢:9f
RouterA(config-dhcp[1-<default>-<PC1>])#ip 192.168.3.2
RouterA(config-dhcp[1-<default>-<PC1>])#end

»
MpumeyaHue

<00:0c:29:58:6¢:9f> — MAC-agpec knueHta PC1

MoBTOpuTE KOMaHAbl pe3epBupoBaHna IP-agpeca ana gpyrmx paboumx ctaHumn PC2,
PC3, PC4.

B pesynbTate pesepsupoBaHus IP-agpecoB paboune ctaHumm PC1, PC2, PC3, PC4

(knmeHTbl) ByayT nony4yaTs IP-agpeca, HazHayeHHble o MAC-agpecy/HoMepy Ux ceTeBoW KapTbl
(NIC).

4.2.5Tocne 3aBepweHUss HACTpPoeK Ha yctpouctBe Bknwuute DHCP-cepBep ¢
NOMOLLbLI0 KOMaHAbI:

RouterA(config)#ip dhcp server on
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HacTpolika nokansHom ceTtu MHCTpyKLMA NO HacTporke
KPII.465614.0011C3

CoxpaHuTe HacTpPOMrKM

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHUss HacTpPoekK
4.3 MNMpoBepKa HaCTpPoOeK NIOKanbLHOW ceTn

4.3.1 BeinonHute komaHay show interfaces brief Ha RouterA ans BbiBoAa ctaTycoB

MHTepcencon

Interface HW Address IPv4 Address  Admin/Link DHCPv4 Description
ethl 94:3f:bb:4b:7a:36  unassigned UP/DOWN ON
eth2 94:3f:bb:4b:7b:b8  unassigned DOWN/DOWN  OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
vlan100 94:3f:bb:00:2d:ff 192.168.3.1/24 UP/DOWN OFF
switchportl n/a UP/DOWN n/a
switchport2 n/a UP/DOWN n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
switchport?7 n/a UP/UP n/a
switchport8 n/a UP/DOWN n/a

4.3.2 BeinonHute komaHay show vian 100 Ha RouterA ansa npocmoTpa napameTpoB

HacCTPOMKMH

VLAN id Name Member ports (t-tagged, u-untagged)
100 VIan0100 swpl(u),swp2(u),swp3(u),swps(u),swp5(u),swpb6(u)

4.3.3BbinonHnte KomaHay show vian all Ha RouterA pana oToGpaxeHus

nHdopmauum o060 Bcex cyuecteyrowmx VLAN

VLAN id Name Member ports (t-tagged, u-untagged)
1 default swp7(u),swp8(u)
100 VIan0100 swpl(u),swp2(u),swp3(u),swp4d(u),swp5(u),swp6(u)

4.3.4BbinonHnte KomaHay show interfaces vlan Ha RouterA ana npocmoTpa

noapo6Houn koHdurypauum VLAN-uHTepcencon

vlanl vid 1:

Link: UP

IPv4 Address: 192.168.0.1/24
RX: 55915 bytes / 532 packets
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HacTtponka nokanbHom cetn

MHCTpyKLMA NO HacTporke
KPII.465614.0011C3

TX: 54857 bytes / 270 packets

MTU: 1500

Tx buffer: 1000

HW Address: 94:3f:bb:00:2d:ff

IPv6 Address: fe80::963f:bbff:fe00:2dff/64
EtherType: 0x8100

Encapsulation: dotlq

vlan100 vid 100:

Link: DOWN

IPv4 Address: 192.168.3.1/24
RX: 0 bytes / 0 packets

TX: 0 bytes / 0 packets

MTU: 1500

Tx buffer: 1000

HW Address: 94:3f:bb:00:2d:ff
IPv6 Address: fe80::963f:bbff:fe00:2dff/64
EtherType: 0x8100
Encapsulation: dotlq

4.3.5BbinonHnte KomaHay show ip dhcp

KOHpUrypaumm gns npocMoTpa HacTpoek

VRF: default
default-lease-time 600;
Pool: 1
subnet 192.168.3.0 netmask 255.255.255.0 {
option routers 192.168.3.1;
option domain-name-servers 192.168.3.1;
range 192.168.3.2 192.168.3.5;
group default {
host PC1 {
hardware ethernet 00:0c:29:58:6¢:9f;
fixed-address 192.168.3.2;
}
host PC2 {
hardware ethernet 00:0c:29:58:6¢:9d;
fixed-address 192.168.3.3;
}
host PC3 {
hardware ethernet 00:0c:29:58:6¢:9¢;
fixed-address 192.168.3.4;
}
host PC4 {
hardware ethernet 00:0c:29:58:6¢:9c;
fixed-address 192.168.3.5;
}
}
}

Ha RouterA u3 pexuma rnob6anbHoOWM

Bepcus 8.0
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HacTpolika nokansHom ceTtu MHCTpyKUMS No HacTporke
KPII.465614.0011C3

DHCP server is started but awaiting for network

4.3.6 BbinonHnte komaHay show ip dhcp pool 1 Ha RouterA ansa npocmoTpa

HacTpoek DHCP-cepBepa

Pool: 1 VRF: default
subnet 192.168.3.0 netmask 255.255.255.0 {
option routers 192.168.3.1;
option domain-name-servers 192.168.3.1;
range 192.168.3.2 192.168.3.5;
group default {
host PC1 {
hardware ethernet 00:0c:29:58:6c¢:9f;
fixed-address 192.168.3.2;
}
host PC2 {
hardware ethernet 00:0¢:29:58:6¢:9d;
fixed-address 192.168.3.3;
}
host PC3 {
hardware ethernet 00:0¢:29:58:6¢:9¢;
fixed-address 192.168.3.4;
}
host PC4 {
hardware ethernet 00:0c:29:58:6¢:9c;
fixed-address 192.168.3.5;
}
}
}
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HacTtpowika dyHKuun obecneyeHns MHCTpyKUMS No HacTporke
6Ge3onacHOCTY NoKanbHON ceTu KPII.465614.0011C3

5 HacTtpowuka cpyHKLM ob6ecneyeHMs 6e30MacHOCTU NNOKarbHOM CeTn

5.1 OnucaHue HaCTpPOMUKMU

[ns KOHTPONA MNOAKNHYEHHbIX K MaplpyTtudatopy (RouterA) ycTponcTB B nokanbHOW
ceTun, HecaHKunoHuMpoBaHHoM cMeHbl MAC-agpeca ceTeBOro noakniyeHus, npegoTspalleHus
aTak, HanpaBneHHbIXx Ha nepenonHeHne Tabnuubl MAC-agpecoB, Heo6XxoOuUMO BKIOYUTb

dyHKumto «Port Security».
5.2 JTanbl HACTPOMKMU CeTn

5.2.1 BonauTte B pexum rnobanbHoun KoHcurypaumum
KOHUrypaunoHHbIN - pexnum - 3TO OOUH W3  PEXUMOB KOMaHOHOM CTpoku. B
KOH(UIypaLMOHHOM peXMMe MOXHO WM3MEHSTb HACTPOMKU WMHTEP(ENCOB, MapLUpyTU3auuio,

6e3onacHoOCTb U Apyrve napameTpbl YCTPOWCTB.

5.2.2 Bknwouute Port-Security Ha nHtepdence LAN 1

RouterA(config)#interface switchport 1
RouterA(config-switchportl)#switchport port-security
RouterA(config-switchportl)#exit

B pesynbTaTe BbinonHeHnsa komaHabl MAC-agpec paboyen ctaHumm APM 1 npussikeTcs
k nopTy LAN 1. [No ymonyaHuio makcmmarnbHO Konuyectso agpecoB Ha nopTy LAN 1 6ygeT paBeH
1. MAC-agpec pabouen ctaHuun APM1 6yaeT oTtobpaxatbca B Tabnmue MAC-agpecos.
Bkntounte Port-Security Ha nHtepdencax LAN 2 — LAN 4.

»
MpumeyaHue

Ons otknoveHns Port-Security Ha nHtepdgence LAN 1 BBeguTe KoMaHab!:
RouterA(config)#interface switchportl
RouterA(config-switchportl)#no port security

RouterA(config-switchport1)#exit

5.2.3CoxpaHuTe HaCTPOMKHU

Mcnonb3ynte komaHay write <name> gnsi coxpaHeHUss HacTpoekK
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HacTtpowika dyHKuun obecneyeHns MHCTpyKUMS No HacTporke
6Ge3onacHOCTY NoKanbHON ceTu KPII.465614.0011C3

5.3 MpoBepka HacTpoek

5.3.1BbinonHute KomaHay show port-security interface switchport1l gna BoiBoaa

MHcpopMaLMm O TeKyLMX HacTpomnkax port-security Ha nHtepcence LAN1

Port Security: Enabled
Maximum MAC Addresses: 1
Total MAC Addresses: 0
Configured MAC Addresses: 0

5.3.2BbinonHute KomaHAay show port-security pna BbiBoga wHdopmauum o

TEeKyLMX HacTpomrkax «Port-security» Ha Bcex LAN-uHtepcencax

Secure Port MaxSecureAddr CurrentAdd

switchportl 1 0
switchport2 1 0
switchport3 1 0
switchportd 1 0
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6 YpaneHHoe nogkn4veHue K CepBUCHOMY MapLlpyTusatopy

War 1. MNoakntounte ceteBon Kabenb nepedadn gaHHblx (naTty-kopa) K nwobéomy LAN

nopTy, BXoAsALWEMY B 30HY «SP» 1 K yCTPOMCTBY, NpeAHa3Ha4YeHHOMY ANsi yNpaBreHust.

»
MpumeyaHue

BosMoxHa nocTaBka CepBMCHOrO MaplupyTusaTopa 6Gonee paHHem Bepcun C
o0603Ha4eHnssmn LAN noptoB kak «LAN1» - « LAN8»

War 2. Otkoppektupynte IP-agpec nHtepdenca ynpasnstoLwero yCTpomcTea, ero Macky
N agpec wno3a.

»
MpumeyaHue

Mo ymonuanuio IP-agpec — 192.168.0.100, macka nogcetn — 255.255.255.0, agpec
wno3a — 192.168.0.1

War 3. [Ina npoBepku CBA3HOCTWU BbINOMHUTE KOMaHAy ping 192.168.0.1 ¢ nomoLbio
KOMaHLHOW CTPOKW.

C:\User\admin>ping 192.168.0.1

Pe3yJ'IbTaT BbINOJIHEHNA KOMaHObl:

Pinging 192.168.0.1 with 32 bytes of data:

Reply from 192.168.0.1: bytes=32 time<1ms TTL=64
Reply from 192.168.0.1: bytes=32 time<1ms TTL=64
Reply from 192.168.0.1: bytes=32 time<1ms TTL=64
Reply from 192.168.0.1: bytes=32 time=1ms TTL=64

Ping statistics for 192.168.0.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 1ms, Average = Omsyes
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War 4. C nomouwbio KOMaHOHOW CTPOKM OCYLEeCTBUTE YyAaneHHoe MOAKNIYEeHue,

BbIMOJIHNB KOMaHAOY

C:\User\admin>ssh admin@192.168.0.1

»
MpumeyaHue
ssh <username>@<ipaddress>

roe: <username> — wuMs nonb3oBartens; <ipaddress> — ip-agpec CepBUCHOrO
MapLupyTusartopa.

War 5. NoaTteBepante yaaneHHoe NogknodeHne, BBeAsS B KOHCOSb KOMaHAy yes

The authenticity of host ‘192.168.0.1 (192.168.0.1)" can’t be established.
RSA key fingerprint is SHA256:FzmnRyWGBJFxGjMEEIWLOv87Bim1hH1EmwwxDidEi9o.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

LWar 6. BeeguTte naponb Ans OCyLeCTBEHNS BXo4a Nonb3oBaTens

Warning: Permanently added ‘192.168.0.1’ (RSA) to the list of known hosts.
admin@192.168.0.1’s password:

»
MpumeyaHue

I'Iaponb no ymosn4aHuto admin, npm BBOAE MNMapoJyidA CUMMBOJIbI Ha 3KpaHe He

oTobpaxatoTtcs

YaaneHHbIn BXOA4 B CUCTEMY BbIMOSHEH.
BeinonHuTte komangy show interfaces brief 4To6bl y3HaTh IP-agpeca nHtepgencos Ha

CEepPBUCHOM MapLLpyTM3aTope.
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Interface  HW Address IPv4 Address  Admin/Link DHCPv4 Description
ethl 94:3f:bb:00:2d:e3 unassigned UP/DOWN ON

eth2 94:3f:bb:00:2d:fe  unassigned DOWN/DOWN OFF

vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF

switchportl n/a UP/DOWN n/a

switchport2 n/a UP/UP n/a

switchport3 n/a UP/DOWN n/a

switchport4 n/a UP/DOWN n/a

switchport5 n/a UP/DOWN n/a

switchport6 n/a UP/DOWN n/a

switchport?7 n/a UP/DOWN n/a

switchport8 n/a UP/DOWN n/a
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7 ®yHKuum L2
7.1 Hactpouka mocrta (bridge)

7.1.10nucaHne HacTPOMKMU

Kak nokasaHo Ha pucyHke 3 B KayecTBe OCHOBHOIO YCTPOWCTBa BblbpaH CEpBUCHLIN
mapLipyTusatop (fanee RouterA). Bce yctponctsa nogkniodeHsl kK RouterA: PC1, PC2.

Ha RouterA HacTpoeH mocT - 198.18.2.1/24, koTopbi npegHasHayvyeH onsa obbeanHeHus
cermeHToB cetn 192.18.2.2/24 (PC1) n 198.18.2.3/24 (PC2) B oaHy ceTb.

PC1

Ipv4: 198.18.2.2/24

RouterA eth1

Dooc

eth2

Ipv4: 198.18.2.3/24

rC -— ’ |

PucyHok 3 — Cxema HacTporkm MmocTa

7.1.2 3T1anbl HACTPOMKK CETH

7.1.2.1 Bongute B pexum rnobanbHon koHduUrypauum

KoH(urypauuoHHbI -~ pexum - 3TO OOAUH U3  PEXMMOB KOMaHOHOW CTpokn. B
KOH(PUIypaLMOHHOM pEeXMME MOXHO WM3MEHSTb HACTPOMKU WMHTEPMENCOB, MapLUpyTU3auuio,
6e3onacHOCTb 1 apyrue napameTpbl yCTPOMCTB.

7.1.2.2 Hactpoute RouterA

7.1.2.2.1 Bkntounte nutepdencesl eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
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RouterA(config-if-[eth1])#exit
7.1.2.2.2 BknounTe nHtepencol eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

7.1.2.2.3 Co3spgante mocTtoBon UHTepdenc n nobasbte HTEPdencol eth1 n eth2 B moct

RouterA(config)ttinterface brl
RouterA(config-if-[br1])#ip address 198.18.2.1/24
RouterA(config-if-[brl])#include ethl
RouterA(config-if-[brl])#include eth2

7.1.2.2.4 YcTaHOBUTE BPEMSs yCTapeBaHusi 3anncy B Tabnuue koMMyTauum B CEKyHOAxX U

nMMnT Tabnuupl KOMMYyTaLnn

RouterA(config-if-[bri]

( #ageing-time 600
RouterA(config-if-[br1]

(

(

#max-mac-addresses 100
#no shutdown
t#tend

RouterA(config-if-[brl]
RouterA(config-if-[brl]

—_— — — —

7.1.2.3 CoxpaHuTe HaCTPOMKK

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHUss HaCcTPOeK

7.1.3MpoBepka HacTpoek

7.1.3.1 BoeinonHute komangy show interfaces br1 Ha RouterA ans npoBepKkn HaCTPOWMKK
MocTa

bri:

Link: UP

IPv4 Address: 198.18.2.1/24

RX: 16066 bytes / 197 packets

TX: 14796 bytes / 172 packets

MTU: 1500

HW Address: 94:3f:bb:00:00:31

IPv6 Address: fe80::963f:bbff:fe00:31/64
Ageing time (s): 600
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Max MAC number on port: 100
STP disabled

Mode: 0

Connected interfaces:

ethl

eth2

7.2 HacTpouka nornyeckux uHtepcgencon (sub interface) Ha WAN-nopTax

7.2.10nucaHne HacTPOMKMU

Kak nokasaHO Ha pucyHke 4 B Ka4yecTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEpPBUCHbLIE
mMappyTmnsaTtopsl RouterA n RouterB.

Yctponctea ob6beamHeHbl B ogHy ceTb - VLAN10, HacTpoeHbl MHTepdENCbl Ha nopTax
YCTPOWCTB.

Ha RouterA HacTtpoeH nntepdenc eth1.10 - IP address 198.18.2.1/24.

Ha RouterB HacTpoeH nntepdenc eth1.10 - IP address 198.18.2.2/24.

RouterA RouterB
O ooog O ooog
='n oopoo oY eth =:pn poono
eth1.10:198.18.2.1/24 eth1.10:198.18.2.2/124

PucyHok 4 — Cxema HacTponku normyeckmx nHtepgencos (sub interface) Ha WAN-nopTax

7.2.2 3T1anbl HACTPOMKK CETH

7.2.2.1 Bongnte B pexum rnobanbHoOM KoHdUrypaumMm Ha YCTpOMCTBax nepen
HaCTPOUKOM

Mpu HacTponke ceTeBoro obopyaoBaHMS, OOHUM M3 [MaBHbIX LIAroB, BNAETCHA BXO4 B
KOH(UrypaumMOHHbIN pexnM. KoHMUrypaumoHHbIN peXnm - 3TO OOAWH U3 PEXMMOB KOMaHOHOM
CTpokM. B KOH(UrypauMOHHOM peXume MOXHO WU3MEHSATb HAaCTPOVKU UHTepdencos,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.
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7.2.2.2 Hactpounte nHTepdenc eth1 Ha RouterA, 3agante vHauuUKaTop n TUn Kagpa
nHTepdgenca VLAN komaHgom vid <vid> [ethertype (0x88a8 | 0x8100)], rae 0x88a8 - Tnn dpenma:
Q-in-Q, a 0x8100 - Tnn cdpenma: dotlq

RouterA(config)#interface eth1.10
RouterA(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterA(config-if-[eth1.10])#ip address 198.18.2.1/24
RouterA(config-if-[eth1.10])#no shutdown
RouterA(config-if-[eth1.10])#exit
RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#end

7.2.2.3 Hactpointe mnHTepdgenc eth1 Ha RouterB, 3agante nugudpumkatop n tmun kagpa
nutepdenca VLAN komaHgom vid <vid> [ethertype (0x88a8 | 0x8100)], rae 0x88a8 - Tnn cpenma:
Q-in-Q, a 0x8100 - Tmn hperma: dot1q

RouterB(config)#interface eth1.10
RouterB(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterB(config-if-[eth1.10])#ip address 198.18.2.2/24
RouterB(config-if-[eth1.10])#no shutdown
RouterB(config-if-[eth1.10])#exit
RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#end

7.2.2.4 CoxpaHuTe HacCTpPOMrKK

Mcnonb3ynte koMmaHay write <name> Ansa coxpaHeHUs HacTpoek

7.2.3MpoBepka HacTpoek

7.2.3.1 BoinonHute komaHay show interfaces vlan Ha RouterA ans npocmoTpa nogpobHom
KoHurypaumm VLAN nHTepdgencos

eth1.10 vid 10:

Link: UP

IPv4 Address: 198.18.2.1/24

RX: 103036 bytes / 1256 packets

TX: 119402 bytes / 1247 packets

MTU: 1500

HW Address: 94:3f:bb:00:00:31

IPv6 Address: fe80::963f:bbff:fe00:31/64
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EtherType: 0x8100
Encapsulation: dotlq

7.2.3.2 BbinonHute komangy show interfaces vlan Ha RouterB gnst npocmoTpa nogpo6Hon

KOH(purypaumm VLAN mHTepdencos

eth1.10 vid 10:

Link: UP

IPv4 Address: 198.18.2.2/24

RX: 142156 bytes / 1728 packets

TX: 165938 bytes / 1739 packets

MTU: 1500

HW Address: 7a:72:6c:4b:7a:36

IPv6 Address: fe80::7872:6cff:fedb:7a36/64
EtherType: 0x8100

Encapsulation: dotlq

7.3 HacTpouka npotokona LLDP

7.3.10nucaHne HacTPOMKHU

Kak nokaszaHo Ha pucyHKe 5 B KayeCTBe OCHOBHbIX YCTPOMWCTB BblOpaHbl CepBUCHbIE
MapupyTtmnsaTtopbl - RouterA n RouterB.

BbinonHeHO dwm3nyeckoe NOOKMYEHME UM HacTpolka cocTtaBa 000OpyaoBaHus
B COOTBETCTBMM CO CXEMOW NPOBEAEHUS NPOBEPKU.

Mexxay ycTponcTBamu HacTpoeH npoTokosn LLDP.

RouterA RouterB

0 oooo R eth2 0 ooog
='n poono =0 pooo

PucyHok 5 — Cxema HacTponkn npoTtokona LLDP
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7.3.2 9Tanbl HACTPOMKU CETU

7.3.2.1 Bongute B pexum rnobanbHOM KOHdUrypaumMm Ha YCTpPOMUCTBax nepen
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(pUrypauMOHHOM peXmme MOXHO WU3MEHATb HaCTPOWKM WUHTepdencos,
MapLupyTusauuto, 6esonacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

7.3.2.2 Hactpoute RouterA

7.3.2.2.1 HacTtpownte untepdenc eth1 n skntounte npotokon LLDP Ha uHTepdeiice

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit
RouterA(config)#lldp on

7.3.2.3 Hactpownte RouterB

7.3.2.3.1 Hactpownte untepdenc eth2 n skntounte npotokon LLDP Ha uHTepdelice

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit
RouterB(config)#lldp on

7.3.2.4 CoxpaHuTe HaCTPOMKK

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

7.3.3MpoBepka HacTpoek

7.3.3.1 BeinonHute komangy show lldp neighbors Ha RouterA 4tobbl NpoBepUTH
HaCTPOWKM

LLDP neighbors:

Interface: ethl, via: LLDP, RID: 1, Time: O day, 00:00:09
Chassis:
ChassisID:  mac 94:3f:bb:00:2d:c5
SysName: RouterB.test.do
SysDescr:  SR-BE Linux 4.4.165-bfkx #0 SMP 2019-08-30 12:36:11.0784 mips
Capability: Bridge, off

Bepcus 8.0 32



OyHKumn L2 MHCTpyKUMS No HacTporke
KPII.465614.0011C3

Capability: Router, on
Capability: WIlan, off

Capability: Station, off

Port:

PortID: mac 94:3f:bb:00:2d:c6
PortDescr: eth2

TTL: 3600

7.3.3.2 BbinonHute komaHngy show lldp neighbors Ha RouterB 4tobbl npoBepuTb

HaCTPOMKMK

LLDP neighbors:

Interface: eth2, via: LLDP, RID: 1, Time: 0 day, 00:00:02
Chassis:
ChassisID: mac 94:3f:bb:00:30:35
SysName: RouterA.test.do
SysDescr:  SR-BE Linux 4.4.165-bfkx #0 SMP 2019-08-30 12:36:11.0784 mips
Capability: Bridge, off
Capability: Router, on
Capability: WIlan, off
Capability: Station, off
Port:
PortlD: mac 94:3f:bb:00:30:35
PortDescr: ethl
TTL: 3600

7.4 Hactpouka npotokona STP

7.4.10nucaHne HaCTPOMKHU

Kak nokasaHo Ha pucyHke 6 B KayecTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEpPBUCHbIE
MappyTtmnsaTtopbl - RouterA n RouterB.

BbinonHeHO  u3nyeckoe noaknyeHne UM HacTpoWka coctaBa o0b6opygoBaHus
B COOTBETCTBMM CO CXEMOW NPOBEAEHUS NPOBEPKMU.

Mexxay ycTponcTsamm HacTpoeH npoTtokon STP.
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RouterA switchport3 switchport3 RouterB
switchportd switchportd

PucyHok 6 — Cxema HacTponku npoTtokona STP

7.4.2 JTanbl HACTPOMKU CETH

7.4.2.1 Bongnte B pexum rnobanbHOM KoHdUrypaumMm Ha YCTpoucTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumMoHHbIA peXnm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHPUIrypauUMOHHOM pexmme MOXHO U3MEHATb HACTPOMKU  UHTEpPdEencosB,
MapLipyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

7.4.2.2 Hactpownte RouterA

7.4.2.2.1 B komangHou cTpoke Bkriounte LAN nHTepdencel switchport3 u switchport4

RouterA(config)#interface switchport 3
RouterA(config-switchport3)#no shutdown
RouterA(config-switchport3)#exit
RouterA(config)#interface switchport 4
RouterA(config-switchport4)#no shutdown
RouterA(config-switchport4)#exit

7.4.2.2.2 YcTtaHoBuTe TUN npoTtokona STP komaHgon spanning-tree mode
RouterA(config)#tspanning-tree mode stp

7.4.2.2.3 Bknounte anroputMm spanning-tree Ha ycTtpowncTtBe (npoTtokonn STP 6e3
npuopuTeTa)
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RouterA(config)#spanning-tree on

7.4.2.3 Hactpounte RouterB

7.4.2.3.1 B xomangHou cTpoke Bkriounte LAN nHTepdencel switchport3 u switchport4

RouterB(config)#interface switchport 3
RouterB(config-switchport3)#no shutdown
RouterB(config-switchport3)#exit
RouterB(config)#interface switchport 4
RouterB(config-switchport4)#no shutdown
RouterB(config-switchport4)#exit

7.4.2.3.2 YcTtaHoBuTe TUN npotokona STP komaHaon spanning-tree mode

RouterB(config)#spanning-tree mode stp

7.4.2.3.3 BknounTte anroputM spanning-tree Ha ycTpomucTee

RouterB(config)#spanning-tree on

7.4.2.3.4 YctaHoBuTte npuoputeT STP - 4096, 4ToObI OH Obin BbiIOpaH KOPHEBbLIM

RouterB(config)#spanning-tree priority 4096

7.4.2.4 CoxpaHuTe HaCTpPOMNKK

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponcTBax

7.4.3TpoBepkKa HacTpoek

7.4.3.1 BbinonHute koMmaHgy show spanning-tree Ha RouterA ana NnpoBepKkn HacTpoek

stpbr CIST info

enabled yes

bridgeid  32768.0.943FBB000036

designated root 32768.0.943FBB000030

regional root 32768.0.943FBB000036

root port  switchport3 (#3)

path cost 27 internal path cost 0
max age 6 bridge max age 6

Bepcus 8.0 35



OyHKumn L2 MHCTpyKUMS No HacTporke
KPIIr.465614.0011C3
forward delay 15 bridge forward delay 15
tx hold count 6 max hops 7
hello time 2 ageing time 300
force protocol version stp
time since topology change 4295
topology change count 11
topology change no
topology change port switchport4

last topology change port  switchport3

7.4.3.2 BbinonHute komaHgy show spanning-tree Ha RouterB ans npoBepkn HacTpoek

stpbr CIST info

enabled yes

bridge id 4096.0.943FBB000036

designated root 4096.0.943FBB000036
regional root 4096.0.943FBB000036

root port none

path cost 0 internal pathcost 0
max age 6 bridge max age 6
forward delay 15 bridge forward delay 15
tx hold count 6 max hops 7
hello time 2 ageing time 300
force protocol version stp

time since topology change 5

topology change count 0

topology change no

topology change port None

last topology change port None

7.5 HacTpouka npotokona RSTP

Kak nokasaHo Ha pUCYHKE 7/ B KayeCTBe OCHOBHbIX yCTpOIZCTB Bbl6paHbI cepBUCHbIEe

MapLpyTunsaTopsl - RouterA n RouterB.

BbinonHeHO  m3nyeckoe NOOKMOYEHWE
B COOTBETCTBUMN CO CXEMOW NPOBEAEHNSA NPOBEPKMU.

Mexxay ycTponcTBamu HacTpoeH npoTokosn RSTP.

HacTpouka

coctaBa ob6opygoBaHus
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RouterA RouterB
switchport3 switchport3
-0 dooo O ddoo
='pn DD0OD g - =:n poon
switchport4 switchport4

PucyHok 7 — Cxema HacTponkn npotokona RSTP

7.5.1 9Tanbl HACTPOMKU CETU

7.5.1.1 Bongnte B pexum rnobanbHOM KoHdUrypauum Ha YCTpoucTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOHOUTypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OONH U3 PEXUMOB KOMaHLHOW
CTPOKN. B KOHUIYpaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOMKU  UHTEPdENCcoB,
MapLupyTusaumto, 6e3onacHoCTb U gpyrme napameTpbl YCTPOUCTB.

7.5.1.2 Hactpownte RouterA

7.5.1.2.1 B komangHou ctpoke Bkntounte LAN nHTepdericol switchport3 u switchport4

RouterA(config)#tinterface switchport3
RouterA(config-switchport3)#no shutdown
RouterA(config-switchport3)#exit
RouterA(config)#interface switchport4
RouterA(config-switchport4)#no shutdown
RouterA(config-switchport4)#exit

7.5.1.2.2 YctaHoBuTe T1n npotokona RSTP komaHgown spanning-tree mode

RouterA(config)#tspanning-tree mode rstp
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7.5.1.2.3 Bkntounte anroputma spanning-tree (npotokon RSTP 6e3 npuoputeTta) Ha

yCTponcTBe

RouterA(config)#tspanning-tree on

7.5.1.3 Hactpounte RouterB

7.5.1.3.1 B komangHou cTpoke Bkriounte LAN nHTepdencel switchport3 u switchport4

RouterB(config)#interface switchport 3
RouterB(config-switchport3)#no shutdown
RouterB(config-switchport3)#exit
RouterB(config)#interface switchport 4
RouterB(config-switchport4)#no shutdown
RouterB(config-switchport4)#exit

7.5.1.3.2 YcTaHoBuTe T1N npoTtokona RSTP komaHgown spanning-tree mode

RouterB(config)#spanning-tree mode rstp

7.5.1.3.3 BknounTte anroputma spanning-tree Ha yCTponcTee

RouterB(config)#spanning-tree on

7.5.1.3.4 YctaHoBuTe npuoputeT RSTP - 4096, 4To6bl OH ObIN BbIOpaH KOPHEBLIM

RouterB(config)#spanning-tree priority 4096

7.5.1.4 CoxpaHuTe HaCTPOWKM

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gns COXpaHeHnA HaCTpOEK Ha yCTpOIZCTBaX

7.5.2NMpoBepKa HacTpoek

7.5.2.1 BbinonHute komaHgy show spanning-tree Ha RouterA ana NnpoBepKn HacTpoek

stpbr CIST info
enabled yes
bridge id 32768.0.943FBB000036
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designated root 32768.0.943FBB000030
regional root 32768.0.943FBB000036

root port switchport3 (#3)

path cost 27 internal path cost 0
max age 6 bridge max age 6
forward delay 15 bridge forward delay 15
tx hold count 6 max hops 7
hello time 2 ageing time 300
force protocol version rstp

time since topology change 4295

topology change count 11

topology change no

topology change port switchport4

last topology change port switchport3

7.5.2.2 BbinonHute komaHay show spanning-tree Ha RouterB ans npoBepku HacTpoek

stpbr CIST info

enabled yes

bridge id 4096.0.943FBB000036
designated root 4096.0.943FBB000036
regional root  4096.0.943FBB000036

root port none

path cost 0 internal path cost 0
max age 6 bridge max age 6
forward delay 15 bridge forward delay 15
tx hold count 6 max hops 7
hello time 2 ageing time 300
force protocol version rstp

time since topology change 5

topology change count 0

topology change no

topology change port None

last topology change port None
7.6 Hactpouka npotokona MSTP

Kak nokaszaHO Ha pUCYHKE 8 B Ka4yeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHLIE
MapupyTtusaTtopsbl - RouterA, RouterB, RouterC.

BbinonHeHO  dm3nyeckoe NOAKMYEHME UM HACTpoOMKa cocTaBa 0bOpyaoBaHUS
B COOTBETCTBUMN CO CXEMOW NPOBEAEHNSA NPOBEPKMU.

Mexxay ycTponcTBamm HacTpoeH npoTtokont MSTP.
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PucyHok 8 — Cxema HacTponkn npotokona MSTP

7.6.1 9Tanbl HACTPOMKU CETU

7.6.1.1 Bongnte B pexum rnobanbHoM KoHdUrypaumMm Ha YCTpPOMCTBaxX nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro o6opyaoBaHUdA, OAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKU. B KOH(UrypauuMOHHOM peXuMme MOXHO WU3MEHSATb HACTPOMKU UHTEePdENCoB,
MapLipyTusauuio, 6e3onacHoCTb 1 apyrne napameTpbl YCTPOWUCTB.

7.6.1.2 Hactponte RouterA (c npnoputetom 4096 ana VLAN10)

7.6.1.2.1 B komangHou cTpoke Bkntounte LAN nHtepdenc switchport3 Ha RouterA

RouterA(config)#interface switchport3
RouterA(config-switchport3)#no shutdown

7.6.1.2.2 HasHaubTe gaHHOMY nopTy pexum trunk gnga pabotsl ¢ VLAN
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RouterA(config-switchport3)#switchport mode trunk
7.6.1.2.3 HasHaubTe VLAN10 1 VLAN20 gaHHomy trunk-nopty

RouterA(config-switchport3)#switchport trunk allowed vlan add 10,20
RouterA(config-switchport3)#exit

7.6.1.2.4 AHanorn4Hble OencTBus npousseanTe nNpu HactTponke switchport4 Ha RouterA

RouterA(config)#interface switchport4
RouterA(config-switchport4)#no shutdown
RouterA(config-switchport4)#switchport mode trunk
RouterA(config-switchport4)#switchport trunk allowed vlan add 10,20
RouterA(config-switchport4)#exit

7.6.1.2.5 BHecute VLAN10 1 VLANZ20 B 6a3y AaHHbIX
RouterA(config)#tvlan 10,20

7.6.1.2.6 YcTtaHoBuTe TN npotokona MSTP komaHgown spanning-tree mode n Bknounte

€ro Ha ycTponctee

RouterA(config)#tspanning-tree on
RouterA(config)#tspanning-tree mode mstp

7.6.1.2.7 3agante nms permoHa n HOMep PeEBM3NUN Ha JAaHHOM YCTPOWNCTBE
RouterA(config)#tspanning-tree mst region 1 revision 1
7.6.1.2.8 YctaHoBuTe napameTtpbl MSTI 1 npnoputeT 4096

RouterA(config)#spanning-tree mst instance 10 vlan 10
RouterA(config)#spanning-tree mst instance 10 priority 4096
RouterA(config)#spanning-tree mst instance 20 vlan 20

Bepcus 8.0 41



OyHKumn L2 MHCTpyKUMS No HacTporke
KPII.465614.0011C3

7.6.1.3 Hactpoute RouterB (c npnoputetom 16834 ans VLAN 20)

7.6.1.3.1 B komangHou ctpoke Bkriounte LAN nHtepdenc switchport3

RouterB(config)#interface switchport3
RouterB(config-switchport3)#no shutdown

7.6.1.3.2 HasHaubTe gaHHOMY nopTy pexum trunk gnga pabotsl ¢ VLAN

RouterB(config-switchport3)#switchport mode trunk

7.6.1.3.3 HasHaubTe VLAN10 1 VLAN20 gaHHomy trunk-nopTty

RouterB(config-switchport3)#switchport trunk allowed vlian add 10,20
RouterB(config-switchport3)#exit

7.6.1.3.4 AHanorn4Hble OencTBus npomsseanTe nNpu HacTponke switchport4 Ha RouterB

RouterB(config)#interface switchport4
RouterB(config-switchport4)#no shutdown
RouterB(config-switchport4)#switchport mode trunk
RouterB(config-switchport4)#switchport trunk allowed vlan add 10,20
RouterB(config-switchport4)#exit

7.6.1.3.5 BHecute VLAN10 1 VLANZ20 B 6a3y AaHHbIX

RouterB(config)#vlan 10,20

7.6.1.3.6 YctaHoBuTe TN npotokona MSTP komaHgown spanning-tree mode n Bknounte

€ro Ha yCTponcTee

RouterB(config)#spanning-tree on
RouterB(config)#spanning-tree mode mstp

7.6.1.3.7 3agante Mmsa permoHa u HoOMep PeBU3NM Ha JaHHOM YCTPOMCTBE
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RouterB(config)#spanning-tree mst region 1 revision 1

7.6.1.3.8 YcTtaHoBuTe napameTpbl MSTI v npnoputet 16384

RouterB(config)#spanning-tree mst instance 10 vlan 10
RouterB(config)#spanning-tree mst instance 20 vlan 20
RouterB(config)#spanning-tree mst instance 20 priority 16384

7.6.1.4 Hactpowute RouterC (npotokon MSTP)

7.6.1.4.1 B xomangHou cTpoke Bkriounte LAN nHTepdenc switchport3

RouterC(config)#tinterface switchport3
RouterC(config-switchport3)#no shutdown

7.6.1.4.2 HasHaubTe gaHHOMY NopTy pexum trunk gnga pabotsl ¢ VLAN

RouterC(config-switchport3)#switchport mode trunk

7.6.1.4.3 HasHaubTe VLAN10 1 VLAN20 gaHHomy trunk-nopTty

RouterC(config-switchport3)#switchport trunk allowed vlan add 10,20
RouterC(config-switchport3)#exit

7.6.1.4.4 AHanorn4Hble gencTBms NpousseanTe nNpu HactTponke switchport4 Ha RouterC

RouterC(config)#tinterface switchport4
RouterC(config-switchport4)#no shutdown
RouterC(config-switchport4)#switchport mode trunk
RouterC(config-switchport4)#switchport trunk allowed vian add 10,20
RouterC(config-switchport4)#exit

7.6.1.4.5 BHecute VLAN10 n VLANZ20 B 6a3y AaHHbIX

RouterC(config)#vlan 10,20
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7.6.1.4.6 YctaHoBuTe TMN npotokona MSTP komaHgown spanning-tree mode n Bkno4ynte

€ro Ha ycTpoucTtee

RouterC(config)##spanning-tree on
RouterC(config)#spanning-tree mode mstp

7.6.1.4.7 3apante Mmsa permoHa u HoOMep peBU3nK Ha AaHHOM YCTPOMCTBE

RouterC(config)#spanning-tree mst region 1 revision 1

7.6.1.4.8 YctaHoBuTe napameTtpbl MSTI

RouterC(config)#spanning-tree mst instance 10 vlan 10
RouterC(config)#spanning-tree mst instance 20 vlan 20

7.6.1.5 CoxpaHuTe HacTponKu

Mcnonb3yinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha YCTponcTBax

7.6.2MpoBepka HacTpoek

7.6.2.1 BbinonHute komaHgy show spanning-tree mst instance 10 Ha RouterA pns

npocmoTpa napametpa MSTI co ceazaHHbIM VLAN10

stpbr MSTI 10 info

bridge id 32768.10.7A726C4B7CA3
regional root 4096.10.943FBB000033
root port switchport4 (#4)

internal path cost 20000

time since topology change 53209
topology change count 15
topology change no

topology change port switchport3
last topology change port switchport3

7.6.2.2 BboinonHnte komaHgy show spanning-tree mst instance 20 Ha RouterA gns

npocmoTpa napametpa MSTI co cBazaHHbIM VLANZ20

stpbr MSTI 20 info
bridge id 32768.20.943FBB000033
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regional root 16384.20.7A726C4B7CA3
root port switchport3 (#3)

internal path cost 20000

time since topology change 53035

topology change count 1
topology change no
topology change port None

last topology change port  switchport3

7.6.2.3 BbinonHute komaHgy show spanning-tree mst instance 10 Ha RouterB ans

npocmoTtpa napametpa MSTI co cBa3aHHbIM VLAN10

stpbr MSTI 10 info

bridge id 32768.10.7A726CAB7CA3
regional root 4096.10.943FBB000033
root port switchport4 (#4)

internal path cost 20000

time since topology change 53209

topology change count 15
topology change no
topology change port switchport3

last topology change port  switchport3

7.6.2.4 BbinonHute komaHgy show spanning-tree mst instance 20 Ha RouterB ans

npocmoTpa napametpa MSTI co ceBazaHHbIM VLAN20

stpbr MSTI 20 info

bridge id 16384.20.7A726CAB7CA3
regional root 16384.20.7A726C4B7CA3
root port none

internal path cost 0

time since topology change 53224

topology change count 13
topology change no
topology change port switchport3

last topology change port switchport3

7.6.2.5 BbinonHute komaHgy show spanning-tree mst instance 10 Ha RouterC ans

npocmoTpa napameTtpa MSTI co cBazaHHbIM VLAN10

stpbr MSTI 10 info
bridge id 32768.10.943FBB000045
regional root 4096.10.943FBB000033
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root port switchport4 (#4)
internal path cost 40000
time since topology change 54061

topology change count 3
topology change no
topology change port switchport4

last topology change port switchport4

7.6.2.6 BbinonHute komangy show spanning-tree mst instance 20 Ha RouterC ans

npocmoTpa napametpa MSTI co ceazaHHbIM VLAN20

stpbr MSTI 20

info bridge id  32768.20.943FBB000045
regional root 16384.20.7A726C4B7CA3
root port switchport4 (#4)

internal path cost 20000

time since topology change 54064

topology change count 2
topology change no
topology change port switchport4

last topology change port switchport4
7.7 Hactpouka L2 acl, L2 filter u L2 mangle list

7.7.1Hactpownka L2 ACL

Kak nokasaHo Ha pucyHke 9 B KayeCTBE OCHOBHbIX YCTPOWCTB MCMOSMb3YKTCA [Ba
cepBUCHbIX MapLipyTusaTopa - RouterA n RouterB.

K wmapwpyTtmnsatopy RouterA nogknioyeH PC, Ha koTopoM HacTpoeH |P-agpec
192.168.0.1/24.

Ha RouterA HacTpoeHbl nHtepdencel eth1 n eth2, moctoson nutepdeinc brO n L2 ACL
ansa punbTpauum Tpaduka, ocHoBaHHas Ha VLAN.

Ha RouterB HacTpoeH nHtepdeic eth1, cab nHrepdenc eth1.10 ¢ metkon vlian 10.

Bepcus 8.0 46



OyHKUMn L2 MHCTpyKLMA NO HacTporke
KPII.465614.0011C3

vlan10:192.168.0.3/24
RouterA RouterB
192.168.0.1/24 eth1 oo eth2 eth1.10 Too T
alala ajajas

PucyHok 9 — Cxema Hactpownkn L2 ACL

7.7.1.1 3Tanbl HACTPOWNKKN CETU

7.7.1.1.1 Hactponte uHTepdgenc Ha PC n HasHaubTe emy IP-agpec -192.168.0.1/24,
Ha3HaybTe MeTKy vian id 10

7.7.1.1.2 Bongute B pexumMm rnobanbHoOM KoHdwurypauum Ha YCTpOMUCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 rMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumMoHHbIA peXnM - 3TO OOUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B KOHUIrYpaUMOHHOM peXMMe MOXHO WU3MEHSATb HACTPOWKM UHTepdencos,
MapLupyTusauuio, 6e3onacHoCTb 1 apyrne napameTpbl YCTPOWUCTB.

7.7.1.1.3 Hactpoute RouterA

7.7.1.1.3.1 HactpownTte nntepdencol eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit
RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth1])#exit

7.7.1.1.3.2 HacTtpounte mocToBOM nHTEpdenc

RouterA(config)#interface br0
RouterA(config-if-[br0])#no shutdown
RouterA(config-if-[br0])#include ethl
RouterA(config-if-[br0])#include eth2
RouterA(config-if-[br0])#exit
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7.7.1.1.3.3 HactpounTte KOHTpONb JocTyna

RouterA(config)#l2 access-list vid protocol 0x8100 vian-id 10
RouterA(config)#l2 filter forward deny access-list vid

7.7.1.1.4 Hactpoute RouterB

7.7.1.1.4.1 OTKnAOYMTE TEKYLUMI Vlan nCnonb3yemblin N0 YMOSTHaHUIO

RouterB(config)#no interface vlianl

7.7.1.1.4.2 HactpounTte nutepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

7.7.1.1.4.3 HactpouTe cab-untepdenc eth1.10

RouterB(config)#interface eth1.10
RouterB(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterB(config-if-[eth1.10])#no shutdown
RouterB(config-if-[eth1.10])#ip address 192.168.0.3/24
RouterB(config-if-[eth1.10])#end

7.7.1.1.5 CoxpaHnTe HacTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTpoMCTBax
7.7.1.2 TlpoBepka HacTpoekK

7.7.1.2.1 BoinonHute komaHgy ping 192.168.0.3 Ha PC ans npoBepkuM HACTPOEHHbIX

UHTEepencos

PING 192.168.0.3 (192.168.0.3) 56(84) bytes of data.
---192.168.0.3 ping statistics ---
2 packets transmitted, O received, 100% packet loss, time 1002ms
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7.7.1.2.2 BeinonHute koMmaHgy show |2 filter Ha RouterA gnsi npocmoTpa HacTpouku L2

filter

Bridge table: filter

Bridge chain: INPUT, entries: 0, policy: ACCEPT

Bridge chain: FORWARD, entries: 1, policy: ACCEPT

1.-p 802_1Q --vlan-id 10 -j DROP, pcnt = 13 -- bent = 1902
Bridge chain: OUTPUT, entries: 0, policy: ACCEPT

7.7.2Hactpouka L2 mangle list nytem nsameHeHust meTku vlan-id

7.7.2.1 OnucaHne HacTPOWKM

Kak nokasaHo Ha pucyHke 10 B KayeCTBe€ OCHOBHbIX YCTPOWCTB WCMNONb3ylTCA ABa
cepBUCHbIX MapLipyTusaTopa - RouterA n RouterB.

K mapuwpyTtusatopy RouterA nogknioyeH PC, Ha koTopoM HacTpoeH IP-agpec
192.168.0.1/24.

Ha RouterA HacTpoeHbl nHTepdencel eth1 n eth2, moctoBon nHtepgenc brO n nsmeHera

mMeTka vian-id B L2 ACL.
Ha RouterB HacTpoeH nutepdemnc eth1, cad nutepdeic eth1.10 ¢ metkon vian 10.

RouterA RouterB

192.68.0.1/24 - O oooo 192.168.0.3124 = O Oooog
‘0 0oon :
eth1 eth2 eth1.10 0 DOoo

PC
e

PucyHok 10 — Cxema HacTponku L2 mangle list

7.7.2.2 3Tanbl HACTPOWKKN CETU

7.7.2.2.1 HasnaubTe IP-agpec - 192.68.0.1/24 Ha PC

7.7.2.2.2 Bongute B pexum rnobanbHoOM KoHdUrypaumMm Ha YCTPOWCTBax nepen
HaCTPOUKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHNA, OAHUM U3 FMNaBHbIX LLAroB, SABNSAETCS BXOL B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypaumoHHbIN peXnm - 3TO OOAWH U3 PEXMMOB KOMaHLHOM
CTPOKN. B KOHPUIrypauUMOHHOM pexnme MOXHO U3MEHATb HaCTPOWKM UHTepdencos,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.
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7.7.2.2.3 Hactpounte RouterA
7.7.2.2.3.1 HactpounTte nHtepgenc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

7.7.2.2.3.2 HactpounTte nHtepgenc eth2

RouterA(config)ttinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

7.7.2.2.3.3 HactpounTte nHtepgenc br0

RouterA(config)#interface br0
RouterA(config-if-[br0])#no shutdown
RouterA(config-if-[br0])#include ethl
RouterA(config-if-[br0])#include eth2
RouterA(config-if-[br0])#exit

7.7.2.2.3.4 HactpownTte nameHexHne ngeHtmudgukatopa vlian id ¢ 10 Ha 20

RouterA(config)#l2 access-list vid protocol 0x8100 vian-id 10
RouterA(config)#l2 mangle-list PREROUTING access-list vid set-vlan-id 20

7.7.2.2.4 HactpounTte RouterB

7.7.2.2.4.1 OTKAOUMTE TEKYLIMIA Vlan MCNosib3yeMblin N0 YMOSTHaHUIO
RouterB(config)#no interface vlanl
7.7.2.2.4.2 HactpounTte nutepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit
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7.7.2.2.4.3 HactpowTe cab-uHtepderic eth1.10

RouterB(config)#interface eth1.10
RouterB(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterB(config-if-[eth1.10])#no shutdown
RouterB(config-if-[eth1.10])#ip address 192.168.0.3/24
RouterB(config-if-[eth1.10])#exit

7.7.2.2.5 CoxpaHnte HacTPOMKHU
Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax
7.7.2.3 TlpoBepka HacTpoekK

7.7.2.3.1 BoinonHute komaHgy ping 192.168.0.3 Ha PC ansa npoBepKM HACTPOEHHbIX
NHTEepdEencoB

PING 192.168.0.3 (192.168.0.3) 56(84) bytes of data.

---192.168.0.3 ping statistics --- 2
packets transmitted, O received, 100% packet loss, time 1016ms

7.7.2.3.2 BoinonHute komaHgy show 12 mangle-list Ha RouterA gns npocmoTpa Tabnuubl
mangle list

Bridge table: nat

Bridge chain: PREROUTING, entries: 1, policy: ACCEPT

1.-p 802_1Q --vlan-id 10 -j VLAN --set-vlan-id Ox14 --vlan-target CONTINUE, pcnt = 14 -- bcnt = 188
Bridge chain: OUTPUT, entries: 0, policy: ACCEPT

Bridge chain: POSTROUTING, entries: 0, policy: ACCEPT

7.7.3HacTtpownka pabotbl L2 filter

7.7.3.1 OnucaHne HacTPOWKM

Kak nokasaHo Ha pucyHke 11 B Ka4yecTBe OCHOBHOIO YCTPOWCTBA BblbpaH CEepBUCHbIV
MapLpyTmnsaTop (ganee RouterA).

Ha PC, nogkntoyeHHoMy k RouterA, HacTpoeH IP-agpec 192.168.0.1/24.

Ha RouterA HacTpoeH nHtepdenc switchport1, moctoson nHtepdenc br0, vlan10 n L2

ACL gns domnbTpauumn Tpaduka, ocHoBaHHaa Ha MAC.
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RouterA

vian 10
192.168.0.2/24

192.168.0.1/24

switchport1

PC
1

PucyHok 11 — Cxema HacTpouiku paboTsl L2 filter

7.7.3.2 3Tanbl HACTPONKKN CETU

7.7.3.2.1 HasHaubTe IP-agpec - 192.168.0.1/24 v Ha3HaybTe MeTky vian id 10 Ha PC

7.7.3.2.2 HactpounTte RouterA

7.7.3.2.2.1 Bongute B pexumm rnodanbHOn KOHpUrypaumm

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 rNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnMm - 3TO OAWH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHUIYpauUMOHHOM peXUME MOXHO U3MEHATb HACTPOWMKU UMHTepdencos,
MapLupyTusauuio, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

7.7.3.2.2.2 OTKAOYMTE TEKYLUMI Vlan ncnonb3yemblin N0 yMOSTHaHUIO
RouterA(config)#no interface vlanl
7.7.3.2.2.3 HactpouTte nutepgenc switchport1

RouterA(config)#tinterface switchportl
RouterA(config-switchport1)#no shutdown
RouterA(config-switchportl)#switchport access vian 10
RouterA(config-switchport1)#exit

7.7.3.2.2.4 HactponTte uHtepgenc vian10

RouterA(config)#tinterface vlan10
RouterA(config-if-[vlan10])#vid 10 ethertype 0x8100
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RouterA(config-if-[vlan10])#no shutdown
RouterA(config-if-[vlan10])#exit

7.7.3.2.2.5 HactponTte nHtepgenc br0

RouterA(config)#interface br0
RouterA(config-if-[br0])#no shutdown
RouterA(config-if-[brO])#ip address 192.168.0.2/24
RouterA(config-if-[br0])#include vlan10
RouterA(config-if-[br0])#exit

7.7.3.2.2.6 3anpetute Tpaduk ¢ PC ncnonbaysi not n cryvamHsln agpec mac

RouterA(config)#l2 access-list macs mac-source not b4:96:91:01:7e:c0
RouterA(config)#l2 filter INPUT deny access-list macs

7.7.3.2.2.7 Paspelwmte Tpaduk ¢ mac agpeca nHtepdenca PC ncnonb3ys HOBbIN CIUCOK

AoCTyna v NoNUTUKY permit NOMecTMB NpaBuio Ha 1 No3nLmio

RouterA(config)#12 access-list macs2 mac-source b4:96:91:99:7e:c0
RouterA(config)#I2 filter input position 1 permit access-list macs2RouterA(config)#end

7.7.3.2.3 CoxpaHnTe HacTPOWKM
Mcnonbayiite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax
7.7.3.3 lpoBepka HacTpoeK

7.7.3.3.1 BeinonHute komangy ping 192.168.0.2 na PC gns 3anycka ICMP Tpaduka

PING 192.168.0.2 (192.168.0.2) 56(84) bytes of data.
---192.168.0.2 ping statistics ---
2 packets transmitted, O received, 100% packet loss, time 1001ms

7.7.3.3.2 BoinonHute komangy show 12 filter Ha RouterA aona npocmoTtpa HacTponku L2

filter Ha ycTponcTBe

Bridge chain: INPUT, entries: 2, policy: ACCEPT
1. -5 b4:96:91:99:7e:c0 -j ACCEPT, pcnt =3 -- bcnt = 214
2.-s1b4:96:91:1:7e:c0 -j DROP, pcnt = 13 -- bcnt = 1218
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Bridge chain: FORWARD, entries: 0, policy: ACCEPT
Bridge chain: OUTPUT, entries: 0, policy: ACCEPT

7.8 HacTpomka ¢pyHKkumm Storm-control

Kak nokasaHo Ha pucyHke 12 B ka4ecTBe OCHOBHbIX YCTPOWCTB UCMOMb3YOTCS CEPBUCHBbIE
MapLpyTunsaTopsl - RouterA n RouterB.

Ha RouterA n RouterB HacTpoeHbl nHTepdencel n storm-control.

RouterA RouterB

sw1:trunk sw1:trunk

sw2:trunk sw2:trunk

vian10:100.10.10.10/24 vian10:100.10.10.20/24

PucyHok 12 — Cxema HacTtpouku Storm-control

7.8.1 9Tanbl HACTPOMKU CETU

7.8.1.1 Bongnte B pexum rnobanbHOM KoHdUrypaumMm Ha YCTpoMUCTBax nepen
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMS, OOAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypaumMOHHbIN pexnm. KoHUrypaumoHHbIA peXnMm - 3TO OAWH U3 PEXMMOB KOMaHLHOM
CTpokM. B KOH(UrypauMOHHOM peXuMme MOXHO WU3MEHATb HACTPOWKM WHTEPEENCOB,
MapLipyTusauuio, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

7.8.1.2 Hactpoute RouterA

7.8.1.2.1 Co3ganTte neTno 1 oTKYnTEe npotokon STP

RouterA(config)#tinterface vlan10
RouterA(config-if-[vlan10])#vid 10 ethertype 0x8100
RouterA(config-if-[vlan10])#no shutdown
RouterA(config-if-[vlan10])#ip address 100.10.10.10/24
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RouterA(config-if-[vlan10])#exit

RouterA(config)#interface switchportl
RouterA(config-switchportl)#no shutdown
RouterA(config-switchportl)#switchport mode trunk
RouterA(config-switchportl)#switchport trunk allowed vian 10
RouterA(config-switchport1)#exit

RouterA(config)#tinterface switchport2
RouterA(config-switchport2)#no shutdown
RouterA(config-switchport2)#switchport mode trunk
RouterA(config-switchport2)#switchport trunk allowed vian 10
RouterA(config-switchport2)#exit

7.8.1.3 Hactpounte RouterB

7.8.1.3.1 Coapganite NeTnio 1 OTKNoYMTe Npotokon STP

RouterB(config)#interface vlan10
RouterB(config-if-[vlan10])#vid 10 ethertype 0x8100
RouterB(config-if-[vlan10])#no shutdown
RouterB(config-if-[vlan10])#ip address 100.10.10.20/24
RouterB(config-if-[vlan10])#exit

RouterB(config)#tinterface switchportl
RouterB(config-switchportl)#no shutdown
RouterB(config-switchportl)#switchport mode trunk
RouterB(config-switchportl)#switchport trunk allowed vlan 10
RouterB(config-switchportl)#exit

RouterB(config)tinterface switchport2
RouterB(config-switchport2)#no shutdown
RouterB(config-switchport2)#switchport mode trunk
RouterB(config-switchport2)#switchport trunk allowed vian 10
RouterB(config-switchport2)#exit

7.8.1.4 CoxpaHuTe HacTpOMrKK

Mcnonbayiite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

7.8.2MpoBepka HacTpoek
7.8.2.1 BbinonHute komangy ping 100.10.10.15 Ha RouterA ansa nycka ARP 3anpoca Ha
agpec 100.10.10.15

PING 100.10.10.15 (100.10.10.15) 56(84) bytes of data.
From 100.10.10.10 icmp_seq=1 Destination Host Unreachable
From 100.10.10.10 icmp_seq=2 Destination Host Unreachable
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7.8.2.2 BuinonHute komangy show bandwidth-monitor Ha RouterB gns BbiBoga Ha SKkpaH

3arpy>XeHHOCTN MHTepdencosB

bwm-ng v0.6.2 (delay 1.000s);
input: /proc/net/dev; press 'ctrl-c' to end this

\ iface Rx Tx Total
lo: 0.00 B/s 0.00 B/s 0.00 B/s
mpls-master: 0.00 B/s 0.00 B/s 0.00 B/s
switchport1: 90.86 MB/s 90.86 MB/s 181.71 MB/s
switchport2: 90.86 MB/s 90.85 MB/s 181.71 MB/s
vlan10: 7.34 MB/s 0.00 B/s 7.34 MB/s
total: 189.06 MB/s 181.71 MB/s 370.77 MB/s

7.8.2.3 BuinonHute komaHay tcpdump vlan10 Ha RouterB ansa BeiBoAa Ha 3kpaH Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on vlan10, link-type EN10OMB (Ethernet), capture size 262144 bytes
12:36:44.850449 ARP, Request who-has 100.10.10.15 tell 100.10.10.20, length 42
12:36:44.850455 ARP, Request who-has 100.10.10.15 tell 100.10.10.20, length 42
12:36:44.850468 ARP, Request who-has 100.10.10.15 tell 100.10.10.20, length 42
12:36:44.850475 ARP, Request who-has 100.10.10.15 tell 100.10.10.20, length 42
12:36:44.850480 ARP, Request who-has 100.10.10.15 tell 100.10.10.20, length 42

7.8.2.4 HactpownTte storm-control Ha nHtepdencax switcport1 n switchport2 Ha RouterB

RouterB(config)#interface switchport 1

RouterB(config-switchportl)#storm-control arp min-rate 306Kbit max-rate 310Kbit

RouterB(config-switchportl)#exit
RouterB(config)#tinterface switchport 2

RouterB(config-switchport2)#storm-control arp min-rate 306Kbit max-rate 310Kbit

7.8.2.5 BbinonHute kKomaHay show bandwidth-monitor ans

3arpy>XeHHoOCTN MHTepdencoB nocre KoHUrypauum KOHTpona paccoinkn ARP naketoBs

bwm-ng v0.6.2 (delay 1.000s);
input: /proc/net/dev; press 'ctrl-c' to end this

aKpaH

\ iface Rx Tx Total
lo: 0.00 B/s 0.00 B/s 0.00 B/s
mpls-master: 0.00 B/s 0.00 B/s 0.00 B/s
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switchport1: 13.92 KB/s 13.86 KB/s 27.78 KB/s

switchport2: 13.92 KB/s 13.86 KB/s 27.78 KB/s
vlan10: 18.20 KB/s 0.00 B/s 18.20 KB/s
total: 46.04 KB/s 27.73 KB/s 73.76 KB/s

7.8.2.6 BobinonHute komangy show storm-control cyclic-counters Ha RouterB ans BeiBoga

Ha 3KpaH HacTpoek storm-control

Interface Frame type Bytes received Bytes dropped
switchportl arp 12189445 13874101
switchport2 arp 6921420 68880

7.8.2.7 BbinonHuTe noBTOpPHO KOMaHAy show storm-control cyclic-counters Ha RouterB

ANA BbIBOAA Ha 9KpaH HacTpoek storm-control

Interface Frame type Bytes received Bytes dropped
switchportl arp 12272437 13874437
switchport2 arp 7004412 69216

7.9 Hactpouka paboTtbl TyHHensa L2GRE/GRETAP

Kak nokasaHo Ha pucyHke 13 B Ka4yeCTBe OCHOBHbIX YCTPOWCTB UCMNOSNb3YOTCA CEPBUCHbIE
MapLupyTtmsaTopsl - RouterA, RouterB, RouterC, RouterD.

Ha cepBUCHbIX MapLupyTu3aTopax HacTpOeHbl MHTEPMENChI U HasHayeHbl |IP-agpeca.

Ha RouterA HacTpoeH nntepdenc eth1 - IP address 192.168.0.1/24.

Ha RouterB HacTpoeH nHtepdeic eth1 - IP address 100.10.10.10/24.

Ha RouterC HacTtpoeH untepdeliic eth1- IP address 100.10.10.20/24.

Ha RouterD HacTpoeH nHtepdenc eth1- IP address 192.168.0.2/24.

Mexxay cepBuCHbIMM MapLipyTu3aTtopammu HacTpoeH L2ZGRE/GRETAP TyHHenb.

0 oooo .. 0 oooo | [ .. 0 Ooooo —.. 0 0ooo
2'n oooo =0 oooo \ V) ='0 oooo =0 oooo

PucyHok 13 — Cxema Hactpovikn L2GRE/GRETAP TyHHens
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7.9.1 3Tanbl HaCTPOMKMU

7.9.1.1 Bongnte B pexum rnobanbHOM KoHdUrypauum Ha YCTpoucTBax nepeg
HaCTPOMKOM

Mpu HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOHOUTypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW
CTpOkM. B KOH(UrypauMOHHOM peXume MOXHO MU3MEHSATb HAaCTPOMKU  UHTepdEencos,
MapLipyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

7.9.1.2 Hactpoute RouterA

7.9.1.2.1 OTKNo4MNTE TEKYLMI vlan ncnosnb3yemblin No yMOSTHaHUIo
RouterA(config)#no interface vlanl
7.9.1.2.2 Hactpounte nutepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.1/24
RouterA(config-if-[eth1])#exit

7.9.1.3 Hactpownte RouterB
7.9.1.3.1 Hactponte nutepdemnc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 100.10.10.10/24
RouterB(config-if-[eth1])#exit

7.9.1.3.2 Cospgante TyHHenb GRETAP

RouterB(config)#tinterface tunnell

RouterB(config-[tunnell])#tunnel mode gretap source 100.10.10.10 destination 100.10.10.20
RouterB(config-[tunnell])#no shutdown

RouterB(config-[tunnell])#ip multicast

RouterB(config-[tunnell])#exit
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7.9.1.3.3 Cosgavite nutepdenc vian10 n Hactponte nHrepgenc bro

RouterB(config)#tinterface vlan10
RouterB(config-if-[vlan10])#vid 10 ethertype 0x8100
RouterB(config-if-[vlan10])#no shutdown
RouterB(config-if-[vlan10])#exit
RouterB(config)#tinterface br0
RouterB(config-if-[br0])#no shutdown
RouterB(config-if-[br0])#include vlan10
RouterB(config-if-[br0])#include tunnell
RouterB(config-if-[br0])#exit

7.9.1.3.4 Hactpownte untepdgenc switchport1

RouterB(config)#tinterface switchportl
RouterB(config-switchportl)#no shutdown
RouterB(config-switchport1)#switchport access vlian 10
RouterB(config-switchportl)#exit

7.9.1.3.5 lo6aBbTe MapLIpyT A0 CETU

RouterB(config)#ip route 192.168.0.0/24 tunnell

7.9.1.4 Hactponte RouterC
7.9.1.4.1 HacTtpownTte nntepdenc eth1

RouterC(config)#tinterface ethl
RouterC(config-if-[eth1])#no ip address dhcp
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ip address 100.10.10.20/24
RouterC(config-if-[eth1])#exit

7.9.1.4.2 Cospante TyHHernbL GRETAP

RouterC(config)#tinterface tunnel 1

RouterC(config-[tunnell])#tunnel mode gretap source 100.10.10.20 destination 100.10.10.10

RouterC(config-[tunnell])#no shutdown
RouterC(config-[tunnell])#ip multicast
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RouterC(config-[tunnell])#exit
7.9.1.4.3 Cosgante nutepdenc vlan10 n Hactponte nHtepdemnc bro

RouterC(config)#interface vlan10
RouterC(config-if-[vlan10])#vid 10 ethertype 0x8100
RouterC(config-if-[vlan10])#no shutdown
RouterC(config-if-[vlan10])#exit
RouterC(config)#interface br0
RouterC(config-if-[br0])#no shutdown
RouterC(config-if-[br0])#include vlan10
RouterC(config-if-[br0])#include tunnell
RouterC(config-if-[br0])#exit

7.9.1.4.4 HactpouTe nopt switchport1

RouterC(config)#interface switchportl
RouterC(config-switchport1)#no shutdown
RouterC(config-switchport1)#switchport access vian 10
RouterC(config-switchportl)#exit

7.9.1.4.5 Hactponte MmapLupyT Jo ceTu
RouterC(config)#ip route 192.168.0.0/24 tunnell

7.9.1.5 Hactpownte RouterD

7.9.1.5.1 OTkntounTe TEKYLWMN vlan ncnonb3yembln N0 yMOSTHaHUIO
RouterD(config)#no interface vianl
7.9.1.5.2 HacTtpownTte nntepdenc eth1

RouterD(config)#tinterface ethl
RouterD(config-if-[eth1])#no ip address dhcp
RouterD(config-if-[eth1])#no shutdown
RouterD(config-if-[eth1])#ip address 192.168.0.2/24
RouterD(config-if-[eth1])#exit
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7.9.1.6 CoxpaHuTe HacTpourKu

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

7.9.2NpoBepka HacTpoek
7.9.2.1 BuinonHute komangy ping 100.10.10.20 repeat 2 Ha RouterB gns BbiBOAa Ha

9KpaH CBA3HOCTHU LLJ1HO30B

PING 100.10.10.20 (100.10.10.20) 56(84) bytes of data.

64 bytes from 100.10.10.20: icmp_seq=1 ttI=64 time=1.02 ms
64 bytes from 100.10.10.20: icmp_seq=2 ttI=64 time=0.971 ms
---100.10.10.20 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 2ms

rtt min/avg/max/mdev = 0.971/0.994/1.018/0.039 ms

7.9.2.2 BuinonHute komaHgy ping 192.168.0.2 Ha RouterA ana BbiBOAa Ha 9KpaH

CBA3HOCTU KITMEHTOB

PING 192.168.0.2 (192.168.0.2) 56(84) bytes of data.

64 bytes from 192.168.0.2: icmp_seq=1 ttl=64 time=2.34 ms
64 bytes from 192.168.0.2: icmp_seq=2 ttl=64 time=2.20 ms
--- 192.168.0.2 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 3ms
rtt min/avg/max/mdev = 2.204/2.272/2.340/0.068 ms

7.9.2.3 BbinonHute komaHay tcpdump eth1 Ha RouterC agna BbiBoga Ha 9KpaH

ncnons3oBaHnsa GRETAP TyHHens

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes

13:35:28.420781 IP 100.10.10.10 > 100.10.10.20: GREVO, length 102: IP 192.168.0.1 > 192.168.0.2: ICMP echo
request, id 5071, seq 22, length 64

13:35:28.421464 IP 100.10.10.20 > 100.10.10.10: GREVO, length 102: IP 192.168.0.2 > 192.168.0.1: ICMP echo
reply, id 5071, seq 22, length 64

7.10 Hacrtpownka VLAN

Kak nokasaHo Ha pucyHke 14 B Ka4yecTBe OCHOBHOIO YCTPOMCTBA MCMOMb3yeTcH
CepBUCHbLIN MapLupyTusaTop - RouterA.

K wmapwpyTtmnsatopy RouterA nogknioyeH PC, Ha koTopoM HacTpoeH |P-agpec
192.168.3.2/24.
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Ha RouterA HacTpoeH VLAN, KoTopbIt HadHayeH nHtepdency switchport1, HazHayeHb! |P-

ajgpeca 1 HacTpOeH uHTepdenc B pexnme trunk.

PC

192.168.3.2
192.168.3.0/24

RouterA

192.168.3.1

LAN (switchport 1)

PucyHok 14 — Cxema HacTtpouku VLAN

7.10.1 JTanbl HACTPOMUKU CETH

7.10.1.1 Bongute B pexum rnobanbHOM KOHUrypauum Ha YCTpPOUCTBe nepen

HaCTPOWKOM

Mpu HacTpoike ceTeBoro ob6opyaoBaHUS, OOHUM M3 FMaBHbIX LLIAroB, SIBMSIETCA BXO4 B

KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW

CTPOKMW. B KOH(*)I/IpraLI,I/IOHHOM pexnve MOXHO U3MEHATb HaCTpOﬁKM

MapLipyTM3aumo, 6e30nacHOCTb U ApyrMe napameTpbl yCTPOUCTB.

7.10.1.2 Cosgante VLAN Ha ycTponctee

RouterA(config)#vlan 20

7.10.1.3 HasHaunm VLANZ20 nHTepdency switchport1

RouterA(config)#tinterface switchportl
RouterA(config-switchportl)#switchport mode access
RouterA(config-switchportl)#switchport access vian 20
RouterA(config-switchport1)#no shutdown
RouterA(config-switchport1)#exit

NHTEepdEeNcos,
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7.10.1.4 HactpouTte IP-agpec Ha VLAN-nHTepence

7.10.1.4.1 HasHaubTe cTatndeckum IP-agpec

RouterA(config)#tinterface vlan20
RouterA(config-if-[vlan20])#vid 20
RouterA(config-if-[vlan20])#ip address 192.168.3.1/24
RouterA(config-if-[vlan20])#no shutdown
RouterA(config-if-[vlan20])#exit

7.10.1.5 HacTtponTe nHTepdenc B pexmume Trunk

7.10.1.5.1 HactpowTe switchport5 B kauecTBe MarmcTpanbHOro nopTa

RouterA(config)#tinterface switchport5
RouterA(config-switchport5)#switchport mode trunk
RouterA(config-switchport5)#exit

7.10.1.6 HasHaubTe trunk-nopTy cnncok paspeleHHbIX VLAN

7.10.1.6.1 HasHa4bTe nepeyeHb paspeweHHbiXx VLAN ang trunk-nopTta

RouterA(config)#interface switchport5
RouterA(config-switchport5)#switchport trunk allowed vlan none
RouterA(config-switchport5)#switchport trunk allowed vlan add 20
RouterA(config-switchport5)#no shutdown
RouterA(config-switchport5)#end

7.10.1.7 CoxpaHuTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNA HAaCTPOEK Ha YCTPOMCTBE

7.10.2 TpoBepka HacTpoek

7.10.2.1 BebInonHuTe koMmaHgy show vian all gns nposepku co3gaHHbIx VLAN

VLAN id Name Member ports (t-tagged, u-untagged)
1 default swp2 (u), swp3 (u), swp4 (u), swpb6 (u), swp7 (u), swp8 (u)
20 VIan0020  swp1(u), swp5(t)
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»
NMpumeyaHue

Ona ynanenus VLAN vcnonb3ynte komaHay no vian 20

7.10.2.2 BbinonHuTe komaHgy show interfaces switchport1 ana npoBepku COCTOSAHUSA

switchportl

switchport1l:

Link: DOWN

MTU: 10240

Duplex: full

AUtonegotivation: on

Speed: 1000

Supported speed (Mb/s): 10, 100, 1000
Switchport mode access

Switchport access vilan: 20

7.10.2.3 BbinonHute koMmaHgy show interfaces vlan20 ans nposepkun HacTponku vian20

vlan20 vid 20:

Link: UP

Ipv4 Address: 192.168.3.1/24

RX: 13908 bytes / 88 packets

TX: 1764 bytes / 10 packets

MUT: 1500

HW Address: b4:81:bf:00:00:85

Ipv6 Address: fe80::b681:bfff:fe00:85/64
EtherType: 0x8100

Encapsulation: dotlq

7.10.2.4 BbinonHuTe komaHgy show interfaces switchport5 ana npoBepku cocTtosHUSA

switchport5

switchport5:

Link: DOWN

MTU: 10240

Duplex: full

AUtonegotivation: on

Speed: 1000

Supported speed (Mb/s): 10, 100, 1000
Switchport mode trunk
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Switchport trunk allowed vlans: 20
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8 YnpaBneHue IP-agpecauuven

8.1 HazHayeHue cTaTtnyeckux I|P-agpecoB Ha dusnyeckme u nornyeckue

MHTepcdencol

8.1.1 OnucaHue HaCTPOUKMU
B kauecTBe OCHOBHOIO yCTponcTBa BblOpaH CEpBUCHbIN MapLupyTm3aTop - RouterA.
Ha RouterA HacTpoeHbl norndeckue nutepdencel eth1 n eth2, HasHayeHbl cTaTuyeckne

IP-agpeca.

8.1.2 3tanbl HACTPOUKM

8.1.2.1 BounawnTte B pexxum rnodansHOM KOHurypawumm

KOHUrypaunoHHbIN - pexnum - 3TO OOUH U3  PEXUMOB KOMaHOHOM CTpoku. B
KOHOUIypaLUMOHHOM pPEXUME MOXHO M3MEHSATb HACTPOMKU MHTEPdENCOB, MapLupyTU3aumio,
6esonacHoOCTb 1 apyrne napameTpbl yCTPOUCTB.

8.1.2.2 Hactponte IP-agpec Ha usndeckux nHtepgencax eth1 u eth2

8.1.2.2.1 Hactponte uHtepdgenc eth1 n HasHaubTe IP-agpec

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit

8.1.2.2.2 Hactponte untepgenc eth2 n HasHaubTe IP-agpec

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.2.1/24
RouterA(config-if-[eth2])#exit

8.1.2.3 Hactpowute IP-agpec Ha norunyeckux nHtepdgencax eth1.100 , lol, vlan10
8.1.2.3.1 Cospgante cab-uHtepdenc eth1.100 n HacTpownTe IP-agpec

RouterA(config)#interface eth1.100
RouterA(config-if-[eth1.100])#vid 100
RouterA(config-if-[eth1.100])#ip address 198.18.100.1/24
RouterA(config-if-[eth1.100])#no shutdown
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RouterA(config-if-[eth1.100])#exit
8.1.2.3.2 Cospante untepdgenc lo1 n Hactpounte IP-agpec

RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 198.18.3.1/32
RouterA(config-if-[lo1])#exit

8.1.2.3.3 CospganTte untepgenc vian 10 n HactponTte IP-agpec

RouterA(config)#interface vlan 10
RouterA(config-if-[vlan10])#vid 10
RouterA(config-if-[vlan10])#ip address 198.18.10.1/24
RouterA(config-if-[vlan10])#no shutdown
RouterA(config-if-[vlan10])#end

8.1.2.4 CoxpaHuTe HacCTpPOMrKK

|/|CI'IOJ'Ib3yI7ITe KOMaHAay write <name> gn4a COXpaHeHnA HaCcTpoekK

8.1.3MpoBepkKa HacTpoekK

8.1.3.1 BuinonHute «komangy show interfaces brief gna npoBepku HacTponkm
NHTepdencos Ha RouterA
Interface HW Address IPv4
Address Admin/Link DHCPv4 Descriptionethl
ethl 94:3f:bb:00:00:3a 198.18.1.1/24 UP/UP OFF
eth2 94:3f:bb:00:00:3b 198.18.2.1/24 UP/DOWN OFF
lol 4e:f4:aa:9e:4d:e7 198.18.3.1/32 UP/UP OFF
eth1.100 94:3f:bb:00:2d:e3 198.18.100.1/24 UP/DOWN OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
vlan10 94:3f:bb:00:2d:ff 198.18.10.1/24 UP/DOWN OFF
switchportl n/a UP/UP n/a
switchport2 n/a DOWN/DOWN n/a
switchport3 n/a DOWN/DOWN n/a
switchport4 n/a DOWN/DOWN n/a
switchport5 n/a DOWN/DOWN n/a
switchport6 n/a DOWN/DOWN n/a
switchport7 n/a DOWN/DOWN n/a
switchport8 n/a DOWN/DOWN n/a
(END)
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8.2 Hactponka DHCP Relay Option 82

8.2.1 OnucaHue HaCTPOWUKMU

Kak nokaszaHo Ha pucyHke 15 ceTb HaCTpoeHa npu MOMOLWM [ABYX CEPBUCHbIX
MapLUpyTN3aTOpOB, KOTOPble HaxoaaTca B ogHou ceTun - 198.18.1.0/24, roe oanH paboTaeT, Kak
DHCP-cepsep (RouterA), a gpyrot kak DHCP Relay Agent (RouterB).

Relay-areHT poGaBnsieT LOMOMHUTENbHYKD WHGopMauuio (onumio 82) B coobuieHus
DHCP, nepepaBaemble knuveHtom DHCP-cepsepy. O3Ta uHopmauuss no3Bondet
noeHTMnUMpoBaTb TOYKY noakntodeHnsa knuenta (PC).

Ha RouterA HactpoeH IP-agpec Ha eth1 - 10.0.0.1/24.

Ha RouterB HacTpoeH IP-agpec Ha eth1 - 10.0.0.2/24, switchport n Vlan1 - 198.18.1.1/24.

RouterA RouterB PC
DHCPv4-cepsep

'O oooo 198.18.1.0/24 5 Do ethernet
= ‘
0O Doon ='n poon
eth1 eth1 switchport1

Ipv4:10.0.0.1/24 1pv4:10.0.0.2/24 Vlan1:198.18.1.1/24 —

PucyHok 15 — Hactpownka DHCP Relay Option 82

8.2.2 dTanbl HACTPOUKU CETH

8.2.2.1 Bonvante B pexum rnobanbHOM KOHUrypaumMm Ha YCTpouUCcTBax nepen
HaCTPOMKOM

lMpn HacTponke ceTeBoro obopyaoBaHMS, OAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUmMOHHbIN pexnM. KoHMUrypaumMoHHbIA peXnm - 3T0O OOAWH U3 PEXMMOB KOMaHLHOM
CTpokM. B KOH(UrypauuMOHHOM peXume MOXHO MU3MEHSATb HAaCTPOVKU UHTepdEencos,
MapLupyTusaumto, 6e3o0nacHoOCTb U gpyrme napameTpbl YCTPOWCTB.

8.2.2.2 Hactpoute RouterB

8.2.2.2.1 BkntounTte switchport1

RouterB(config)#interface switchportl
RouterB(config-switchportl)#no shutdown
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RouterB(config-switchportl)#exit

8.2.2.2.2 CospgaunTte vilan 1 ero nHageHTUdmKaTop

RouterB(config)#interface vlan 1
RouterB(config-if-[vlan1])#vid 1
RouterB(config-if-[vlan1])#no shutdown
RouterB(config-if-[vlan1])#ip address 198.18.1.1/24
RouterB(config-if-[vlan1])#exit

8.2.2.2.3 3apanTe IP-address Ha nHtepdence ethl

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 10.0.0.2/24
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

8.2.2.2.4 HactponTte dhcp relay n dhcp option 82

RouterB(config)#ip dhcp relay 1
RouterB(config-dhcp-relay-[1])#interface ethl
RouterB(config-dhcp-relay-[1])#interface vlanl
RouterB(config-dhcp-relay-[1])#server 10.0.0.1
RouterB(config-dhcp-relay-[1])#option 82 remote-id 7a:72:6c:4b:7c:a3
RouterB(config-dhcp-relay-[1])#manage-agent-option append
RouterB(config-dhcp-relay-[1])#Append-agent-option
RouterB(config-dhcp-relay-[1])#no shutdown
RouterB(config-dhcp-relay-[1])#end

—_— — — — — — — —

»
MpumeyaHue

3HayeHune remote-id — ato MAC-agpec vlan-nHtepdgenca DUT2

8.2.2.3 Hactpoute RouterA
8.2.2.3.1 3apanTte IP-agpec Ha uHTepdemce ethl
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RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 10.0.0.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

8.2.2.3.2 CospganTte nepsbli Habop IPv4-agpecos

RouterA(config)#ip dhcp pool 1
RouterA(config-dhcp[1])#network 10.0.0.0/24
RouterA(config-dhcp[1])#range 10.0.0.100 10.0.0.200
RouterA(config-dhcp[1])#exit

8.2.2.3.3 CospgawnTte BTOpon nyn IPv4-agpecos

RouterA(config)#ip dhcp pool 2
RouterA(config-dhcp[2])#network 198.18.1.0/24
RouterA(config-dhcp[2])#range 198.18.1.2 198.18.1.100
RouterA(config-dhcp[2])#exit

8.2.2.3.4 Hactponte mapwpyT n Bkntounte DHCPv4-cepeep

RouterA(config)#ip route 198.18.1.0/24 10.0.0.2
RouterA(config)#ip dhcp server on
RouterA(config)t#tend

8.2.2.4 CoxpaHuTe HacCTpPOMrKK

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEK Ha yCTponcTBax

8.2.3MpoBepka HacTpoek Ha RouterA
8.2.3.1 BbinonHute komaHay tcpdump ethl verbose Ha RouterA, ybeantecs 4to onuus 82

Obina nepegaHa

10.0.0.2.67 > 10.0.0.1.67: [udp sum ok] BOOTP/DHCP, Request from 08:00:27:da:41:ed,
length 300, hops 1, xid Oxbc6b9468, secs 214, Flags [none] (0x0000)
Gateway-IP 198.18.1.1
Client-Ethernet-Address 08:00:27:da:41:ed
Vendor-rfc1048 Extensions
Magic Cookie 0x63825363
DHCP-Message Option 53, length 1: Discover
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Hostname Option 12, length 5: "side2"

Parameter-Request Option 55, length 13:
Subnet-Mask, BR, Time-Zone, Default-Gateway
Domain-Name, Domain-Name-Server, Option 119, Hostname
Netbios-Name-Server, Netbios-Scope, MTU, Classless-Static-Route
NTP

Agent-Information Option 82, length 26:
Circuit-ID SubOption 1, length 5: vlanl
Remote-ID SubOption 2, length 17: 7a:72:6c:4b:7c:a3

END Option 255, length 0

PAD Option 0, length 0, occurs 6

8.3 Hactpouka DHCPv4 relay

8.3.1 OnucaHune HaCTPOWUKMU

Kak nokasaHo Ha pucyHke 16, npeanpustve ncnonbdyet DHCP server ans HasHayeHus
IP-agpecoB knueHtam DHCP. Cepsep no agpecy 100.10.10.0/24 wcnonb3yeTca B kayecTse
npumMepa 4515 onMcaHnsa HacTponkK areHTa peTpaHcnauum DHCP relay.

DHCP client HaxoauTtca B cermeHTe cetn 192.168.0.0/24, a DHCP server — B cermeHTte
cet 100.10.10.0/24. Knnentbl DHCP moryT nonyyats IP-agpeca ot DHCP server yepes RouterA
C BKoveHHon peTpaHcnaunen DHCP.

Anpec nHtepdeinca eth1 RouterA, nogkntoveHHoro k DHCP client - 192.168.0.2/24, a
agpec nHtepdenca eth2 RouterA, nogkntoyeHHoro k DHCP server - 100.10.10.20/24.

Apnpec nntepgenca eth1 DHCP server, nogkntoveHHoro kK RouterA - 100.10.10.10/24.

DHCP

rel DHCP
DHCP Ri ?B?A server
client eth2 192.168.0.0/24  gth ouwer eth2  100.10.10.0/24  eth1 -
0 EEDE 0 Oaoo 0 EEICE
3 580 | =
192.168.0.2/24 100.10.10.20/24 100.10.10.10/24
PucyHok 16 — Cxema HacTtponkn DHCP Relay
8.3.2 9tanbl HacTpoukn DHCP Relay
8.3.2.1 Bonaute B KOHPUIYpaLUUOHHbLIN PEXUM.
KoHurypauuoHHbIn - pexum - 3TO OAWH N3  PEeXUMMOB KOMaHZHOW CTpoku. B

KOH(PUIypaLMOHHOM peXuUMe MOXHO WM3MEHSTb HaCTPOMKU WMHTepPEencoB, MapLUpyTU3auuio,

Ge3onacHOCTb 1 Apyrne napamMeTpbl YCTPOWCTB.
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8.3.2.2 Hactpoute ctatuyeckue IP-agpeca Ha RouterA.

8.3.2.2.1 OTkntounTe TekyLwmm vian ncnonb3yemsin No yMonyaHuio
RouterA(config)#no interface vlanl
8.3.2.2.2 HactponTte uHtepdenc eth1 Ha RouterA.

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.2/24
RouterA(config-if-[eth1])#exit

8.3.2.2.3 HactponTte untepgenc eth2 Ha RouterA.

RouterA
RouterA
RouterA
RouterA

config)#finterface eth2

config-if-[eth2])#no shutdown
config-if-[eth2])#ip address 100.10.10.20/24
config-if-[eth2])#exit

—_ e~~~

8.3.2.3 Hactpowte koHdurypaumo DHCP relay cepsuca Ha RouterA.

8.3.2.3.1 Cospante DHCP relay Ha RouterA, yka3zas umss DHCP relay <dhcp-pool>

RouterA(config)#ip dhcp relay dhcp-pool

8.3.2.3.2 Ykaxute IP-agpec DHCP server gnsa nepeHanpasneHuss DHCP-3anpocoB oT
knneHToB Ha DHCP server, Bkntounte yHKUMO gobasneHmst nons ¢ nHgopmaumen ob areHre,

yKaxknte nHTepgencol Ha kotopbix padotaet DHCP Relay.

RouterA(config-dhcp-relay-[dhcp-pool])#server 100.10.10.10
RouterA(config-dhcp-relay-[dhcp-pool])#append-agent-option
RouterA(config-dhcp-relay-[dhcp-pool])#interface ethl
RouterA(config-dhcp-relay-[dhcp-pool])#interface eth2
RouterA(config-dhcp-relay-[dhcp-pool])#no shutdown
RouterA(config-dhcp-relay-[dhcp-pool])#end
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8.3.2.4 Hactpowka mapwpyTtos Ha DHCP Server

Heobxoanmo aobaeutb mappyt Ha DHCP Server oo nckomon nogcetn 192.168.0.0/24
DHCP Server(config)# ip route 192.168.0.0 255.255.255.0 100.10.10.20/24

8.3.2.5 CoxpaHuTe HacTpOourKu

Wcnonb3yinte komaHay write <config_name> ans coxpaHeHus HacTpoek

8.3.3MpoBepka HacTpoek DHCP relay Ha RouterA

Y6eautech 4TO KNMEHT nony4unn agpec 13 nyna DHCP cepeepa
8.4 Hactpounka DNS proxy

8.4.1 OnucaHue HaCTPOUKMU

Kak nokasaHo Ha pucyHke 17 B KayeCTBE€ OCHOBHbIX YCTPOWCTB WCMNONb3ylTCA ABa
CepBUCHbIX MapLupyTusaTopa - RouterA n RouterB.

K mapwpyTtmnsatopy RouterA nogknioyeH PC, Ha koTopoM HacTpoeH IP-agpec
192.168.0.1/24.

RouterA HacTpoeH kak Proxy DNS cepsep. Ha ycTponctee HacTpoeHbl MHTepdenchl - ethl
(IP-agpec - 192.168.0.2/24) v eth2 (IP-agpec - 100.10.10.20/24).

RouterB HacTtpoeH kak DNS cepBep. Ha ycTtponictBe HacTpoeHbl uHTepdgenc eth1 (IP-
agpec - 100.10.10.10/24) v loopback nHtepderic lo1 (IP-agpec - 1.1.1.1/32).

PC DNS DNS
proxy server

RouterA RouterB
192.168.0.1/24 E.. .I 198.18.1.0/24 O ooog
=
eth1 Sl eth2 eth1 e

182.168.0.2124 100.10.10.20/24 100.10.10.10/24

;, ’ lo1: 1.1.1.1/32

PucyHok 17 — Cxema HacTtpouiku DNS proxy
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8.4.2 9Ttanbl HACTPOUKU CETU

8.4.2.1 Hactponute nutepdemnc PC

8.4.2.1.1 HasHauybTe IP-agpec 192.168.0.1/24

8.4.2.1.2 HasHauybTe mMeTky vlan id 10

8.4.2.2 Bonante B pexum rnobanbHOM KOHGUrypauMm Ha YCTPOMCTBax nepe;
HaCTPOWKOM

lMpu HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 rMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHUrypaumMoHHbIN peXnm - 3TO OOAWH U3 PEeXMMOB KOMaHLHOM
CTPOKN. B KOHUIrypauUMOHHOM pexmMe MOXHO U3MEHATb HACTPOMKU UHTepdEemncosB,
MapLpyTusaumto, 6e3onacHoCTb 1 gpyrme napameTpbl YCTPOUCTB.

8.4.2.3 Hactponte RouterA

8.4.2.3.1 OTkniounTe TekyLwmm vian ncnonb3yemsin No yMonyaHuio
RouterA(config)#no interface vlanl
8.4.2.3.2 Hactponte uHtepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.2/24
RouterA(config-if-[eth1])#exit

8.4.2.3.3 Hactponte nHtepdenc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 100.10.10.20/24
RouterA(config-if-[eth2])#exit

8.4.2.3.4 Hactponte DNS npokcu Ha RouterA

RouterA(config)#name-server first 100.10.10.10
RouterA(config)#ip route 1.1.1.0/24 100.10.10.10
RouterA(config)#dns-proxy
RouterA(dns-proxy-default)t#option listen 192.168.0.2
RouterA(dns-proxy-default)#option authoritative 100.10.10.10
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RouterA(dns-proxy-default)#option recursive 100.10.10.10
RouterA(dns-proxy-default)#option internal 192.168.0.0/24
RouterA(dns-proxy-default)#dns-proxy on
RouterA(dns-proxy-default)#end

8.4.2.4 Hactponute RouterB
8.4.2.4.1 Hactponte untepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 100.10.10.10/24
RouterB(config-if-[eth1])#exit

8.4.2.4.2 Hactponte uHtepdenc lo1

RouterB(config)#tinterface lo1
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 1.1.1.1/32
RouterB(config-if-[lo1])#exit

8.4.2.4.3 Hactponte DNS cepep Ha RouterB

RouterB(config)#ip route 0.0.0.0/0 100.10.10.20
RouterB(config)#dns-server

RouterB(dns-server)#zone master test.do
RouterB(config-dnszone-[test.do])#set ns ns1
RouterB(config-dnszone-[test.do])#set refresh 300 sec
RouterB(config-dnszone-[test.do])#entry a 192.168.0.1 pc
RouterB(config-dnszone-[test.do])#entry a 192.168.0.2 ns2
RouterB(config-dnszone-[test.do])#entry a 100.10.10.10 ns1
RouterB(config-dnszone-[test.do])#entry a 1.1.1.1 lo1
RouterB(config-dnszone-[test.do])#entry ns ns1
RouterB(config-dnszone-[test.do])#exit
RouterB(dns-server)#dns-server on
RouterB(dns-server)#exit

_— — — — — —

8.4.2.5 CoxpaHuTe HaCTPOWKM

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gnsa COXpaHeHnA HaCTpOEK Ha yCTpOIZCTBaX
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8.4.3MNpoBepkKa HacTpoekK
8.4.3.1 BbinonHute komaHay nslookup pc.test.do 100.10.10.10 Ha PC gna npoBepkmu

3anucen cepsepa DNS

Server: 100.10.10.10
Address: 100.10.10.10#53
Name: pc.test.do
Address: 192.168.0.1

8.4.3.2 BbinonHute komaHgy nslookup pc.test.do 192.168.0.2 n nslookup ns2.test.do
192.168.0.2 Ha PC pgns nposepkn 3anncu DNS cepBepa (RouterB) yepes npokcu cepsep
(RouterA)
nslookup pc.test.do 192.168.0.2

Server: 192.168.0.2
Address: 192.168.0.2#53
Name: pc.test.do
Address: 192.168.0.1

nslookup ns2.test.do 192.168.0.2

Server: 192.168.0.2
Address: 192.168.0.2#53
Name: ns2.test.do
Address: 192.168.0.2

8.5 Hactponka DNS-cepBepa

8.5.1 OnucaHmne HaCTPOWNKMU

Kak nokaszaHo Ha pucyHke 18 B KayecTBe OCHOBHbIX YCTPOWCTB WCMONb3YKOTCA ABa
CepBUCHbIX MapLupyTusaTopa - RouterA n RouterB.

K wmapuwpyTtmnsatopy RouterA nogknioyeH PC, Ha koTopoM HacTpoeH IP-agpec
192.168.0.1/24.

RouterA HacTtpoeH kak Slave (Begombil) DNS cepsep. Ha ycTpoicTBe HacTpOEHbI
nHTepdencol - ethl (IP-agpec - 192.168.0.2/24) n eth2 (IP-agpec - 100.10.10.20/24).

RouterB HacTtpoeH kak Master (rnaBHbin) DNS cepBep. Ha ycTponctBe HacCTpOeEHbI
nHtepdenc - ethl (IP-agpec - 100.10.10.10/24) n loopback untepdperic (IP-agpec - 1.1.1.1/32).
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RouterA RouterB
DNS-Client PC DNS-Server DNS-Server
Slave Master
ns2 ns1
El :
eth1 ER=s=N eth2 eth1 s
T 192.168.0.2/24 100.10.10.20/24 100.10.10.10/24

PucyHok 18 — Cxema HacTtponkn DNS server

8.5.2 9tanbl HACTPOUKU ceTn

8.5.2.1 Hactponte PC

8.5.2.1.1 HactponTe uHtepdenc n HasHaubTe IP-agpec - 192.168.0.1/24

8.5.2.1.2 HasHaubTe agpec DNS cepepa - 192.168.0.2

8.5.2.1.3 HactponTe mapLupyTusaumo 4o Apyrux yCTpOUCTB

8.5.2.2 Bonante B pexum rnobanbHoOM KOHdUrypaumMm Ha YCTpPOWCTBaxX nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro o6opyaoBaHUA, OAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypauUmMOHHbIN pexnMm. KoHUrypaumMoHHbIA peXnm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKU. B KOH(UrypauMOHHOM peXmme MOXHO MU3MEHATb HAaCTPOMKU  UNHTepPdEencos,
MapLupyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

8.5.2.3 Hactponte RouterA

8.5.2.3.1 OTkntoumTe TeKyLmin vlian Ncnonb3yemsln No YMOTHaHWUIo
RouterA(config)#no interface vlanl
8.5.2.3.2 HactponTte untepdenc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.2/24
RouterA(config-if-[eth1])#exit
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8.5.2.3.3 Hactponte uHtepdenc eth2

RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 100.10.10.20/24
RouterA(config-if-[eth2])#exit

8.5.2.3.4 [lo6aBbTe nogumHeHHyto DNS 30Hy

RouterA(config)#tdns-server

RouterA(dns-server)#zone slave test.do master_ip 100.10.10.10
RouterA(dns-server)#dns-server on

RouterA(dns-server)#exit

8.5.2.3.5 Ykaxute uma xocta, OOMEHHOe WUMSA cuctembl, mMapwpyT n IP-agpec DNS

cepBepa c master 3o0HoW

RouterA(config)#tsystem host-name ns2 domain-name test.do
RouterA(config)#tname-server first 100.10.10.10
RouterA(config)#ip route 1.1.1.0/24 100.10.10.10

8.5.2.4 Hactponute RouterB
8.5.2.4.1 Hactponte untepdenc eth1

RouterB(config)#tinterface ethl
RouteB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 100.10.10.10/24
RouterB(config-if-[eth1])#exit

8.5.2.4.2 Hactponte unHtepdeiic lo1

RouterB(config)#tinterface lo1
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 1.1.1.1/32
RouterB(config-if-[lo1])#exit
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8.5.2.4.3 Hactponte master 30Hy

RouterB(config)#dns-server

RouterB(dns-server)#zone master test.do
RouterB(config-dnszone-[test.do])#set ns ns1
RouterB(config-dnszone-[test.do])#set refresh 300 sec
RouterB(config-dnszone-[test.do])#entry a 192.168.0.1 pc
RouterB(config-dnszone-[test.do])#entry a 192.168.0.2 ns2
RouterB(config-dnszone-[test.do])#entry a 100.10.10.10 ns1
RouterB(config-dnszone-[test.do])#entry a 1.1.1.1 lo1
RouterB(config-dnszone-[test.do])#entry ns ns1
RouterB(config-dnszone-[test.do])#exit
RouterB(dns-server)#dns-server on
RouterB(dns-server)#exit

8.5.2.4.4 Ykaxute nms xocta, JOMEHHOE UMSI CUCTEMbI U MapLpyT Nno ymoJi4aHunio

RouterB(config)#system host-name ns1 domain-name test.do
RouterB(config)#ip route 0.0.0.0/0 100.10.10.20

8.5.2.5 CoxpaHuTe HacTpomrku

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHUsa HacTPOEeK Ha YCTponCcTBax

8.5.3MpoBepka HacTpoek
8.5.3.1 BuinonHute komaHay nslookup nsl.test.do 100.10.10.10 Ha PC gns npoBepkm

pabotbl DNS cepBepa master

Server: 100.10.10.10
Address: 100.10.10.10#53
Name: nsl.test.do
Address: 100.10.10.10

8.5.3.2 BbinonHute komangy nslookup nsl.test.do 192.168.0.2 Ha PC gns npoBepku
paboTbl DNS cepBepa slave

Server: 192.168.0.2
Address: 192.168.0.2#53
Name: nsl.test.do
Address: 100.10.10.10
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8.5.3.3 BuinonHute komaHay nslookup lo1.test.do 100.10.10.10 Ha PC gna nposepku

paboTbl DNS cepBepa master Ha loopback nHtepdence

Server: 100.10.10.10
Address: 100.10.10.10#53
Name: lol.test.do
Address: 1.1.1.1

8.6 HacTpouka BcTpoeHHOro cepBepa u knueHta DHCPv4

8.6.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 19 ceTb HaACTpoeHa npu MOMOLWM [ABYX CEPBUCHbIX
MapLUpyTU3aToOpOB, KOTopble HaxoaaTca B ogHon cetn - 198.18.1.0/24, roe oanH paboTaerT, Kak
DHCP-cepBep (RouterA), a gpyron, kak DHCP-knneHT (RouterB).

Ha RouterA IP-agpec HacTpoeH cTtaTuyecku - 198.18.1.1/24.

Ha RouterB IP-agpeca HasHa4vatoTcs anHammyeckn DHCP-cepBepom.

RouterA RouterB
DHCPv4-cepBep DHCPv4-knueHT
198.18.1.0/24
D000 0000
alalaa alalala
eth1 eth1

Ipv4: 198.18.1.1/24

PucyHok 19 — Cxema HacTponKn BCTPOEHHOro cepBepa 1 knmeHta DHCPv4

8.6.2 JTtanbl HACTPOUKU CETU

8.6.2.1 Bonante B pexmm rnobanbHOM KOHUrypaumMm Ha YCTpOMUCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro obopyaoBaHUsA, OAHUM U3 FMaBHbIX LLAroB, ABNSAETCS BXOL B
KOHpUTrypaLMOHHbIN peXxuM. KoHMUrypaunoHHbIA PEXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW
CTpOkM. B KOH(pUrypauMOHHOM peXxumme MOXHO WU3MEHHATb HaCTPOMKU  UHTepdencos,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.
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8.6.2.2 Hactponte RouterA
8.6.2.2.1 HactpounTte uHtepgenc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

8.6.2.2.2 Hactponte DHCP-cepBep

RouterA(config)#ip dhcp pool 1
RouterA(config-dhcp[1])#network 198.18.1.0/24
RouterA(config-dhcp[1])#range 198.18.1.2 198.18.1.100
RouterA(config-dhcp[1])#exit

RouterA(config)#ip dhcp server on

RouterA(config)t#tend

8.6.2.3 Hactponte nutepdenc eth1 Ha RouterB

RouterB(config)ttinterface ethl
RouterB(config-if-[eth1])#ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#end

8.6.2.4 CoxpaHuTe HaCTPOMKK

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

8.6.3lMpoBepka HacTpoek

8.6.3.1 BuinonHute komaHay show ip dhcp server-leases ana npoBepkn Ha yCTPOWCTBE

RouterA HasHa4yeHue KnueHTy IP-agpeca

authoring-byte-order little-endian;

server-duid "\000\001\000\001\307\232a\301\224?\273\000\000:";

lease 198.18.1.2 {
starts 2 1970/01/06 19:17:27;
ends 2 1970/01/06 19:27:27;
cltt 2 1970/01/06 19:17:27,;
binding state active;
next binding state free;
rewind binding state free;
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hardware ethernet 7a:72:6c:4b:7a:36;
client-hostname "t3m-black";

}

8.6.3.2 BuinonHute komaHay show interfaces brief ana nposepkn Ha RouterB Hanuuune

Ha3Ha4YeHHOro KnueHTy IP-agpeca

Interface HW Address IPv4 Address  Admin/Link DHCPv4 Descriptionethl
ethl 94:3f:bb:00:00:3a 198.18.1.2/24 UP/UP ON
eth2 94:3f:bb:00:00:3b  unassigned DOWN/DOWN OFF
switchportl n/a UP/UP n/a
switchport2 n/a DOWN/DOWN n/a
switchport3 n/a DOWN/DOWN n/a
switchport4 n/a DOWN/DOWN n/a
switchport5 n/a DOWN/DOWN n/a
switchport6 n/a DOWN/DOWN n/a
switchport7 n/a DOWN/DOWN n/a
switchport8 n/a DOWN/DOWN n/a

8.7 Hactpounka BCTpoeHHOro cepsepa u knmeHta DHCPv6

8.7.1 OnnucaHue HaCTPOWUKMU

Kak nokasaHo Ha pucyHke 20 ceTb HaACTpOeHa npuv MNOMOLWM [ABYX CEPBUCHbIX
MapLUpyTU3aTOpPOB, KOTOpble HaxoaaTcs B ogHoun cetn - 2001:db8:1::1/64, roe oguH paboTaer,
kak DHCP-cepBep (RouterA), a gpyron, kak DHCP-knueHT (RouterB).

Ha RouterA IP-agpec HacTpoeH ctaTuyeckm - 2001:db8:1::1/64.

Ha RouterB IP-agpeca Ha3Ha4yatoTcsa guHamuyeckn DHCP-cepsepom.

RouterA RouterB
DHCPv6-cepBep DHCPv6-knueHT

O oooc o og
T —
- eth1 eth1 -

|pv6:2001:db8:1::1/64

2001:db8:1::1/64

Iojaj
w

PucyHok 20 — Cxema HaCTponKn BCTPOEHHOro cepsBepa u kneHta DHCPV6
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8.7.2 3Tanbl HACTPOUKU CETU

8.7.2.1 Bonvante B pexmm rnobanbHOM KOHdUrypaumMm Ha YCTpPOMCTBaxX nepen

HaCTPOMKOM

I'IpM HaCTpOVIKe ceTeBoro O60py,D,OBaHl/IFI, OOHNM W3 1aBHbIX LWaroB, ABJIAETCA BXO4 B

KOHOUTypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW

CTpOkM. B KOH(UrypauMOHHOM peXume MOXHO MU3MEHSATb HAaCTPOMKU  UHTepdEencos,

MapLipyTm3aumto, 6e30nacHOCTb U Apyrve napameTpbl YCTPOUCTB.

8.7.2.2 Hactponte RouterA
8.7.2.2.1 Hactponte uHtepdenc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#ipv6 address 2001:db8:1::1/64
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

8.7.2.2.2 HactpownTte cepsep DHCPvV6

RouterA(config)#ipvé dhcp pool 1
RouterA(config-dhcp6[1])#network 2001:db8:1::/64
RouterA(config-dhcp6[1])#range 2001:db8:1::2 2001:db8:1::100
RouterA(config-dhcp6[1])#exit

RouterA(config)#ipvé dhcp server on

RouterA(config)#end

8.7.2.3 Hactponte RouterB

8.7.2.3.1 Hactponte nHtepdenc eth1 ana nonydenuns IP-agpeca no npotokony DHCPv6

Ha RouterB

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#ipv6 address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#end

8.7.2.4 CoxpaHuTe HaCTpPOMrKK

|/|CI'IOJ'Ib3yIZTe KOMaHay write <name> gnsa COXpaHeHnA HaCTpOEK Ha yCTpOIZCTBaX
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8.7.3MNpoBepkKa HacTpoekK
8.7.3.1 BuinonHute komaHay show ipv6 dhcp server-leases onst npoBepKn Ha3Ha4YeHus Ha

yctponctee RouterA IP-agpeca

authoring-byte-order little-endian;
server-duid "\000\001\000\001\307\224b\322zrlKz6";
ia-na ":\000\000\273\000\001\000\001\307\2248b\224°?\273\000\000:" {
cltt 51970/01/02 06:02:31;
jaaddr 2001:db8:1::100 {
binding state active;
preferred-life 375;
max-life 600;
ends 5 1970/01/02 06:12:31;
}
}

8.7.3.2 BbinonHute komaHay show ipv6 interfaces brief ons npoBepku Ha ycTponcTBe

RouterB Hann4ne HasHa4eHHoOro knneHTty IP-agpeca

Interface HW Address Link-local IPv6

Address Admin/Link DHCPv6 Description

ethl 94:3f:bb:00:00:3a fe80::963f:bbff:fe00:3a 2001:db8:1::100/128 UP/UP
ON fe80::963f:bbff:fe00:3a/64

eth2 94:3f:bb:00:00:3b fe80::963f:bbff:fe00:3b unassigned DOWN/DOW

N OFF

switchportl n/a n/a n/a UP/UP

switchport2 n/a n/a n/a DOWN/DOWN

switchport3 n/a n/a n/a DOWN/DOWN

switchport4 n/a n/a n/a DOWN/DOWN

switchport5 n/a n/a n/a DOWN/DOWN

switchport6 n/a n/a n/a DOWN/DOWN

switchport7 n/a n/a n/a DOWN/DOWN

switchport8 n/a n/a n/a DOWN/DOWN
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9 ®yHKuum L3
9.1 HasHa4yeHue cTtatuyeckux IP-agpecoB WAN uHTepcpencam

9.1.1 OnucaHue HaCTPOWUKMU
B kayecTBe OCHOBHOIO YCTPOWCTBA UCMONb3yeTCs CEPBUCHLIN MapLUpyTu3aTop - RouterA.
Ha RouterA HacTtpoeH nHtepdemnc eth1 - IP address 172.16.0.2/16.

9.1.2 3Ttanbl HACTPOUKU CETU

9.1.2.1 Bonante B pexum rnobanbHOM KOHdUrypaumMm Ha YCTpPOWCTBaxX nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OOAHUM U3 FMNaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumMoHHbIA peXnm - 3TO OOAWH U3 PEXMMOB KOMaHLHOM
CTpPOKU. B KOH(pUrypaumMOHHOM peXumme MOXHO MU3MEHSATb HAaCTPOMKU  MHTepPdENCcos,
MapLipyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

9.1.2.2 Hactponte ctatnyecknin IP-agpec 172.16.0.2 ¢ mackon nogcetn 255.255.0.0 ans
WAN-nHTepdenca ethl

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 172.16.0.2 255.255.0.0
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

9.1.2.3 [1nsa oTMeHbI cTaTuyeckoro IP-agpeca BBeante KOMaHabl:

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address
RouterA(config-if-[eth1])#exit

9.1.2.4 Hactponute ctatnyecknn IP-agpec 172.16.0.2 ¢ mackon nogcetn 255.255.0.0 gns
WAN-nHTepdenca ethl

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#ip address 172.16.0.2/16
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit
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9.1.2.5 CoxpaHuTe HacTpOMrKK

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

9.1.3lpoBepkKa HacTpoeK
9.1.3.1 BwinonHute komaHgy show interfaces eth1 gna npocmoTpa Ha3Ha4YeHHOro agpeca

Ha UHTepdenc

ethl:

Link: UP

IPv4 Address: 172.16.0.2/16

RX: 0 bytes / 0 packets

TX: 968 bytes / 8 packets

MTU: 1500

HW Address: 94:3f:bb:ff:ff:03

IPv6 Address: fe80::963f:bbff:feff:ff03/64

Autonegotiation: on

Duplex: Full

Speed: 1000

Supported speeds (Mb/s): 10, 100, 1000

9.1.3.2 BuinonHute komangy show interfaces brief gnsa npoeepku IP-agpeca nHtepdenca

Interface HW Address IPv4 Address  Admin/Link DHCPv4 Description
ethl 7a:72:6¢:4b:7a:36 172.16.0.2/16 uP/UP OFF
eth2 7a:72:6¢:4b:7b:b8 unassigned DOWN/DOWN OFF
switchportl n/a DOWN/DOWN n/a
switchport2 n/a DOWN/DOWN n/a
switchport3  n/a DOWN/DOWN n/a
switchport4  n/a DOWN/DOWN n/a
switchport5 n/a DOWN/DOWN n/a
switchporté  n/a DOWN/DOWN n/a
switchport7?  n/a DOWN/DOWN n/a
switchport8 n/a DOWN/DOWN n/a

9.2 Co3paHue loopback-uHtepdenca

9.2.1 OnucaHmne HaCTPOMNKM

B kauecTBe OCHOBHOrO yCTPOMCTBA UCNOSb3yeTCA CEPBUCHbIN MapLupyTmu3aTop - RouterA.

Ha ycTtponctBe cosgaH u HactpoeH loopback wHTepdenc 1ol - IP  address
198.18.100.10/32 .
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9.2.2 dtanbl HacTponku RouterA

9.2.2.1 Bonante B pexmm rnobanbHOM KOHdUrypaumMm Ha YCTpPOMCTBaxX nepen
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OOHUM M3 FMaBHbIX LIAroB, ABNAETCHA BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,
MapLupyTusauuto, 6esonacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

9.2.2.2 Cospaunte n HacTpounTe nHtepenc loopback

RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 198.18.100.10/32
RouterA(config-if-[lo1])#end

9.2.2.3 CoxpaHuTe HacTpOMrKK

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha yCTponcTBax

9.2.3lpoBepkKa HacTpoeK
9.2.3.1 BbinonHute komaHay ping 198.18.100.10 repeat 4 Ha RouterA ons NnpoBepKu

HacTpoek nHtepemnca loopbackl

PING 198.18.100.10 (198.18.100.10) 56(84) bytes of data.

64 bytes from 198.18.100.10: icmp_seqg=1 ttl=64 time=0.057 ms
64 bytes from 198.18.100.10: icmp_seq=2 ttl=64 time=0.064 ms
64 bytes from 198.18.100.10: icmp_seq=3 ttl=64 time=0.039 ms
64 bytes from 198.18.100.10: icmp_seq=4 ttlI=64 time=0.045 ms

---198.18.100.10 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 999ms
rtt min/avg/max/mdev = 0.039/0.051/0.064/0.011 ms

9.3 Hactpouka ctaTuyeckom MapLupyTusaumm

9.3.1 OnucaHme HaCTPOMKM

Kak nokasaHo Ha pucyHke 21 B KayecTBE€ OCHOBHOrO YCTPOWCTBa BblbpaH CepBUCHbIE
MapuwpyTtmnsaTtopsbl - RouterA n RouterB.

Ha yctpouncTtBax HacTpoeHbl nHTepdencel eth, loopback nHTepdencobl n cratnyeckas

MapLipyTM3aums Mexay yCTponcTBamMum.
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RouterA RouterB
E’D 2000 198.18.1.0/24 - . & 8000
‘0O n:. eth1 eth1 =0 --:.
Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/124
(1o1: 1.1.1.1/32) (lo1: 2.2.2.1/32)

PucyHok 21 — Cxema HaCTpONKn CTaTU4ECKON MapLupyTu3aumnm

9.3.2 3Tanbl HACTPOUKU CETU

9.3.2.1 Bonante B pexumm rnobanbHOM KOHUrypaumMm Ha YCTpoucTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypaLUMOHHbIN pexnM. KoHUrypaunoHHbIN PeXUM - 3TO OAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B KOHUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKU UHTEpPdEnCcoB,
MapLipyTusauuio, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

9.3.2.2 Hactponute RouterA

9.3.2.2.1 HactponTte untepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit

9.3.2.2.2 Hactpowute loopback nHtepdeic

RouterA
RouterA
RouterA
RouterA

config)#tinterface lo1
config-if-[lo1])#ip address 1.1.1.1/32
config-if-[lo1])#no shutdown
config-if-[lo1])#exit

—_ e~~~
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9.3.2.2.3 HacTtponTe ctatnyeckyo MapLupyT1u3aumto

RouterA(config)#ip route 2.2.2.0/24 198.18.1.2
RouterA(config)t#tend

9.3.2.3 Hactponute RouterB
9.3.2.3.1 HactpounTte uHtepgenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

9.3.2.3.2 HactpowuTe loopback nHtepdeic

RouterB(config)#interface lol
RouterB(config-if-[lo1])#ip address 2.2.2.1/32
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#exit

9.3.2.3.3 HacTpounTte ctatnyeckyto MapLupyTusauuto

RouterB(config)#ip route 1.1.1.0/24 198.18.1.1
RouterB(config)#end

9.3.2.4 CoxpaHuTe HacCTpPOMrKK

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponcTBax

9.3.3lpoBepkKa HacTpoekK

9.3.3.1 BouinonHute komaHay ping 2.2.2.1 repeat 8 Ha RouterA ans npoBepKku HacTpoek

cTaTtnyeckoun MapLlipyTmn3aumnm

PING 2.2.2.1 (2.2.2.1) 56(84) bytes of data.

64 bytes from 2.2.2.1: icmp_seq=1 ttI=64 time=1.01 ms
64 bytes from 2.2.2.1: icmp_seq=2 ttI=64 time=0.995 ms
64 bytes from 2.2.2.1: icmp_seq=3 ttI=64 time=0.972 ms
64 bytes from 2.2.2.1: icmp_seq=4 ttI=64 time=0.931 ms
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64 bytes from 2.2.2.1: icmp_seq=5 ttl=64 time=0.991 ms

64 bytes from 2.2.2.1: icmp_seq=6 ttl=64 time=0.937 ms

64 bytes from 2.2.2.1: icmp_seq=7 ttI=64 time=1.00 ms

64 bytes from 2.2.2.1: icmp_seq=8 ttl=64 time=0.953 ms

--- 2.2.2.1 ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time 14ms rtt min/avg/max/mdev = 0.931/0.973/1.011/0.047
ms

9.3.3.2 BobinonHute komaHgy ping 1.1.1.1 repeat 8 Ha RouterB gns npoBepkn HacTpoek

cTaTU4YeCKon MapLpyTmn3aunm

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.

64 bytes from 1.1.1.1: icmp_seq=1 ttl=64 time=0.984 ms
64 bytes from 1.1.1.1: icmp_seq=2 ttl=64 time=0.969 ms
64 bytes from 1.1.1.1: icmp_seq=3 ttl=64 time=0.966 ms
64 bytes from 1.1.1.1: icmp_seq=4 ttlI=64 time=0.941 ms
64 bytes from 1.1.1.1: icmp_seq=5 ttl=64 time=0.975 ms
64 bytes from 1.1.1.1: icmp_seq=6 ttlI=64 time=0.964 ms
64 bytes from 1.1.1.1: icmp_seq=7 ttI=64 time=0.941 ms
64 bytes from 1.1.1.1: icmp_seq=8 ttlI=64 time=0.974 ms
--- 1.1.1.1 ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time 14ms rtt min/avg/max/mdev = 0.941/0.964/0.984/0.026
ms

9.4 Hactpouka ctatuyeckon mapuwpytusaumm IPv6

9.4.1 OnnucaHue HaCTPOWNKM

Kak nokasaHO Ha pucyHke 22 B KadeCTBE OCHOBHbIX YCTPOWCTB WCMOMb3ylTCA OBa
cepBUCHbIX MapLipyTusaTopa - RouterA n RouterB.

Ha ycTtponctBax HacTpoeHbl MHTepdencol eth, loopback nHTepdgencel n cratmyeckas

MapLupyTM3aums Mexay yCTponcTBamMum.
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RouterA RouterB
L] LI L] UL
=1 0oo =1 oooo
T ethl eth1 e
IPv6: 2001:db8:1234: :1/64 IPv6: 2001:db8:1234: :2/64
(lo1: 1:1:1:1::1/128) (lo1: 2:2:2:2::1/128)

PucyHok 22 — Cxema HaCTpoOnKKn ctatnyeckon mappytmusauum IPv6

9.4.2 JTtanbl HACTPOUKU CETU

9.4.2.1 Bonvante B pexunm rnobanbHOM KOHUrypaumMm Ha YCTpoucTBax nepen
HaCTPOWKOM

Mpu HacTponke ceTeBoro obopyaoBaHUs, OOHUM U3 rNaBHbIX LIAroB, ABMASETCH BXO4 B
KOH(UrypauUmMOHHbIN pexxnMm. KoHUrypaumMoHHbIA peXnM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHPUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWMKU UHTEpPdEnCcoB,
MapLipyTusauuio, 6e3onacHoCTb 1 apyrine napameTpbl YCTPONCTB.

9.4.2.2 Hactponte RouterA

9.4.2.2.1 Hactponte untepdenc eth1

RouterA(config)#interface ethl

RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2001:db8:1234::1/64
RouterA(config-if-[eth1])#exit

9.4.2.2.2 Hactpowute loopback nHtepdeic

RouterA(config)#interface lol
RouterA(config-if-[lo1])#ipv6 address 1:1:1:1::1/128
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#exit

9.4.2.2.3 HacTpounTte ctaTUyeckyto MapLupyTusauuto
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RouterA(config)#ipv6 route 2:2:2:2::1/64 2001:db8:1234::2
RouterA(config)#end

9.4.2.3 Hactponte RouterB
9.4.2.3.1 HactponTte uHtepdenc eth1

RouterB(config)#tinterface ethl

RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ipv6 address 2001:db8:1234::2/64
RouterB(config-if-[eth1])#exit

9.4.2.3.2 HactpowTe loopback nHtepdeiic

RouterB(config)#tinterface lo1
RouterB(config-if-[lo1])#ipv6 address 2:2:2:2::1/128
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#exit

9.4.2.3.3 HacTtponTe ctaTnyeckyto MapLipyT13aumio

RouterB(config)#ipv6 route 1:1:1:1::/64 2001:db8:1234::1
RouterB(config)t#tend

9.4.2.4 CoxpaHuTe HaCTPOMKK

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

9.4.3lMpoBepKa HacTpoeK

9.4.3.1 BbinonHuTe KomMaHAy ping ipv6 2:2:2:2::1 repeat 8 Ha RouterA ana npoBepku

HaCTPOEK CTaTU4YeCcKo MapLUpyTu3auum

PING 2:2:2:2::1(2:2:2:2::1) 56 data bytes

64 bytes from 2:2:2:2::1: icmp_seq=1 ttl=64 time=2.04 ms
64 bytes from 2:2:2:2::1: icmp_seq=2 ttl=64 time=1.03 ms
64 bytes from 2:2:2:2::1: icmp_seq=3 ttl=64 time=0.967 ms
64 bytes from 2:2:2:2::1: icmp_seq=4 ttl=64 time=1.00 ms
64 bytes from 2:2:2:2::1: icmp_seq=5 ttl=64 time=0.980 ms
64 bytes from 2:2:2:2::1: icmp_seq=6 ttl=64 time=0.950 ms
64 bytes from 2:2:2:2::1: icmp_seq=7 ttl=64 time=0.971 ms
64 bytes from 2:2:2:2::1: icmp_seq=8 ttl=64 time=0.985 ms
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--- 2:2:2:2::1 ping statistics ---
8 packets transmitted, 8 received, 0% packet loss, time 15ms rtt min/avg/max/mdev = 0.950/1.115/2.038/0.351
ms

9.4.3.2 BbinonHute komaHay ping ipve 1:1:1:1::1 Ha RouterB ans npoBepku HacTpoek

cTaTU4YeCcKon MapLipyTmn3aumnm

PING 1:1:1:1::1(2:1:1:1::1) 56 data bytes

64 bytes from 1:1:1:1::1: icmp_seq=1 ttl=64 time=1.03 ms
64 bytes from 1:1:1:1::1: icmp_seq=2 ttl=64 time=1.01 ms
64 bytes from 1:1:1:1::1: icmp_seq=3 ttl=64 time=1.02 ms
64 bytes from 1:1:1:1::1: icmp_seq=4 ttl=64 time=0.956 ms
64 bytes from 1:1:1:1::1: icmp_seq=5 ttl=64 time=0.959 ms

9.5 Hactpouka npoTtokona guHamu4yeckon mapwpyrtusauyum RIPv2

9.5.1 OnucaHue HaCTPOUKMU

Kak nokasaHo Ha pucyHke 23 B KayeCTBE€ OCHOBHbIX YCTPOWCTB WCMNONb3ylTCA ABa
CepBUCHbIX MapLupyTusaTopa - RouterA n RouterB.

Ha RouterA HacTpoeH untepdeliic eth1 - IP address 198.18.1.1/24, loopback nHtepdeinc
- IP address 100.1.1.1/32 n RIP npoTokon.

Ha RouterB HacTpoeH nHtepgenc eth1 - IP address 198.18.1.2/24, loopback nHrepgencoi
- IP address 200.1.1.1/32 1 200.1.1.3/32.

Ha ycTtpounctee HacTpoeH RIP npoTtokos.

RouterA RouterB
o
el oth1 eth1
198.18.1.1/24 198.18.1.2/24
lo1: 100.1.1.1/32 lo1: 200.1.1.1/32

lo3: 200.1.1.3/32

PucyHok 23 — Cxema HaCTponkmn NpoToKosia AMHaAMUYECKOM MapLupyTM3aumm
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9.5.2 9Ttanbl HACTPOUKU CeTU

9.5.2.1 Bonante B pexum rnobanbHOM KOHurypaumm Ha YCTpOWUCTBax nepea
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauMOHHOM peXmme MOXHO MU3MEHATb HACTPOWKM WHTEPEENCOB,
MapLupyTusauuto, 6esonacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

9.5.2.2 Hactponte RouterA

9.5.2.2.1 HactponTte untepdenc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit

9.5.2.2.2 Hactponte uHtepdenc lo1

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 100.1.1.1/32
RouterA(config-if-[lo1])#exit

9.5.2.2.3 HactponTte npotokon RIP

RouterA(config)#router rip
RouterA(config-router)#network ethl
RouterA(config-router)#network lo1
RouterA(config-router)#default-information originate
RouterA(config-router)#timers basic 15 90 150
RouterA(config-router)#tend

9.5.2.3 Hactpounte RouterB
9.5.2.3.1 HactponTte untepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
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RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

9.5.2.3.2 Hactponte uHtepdenc lo1

RouterB(config)#interface lol
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 200.1.1.1/32
RouterB(config-if-[lo1])#exit

9.5.2.3.3 HactponTte uHtepgenc lo3

RouterB(config)#interface lo3
RouterB(config-if-[lo3])#no shutdown
RouterB(config-if-[lo3])#ip address 200.1.1.3/32
RouterB(config-if-[lo3])#exit

9.5.2.3.4 HactponTte npotokon RIP

RouterB(config)#router rip
RouterB(config-router)#network ethl
RouterB(config-router)#network lo1
RouterB(config-router)#network lo3

RouterB(config-router)#default-information originate

RouterB(config-router)#timers basic 15 90 150
RouterB(config-router)#end

9.5.2.4 CoxpaHuTe HacTpPOMrKK

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacCTPOEeK Ha YCTponCcTBax

9.5.3MpoBepkKa HacTpoekK

9.5.3.1 BbinonHute komaHgy show ip rip Ha RouterA onga npocmoTpa MapLpytoB RIPv2

Codes: R - RIP, Rc - RIP connected, Rs - RIP static, K - Kernel, C - Connected, S - Static, O - OSPF, | - IS-IS, B - BGP, X

- Default

Network  Next Hop Metric
Rc 100.1.1.1/32

Rc 198.18.1.0/24

R 200.1.1.1/32 01:04 198.18.1.2
R 200.1.1.3/32 01:04 198.18.1.2

From If Time
1 lol
1 ethl
2 198.18.1.2 ethl
2 198.18.1.2 ethl
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9.5.3.2 BbinonHute komaHgy show ip route rip Ha RouterA gnsi npocmoTpa Tabnuupl

MapLlpyTOB

IP Route Table for VRF "default"
R 200.1.1.1/32 [120/2] via 198.18.1.2, eth1, 01:02:43
R 200.1.1.3/32 [120/2] via 198.18.1.2, eth1, 00:54:25
Gateway of last resort is not set

9.5.3.3 BbinonHute komaHgy show ip rip Ha RouterB onga npocmoTpa mapLupytoB RIPv2

Codes: R - RIP, Rc - RIP connected, Rs - RIP static, K - Kernel, C - Connected, S - Static, O - OSPF, | - IS-IS, B - BGP, X
- Default

Network Next Hop Metric From If Time
R 100.1.1.1/32 198.18.1.1 2 198.18.1.1 eth
Rc 198.18.1.0/24 1 eth
Rc 200.1.1.1/32 1 lol
Rc 200.1.1.3/32 1 lo3

9.5.3.4 BbinonHute komaHgy show ip route rip Ha RouterB gns npocmoTpa Tabnuupl

MapLipyToB

IP Route Table for VRF "default"
R 100.1.1.1/32 [120/2] via 198.18.1.1, eth1, 01:04:41
Gateway of last resort is not set

9.5.3.5 BuinonHute komaHagy ping 200.1.1.1 Ha RouterA ana npoBepkM HaCTPOEHHOro

mMapLupyTa

PING 200.1.1.1 (200.1.1.1) 56(84) bytes of data.

64 bytes from 200.1.1.1: icmp_seq=1 ttl=64 time=1.04 ms
64 bytes from 200.1.1.1: icmp_seq=2 ttl=64 time=0.955 ms
64 bytes from 200.1.1.1: icmp_seq=3 ttl=64 time=1.01 ms
64 bytes from 200.1.1.1: icmp_seq=4 ttl=64 time=0.957 ms

9.5.3.6 BbinonHute komaHay ping 200.1.1.3 Ha RouterA ans nNpoBepKM HACTPOEHHOro
MapLupyTa
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PING 200.1.1.3 (200.1.1.3) 56(84) bytes of data.

64 bytes from 200.1.1.3: icmp_seq=1 ttl=64 time=1.03 ms
64 bytes from 200.1.1.3: icmp_seqg=2 ttl=64 time=1.02 ms
64 bytes from 200.1.1.3: icmp_seq=3 ttI=64 time=0.945 ms
64 bytes from 200.1.1.3: icmp_seq=4 tt|=64 time=1.06 ms

9.5.3.7 BbinonHute komaHay ping 100.1.1.1 Ha RouterB ans NpoBEpKM HACTPOEHHOrO

mMapLpyTa

PING 100.1.1.1 (100.1.1.1) 56(84) bytes of data.

64 bytes from 100.1.1.1: icmp_seq=1 ttl=64 time=1.01 ms
64 bytes from 100.1.1.1: icmp_seq=2 ttl=64 time=0.978 ms
64 bytes from 100.1.1.1: icmp_seq=3 ttl=64 time=0.921 ms
64 bytes from 100.1.1.1: icmp_seqg=4 ttl=64 time=0.978 ms

9.6 Hactpounka npoTokona guHamu4yeckom mapupyrtusauum RIPng

9.6.1 OnnucaHue HaCTPOUKMU

Kak nokasaHo Ha pucyHke 24 B KayeCTBE€ OCHOBHbIX YCTPOWCTB WCMNONb3ylTCA ABa
CepBUCHbIX MapLupyTusaTopa - RouterA n RouterB.

Ha RouterA HacTpoeH untepdeliic eth1 - IP address 2001:2::1/127, loopback nHtepdeinc
- IP address 2001:2::ffff:1/128 n RIP npoTtokon.

Ha RouterB HacTpoeH nHtepgenc eth1 - IP address 2001:2::2/127, loopback nHtepgencoi
- IP address 2001:2::eeee:1/128 n 2001:2::eeee:2/128. Ha yctporictBe HacTpoeH RIP npoTokon.

RouterA RouterB
eth1 eth1
ipvé address 2001:2::1/127 ipv6 address 2001:2::2/127
(lo1: 2001:2::ffff:1/128) (lo1: 2001:2::eeee:1/128)

(lo2: 2001:2::eeee:2/128)

PucyHok 24 — Cxema HaCTponKn NpoToKosia AnHamMmyeckon mapupytmsauumn RIPng
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9.6.2 JTtanbl HACTPOUKU CETU

9.6.2.1 Bonante B pexmm rnobanbHOM KOHdUrypaumMm Ha YCTpPOWCTBaxX nepen
HaCTPOWKOM

Mpu HacTponke ceTeBoro obopyaoBaHWs, OOHUM U3 FNaBHbIX LIAroB, SABMASETCS BXOA B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,
MapLipyTusauuio, 6e3onacHoCTb 1 apyrne napameTpbl YCTPOUCTB.

9.6.2.2 Hactponte RouterA

9.6.2.2.1 HactponTte uHtepdenc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2001:2::1/127
RouterA(config-if-[eth1])#ipv6 router rip
RouterA(config-if-[eth1])#exit

9.6.2.2.2 Hactponte nHtepdemc lo1

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ipv6 address 2001:2::ffff:1/128
RouterA(config-if-[lo1])#ipv6 router rip
RouterA(config-if-[lo1])#exit

9.6.2.2.3 Hactponte npotokon RIP

RouterA(config)#router ipv6 rip
RouterA(config-router)#redistribute connected
RouterA(config-router)#end

9.6.2.3 Hactpoute RouterB
9.6.2.3.1 HactponTte untepdenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#ipv6 address 2001:2::2/127
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ipv6 router rip
RouterB(config-if-[eth1])#exit
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9.6.2.3.2 HactpouTte nHtepgenc lo1

RouterB(config)#interface lol

RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ipv6 address 2001:2::eeee:1/128
RouterB(config-if-[lo1])#ipv6 router rip
RouterB(config-if-[lo1])#exit

9.6.2.3.3 HacTtpounTte uHtepgenc lo2

RouterB(config)#interface lo2

RouterB(config-if-[lo2])#no shutdown
RouterB(config-if-[lo2])#ipv6 address 2001:2::eeee:2/128
RouterB(config-if-[lo2])#ipv6 router rip
RouterB(config-if-[lo2])#exit

9.6.2.3.4 HactpounTte npotokon RIP

RouterB(config)#router ipv6 rip
RouterB(config-router)#redistribute connected
RouterB(config-router)#end

9.6.2.4 CoxpaHuTe HaCTPOMKK

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponcTBax

9.6.3lMpoBepkKa HacTpoekK

9.6.3.1 BbinonHuTte komaHgy show ipv6 rip Ha RouterA onsi npoBepkn MapLUpyTOB

Codes: R - RIP, Rc - RIP connected, Rs - RIP static, Ra - RIP aggregated,
Rex - RIP connect suppressed, Rsx - RIP static suppressed,
K - Kernel, C - Connected, S - Static, O - OSPF, | - IS-IS, B - BGP

Network Next Hop If Met Tag Time
Rc 2001:2::/127 o0 ethi 1 O
R 2001:2::eeee:1/128 fe80::963f:bbff:fe00:3041 ethi 2 0 0255
R 2001:2::eeee:2/128 fe80::963f:bbff:fe00:3041 eth1 2 0 02:55
Rc 2001:2::ffff:1/128 > lol 1 0

9.6.3.2 BbinonHuTte komaHgy show ipv6 route rip Ha RouterA gnsi npoBepkM MapLlpyToB
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IP Route Table for VRF "default"
R 2001:2::eeee:1/128 [120/2] via fe80::7872:6cff:fedb:7a36, eth1, 00:17:08
R 2001:2::eeee:2/128 [120/2] via fe80::7872:6cff:fe4b:7a36, eth1, 00:17:08

9.6.3.3 BbinonHute komaHgy show ipv6 rip Ha RouterB ons npoBepkn MapLUpyToB

Codes: R - RIP, Rc - RIP connected, Rs - RIP static, Ra - RIP aggregated,
Rcx - RIP connect suppressed, Rsx - RIP static suppressed,
K - Kernel, C - Connected, S - Static, O - OSPF, | - IS-IS, B - BGP

Network Next Hop If Met Tag Time
Rc 2001:2::/127 20 ethi 1 O
Rc 2001:2::eeee:1/128 :: lol 1 0
Rc 2001:2::eeee:2/128 :: lo2 1 0
R 2001:2::ffff:1/128 fe80::963f:bbff:fe00:3035 ethi 2 0 02:27

9.6.3.4 BbinonHuTte komaHay show ipv6 route rip Ha RouterB gnst npoBepky mapLipyToB

IP Route Table for VRF "default"
R 2001:2::ffff:1/128 [120/2] via fe80::963f:bbff:fe00:31, eth1, 00:19:52

9.6.3.5 BbinonHute komaHay ping 2001:2::eeee:1 Ha RouterA ans npoBepKn AOCTYNHOCTU

MapLipyToB

PING 2001:2::eeee:1(2001:2::eeee:1) 56 data bytes

64 bytes from 2001:2::eeee:1: icmp_seq=1 ttI=64 time=1.05 ms
64 bytes from 2001:2::eeee:1: icmp_seq=2 ttI=64 time=1.05 ms
64 bytes from 2001:2::eeee:1: icmp_seq=3 ttI=64 time=0.938 ms

9.6.3.6 BbinonHute komaHay ping 2001:2::eeee:2 Ha RouterA gnst npoBepKn 4OCTYMHOCTH

MapLlpyTOB

PING 2001:2::eeee:2(2001:2::eeee:2) 56 data bytes

64 bytes from 2001:2::eeee:2: icmp_seq=1 ttI=64 time=1.04 ms
64 bytes from 2001:2::eeee:2: icmp_seq=2 ttI=64 time=0.974 ms
64 bytes from 2001:2::eeee:2: icmp_seq=3 ttI=64 time=1.03 ms

9.6.3.7 BbinonHute komaHay ping 2001:2:ffff:1 Ha RouterB ans npoeBepku SOCTYMHOCTH

MapLIpyToB
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PING 2001:2::ffff:1(2001:2::ffff:1) 56 data bytes

64 bytes from 2001:2::ffff:1: icmp_seq=1 ttl=64 time=1.01 ms
64 bytes from 2001:2::ffff:1: icmp_seq=2 ttl=64 time=0.964 ms
64 bytes from 2001:2::ffff:1: icmp_seq=3 ttl=64 time=1.02 ms

9.7 Hactpounka auHamu4yckon mapwpyrtusaumm OSPFv2

9.7.1 OnucaHue HaCTPOWUKMU

Kak nokaszaHO Ha pucyHke 25 B KadeCTBe OCHOBHbIX YCTPOWCTB WCMOMb3YyTCA [OBa
cepBUCHbIX MapLipyTusatopa - RouterA n RouterB.

Mexnay yctporctBamun RouterA n RouterB HacTpoeHa guHamumyeckas mapLupyTnsaumsa no

npoTokony OSPF. Ha kaxxgom 13 yCTponCTB HacTpoeHbl loopback-nHtepdencel n HazHa4veHbl |P-

agpeca.
Loopback-nHTepdencel aHoHCUpyOTCA cBOMM cocedsiM. Ha ycTponcTBax npoBepsieTcs

nornyyeHne MapLIPyTOB OT coceaeil.

RouterA RouterB
Ipv4: 198.18.1.0/24

{ 0 oooo .0 oooa
2'n ppoon ='n poon

eth2 eth2
Ipva: 198.18.1.1/24 Ipva: 198.18.1.2/24
(100: 1.1.1.1/32) (l00: 2.2.2.2/32)

PucyHok 25 — Cxema HacTponkmn guHamudeckon mapwpytusaumm OSPFv2

9.7.2 3Tanbl HACTPOUKU CETU

9.7.2.1 Bonante B pexum rnobanbHOM KOHUrypaumMm Ha YCTPOMCTBax nepea
HaCTPOUKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUSA, OAHUM U3 FMNaBHbIX LLAroB, SABNSETCS BXOA4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypaumoHHbIN peXnm - 3TO OOAUH U3 PEXMMOB KOMaHOHOM
CTPOKN. B  KOHPUIrypauUMOHHOM pexnMe MOXHO U3MEHATb HACTPOWMKU UHTepdEemncosB,

mMapLipyTm3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPOUCTB.
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9.7.2.2 Hactponte RouterA
9.7.2.2.1 HacTtpounTte uHtepgenc eth2

RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.1.1/24
RouterA(config-if-[eth2])#exit

9.7.2.2.2 HactpounTte uHtepgewnc lo0

RouterA(config)#interface 100
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#exit

9.7.2.2.3 Hactponte npotokon OSPF

RouterA(config)#router ospf 1
RouterA(config-router)#trouter-id 1.1.1.1
RouterA(config-router)#network 198.18.1.0/24 area 0
RouterA(config-router)#network 1.1.1.1/32 area 0
RouterA(config-router)#no shutdown
RouterA(config-router)#end

9.7.2.3 Hactponte RouterB
9.7.2.3.1 Hactponte uHtepdenc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.2/24
RouterB(config-if-[eth2])#exit

9.7.2.3.2 HactponTte uHtepgenc lo0

RouterB(config)#tinterface lo0
RouterB(config-if-[l00])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#exit
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9.7.2.3.3 HactponTte npotokon OSPF

RouterB(config)#router ospf 1
RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#network 2.2.2.2/32 area 0
RouterB(config-router)#network 198.18.1.0/24 area 0
RouterB(config-router)#no shutdown
RouterB(config-router)#end

9.7.2.4 CoxpaHuTe HacCTpPOMrKK

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

9.7.3MNpoBepkKa HacTpoeK
9.7.3.1 BuinonHute komaHgy show ip route ospf Ha RouterA 4tobbl y6eauTbcs, 4TO

MapLpyT 2.2.2.2/32 nony4eH no npotokony OSPF

IP Route Table for VRF "default"
(0] 2.2.2.2/32[110/11] via 198.18.1.2, eth2, 00:08:28
Gateway of last resort is not set

9.7.3.2 BbuinonHute komaHgy show ip route ospf Ha RouterB 4tobbl y6eautbcs, 4TO

mapwpyT 1.1.1.1/32 nony4eH no npotokony OSPF

IP Route Table for VRF "default"
O 1.1.1.1/32[110/20] via 198.18.1.1, eth2, 00:09:33
Gateway of last resort is not set

9.8 Hactpounka guHamuyeckon mapwpyrtusauum OSPFv3

9.8.1 OnnucaHune HaCTPOWUKKU

Kak nokasaHO Ha pucyHke 26 B KadeCTBe OCHOBHbIX YCTPOWCTB WCMOMb3YylOTCA OBa
CepBUCHbIX MapLupyTusaTopa - RouterA n RouterB.

Mexgy yctpouctBamm RouterA wn RouterB  HacTpamBaeTca  guMHamumyeckas
mMapwpyTtusauna no npotokony OSPF. Ha kaxgom u3 yctponcts nogHumatotca loopback-
nHTepdencol n HaszHadvarTcs IP-agpeca.

Loopback-nHtepdencel aHoHCHpyOTCA cBOMM coceasiM. Ha ycTponcTBax npoBepseTcs

noslydeHne MapLUpyToB OT coceaen.
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RouterA Ipv6: 2001:db8::198:18:1:2/96 RouterB
f (lo0: 2001:db8::2:2:2:2/128)
[ oooo 8 8000
| =5
eth2 eth2

Ipv6: 2001:db8::198:18:1:1/96
(lo0: 2001:db8::1:1:1:1/128)

PucyHok 26 — Cxema HacTponkmn guHamudeckon mapwpytusaumm OSPFv3

9.8.2 3Ttanbl HACTPOUKU CETU

9.8.2.1 Bonante B pexunm rnobanbHONM KOHUrypaumm Ha YCTpouUCcTBax nepes
HaCTPOMKOM

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOHOUTypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OONH U3 PEXUMOB KOMaHLHOW
CTPOKN. B  KOHUIrypauUMOHHOM peXMmMe MOXHO U3MEHATb HACTPOWKM UHTepdencos,
MapLupyTusaumto, 6e3onacHoOCTb 1 gpyrme napameTpbl YCTPOUCTB.

9.8.2.2 Hactponte RouterA

9.8.2.2.1 HactpounTte uHtepgenc eth2

RouterA(config)#tinterface eth2

RouterA(config-if-[eth2])#ipv6 address 2001:db8::198:18:1:1/96
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

9.8.2.2.2 HactpownTe loopback nHtepdeic

RouterA(config)ttinterface lo0

RouterA(config-if-[lo0])#ipv6 address 2001:db8::1:1:1:1/128
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#exit

9.8.2.2.3 HacTtpounTte mapLipytmnsaTtop ¢ yHukanbsHbiM ID ans npoueccos OSPF

RouterA(config)#router ipv6 ospf
RouterA(config-router)#trouter-id 1.1.1.1
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RouterA(config-router)#exit
9.8.2.2.4 HactpowTe paspelueHune npotokoria OSPFv3 Ha nHTepdgencax

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#shutdown
RouterA(config-if-[eth2])#ipv6 router ospf area 0
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit
RouterA(config)#interface lo0
RouterA(config-if-[lo0])#ipv6 router ospf area 0
RouterA(config-if-[lo0])#end

9.8.2.3 Hactponte RouterB
9.8.2.3.1 Hactponte uHtepdenc eth2

RouterB(config)#tinterface eth2

RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ipv6 address 2001:db8::198:18:1:2/96
RouterB(config-if-[eth2])#exit

9.8.2.3.2 HactpowuTe loopback nHtepdeic

RouterB(config)#interface o0

RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#ipv6 address 2001:db8::2:2:2:2/128
RouterB(config-if-[lo0])#exit

9.8.2.3.3 HactponTe mapLupyTusaTop ¢ yHuKkanbHbIM ID ansa npoueccoB OSPF

RouterB(config)ttrouter ipv6 ospf
RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#exit

9.8.2.3.4 HactponTte paspelueHue npotokona OSPFv3 Ha nHTepdencax

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#shutdown
RouterB(config-if-[eth2])#ipv6 router ospf area 0
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RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit
RouterB(config)#tinterface lo0
RouterB(config-if-[lo0])#ipv6 router ospf area 0
RouterB(config-if-[lo0])#end

9.8.2.4 CoxpaHuTe HaCTPOMKK

Mcnonb3yinte komaHay write <name> onsi CoxpaHeHNsa HacTPOEeK Ha yCTponcTBax

9.8.3lpoBepkKa HacTpoekK
9.8.3.1 BbinonHute komaHgy show ipv6 route ospf Ha RouterA 4tobbl yoeantbcs, 4TO

mapwpyT 2001:db8::2:2:2:2/128 nony4yeH no npotokony OSPF

IP Route Table for VRF "default"
O 2001:db8::2:2:2:2/128 [110/1] via fe80::c600:adff:fead:1348, eth2, 00:02:58

9.8.3.2 BuinonHute komaHgy show ipv6 route ospf Ha RouterB 4ytobbl y6eautbes, 4To

mapwpyT 2001:db8::1:1:1:1/128 nony4yeH no npotokony OSPF

IP Route Table for VRF "default"
O 2001:db8::1:1:1:1/128 [110/1] via fe80::963f:bbff:fe00:38, eth2, 00:03:24

9.9 Hactpouka npoToKkona AuHaMu4eckon mapLipytusauum 1S-1S

9.9.1 OnnucaHue HaCTPOWNKMU
Kak nokaszaHo Ha pucyHke 27 B KayeCTBE OCHOBHbIX YCTPOWCTB WCMONb3YKTCA ABa

CepBUCHbIX MapLipyTusaTopa - RouterA n RouterB.
Mexay yctponcteamun RouterA n RouterB HacTpoeHa guHamudeckas mapLupytusaums no
npoTokony IS-IS. Ha kaxgom u3 yctponcts nogHaThl loopback-nHtepdencel n HasHadeHbl |P-

appeca.
Loopback-nHTepdencel aHoHCUpPOBaHbLI CBOMM COCeasM.
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RouterA RouterB
.0 ooog 192.18.1.0/24 0 ooog
2'n pooo PRTH eth2 E'n pooo
Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
100: 1.1.1.1/32 100: 2.2.2.2/32

PucyHok 27 — Cxema HaCcTponKku NpoToKosia ANHaMUYeCcKon Mmapupytmsauum 1S-1S

9.9.2 3Ttanbl HACTPOUKU CETU

9.9.2.1 Bonante B pexum rnobanbHOM KOHdUrypaumMm Ha YCTpPOWCTBaxX nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OOAHUM U3 FMNaBHbIX LLAroB, ABNAETCS BXOL B
KOHOUIypaUMOHHbIN peXxuM. KoHMUrypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTpPOKU. B KOH(UrypaumMoOHHOM peXumme MOXHO MU3MEHSATb HAaCTPOMKU  UHTepPdENCcos,
MapLupyTusaumto, 6e3onacHoOCTb 1 gpyrme napameTpbl YCTPOUCTB.

9.9.2.2 Hactponte RouterA

9.9.2.2.1 HactpounTte uHtepgenc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.1.1/24
RouterA(config-if-[eth2])#exit

9.9.2.2.2 Hactponte npotokon IS-IS

RouterA(config)#router isis

RouterA(config-router)#net 49.0010.0255.0000.0001.00
RouterA(config-router)#is-type level-1
RouterA(config-router)#tmetric-style wide
RouterA(config-router)#exit

9.9.2.2.3 Bkntounte Mmappytusauuio IS-IS Ha nHtepdence eth2
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RouterA(config)#interface eth2
RouterA(config-if-[eth2])#ip router isis
RouterA(config-if-[eth2])#exit

9.9.2.2.4 Hactpowute loopback-uHtepdenc

RouterA(config)#interface lo0
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#ip router isis
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#end

9.9.2.3 Hactponte RouterB
9.9.2.3.1 HactponTte uHtepdenc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

9.9.2.3.2 HactpowTte npotokon ISIS

RouterB(config)#trouter isis

RouterB(config-router)#net 49.0010.0001.0000.0010.00
RouterB(config-router)#is-type level-1
RouterB(config-router)#metric-style wide
RouterB(config-router)#exit

9.9.2.3.3 Bkntounte mapupytusauuio IS-IS Ha nHtepdgence eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#ip router isis
RouterB(config-if-[eth2])#exit

9.9.2.3.4 Bkntounte mapwpytmnsauuio 1S-1S Ha loopback-untepdeiice

RouterB(config)#interface lo0
RouterB(config-if-[lo0])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#ip router isis
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RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#end

9.9.2.4 CoxpaHuTe HacCTpOMrKK

Mcnonb3yinte komaHay write <name> onsi CoxpaHeHNsa HacTPOeK Ha YyCTponcTBax

9.9.3lpoBepka HacTpoekK
9.9.3.1 BbinonHute komangy show ip route isis Ha RouterA 4ToObl y6eauTbCs, 4TO

MapLpyT 2.2.2.2/32 nony4eH no npotokony IS-IS

IP Route Table for VRF "default"
i L1 2.2.2.2/32 [115/20] via 198.18.1.2, eth2, 00:03:39
Gateway of last resort is not set

9.9.3.2 BuinonHute KomaHZy show ip route isis Ha RouterB 4Ttobbl ybeantbesi, 4TO

mMapwpyT 1.1.1.1/32 nony4eH no npotokony IS-IS

IP Route Table for VRF "default"
i L1 1.1.1.1/32[115/20] via 198.18.1.1, eth2, 00:03:48
Gateway of last resort is not set

9.10 HacTtpouka npoToKona AuHaMmu4yeckon mapwpyrtusauum BGP

9.10.1 OnucaHue HAaCTPOWMKM

Kak nokaszaHO Ha pucyHke 28 B KayecTBe OCHOBHbIX YCTPOWCTB WCMOSb3YHTCA Tpu
cepBUCHbIX MapLipyTusaTopa - RouterA, RouterB n RouterC.

Mexay yctponctBamm RouterA, RouterB un RouterC HacTpoeHa puHamuyeckas
mMapwpyTtnsaums no npotokony BGP. CoceactBo HacTpamBaeTtca mexay RouterA n RouterB,
RouterB 1 RouterC. lMpsimoro coceactea mexay RouterA n RouterC HeT. Ha kaxgom um3
ycTpoucTB nogHAaTbl loopback-uHtepdencol n HasHayeHbl IP-agpeca. Loopback-uHtepdencel

aHOHCUNPOBaHbl CBOMM COCeAM.
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RouterA RouterB RouterC
192.18.0.0/24 192.18.1.0/24
=‘n pooo ='n pooo B: g opoo
eth1 eth1 eth2 eth2
Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipvd: 198.18.1.1/24 Ipvd: 198.18.1.2/24
100: 1.1.1.1/32 lo0: 2.2.2.2/32 lo0: 3.3.3.3/32
lo1: 100.1.1.1/32 lo1: 200.1.1.1/32
i lo2: 200.1.2.1/32
lo2: 100.1.2.1/32
l03: 100.1.3.1/32 lo3: 200.1.3.1/32

PucyHok 28 — Cxema HacTponkmn NnpoTokosia AMHammyeckon mappyTtmsaunn BGP

9.10.2 3JTanbl HACTPOMKU CETH

9.10.2.1 Bowgunte B pexum rnobanbHOM KoHUrypauum Ha YCTpouCTBax nepea
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHMs, OOHUM U3 rNaBHbIX LIAroB, ABNAETCA BXOL B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumuoHHbIA PeXUM - 3TO OAWH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHUrypauUMOHHOM pexmmMe MOXHO U3MEHATb HACTPOMKU  UHTEpPdEnCcoB,

MapLupyTM3aumto, 6e3onacHoOCTb U Apyrve napameTpbl YCTPONCTB.

9.10.2.2 Hactponte RouterA
9.10.2.2.1 HacTtpownte uHTepgencol eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

9.10.2.2.2 HactpownTe uHtepgenc lo0

RouterA(config)#tinterface 100
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

9.10.2.2.3 HactpownTte nntepdenc lo1

RouterA(config)#interface lol
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RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 100.1.1.1/24
RouterA(config-if-[lo1])#exit

9.10.2.2.4 HactpounTte uHtepgenc lo2

RouterA(config)#interface lo2
RouterA(config-if-[lo2])#no shutdown
RouterA(config-if-[lo2])#ip address 100.1.2.1/24
RouterA(config-if-[lo2])#exit

9.10.2.2.5 HacTtpownTte nntepdenc lo3

RouterA(config)#interface lo3
RouterA(config-if-[lo3])#no shutdown
RouterA(config-if-[lo3])#ip address 100.1.3.1/24
RouterA(config-if-[lo3])#exit

9.10.2.2.6 HactpownTe npoTtokost BGP

RouterA(config)#router bgp 64501
RouterA(config-router)#bgp router-id 1.1.1.1
RouterA(config-router)#network 100.1.1.0/24
RouterA(config-router)#network 100.1.2.0/24
RouterA(config-router)#network 100.1.3.0/24
( )
( )

RouterA(config-router)#neighbor 198.18.0.1 remote-as 64502

RouterA(config-router)#end

9.10.2.3 HacTtponte RouterB

9.10.2.3.1 HacTtpownTe uHTepgencol eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

9.10.2.3.2 HacTtpownte uHTepgencol eth2
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RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

9.10.2.3.3 HactpounTte uHtepgewnc lo0

RouterB(config)#interface lo0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[l00])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#exit

9.10.2.3.4 HactpownTte npoTtokost BGP

RouterB(config)#router bgp 64502
RouterB(config-router)#bgp router-id 2.2.2.2
RouterB(config-router)#network 2.2.2.2/32
RouterB(config-router)#neighbor 198.18.0.2 remote-as 64501
RouterB(config-router)#neighbor 198.18.1.2 remote-as 64503
RouterB(config-router)#end

9.10.2.4 Hactponte RouterC
9.10.2.4.1 HacTtpownTe uHTepgencol eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

9.10.2.4.2 Hactpownte uHtepgenc lo0

RouterC(config)#interface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

9.10.2.4.3 Hactpownte nntepdenc lo1

RouterC(config)#interface lol
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RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 200.1.1.1/24
RouterC(config-if-[lo1])#exit

9.10.2.4.4 HactpounTte uHtepgenc lo2

RouterC(config)#interface lo2
RouterC(config-if-[lo2])#no shutdown
RouterC(config-if-[lo2])#ip address 200.1.2.1/24
RouterC(config-if-[lo2])#exit

9.10.2.4.5 Hactpownte uHTepgenc lo3

RouterC(config)#interface lo3
RouterC(config-if-[lo3])#no shutdown
RouterC(config-if-[lo3])#ip address 200.1.3.1/24
RouterC(config-if-[lo3])#exit

9.10.2.4.6 Hactpownte npoTtokost BGP

RouterC(config)#router bgp 64503
RouterC(config-router)#bgp router-id 3.3.3.3
RouterC(config-router)#network 200.1.1.0/24
RouterC(config-router)#network 200.1.2.0/24
RouterC(config-router)#network 200.1.3.0/24
RouterC(config-router)#neighbor 198.18.1.1 remote-as 64502
RouterC(config-router)#end

9.10.2.5 CoxpaHuTe HacCTPOMrKK

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHUsa HacTPOEeK Ha YCTponCcTBax

9.10.3 [llpoBepka HacTpoeK
9.10.3.1 BebinonHute komaHay show ip bgp neighbors 198.18.0.2 routes 4TOObI

ybeauntbes, 4To RouterB nony4dnn npedwukebl no npotokony BGP ot RouterA

BGP table version is 19, local router ID is 2.2.2.2
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, | - labeled, S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 100.1.1.0/24 198.18.0.2 0 100 0 64501 i
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*> 100.1.2.0/24 198.18.0.2 0 100 0 64501 i
*> 100.1.3.0/24 198.18.0.2 0 100 0 64501 i
Total number of prefixes 3

9.10.3.2 Bebinonuute komaHgy show ip bgp neighbors 198.18.1.2 routes, 4To6bI

ybeauntbes, 4To RouterB nonyynn npedukebl no npotokony BGP ot RouterC

BGP table version is 22, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, | - labeled, S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 200.1.1.0/24 198.18.1.2 O 100 0 64503 i
*> 200.1.2.0/24 198.18.1.2 O 100 0 64503 i
*> 200.1.3.0/24 198.18.1.2 O 100 0 64503 i

Total number of prefixes 3
9.11 HacTtpouka npoToKona gquHamu4yeckom mapwpyrtusaumm MP-BGP

9.11.1 OnucaHue HaCTPOWNKU

Kak nokaszaHo Ha pucyHke 29 B Ka4yecTBe OCHOBHbIX YCTPOWCTB WMCMOMb3yHTCA Tpu
CepBUCHbIX MapLupyTm3aTopa - RouterA, RouterB n RouterC.

Mexay yctponctBamm RouterA, RouterB n RouterC HacTpoeHa aunHamuyeckas
mMapwpyTtmnsauma no npotokony BGP. Coceactso HacTpavsaeTca mexay RouterA n RouterB,
RouterB 1 RouterC. lMpsmoro coceactsa mexay RouterA n RouterC HeT. Ha kaxgom u3
YCTPOUCTB noaHATbl loopback-nHtepdencel n HasHayveHbl IP-agpeca. Loopback-uHtepdencol

aHOHCKpPOBaHblI CBOM CcOoCedAM.

RouterA RouterB RouterC
SRl ethi eth1 SMENEEEEN oth2 eth1 ——
2001::1/64 2001::2/64 2000::2/64 2000::1/64
lo1:101::1/128 lo1:102::1/128 lo1:103::1/128

PucyHok 29 — Cxema HacTpoVriku NpoToKona AnHamuyeckon mapipytmsaumm MP-BGP
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9.11.2 JTanbl HACTPOUKU CETH

9.11.2.1 Bouaunte B pexum rnobanbHOM KoHdUrypauum Ha YCTPOWCTBax nepen
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpOkU. B KOH(UrypauMOHHOM peXmme MOXHO WU3MEHATb HaCTPOMKN  UNHTepdencos,
MapLupyTusauuto, 6esonacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

9.11.2.2 Hactpoute RouterA

9.11.2.2.1 HactpownTte uHtepdgenc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2001::1/64
RouterA(config-if-[eth1])#exit

9.11.2.2.2 HacTtpownte nntepgenc lo1

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ipv6 address 101::1/128
RouterA(config-if-[lo1])#exit

9.11.2.2.3 Hactpownte npoTtokost MP-BGP

RouterA(config)#router bgp 100
RouterA(config-router)#bgp router-id 1.1.1.1
RouterA(config-router)#neighbor 2001::2 remote-as 200
RouterA(config-router)#address-family ipv6 unicast
RouterA(config-router-af)#network 101::/64
RouterA(config-router-af)#neighbor 2001::2 activate
RouterA(config-router-af)#exit-address-family
RouterA(config-router)#exit

9.11.2.3 Hactpoute RouterB
9.11.2.3.1 HactpownTte untepdgenc eth1

RouterB(config)tinterface ethl
RouterB(config-if-[eth1])#no shutdown
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RouterB(config-if-[eth1])#ipv6 address 2001::2/64
RouterB(config-if-[eth1])#exit

9.11.2.3.2 HacTtpownte untepdenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ipv6 address 2000::2/64
RouterB(config-if-[eth2])#exit

9.11.2.3.3 HacTtpownte nntepgenc lo1

RouterB(config)#interface lol
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ipv6 address 102::1/128
RouterB(config-if-[lo1])#exit

9.11.2.3.4 Hactpownte npoTtokost MP-BGP

RouterB(config)#router bgp 200
RouterB(config-router)#bgp router-id 2.2.2.2
RouterB(config-router)#neighbor 2001::1 remote-as 100
RouterB(config-router)#neighbor 2000::1 remote-as 300
RouterB(config-router)#address-family ipv6 unicast
RouterB(config-router-af)#network 102::/64
RouterB(config-router-af)#neighbor 2000::1 activate
RouterB(config-router-af)#neighbor 2001::1 activate
RouterB(config-router-af)#exit-address-family
RouterB(config-router)#exit

9.11.2.4 Hactponte RouterC
9.11.2.4.1 Hactpownte untepgenc eth1

RouterC(config)#tinterface ethl
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ipv6 address 2000::1/64
RouterC(config-if-[eth1])#exit

9.11.2.4.2 HacTtpownte untepgenc lo1
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RouterC(config)#interface lol
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ipv6 address 103::1/128
RouterC(config-if-[lo1])#exit

9.11.2.4.3 HactpounTte npotokon MP-BGP

RouterC(config)#router bgp 300
RouterC(config-router)#bgp router-id 3.3.3.3
RouterC(config-router)#neighbor 2000::2 remote-as 200
RouterC(config-router)#address-family ipv6 unicast
RouterC(config-router-af)#network 103::/64
RouterC(config-router-af)#neighbor 2000::2 activate
RouterC(config-router-af)#exit-address-family
RouterC(config-router)#exit

9.11.2.5 CoxpaHu1Te HaCTPOMKK

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha YCTponcTBax

9.11.3 [lpoBepkKa HacTpoeK
9.11.3.1 BbinonHute kKomaHay show bgp ipv6 neighbors 2001::1 routes, 4TObGbI

ybeauntbes, yto RouterB nonyunn npedwukebl no npotokony MP-BGP ot RouterA

BGP table version is 1005, local router ID is 2.2.2.2
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, | - labeled

S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 101::/64 2000::2(fe80::963f:bbff:fe00:3b) 0 100 0 100i

Total number of prefixes 1

9.11.3.2 Bbinonuute komaHay show bgp ipv6 neighbors 2000::1 routes, 4TOGbI

y6eantbces, 4To RouterB nonyuun npedukesl no npotokony MP-BGP ot RouterC

BGP table version is 1007, local router ID is 2.2.2.2
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, | - labeled

S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path

*> 103::/64 2001::2(fe80::963f:bbff:fe00:2e) 0 100 0 300i
Total number of prefixes 1
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9.12 HacTtpouka cpunbTpaumm mapwpyToB ¢ nomoulbto prefix-list

9.12.1 OnucaHue HaCTPOWNKU

Kak nokasaHo Ha pucyHke 30 B KayeCTBE OCHOBHbLIX YCTPOWCTB MCMONb3YHOTCS TpU

cepBUCHbIX MapLupyTusaTtopa - RouterA, RouterB n RouterC.

Ha kaxgom u3 ycTponcTB noaHsTbl loopback-uHtepdgencbl n HasHadeHbl |P-agpeca.

Mexay yctponctBamun RouterA, RouterB 1 RouterC HacTpoeHa guHamudeckas mapLipytm3aums

no npotokony BGP. CoceactBo HacTpamBaeTca mexay RouterA n RouterB, RouterB n RouterC.

Mpamoro coceanctea mexay RouterA n RouterC HerT.

Ha RouterB HacTpoeH prefix-list, 6narogapsa kotopomy omnbTpyrOTCS MapLIpyThl B CETU

Ha ocHoBaHuK IP-agpecoB 1 gnanasoHOB CETEN.

RouterA RouterB

RouterC

192.18.0.0/24 192.18.1.0/24
e
0 D000 FYy] eth1 eth2

Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24
l00: 1.1.1.1/32 100: 2.2.2.2/32
lo1: 100.1.1.1/32
102: 100.1.2.1/32
103: 100.1.3.1/32

eth2
Ipv4: 198.18.1.2/24
100: 3.3.3.3/32
lo1: 200.1.1.1/32
102: 200.1.2.1/32
103: 200.1.3.1/32

PucyHok 30 — Cxema HacTponkn unbpanmm mapLpyToB ¢ nomMmoLbio prefix-list

9.12.2 3JT1anbl HACTPOMNKK CETH

9.12.2.1 Bowugnte B pexum rnobanbHOM KoOHGUrypauum Ha YCTpOWCTBax nepea

HaCTPOMKOM

I'IpM HaCTpOﬁKe ceTeBoro O60py)J,OBaHI/IFI, OAHUM U3 IMaBHbIX LWAaros, ABNAETCA BXO4 B

KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW

CTPOKN. B KOHPUIrypauUMOHHOM pexnMe MOXHO U3MEHATb HACTPOWMKU UHTepdEeuncosB,

MapLupyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.
9.12.2.2 Hactpoute RouterA
9.12.2.2.1 HactpownTte untepdgenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
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RouterA(config-if-[eth1])#exit
9.12.2.2.2 Hactpownte uHtepdgemnc lo0

RouterA(config)#interface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

9.12.2.2.3 HacTtpownte nntepgenc lo1

RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 100.1.1.1/24
RouterA(config-if-[lo1])#exit

9.12.2.2.4 HacTtpownTe uHTepgenc lo2

RouterA(config)#tinterface lo2
RouterA(config-if-[lo2])#no shutdown
RouterA(config-if-[lo2])#ip address 100.1.2.1/24
RouterA(config-if-[lo2])#exit

9.12.2.2.5 HactpounTte uHtepgenc lo3

RouterA(config)#interface lo3
RouterA(config-if-[lo3])#no shutdown
RouterA(config-if-[lo3])#ip address 100.1.3.1/24
RouterA(config-if-[lo3])#exit

9.12.2.2.6 HactponTe npotokon BGP

RouterA(config)#router bgp 64501
RouterA(config-router)#bgp router-id 1.1.1.1
RouterA(config-router)#network 100.1.1.0/24
RouterA(config-router)#network 100.1.2.0/24
RouterA(config-router)#network 100.1.3.0/24
RouterA(config-router)#neighbor 198.18.0.1 remote-as 64502
RouterA(config-router)#end
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9.12.2.3 Hactpoute RouterB
9.12.2.3.1 HactpounTte uHtepgenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

9.12.2.3.2 HactpounTte uHtepgenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

9.12.2.3.3 HactpounTte uHtepgewnc lo0

RouterB(config)#interface lo0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[l00])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#exit

9.12.2.3.4 HactpownTte npotokon BGP

RouterB(config)#router bgp 64502
RouterB(config-router)#bgp router-id 2.2.2.2
RouterB(config-router)#network 2.2.2.2/32

RouterB(config-router)#neighbor 198.18.0.2 remote-as 64501
RouterB(config-router)#neighbor 198.18.1.2 remote-as 64503

RouterB(config-router)#exit

9.12.2.3.5 HactpownTe prefix-list

RouterB(config)#ip prefix-list 1 seq 10 permit 100.1.3.0/24 eq 24

RouterB(config)#router bgp 64502

RouterB(config-router)#neighbor 198.18.1.2 prefix-list 1 out

RouterB(config-router)#end
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9.12.2.4 HactponTte RouterC
9.12.2.4.1 HactpounTte uHtepgenc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

9.12.2.4.2 HactpounTte uHtepgewnc lo0

RouterC(config)#interface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

9.12.2.4.3 HacTtpownte nntepgenc lo1

RouterC(config)#interface lol
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 200.1.1.1/24
RouterC(config-if-[lo1])#exit

9.12.2.4.4 HacTtponTe uHTepgenc lo2

RouterC(config)#interface lo2
RouterC(config-if-[lo2])#no shutdown
RouterC(config-if-[lo2])#ip address 200.1.2.1/24
RouterC(config-if-[lo2])#exit

9.12.2.4.5 Hactpownte uHtepgenc lo3

RouterC(config)#interface lo3
RouterC(config-if-[lo3])#no shutdown
RouterC(config-if-[lo3])#ip address 200.1.3.1/24
RouterC(config-if-[lo3])#exit
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9.12.2.4.6 Hactponte npoTtokost BGP

RouterC(config)#router bgp 64503
RouterC(config-router)#bgp router-id 3.3.3.3
RouterC(config-router)#network 200.1.1.0/24
RouterC(config-router)#network 200.1.2.0/24
RouterC(config-router)#network 200.1.3.0/24
RouterC(config-router)#neighbor 198.18.1.1 remote-as 64502
RouterC(config-router)#end

9.12.2.5 CoxpaHuTe HaCTPONKU

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

9.12.3 [lpoBepkKka HacTpoeK
9.12.3.1 BbinonHute koMmangy show ip route bgp Ha RouterB ans NnpoBepkn NPUHATBLIX

npedmrKcoB KOMaHz

IP Route Table for VRF "default"

B  100.1.1.0/24 [20/0] via 198.18.0.2, eth1, 00:12:14
B 100.1.2.0/24 [20/0] via 198.18.0.2, eth1, 00:12:14
B 100.1.3.0/24 [20/0] via 198.18.0.2, eth1, 00:12:14
B 200.1.1.0/24 [20/0] via 198.18.1.2, eth2, 00:12:14
B 200.1.2.0/24 [20/0] via 198.18.1.2, eth2, 00:12:14
B 200.1.3.0/24 [20/0] via 198.18.1.2, eth2, 00:12:14
Gateway of last resort is not set

9.13 HacTtpouka npotokona BFD ana agMHaMnyeckon MapLipyTusaumm

9.13.1 OnucaHue HaCTPOWNKU

Kak nokasaHo Ha pucyHke 31 B KayeCTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CepBUCHbIE
MapLupyTtmsaTtopsl - RouterA, RouterB, RouterC.

Mexay RouterA RouterB RouterC HacTpamBaeTcsa aMHamuyeckasi mapLipytmsauus no
npoTtokony OSPF, Bknwoyaetca npotokon BFD. Ha kaxgom u3 ycTponcTB nogHumaeTtcs
loopback-uHtepdenc n HasHavaeTcs IP-agpeca.

Loopback-nHtepdencel aHoHCHpyroTCA cBOMM coceasiM. Ha ycTponcTBax npoBepsaeTcs

noslydeHne MapLUpyToB OT coceaen.
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Area 0.0.0.0

RouterA RouterB RouterC
192.18.0.0/24 192.18.1.0/24
: =0 pooo -
SRSl eth1 eth1 eth2 eth2
Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
100: 1.1.1.1/32 l00: 3.3.3.3/32

PucyHok 31 — Cxema HacTponku npoTtokosnia BFD gna guHammnyeckon mapLupyTtusaumm

9.13.2 3Tanbl HACTPOUKMU

9.13.2.1 Bouaunte B pexum rnobanbHOM KOHGUrypauum Ha YCTpOWCTBax nepea
HaCTPOWKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OOAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypauUMOHHbIN pexnM. KoHUrypaumMoHHbIA PeXnM - 3TO OAUH U3 PEXMMOB KOMaHLHOM
CTPOKU. B KOH(pUrypauMOHHOM peXmme MOXHO WU3MEHATb HAaCTPOMKU  UHTepPdEnCcos,
MapLupyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

9.13.2.2 Hactponte RouterA

9.13.2.2.1 HactpownTe untepdgenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

9.13.2.2.2 HactpounTte uHtepgenc lo0

RouterA(config)#tinterface o0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

9.13.2.2.3 HactponTte npotokon OSPF

RouterA(config)#router ospf 1
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RouterA(config-router)#ospf router-id 1.1.1.1
RouterA(config-router)#network 1.1.1.1/32 area 0.0.0.0
RouterA(config-router)#network 198.18.0.0/24 area 0.0.0.0
RouterA(config-router)#exit

9.13.2.2.4 HactpounTte npotokosn BFD

RouterA(config)#router ospf 1
RouterA(config-router)#bfd all-interfaces
RouterA(config-router)#end

9.13.2.3 Hactponte RouterB
9.13.2.3.1 HactpownTte untepgencol eth1 n eth2

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit
RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

9.13.2.3.2 Hactpownte uHtepgenc lo0

RouterB(config)#interface lo0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[l00])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#exit

9.13.2.3.3 HactpownTte npotokon OSPF

RouterB(config)#trouter ospf 1

RouterB(config-router)#ospf router-id 2.2.2.2
RouterB(config-router)#network 2.2.2.2/32 area 0.0.0.0
RouterB(config-router)#network 198.18.0.0/24 area 0.0.0.0
RouterB(config-router)#network 198.18.1.0/24 area 0.0.0.0
RouterB(config-router)#exit
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9.13.2.3.4 HactpownTte npoTtokon BFD

RouterB(config)#router ospf 1
RouterB(config-router)#bfd all-interfaces
RouterB(config-router)#end

9.13.2.4 Hactponte RouterC
9.13.2.4.1 HactpounTte uHtepgenc eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

9.13.2.4.2 HactpounTte uHtepgewnc lo0

RouterC(config)#interface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

9.13.2.4.3 Hactpownte npoTtokon OSPF

RouterC(config)#router ospf 1

RouterC(config-router)#ospf router-id 3.3.3.3
RouterC(config-router)#network 3.3.3.3/32 area 0.0.0.0
RouterC(config-router)#network 198.18.1.0/24 area 0.0.0.0
RouterC(config-router)#exit

9.13.2.4.4 HactpounTte npotokon BFD

RouterC(config)#router ospf 1
RouterC(config-router)#bfd all-interfacesRouterC(config-router)#end

9.13.2.5 CoxpaHuTe HaCTPOMNKK

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gns COXpaHeHnA HaCTpOEK Ha yCTpOIZCTBaX
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9.13.3 [llpoBepkKa HacTpoekK
9.13.3.1 BbinonHute komaHay show ip ospf route Ha RouterC gnst npoBepKM Hanuuus

MapLlpyTOB

OSPF process 1:

Codes: C - connected, D - Discard, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2

O 1.1.1.1/32[21] via 198.18.1.1, eth2, Area 0.0.0.0

O 2.2.2.2/32[20] via 198.18.1.1, eth2, Area 0.0.0.0

C 3.3.3.3/32[10] is directly connected, |00, Area 0.0.0.0

O 198.18.0.0/24 [11] via 198.18.1.1, eth2, Area 0.0.0.0

C 198.18.1.0/24 [10] is directly connected, eth2, Area 0.0.0.0

9.13.3.2 BbInonHuTe cnegyowme KomaHabl 4ns nposepkn mappytoB Ha RouterC:

Ha RouterA oTkntounte nHtepgenc

RouterA#configure terminal
RouterA(config)#interface ethl
RouterA(config-if-[eth1])#shutdown

BeinonHuTte komangy show ip ospf route Ha RouterC ang npoBepkn HanMyunsa MapLLpyToB

OSPF process 1:

Codes: C - connected, D - Discard, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2

0 2.2.2.2/32[20] via 198.18.1.1, eth2, Area 0.0.0.0

C 3.3.3.3/32[10] is directly connected, 100, Area 0.0.0.0

O 198.18.0.0/24 [11] via 198.18.1.1, eth2, Area 0.0.0.0

C 198.18.1.0/24 [10] is directly connected, eth2, Area 0.0.0.0

9.14 HacTtpowuka npoTokona BFD IPv6 gnsa auHamuyeckon mapLipyTmsaumm

9.14.1 OnucaHue HaCTPOMWKU

Kak nokasaHo Ha pucyHke 32 B KaydeCTBE OCHOBHbIX YCTPOWCTB MCMONb3YHTCA TpU
CepBUCHbIX MapLupyTu3aTopa - RouterA, RouterB, RouterC.

Ha cepBuUCHbIX MapLipyTM3aTopax HaCTpPOeHbl MHTepdenchl, HasHadeHbl |IP-agpeca u

HacTpoeH npotokon OSPF, roe Bkntovaetca BFD.
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Area 0.0.0.0

RouterA Routers RouterC

_—
Dooo v v (3T
alaaal eth1 eth1 a/alaal cthz eth1 alala

2000:1/64 2000:2/64 2001:1/64
l01:101:11128 l01:102:1/128 2001::2/64 lo1:103:x1/128

PucyHok 32 — Cxema HacTponkn npotokona BFD IPv6 gns anHammnyeckon mapLupyTmsaumnm

9.14.2 3Ttanbl HACTPOUKMU

9.14.2.1 Bougnte B pexum rnobanbHOM KoHdUrypauum Ha YCTPOWCTBaxX Mepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 rNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumuoHHbIA peXnM - 3TO OAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHUrypauUMOHHOM pexmMe MOXHO U3MEHATb HACTPOWMKU  UHTEpPdEnCcoB,
MapLupyTusauuio, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

9.14.2.2 Hactponte RouterA

9.14.2.2.1 HacTtpownte untepdenc eth1 n npotokon OSPF

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2000::1/64
RouterA(config-if-[eth1])#ipv6 ospf network broadcast
RouterA(config-if-[eth1])#ipv6 router ospf area 0.0.0.0
RouterA(config-if-[eth1])#exit

—_— — — —

9.14.2.2.2 HacTtpownte untepgenc lo1 n npotokon OSPF

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ipv6 address 101::1/128
RouterA(config-if-[lo1])#ipv6 router ospf area 0.0.0.0
RouterA(config-if-[lo1])#exit

Bepcusa 8.0 127



®dyHkummn L3 MHCTpyKUMS No HacTporke
KPII.465614.0011C3

9.14.2.2.3 3anyctute npouecc MapuwpyTtusauum OSPF wn  yctaHoBuTte

MapLupyTusaTopa

RouterA(config)#router ipv6 ospf
RouterA(config-router)#router-id 191.0.0.1RouterA(config-router)#bfd all-interfaces
RouterA(config-router)#tend

9.14.2.3 Hactpoute RouterB

9.14.2.3.1 Hactpownte untepgenc eth1 n npotokon OSPF Ha nHtepdence

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ipv6 address 2000::2/64
RouterB(config-if-[eth1])#ipv6 ospf network broadcast
RouterB(config-if-[eth1])#ipv6 router ospf area 0.0.0.0
RouterB(config-if-[eth1])#exit

9.14.2.3.2 Hactpownte untepgenc eth2 n npotokon OSPF Ha nHtepdence

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ipv6 address 2001::2/64
RouterB(config-if-[eth2])#ipv6 ospf network broadcast
RouterB(config-if-[eth2])#ipv6 router ospf area 0.0.0.0
RouterB(config-if-[eth2])#exit

9.14.2.3.3 Hactpownte untepdenc lo1 n npotokon OSPF Ha nHtepdence

RouterB(config)#tinterface lo1
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ipv6 address 102::1/128
RouterB(config-if-[lo1])#ipv6 router ospf area 0.0.0.0
RouterB(config-if-[lo1])#exit

9.14.2.3.4 3anyctute npouecc MapuwpyTtusaumm OSPF wn  ycTaHoBuTte

mMapLupyTu3aTopa

RouterB(config)ttrouter ipv6 ospf
RouterB(config-router)#router-id 192.0.0.1

ID

Bepcus 8.0

128



®dyHkummn L3 MHCTpyKUMS No HacTporke
KPII.465614.0011C3

RouterB(config-router)#bfd all-interfaces
RouterB(config-router)#end

9.14.2.4 HactpouTte RouterC

9.14.2.4.1 Hactpownte untepdenc eth1 n npotokon OSPF Ha nHtepdence

RouterC(config)#tinterface ethl
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ipv6 address 2001::1/64
RouterC(config-if-[eth1])#ipv6 ospf network broadcast
RouterC(config-if-[eth1])#ipv6 router ospf area 0.0.0.0
RouterC(config-if-[eth1])#exit

9.14.2.4.2 Hactpownte nntepdenc lo1 n npotokon OSPF Ha nHtepdence

RouterC(config)#tinterface lo1
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ipv6 address 103::1/128
RouterC(config-if-[lo1])#ipv6 router ospf area 0.0.0.0
RouterC(config-if-[lo1])#exit

9.14.2.4.3 3anyctute npouecc Mapwpytusaumm OSPF wn  ycraHosute ID

MapLupyTusaTopa

RouterC(config)#router ipv6 ospf
RouterC(config-router)#router-id 193.0.0.1
RouterC(config-router)#bfd all-interfaces
RouterC(config-router)#end

9.14.2.5 CoxpaHu1Te HaCTPOMKK

Mcnonb3ynte komaHay write <name> ons coxpaHeHUsa HacTPOeK Ha YCTponcTBax

9.14.3 TllpoBepKa HacTpoek
9.14.3.1 BbinonHute KomaHay show ipv6 route ospf Ha RouterC ans BbiBOAA Ha 3KpaH

MapLupyTta nosny4eHHoro no npotokony OSPF

IP Route Table for VRF "default"
0 101::1/128 [110/11] via fe80::963f:bbff:fe00:3b, eth1, 01:08:29
o 102::1/128 [110/1] via fe80::963f:bbff:fe00:3b, eth1, 00:55:43
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0] 2000::/64 [110/11] via fe80::963f:bbff:fe00:3b, eth1, 01:12:40

9.14.3.2 BbInonHuTe cnegytowme KOMaHabl AN NpoBepku, 4To 6e3 npotokona BFD npu
OTKMoYeHnn nHtepdenca Ha RouterA, Ha RouterC mapwpyt 100::1/128 6yaet HaxoauTbCcs B
Tabnuue mapwpyTtmsauun npumepHo 40 cekyHA:

9.14.3.2.1 Otkntounte nHTEepdenc eth1 Ha RouterA n 3acekute Bpemsi

RouterA#configure terminal
RouterA(config)#interface ethl
RouterA(config-if-[eth1])#shutdown

9.14.3.2.2 BbinonHute komaHay show ipv6 route ospf Ha RouterC ansa npoBepkn

Hanuyua mapwpyTa 100::1/128

IP Route Table for VRF "default"

0] 101::1/128 [110/11] via fe80::963f:bbff:fe00:3b, eth1, 01:08:29
0] 102::1/128 [110/1] via fe80::963f:bbff:fe00:3b, eth1, 00:55:43
0] 2000::/64 [110/11] via fe80::963f:bbff:fe00:3b, eth1, 01:12:40

9.14.3.2.3 T[loBTOpHO 3anyckanTe KoMaHgy show ipv6 route ospf go Tex nop, noka
MapLUPYT He NponageT M3 Tabnuubl MapLpyTM3aumumn

Bes BkntoueHHoro npoTtokona BFD mapwpyT 6yaet goctyneH npumepHo 40 cekyHA

IP Route Table for VRF "default"
0 102::1/128 [110/1] via fe80::963f:bbff:fe00:3b, eth1, 01:03:52

9.14.3.3 BbInonHuTe crnegyrowme KoOMaHabl AN BKNOYEHUA nHTepdenca obpaTHo:

9.14.3.3.1 Bkntouute nntepcenc eth1 Ha RouterA

RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

9.14.3.3.2 Bkntouute npotokon BFD Ha RouterA

RouterA(config)#router ipv6 ospf
RouterA(config-router)#bfd all-interfaces
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RouterA(config-router)#end

9.14.3.3.3 Bknouute npotokon BFD Ha RouterB

RouterB#configure terminal
RouterB(config)#router ipv6 ospf
RouterB(config-router)#bfd all-interfaces
RouterB(config-router)#end

9.14.3.3.4 Bknwouute npotokon BFD Ha RouterC

RouterC#configure terminal
RouterC(config)#router ipv6 ospf
RouterC(config-router)#bfd all-interfaces
RouterC(config-router)#end

9.14.3.3.5 BbinonHute komangy show bfd session Ha RouterA gns nNpoBepku ceccum
BFD

BFD process for VRF: (DEFAULT VRF)

Sess-ldx Remote-Disc Lower-Layer Sess-Type Sess-State UP-Time
Remote-Addr
1 2 IPv6 Single-Hop Up 00:09:22

fe80::963f:bbff:fe00:3b/128
Number of Sessions: 1

9.14.3.3.6 BbinonHute komangy show bfd session Ha RouterB gns npoBepku ceccumn
BFD

BFD process for VRF: (DEFAULT VRF)

Sess-ldx Remote-Disc Lower-Layer Sess-Type Sess-State UP-Time
Remote-Addr
1 2 IPv6 Single-Hop Up 00:10:22

fe80::963f:bbff:fe00:3b/128
Number of Sessions: 1
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9.14.3.3.7 BeinonHute komangy show bfd session Ha RouterC gns npoBepku ceccum
BFD

BFD process for VRF: (DEFAULT VRF)

Sess-ldx Remote-Disc Lower-Layer Sess-Type Sess-State UP-Time
Remote-Addr
1 2 IPv6 Single-Hop Up 00:11:22

fe80::963f:bbff:fe00:3b/128
Number of Sessions: 1

9.14.3.4 BbinonHuTe cnefyowme KomaHabl YTobbl NPOBEPUTL, YTO C NpOoTOKonomMm BFD
npu OTKMAYEHUN UHTepdenca Ha RouterA, Ha RouterC mapwpyt 100::1/128 ypansietcs
MOMEHTaIbHO

9.14.3.4.1 Otkntounte Ha RouterA nHTepdenc eth1 1 3aceknte Bpems

RouterA#configure terminal
RouterA(config)#interface ethl
RouterA(config-if-[eth1])#shutdown

9.14.3.4.2 BeinonHute komaHgy show ipv6 route ospf Ha RouterA ans npoBepKy HanMyus

mapwpyTta 100::1/128

IP Route Table for VRF "default"
o 102::1/128 [110/1] via fe80::963f:bbff:fe00:3b, eth1, 01:36:21

9.15 HacTtpouka npotokona BFD ansa cratMyeckon mapLupytTusauum

9.15.1 OnucaHue HAaCTPOWMKM

Kak nokaszaHO Ha pucyHke 33 B KayeCTBe OCHOBHbIX YCTPOWCTB WCMOMb3YHOTCSA Tpu
cepBUCHbIX MapLipyTusaTopa - RouterA, RouterB n RouterC.

Yctponctea RouterA n RouterC nogkntoueHbl mexay cobon vyepes RouterB, Ha koTopom
HacTpoeH ceTteBon mocT. Ha RouterA n RouterC HacTpoeHbl loopback-nHtepdgencel. Ha RouterA
n RouterC HacTpoeHbl cTatmyeckne mapwpyTtbl go loopback-uHtepdencos. Ha RouterB
BbIKNKOYEH NOPT B CTOPOHY RouterA.

Ha RouterC npoBepsieTcsi, 4YTO 3anMCb HACTPOEHHOr0 CTaTMYECKOro maplipyTta Ao

loopback-nHtepdenca RouterA yaaneHna ns tabnuupsl mapLipyTnsaumm.

Bepcus 8.0 132



OyHKumn L3 MHCTpyKLMA NO HacTporke
KPII.465614.0011C3

RouterA RouterB RouterC
192.18.0.0/24 192.18.1.0/24
0 2ooo 2 0000 0 oo
8‘'n pooo =‘n pooo E‘'n pooo
eth1 eth1 eth2 eth2
Ipv4: 198.18.0.2/24 Ipv4: 198.18.1.2/24
100: 1.1.1.1/32 I00: 3.3.3.3/32

PucyHok 33 — Cxema HacTponku npoTtokona BFD

9.15.2 JTtanbl HACTPOMKU CETH

9.15.2.1 Tpexge, 4yem BkNo4aTb npotokon BFD, HeobxoauMmMo WCKMYMTbL paboTy
NPOTOKONIa Ha CTaTUYECKOM MapLipyTe, N0 KOTOPOMY OpraHM30oBaH yaAaneHHbIn 4OCTyn.

ip static A.B.C.D/E A.B.C.D fall-over bfd disable

9.15.2.2 Bowgnte B pexum rnobanbHOM KoHUrypauum Ha YCTpouCTBax nepes
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 rNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnM - 3TO OOUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B KOHPUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKU UHTEPdEnCcoB,
MapLipyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

9.15.2.3 Hactponte RouterA

9.15.2.3.1 HacTtpownte uHtepgencol eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

9.15.2.3.2 Cospgante n HacTpouTe loopback-nHtepdenc

RouterA(config)ttinterface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit
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9.15.2.3.3 HacTtponTte MaplwpyT U1 BKAYUTE

MapLlpyToB

RouterA(config)#ip route 3.3.3.3/32 198.18.0.1
RouterA(config)#ip bfd static all-interfaces

9.15.2.4 Hactpoute RouterB
9.15.2.4.1 HacTtpownte untepdgencol eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

9.15.2.4.2 HacTtpownte uHTepgencol eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

9.15.2.4.3 CosganTte nHtepdgenc br1

RouterB(config)#interface brl
RouterB(config-if-[brl])#no shutdown
RouterB(config-if-[brl])#include ethl
RouterB(config-if-[br1])#include eth2
RouterB(config-if-[brl])#exit

9.15.2.5 HacTtponte RouterC
9.15.2.5.1 HactpounTte uHtepgencol eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

nopaepxky BFD panga cratndeckux

9.15.2.5.2 CosganTte n HacTpounTe loopback-nHtepdenc
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RouterC(config)#interface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

9.15.2.5.3 Hactponte mapwpyT n BKounTe nogaepxky BFD gna cratndeckux

MapLipyToB

RouterC(config)#ip route 1.1.1.1/32 198.18.0.2
RouterC(config)#ip bfd static all-interfaces

9.15.2.6 CoxpaHuTe HaCTPOMKK

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNa HAaCTPOEK Ha YCTPOMCTBax

9.15.3 [llpoBepka HacTpoekK
9.15.3.1 BebinonHute komaHay show ip route static Ha RouterA ona npoBepKkn HacTpoek

cTaTUyecKon MapLlpyTmusaunm

IP Route Table for VRF "default"
S 3.3.3.3/32[1/0] via 198.18.0.1, ethl
Gateway of last resort is not set

9.15.3.2 BbinonHute komaHay show ip route static Ha RouterC ans npoBepkn HacTpoek

cTaTUYeckon MapLipyTU3aumm

IP Route Table for VRF "default"
S 1.1.1.1/32 [1/0] via 198.18.0.2, eth2
Gateway of last resort is not set

9.15.3.3 OrtkntounTte Ha RouterB nHtepdenc, NoaKMoYeHHbIM B CTOPOHY RouterA

RouterB#configure terminal
RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#shutdown
RouterB(config-if-[eth1])#end
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9.15.3.4 BebinonHuTe Komangy show ip route static Ha RouterC gns npoeepkun Tabnuubl

cTaTUYeCcKon MapLlpyTU3aLmm

IP Route Table for VRF "default"
Gateway of last resort is not set

9.15.3.5 YT00bI YOEanTHLCA, 4YTO 3anuch 4o MappyTa 1.1.1.1/32 nponana, BKNto4nTe Ha
RouterB nHTepdenc, NoaknioYeHHbIn B CTOpoHY RouterA

RouterB#configure terminal
RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#end

9.15.3.6 BbinonHute kKomaHay show ip route static Ha RouterC ans npoBepku Tabnuupl
cTaTM4ecKon MapLupyTusaumm

IP Route Table for VRF "default"
S 1.1.1.1/32 [1/0] via 198.18.0.2, eth2
Gateway of last resort is not set

9.15.3.7 Y6egurecnb, 4TO 3anmcb Ao MapwpyTa 1.1.1.1/32 nosiBunace.
9.16 HacTtpouka npotokona BFD IPv6 gnsa ctaTu4eckon MappyTmsaumm

9.16.1 OnucaHue HaCTPOWKU

Kak nokazaHo Ha pucyHke34 B KayecTBe€ OCHOBHbIX YCTPOWCTB WCMOSIb3YOTCA TpU
CepBUCHbLIX MapLupyTu3aTopa - RouterA, RouterB, RouterC.

Ha cepBUCHbIX MapLUpyTU3aTopax HacTpoeHbl MHTepdencol N HazHadveHbl IP-agpeca.

Yctponctea RouterA n RouterB nogkntodeHbl mexay cobon yepes RouterB, Ha koTopom
HaCTpPOEeH CeTeBOM MOCT.

Ha RouterA n RouterC HacTpamBatoTcs cratudeckune mapwpytel Ao loopback-
NHTEepPdEencoB.
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RouterA — RouterB -"-_‘ RouterC

0ooo :" O good -0 2000
alalalall eth | ethl =‘n pooo ethz',! ethl ='n poon

2000:1/64 br1 2000:2/84
101:101::111128 lo1:102:11128

PucyHok 34 — Cxema HacTponkmn npoTtokona BFD IPv6 gns ctaTuyeckon mapLupytusaumm
9.16.2 JTanbl HACTPOUKMU

»
MpumeyaHue

Mpexae, 4eM BkntoYaTb NpoTokon BFD, He06XxoaAMMO UCKMYNTL paboTy
NMpOTOKOMa Ha CTaTUYECKOM MapLupyTe, MO KOTOPOMY OpraHM3oBaH yaaneHHbIN
AOCTYM, BbIMNOMHUB KOMaHAY:

Router#lpv6 static X:X::X:X/M X:X::X:X fall-over bfd disable

9.16.2.1 Bowuagnte B pexum rnobanbHOM KOHGUrypauum Ha YCTpOWCTBax nepea
HaCTPOWKOM

Mpn HacTponke ceTeBoro o6opyaoBaHUA, OAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnM - 3TO OAWH U3 PEXMMOB KOMaHLHOM
CTPOKU. B KOH(UrypauuMOHHOM peXmme MOXHO MU3MEHSATb HACTPOMKU  MHTEePdENCOB,
MapLipyTusauuto, 6e3onacHoCTb 1 apyrne napameTpbl YCTPOWUCTB.

9.16.2.2 Hactpoute RouterA

9.16.2.2.1 HactpownTe untepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2000::1/64
RouterA(config-if-[eth1])#exit
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9.16.2.2.2 HacTtpownte nHtepgenc lo1

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ipv6 address 101::1/128
RouterA(config-if-[lo1])#exit

9.16.2.2.3 HactpownTte IPV6 mapLpyT 1 Bkntounte BFD

RouterA(config)#ipvé route 102::1/128 2000::2
RouterA(config)#ipv6 bfd static all-interfaces

9.16.2.3 Hactponute RouterB
9.16.2.3.1 HactpounTte uHtepgencol eth1 n eth2

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit
RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

9.16.2.3.2 Cospgante MOCTOBOW UHTepdenc br1

RouterB(config)#interface brl
RouterB(config-if-[br1])#no shutdown
RouterB(config-if-[brl])#include ethl
RouterB(config-if-[brl])#include eth2
RouterB(config-if-[brl])#exit

9.16.2.4 HactponTte RouterC
9.16.2.4.1 Hactpownte uHtepdenc eth1

RouterC(config)#interface ethl
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ipv6 address 2000::2/64
RouterC(config-if-[eth1])#exit
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9.16.2.4.2 Cospgante nHTepgenc lo1

RouterC(config)#interface lo1
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ipv6 address 102::1/128
RouterC(config-if-[lo1])#exit

9.16.2.4.3 CospganTe ipv6 mapLupyT 1 Bknounte BFD

RouterC(config)#ipv6 route 101::1/128 2000::1
RouterC(config)#ipv6 bfd static all-interfaces

9.16.2.5 CoxpaHu1Te HaCTPOMKK

Mcnonbayte komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

9.16.3 [lpoBepkKa HacTpoeK
9.16.3.1 BebinonHute komaHay show bfd session Ha RouterA gns BbiBOA4a Ha 3KpaH

3anyweHHon ceccum BFD

BFD process for VRF: (DEFAULT VRF)

Sess-ldx Remote-Disc Lower-Layer Sess-Type Sess-State UP-Time Remote-
Addr

1 1 IPv6 Single-Hop Up 02:13:44
2000::2/128

Number of Sessions: 1

9.16.3.2 BbinonHute komaHay show bfd session Ha RouterC ans BbiBoga Ha 3KpaH

3anyweHHon ceccumn BFD

BFD process for VRF: (DEFAULT VRF)

Sess-ldx Remote-Disc Lower-Layer Sess-Type Sess-State UP-Time Remote-
Addr

1 1 IPv6 Single-Hop Up 02:15:05
2000::1/128

Number of Sessions: 1
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9.16.3.3 BebinonHuTe komaHay show ipv6 route static Ha RouterA Ans BbiBoAa Ha 3KpaH

cTaTUYeCcKon MapLlpyTU3aLmm

IP Route Table for VRF "default"
S 102::1/128 [1/0] via 2000::2, eth1, 01:56:31

9.16.3.4 BbinonHuTte komaHay show ipv6 route static Ha RouterC gnsa BbiBO4a Ha 3KpaH

cTaTM4eCcKou MapLipyTmn3aumnm

IP Route Table for VRF "default"
S 101::1/128[1/0] via 2000::1, eth1, 02:18:59

9.16.3.5 BbinonHuTe creaywowmMe KoMaHObl ANA NPOBEPKU MNpepbiBaHUA 3anmcu Ao
mapwpyTta 101::1/128:

9.16.3.5.1 Ortkntounte Ha RouterB nHTepdenc, NnogknYEHHbIN B CTOPOHY RouterA

RouterB#configure terminal
RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#shutdown
RouterB(config-if-[eth1])#end

9.16.3.5.2 BbinonHute komaHay show bfd session Ha RouterA gns BbiBoga Ha 3KpaH

npepBaHHON ceccum

BFD process for VRF: (DEFAULT VRF)

Sess-ldx Remote-Disc Lower-Layer Sess-Type Sess-State UP-Time Remote-
Addr

1 1 IPv6 Single-Hop Down 00:00:00
2000::2/128

Number of Sessions: 1

9.16.3.5.3 BeinonHute komaHay show bfd session Ha RouterC gns BbiBoga Ha 3KpaH

npepBaHHOW ceccumn

BFD process for VRF: (DEFAULT VRF)

Sess-ldx Remote-Disc Lower-Layer Sess-Type Sess-State UP-Time Remote-
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Addr

1 1 IPv6 Single-Hop Down 00:00:00
2000::1/128

Number of Sessions: 1

9.16.3.6 BbinonHuTe cnegywlne KoMaHObl OAA MPOBEPKU BKMOYEHUS 3anucu o
mapwpyTta 101::1/128:

9.16.3.6.1 Bknounte Ha RouterB nHTepdgenc, NogknoYeHHbIn B CTOPOHY RouterA

RouterB#configure terminal
RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#end

9.16.3.6.2 BbinonHute komaHgy show ip route static Ha RouterC gns Toro, 4to6bI

y6eanTbCs, YTO MapLUPYT CHOBa NOSIBUSCS

IP Route Table for VRF "default"
S 101::1/128[1/0] via 2000::1, eth1, 02:38:16

9.17 HacTtpounka Source NAT

9.17.1 OnucaHue HAaCTPOWMKM

Kak nokaszaHo Ha pucyHke 35 B KayeCTBe OCHOBHbIX YCTPOWCTB WCMOMb3YHTCHA Tpu
CepBUCHbIX MapLupyTusaTopa - RouterA, RouterB n RouterC.

Ha yctponictBax RouterA, RouterB n RouterC HacTpoeHbl loopback-uHtepdencol u
Ha3Ha4deHbl IP-agpeca. MNMpamoro coceactea mexay RouterA n RouterC Her.

Ha RouterB HactpoeHa TexHonorns SNAT. TexHonorma Source NAT nossonser
npeobpasosbiBaTh IP-agpeca n3 BHyTpeHHen ceTn Bo BHelwHue IP-agpeca oauH B oguH. RouterA
nogkntoveH Kk RouterB n Haxogutca Bo BHyTpeHHen ceTtu. RouterB nogkniodeH k RouterC u

Haxo4MTCS BO BHELLUHEN CETW.
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BHYTpeHHAA BHewHaA
nopceTb noaceTb
RouterA 198.18.0.0/24 RouterB 198.18.1.0/24 RouterC
0 0000 o0 D000 0 0000
= 0 oooo Py eth1 S0 oooo P eth2 = 0 oooo
Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipva: 198.18.1.2/124
100: 1.1.1.1/32 100: 3.3.3.3/32

PucyHok 35 — Cxema HacTtponku Source NAT

9.17.2 JTanbl HACTPOUKU CETH

9.17.2.1 Bowgnte B pexum rnobanbHOM KoHdUrypauum Ha YCTpouCTBax nepes
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumMoHHbIA peXnM - 3TO OOUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHPUIrypauUMOHHOM peXmme MOXHO WU3MEHATb HaCTPOWMKM UHTepdencos,
MapLupyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOUCTB.

9.17.2.2 Hactponte RouterA

9.17.2.2.1 HacTtpounTte nHtepgenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

9.17.2.2.2 Hactpownte untepgenc lo0

RouterA(config)ttinterface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

9.17.2.2.3 HacTpounte mapLpyT, NPUMEHSAOLLNNCA NPU YCTAHOBIEHUN COeANHEHUS

RouterA(config)#ip route 3.3.3.3/32 198.18.0.1
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9.17.2.3 HactpouTte RouterB
9.17.2.3.1 HactpounTte uHtepgenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description INSIDE
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

9.17.2.3.2 HactpounTte nHtepgenc eth2

RouterB(config)#finterface eth2
RouterB(config-if-[eth2])#description OUTSIDE
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

9.17.2.3.3 HacTponte mapLpyTbl, NPUMEHSOLLNNCA NPU YCTAHOBNEHNN COEONHEHUS

RouterB(config)#ip route 1.1.1.1/32 198.18.0.2
RouterB(config)#ip route 3.3.3.3/32 198.18.1.2

9.17.2.3.4 HacTpownTe npasuna TpaHCNsaUUM agpecosB U3 BHYTPEHHEN CETN BO BHELLHIOK

RouterB(config)#ip access-list SNAT1 sourceip 198.18.0.0/24
RouterB(config)#ip nat access-list SNAT1 source position 10 ip 198.18.1.1

RouterB(config)#ip connections statistics on
RouterB(config)t#tend

9.17.2.4 Hactponte RouterC
9.17.2.4.1 HacTtpownte nntepdenc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit
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9.17.2.4.2 Hactpownute untepdgenc lo0

RouterC(config)#tinterface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

9.17.2.4.3 HacTpowTe MmapLipyT, NPUMEHSIOLLMUIACS NPU YCTAHOBNEHUN COEAMHEHMS

RouterC(config)#ip route 1.1.1.1/32 198.18.1.1

9.17.2.5 CoxpaHu1Te HaCTPOMKK

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

9.17.3 [lpoBepkKa HacTpoeK
9.17.3.1 BebinonHute komaHgy ping 3.3.3.3 Ha RouterA ana npoBepkn LEenoCTHOCTU U

kKayecTtBo coeanHeHunsa ¢ RouterC

PING 3.3.3.3 (3.3.3.3) 56(84) bytes of data.

64 bytes from 3.3.3.3: icmp_seq=1 ttl=63 time=2.92 ms

64 bytes from 3.3.3.3: icmp_seq=2 ttl=63 time=1.97 ms

64 bytes from 3.3.3.3: icmp_seq=3 ttl=63 time=1.94 ms

--- 3.3.3.3 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 4ms
rtt min/avg/max/mdev = 1.942/2.274/2.917/0.457 ms

9.17.3.2 BbinonHute komangy tcpdump eth2 Ha RouterB anga anHanusa Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on eth2, link-type EN1IOMB
(Ethernet), capture size 262144 bytes

07:57:09.158719 ARP, Request who-has 198.18.1.1 tell 198.18.1.2, length 46
07:57:09.158786 ARP, Reply 198.18.1.1 is-at 94:3f:bb:00:00:38, length 28
07:57:09.164879 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 14723, seq 6, length 64
07:57:09.165372 1P 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 14723, seq 6, length 64
07:57:10.166472 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 14723, seq 7, length 64
07:57:10.166962 IP 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 14723, seq 7, length 64
07:57:11.168089 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 14723, seq 8, length 64
07:57:11.168588 IP 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 14723, seq 8, length 64
07:57:11.193909 LLDP, length 328: EX3400-STACKAC

9 packets captured

packets received by filter
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packets dropped by kernel

9.17.3.3 BbinonHute komaHay show ip connections statistics Ha RouterB anga nposepku
CTaTUCTUKN

ipvd 2icmp 123 src=198.18.0.2 dst=3.3.3.3 type=8 code=0 id=14723 packets=38 bytes=3192 src=3.3.3.3
dst=198.18.1.1 type=0 code=0 id=14723 packets=37 bytes=3108 mark=0 zone=0 use=2

9.18 Hactpouka Destination NAT

9.18.1 OnucaHue HAaCTPOWNKM

Kak nokaszaHO Ha pucyHke 36 B KayeCTBE OCHOBHbIX YCTPOWCTB WCMONb3YHOTCS Tpu
cepBUCHbIX MapLipyTusaTopa - RouterA, RouterB n RouterC.

Ha yctponctBax RouterA, RouterB n RouterC HacTpoeHbl loopback-uHtepdencol u
Ha3Ha4deHbl IP-agpeca. MNMpsamoro coceactea mexay RouterA n RouterC Her.

Ha RouterB HacTtpoeHa TtexHonorma Destination NAT. TexHonorna Destination NAT
No3BONSET NOSly4yaTb OOCTYN U3 BHELUHEN CETU Ha BHYTPEHHME PECYPCbl, B3aUMOAENCTBYS C
BHELLUHMM aapecoM M MOpPTOM TpaHcnmpyemoro yctpounctea. RouterA nogkntodeH Kk RouterB un

HaxoamTcs BO BHyTpeHHen ceTn. RouterB nogkntodeH k RouterC n Haxogutcsa BO BHELLHEW CETU.

BHyTpeHHsA BHewwHAsA
noaceTb noacetb
RouterA RouterB RouterC
192.18.0.0/24
O goooo .. 0 oooo IREERINER —.. 0 ooog
2'n pooo =0 poon =0 poon
eth1 eth1 eth2 eth2
Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipvé4: 198.18.1.2/24
100: 1.1.1.1/32 l00: 3.3.3.3/32

PucyHok 36 — Cxema HacTponku Destination NAT

9.18.2 JT1anbl HACTPOMKMK CETH

9.18.2.1 Bowugnte B pexum rnobanbHOM KoHGUrypauum Ha YCTpoOWCTBax nepea
HaCTPOUKOM

lMpu HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B

KOH(UrypauMOHHbIN pexnM. KoHMUrypaumuoHHbIN peXnMm - 3TO OOAWH U3 PEXMMOB KOMaHOHOM
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CTPOKN. B  KOHUIrypauUMOHHOM pexmMe MOXHO U3MEHATb HACTPOWMKU UHTEepdEeuncosB,
MapLupyTusauuto, 6esonacHoCTb 1 apyrue napameTpbl YyCTPOUCTB.

9.18.2.2 Hactponte RouterA

9.18.2.2.1 HacTtpownte untepdgencol eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

9.18.2.2.2 Hactpownte uHtepgenc lo0

RouterA(config)#tinterface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0] )#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

9.18.2.2.3 HacTtpownTe cTaTM4ecKyo MapLLpyTu3awumto

RouterA(config)#ip route 3.3.3.3/32 198.18.0.1
RouterA(config)#ip route 198.18.1.0/24 198.18.0.1

9.18.2.3 Hactponte RouterB
9.18.2.3.1 HactpounTte uHtepgencol eth1 n eth2

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description INSIDE
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit
RouterB(config)#interface eth2
RouterB(config-if-[eth2])#description OUTSIDE
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

9.18.2.3.2 HacTpounTe cTtaTUyecKyo MapLLpyTM3auuto
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RouterB(config)#ip route 1.1.1.1/32 198.18.0.2
RouterB(config)#ip route 3.3.3.3/32 198.18.1.2

9.18.2.3.3 HacTtpownTe npasuna TpaHCNAUUN afpeCcoB U3 BHELLUHEN CETU BO BHYTPEHHIOK

RouterB(config)#ip access-list DNAT1 destinationip 198.18.1.1/32 protocol tcp
RouterB(config)#destinationports 1023

RouterB(config)#ip nat access-list DNAT1 destination ip 1.1.1.1 port 22 position 10
RouterB(config)#ip connections statistics on

RouterB(config)#end

9.18.2.4 Hactponute RouterC
9.18.2.4.1 HacTtpownte uHTepgencol eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

9.18.2.4.2 Hactpownte uHtepdgenc lo0

RouterC(config)#interface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

9.18.2.4.3 HacTpounTe cTtaTUYecKyto MapLupyTM3auuto
RouterC(config)#ip route 1.1.1.1/32 198.18.1.1

9.18.2.5 CoxpaHuTe HaCTpOWKM

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gnsa COXpaHeHnA HaCTpOoOEK Ha yCTpOIZCTBaX

9.18.3 [llpoBepka HacTpoek
9.18.3.1 BebinonHute komaHgy show ip nat Ha RouterB gns npoBepku CO3OaHHOrO

npasuna

Bepcus 8.0 147



OyHKumn L3

MHCTpyKLMA NO HacTporke
KPII.465614.0011C3

Chain PREROUTING (policy ACCEPT 0 packets, O bytes)
# Pkts Bytes Action
0 0 O First IP: 1.1.1.1 Port: 22

Rule config
dst:198.18.1.1/32 dp: 1023 prot: 6

Action: dnat

9.18.3.2 3anycTtute yTunuTy, BbiNosHMB KoMmaHay ssh admin@198.18.1.1 port 1023 Ha

RouterC, ana nogknoyeHus K RouterA, ncnonb3ysa agpec RouterB

9.18.3.3 3anyctute yTunuty, BbINonHMB KomaHgy tcpdump eth2 Ha RouterB, ans

aHanusa ceTeBoro Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes

08:35:28.574449 |P 198.18.1.2.36262 > 198.18.1.1.1023:

1460,nop,nop,sackOK,nop,wscale 7], length 0

08:35:28.575569 IP 198.18.1.1.1023 > 198.18.1.2.36262:

Flags [S], seq 1123643842, win 29200, options [mss

Flags [S.], seq 3032896446, ack 1123643843, win 29200,

options [mss 1460,nop,nop,sackOK,nop,wscale 4], length O

08:35:28.576084 IP 198.18.1.2.36262 > 198.18.1.1.1023:
08:35:28.576922 IP 198.18.1.2.36262 > 198.18.1.1.1023:
08:35:28.577878 IP 198.18.1.1.1023 > 198.18.1.2.36262:
08:35:28.611818 IP 198.18.1.1.1023 > 198.18.1.2.36262:
08:35:28.612330 1P 198.18.1.2.36262 > 198.18.1.1.1023:
08:35:28.613047 1P 198.18.1.2.36262 > 198.18.1.1.1023:
08:35:28.614042 1P 198.18.1.1.1023 > 198.18.1.2.36262:

Flags [.], ack 1, win 229, length 0

Flags [P.], seq 1:22, ack 1, win 229, length 21

Flags [.], ack 22, win 1825, length 0

Flags [P.], seq 1:22, ack 22, win 1825, length 21
Flags [.], ack 22, win 229, length 0

Flags [P.], seq 22:1534, ack 22, win 229, length 1512
Flags [.], ack 1534, win 2014, length O

9.18.3.4 BebinonHute komaHay show ip connections statistics 4ns NPOBEPKM CTAaTUCTUKN

Ha RouterB

ipvd 2 tcp 6431943 ESTABLISHED src=198.18.1.2 dst=198.18.1.1 sport=36262
dport=1023 packets=18 bytes=3225 src=1.1.1.1 dst=198.18.1.2 sport=22 dport=36262 packets=20 bytes=3633

[ASSURED] mark=0 zone=0 use=2

9.18.3.5 HacTtponka cuyuTaeTcs BbINOSIHEHHOW YCMELWHO, €Cnn rocrne HaCTPOWKK

TpaHcnaumn agpecoB DNAT noaknioyeHne no ssh Ha agpec 198.1.1.1

nepenpasnsieTcs Ha agpec 1.1.1.1 nopt 22.
9.19 HacTtpounka NAT masquerade

9.19.1 OnucaHue HaCTPOMWKMU

nopt 1023

Kak nokasaHo Ha pucyHke 37 B KayeCTBE OCHOBHbIX YCTPOWCTB MCMONb3YHTCS TpU

cepBUCHbIX MapLipyTmsaTtopa - RouterA, RouterB n RouterC.

Bepcus 8.0

148



OyHKumn L3 MHCTpyKLMA NO HacTporke
KPII.465614.0011C3

Ha yctponctBax RouterA, RouterB n RouterC HacTtpoeHbl loopback-uHtepdencol u
Ha3Ha4deHbl IP-agpeca. MNMpamoro coceactsa mexay RouterA n RouterC Her.

Ha RouterB HacTtpoeHa TexHonors NAT Masquerade, «koTtopass  nossonsier
npeobpasosbiBaTh IP-agpeca n3 BHyTpeHHen ceTn Bo BHeWwHU IP-agpec. RouterA noakntoyeH K
RouterB n Haxogutca Bo BHyTpeHHen ceTun. RouterB nopgkrnioyeH k RouterC n HaxoauTtcsa Bo

BHELUHEWN CeTH.

BHyTpeHHss BHewHssn
noaceTb noaceTb
RouterA RouterB RouterC
192.18.0.0/24 192.18.1.0/24
~ . B 2000 2 Q000 .. 0 00oo
='0 poon ='pn pooo =0 poon
eth1 eth1 eth2 eth2
Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
100: 1.1.1.1/32 l00: 3.3.3.3/32

PucyHok 37 — Cxema HacTtponkn NAT masquarad

9.19.2 3Tanbl HaCTPOMKK CETH

9.19.2.1 Bowuagunte B pexum rnobanbHOM KoHUrypauum Ha YCTpoOuCTBax nepes
HaCTPOMKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OOHUM U3 rNaBHbIX LIAroB, ABMASETCS BXO4 B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKN. B KOHPUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKU UHTEPdEnCcoB,
MapLupyTusaumto, 6e3onacHoOCTb U Apyrue napameTpbl YCTPOUCTB.

9.19.2.2 Hactponte RouterA

9.19.2.2.1 HactpounTte uHtepgenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

9.19.2.2.2 HactpounTte uHtepgewnc lo0

RouterA(config)ttinterface lo0
RouterA(config-if-[lo0])#no shutdown

Bepcusa 8.0 149



®dyHkummn L3 MHCTpyKUMS No HacTporke
KPII.465614.0011C3

RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

9.19.2.2.3 HacTtponte MapLupyT, NPUMEHSIIOLLMACA NPU YCTAaHOBIIEHUU COeANHEHNSA

RouterA(config)#ip route 3.3.3.3/32 198.18.0.1

9.19.2.3 HactpouTte RouterB
9.19.2.3.1 HactpounTte uHtepgenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description INSIDE
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

9.19.2.3.2 HactpounTte uHtepgenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#description OUTSIDE
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

9.19.2.3.3 HacTponte mapLpyTbl, MPUMEHSIOLLNNCA NPU YCTAHOBNEHNN COEONHEHUS

RouterB(config)#ip route 1.1.1.1/32 198.18.0.2
RouterB(config)#ip route 3.3.3.3/32 198.18.1.2

9.19.2.3.4 HactpownuTte TexHonornio NAT Masquerade

RouterB(config)#ip access-list 1 outinterface eth2
RouterB(config)#ip nat access-list 1 source masquerade
RouterB(config)#ip connections statistics on
RouterB(config)t#tend
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9.19.2.4 Hactponte RouterC
9.19.2.4.1 HactpounTte uHtepgenc eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#no ip address dhcp
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

9.19.2.4.2 HactpounTte uHtepgenc lo0

RouterC(config)#tinterface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

9.19.2.4.3 HacTponte mapLpyT, NPUMEHSIOLLMNCA NPU YCTAHOBIIEHUN COEANHEHUS

RouterC(config)#ip route 1.1.1.1/32 198.18.1.1

9.19.2.5 CoxpaHu1Te HaCTPOMKK

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponCcTBax

9.19.3 [lpoBepkKa HacTpPoOeK

9.19.3.1 Bbinonuute komaHgy show ip nat Ha RouterB gns npoBepku cO3gaHHOroO

npasuna TpaHCnsumm

Chain POSTROUTING (policy ACCEPT 0 packets, 0 bytes)

# Pkts Bytes Action Rule config

0 0 0 io: eth2
Action: masquerade

9.19.3.2 3anyctute ytunuty komaHgom ping 3.3.3.3 source 1.1.1.1 Ha RouterA

9.19.3.3 3anycTtute yTunuty komaHgown tcpdump eth2 Ha RouterB

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on eth2, link-type EN1OMB
(Ethernet), capture size 262144 bytes 23:12:11.394713 LLDP, length 328: EX3400-STACK
23:12:15.913459 1P 198.18.1.1 > 3.3.3.3: ICMP echo request, id 15067, seq 1, length 64
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23:12:15.9139701P 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 15067, seq 1, length 64
23:12:16.915169 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 15067, seq 2, length 64
23:12:16.915663 IP 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 15067, seq 2, length 64
23:12:17.916792 1P 198.18.1.1 > 3.3.3.3: ICMP echo request, id 15067, seq 3, length 64
23:12:17.917282 1P 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 15067, seq 3, length 64
AC

7 packets captured

7 packets received by filter

0 packets dropped by kernel

9.19.3.4 BbinonHute komaHay show ip connections statistics Ha RouterB anga nposepkm

CTaTUCTUKN

ipv4d  2icmp 15 src=1.1.1.1 dst=3.3.3.3 type=8 code=0 id=15067 packets=3 bytes=252 src=3.3.3.3
dst=198.18.1.1 type=0 code=0 id=15067 packets=3 bytes=252 mark=0 zone=0 use=2

9.20 HacTtpouka VRF Lite

9.20.1 OnucaHue HaCTPOWMKU

Kak nokaszaHo Ha pucyHke 38 B Ka4yecTBe OCHOBHbIX YCTPOWCTB WMCMOMb3yHTCA Tpu
CepBUCHbIX MapLupyTmsaTopa - RouterA, RouterB 1 RouterC.

Ha ycTtponctBax RouterA, RouterB n RouterC HacTpoeHbl IP-agpeca. Npsimoro coceacraa
mexay RouterA n RouterC Her.

Ha RouterB HactpoeHa TtexHonorms VRF Lite, koTtopas no3sonser pasgenutb

dm3nyeckunii MapLLpyTU3aToOp Ha HECKOSbKO NTOTMYECKMX (BUPTYyarnbHbIX).

RouterA RouterB RouterC
'O oooo 192.18.0.0/24 'O ooog 192.18.1.0/24 'O oooo
S p ooon ='n pooo S n ooon
eth1 eth1 eth2 eth2
Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ip vrf RouterA Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2124
Ip vrf RouterC

PucyHok 38 — Cxema HacTtpoukun VRF Lite
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9.20.2 3JTtanbl HACTPOMKU CETH

9.20.2.1 Bowngnte B pexum rnobanbHOM KoHdUrypauum Ha YCTpoOWCTBax nepea

HaCTPOWKOM

I'IpM HaCTpOVIKe ceTeBoro O60py,£I,OBaHI/IFI, OAHUM U3 TMaBHbIX LWaroB, ABIAETCA BXO4 B

KOH(UrypauUMOHHbIN pexnMm. KOHUrypaumMoHHbIA peXnm - 3T0 OOAUH U3 PEXMMOB KOMaHLHOM

CTpOkM. B KOH(UrypauuMOHHOM peXume MOXHO U3MEHSATb HaCTPOMKK
MapLupyTusauuto, 6esonacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

9.20.2.2 Hactpoute nHTepdemnc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

9.20.2.3 Hactponte RouterB

9.20.2.3.1 HasHaubTe ak3emnnsapbl VPN Routing Forwarding

RouterB(config)#ip vrf RouterA
RouterB(config-vrf)#exit
RouterB(config)#ip vrf RouterC
RouterB(config-vrf)#exit

9.20.2.3.2 HactpownTte untepgencol eth1 n eth2

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip vrf forwarding RouterA
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit
RouterB(config)#interface eth2
RouterB(config-if-[eth2])#ip vrf forwarding RouterC
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

NHTEpPCENCOB,

9.20.2.3.3 HacTpounte mapLipyTbl, NPUMEHSOLLNNUCA NPU YCTAHOBIIEHUN COeANHEHUS
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RouterB(config)#ip route vrf RouterA 1.1.1.1/32 198.18.0.2 eth1
RouterB(config)#ip route vrf RouterC 3.3.3.3/32 198.18.1.2 eth2
RouterB(config)#end

9.20.2.4 HactponTe RouterC
9.20.2.4.1 Hactpownte uHTepgencol eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

9.20.2.5 CoxpaHuTe HaCTPOMKK

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

9.20.3 [llpoBepka HacTpoeK

9.20.3.1 BebinonHute komaHgy show ip vrf RouterA Ha RouterB ana npoepku

CO3aHHOro aK3emMmsdapa

VRF RouterA, FIB ID 1
Router ID: 198.18.0.1 (automatic)
Interfaces:

ethl
VRF RouterA; (id=1); RIP is not enabled
VRF RouterA; RD is not defined
Interfaces:

ethl
No export VPN route-target community
No import VPN route-target community
No import route-map

9.20.3.2 BebinonHute komaHgy show ip vrf RouterC Ha RouterB gnsi npoBepku

CO3aHHOro 3K3emMmnndapa

VRF RouterC, FIB ID 2
Router ID: 198.18.1.1 (automatic)
Interfaces:

eth2
VRF RouterC; (id=2); RIP is not enabled
VRF RouterC; RD is not defined
Interfaces:
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eth2
No export VPN route-target community
No import VPN route-target community
No import route-map

9.20.3.3 BebinonHute komaHgy show ip route Ha RouterB gna nposepku Tabnuupl

MapLpyTmnsaunm

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i -1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default
IP Route Table for VRF "default"
C 127.0.0.0/8 is directly connected, lo
Gateway of last resort is not set

9.20.3.4 BebinonHute komangy show ip route vrf RouterA Ha RouterB ans nposepku

Tabnuubl mapwpyTtnsaumm VRF RouterA

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i -IS-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default
IP Route Table for VRF "RouterA"
S 1.1.1.1/32[1/0] via 198.18.0.2, ethl
C 198.18.0.0/24 is directly connected, eth1
Gateway of last resort is not set

9.20.3.5 BebinonHute komaHgy show ip route vrf RouterC Ha RouterB gns nposepku

Tabnuubl mapwpyTtmsaumm VRF RouterC

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default IP Route Table for VRF "RouterC"
S 3.3.3.3/32[1/0] via 198.18.1.2, eth2
C 198.18.1.0/24 is directly connected, eth2
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Gateway of last resort is not set

9.21 Hactpowuka VRF Lite IPv6

9.21.1 OnucaHue HaCTPOWNKU

Kak nokasaHo Ha pUCyHKe 39 B Ka4yecTBe OCHOBHbIX yCTpOIZCTB MCNOJIb3YHTCA TPU

cepBUCHbIX MapLupyTmsaTtopa - RouterA, RouterB n RouterC.

Ha ycTtponcteax RouterA, RouterB n RouterC HacTpoeHbl IP-agpeca. Npsimoro coceacraa
mexay RouterA n RouterC Her.

Ha RouterB HactpoeHa TexHonorums VRF Lite IPv6, koTopass nossonseTr pasgenutb

dm3nyecknii MapLLpyTU3aToOp Ha HECKOSbKO NTOTMYECKMX (BUPTYanbHbIX).

101:101::11128 l01:102::11128

RouterA RouterB RouterC

'O oogo .0 ooog .0 oogo
=0 oooo X ot ='p ooon 3 oth2 =:pn pooo

2000::2/64 ip vif RouterA 2001::2/64

ip vrf RouterC

PucyHok 39 — Cxema HacTtpovikn VRF Lite Ipv6

9.21.2 3Tanbl HACTPOWKMU

9.21.2.1 Bowgnte B pexum rnobanbHOM KoOHGUrypauum Ha YCTpOWCTBax nepea
HaCTPOMKOM

Mpn HacTponke ceTeBoro o6opyaoBaHUA, OAHUM U3 FMaBHbIX LLAroB, SABNAETCS BXOL B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIrypaunoHHbIN PEXUM - 3TO OAMH U3 PEXMMOB KOMaHZAHOW
CTPOKU. B KOH(UrypauuMOHHOM peXmme MOXHO MU3MEHSATb HACTPOMKU  MHTEePdENCOB,
MapLupyTusaumio, 6e3o0nacHoOCTb U gpyrme napameTpbl YCTPOWCTB.

9.21.2.2 Hactponute RouterA

9.21.2.2.1 HactponTte untepgenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2000::2/64
RouterA(config-if-[eth1])#exit
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9.21.2.2.2 HacTtpownte nHtepgenc lo1

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ipv6 address 101::1/128
RouterA(config-if-[lo1])#end

9.21.2.3 HactpouTe RouterB

9.21.2.3.1 CosaganTte BUpTyanbHbI MaplipyTusatop RouterA

RouterB(config)#ip vrf RouterA
RouterB(config-vrf)#exit

9.21.2.3.2 CosganTte BUpTyanbHbi MapwpyTtusatop RouterC

RouterB(config)#ip vrf RouterC
RouterB(config-vrf)#exit

9.21.2.3.3 HactpownTte untepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#ip vrf forwarding RouterA
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ipv6 address 2000::1/64
RouterB(config-if-[eth1])#exit

9.21.2.3.4 HacTtpownte nntepgenc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#ip vrf forwarding RouterC
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ipv6 address 2001::1/64
RouterB(config-if-[eth2])#exit

9.21.2.3.5 Hactpounte VRF mapwpyt RouterA

RouterB(config)#ipv6 route vrf RouterA 101::1/128 2000::2 ethl
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9.21.2.3.6 Hactponte VRF mapwpyTt RouterC
RouterB(config)#ipv6 route vrf RouterC 102::1/128 2001::2 eth2

9.21.2.4 HactponTte RouterC
9.21.2.4.1 HactpounTte uHtepgenc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ipv6 address 2001::2/64
RouterC(config-if-[eth2])#exit

9.21.2.4.2 Hactpownte nHtepdenc lo1

RouterC(config)#interface lol
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ipv6 address 102::1/128
RouterC(config-if-[lo1])#end

9.21.2.5 CoxpaHuTe HaCTPOMNKK

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacCTPOEeK Ha YCTponCcTBax

9.21.3 [lpoBepka HacTpoeK

9.21.3.1 BbinonHute kKomaHay show ipv6 route Ha RouterB gna BbiBOga Ha 3KpaH

Tabnuubl MapLlipyTmn3aunm

IPv6 Routing Table
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

Timers: Uptime
IP Route Table for VRF "default"
C ::1/128 via :;, lo, 00:44:08

9.21.3.2 BebinonHute komaHay show ipv6 route vrf RouterA Ha RouterB ansa BbiBoaa

Tabnuubl mapwpyTtusaumm VRF RouterA
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IPv6 Routing Table
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
Timers: Uptime
IP Route Table for VRF "DUT1"
S 101::1/128 [1/0] via 2000::2, eth1, 00:34:03
C 2000::/64 via ::, eth1, 00:36:03
C fe80::/64 via ::, eth1, 00:36:03

9.21.3.3 Bbinonuute komangy show ipv6 route vrf RouterC Ha RouterB ansa BbiBoga

Tabnuubl mapwpyTtmsaumm VRF RouterC

IPv6 Routing Table
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
Timers: Uptime
IP Route Table for VRF "DUT3"
S 102::1/128 [1/0] via 2001::2, eth2, 00:32:02
C 2001::/64 via ::, eth2, 00:35:40
C fe80::/64 via ::, eth2, 00:35:39

9.21.3.4 BbinonHute komaHay ping 101::1 vrf RouterA Ha RouterB onsi BbiBOAa Ha 3KpaH

poctynHoctn 101::1

PING 101::1(101::1) 56 data bytes

64 bytes from 101::1: icmp_seq=1 ttl=64 time=1.03 ms
64 bytes from 101::1: icmp_seq=2 ttl=64 time=1.01 ms
64 bytes from 101::1: icmp_seq=3 ttl=64 time=0.975 ms

---101::1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 4ms
rtt min/avg/max/mdev = 0.975/1.005/1.034/0.035 ms

9.21.3.5 BebinonHute komaHay ping 102::1 vrf RouterC Ha RouterB onga BbiBoga Ha akpaH

poctynHoctn 102::1

PING 102::1(102::1) 56 data bytes
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64 bytes from 102::1: icmp_seq=1 ttl=64 time=1.03 ms
64 bytes from 102::1: icmp_seq=2 ttl=64 time=0.976 ms
64 bytes from 102::1: icmp_seq=3 ttl=64 time=0.958 ms

--- 102::1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 4ms
rtt min/avg/max/mdev = 0.958/0.989/1.033/0.031 ms

9.22 Hactpowuka Policy Based Routing Ha ocHoBe |IP-agpeca NCTOYHUKA

9.22.1 OnucaHue HaCTPOWNKMU

Kak nokaszaHo Ha pucyHke 40 B KayecTBe OCHOBHbIX YCTPOWCTB WCMOMb3yHTCA Tpu
cepBUCHbIX MaplipyTusaTopa - RouterA, RouterB n RouterC.

Mexay yctponcteamn RouterA, RouterB wn RouterC HacTpoeHa cTaTudeckas
mMapwpyTnsaumsa. Cocencrso HacTtpamBaetca mexay RouterA n RouterB, RouterA n RouterC.
Mpamoro cocegctea mexay RouterB n RouterC HeT. Ha kaxgom v3 yCTPOWCTB HACTPOEHbI
NHTepdencol, HasHa4veHbl IP-agpeca n nogHATel loopback-uHtepdeincsl.

Ha RouterA HacTtpoeHa TexHonorna Policy Based Routing Ha ocHoBe |P-agpeca

NCTOYHUKA.
RouterB RouterA RouterC
SREEEEN ethi ethi SREEEEN oth2 eth2 e
Ipv4: 198.18.1.2/24 Ipv4: 198.18.1.1/24 192.18.2.1/24 Ipv4: 198.18.2.2/124

101:2.2.2.2/32 l01:1.1.1.1/32 101:2.2.2,2/32

PucyHok 40 — Cxema HacTtponkun PBR Ha ocHoBe IP-agpeca nctovHuka

9.22.2 JTanbl HACTPOUKU CETH

9.22.2.1 Bougnte B pexum rnobanbHOM KoHdUrypauum Ha YCTpOMUCTBaxX nepesq
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OAHUM U3 FMaBHbIX LLAroB, ABNSAETCS BXOL B
KOHUTrypaLUMOHHbIN peXxuM. KoHMUrypaunoHHbIN PEXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW
CTpokM. B  KOH(UrypauMOHHOM peXume MOXHO WU3MEHSATb HaCTPOVKU  UHTepdEencos,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.
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9.22.2.2 Hactpoute RouterA
9.22.2.2.1 HactpounTte uHtepgencsl eth1 n eth2

RouterA(config)#tinterface ethl

RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exitRouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.2.1/24
RouterA(config-if-[eth2])#exit

—_— — — — — —

9.22.2.2.2 Cospgaunte n HacTpouTe loopback-uHtepdenc

RouterA(config)ttinterface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 1.1.1.1/32
RouterA(config-if-[lo1])#exit

9.22.2.2.3 YkaxuTe mapLpyT go cetun 2.2.2.2/32 4yepes RouterB

RouterA(config)#ip route 2.2.2.2/32 198.18.1.2

9.22.2.2.4 HactpownTe agpec RouterC kak L3 N0 yMONYaHUIO U COXpaHUTe B Tabnuuy

21. Hactponte PBR n ykaxunte ncrounuky 1.1.1.1/32 cmotpetb B Tabnuuy 21

RouterA(config)#ip route 0.0.0.0/0 198.18.2.2 table 21
RouterA(config)#ip access-list PBR_SRC_IP sourceip 1.1.1.1/32
RouterA(config)#ip policy rule access-list PBR_SRC_IP output lookup 21

9.22.2.3 Hactpoute RouterB
9.22.2.3.1 Hactpownte untepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit
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9.22.2.3.2 Cospgaunte n HacTpouTe loopback-uHtepdenc

RouterB(config)#interface lol
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 2.2.2.2/32
RouterB(config-if-[lo1])#exit

9.22.2.3.3 YkaxuTe MapLipyTbl, MPUMEHSAIOLNNCS MPU YCTAHOBNEHUN COEOUHEHMS

RouterB(config)#ip route 1.1.1.1/32 198.18.1.1
RouterB(config)#end

9.22.2.4 HactponTe RouterC
9.22.2.4.1 HactpounTte nHtepgenc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.2.2/24
RouterC(config-if-[eth2])#exit

9.22.2.4.2 CospganTte n HactpounTe loopback-nHtepdernc

RouterC(config)#interface lo1
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 2.2.2.2/32
RouterC(config-if-[lo1])#exit

9.22.2.4.3 YxaxuTe MapLpyT, MPUMEHSAIOLWMIACA NPU YCTAHOBEHUU COeaUHEHNS
RouterC(config)#ip route 1.1.1.1/32 198.18.2.1

9.22.2.5 CoxpaHuTe HaCTPOMKK

Mcnonb3ynte komaHay write <name> ons coxpaHeHUsa HacTPOeK Ha yCTponcTBax

Bepcusa 8.0 162



®dyHkummn L3 MHCTpyKUMS No HacTporke
KPII.465614.0011C3

9.22.3 [lpoBepkKa HacTpoeK
9.22.3.1 BbinonHute komaHgy ping 2.2.2.2 source 1.1.1.1 Ha RouterA, 4T0b6bI

y6eantbcs, 4To Tpaduk nocrne NpUMeHeHUs NonNUTUKN naet Yepes RouterC

PING 2.2.2.2 (2.2.2.2) from 1.1.1.1 : 56(84) bytes of data.
64 bytes from 2.2.2.2: icmp_seq=1 ttlI=64 time=1.08 ms
64 bytes from 2.2.2.2: icmp_seq=2 ttlI=64 time=1.04 ms
64 bytes from 2.2.2.2: icmp_seq=3 ttI=64 time=0.971 ms

9.22.3.2 BbinonHute komaHgy tcpdump eth2 Ha RouterC gns aHanu3a ceTeBoro

Tpadumka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes
01:40:25.345345 P 1.1.1.1 > 2.2.2.2: ICMP echo request, id 15267, seq 4, length 64
01:40:25.345400 IP 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 15267, seq 4, length 64
01:40:26.346493 IP 1.1.1.1 > 2.2.2.2: ICMP echo request, id 15267, seq 5, length 64
01:40:26.346578 IP 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 15267, seq 5, length 64

9.23 Hactpowuka Policy Based Routing Ha ocHoBe |IP-agpeca Ha3Ha4YeHus

9.23.1 OnucaHue HaCTPOWUKU

Kak nokaszaHo Ha pucyHke 41 B KayeCTBe OCHOBHbIX YCTPOWCTB WUCMONb3YHTCHA Tpu
cepBUCHbIX MapLupyTm3aTtopa - RouterA, RouterB n RouterC.

Mexay yctponctBamn RouterA, RouterB n RouterC HacTpoeHa cTaTudeckas
Mapwpytmnsaumsa. Coceacrso HacTpamBaetca mexay RouterA u RouterB, RouterA n RouterC.
Mpamoro cocenctea mexay RouterB n RouterC HeT. Ha kaxgom m3 yCTPOMCTB HaCTPOEHb!
NHTepencol, HazHa4veHbl IP-agpeca n nogHATbl loopback-nHTepdencol.

Ha RouterA HacTtpoeHa TexHonorns Policy Based Routing Ha ocHoBe |P-agpeca

Ha3Ha4yeHwus.
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RouterB RouterA RouterC
'O ooog O oooo .0 oooag
= 0 o000 e eth1 = 0 0000 e eth1 ='0 oooo
Ipv4: 198.18.1.2/24 Ipv4: 198.18.1.1/24 192.18.2.1/24 Ipv4: 198.18.2.2/24
l01:2.2.2.2/32 lo1:1.1.1.1/32 101:2.2.2.2/32

PucyHok 41 — Cxema HacTtponkn PBR Ha ocHoBe IP-agpeca HasHayeHus

9.23.2 JT1anbl HACTPOMKU CETH

9.23.2.1 Bouante B pexum rnobanbHOM KOHGUrypauum Ha YCTpoOWCTBax nepea

HaCTPOWKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OOAHUM U3 FMaBHbIX LWAroB, ABNAETCS BXOL B
KOH(UrypauUMOHHbIA pexXnMm. KoHUrypaumMoHHbIA peXnm - 3TO OAUH U3 PEXMMOB KOMaHLHOM
CTpPOKM. B  KOH(UrypaumMOHHOM peXume MOXHO MU3MEHSATb HACTPOMKU UHTepPdENCcos,
MapLupyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

9.23.2.2 Hactponte RouterA

9.23.2.2.1 HactpownTte untepgencol eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit
RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.2.1/24
RouterA(config-if-[eth2])#exit

9.23.2.2.2 HacTtpownte untepgenc lo1

RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 1.1.1.1/32
RouterA(config-if-[lo1])#exit
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9.23.2.2.3 YkaxuTe mappyT go cetun 2.2.2.2/32 4yepes RouterB

RouterA(config)#ip route 2.2.2.2/32 198.18.1.2

9.23.2.2.4 HacTtpownTe agpec RouterC kak 03 N0 yMONYaHUIO U CoOXpaHuTe B Tabnuuy

21. Hactponte PBR n ykaxuTe npu agpece HasHaveHna 2.2.2.2/32 cmoTpeTb B Tabnuvuy 21

RouterA(config)#ip route 0.0.0.0/0 198.18.2.2 table 21
RouterA(config)#ip access-list PBR_DES_IP destinationip 2.2.2.2/32
RouterA(config)#ip policy rule access-list PBR_DES_IP output lookup 21
RouterA(config)t#tend

9.23.2.3 Hactponute RouterB
9.23.2.3.1 HactpownTte untepdenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

9.23.2.3.2 HacTtpownte untepgenc lo1

RouterB(config)#tinterface lol
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 2.2.2.2/32
RouterB(config-if-[lo1])#exit

9.23.2.3.3 YkaxuTte mapwpyT go cetn 1.1.1.1/32 yepes RouterA

RouterB(config)#ip route 1.1.1.1/32 198.18.1.1
RouterB(config)t#tend

9.23.2.4 HactponTte RouterC
9.23.2.4.1 HactponTte untepdgenc eth1

RouterC(config)#tinterface ethl
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RouterC(config-if-[eth1])#no ip address dhcp
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ip address 198.18.2.2/24
RouterC(config-if-[eth1])#exit

9.23.2.4.2 Hactpownte nHtepdenc lo1

RouterC(config)#interface lol
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 2.2.2.2/32
RouterC(config-if-[lo1])#exit

9.23.2.4.3 HacTtponTe cTaTM4eCcKyo MapLLpyTu3awumo

RouterC(config)#ip route 1.1.1.1/32 198.18.2.1

9.23.2.5 CoxpaHuTe HaCTPOMrKK

Mcnonbayte komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

9.23.3 [lpoBepka HacTpoekK

9.23.3.1 BbinonHute KOMaHZy ping 2.2.2.2 source

1.1.1.1 Ha RouterA, 4TOOBbI

y6eanTbes, 4To Tpadpmk nocne NpUMeEHeHMs NONUTUKK naeT Yepes RouterC, ucnonbays Tabnuuy

21

PING 2.2.2.2 (2.2.2.2) from 1.1.1.1 : 56(84) bytes of data.
64 bytes from 2.2.2.2: icmp_seq=1 ttlI=64 time=1.04 ms
64 bytes from 2.2.2.2: icmp_seq=2 ttlI=64 time=1.00 ms
64 bytes from 2.2.2.2: icmp_seq=3 ttlI=64 time=0.945 ms

9.23.3.2 BebinonHute komaHgy tcpdump eth1 Ha RouterC gns aHanu3a ceTeBoOro

Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes

12:11:03.689069 1P 1.1.1.1 > 2.2.2.2: ICMP echo request, id 14396, seq 15, length 64

12:11:03.689124 1P 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 14396, seq 15, length 64

12:11:04.690203 1P 1.1.1.1 > 2.2.2.2: ICMP echo request, id 14396, seq 16, length 64

12:11:04.690245 1P 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 14396, seq 16, length 64
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9.24 Hactpouka Policy Based Routing Ha ocHoBe Homepa nopta (TCP/UDP)

UCTOYHUKA

9.24.1 OnucaHue HaCTPOWNKMU

Kak nokasaHo Ha pucyHke 42 B KayeCTBe OCHOBHbIX YCTPOWCTB WCMOMb3YHOTCHA TpU
cepBUCHbIX MapLipyTusaTtopa - RouterA, RouterB n RouterC.

Mexay yctponcteamn RouterA, RouterB n RouterC HacTpoeHa cTaTuyeckas
mMapwpyTmnsaumsa. Cocencrso HacTpamBaetca mexay RouterA n RouterB, RouterA n RouterC.
Mpamoro cocencrtea mexay RouterB n RouterC HeT. Ha kaXgom v3 yCTPOWCTB HACTPOEHbI
NHTepdencol, HasHa4vyeHbl IP-agpeca n nogHATel loopback-uHtepdeincsl.

Ha RouterA n RouterB cosgaHbl n HacTpoeHbl BUPTyaribHble UHTEPdENCHI.

Ha RouterA HacTpoeHa TexHosnormna Policy Based Routing Ha ocHoBe Ha ocHOBe HOMepa
nopta (TCP/UDP) ncrtoyHuka.

RouterB RouterA RouterC
192.18.0.0/24 192.18.1.0/24
.0 Oooo O Ooog .0 ooog
='n opooo ='n oooo ='n pooo
eth2 eth2 eth1 eth1
lo1: 2.2.2.2/32 eth2.10: 198.18.10.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
eth2.10: 198.18.10.2/24 eth2.20: 198.18.20.1/24 lo1: 1.1.1.1/32

eth2.20: 198.18.20.2/24

PucyHok 42 — Cxema HacTpounkn PBR Ha ocHoBe HOMepa nopTa UCTOYHMKA

9.24.2 JT1anbl HACTPOMKK CETH

9.24.2.1 Bowgnte B pexum rnobanbHOM KoHdUrypauum Ha YCTpouCcTBax nepea
HaCTPOMKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OOAHUM U3 FNaBHbIX LIAroB, ABMASETCS BXO4 B
KOH(UrypauMOHHbIN pexnM. KoHMUrypaumuoHHbIN peXnm - 3TO OOAWH U3 PEXMMOB KOMaHLHOM
CTpokM. B KOH(UrypauMOHHOM peXume MOXHO WU3MEHSATb HAaCTPOVKU UHTepdencos,
MapLupyTusaumto, 6e3o0nacHoOCTb U apyrme napamMmeTpbl YCTPOUCTB.

9.24.2.2 Hactpoute RouterA

9.24.2.2.1 Hactpownte untepdencol eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
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RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit
RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

9.24.2.2.2 Hactpownte untepdgencol eth2.10 n eth2.20

RouterA(config)#interface eth2.10
RouterA(config-if-[eth2.10])#vid 10 ethertype 0x8100
RouterA(config-if-[eth2.10])#no shutdown
RouterA(config-if-[eth2.10])#ip address 198.18.10.1/24
RouterA(config-if-[eth2.10])#exit
RouterA(config)#interface eth2.20
RouterA(config-if-[eth2.20])#vid 20 ethertype 0x8100
RouterA(config-if-[eth2.20])#no shutdown
RouterA(config-if-[eth2.10])#ip address 198.18.20.1/24
RouterA(config-if-[eth2.20])#exit

9.24.2.2.3 HacTpounte ctaTUyecKyo MapLupyTM3auunto

RouterA(config)#ip route 1.1.1.1/32 198.18.1.2
RouterA(config)#ip route 2.2.2.2/32 198.18.10.2

9.24.2.2.4 HacTtpownte agpec eth2.20 RouterB kak w3 N0 yMON4YaHMIO U COXpPaHUTE B

Tabnuuy 21, HacTtponTte PBR U1 ykaxknte nctodHuky ¢ noptom 10000 nepeHanpaBndatb Tpaduk

cneny4q tabnvue 21.

RouterA(config)#ip route 0.0.0.0/0 198.18.20.2 table 21
RouterA(config)#ip access-list PBR_S_PORT protocol 6 sourceports 10000

RouterA(config)#ip policy rule access-list PBR_S_PORT prerouting lookup 21

RouterA(config)#tend

9.24.2.3 Hactpoute RouterB
9.24.2.3.1 Hactpownte nntepdenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit
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9.24.2.3.2 Hactpounte nHtepdenc lo1

RouterB(config)#tinterface lo1
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 2.2.2.2/32
RouterB(config-if-[lo1])#exit

9.24.2.3.3 CospanTte nHtepdencol eth2.10 n eth2.20

RouterB(config)#interface eth2.10
RouterB(config-if-[eth2.10])#vid 10 ethertype 0x8100
RouterB(config-if-[eth2.10])#no shutdown
RouterB(config-if-[eth2.10])#ip address 198.18.10.2/24
RouterB(config-if-[eth2.10])#exit
RouterB(config)#interface eth2.20
RouterB(config-if-[eth2.20])#vid 20 ethertype 0x8100
RouterB(config-if-[eth2.20])#no shutdown
RouterB(config-if-[eth2.10])#ip address 198.18.20.2/24
RouterB(config-if-[eth2.20])#exit

9.24.2.3.4 HacTtponTe cTaTU4eCKy0 MapLLpyTu3awmto

RouterB(config)#ip route 0.0.0.0/0 198.18.10.1
RouterB(config)t#tend

9.24.2.4 HactponTte RouterC
9.24.2.4.1 HactpounTte uHtepgenc eth1

RouterC(config)#interface ethl
RouterC(config-if-[eth1])#no ip address dhcp
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ip address 198.18.1.2/24
RouterC(config-if-[eth1])#exit

9.24.2.4.2 Hactpownute untepdeic lo1

RouterC(config)#tinterface lo1
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 1.1.1.1/32
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RouterC(config-if-[lo1])#exit

9.24.2.4.3 HacTtponTe cTaTM4eCcKyo MapLLpyTusawumto

RouterC(config)#ip route 0.0.0.0/0 198.18.1.1
RouterC(config)#end

9.24.2.5 CoxpaHuUTe HaCTPOMUKU

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

9.24.3 TlpoBepkKa HacTpoeK

9.24.3.1 BebinonHute komaHgy iperf server port 10000 bind 1.1.1.1 Ha RouterC gns
NMPOBEPKWN NPOMYCKHOW CMOCOOHOCTM B peXnMe cepeepa

Server listening on TCP port 10000 Binding to local address 1.1.1.1
TCP window size: 85.3 KByte (default)

[ 4] local 1.1.1.1 port 10000 connected with 198.18.10.2 port 33725
[ID] Interval  Transfer Bandwidth

[ 4] 0.0-10.0sec 918 MBytes 769 Mbits/sec

9.24.3.2 BebinonHute komaHay iperf client 1.1.1.1 port 10000 bind 198.18.10.2 Ha

RouterB onsi npoBepku NPonyckHOM CrnoCOBHOCTU B PEXUME KIMEHTA

Client connecting to 1.1.1.1, TCP port 10000 Binding to local address 198.18.10.2
TCP window size: 76.5 KByte (default)

[ 3] local 198.18.10.2 port 33725 connected with 1.1.1.1 port 10000
[ID] Interval  Transfer Bandwidth
[ 3]10.0-10.0sec 918 MBytes 770 Mbits/sec

9.24.3.3 BebinonHute komangy tcpdump eth2.20 Ha RouterA gns aHanusa ceTeBOro

Tpaduka, ybegmrtech 4YTO Tpaduk Obin NepeHanpasBneH B COOTBETCTBUKN C Tabnuuen 21.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth2.20, link-type EN10MB (Ethernet), capture size 262144 bytes

19:58:12.072820 1P 1.1.1.1.10000 > 198.18.10.2.33725: Flags [S.], seq 3929972981, ack 2471004496, win 29200,
options [mss 1460,nop,nop,sackOK,nop,wscale 4], length 0

19:58:12.075426 1P 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 10221, win 3103, length 0
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19:58:12.077406 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 16061, win 3833, length O
19:58:12.0774201P 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 26281, win 5110, length O
19:58:12.079286 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 29201, win 5475, length O
19:58:12.079301 1P 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 36501, win 6388, length 0
19:58:12.081261 1P 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 51101, win 8213, length O
19:58:12.083132 1P 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 55481, win 8760, length 0
19:58:12.083146 1P 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 59861, win 9308, length 0
19:58:12.083158 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 61321, win 9490, length 0

9.25 HacTtpouka Policy Based Routing Ha ocHoBe Homepa nopta (TCP/UDP)

Ha3Ha4YeHuA

9.25.1 OnucaHue HaCTPOWNKKU

Kak nokaszaHO Ha pucyHke 43 B KayeCTBe OCHOBHbIX YCTPOWCTB WCMOMb3YHTCHA Tpu
cepBUCHbIX MapLipyTusaTopa - RouterA, RouterB n RouterC.

Mexay yctponcteammn RouterA, RouterB n RouterC HacTpoeHa cTaTuyeckas
mMapwpyTnsaumsa. Cocencrso HactpamBaetca mexay RouterA n RouterB, RouterA n RouterC.
Mpamoro cocenctea mexay RouterB n RouterC HeT. Ha kaxgom v3 yCTPOWCTB HACTPOEHbI
NHTepdencol, HasHa4vyeHbl IP-agpeca n nogHATel loopback-uHtepdeincsl.

Ha RouterA n RouterB cosgaHbl n HacTpoeHbl BUpTyasibHble MHTEPdENCHI.

Ha RouterA HacTpoeHa TexHosnormna Policy Based Routing Ha ocHoBe Ha ocHOBe HOMepa

nopta (TCP/UDP) HasHayeHus.

RouterB RouterA RouterC
192.18.0.0/24 192.18.1.0/24
'O oooo _ 0 oooo _ 0 ooog
B T = 855 e I
lo1: 2.2.2.2/32 eth2.10: 198.18.10.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
eth2.10: 198.18.10.2/24 eth2.20: 198.18.20.1/24 lo1:1.1.1.1/32

eth2.20: 198.18.20.2/24

PucyHok 43 — Cxema HacTponkn PBR Ha ocHoBe HOMepa nopTa HasHa4YeHus

9.25.2 3JT1anbl HaCTPOMKU CETH

9.25.2.1 Bowngnte B pexum rnobanbHOM KoHGUrypauum Ha YCTpoOWCTBax nepea
HaCTPOUKOM

lMpu HacTponke ceTeBoro obopyaoBaHMs, OQHUM U3 FNaBHbIX LIAroB, ABMASETCS BXO4 B

KOH(UrypauUMOHHbIN pexnM. KoHMUrypaumuoHHbIN PeXnM - 3TO OOAWH U3 PEXMMOB KOMaHLHOM
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CTPOKN. B  KOHUIrypauUMOHHOM pexmMe MOXHO U3MEHATb HACTPOWMKU UHTEepdEeuncosB,
MapLupyTusauuto, 6esonacHoCTb 1 apyrue napameTpbl YyCTPOUCTB.

9.25.2.2 Hactponte RouterA

9.25.2.2.1 HactpownTte untepdenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit

9.25.2.2.2 HacTtpownte nntepgenc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

9.25.2.2.3 HacTtpownTte BupTyanbHbin nHTepdenc eth2.10

RouterA(config)#interface eth2.10
RouterA(config-if-[eth2.10])#vid 10 ethertype 0x8100
RouterA(config-if-[eth2.10])#no shutdown
RouterA(config-if-[eth2.10])#ip address 198.18.10.1/24
RouterA(config-if-[eth2.10])#exit

9.25.2.2.4 HacTtpownTe BupTyanbHbin nHTepdenc eth2.20

RouterA(config)#interface eth2.20
RouterA(config-if-[eth2.20])#vid 20 ethertype 0x8100
RouterA(config-if-[eth2.20])#no shutdown
RouterA(config-if-[eth2.10])#ip address 198.18.20.1/24
RouterA(config-if-[eth2.20])#exit

9.25.2.2.5 HacTponte mapLpyTbl, NPUMEHSAIOLLNECH NPU YCTAHOBNEHUN COEOUHEHUSA

RouterA(config)#ip route 1.1.1.1/32 198.18.1.2
RouterA(config)#ip route 2.2.2.2/32 198.18.10.2
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9.25.2.2.6 Hactponte nonutnky PBR nopta Ha3HaveHus

RouterA(config)#ip route 0.0.0.0/0 198.18.20.2 table 21
RouterA(config)#ip access-list PBR_D_PORT protocol 6 destinationports 10000
RouterA(config)#ip policy rule access-list PBR_D_PORT prerouting lookup 21

9.25.2.3 HactpouTte RouterB
9.25.2.3.1 HactpounTte uHtepgenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

9.25.2.3.2 HactpounTte nHtepgenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

9.25.2.3.3 HacTtpownte untepgenc lo1

RouterB(config)#tinterface lol
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 2.2.2.2/32
RouterB(config-if-[lo1])#exit

9.25.2.3.4 HacTtpownTe BupTyanbHbii nHTepgenc eth2.10

RouterB(config)#interface eth2.10
RouterB(config-if-[eth2.10])#vid 10 ethertype 0x8100
RouterB(config-if-[eth2.10])#no shutdown
RouterB(config-if-[eth2.10])#ip address 198.18.10.2/24
RouterB(config-if-[eth2.10])#exit

9.25.2.3.5 HacTtpownTte BupTyanbHbin nHTepdenc eth2.20

RouterB(config)#interface eth2.20
RouterB(config-if-[eth2.20])#vid 20 ethertype 0x8100
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RouterB(config-if-[eth2.20])#no shutdown
RouterB(config-if-[eth2.10])#ip address 198.18.20.2/24
RouterB(config-if-[eth2.20])#exit

9.25.2.3.6 HacTponte mapLpyT, NPUMEHSIOLLMNCA NPU YCTAHOBITIEHUN COEANHEHUS

RouterB(config)#ip route 0.0.0.0/0 198.18.10.1
RouterB(config)#end

9.25.2.4 Hactponte RouterC
9.25.2.4.1 Hactpownte untepdenc eth1

RouterC(config)#tinterface ethl
RouterC(config-if-[eth1])#no ip address dhcp
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ip address 198.18.1.2/24
RouterC(config-if-[eth1])#exit

9.25.2.4.2 HacTtpownte untepgenc lo1

RouterC(config)#interface lo1
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 1.1.1.1/32
RouterC(config-if-[lo1])#exit

9.25.2.4.3 HacTponte mapLpyT, NPUMEHSIOLLMNCA NPU YCTAHOBIEHUN COEANHEHUS

RouterC(config)#ip route 0.0.0.0/0 198.18.1.1
RouterC(config)#tend

9.25.2.5 CoxpaHuTe HaCTpOWKM

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gnsa COXpaHeHnA HaCTpOoOEK Ha yCTpOIZCTBaX

9.25.3 [llpoBepkKa HacTpoek
9.25.3.1 BebinonHute komaHay iperf server port 10000 Ha RouterB gns npoBepku

MPOMYCKHOWM CNOCOBHOCTU B pexume cepBepa
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Server listening on TCP port 10000
TCP window size: 85.3 KByte (default)

[ 4] local 2.2.2.2 port 10000 connected with 1.1.1.1 port 47220
[ ID] Interval  Transfer Bandwidth
[ 4]0.0-10.0 sec 1.08 GBytes 925 Mbits/sec

9.25.3.2 BbinonHute komaHay iperf client 2.2.2.2 port 10000 bind 1.1.1.1 Ha RouterC ans

NnpoBEPKU I'IpOI'IyCKHOIZ CnocobHOCTU B pexnme KrimneHTa

Client connecting to 2.2.2.2, TCP port 10000
Binding to local address 1.1.1.1
TCP window size: 104 KByte (default)

[ 3] local 1.1.1.1 port 47220 connected with 2.2.2.2 port 10000
[ID] Interval  Transfer = Bandwidth
[ 3]10.0-10.0 sec 1.08 GBytes 927 Mbits/sec

9.25.3.3 BebinonHute komaHay tcpdump eth2.10 Ha RouterA ons aHanuMsa ceTeBOro

Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth2.10, link-type EN1OMB (Ethernet), capture size 262144 bytes

13:26:28.473203 1P 1.1.1.1.60520 > 2.2.2.2.10000: Flags [S], seq 2762057523, win 29200, options [mss
1460,nop,nop,sackOK,nop,wscale 4], length 0

13:26:28.474204 |1P 2.2.2.2.10000 > 1.1.1.1.60520: Flags [S.], seq 3612333970, ack 2762057524, win 29200,
options [mss 1460,nop,nop,sackOK,nop,wscale 4], length 0

13:26:28.475177 1P 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], ack 1, win 1825, length 0

13:26:28.475840 I1P 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 1:1461, ack 1, win 1825, length 1460
13:26:28.475849 |IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 1461:2921, ack 1, win 1825, length 1460
13:26:28.475857 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 2921:4381, ack 1, win 1825, length 1460
13:26:28.475865 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 4381:5841, ack 1, win 1825, length 1460
13:26:28.475872 1P 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 5841:7301, ack 1, win 1825, length 1460
13:26:28.475879 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 7301:8761, ack 1, win 1825, length 1460
13:26:28.475885 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 8761:10221, ack 1, win 1825, length 1460
13:26:28.475893 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 10221:11681, ack 1, win 1825, length 1460
13:26:28.475900 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 11681:13141, ack 1, win 1825, length 1460
13:26:28.475906 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 13141:14601, ack 1, win 1825, length 1460
13:26:28.476809 IP 2.2.2.2.10000 > 1.1.1.1.60520: Flags [.], ack 14601, win 3650, length O
13:26:28.477796 1P 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 14601:16061, ack 1, win 1825, length 1460

9.25.3.4 BebinonHute komaHay iperf server port 10000 Ha RouterB gns npoBepku

MPOMYCKHOWM CNOCOBHOCTU B pexume cepeepa
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Server listening on TCP port 10000
TCP window size: 85.3 KByte (default)

[ 4] local 2.2.2.2 port 10000 connected with 1.1.1.1 port 47717
[ ID] Interval  Transfer Bandwidth
[ 4]0.0-10.0 sec 1.08 GBytes 930 Mbits/sec

9.25.3.5 BebinonHute komaHay iperf client 2.2.2.2 port 10000 bind 1.1.1.1 Ha RouterC ans

NnpoBEPKU I'IpOI'IyCKHOIZ CnocobHOCTU B pexnme KrimneHTa

Client connecting to 2.2.2.2, TCP port 10000
Binding to local address 1.1.1.1
TCP window size: 99.0 KByte (default)

[ 3] local 1.1.1.1 port 47717 connected with 2.2.2.2 port 10000
[ ID] Interval Transfer Bandwidth
[ 3] 0.0-10.0sec 1.08 GBytes 931 Mbits/sec

9.25.3.6 BbinonHute komaHay tcpdump eth2.20 Ha RouterA ons aHanuMsa ceTeBOro

Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth2.20, link-type EN1OMB (Ethernet), capture size 262144 bytes

13:37:07.981666 1P 1.1.1.1.47717 > 2.2.2.2.10000: Flags [S], seq 2278507345, win 29200, options [mss
1460,nop,nop,sackOK,nop,wscale 4], length 0

13:37:07.983684 IP 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], ack 2702062680, win 1825, length 0
13:37:07.984343 1P 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 0:1460, ack 1, win 1825, length 1460
13:37:07.984354 IP 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 1460:2920, ack 1, win 1825, length 1460
13:37:07.984360 1P 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 2920:4380, ack 1, win 1825, length 1460
13:37:07.984366 IP 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 4380:5840, ack 1, win 1825, length 1460
13:37:07.984372 1P 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 5840:7300, ack 1, win 1825, length 1460
13:37:07.984377 1P 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 7300:8760, ack 1, win 1825, length 1460

9.26 HacTtpomka um3myeckoro wuHTepcenca B kKayvecTtBe next-hop Aans

CTaTU4eCKoro MmapupyTa

9.26.1 OnucaHue HaCTPOWMKU

Kak nokasaHO Ha pucyHke 44 B KaydeCTBe OCHOBHbIX YCTPOWCTB WCMOMb3YyTCA OBa
CepBUCHbIX MapLupyTu3aTopa - RouterA, RouterB.

Mexngy ycTpoumcTBamMuM HaCTpOEHa cTaTtuyeckasi Maplpytmsaumsa. Ha kaxgom um3

YCTPOWCTB HACTpOeHbl MHTepdencChl, HasHadeHbl IP-agpeca n nogHAaTel loopback-uHtepdgencsl.
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RouterA RouterB

192.18.1.0/24

L2 L AL L
oo nooC
= eth1 eth1 —
lpvd: 198.18.1.1/24 Ipv4: 198.18.1.2/24

lo1: 1.1.1.1/32 lo1: 2.2.2.1/32

PucyHok 44 — Cxema HacTponkmn dpnandeckoro nHtepderica B kadectse next-hop

9.26.2 JTanbl HACTPOMKK CETH

9.26.2.1 Bouagnte B pexum rnobanbHOM KOHGUrypauum Ha YCTpOWCTBax nepea
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OOAHUM U3 FMNaBHbIX LWAroB, ABNAETCS BXOL B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OONH U3 PEXUMOB KOMaHLHOW
CTPOKU. B KOH(pUrypauMOHHOM peXmme MOXHO MU3MEHATb HAaCTPOMKU  UHTepPdEncos,
MapLpyTusaumto, 6e3onacHoCTb 1 gpyrme napameTpbl YCTPOUCTB.

9.26.2.2 Hactponte RouterA

9.26.2.2.1 HactpounTte uHtepgenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit

9.26.2.2.2 HacTtpownte nntepdgenc lo1

RouterA(config)#interface lol
RouterA(config-if-[lo1])#ip address 1.1.1.1/32
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#exit
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9.26.2.2.3 HacTtpownTe pexxmum OTnpaBkM OTBETOB B OTBET Ha nosiydyeHHble ARP-3anpochl,

KOTOpble paspeLuatoT fiokarnbHble Lenesble IP-agpeca

RouterA(config)#tarp reply global

9.26.2.2.4 HacTpounTe cTtaTUYecKyro MapLupyTusauuto

RouterA(config)#ip route 2.2.2.0/24 eth1RouterA(config)#end

9.26.2.3 Hactponte RouterB
9.26.2.3.1 HactpownTte uHtepdenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

9.26.2.3.2 HacTtpownte untepgenc lo1

RouterB(config)#interface lol
RouterB(config-if-[lo1])#ip address 2.2.2.1/32
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#exit

9.26.2.3.3 HacTtpownTe pexxmum OTnpaBKkM OTBETOB B OTBET Ha nosiydyeHHble ARP-3anpoch!,

KOTOpble paspeLuatoT fiokarnbHble Lenesble IP-agpeca

RouterB(config)#arp reply global

9.26.2.3.4 CosganTte CTaTMYECKY0 MapLLUpyTU3aumto

RouterB(config)#ip route 1.1.1.0/24 eth1
RouterB(config)#end
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9.26.2.4 CoxpaHuUTe HacCTpPOUKK

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

9.26.3 [lpoBepkKa HacTpoekK
9.26.3.1 BeinonHuTe KomaHgy show ip route Ha RouterA ans BbIBOAa Ha 3KpaH cnucka

MapLipyToB

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i -IS-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default

IP Route Table for VRF "default"

C 1.1.1.0/24 is directly connected, lol

S 2.2.2.0/24 [1/0] is directly connected, eth1

C 127.0.0.0/8 is directly connected, lo

C 198.18.1.0/24 is directly connected, ethl

Gateway of last resort is not set

9.26.3.2 BbinonHute KomaHay show ip route Ha RouterB ans BbiBoga Ha aKkpaH crvcka

MapLIpyToB

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i -IS-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default

IP Route Table for VRF "default"

S 1.1.1.0/24 [1/0] is directly connected, eth1

C  2.2.2.0/24is directly connected, lol

C 127.0.0.0/8 is directly connected, lo

C  198.18.1.0/24 is directly connected, eth1

Gateway of last resort is not set

9.27 HasHayeHue B Ka4yecTBe next-hop AnaA cTaTUYeCKOro MmapupyTta ABYyX

uHTepdencos

9.27.1 OnucaHue HaCTPOWNKU
Kak nokasaHO Ha pucyHke 45 B KadeCTBe OCHOBHbIX YCTPOWCTB WCMOMb3YylTCA OBa

CepBUCHbIX MapLupyTmsaTopa - RouterA n RouterB.
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Ha RouterA HacTtpoeH nHtepdenc eth1 - IP address 10.10.10.1/24, eth2 - IP address
20.20.20.1/24, loopback nHtepdenc - IP address 1.1.1.1/32.

Ha RouterB HacTtpoeH nHtepdenc eth1 - IP address 10.10.10.2/24, eth2 - IP address
20.20.20.2/24, loopback nHtepdenc - IP address 2.2.2.1/32.

Me>|<,u,y yCTpOIZCTBaMI/I HaCTpoOeHa CTaTuhn4deCKad MapLipyTmn3aund.

RouterA RouterB
ipv4: 10.10.10.1/24 ipv4: 10.10.10.2/24
(lo1: 1.1.1.1/32) (lo1: 2.2.2.1/32)
o cth1 10.10.10.0/24 eth1 —
LA Peee
E aa ] E U ]

eth2 20.20.20.0/24 eth2

ipv4: 20.20.20.1/24 ipv4: 20.20.20.2/24

(lo1: 1.1.1.1/32)

PI/IcyHOK 45 — BapI/IaHT Ha3Ha4YeHUNd B Ka4eCcTBe next-hop angd cratn4eckoro MapLuipyrta asyx

UHTEepdencos

9.27.2 JTanbl HACTPOUKU CETH

9.27.2.1 Bowgnte B pexum rnobanbHOM KoHdUrypauum Ha YCTpoucTBax nepea
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OOHUM U3 rNaBHbIX LIAroB, ABMASETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHPUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKU UHTEPdENCoB,
MapLupyTusaumto, 6e3onacHoCTb U apyrue napameTpbl YCTPOUCTB.

9.27.2.2 Hactponte RouterA

9.27.2.2.1 HactpounTte uHtepgenc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 10.10.10.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

9.27.2.2.2 HacTtpownte untepgenc lo1
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RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 1.1.1.1/32
RouterA(config-if-[lo1])#exit

9.27.2.2.3 HactpounTte uHtepgenc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#ip address 20.20.20.1/24
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

9.27.2.2.4 HacTtponTe rnobanbHbld peXxnum OTNpaBKknM OTBETOB Ha MornydeHHble ARP-

3anpockl

RouterA(config)#tarp reply global

9.27.2.2.5 HacTponte ctaTUyecKyro MapLupyTmM3aumio

RouterA(config)#ip route 0.0.0.0/0 ethl 10
RouterA(config)#ip route 0.0.0.0/0 eth2 20
RouterA(config)#end

9.27.2.3 Hactponte RouterB
9.27.2.3.1 HactpounTte uHtepgenc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 10.10.10.2/24
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

9.27.2.3.2 HacTtpownte untepgenc lo1

RouterB(config)#tinterface lo1
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 2.2.2.1/32
RouterB(config-if-[lo1])#exit
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9.27.2.3.3 HactpounTte nHtepgenc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#ip address 20.20.20.2/24
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

9.27.2.3.4 HacTtponTe rnobanbHbii peXnm OTNPaBKM OTBETOB Ha MosnydeHHble ARP-

3anpocol

RouterB(config)#arp reply global

9.27.2.3.5 HacTtpownTe cTaTMyeckyo MapLupyTusawumo

RouterB(config)#ip route 0.0.0.0/0 ethl 10
RouterB(config)#ip route 0.0.0.0/0 eth2 20
RouterB(config)#end

9.27.2.4 CoxpaHuTe HaCTPOMNKK

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHUss HacTPOeK

9.27.3 [poBepka HacTpoeK

9.27.3.1 BebinonHuTe kOMaHay ping 2.2.2.1 Ha RouterA gns otnpasku ICMP-3anpoca

PING 2.2.2.1 (2.2.2.1) 56(84) bytes of data.

64 bytes from 2.2.2.1: icmp_seq=1 ttI=64 time=0.983 ms
64 bytes from 2.2.2.1: icmp_seq=2 ttlI=64 time=0.962 ms
64 bytes from 2.2.2.1: icmp_seq=3 ttlI=64 time=0.949 ms
64 bytes from 2.2.2.1: icmp_seq=4 ttlI=64 time=0.977 ms

9.27.3.2 BbinonHuTe crnegyowme kKoMmaHabl Ana oTKYeHus nHtepdgenca Ha Router B:

RouterB#configure terminal
RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#shutdown
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9.27.3.3 BebinonHute komaHay ping 2.2.2.1 Ha RouterA ansa npoBepku AOCTYNMHOCTU

pe3epBHOro CTaTUYecKoro MapLupyTa Yepes nHtepgenc eth2

PING 2.2.2.1 (2.2.2.1) 56(84) bytes of data.

64 bytes from 2.2.2.1: icmp_seq=5 ttlI=64 time=0.933 ms
64 bytes from 2.2.2.1: icmp_seq=6 ttl=64 time=0.932 ms
64 bytes from 2.2.2.1: icmp_seq=7 ttI=64 time=0.929 ms
64 bytes from 2.2.2.1: icmp_seq=8 ttI=64 time=0.987 ms

9.28 HacTtpouka loopback-uHtepdenca B kadyectBe next-hop AnA craTuyeckoro

MapLupyTa

9.28.1 OnucaHue HaCTPOWMKMU

Kak nokasaHo Ha pucyHke 46 B KayeCcTBe OCHOBHbIX YCTPOWCTB MCMOSb3YKTCA [Ba
CepBUCHbIX MapLupyTu3aTopa - RouterA, RouterB.

Mexny ycTpoucTtBamuM HaCTpOeHa cTaTudeckass Mapupytusauma. Ha kaxgom u3

YCTPOWCTB HacTpoeHbl MHTepdENChl, HasHadeHbl IP-agpeca n nogHaTtel loopback-uHtepgence.

TFTP - cepeep RouterA RouterB

Ipv4: 198.18.1.3/24

0 ooog O Oooo
='p oooo 2'p pooo
ethernet eth2 eth1 eth1
Ipv4: 198.18.1.1/24 Ipv4: 10.10.10.1/24  Ipv4: 10.10.10.2/24
lo1: 1.1.1.1/32 lo2: 2.2.2.2/32
lo3: 3.3.3.3/32

PucyHok 46 — Cxema HacTtponkn loopback-nHtepdenica B kayectse next-hop ans

cTaTU4yecKoro mapLupyTa

9.28.2 JT1anbl HaCTPOMKU CETH

9.28.2.1 Bouagnte B pexum rnobanbHOM KOHGUrypauum Ha YCTpOWCTBax nepea
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHNdA, OOAHUM U3 FMNaBHbIX LLAroB, SABNAETCS BXOL B
KOHUTrypaLMOHHbIN peXxuM. KoHMUrypaunoHHbIN PEXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW
CTPOKN. B  KOHPUrypauUMOHHOM peXxmnmMe MOXHO U3MEHATb HaCTPOWKN UHTepdencos,

MapLipyT13aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.
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9.28.2.2 Hactpoute Ha PC IP-agpec 198.18.1.3/24
9.28.2.3 Hactponte RouterA
9.28.2.3.1 HactpounTte uHtepgencsl eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 10.10.10.1/24
RouterA(config-if-[eth1])#exit
RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.1.1/24
RouterA(config-if-[eth2])#exit

9.28.2.3.2 CospganTte n HactpounTe loopback-uHtepdenc

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#ip address 1.1.1.1/32
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#exit

9.28.2.3.3 HacTpounTe pexum OoTnpaBkn OTBETOB B OTBET Ha nosny4vyeHHble ARP-3anpocsl,

KOTOpble paspeLuatoT fiokarnbHble Lenesble IP-agpeca
RouterA(config)#tarp reply global
9.28.2.3.4 HacTtponTe cTaTU4eCKy0 MapLLpyTu3awmto

RouterA(config)#ip route 2.2.2.0/24 lo1
RouterA(config)#ip route 0.0.0.0/0 10.10.10.2 eth1
RouterA(config)#tend

9.28.2.4 Hactpoute RouterB
9.28.2.4.1 HactpownTte untepgenc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 10.10.10.2/24
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RouterB(config-if-[eth1])#exit

9.28.2.4.2 CospgaunTte n HacTpounTe loopback-uHtepdencol

RouterB(config)#interface lo2
RouterB(config-if-[lo2])#ip address 2.2.2.2/32
RouterB(config-if-[lo2])#no shutdown
RouterB(config-if-[lo2])#exit
RouterB(config)#interface lo3
RouterB(config-if-[lo3])#ip address 3.3.3.3/32
RouterB(config-if-[lo3])#no shutdown
RouterB(config-if-[lo3])#exit

9.28.2.4.3 HacTpounTe pexunm oTnpaBkn OTBETOB B OTBET Ha nonyyeHHole ARP-3anpocsl,

KOTOpble pa3peluatoT fokarnbHble Lenesble IP-agpeca

RouterB(config)#arp reply global

9.28.2.4.4 HacTtponTe cTaTM4eCKy0 MapLLpyTusawumto

RouterB(config)#ip route 0.0.0.0/0 10.10.10.1 ethl
RouterB(config)t#tend

9.28.2.5 CoxpaHuTe HaCTPOMKK

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

9.28.3 [lpoBepka HacTpoeK

9.28.3.1 BebinonHuTe koMaHAay ping 2.2.2.2 Ha PC ansa otnpasku ICMP-3anpoca

Pinging 2.2.2.2 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 2.2.2.2:
Packets: Sent = 4, Received = 0, Lost =4 (100% loss)

ICMP-0TBET OT 2.2.2.2 He AOSMKEH ObITb MOMyYeH.

Bepcus 8.0 185



®dyHkummn L3 MHCTpyKUMS No HacTporke
KPII.465614.0011C3

9.28.3.2 BebinonHute komaHgy tcpdump lo1 Ha RouterA ansa nposepku ICMP 3anpocos
ot PC

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on lo1, link-type EN10MB (Ethernet), capture size 262144 bytes
13:07:38.576533 IP 198.18.1.3 > 2.2.2.2: ICMP echo request, id 1, seq 56, length 40
13:07:43.185698 IP 198.18.1.3 > 2.2.2.2: ICMP echo request, id 1, seq 57, length 40
13:07:48.173453 IP 198.18.1.3 > 2.2.2.2: ICMP echo request, id 1, seq 58, length 40
13:07:53.162208 IP 198.18.1.3 > 2.2.2.2: ICMP echo request, id 1, seq 59, length 40

9.28.3.3 BbinonHute komangy ping 3.3.3.3 Ha PC ansa otnpaskn ICMP-3anpoca

Pinging 3.3.3.3 with 32 bytes of data:

Reply from 3.3.3.3: bytes=32 time=1ms TTL=63
Reply from 3.3.3.3: bytes=32 time=1ms TTL=63
Reply from 3.3.3.3: bytes=32 time=1ms TTL=63
Reply from 3.3.3.3: bytes=32 time=1ms TTL=63

Ping statistics for 3.3.3.3:
Packets: Sent = 4, Received = 4, Lost =0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 1ms, Average = 1ms

ICMP-o1BeTbI 0T 3.3.3.3 AOMKHbI BbITb NONYYEHbI.
9.29 HacTtpouka 3epkanmpoBaHus Tpadmka

9.29.1 OnucaHue HAaCTPOWMKM

Kak nokasaHo Ha pucyHke 47 B KadeCTBe OCHOBHbIX YCTPOWCTB MCMONb3YHTCA Tpu
CepBUCHbLIX MapLupyTu3aTopa - RouterA, RouterB, RouterC.

Ha cepBUCHbIX MapLUpyTU3aTopax HacTpoeHbl MHTepdencol N HadHayeHbl IP-agpeca.

Ha RouterB HacTpoeHO 3epkanupoBaHue Tpaduka.
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RouterA RouterB RouterC

0000 192.18.0.0/24 el 192.18.1.0024 OCO
alala(all ctn1 eth1 2a|ala W cth2 eth? alalala

Ipv4: 198.18.0.2124 Ipv4: 198.18.0.1724 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24

PucyHok 47 — Cxema HaCTponku

9.29.2 3JTtanbl HACTPOUKMU

9.29.2.1 Bowugnte B pexum rnobanbHOM KoHUrypauum Ha YCTpouCTBax nepes
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 rNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypaLUMOHHbIN pexnM. KoHUrypaunoHHbIN PEXUM - 3TO OAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B KOHUIrypauUMOHHOM pexmme MOXHO U3MEHATb HACTPOWMKU  UHTEpPdEnCcoB,
MapLupyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

9.29.2.2 Hactponte nHtepdenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#end

9.29.2.3 Hactponute RouterB
9.29.2.3.1 Hactpownte untepgencol eth1 n eth2

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit
RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit
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9.29.2.3.2 HacTtpounTte 3epkanupoBaHue Tpaduka

RouterB(config)#ip access-list MIRRORING destinationip 198.18.0.0/24
RouterB(config)#ip clone INPUT access-list MIRRORING gateway 198.18.1.2
RouterB(config)#end

9.29.2.4 Hactponte nHtepdemnc eth2 Ha RouterC

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#end

9.29.2.5 CoxpaHuTe HaCTPOMKK

Mcnonb3yinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha YCTponcTBax

9.29.3 [lpoBepkKa HacTpoekK
9.29.3.1 BbinonHute kKomaHay ping 198.18.1.2 repeat 4 Ha RouterB gns npoBepku

cBA3HOCTbL Mexay RouterB n RouterC

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.
64 bytes from 198.18.1.2: icmp_seq=1 ttl=64 time=1.93 ms
64 bytes from 198.18.1.2: icmp_seq=2 ttl=64 time=0.944 ms

--- 198.18.1.2 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 2ms
rtt min/avg/max/mdev = 0.944/1.438/1.933/0.495 ms

9.29.3.2 BebinonHute komangy ping 198.18.0.2 repeat 4 Ha RouterB ans npoBepkmn

cBA3HOCTbL Mexay RouterB n RouterA

PING 198.18.0.2 (198.18.0.2) 56(84) bytes of data.
64 bytes from 198.18.0.2: icmp_seq=1 ttl=64 time=1.96 ms
64 bytes from 198.18.0.2: icmp_seq=2 ttl=64 time=0.944 ms

--- 198.18.0.2 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 2ms
rtt min/avg/max/mdev = 0.944/1.449/1.955/0.506 ms
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9.29.3.3 BebinonHuTte komanay ping 198.18.0.1 Ha RouterB ansa oTnpasku icmp-3anpocoB

PING 198.18.0.1 (198.18.0.1) 56(84) bytes of data.
64 bytes from 198.18.0.1: icmp_seq=1 ttl=64 time=1.04 ms
64 bytes from 198.18.0.1: icmp_seq=2 ttl=64 time=0.989 ms

9.29.3.4 BebinonHute KomaHgy tcpdump eth?2 Ha RouterC ana npoBepkyu NpUCYTCTBUSA

icmp-3anpocos

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes
21:53:10.982481 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 1, length 64
21:53:11.982596 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 2, length 64
21:53:12.983683 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 3, length 64
21:53:13.984744 1P 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 4, length 64
21:53:14.985864 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 5, length 64
21:53:15.986919 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 6, length 64
21:53:16.988029 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 7, length 64
21:53:17.988380 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 8, length 64

9.30 HacTtpouka Jumbo Frames Ha uHtepdencax Ethernet

9.30.1 OnucaHue HaCTPOWMKM

Kak nokasaHo Ha pucyHke 48 B KayecTBE OCHOBHOIO YCTPOMWCTBA BblOpaH CEPBUCHbLIN
MapLupyTtmsaTtop - RouterA.

Yctponctea obbeamHeHbl B ogHy ceTb - VLAN10, ycTaHOBNEH MakcMMarbHbI pasmep
kagpa MTU Ha nopTax.

Ha PC1 nHacTtpoeH IP address 100.1.0.2/24.

Ha PC2 nHacTtpoeH IP address 100.1.0.3/24.
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PC1

100.1.0.2/124

RouterA

swi

0 ooog
=0 pooo

PC2 swz

100.1.0.3/24

=

PucyHok 48 — Cxema Hactponkn Jumbo Frames

9.30.2 JTanbl HACTPOUKU CETU

9.30.2.1 Hactponte Ha PC1 IP agpec 100.1.0.2/24

9.30.2.2 Hactponte Ha PC2 IP agpec 100.1.0.3/24

9.30.2.3 Bowuaute B pexum rnobanbHON KOHUrypaumm Ha yctponctee RouterA nepef
HaCTPOMKOM

lMpn HacTponke ceTeBoro obopyaoBaHMS, OAHUM U3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypaLUMOHHbIN pexnm. KoHUrypaunoHHbIN PEXUM - 3TO OAUH U3 PEXUMOB KOMaHOHOM
CTPOKN. B  KOHPUIrypauUMOHHOM pexnMe MOXHO U3MEHATb HACTPOWMKU UHTepdEemncosB,
MapLupyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

9.30.2.4 HasHaybTe VLAN10 1 ycTaHOBUTE MaKcMmarnbHbIn pa3mep kagpa MTU Ha
switchport1 Ha RouterA

RouterA(config)#interface switchportl
RouterA(config-if-[switchport1])#no shutdown
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RouterA(config-if-[switchportl])#switchport access vian 10
RouterA(config-if-[switchport1])#mtu 10240
RouterA(config-if-[switchportl])#exit

9.30.2.5 HasHaybTe VLAN10 1 ycTtaHOBUTE MakcumarnbHbi pa3mep kagpa MTU Ha

switchport2 n Ha RouterA

RouterA(config)#interface switchport2
RouterA(config-if-[switchport2])#no shutdown
RouterA(config-if-[switchport2])#switchport access vian 10
RouterA(config-if-[switchport2])#mtu 10240
RouterA(config-if-[switchport2])#end

9.30.2.6 CoxpaHuTe HacCTpPOMKK

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHUss HacTpPOoekK

9.30.3 [lpoBepka HacTpoekK
9.30.3.1 BebinonHute komaHay show interfaces switchports 1 Ha RouterA gns npocMmoTpa

HacTpoWKK pasmepa kagpa MTU

switchportl:

Link: UP

MTU: 10240

Duplex: full

Autonegotiation: on

Speed: 1000

Supported speeds (Mb/s): 10, 100, 1000
Switchport mode access

Switchport access vlan: 10

Mode: Access
VLAN: 10

9.30.3.2 BebinonHute komaHay show interfaces switchports 2 Ha RouterA ans npocmoTpa

HacTpownku pasmepa kagpa MTU

switchport2:

Link: UP

MTU: 10240
Duplex: full
Autonegotiation: on
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Speed: 1000

Supported speeds (Mb/s): 10, 100, 1000
Switchport mode access

Switchport access vlan: 10

Mode: Access
VLAN: 10

9.30.3.3 BebinonHute komangy iperf3 -s -B 100.1.0.3 -p 5000 Ha PC2 gna npoBepkmn

nepegayun nakeTa GonbLIOro pasmepa

Server listening on TCP port 5000
TCP window size: 128 KByte (default)

[ 1] local 100.1.0.3 port 5000 connected with 100.1.0.3 port 33170
[ID] Interval  Transfer Bandwidth
[ 1] 0.0000-10.0306 sec 1.15 GBytes 987 Mbits/sec

9.30.3.4 BbinonHute komaHay iperf3 -¢ 100.1.0.3 -b 470m -p 5000 --set-mss 9000 Ha

PC1 ans npoBepku nepenayum naketa 60onbLIOro pasmepa

Client connecting to 100.1.0.3, TCP port 5000
TCP window size: 325 KByte (default)

[ 1] local 100.1.0.3 port 33170 connected with 100.1.0.3 port 5000 (MSS=8948)
[ID] Interval  Transfer Bandwidth
[ 1] 0.0000-10.0403 sec 1.15 GBytes 986 Mbits/sec
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10TyHHenupoBaHue
10.1 Hactpownka PPTP

10.1.1 OnwucaHue HaCTpPOMKMU

Kak nokasaHo Ha pucyHke 49 B KayeCTBe OCHOBHbIX YCTPOMCTB BblOpaHbl CEPBUCHbIE
MapLpyTunsaTopsl - RouterA n RouterB.

Ha RouterA HacTtpoeHbl uHTepdencohl: eth1 - IP address 198.18.2.1/24, loopback-
nHTepdenc lo1 - IP address 201.1.2.1/32.

Ha RouterB HacTtpoeHbl uHTepdencol: eth1 - IP address 198.18.2.2/24, loopback-
nHTepdgenc lo1 - IP address 202.2.2.1/32.

Mexay yctponctBammn RouterA un RouterB HactpoeH PPTP-TyHHenb. Ha RouterA

npousBegeHa HacTponka cepsepa, Ha RouterB nponsBegeHa HacTpourka KnneHTa.

RouterA RouterB
Server Client

192.18.2.0/24
eth1

Ipv4: 198.18.2.1/24 Ipv4: 198.18.2.2/24
lo1:201.1.2.1/32 lo1:202.2.2.1/32

PucyHok 49 — Cxema HacTponkun npoTtokona PPTP

10.1.2 3Tanbl HACTPOUKM

10.1.2.1 Bowgute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOMCTBax nepen
HaCTPOUKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OAHUM U3 FMNaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypauUMOHHbIN pexnM. KOHUrypaumMoHHbIA peXxnm - 3T0 OOAWH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHPUIrypauUMOHHOM pexmMe MOXHO U3MEHATb HACTPOWMKU UHTEepdEeuncosB,

MapLipyT13aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.
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10.1.2.2 Hactpownte PPTP-cepBep Ha RouterA
10.1.2.2.1 Hactpoute nutepdemnc eth1

RouterA(config)ttinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.2.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

10.1.2.2.2 HactpowuTte loopback-uHtepgenc lo1

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#ip address 201.1.2.1/32
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#exit

10.1.2.2.3 Hactpoute PPTP-cepsep

RouterA(config)#pptp server SERVER

RouterA(config-pptp-s-[SERVER])#ppp authentication chap
RouterA(config-pptp-s-[SERVER])#ip address 198.18.2.1 port 1723
RouterA(config-pptp-s-[SERVER])#ip pool 2.2.2.3-10

RouterA(config-pptp-s-[SERVER])#ip pool gateway 2.2.2.2
RouterA(config-pptp-s-[SERVER])#client range 198.18.2.0/24
RouterA(config-pptp-s-[SERVER])#client authentication name <client> password <istokistok>
RouterA(config-pptp-s-[SERVER])#no shutdown

RouterA(config-pptp-s-[SERVER])#exit

10.1.2.2.4 HacTtpouTe mMapLupyTM3auuto

RouterA(config)#ip route 202.2.2.1/32 2.2.2.3
RouterA(config)#end

10.1.2.3 Hactponte PPTP-knueHT Ha RouterB
10.1.2.3.1 HactpowuTe nHTepdemc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 198.18.2.2/24
RouterB(config-if-[eth1])#no shutdown
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RouterB(config-if-[eth1])#exit

10.1.2.3.2 HactpowuTe loopback-untepdenc lo1

RouterB(config)#interface lol
RouterB(config-if-[lo1])#ip address 202.2.2.1/32
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#exit

10.1.2.3.3 HactpouTte PPTP-knueHT

RouterB(config)#pptp client CLIENT

RouterB(config-pptp-c-[CLIENT])#server 198.18.2.1 port 1723
RouterB(config-pptp-c-[CLIENT])#authentication name <client> password <istokistok>
RouterB(config-pptp-c-[CLIENT])#unit 1

RouterB(config-pptp-c-[CLIENT])#holdoff 10

RouterB(config-pptp-c-[CLIENT])#maxfail 30

RouterB(config-pptp-c-[CLIENT])#no shutdown

RouterB(config-pptp-c-[CLIENT])#exit

10.1.2.3.4 HacTpouTe mapLpyTmM3aumto

RouterB(config)#ip route 201.1.2.1/32 2.2.2.2
RouterB(config)#end

10.1.2.4 CoxpaHuTe HaCTPOWKM

Mcnonbayiite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

10.1.3 TlpoBepka HacTpoek

10.1.3.1 BebinonHuTe koMmaHdy show pptp server Ha RouterA Ans BbiIBOAa Ha 3KpaH

HacTpoek PPTP-cepsepa

PPTP Server SERVER is ON
Allowed networks: 198.18.2.0/24
Listen: 198.18.2.1:1723
IP pools: 2.2.2.3-10
Auth type: chap
IP pool gw: 2.2.2.2
Users: client psw: GQxbNXEmynaED230FsQ4jAA=
IPv6 peer interface ID: don\'t accept
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LCP echo failure: 3
LCP echo interval: 20
MTU: 1400

Min MTU: 1280
MRU: 1400

10.1.3.2 BbinonHute komaHay show pptp client Ha RouterB ans BbiIBOA4A Ha 3KpaH

HacTpoek PPTP-knueHTa

PPTP Client CLIENT is ON
State: ON
Interface: pppl
Server IP: 198.18.2.1
Server port: 1723
IP-address: 2.2.2.3
Username: client
passwd: GQxbNXEmynaED230FsQ4jAA=
MTU: 1400
MRU: 1400
Server route: False
Persistent: False
MaxFail: 30
Holdoff: 10
LCP echo failure: 3 LCP
echo interval: 5
Default route enabled

10.1.3.3 BbinonHute komaHgy ping 198.18.2.2 Ha RouterA gnsi NPOBEPKN CBA3AHHOCTM

mexay RouterA n RouterB

PING 198.18.2.2 (198.18.2.2) 56(84) bytes of data.

64 bytes from 198.18.2.2: icmp_seq=1 ttl=64 time=1.02 ms
64 bytes from 198.18.2.2: icmp_seq=2 ttl=64 time=0.957 ms
64 bytes from 198.18.2.2: icmp_seq=3 ttl=64 time=1.00 ms
64 bytes from 198.18.2.2: icmp_seq=4 ttl=64 time=0.942 ms
64 bytes from 198.18.2.2: icmp_seq=5 ttl=64 time=1.01 ms

10.1.3.4 BeinonHute komaHgy ping 198.18.2.1 Ha RouterB ons npoBepkn CBA3aHHOCTU
mexay RouterA n RouterB

PING 198.18.2.1 (198.18.2.1) 56(84) bytes of data.
64 bytes from 198.18.2.1: icmp_seq=1 ttl=64 time=0.981 ms
64 bytes from 198.18.2.1: icmp_seq=2 ttl=64 time=0.977 ms
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64 bytes from 198.18.2.1: icmp_seq=3 ttl=64 time=0.953 ms
64 bytes from 198.18.2.1: icmp_seq=4 ttl=64 time=0.981 ms
64 bytes from 198.18.2.1: icmp_seq=5 ttl=64 time=0.951 ms

10.1.3.5 BbinonHute komaHay ping 202.2.2.1 Ha RouterA ans npoBepku nepegayu

NnakeToB 4Yepel3 TYHHEIb

PING 202.2.2.1 (202.2.2.1) 56(84) bytes of data.

64 bytes from 202.2.2.1: icmp_seq=1 ttl=64 time=1.28 ms
64 bytes from 202.2.2.1: icmp_seq=2 ttl=64 time=1.08 ms
64 bytes from 202.2.2.1: icmp_seq=3 ttl=64 time=1.22 ms
64 bytes from 202.2.2.1: icmp_seq=4 ttl=64 time=1.10 ms
64 bytes from 202.2.2.1: icmp_seq=5 ttl=64 time=1.04 ms

10.1.3.6 BbinonHute komaHay tcpdump eth1 Ha RouterB ans BbiBOA4a MpPOBEPKU

MHKancynauun, npoxogdawmx 4epes TyHHeESb, NMNakeToB

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on eth1,

link-type EN10MB (Ethernet), capture size 262144 bytes

05:44:29.648214 |1P 198.18.2.1 > 198.18.2.2: GREvV], call 29163, seq 491, length 100: IP 2.2.2.2 > 202.2.2.1: ICMP
echo request, id 15698, seq 12, length 64

05:44:29.648384 IP 198.18.2.2 > 198.18.2.1: GREV], call 2, seq 497, ack 491, length 104: IP 202.2.2.1 >2.2.2.2:
ICMP echo reply, id 15698, seq 12, length 64

05:44:30.648527 1P 198.18.2.1 > 198.18.2.2: GREV1, call 29163, seq 492, ack 497, length 104: IP 2.2.2.2 >
202.2.2.1: ICMP echo request, id 15698, seq 13, length 64

05:44:30.648755 IP 198.18.2.2 > 198.18.2.1: GREV], call 2, seq 498, ack 492, length 104: IP 202.2.2.1 > 2.2.2.2:
ICMP echo reply, id 15698, seq 13, length 64

05:44:31.648982 IP 198.18.2.1 > 198.18.2.2: GREV1, call 29163, seq 493, ack 498, length 104: 1P 2.2.2.2 >
202.2.2.1: ICMP echo request, id 15698, seq 14, length 64

05:44:31.649375 IP 198.18.2.2 > 198.18.2.1: GREV], call 2, seq 499, ack 493, length 104: IP 202.2.2.1 > 2.2.2.2:
ICMP echo reply, id 15698, seq 14, length 64

10.2 Hactpowuka PPPoE

10.2.1 OnwucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 50 B KayeCcTBe OCHOBHbIX YCTPOWCTB BbliOpaHbl CEpPBUCHbIE
MapLpyTnsaTopsl - RouterA n RouterB.

Ha RouterA HacTpoeHbl unHTepdeucol: eth1, loopback-untepdgenc lo1 - IP address
201.1.2.1/32.

Ha RouterB HacTpoeHbl uHTepdencol: eth1, loopback-untepdgenc lo1 - IP address
202.2.2.1/32.
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Mexgy yctponctBamn RouterA n RouterB HactpoeH PPPOE TyHHenb. Ha RouterA

npousBegeHa HacTponka cepsepa, Ha RouterB nponsseneHa HacTporika KnueHTa.

RouterA RouterB
Server Client

eth1 eth1

101:201.1.2.1/32 101:202.2.2.1/32

PucyHok 50 — Cxema HacTponkmn npoTtokona PPPoE

10.2.2 JTanbl HACTPOUKMU

10.2.2.1 Bowgute B pexum rnobanbHOM KOHUrypaumm Ha YCTpPOMCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro o6opyaoBaHUA, OAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOHQOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKU. B KOH(pUrypaumMOHHOM peXumme MOXHO MU3MEHSATb HACTPOMKU  UHTEePdENCoB,
MapLpyTusaumto, 6e3onacHoCTb 1 gpyrme napameTpbl YCTPOUCTB.

10.2.2.2 HactpownTte cepsep PPPOE Ha RouterA

10.2.2.2.1 Hactpoute nutepdcemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

10.2.2.2.2 HactpouTe nHtepgemnc lo1

RouterA(config)#interface lol
RouterA(config-if-[lo1])#ip address 201.1.2.1/32
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RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#exit

10.2.2.2.3 HacTtpowuTe pppoe server

RouterA(config)#pppoe server SERVER
RouterA(config-pppoe-s-[SERVER])#ppp authentication chap
RouterA(config-pppoe-s-[SERVER])#ip pool chap gateway 2.2.2.2
RouterA(config-pppoe-s-[SERVER])#ip pool 2.2.2.3-10

RouterA(config-pppoe-s-[SERVER])#no shutdown

(
(
(
(
RouterA(config-pppoe-s-[SERVER])#username <client> password <istokistok> address 2.2.2.3
(
(
(

)

)

)
RouterA(config-pppoe-s-[SERVER])#use-interface ethl

)

)

RouterA(config-pppoe-s-[SERVER])#exit
10.2.2.2.4 HacTtpouTe MapLupyTmM3auuto
RouterA(config)#ip route 202.2.2.1/32 2.2.2.3

10.2.2.3 HactpownTte knueHT PPPoE Ha RouterB
10.2.2.3.1 HactpowuTe nHTepdemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

10.2.2.3.2 HacTtpoute nutepdeic lo1

RouterB(config)#interface lol
RouterB(config-if-[lo1])#ip address 202.2.2.1/32
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#exit

10.2.2.3.3 HacTtpouTe KnueHT pppoe

RouterB(config)t#tpppoe client CLIENT
RouterB(config-pppoe-c-[CLIENT])#persistent
RouterB(config-pppoe-c-[CLIENT])#chap login <client> password <istokistok>
RouterB(config-pppoe-c-[CLIENT])#unit 0
RouterB(config-pppoe-c-[CLIENT])#use-interface ethl
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RouterB(config-pppoe-c-[CLIENT])#holdoff 10
RouterB(config-pppoe-c-[CLIENT])#maxfail 15
RouterB(config-pppoe-c-[CLIENT])#lcp-echo-failure 10
RouterB(config-pppoe-c-[CLIENT])#lcp-echo-interval 15
RouterB(config-pppoe-c-[CLIENT])#no shutdown
RouterB(config-pppoe-c-[CLIENT])#exit

10.2.2.3.4 HacTtpouTte mapLupyTmMsauuto

RouterB(config)#ip route 201.1.2.1/32 2.2.2.2

10.2.2.4 CoxpaHuTe HaCTPOWKM

Mcnonb3yinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha YCTponcTBax

10.2.3 TlpoBepka HacTpoek
10.2.3.1 BbinonHute komaHay show pppoe server Ha RouterA ong BbIBO4a Ha 9KpaH

HacTpoek PPPoE-cepsepa

pppoe server SERVER is ON
Duplicate session: replace
IPv4: require
IPv6: deny
IP pools: 2.2.2.3-10
Auth type: chap
CHAP IP pool gw: 2.2.2.2
Users: client
psw: GOxbNXEmynaED230FsQ4jAA=
ip:2.2.2.3
IPv6 peer interface
ID: don't accept
LCP echo failure: 3
LCP echo interval: 20
MTU: 1400
Min MTU: 1280
MRU: 1400
Interfaces used: ethl

10.2.3.2 BbinonHute komangy show pppoe client Ha RouterB anga BbiBoga Ha 3KpaH

HacTpoek PPPoE-knueHTa

pppoe client CLIENT
VRF: default
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State: ON

Interface: ppp0

Link: UP

Connected to: ethl

IP Address: 2.2.2.3
CHAP Host name: client
psw: GQxbNXEmynaED230FsQ4jAA=
MTU: 1400

MRU: 1400

Persistent: ON

Maxfail: 0

LCP echo failure: 10
LCP echo interval: 15

10.2.3.3 BbinonHute komaHay ping 202.2.2.1 repeat 20 Ha RouterA ans nposepku

CBA3aHHOCTU YCTPOUCTB

PING 202.2.2.1 (202.2.2.1) from 201.1.2.1 : 56(84) bytes of data.
64 bytes from 202.2.2.1: icmp_seq=1 ttl=64 time=1.10 ms

64 bytes from 202.2.2.1: icmp_seq=2 ttl=64 time=1.05 ms

64 bytes from 202.2.2.1: icmp_seq=3 ttl=64 time=1.00 ms

64 bytes from 202.2.2.1: icmp_seq=4 ttl=64 time=1.06 ms

64 bytes from 202.2.2.1: icmp_seq=5 ttl=64 time=0.974 ms

10.2.3.4 BbinonHute komaHay tcpdump eth1 Ha RouterB ans BbiBOg4a MPOBEPKM

WHKaNcynsauum, NpoxXoasLUmMxX Yepes TyHHEerb, NakeToB

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on eth1,link-type EN10MB
(Ethernet), capture size 262144 bytes

08:52:58.237914 PPPoE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo request, id 21797, seq 11, length 64
08:52:58.237997 PPPoE [ses 0x140] IP 202.2.2.1 > 201.1.2.1: ICMP echo reply, id 21797, seq 11, length 64
08:52:59.239118 PPPoE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo request, id 21797, seq 12, length 64
08:52:59.239200 PPPoE [ses 0x140] IP 202.2.2.1 > 201.1.2.1: ICMP echo reply, id 21797, seq 12, length 64
08:53:00.240284 PPPoE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo request, id 21797, seq 13, length 64
08:53:00.240369 PPPOE [ses 0x140] IP 202.2.2.1 > 201.1.2.1: ICMP echo reply, id 21797, seq 13, length 64
08:53:01.241436 PPPoE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo request, id 21797, seq 14, length 64
08:53:01.241474 PPPoE [ses 0x140] IP 202.2.2.1 > 201.1.2.1: ICMP echo reply, id 21797, seq 14, length 64
08:53:02.242572 PPPoE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo request, id 21797, seq 15, length 64

10.3 HacTtpowmka PPPoE IPv6

10.3.1 OnucaHue HacTPOMKM
Kak nokasaHo Ha pucyHke 51 B KayeCcTBe OCHOBHbIX YCTPOMCTB BblOpaHbl CEPBUCHbIE

MapupyTtmnsaTtopsbl - RouterA n RouterB.
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Ha RouterA HacTpoeHbl nHTepgencel eth1 - IP address 2001::1/64, loopback-nHtepdenc
loO - IP address 100::1/128.
Ha RouterB HacTpoeH nHtepgeinc eth1 - IP address 2001::2/64.

Mexay yctponcteamun RouterA n RouterB HacTpausaeTcs npotokon PPPoOE IPv6.

RouterA RouterB
Server Client

2001::/64
eth1

2001::1/64

2001::2/64
100:100::1/128

PucyHok 51 — Cxema HacTtpoviku npotokona PPPoE IPv6

10.3.2 3JTanbl HACTPOUKMU

10.3.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOWKOM

lMpu HacTponke ceTeBoro obopyaoBaHWs, OOHUM U3 FNaBHbIX LIAroB, ABMASETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnM - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B KOHPUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWMKU  UHTEPdENCOoB,
MapLipyTusauuio, 6e3onacHoCTb 1 apyrne napameTpbl yCTPONCTB.

10.3.2.2 HactpownTte cepsep PPPOE Ha RouterA

10.3.2.2.1 HactpowuTe nHtepdemc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2001::1/64
RouterA(config-if-[eth1])#exit
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10.3.2.2.2 HactpowuTte loopback-uHtepdenc lo0

RouterA(config)#interface 100
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ipv6 address 100::1/128
RouterA(config-if-[lo0])#exit

10.3.2.2.3 Hactponte PPPoE-cepBep

RouterA(config)#tpppoe server 1
RouterA(config-pppoe-s-[SERVER])#ppp authentication chap
RouterA(config-pppoe-s-[SERVER])#ipv4 deny
RouterA(config-pppoe-s-[SERVER])#ipv6 require
RouterA(config-pppoe-s-[SERVER])#ipv6 pool 2001:1:1::/48 64
RouterA(config-pppoe-s-[SERVER])#ipv6 pool delegate 2001:1:1::/36 48
RouterA(config-pppoe-s-[SERVER])#ipv6 dhcp
RouterA(config-pppoe-s-[SERVER])#ipv6 dhcp pref-lifetime 12000
RouterA(config-pppoe-s-[SERVER])#ipv6 dhcp valid-lifetime 240000
RouterA(config-pppoe-s-[SERVER])#ipv6 dhcp route-via-gw on
RouterA(config-pppoe-s-[SERVER])#username <client> password <istokistok>
RouterA(config-pppoe-s-[SERVER])#Icp-echo-failure 3
RouterA(config-pppoe-s-[SERVER])#lcp-echo-interval 5
RouterA(config-pppoe-s-[SERVER])#use-interface ethl
RouterA(config-pppoe-s-[SERVER])#no shutdown
RouterA(config-pppoe-s-[SERVER])#exit

10.3.2.3 Hactpounte PPPOE-knneHT Ha RouterB
10.3.2.3.1 HactpowuTe nHTepdemc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ipv6 address 2001::2/64
RouterB(config-if-[eth1])#exit

10.3.2.3.2 Hactpoute PPPoE-knneHT

RouterB(config)t#tpppoe client 1

RouterB(config-pppoe-c-[1])#unit 1
RouterB(config-pppoe-c-[1])#use-interface ethl
RouterB(config-pppoe-c-[1])#chap login <client> password <istokistok>
RouterB(config-pppoe-c-[1])#persistent
RouterB(config-pppoe-c-[1])#maxfail 0
RouterB(config-pppoe-c-[1])#holdoff 30
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RouterB(config-pppoe-c-[1])#Icp-echo-failure 3
RouterB(config-pppoe-c-[1])#lcp-echo-interval 5
RouterB(config-pppoe-c-[1])#use-dns
RouterB(config-pppoe-c-[1])#use-default-route
RouterB(config-pppoe-c-[1])#ipv4 off
RouterB(config-pppoe-c-[1])#ipv6 on
RouterB(config-pppoe-c-[1])#no shutdown
RouterB(config-pppoe-c-[1])#exit

10.3.2.4 CoxpaHuTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

10.3.3 TlpoBepka HacTpoek
10.3.3.1 BebinonHute komaHgy show pppoe server Ha RouterA ana BbiBoga Ha 3KpaH

HacTpoek PPPoOE-cepBepa

pppoe server 1is ON
Duplicate session: replace
IPv4: deny IPv6: require
IPv6 pools: 2001:1:1::/48,64
IPv6 pool delegate: 2001:1:1::/36,48
Auth type: chap
Users: client
psw: qehRopxWSvWLIOAxpbUOOwWA=
ip: None
IPv6 peer interface ID: don't accept
LCP echo failure: 3
LCP echo interval: 5
MTU: 1400
Min MTU: 1280
MRU: 1400
Interfaces used: ethl
IPv6 DHCP:
PrefLifeTime: 12000
ValidLifeTime: 240000
RouteViaGw: On

10.3.3.2 BeinonHute komaHgy show pppoe client Ha RouterB onga BbiBoga Ha akpaH

HacTpoek PPPOE-knueHTa

pppoe client 1
VRF: default
State: ON
Interface: pppl
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Link: UP

Connected to: ethl
CHAP Host name: client
psw: gehRopxWSvWLIOAxpbUOOwWA=
MTU: 1400

MRU: 1400

Persistent: ON

Maxfail: 0

Holdoff: 30

LCP echo failure: 3

LCP echo interval: 5
DNS usage enabled
Default route enabled

10.3.3.3 BbinonHute KomaHay ping ipv6 100::1 Ha RouterB ons npoBepkn cBA3aHHOCTU
RouterA n RouterB

PING 100::1(100::1) 56 data bytes

64 bytes from 100::1: icmp_seqg=1 ttl=64 time=1.07 ms
64 bytes from 100::1: icmp_seq=2 ttl=64 time=1.03 ms
64 bytes from 100::1: icmp_seq=3 ttl=64 time=0.997 ms
64 bytes from 100::1: icmp_seq=4 ttl=64 time=1.07 ms
64 bytes from 100::1: icmp_seq=>5 ttl=64 time=1.07 ms

10.3.3.4 BbinonHute komaHay tcpdump eth1 Ha RouterA ans BbiBOA4A MPOBEPKM

WHKaNcynsauum, NpoxXoasLUmMxX Yepes TyHHEerb, NakeToB

11:15:15.147142 PPPoE [ses Ox1] LCP, Echo-Request (0x09), id 149, length 10
11:15:15.148144 PPPoE [ses 0x1] LCP, Echo-Reply (0x0a), id 149, length 10
11:15:15.163604 PPPoE [ses Ox1] LCP, Echo-Request (0x09), id 232, length 10
11:15:15.163676 PPPoE [ses 0x1] LCP, Echo-Reply (0x0a), id 232, length 10
11:15:20.147143 PPPoE [ses 0x1] LCP, Echo-Request (0x09), id 150, length 10
11:15:20.148156 PPPoE [ses Ox1] LCP, Echo-Reply (0x0a), id 150, length 10
11:15:20.163646 PPPoE [ses Ox1] LCP, Echo-Request (0x09), id 233, length 10
11:15:20.163719 PPPoE [ses Ox1] LCP, Echo-Reply (0x0a), id 233, length 10
11:15:25.147107 PPPoE [ses Ox1] LCP, Echo-Request (0x09), id 151, length 10
11:15:25.148086 PPPoE [ses Ox1] LCP, Echo-Reply (0x0a), id 151, length 10

10.4 Hactpowuka GRE

10.4.1 OnucaHue HaCTPOMKM
Kak nokasaHo Ha pucyHke 52 B KayeCTBe€ OCHOBHbIX YCTPOMWCTB BblOpaHbl CEPBUCHbIE

MapupyTtmnsaTtopsbl - RouterA n RouterB.
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Ha RouterA HacTpoeHbl nHTepdeincol eth1 n cab-nHrepdenc eth1.2 - 198.18.2.1/24.
Ha RouterB HacTpoeHbl nHTepdencol eth1 n cab-nHtepdgenc eth1.2 - 198.18.2.2/24.

Mexay yctponcteamu RouterA n RouterB HacTpoeH GRE-TyHHenb.

-_—— T T e -
- =~ -
~
-~ TyHHenbHble WHTEperchl ~

7/ Ipv4:198.18.202.0/30 \

GRE-TyHHeNb

|
SN eth1.2 eth1.2 TRe T
asa afes=2as

Ipv4: 198.18.2.1/24 Ipv4: 198.18.2.2/24

PucyHok 52 — Cxema HacTtpounkun GRE-TyHHens

10.4.2 3JTanbl HACTPOUKMU

10.4.2.1 Bowgute B pexum rrnobanbHOM KOHUrypaumm Ha YCTPOMCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUdA, OAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypaLUMOHHbIA pexnM. KoHUrypaunoHHbIN PEXUM - 3TO OAUH U3 PEXUMOB KOMaHOHOM
CTPOKU. B KOH(UrypaumMOHHOM peXmme MOXHO MU3MEHSATb HACTPOMKU UHTEePdENCoB,
MapLupyTusauuio, 6e3onacHoCTb 1 apyrne napameTpbl YCTPOWUCTB.

10.4.2.2 Hactponte RouterA

10.4.2.2.1 HactpouTe nHtepgenc ethl

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

10.4.2.2.2 HactpouTe cab-uHtepdenc eth1.2

RouterA(config)#interface eth1.2
RouterA(config-if-[eth1.2])#vid 2 ethertype 0x8100
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RouterA(config-if-[eth1.2])#no shutdown
RouterA(config-if-[eth1.2])#ip address 198.18.2.1/24
RouterA(config-if-[eth1.2])#exit

10.4.2.2.3 HacTtpounTe TyHHeNbHLIN MHTepdenc tunnel2

RouterA(config)#interface tunnel 2

RouterA(config-[tunnel2])#tunnel mode gre source 198.18.2.1 destination 198.18.2.2
RouterA(config-[tunnel2])#no shutdown

RouterA(config-[tunnel2])#ip mtu 1476

RouterA(config-[tunnel2])#ip address 198.18.202.1/30

RouterA(config-[tunnel2])#ip multicast
RouterA(config-[tunnel2])#exit

10.4.2.2.4 HactpouTe nHtepcenc vian2

RouterA(config)#interface vlan2
RouterA(config-[vlan2])#vid 2 ethertype 0x8100
RouterA(config-[vlan2])#no shutdown
RouterA(config-[vlan2])#ip address 202.2.2.1/24
RouterA(config-[vlan2])#exit

10.4.2.2.5 HacTponTte mapLpyTmM3aumo Yepes TYHHENbHbIM nHTepdenc tunnel2

RouterA(config)#ip route 201.1.2.0/24 198.18.202.2 tunnel2

10.4.2.3 Hactpownte RouterB
10.4.2.3.1 HactpouTe nHtepgenc ethl

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

10.4.2.3.2 HactpowTe cab-nHtepdeinc eth1.2

RouterB(config)ttinterface eth1.2
RouterB(config-if-[eth1.2])#vid 2 ethertype 0x8100
RouterB(config-if-[eth1.2])#no shutdown
RouterB(config-if-[eth1.2])#ip address 198.18.2.2/24
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RouterB(config-if-[eth1.2])#Hexit

10.4.2.3.3 HacTpouTe TyHHesnbHbIN nHTepdenc tunnel2

RouterB(config)#interface tunnel 2

RouterB(config-[tunnel2])#tunnel mode gre source 198.18.2.2 destination 198.18.2.1
RouterB(config-[tunnel2])#no shutdown

RouterB(config-[tunnel2])#ip mtu 1476

RouterB(config-[tunnel2])#ip address 198.18.202.2/30

RouterB(config-[tunnel2])#ip multicast

RouterB(config-[tunnel2])#exit

10.4.2.3.4 HactpouTe nHTepdemnc vian2

RouterB(config)#interface vlan2
RouterBconfig-[vlan2])#vid 2 ethertype 0x8100
RouterB(config-[vlan2])#no shutdown
RouterB(config-[vlan2])#ip address 202.2.2.2/24
RouterB(config-[vlan2])#exit

10.4.2.3.5 HacTpouTte mapLpyTmM3aunto

RouterB(config)#ip route 201.1.2.0/24 198.18.202.1 tunnel2

10.4.2.4 CoxpaHuTe HaCTPOWKM

Mcnonbayiite komaHay write <name> gnsi CoxpaHeHNa HAaCTPOEK Ha YCTPOMCTBax

10.4.3 TlpoBepka HacTpoek
10.4.3.1 BeinonHute komangy show interfaces tunnel 2 Ha RouterA gnga sbiBOAa Ha

3KkpaH HacTpoek GRE TyHHens

tunnel2

Link: UP

Mode: gre

Multicast: on

Source address: 198.18.2.1
Destination address: 198.18.2.2
IPv4 Address: 198.18.202.1/30
RX: 1512 bytes / 18 packets

TX: 1512 bytes / 18 packets
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MTU: 1476

10.4.3.2 BeinonHute KomaHgy show interfaces tunnel 2 Ha RouterB ansa BbiBoga Ha

3KkpaH Hactpoek GRE TyHHens

tunnel2

Link: UP

Mode: gre

Multicast: on

Source address: 198.18.2.2
Destination address: 198.18.2.1
IPv4 Address: 198.18.202.2/30
RX: 3024 bytes / 36 packets

TX: 3024 bytes / 36 packets
MTU: 1476

10.4.3.3 BbinonHute komaHgy ping 202.2.2.1 repeat 20 Ha RouterA ans npoBepku

cBda3aHHocTU RouterA n RouterB

PING 202.2.2.1 (202.2.2.1) 56(84) bytes of data.

64 bytes from 202.2.2.1: icmp_seq=1 ttl=64 time=1.16 ms
64 bytes from 202.2.2.1: icmp_seq=2 ttl=64 time=1.02 ms
64 bytes from 202.2.2.1: icmp_seqg=3 ttl=64 time=1.09 ms
64 bytes from 202.2.2.1: icmp_seq=4 ttl=64 time=0.983 ms
64 bytes from 202.2.2.1: icmp_seq=5 ttl=64 time=1.08 ms

10.4.3.4 BbinonHute komaHay tcpdump eth1 Ha RouterB ans BbiBOA4a MPOBEPKU

WHKaNcynsauum, NpoxXoaslUmMx Yepes TyHHEer b, NakeToB

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes

10:55:12.696404 IP 198.18.2.2 > 198.18.2.1: GREVO, length 88: IP 198.18.202.2 > 198.18.202.1: ICMP echo
request, id 27279, seq 3, length 64

10:55:12.696499 IP 198.18.2.1 > 198.18.2.2: GREVO, length 88: IP 198.18.202.1 > 198.18.202.2: ICMP echo reply,
id 27279, seq 3, length 64

10:55:13.697545 IP 198.18.2.2 > 198.18.2.1: GREVO, length 88: IP 198.18.202.2 > 198.18.202.1: ICMP echo
request, id 27279, seq 4, length 64
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10.5 Hactpowmka IPIP

10.5.1 OnwucaHue HaCTpPOMKMU

Kak nokasaHo Ha pucyHke 53 B KayeCTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapLpyTunsaTopsl - RouterA n RouterB.

Ha RouterA HacTpoeHbl uHTepdencol: ethl.2 - IP address 198.18.2.1/24, tunnel 2 - IP
address 198.18.202.1/30, vlan2 - IP address 201.1.2.1/24.

Ha RouterB HacTpoeHbl nHTepdgencol: ethl.2 - IP address 198.18.2.2/24, tunnel 2 - IP
address 198.18.202.2/30, vlan2 - IP address 202.2.2.1/24.

Mexgay yctponcteamm RouterA n RouterB HacTpoeH IPIP-TyHHenb.

— - = - -
_ — — — ~
~
e TyHHenkbHble HHTEphENCHI N
7/ Ipv4: 198.18.202.0/30

—_

IPIP-TyHHeNb

e _—
O .I eth1.2 ( C ) ethl.2 0 OO0 .I
ala allalalala

Ipvd:198.18.2.1/24 Ipv4: 198.18.2.2/24

PucyHok 53 — Cxema HacTpowku IPIP-TyHHens

10.5.2 3JTanbl HACTPOUKMU

10.5.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUdA, OOAHUM U3 FMNaBHbIX LLAroB, SABNAETCS BXOL B
KOH(UrypauMOHHbIN pexnM. KoHMUrypaumuoHHbIN peXnMm - 3TO OOAWH U3 PEXMMOB KOMaHOHOM
CTPOKN. B KOHPUrypauUMOHHOM peXxmmMe MOXHO WU3MEHATb HaCTPOWKM UHTepdencos,
MapLupyTusaumio, 6e3o0nacHoOCTb U apyrme napameTpbl YCTPOWCTB.

10.5.2.2 B komaHgHoOM cTpoke RouterA BBECTU KOMaHAbI:

10.5.2.2.1 Hactpowite cab-uHtepgenc
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RouterA(config)#interface eth1.2
RouterA(config-if-[eth1.2])#vid 2 ethertype 0x8100
RouterA(config-if-[eth1.2])#no shutdown
RouterA(config-if-[eth1.2])#ip address 198.18.2.1/24
RouterA(config-if-[eth1.2])#exit

10.5.2.2.2 Hactpoute nHtepcenc tunnel2

RouterA(config)#interface tunnel 2

RouterA(config-[tunnel2])#tunnel mode ipip source 198.18.2.1 destination 198.18.2.2
RouterA(config-[tunnel2])#no shutdown

RouterA(config-[tunnel2])#ip mtu 1476

RouterA(config-[tunnel2])#ip address 198.18.202.1/30

RouterA(config-[tunnel2])#ip multicast
RouterA(config-[tunnel2])#exit

10.5.2.2.3 Hactpoute nHtepcenc vian2

RouterA(config)#tinterface vlan2
RouterA(config-if-[vlan2])#vid 2 ethertype 0x8100
RouterA(config-if-[vlan2])#no shutdown
RouterA(config-if-[vlan2])#ip address 201.1.2.1/24
RouterA(config-if-[vlan2])#exit

10.5.2.2.4 HacTtpouTe mMapLupyTM3auuto
RouterA(config)#ip route 202.2.2.0/24 198.18.202.2 tunnel2

10.5.2.3 B komaHgHown cTpoke RouterB BBecTn kKomaHAbl:

10.5.2.3.1 Hactpowute cab-nHtepdenc

RouterB(config)ttinterface eth1.2
RouterB(config-if-[eth1.2])#vid 2 ethertype 0x8100
RouterB(config-if-[eth1.2])#no shutdown
RouterB(config-if-[eth1.2])#ip address 198.18.2.2/24
RouterB(config-if-[eth1.2])#exit

10.5.2.3.2 HactpowuTe nHtepemnc tunnel2
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RouterB(config)#interface tunnel 2

RouterB(config-[tunnel2])#tunnel mode ipip source 198.18.2.2 destination 198.18.2.1
RouterB(config-[tunnel2])#no shutdown

RouterB(config-[tunnel2])#ip mtu 1476

RouterB(config-[tunnel2])#ip address 198.18.202.2/30

RouterB(config-[tunnel2])#ip multicast

RouterB(config-[tunnel2])#exit

10.5.2.3.3 Hactpoute nHtepcenc vian2

RouterB(config)#interface vlan2
RouterB(config-if-[vlan2])#vid 2 ethertype 0x8100
RouterB(config-if-[vlan2])#no shutdown
RouterB(config-if-[vlan2])#ip address 202.2.2.1/24
RouterB(config-if-[vlan2])#exit

10.5.2.3.4 HacTtpouTte mapLupyTmMsauuto

RouterB(config)#ip route 201.1.2.0/24 198.18.202.1 tunnel2

10.5.2.4 CoxpaHuTe HaCTPOWKn

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponCcTBax

10.5.3 TlpoBepka HacTpoek
10.5.3.1 BwinonHute komangy show interfaces tunnel 2 Ha RouterA gnga BbiBoga Ha

3KpaH HaCTpOeK TYHHENA

tunnel2
Link: UP
Mode: ipip
Multicast: on
Source address: 198.18.2.1
Destination address: 198.18.2.2
IPv4 Address: 198.18.202.1/30
RX: 2604 bytes / 31 packets
TX: 2604 bytes / 31 packets
MTU: 1476
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10.5.3.2 BeinonHute KomaHgy show interfaces tunnel 2 Ha RouterB ansa BbiBOga Ha

3KpaH HaCTPOeK TYHHens

tunnel2
Link: UP
Mode: ipip
Multicast: on
Source address: 198.18.2.2
Destination address: 198.18.2.1
IPv4 Address: 198.18.202.2/30
RX: 2604 bytes / 31 packets
TX: 2604 bytes / 31 packets
MTU: 1476

10.5.3.3 BbinonHute KomaHgy ping 198.18.2.2 Ha RouterA ansa NnpoBepKu CBA3aHHOCTU

mexay RouterA n RouterB

PING 198.18.2.2 (198.18.2.2) 56(84) bytes of data.

64 bytes from 198.18.2.2: icmp_seq=1 ttl=64 time=1.04 ms
64 bytes from 198.18.2.2: icmp_seq=2 ttl=64 time=1.01 ms
64 bytes from 198.18.2.2: icmp_seq=3 ttl=64 time=0.939 ms
64 bytes from 198.18.2.2: icmp_seq=4 ttl=64 time=1.02 ms
64 bytes from 198.18.2.2: icmp_seq=5 ttl=64 time=0.974 ms

10.5.3.4 BbinonHute komangy ping 198.18.2.1 Ha RouterB ons npoBepKn CBA3aHHOCTU

mexay RouterA n RouterB

PING 198.18.2.1 (198.18.2.1) 56(84) bytes of data.

64 bytes from 198.18.2.1: icmp_seq=1 ttl=64 time=1.01 ms
64 bytes from 198.18.2.1: icmp_seq=2 ttl=64 time=0.954 ms
64 bytes from 198.18.2.1: icmp_seq=3 ttl=64 time=1.00 ms
64 bytes from 198.18.2.1: icmp_seq=4 ttl=64 time=0.943 ms
64 bytes from 198.18.2.1: icmp_seq=5 ttl=64 time=0.993 ms

10.5.3.5 BeinonHute komangy ping 202.2.2.1 Ha RouterA ana npoBepku nepenayu

NakeToB 4Yepel3 TYHHEIb

PING 202.2.2.1 (202.2.2.1) 56(84) bytes of data.

64 bytes from 202.2.2.1: icmp_seqg=1 ttl=64 time=1.16 ms
64 bytes from 202.2.2.1: icmp_seqg=2 ttl=64 time=1.02 ms
64 bytes from 202.2.2.1: icmp_seq=3 ttl=64 time=1.09 ms
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64 bytes from 202.2.2.1: icmp_seq=4 ttl=64 time=0.983 ms
64 bytes from 202.2.2.1: icmp_seq=5 ttl=64 time=1.08 ms

10.5.3.6 BbinonHute komaHay tcpdump eth1 Ha RouterB ana BbiBOA4a MNpPOBEPKU

MHKancynauun, npoxogdawnx 4epes TyHHElb, NakeToB

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on eth1, link-type EN10MB
(Ethernet), capture size 262144 bytes

23:41:45.353327 IP 198.18.2.1 > 198.18.2.2: IP 198.18.202.1 > 202.2.2.1: ICMP echo request, id 5280, seq 6,
length 64 (ipip-proto-4)

23:41:45.353382 IP 198.18.2.2 > 198.18.2.1: IP 202.2.2.1 > 198.18.202.1: ICMP echo reply, id 5280, seq 6, length
64 (ipip-proto-4)

23:41:46.354485 IP 198.18.2.1 > 198.18.2.2: IP 198.18.202.1 > 202.2.2.1: ICMP echo request, id 5280, seq 7,
length 64 (ipip-proto-4)

23:41:46.354584 |P 198.18.2.2 > 198.18.2.1: IP 202.2.2.1 > 198.18.202.1: ICMP echo reply, id 5280, seq 7, length
64 (ipip-proto-4)

23:41:47.355666 IP 198.18.2.1 > 198.18.2.2: IP 198.18.202.1 > 202.2.2.1: ICMP echo request, id 5280, seq 8,
length 64 (ipip-proto-4)

10.6 Hactpowmka L2TP

10.6.1 OnwucaHue HaCTpPOMKMU

Kak nokasaHo Ha pucyHke 54 B KayeCTBe€ OCHOBHbIX YCTPOMWCTB BblOpaHbl CEPBUCHbIE
MapLpyTmnsaTopsl - RouterA n RouterB.

Ha RouterA HacTpoeHbl uHTepdgencel: ethl - IP address 198.18.0.1/24, ppp20 - IP address
198.18.2.1.

Ha RouterB HacTpoeH nHtepgenceol: ethl - IP address 198.18.0.2/24, pppl0 - IP address
expect.

Ha RouterA HacTpoeH L2TP-cepsep.

Ha RouterB HacTpoeH L2TP-knneHT.
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RouterA RouterB
Server Client
N olo o ool eth ethi B B
=:n nooo = n ooop
198.18.0.1/24 198.18.0.2/24

PucyHok 54 — Cxema HacTponkn npoTtokona L2TP

10.6.2 ITanbl HACTPOUKMU

10.6.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTpPOMCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OOAHUM U3 FMaBHbIX LWAroB, ABNAETCS BXOL B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKU. B  KOH(pUrypaumMOHHOM peXume MOXHO MU3MEHSATb HACTPOMKU  MHTEePdENCoB,
MapLupyTusauuto, 6e3onacHoOCTb U apyrue napameTpbl YCTPOUCTB.

10.6.2.2 HactpounTte L2TP-cepBep Ha RouterA

10.6.2.2.1 Hactpoute nutepcemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.1/24
RouterA(config-if-[eth1])#exit

10.6.2.2.2 Hactpowute nHtepcenc ppp20

RouterA(config)#tinterface ppp 20
RouterA(config-[ppp20])#no shutdown
RouterA(config-[ppp20])#mtu 1450
RouterA(config-[ppp20])#ip address local 198.18.2.1
RouterA(config-[ppp20])#ppp authentication chap
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RouterA(config-[ppp20])#exit
10.6.2.2.3 Hactponte L2TP-cepBep

RouterA(config)#l2tp server SERVER

RouterA(config-12tp-s-[SERVER])#client lac 0.0.0.0 255.255.255.255
RouterA(config-12tp-s-[SERVER])#ip pool 198.18.2.10 198.18.2.20
RouterA(config-12tp-s-[SERVER])#ip pool gateway 198.18.2.1
RouterA(config-12tp-s-[SERVER])#client authentication name <client> password <istokistok>
RouterA(config-12tp-s-[SERVER])#ppp interface 20

RouterA(config-12tp-s-[SERVER])#no shutdown

RouterA(config-12tp-s-[SERVER])#end

10.6.2.3 HactpounTte L2TP-knneHT Ha RouterB
10.6.2.3.1 HactpowuTe nHTepdemnc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.2/24
RouterB(config-if-[eth1])#exit

10.6.2.3.2 Hactpowute nntepdemnc ppp10

RouterB(config)#interface ppp 10
RouterB(config-[ppp10])#no shutdown
RouterB(config-[ppp10])#mtu 1450
RouterB(config-[ppp10])#ip address expect
RouterB(config-[ppp10])#Hexit

10.6.2.3.3 HactpowTte L2TP-knneHT

RouterB(config)#l2tp client CLIENT

RouterB(config-12tp-c-[CLIENT])#server 198.18.0.1
RouterB(config-12tp-c-[CLIENT])#authentication name <client> password <istokistok>
RouterB(config-12tp-c-[CLIENT])#ppp interface 10

RouterB(config-12tp-c-[CLIENT])#no shutdown

RouterB(config-12tp-c-[CLIENT])#end
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10.6.2.4 CoxpaHuTe HaCTPOWKM

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

10.6.3 TlpoBepka HacTpoek

10.6.3.1 BeinonHute komaHgy show 12tp server Ha RouterA ons BbiBOAa Ha 3KpaH
HacTpoek L2TP cepBepa

L2TP Server SERVER is ON

Allowed networks: 0.0.0.0-255.255.255.255
IP pool: 198.18.2.10-198.18.2.10

IP pool gw: 198.18.2.1

Users: client
psw:gehRopxWSvWLIOAxpbUOOwWA=

PPP interface number: 20

10.6.3.2 BbinonHute komaHgy show [2tp client Ha RouterB ana BbiBOga Ha 9akpaH
HacTpoek L2TP knueHTa

L2TP Client CLIENT is ON

State: OFF

Server IP: 198.18.0.1

Username: client

passwd: gehRopxWSvWLIOAxpbUOOwWA=
PPP interface number: 10

10.6.3.3 BbinonHute komaHgy ping 198.18.2.1 Ha RouterB ans BbiBoga NpOBEpKM

NHKaMNcynsauum, NpoxXoaslUmMx Yepes TyHHEerb, NakeToB

PING 198.18.2.1 (198.18.2.1) 56(84) bytes of data.

64 bytes from 198.18.2.1: icmp_seq=1 ttl=64 time=1.17 ms
64 bytes from 198.18.2.1: icmp_seq=2 ttl=64 time=1.05 ms
64 bytes from 198.18.2.1: icmp_seq=3 ttl=64 time=1.11 ms
64 bytes from 198.18.2.1: icmp_seq=4 ttl=64 time=1.13 ms
64 bytes from 198.18.2.1: icmp_seq=5 ttl=64 time=1.09 ms

10.6.3.4 BbinonHute komaHgy tcpdump eth1 Ha RouterA ona BbiBOOa MNPOBEPKU
MHKanNcynauumn, Npoxogawmnx yepes TyHHe b, NakeTos

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
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17:10:44.104815 IP 198.18.0.2.1701 > 198.18.0.1.1701:

echo request, id 5090, seq 1, length 64}

17:10:44.104928 1P 198.18.0.1.1701 > 198.18.0.2.1701:

echo reply, id 5090, seq 1, length 64}

17:10:45.105748 1P 198.18.0.2.1701 > 198.18.0.1.1701:

echo request, id 5090, seq 2, length 64}

17:10:45.105807 1P 198.18.0.1.1701 > 198.18.0.2.1701:

echo reply, id 5090, seq 2, length 64}

17:10:46.106948 1P 198.18.0.2.1701 > 198.18.0.1.1701:

echo request, id 5090, seq 3, length 64}

17:10:46.107025 1P 198.18.0.1.1701 > 198.18.0.2.1701:

echo reply, id 5090, seq 3, length 64}

17:10:47.108151 IP 198.18.0.2.1701 > 198.18.0.1.1701:

echo request, id 5090, seq 4, length 64}

17:10:47.108280 IP 198.18.0.1.1701 > 198.18.0.2.1701:

echo reply, id 5090, seq 4, length 64}

17:10:48.109345 IP 198.18.0.2.1701 > 198.18.0.1.1701:

echo request, id 5090, seq 5, length 64}

17:10:48.109452 |P 198.18.0.1.1701 > 198.18.0.2.1701:

echo reply, id 5090, seq 5, length 64}
10.7 Hactpowmka L2TPv3

10.7.1 OnwucaHue HaCTPOMUKMU

12tp:[1(24370/4408) {IP 198.18.2.10 > 198.18.2.1: ICMP
12tp:[]1(782/18942) {IP 198.18.2.1 > 198.18.2.10: ICMP
12tp:[]1(24370/4408) {IP 198.18.2.10 > 198.18.2.1: ICMP
12tp:[]1(782/18942) {IP 198.18.2.1 > 198.18.2.10: ICMP
12tp:[]1(24370/4408) {IP 198.18.2.10 > 198.18.2.1: ICMP
12tp:[]1(782/18942) {IP 198.18.2.1 > 198.18.2.10: ICMP
12tp:[1(24370/4408) {IP 198.18.2.10 > 198.18.2.1: ICMP
12tp:[1(782/18942) {IP 198.18.2.1 > 198.18.2.10: ICMP
12tp:[]1(24370/4408) {IP 198.18.2.10 > 198.18.2.1: ICMP

12tp:[1(782/18942) {IP 198.18.2.1 > 198.18.2.10: ICMP

Kak nokasaHo Ha pUCyHKe 55 B KayecCcTBe OCHOBHbIX yCTpOIZCTB Bbl6paHbI cepBUCHbIE

MapupyTtmnsaTtopbl - RouterA n RouterB.

Ha RouterA HactpoeHbl uHTepderichl: eth1 - IP address 198.18.2.1/24, loopback-
nHTepgenc lo1 - 201.1.2.1/32, TyHHenbHbIN UHTEepdenc I2tp1 - IP address 1.1.1.1/24.

Ha RouterB HacTtpoeHbl uHTepdencol: eth1 - IP address 198.18.2.2/24, loopback-
nuTepdenc lo1 - 202.2.2.1/32, TyHHenbHbIN HTEpdelic 12tpl - IP address 1.1.1.2/24.

Mexgy yctporctBamun RouterA n RouterB HacTpoeH L2TPv3-TyHHenNb.
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| L2TPV3-TyHHeNb

L ethl eth1 TRe T
a2 afes=2as

Ipv4:198.18.2.1/24 Ipv4: 198.18.2.2/24
lo1:201.1.2.1/32 lo1:202.2.2.1/32

PucyHok 55 — Cxema HacTtpounku L2TPv3-TyHHens

10.7.2 JTanbl HACTPOUKMU

10.7.2.1 Bowngute B pexum rnobanbHON KOHUrypaumm Ha YCTpoOMCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OOAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumuoHHbIA PeXUM - 3TO OAWH U3 PEXMMOB KOMaHLHOM
CTPOKU. B KOH(UrypaumMOHHOM peXumme MOXHO MU3MEHSATb HACTPOMKU  MHTEePdENCos,
MapLipyTusauuio, 6e3onacHoCTb 1 apyrue napameTpbl yCTPONCTB.

10.7.2.2 Hactpoute L2TPv3 TyHHernb Ha RouterA

10.7.2.2.1 HactpouTe nHtepgenc ethl

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.2.1/24
RouterA(config-if-[eth1])#exit

10.7.2.2.2 HactpowTe loopback-untepgenc lol

RouterA(config)#interface lol
RouterA(config-if-[lo1])#ip address 201.1.2.1/32
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#exit
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10.7.2.2.3 HacTpouTe TyHHernbHbIN UHTepdenc 12tp1

RouterA(config)#tinterface 12tp 1

RouterA(config-12tp[1])#tunnel source 198.18.2.1 destination 198.18.2.2 local-id 101 remote-id 102
encapsulation udp sourceport 1001 destinationport 2001

RouterA(config-12tp[1])#session local-id 1 remote-id 2

RouterA(config-12tp-ses[1])#ip address 1.1.1.1/24

RouterA(config-12tp-ses[1])#no shutdown
RouterA(config-12tp-ses[1])#Hexit
RouterA(config-12tp[1])#exit

10.7.2.2.4 HacTpouTe mapLpyTmM3aunto
RouterA(config)#ip route 202.2.2.1/32 1.1.1.2

10.7.2.3 Hactpoute L2TPv3 TyHHenb Ha RouterB
10.7.2.3.1 HactpownTe nHtepcenc ethl

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.2.2/24
RouterB(config-if-[eth1])#exit

10.7.2.3.2 HactpowrTe loopback-untepdgenc lol

RouterB(config)#tinterface lo1
RouterB(config-if-[lo1])#ip address 202.2.2.1/32
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#exit

10.7.2.3.3 HactpouTe TyHHernbHbIN UHTepdenc 12tp1

RouterB(config)#tinterface 12tp 1

RouterB(config-12tp[1])#tunnel source 198.18.2.2 destination 198.18.2.1 local-id 102 remote-id 101
encapsulation udp sourceport 2001 destinationport 1001

RouterB(config-12tp[1])#session local-id 2 remote-id 1

RouterB(config-12tp-ses[2])#ip address 1.1.1.2/24

RouterB(config-12tp-ses[2])#no shutdown

RouterB(config-12tp-ses[2])#exit
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RouterB(config-12tp[1])#exit

10.7.2.3.4 HactpouTe mapLipyTmM3aunto

RouterB(config)#ip route 201.1.2.1/321.1.1.1

10.7.2.4 CoxpaHuTe HaCTPOWKn

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

10.7.3 TpoBepka HacTpoek
10.7.3.1 BeinonHute koMmaHgy show interfaces 12tp Ha RouterA ans BbiBoga Ha aKpaH

HacTpoek L2TPv3 TyHHens

[2tp tunnel 1:

Local IP: 198.18.2.1

Remote IP: 198.18.2.2

Local ID: 101

Remote ID: 102

Encap: udp

Source port: 1001 Dest port: 2001 VRF: default
[2tp session: 12tplsl

Link: UP

Local ID: 1

Remote ID: 2

IPv4 Address: 1.1.1.1/24 RX: 0 bytes / O packets
TX: 738 bytes / 7 packets

10.7.3.2 BbinonHute komaHgy show interfaces 12tp Ha RouterB gns BbiBoga Ha akpaH

HacTpoek L2TPv3 TyHHens

[2tp tunnel 1:

Local IP: 198.18.2.2
Remote IP: 198.18.2.1
Local ID: 102

Remote ID: 101
Encap: udp

Source port: 2001 Dest port: 1001
VRF: default

I2tp session: [2tp1s2
Link: UP

Local ID: 2

Remote ID: 1
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IPv4 Address: 1.1.1.2/24
RX: 19892 bytes / 186 packets
TX: 16922 bytes / 179 packets

10.7.3.3 BbinonHute komaHay ping 198.18.2.2 Ha RouterA ansi npoBEpPKM CBA3AaHHOCTU

mexay RouterA n RouterB

PING 198.18.2.2 (198.18.2.2) 56(84) bytes of data.

64 bytes from 198.18.2.2: icmp_seq=1 ttl=64 time=1.03 ms
64 bytes from 198.18.2.2: icmp_seq=2 ttl=64 time=0.935 ms
64 bytes from 198.18.2.2: icmp_seq=3 ttl=64 time=0.998 ms
64 bytes from 198.18.2.2: icmp_seq=4 ttl=64 time=0.958 ms
64 bytes from 198.18.2.2: icmp_seq=5 ttl=64 time=1.00 ms

10.7.3.4 BbinonHute KomaHgy ping 198.18.2.1 Ha RouterB ansa npoBepku CBA3aHHOCTU

mexay RouterA n RouterB

PING 198.18.2.1 (198.18.2.1) 56(84) bytes of data.

64 bytes from 198.18.2.1: icmp_seq=2 ttl=64 time=0.987 ms
64 bytes from 198.18.2.1: icmp_seq=3 ttl=64 time=0.949 ms
64 bytes from 198.18.2.1: icmp_seq=4 ttl=64 time=0.992 ms
64 bytes from 198.18.2.1: icmp_seq=5 ttl=64 time=0.935 ms

10.7.3.5 BbinonHute komangy ping 202.2.2.1 Ha RouterA ana BbiBOgA NPOBEPKMK

NHKaNcynsauum, NpoXoasLUnX Yepes TyHHEerb, NakeToB

PING 202.2.2.1 (202.2.2.1) 56(84) bytes of data.

64 bytes from 202.2.2.1: icmp_seqg=1 ttl=64 time=2.13 ms
64 bytes from 202.2.2.1: icmp_seq=2 ttl=64 time=1.04 ms
64 bytes from 202.2.2.1: icmp_seq=3 ttl=64 time=1.11 ms
64 bytes from 202.2.2.1: icmp_seq=4 ttl=64 time=1.02 ms
64 bytes from 202.2.2.1: icmp_seq=5 ttl=64 time=1.11 ms

10.7.3.6 BbinonHute komaHgy tcpdump eth1 Ha RouterB ona BbiBOOa npoBepKu

MHKancynaunny, npoxogdawnx 4epes TyHHElb, NakeToB

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on eth1, link-type EN1OMB
(Ethernet), capture size 262144 bytes

02:03:57.526652 IP 198.18.2.1.1001 > 198.18.2.2.2001: UDP, length 110

02:03:57.526764 IP 198.18.2.2.2001 > 198.18.2.1.1001: UDP, length 110
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02:03:58.527872 1P 198.18.2.1.1001 > 198.18.2.2.2001: UDP, length 110
02:03:58.527985 IP 198.18.2.2.2001 > 198.18.2.1.1001: UDP, length 110
02:03:59.529082 IP 198.18.2.1.1001 > 198.18.2.2.2001: UDP, length 110
02:03:59.529141 IP 198.18.2.2.2001 > 198.18.2.1.1001: UDP, length 110

10.8 Hactpownka OpenVPN

10.8.1 OnwucaHue HaCTpPOMUKMU

B paHHoM npumepe wucnonb3yetca OpenVPN B kayecTBe OCHOBHOro cpefctsa Afis
obecneyeHnsa 6e3onacHOro yaaneHHoro goctyna kK cetn oguca. B kavyectse cepsepa OpenVPN
BbICTynaeT ycTpoucTtBo RouterA, koTopoe TakkKe BbINONHAET QYHKUUM CEPBUCHOIO
MapLpyTtmnsaTtopa, RouterB BbiCTynaeT KnneHToMm.

Mexay yctponcteamun RouterA n RouterB HacTpoeH OpenVPN-TyHHenb.

Ansa ycnewHon TLS-ayTeHTUdUKALUM CUHXPOHU3MPOBAHO BPEMSA MeXady YCTPONCTBaMM.
[lna aToro HacTpoeHa CUMHXPOHM3aLUMI0 Ha YCTPOMCTBaxX C ntp-cepBepoM UMK HacTpouTte ntp-

cepsep Ha RouterA n cnHxpoHnsnpynte spems RouterB ¢ RouterA.

OpenVPN TYyHHeNb

.7 100.0.0.0/24 e

.

RouterA »* ~ RouterB

Server ,° “<  Client
Al

2.2.2.2/30

1.1.1.230

< R
® oo sl eth1
alaae N ipva.1.1.130

ofel
H

PucyHok 56 — Cxema Hactponkn OpenVPN

10.8.2 3tanbl HacTpouku OpenVPN

10.8.2.1 Bowgute B pexum rrnobanbHOM KOHUrypaumm Ha YCTPOMCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHNA, OAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B

KOHpUTrypaLMOHHbIN pexuM. KoHurypaunoHHbIN peXnm - 3TO OOUH U3 PEXUMOB KOMaHLHOW
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CTPOKN. B  KOHUIrypauUMOHHOM pexmMe MOXHO U3MEHATb HACTPOWMKU UHTEepdEeuncosB,
MapLupyTusauuto, 6esonacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

10.8.2.2 HactponTte cepsep OpenVPN RouterA

10.8.2.2.1 Bkntouute cepsep TFTP ans nepegayv cepTudukaToB W yganute ctapble

KIH0YM, ecnu 3To Heobxoaumo

RouterA(config)#tftp on
RouterA(config)#tftp clear-files

10.8.2.2.2 HactpouTe Bpemsa Ha RouterA

RouterA(config)#system clock date 01.01.2024
RouterA(config)#system clock time 10:10

10.8.2.2.3 Hactpoute nutepdemnc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 1.1.1.1/30
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

10.8.2.2.4 HacTtpouTe mMapLupyTM3auuto 4o KnneHTa
RouterA(config)#ip route 2.2.2.0/30 1.1.1.2

10.8.2.2.5 Hactponte OPENVPN cepBep
RouterA(config)#tvpn server SERVER

10.8.2.2.5.1Co3ganTte thannbl Krnoya 1 ceptudukaTa cepeepa

RouterA(config-vpnserver-[SERVER])#build-key server static
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10.8.2.2.5.2BBeante mnHopmaumio o0 cepBepe (B KBagpaTHbIX CKOOKax ykasblBalOTCA

3Ha4YeHus No0 YMOM4YaHuIo).

»
NMpumeyaHue

Ob6saszaTenbHbIn napameTp Counrty Name, octanbHble ONuUMOHanbHo.

Country Name (2 letter code) [RU]:RU

State or Province Name (full name) [MSK]:

Locality Name (eg, city) [Moscow]:

Organization Name (eg, company) [YourCompany]:
Organizational Unit Name (eg, section) [changeme]:
Name [changeme]:

Email Address [mail@host.domain]:

Generating server key, please be patient ... OK

10.8.2.2.5.3CreHepupynte napametpbl duddun-Xennvana ansa cepesepa
RouterA(config-vpnserver-[SERVER])#build-key server tls verbose

ﬂ,O)K,EI,I/ITer OKOH4YaHuUA reHepaunn napameTposB.

10.8.2.2.5.4CreHepupyiTte hansnbl Knoya n ceptudukaTa gns KnmeHTa
RouterA(config-vpnserver-[SERVER])#build-key client CLIENT

Beeante nHdopmMauuio o knneHTe (B kBagpaTHbIX CKOOKax ykasblBalOTCS 3HAYEHMs Mo

YMOM4YaHuio).

»
NMpumeyaHue

Ob6gaszaTenbHbIn napameTp Counrty Name, ocTtanbHble ONUUOHanbHO.

Country Name (2 letter code) [RU]:RU
State or Province Name (full name) [MSK]:
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Locality Name (eg, city) [Moscow]:

Organization Name (eg, company) [YourCompany]:
Organizational Unit Name (eg, section) [changeme]:
Name [changeme]:

Email Address [mail@host.domain]:

Generating client certificate and key ... OK

10.8.2.2.5.5Ykaxute pexum TyHHensa L3, udp npoTokon nepefayn gaHHbIX MO TYHHEN!O,

HoMep nopTa udp, ip-agpec nHTepderca wan

RouterA(config-vpnserver-[SERVER])#device tun
RouterA(config-vpnserver-[SERVER])#protocol udp
RouterA(config-vpnserver-[SERVER])#port 5000
RouterA(config-vpnserver-[SERVER])#local address 1.1.1.1

10.8.2.2.5.6Ykaxute agpec nogceTtn ns Kotopoun cepsep byaet BolgaBaTth IP-agpeca ons

VPN knneHToB
RouterA(config-vpnserver-[SERVER])#server-address 100.0.0.0/24
10.8.2.2.6 Bkntounte OpenVPN cepsep
RouterA(config-vpnserver-[SERVER])#no shutdown
10.8.2.2.7 JkcnopTupymnTte cepTudmkaTbl 1 KIoUYmM Ha nokanbHbIin TFTP-cepBep RouterA

RouterA(config-vpnserver-[SERVER])#export CLIENT url tftp 127.0.0.1
RouterA(config-vpnserver-[SERVER])#end

10.8.2.3 HactpowunTte knneHT OpenVPN RouterB
10.8.2.3.1 HactpowuTe nHtepdemnc eth2

RouterB(config-if-[eth2])#interface eth2
RouterB(config-if-[eth2])#ip address 2.2.2.1/30
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit
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10.8.2.3.2 HactpouTte mapLipyTM3aumio 4O cepBepa

RouterB(config)#ip route 1.1.1.0/30 2.2.2.2

10.8.2.3.3 CwuHxpoHusnpyente Bpemsa ¢ RouterA

RouterB(config)#ntp server 1.1.1.1 iburst
RouterB(config)#ntp on
RouterB(config)#system clock synchronize 1.1.1.1

10.8.2.3.4 HactpowiTte knneHt OPENVPN

RouterB(config)#vpn client CLIENT
RouterB(config-vpnclient-[CLIENT])#server-address 1.1.1.1 port 5000
RouterB(config-vpnclient-[CLIENT])#device tun
RouterB(config-vpnclient-[CLIENT])#protocol udp

10.8.2.3.5 WmnopTupynte ceptucumkatbl un knoum yepes TFTP (yganute ctapble KIouu

€Cnmn 3To Heo6XoANMO)

RouterB(config-vpnclient-[CLIENT])#import url tftp 1.1.1.1
RouterB(config-vpnclient-[CLIENT])#no shutdown
RouterB(config-vpnclient-[CLIENT])#end

10.8.2.4 CoxpaHuTe HaCTPOWKn

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponCcTBax

10.8.3 MMpoBepka HacTpoek OpenVPN
10.8.3.1 TllpoBepbTe ycraHoBneHue coeauHeHns Open-VPN cepBepa U KnueHTa
BbliNofHUB KomaHgy show log vpn server SERVER Ha RouterA, ybegutecb B NpucCyTCTBUU

BblBOAA.

Mon Nov 27 14:58:54 2023 us=56099 Initialization Sequence Completed

Mpu ycnewHon TLS-ayteHTudumkaumm, B xypHane OpenVPN cepsepa npucyTcTByeT

3anucb Peer Connection Initiated
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Mon Nov 27 14:59:21 2023 us=202750 2.2.2.1:1194 [CLIENT] Peer Connection Initiated with
[AF_INET]2.2.2.1:1194

Mpn ycnewHom cornacoBaHun wudpa B XypHane OpenVPN cepBepa npucytcTByeT
3anucu Outgoing Data Channel: Cipher 'AES-256-GCM, Incoming Data Channel: Cipher 'AES-
256-GCM

Mon Nov 27 14:59:22 2023 us=963745 CLIENT/2.2.2.1:1194 Data Channel: using negotiated cipher 'AES-256-
GCM'

Mon Nov 27 14:59:22 2023 us=963837 CLIENT/2.2.2.1:1194 Data Channel MTU parms [ L:1550 D:1450
EF:50EB:406 ET:0 EL:3 ]

Mon Nov 27 14:59:22 2023 us=964542 CLIENT/2.2.2.1:1194 Outgoing Data Channel: Cipher'AES-256-GCM'
initialized with 256 bit key

Mon Nov 27 14:59:22 2023 us=964609 CLIENT/2.2.2.1:1194 Incoming Data Channel: Cipher'AES-256-GCM'
initialized with 256 bit key

10.8.3.2 T[lpoBepbTe ycnewHbi 3anyck OpenVPN knneHTa
lMpoBepbTe 3anucb B XypHane o6 mHuumanusauuu BbINONHMB KoMagy show log vpn
client client Ha RouterB. Npu ycTtaHoBNeHMn coeuMHEHNs KnneHTa ¢ cepBepoM npucyTceyeT

3aruncb

Mon Nov 27 14:59:22 2023 Initialization Sequence Complete

MpoBepbTe cBasaHHOCTL RouerB ¢ RouterA BbinonHue komaHay ping 100.0.0.1 repeat 30

Ha RouterB

PING 100.0.0.1 (100.0.0.1) 56(84) bytes of data.

64 bytes from 100.0.0.1: icmp_seq=1 ttl=64 time=3.17 ms

64 bytes from 100.0.0.1: icmp_seq=2 ttl=64 time=2.64 ms

64 bytes from 100.0.0.1: icmp_seq=3 ttl=64 time=2.58 ms

64 bytes from 100.0.0.1: icmp_seq=4 ttl=64 time=2.58 ms

64 bytes from 100.0.0.1: icmp_seq=29 ttl=64 time=2.67 ms

64 bytes from 100.0.0.1: icmp_seq=30 ttl=64 time=2.65 ms

--- 100.0.0.1 ping statistics ---

30 packets transmitted, 30 received, 0% packet loss, time 76ms
rtt min/avg/max/mdev = 2.515/2.671/3.171/0.169 ms
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BoinonHute komangy tcpdump eth1 Ha RouterA, yb6egutecb, 4TO Tpadwmk

NHKancynmpyeTcs

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
10:29:32.8942701P 2.2.2.1.1194 > 1.1.1.1.5000: UDP, length 109
10:29:32.895073 1P 1.1.1.1.5000 > 2.2.2.1.1194: UDP, length 109
10:29:33.895362 1P 2.2.2.1.1194 > 1.1.1.1.5000: UDP, length 109
10:29:33.895904 1P 1.1.1.1.5000 > 2.2.2.1.1194: UDP, length 109
10:29:34.897303 1P 2.2.2.1.1194 > 1.1.1.1.5000: UDP, length 109
10:29:34.897816 1P 1.1.1.1.5000 > 2.2.2.1.1194: UDP, length 109
10:29:35.899129 1P 2.2.2.1.1194 > 1.1.1.1.5000: UDP, length 109
10:29:35.899598 IP 1.1.1.1.5000 > 2.2.2.1.1194: UDP, length 109

10.9 Hactponka DMVPN

10.9.1 OnucaHue HaCTPOUKMU
Kak nokasaHo Ha pucyHke 57 B KayeCTBe OCHOBHbIX YCTPOMWCTB BblOpaHbl CEpPBUCHbIE

mMapLpyTmnsaTopsl - RouterA, RouterB n RouterC.

Ha wmapwpytmnsatopax HaCTpOeHbl WHTepdencbl, MapwpyTbl, npotokon IPsec wu

3awmuieHHoe TyHHenmpoBaHne DMVPN npu nomowm gre-TyHHens.

. Tunnel IP
10.10.10.1/24
AY

RouterB
Spoke-1

Tunnel IP 0 8o
10.10.10.2124 Ein o

1
]
]
]
1
1
]
1
]
1
1
1
1
[]

L Tunnel IP
=l 10.10.10.3/24

o etht
o 1.1.1.4130 2221130

PucyHok 57 — Cxema HacTtponkn DMVPN
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10.9.2 3Tanbl HACTPOUKMU

10.9.2.1 Bowngnte B pexum rnobanbHON KOHdUrypaumm Ha YCTpOWCTBax nepea
HaCTPOMKOM

lMpu HacTponke ceTeBoro obopyaoBaHus, OOHUM U3 rNaBHbIX LIAroB, ABMASETCS BXO4 B
KOHOUTYpaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW
CTPOKN. B  KOHUrypauUMOHHOM pexXmMe MOXHO U3MEHATb HACTPOWMKU UHTEepdEemncosB,
MapLpyTusaumto, 6e3onacHoCTb 1 gpyrne napameTpbl YCTPOUCTB.

10.9.2.2 Hactpounte RouterA

10.9.2.2.1 Hactpoute nutepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 3.3.3.1/30
RouterA(config-if-[eth1])#exit

10.9.2.2.2 HacTtpouTe cTaTU4eckum MapLupyT
RouterA(config)#ip route 0.0.0.0/0 3.3.3.2
10.9.2.2.3 HactpouTe nHtepgemnc tunnell

RouterA(config)#interface tunnell
RouterA(config-[tunnell])#tunnel mode gre source ethl
RouterA(config-[tunnell])#no shutdown
RouterA(config-[tunnell])#ip mtu 1400
RouterA(config-[tunnell1])#ip address 10.10.10.1/24
RouterA(config-[tunnell])#ip ttl 255
RouterA(config-[tunnell])#ip nhrp
RouterA(config-if-[tunnell-nhrp])#multicast dynamic
RouterA(config-if-[tunnell-nhrp])#cisco-authentication istok
RouterA(config-if-[tunnell-nhrp])#exit
RouterA(config-[tunnell])#exit

10.9.2.2.4 HactpowuTte iPsec
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RouterA(config)#ipsec secret any password istokistok
RouterA(config)#ipsec config ipsec-1
RouterA(config-ipsec-[ipsec-1])#connection start
RouterA(config-ipsec-[ipsec-1])#ike-version 2
RouterA(config-ipsec-[ipsec-1])#mode transport
RouterA(config-ipsec-[ipsec-1])#exit
RouterA(config)#tinterface tunnell
RouterA(config-[tunnell])#ipsec apply ipsec-1
RouterA(config-[tunnell])#exit
RouterA(config)#ip nhrp on

RouterA(config)t#tend

10.9.2.3 Hactpownte RouterB
10.9.2.3.1 Hactpowute nutepdemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 1.1.1.1/30
RouterB(config-if-[eth1])#exit

10.9.2.3.2 HacTtpouTe cTaTn4yeckum MapLupyT

RouterB(config)#ip route 0.0.0.0/0 1.1.1.2

10.9.2.3.3 HactpowuTe nHtepemnc tunnell

RouterB(config)#tinterface tunnell
RouterB(config-[tunnell])#tunnel mode gre source ethl
RouterB(config-[tunnell])#no shutdown
RouterB(config-[tunnell])#ip mtu 1400
RouterB(config-[tunnell])#ip address 10.10.10.2/24
RouterB(config-[tunnell])#ip ttl 255
RouterB(config-[tunnell])#ip nhrp
RouterB(config-[tunnell-nhrp])#multicast nhs
RouterB(config-if-[tunnell-nhrp])#cisco-authentication istok
RouterB(config-[tunnell-nhrp])#map 10.10.10.1/24 3.3.3.1 register
RouterB(config-[tunnell-nhrp])#exit
RouterB(config-[tunnell])#exit

10.9.2.3.4 HactpowuTte iPsec
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RouterB(config)#ipsec secret any password istokistok
RouterB(config)#ipsec config ipsec-1
RouterB(config-ipsec-[ipsec-1])#connection start
RouterB(config-ipsec-[ipsec-1])#ike-version 2
RouterB(config-ipsec-[ipsec-1])#mode transport
RouterB(config-ipsec-[ipsec-1])#exit
RouterB(config)#tinterface tunnell
RouterB(config-[tunnell])#ipsec apply ipsec-1
RouterB(config-[tunnell])#exit
RouterB(config)#ip nhrp on

RouterB(config)#end

10.9.2.4 Hactpownte RouterC
10.9.2.4.1 Hactpoute nutepdemnc eth1

RouterC(config)#interface ethl
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#no ip address dhcp
RouterC(config-if-[eth1])#ip address 2.2.2.1/30
RouterC(config-if-[eth1])#exit

10.9.2.4.2 HacTtpounTe cTaTU4ecKkyo MapLIpyTU3aLnio

RouterC(config)#ip route 0.0.0.0/0 2.2.2.2

10.9.2.4.3 HactpouTe 3awmieHHoe TyHHennposaHne DMVPN

RouterC(config)#interface tunnell
RouterC(config-[tunnell])#tunnel mode gre source ethl
RouterC(config-[tunnell])#no shutdown
RouterC(config-[tunnell])#ip mtu 1400
RouterC(config-[tunnell])#ip address 10.10.10.3/24
RouterC(config-[tunnell])#ip ttl 255
RouterC(config-[tunnell])#ip nhrp
RouterC(config-[tunnell-nhrp])#multicast nhs
RouterC(config-if-[tunnell-nhrp])#cisco-authentication istok
RouterC(config-[tunnell-nhrp])#map 10.10.10.1/24 3.3.3.1 register
RouterC(config-[tunnell-nhrp])#exit
RouterC(config-[tunnell])#exit

10.9.2.4.4 HactpowuTte iPsec
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RouterC(config)#ipsec secret any password istokistok
RouterC(config)#ipsec config ipsec-1
RouterC(config-ipsec-[ipsec-1])#connection start
RouterC(config-ipsec-[ipsec-1])#ike-version 2
RouterC(config-ipsec-[ipsec-1])#mode transport
RouterC(config-ipsec-[ipsec-1])#exit
RouterC(config)#tinterface tunnell
RouterC(config-[tunnell])#ipsec apply ipsec-1
RouterC(config-[tunnell])#exit
RouterC(config)#ip nhrp on

RouterC(config)#end

10.9.2.5 CoxpaHuTe HaCTPOMNKn

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

10.9.3 TlpoBepka HacTpoek

10.9.3.1 BebinonHute komaHay show ip nhrp Ha RouterC ons BbiBoga Ha 3kpaH ctaTyca

NHRP npoTtokona n NHRP-3anucen

Status: ok

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.255/32
Alias-Address: 10.10.10.3

Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.3/32
Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.255/32
Alias-Address: 10.10.10.3

Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.3/32
Flags: up

Interface: tunnell

Type: static

Protocol-Address: 10.10.10.1/24
NBMA-Address: 3.3.3.1

Flags: up
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10.9.3.2 BeinonHute koMaHay show ip nhrp Ha RouterB gns BbiBoAa Ha 3KpaH ctaTyca

NHRP npoTtokona n NHRP-3anucen

Status: ok

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.255/32
Alias-Address: 10.10.10.2

Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.2/32
Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.255/32
Alias-Address: 10.10.10.2

Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.2/32
Flags: up

Interface: tunnell

Type: static

Protocol-Address: 10.10.10.1/24
NBMA-Address: 3.3.3.1

10.9.3.3 BbinonHute komangy show ip nhrp Ha RouterA gns BbiBOAaA Ha 3KpaH ctaTtyca

NHRP npoTtokona n NHRP-3anucen

Status: ok

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.255/32
Alias-Address: 10.10.10.1

Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.1/32
Flags: up

Interface: tunnell
Type: local
Protocol-Address: 10.10.10.255/32
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Alias-Address: 10.10.10.1
Flags: up

Interface: tunnell

Type: local

Protocol-Address: 10.10.10.1/32
Flags: up

Interface: tunnell

Type: dynamic
Protocol-Address: 10.10.10.2/32
NBMA-Address: 1.1.1.1

Flags: up

Expires-In: 118:21

Interface: tunnell

Type: dynamic
Protocol-Address: 10.10.10.3/32
NBMA-Address: 2.2.2.1

Flags: up

Expires-In: 114:38

10.9.3.4 BbinonHute komaHay show ipsec status all Ha RouterA pgns BbiBoga

VIHCbOpMaLI,VIVII/I O COCTOAHUN ipSEC-COeD,I/IHeHVIFI.

Status of IKE charon daemon (strongSwan 5.9.14, Linux 4.4.165-bfkx, mips):

uptime: 17 minutes, since Sep 04 13:39:31 2024

malloc: sbrk 671744, mmap 0, used 351472, free 320272

worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 8

loaded plugins: charon aes des rc2 sha2 shal md5 mgfl random nonce x509 revocation constraints pubkey
pkcsl pkes7 pkes12 pgp dnskey sshkey pem pkes8 fips-prf gmp curve25519 xcbc cmac hmac kdf gcm drbg attr
kernel-netlink resolve socket-default stroke vici updown xauth-generic counters
Listening IP addresses:

3.3.3.1

10.10.10.1
Connections:
ipsec-1-tunnell: 3.3.3.1..%any IKEv2
ipsec-1-tunnell: local: [3.3.3.1] uses pre-shared key authentication
ipsec-1-tunnell: remote: uses pre-shared key authentication
ipsec-1-tunnell: child: 3.3.3.1/32[gre] === 0.0.0.0/0[gre] TRANSPORT
ipsec-1-tunnell-1.1.1.1: 3.3.3.1...1.1.1.1 IKEv2
ipsec-1-tunnell-1.1.1.1: local: [3.3.3.1] uses pre-shared key authentication
ipsec-1-tunnell-1.1.1.1: remote: [1.1.1.1] uses pre-shared key authentication
ipsec-1-tunnel1-1.1.1.1: child: 3.3.3.1/32[gre] === 1.1.1.1/32[gre] TRANSPORT
ipsec-1-tunnell-2.2.2.1: 3.3.3.1...2.2.2.1 IKEv2
ipsec-1-tunnell-2.2.2.1: local: [3.3.3.1] uses pre-shared key authentication
ipsec-1-tunnell-2.2.2.1: remote: [2.2.2.1] uses pre-shared key authentication
ipsec-1-tunnel1-2.2.2.1: child: 3.3.3.1/32[gre] === 2.2.2.1/32[gre] TRANSPORT
Security Associations (2 up, 0 connecting):
ipsec-1-tunnell-2.2.2.1[4]: ESTABLISHED 2 minutes ago, 3.3.3.1[3.3.3.1]...2.2.2.1[2.2.2.1]
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ipsec-1-tunnell-2.2.2.1[4]: IKEv2 SPIs: 879f7ecbd9f01f5f i* acb23e4c7367feb3_r, pre-shared key
reauthentication in 2 hours

ipsec-1-tunnel1-2.2.2.1[4]: IKE proposal: AES_CBC_128/HMAC_SHA1_96/PRF_HMAC_SHA1/MODP_1536
ipsec-1-tunnell1-2.2.2.1{6}: INSTALLED, TRANSPORT, reqid 2, ESP SPIs: c439b2ec_i ceb33ae2 o
ipsec-1-tunnel1-2.2.2.1{6}: AES_CBC_128/HMAC_SHA1_96, 69 bytes_i (1 pkt, 177s ago), 218 bytes_o (2 pkts,
177s ago), rekeying in 41 minutes

ipsec-1-tunnel1-2.2.2.1{6}: 3.3.3.1/32[gre] ===2.2.2.1/32|gre]

ipsec-1-tunnel1-1.1.1.1[2]: ESTABLISHED 12 minutes ago, 3.3.3.1[3.3.3.1]...1.1.1.1[1.1.1.1]
ipsec-1-tunnell1-1.1.1.1[2]: IKEv2 SPIs: aa3477acf2fe29b4 _i* 8fa57ce86faaacd2_r, pre-shared key
reauthentication in 2 hours

ipsec-1-tunnel1-1.1.1.1[2]: IKE proposal: AES_CBC_128/HMAC_SHA1_96/PRF_HMAC_SHA1/MODP_1536
ipsec-1-tunnel1-1.1.1.1{2}: INSTALLED, TRANSPORT, reqid 1, ESP SPIs: c77781cd_i cd7d5a3b_o
ipsec-1-tunnel1-1.1.1.1{2}: AES_CBC_128/HMAC_SHA1 96, 69 bytes_i (1 pkt, 768s ago), 218 bytes_o (2 pkts,
768s ago), rekeying in 31 minutes

ipsec-1-tunnel1-1.1.1.1{2}: 3.3.3.1/32[gre] ===1.1.1.1/32[gre]

10.9.3.5 BeinonHute komaHay show ipsec status all Ha RouterB pgns BbiBoga

MHOPMaLMNK O COCTOSIHUM ipSEC-COeANHEHMS.

Status of IKE charon daemon (strongSwan 5.9.14, Linux 4.4.165-bfkx, mips):

uptime: 13 minutes, since Jul 20 01:26:31 2024

malloc: sbrk 671744, mmap 0, used 297448, free 374296

worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 4

loaded plugins: charon aes des rc2 sha2 shal md5 mgfl random nonce x509 revocation constraints pubkey
pkcsl pkes7 pkesl2 pgp dnskey sshkey pem pkes8 fips-prf gmp curve25519 xcbc cmac hmac kdf gcm drbg attr
kernel-netlink resolve socket-default stroke vici updown xauth-generic counters
Listening IP addresses:

1.1.1.1

10.10.10.2
Connections:
ipsec-1-tunnell: 1.1.1.1..%any IKEv2
ipsec-1-tunnell: local: [1.1.1.1] uses pre-shared key authentication
ipsec-1-tunnell: remote: uses pre-shared key authentication
ipsec-1-tunnell: child: 1.1.1.1/32[gre] === 0.0.0.0/0[gre] TRANSPORT
ipsec-1-tunnel1-3.3.3.1: 1.1.1.1...3.3.3.1 IKEv2
ipsec-1-tunnell1-3.3.3.1: local: [1.1.1.1] uses pre-shared key authentication
ipsec-1-tunnell1-3.3.3.1: remote: [3.3.3.1] uses pre-shared key authentication
ipsec-1-tunnel1-3.3.3.1: child: 1.1.1.1/32[gre] === 3.3.3.1/32[gre] TRANSPORT
Security Associations (1 up, 0 connecting):
ipsec-1-tunnell-3.3.3.1[2]: ESTABLISHED 13 minutes ago, 1.1.1.1[1.1.1.1]...3.3.3.1[3.3.3.1]
ipsec-1-tunnell-3.3.3.1[2]: IKEv2 SPIs: aa3477acf2fe29b4_i 8fa57ce86faaacd2_r*, pre-shared key
reauthentication in 2 hours
ipsec-1-tunnell1-3.3.3.1[2]: IKE proposal: AES_CBC_128/HMAC_SHA1_96/PRF_HMAC_SHA1/MODP_1536
ipsec-1-tunnel1-3.3.3.1{3}: INSTALLED, TRANSPORT, reqid 1, ESP SPIs: cd7d5a3b_i c77781cd_o
ipsec-1-tunnel1-3.3.3.1{3}: AES_CBC_128/HMAC_SHA1_96, 218 bytes_i (2 pkts, 801s ago), 69 bytes_o (1 pkt,
801s ago), rekeying in 32 minutes
ipsec-1-tunnel1-3.3.3.1{3}: 1.1.1.1/32[gre] === 3.3.3.1/32[gre]
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10.9.3.6 BeinonHute komaHgy show ipsec status all Ha RouterC ana BbiBoAa

MHOPMaLMNK O COCTOSIHUM iPSEC-COEANHEHMS.

Status of IKE charon daemon (strongSwan 5.9.14, Linux 4.4.165-bfkx, mips):

uptime: 3 minutes, since Sep 04 13:50:00 2024

malloc: sbrk 671744, mmap 0, used 304688, free 367056

worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 4

loaded plugins: charon aes des rc2 sha2 shal md5 mgfl random nonce x509 revocation constraints pubkey
pkcs1 pkes7 pkes12 pgp dnskey sshkey pem pkes8 fips-prf gmp curve25519 xcbc cmac hmac kdf gcm drbg attr
kernel-netlink resolve socket-default stroke vici updown xauth-generic counters
Listening IP addresses:

2.2.2.1

10.10.10.3
Connections:
ipsec-1-tunnell: 2.2.2.1...%any IKEv2
ipsec-1-tunnell: local: [2.2.2.1] uses pre-shared key authentication
ipsec-1-tunnell: remote: uses pre-shared key authentication
ipsec-1-tunnell: child: 2.2.2.1/32[gre] === 0.0.0.0/0[gre] TRANSPORT
ipsec-1-tunnell1-3.3.3.1: 2.2.2.1...3.3.3.1 IKEv2
ipsec-1-tunnell-3.3.3.1: local: [2.2.2.1] uses pre-shared key authentication
ipsec-1-tunnell1-3.3.3.1: remote: [3.3.3.1] uses pre-shared key authentication
ipsec-1-tunnel1-3.3.3.1: child: 2.2.2.1/32[gre] === 3.3.3.1/32[gre] TRANSPORT
Security Associations (1 up, 0 connecting):
ipsec-1-tunnel1-3.3.3.1[2]: ESTABLISHED 2 minutes ago, 2.2.2.1[2.2.2.1]...3.3.3.1[3.3.3.1]
ipsec-1-tunnell1-3.3.3.1[2]: IKEv2 SPIs: 879f7ecbd9f01f5f i acb23e4c7367feb3_r*, pre-shared key
reauthentication in 2 hours

ipsec-1-tunnel1-3.3.3.1[2]: IKE proposal: AES_CBC_128/HMAC_SHA1_96/PRF_HMAC_SHA1/MODP_1536
ipsec-1-tunnel1-3.3.3.1{3}: INSTALLED, TRANSPORT, reqid 1, ESP SPIs: ceb33ae2_i c439b2ec_o
ipsec-1-tunnel1-3.3.3.1{3}: AES_CBC_128/HMAC_SHA1_96, 218 bytes_i (2 pkts, 158s ago), 69 bytes_o (1 pkt,
158s ago), rekeying in 44 minutes

ipsec-1-tunnel1-3.3.3.1{3}: 2.2.2.1/32[gre] === 3.3.3.1/32[gre]

10.10 HacTpowuka IPsec

10.10.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 58 B KayecCTBE OCHOBHbIX YCTPOWCTB MCMONb3YOTCS TpU
cepBUCHbIX MapLipyTm3aTtopa - RouterA, RouterB n RouterC.

Ha yctponctBax RouterA, RouterB n RouterC HacTpoeHbl IPsec-uHTepdgencol u
Ha3HadeHbl IP-agpeca. MNMpamoro coceactsa mexay RouterA n RouterC Her.

OpraHusoBaHHO coeauHeHne mexay yaaneHHbimm cetammn 10.10.10.0/24 n 40.40.40.0/24
c nomouwpbto IPsec-TyHHens, obecneumBatowiero wmdpoBaHme Tpadumka, Npoxoaswero Yepes

TpaH3nTHbIN RouterB. B TyHHene 6ygeT ncnonb3oBaTbCa ayTeHTUMKaLMA No KoYy (Naporsto).
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IPsec-TyHHenb

RouterA RouterB RouterC

G .ﬂ:‘. etht etht 0 oooo EX eth2
alllalalala —,2 =222z

1}
oo
nla
nla
ola
ola
===}

20.20.20.1/24 20.20.20.2/24 30.30.30.1/24 30.30.30.2/24
lo1: 10.10.10.1/32 lo1: 40.40.40.1/32

PucyHok 58 — Cxema HacTponku npoTokosna IPsec

10.10.2 Tanbl HACTPOMUKHU

10.10.2.1 Bongute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro obopyaoBaHMs, OOHUM W3 FNaBHbIX LIAroB, ABNSETCA BXO4 B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKN. B KOHPUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKU UHTEPdEnCcoB,
MapLpyTusaumto, 6e3onacHoCTb 1 gpyrme napameTpbl YCTPOUCTB.

10.10.2.2 Hactpounte RouterA

10.10.2.2.1 HactpowuTe Ipsec

RouterA(config)#tipsec config 1

RouterA(config-ipsec-[1])#remote hash-algorithm shal
RouterA(config-ipsec-[1])#remote dh-group modp1536
RouterA(config-ipsec-[1])#remote encryption-algorithm aes128
RouterA(config-ipsec-[1])#remote authentication-method pre-shared-key
RouterA(config-ipsec-[1])#remote exchange-mode main
RouterA(config-ipsec-[1])#sa hash-algorithm shal
RouterA(config-ipsec-[1])#sa encryption-algorithm aes128
RouterA(config-ipsec-[1])#connection start
RouterA(config-ipsec-[1])#exit
RouterA(config)#ipsec secret 30.30.30.2 password hello

10.10.2.2.2 HactpouTe nHtepemnc lo1
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RouterA(config)#interface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#ip address 10.10.10.1/32
RouterA(config-if-[lo1])#exit

10.10.2.2.3 Hactpoute nutepdemnc eth1

RouterA(config)#interface ethl

RouterA(config-if-[eth1])#no shutdown

RouterA(config-if-[eth1])#no ip address dhcp

RouterA(config-if-[eth1])#ip address 20.20.20.1/24
RouterA(config-if-[eth1])#ipsec apply 1

RouterA(config-if-[eth1])#ipsec peer 30.30.30.2 source-subnet 10.10.10.0/24
RouterA(config-if-[eth1])#ipsec peer 30.30.30.2 destination-subnet 40.40.40.0/24
RouterA(config-if-[eth1])#exit

10.10.2.2.4 HactpouTe mMapLupyTmMsauuto

RouterA(config)#ip route 30.30.30.0/24 20.20.20.2
RouterA(config)#ip route 40.40.40.0/24 30.30.30.2
RouterA(config)#tend

10.10.2.3 Hactpownte RouterB
10.10.2.3.1 HactpowuTe nHTepdemc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 20.20.20.2/24
RouterB(config-if-[eth1])#exit

10.10.2.3.2 HactpowuTe nHtepdemnc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 30.30.30.1/24
RouterB(config-if-[eth2])#end
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10.10.2.4 Hactpownte RouterC
10.10.2.4.1 Hactpowure Ipsec

RouterC(config)#tipsec config 1
RouterC(config-ipsec-[1])#fremote hash-algorithm shal
RouterC(config-ipsec-[1])#fremote dh-group modp1536
RouterC(config-ipsec-[1])#fremote encryption-algorithm aes128
RouterC(config-ipsec-[1])#remote authentication-method pre-shared-key
RouterC(config-ipsec-[1])#fremote exchange-mode main
RouterC(config-ipsec-[1])#sa hash-algorithm shal
RouterC(config-ipsec-[1])#sa encryption-algorithm aes128
RouterC(config-ipsec-[1])#connection start
RouterC(config-ipsec-[1])#exit

RouterC(config)#ipsec secret 20.20.20.1 password hello

10.10.2.4.2 HactpouTe nHtepemnc lo1

RouterC(config)#tinterface lo1
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 40.40.40.1/32
RouterC(config-if-[lo1])#exit

10.10.2.4.3 HactpowuTe nHtepdemnc eth2

RouterC(config)#interface eth2

RouterC(config-if-[eth2])#no shutdown

RouterC(config-if-[eth2])#ip address 30.30.30.2/24
RouterC(config-if-[eth2])#ipsec apply 1

RouterC(config-if-[eth2])#ipsec peer 20.20.20.1 source-subnet 40.40.40.0/24
RouterC(config-if-[eth2])#ipsec peer 20.20.20.1 destination-subnet 10.10.10.0/24
RouterC(config-if-[eth2])#exit

10.10.2.4.4 HactpouTe mMapLupyT1Msauuio

RouterC(config)#ip route 20.20.20.0/24 30.30.30.1
RouterC(config)#ip route 10.10.10.0/24 20.20.20.1
RouterC(config)ttend

10.10.2.5 CoxpaHuTe HacTpPOnKn

Mcnonb3ynte komaHay write <name> ons coxpaHeHUsa HacTPOeK Ha YCTponcTBax
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10.10.3 NpoBepka HacTpoek
10.10.3.1 BeinonHute komaHay show ipsec status all Ha RouterA gns BbIBOga Ha 9KpaH

HaCTpOeEK ipsec

Status of IKE charon daemon (strongSwan 5.9.1, Linux 4.4.165-bfkx, mips):
uptime: 13 minutes, since Feb 14 14:24:11 2023
malloc: sbrk 675840, mmap 0, used 261904, free 413936
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 2
loaded plugins: charon aes des rc2 sha2 shal md5 mgfl random nonce x509 revoca
tion constraints pubkey pkcs1 pkcs7 pkcs8 pkcs12 pgp dnskey sshkey pem fips-prf
gmp curve25519 xcbc cmac hmac drbg attr kernel-netlink resolve socket-default st
roke vici updown xauth-generic counters
Listening IP addresses:
20.20.20.1
10.10.10.1
Connections:

1:20.20.20.1...30.30.30.2 IKEV1/2

1: local: [20.20.20.1] uses pre-shared key authentication

1: remote: [30.30.30.2] uses pre-shared key authentication

1: child: 10.10.10.0/24 === 40.40.40.0/24 TUNNEL
Security Associations (1 up, 0 connecting):
1[2]: ESTABLISHED 2 minutes ago, 20.20.20.1[20.20.20.1]...30.30.30.2[
30.30.30.2]
1[2]: IKEv2 SPIs: e9de5dea512fa5d7 i 1154a6e0d9645852 r*, pre-shared
key reauthentication in 2 hours
1[2]: IKE proposal: 3DES_CBC/HMAC_MD5_96/PRF_HMAC_MD5/MODP_1024
1{1}: INSTALLED, TUNNEL, reqid 1, ESP SPIs: c6be2de4_i c851516c_o
1{1}: AES_CBC_128/HMAC_SHA2_256_128, 0 bytes_i, 0 bytes_o, rekeying
in 41 minutes
1{1}: 10.10.10.0/24 === 40.40.40.0/24

10.10.3.2 BbeinonHute komaHay show ipsec status all Ha RouterC ans BbiBoga Ha akpaH

HaCTpOeEK ipsec

Status of IKE charon daemon (strongSwan 5.9.1, Linux 4.4.165-bfkx, mips):

uptime: 28 seconds, since Dec 12 14:17:23 2015

malloc: sbrk 675840, mmap 0, used 246144, free 429696

worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled:

3

loaded plugins: charon aes des rc2 sha2 shal md5 mgfl random nonce x509 revoca
tion constraints pubkey pkcs1 pkcs7 pkcs8 pkcs12 pgp dnskey sshkey pem fips-prf
gmp curve25519 xcbc cmac hmac drbg attr kernel-netlink resolve socket-default st
roke vici updown xauth-generic counters

Listening IP addresses:

30.30.30.2

40.40.40.1
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Connections:

1:30.30.30.2...20.20.20.1 IKEv1/2

1: local: [30.30.30.2] uses pre-shared key authentication

1: remote: [20.20.20.1] uses pre-shared key authentication

1: child: 40.40.40.0/24 === 10.10.10.0/24 TUNNEL
Security Associations (1 up, 0 connecting):
1[1]: ESTABLISHED 14 seconds ago, 30.30.30.2[30.30.30.2]...20.20.20.1
[20.20.20.1]
1[1]: IKEv2 SPIs: e9de5dea512fa5d7_i* 1154a6e0d9645852 r, pre-shared
key reauthentication in 2 hours
1[1]: IKE proposal: 3DES_CBC/HMAC_MD5_96/PRF_HMAC_MD5/MODP_1024
1{1}: INSTALLED, TUNNEL, reqid 1, ESP SPIs: c851516c_i cbbe2de4 o
1{1}: AES_CBC_128/HMAC_SHA2_256_128, 0 bytes_i, 0 bytes_o, rekeying
in 44 minutes
1{1}: 40.40.40.0/24 === 10.10.10.0/24

10.10.3.3 BbinonHute komaHgy ping 40.40.40.1 source 10.10.10.1 Ha RouterA ans

NMPOBEPKM CBSI3HOCTb MEXAY BHYTPEHHMMMU CETSAMU KIIMEHTOB Ipsec

PING 40.40.40.1 (40.40.40.1) from 10.10.10.1 : 56(84) bytes of data.
64 bytes from 40.40.40.1: icmp_seqg=1 ttl=64 time=0.808 ms
64 bytes from 40.40.40.1: icmp_seq=2 ttl=64 time=0.301 ms
64 bytes from 40.40.40.1: icmp_seq=3 ttl=64 time=0.354 ms

10.10.3.4 BoinonHute komangy tcpdump eth1 Ha RouterB ana BbiBOga NpoBEpPKM

MHKancynaunm npoxogdwmnx 4epes3 TyHHesb nakeTtoB

»
MpumeyaHue

Mo ymonyaHuio ipsec B TYHENIbHOM PEeXUMe, COOTBETCTBEHHO BUAEH BHELUHWUA |P

agpec n ESP 3aronosok

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
11:02:30.238016 IP 20.20.20.1 > 30.30.30.2: ESP(spi=0xc851516¢,seq=0x18), length 136
11:02:30.239071 IP 30.30.30.2 > 20.20.20.1: ESP(spi=0xc6be2de4,seq=0x18), length 136
11:02:31.239249 IP 20.20.20.1 > 30.30.30.2: ESP(spi=0xc851516¢,seq=0x19), length 136
11:02:31.240408 IP 30.30.30.2 > 20.20.20.1: ESP(spi=0xc6be2de4,seq=0x19), length 136
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11®dyHKuun MPLS

11.1 PacnpepeneHune MeTOK C NoMoLbio NpoTtokona LDP

11.1.1 OnwucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 59 B kayeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEpPBUCHbIE
MapLpyTtusaTtopsbl - RouterA, RouterB, RouterC.

HactpoeHa kommyTauuss no MPLS wmeTkam, OuMHamuyeckass Maplupytusaums Aons

nepegayn mappyTtos loopback-uHtepdgencos 1 npotokon ldp ons pacnpocTpaHeHNa METOK.

RouterA RouterB RouterC

0 oooo 192.18.0.0/24 ,ﬂ oooo 192.18.1.0/24 0 oooo
5'n pooo Py ethi S‘n poono Ty ethz 5‘n pooo

Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/124
lo0: 1.1.1.1/32 lo0: 2.2.2.2/32 l00: 3.3.3.3/32

PucyHok 59 — Cxema pacnpegeneHnsa MeTok ¢ noMoLlbio npoTtokona LDP

11.1.2 3Tanbl HACTPOMKMU CETU

11.1.2.1 Bowngute B pexum rnobanbHON KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOMKOM

lMpu HacTponke ceTeBoro obopyaoBaHMs, OAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUrypaunoHHbIN peXnm - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKN. B  KOHPUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKU UHTEpPdENCcoB,
MapLpyTusaumto, 6e3onacHoCTb 1 gpyrme napameTpbl YCTPOUCTB.

11.1.2.2 Hactpounte RouterA

11.1.2.2.1 Hactpoute nutepdcemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#label-switching
RouterA(config-if-[eth1])#enable-ldp ipv4
RouterA(config-if-[eth1])#exit
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11.1.2.2.2 HacTtpoute nutepdemnc lo0

RouterA(config)#interface 100
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[loO)#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

11.1.2.2.3 HactpowTte atpnbyTtbl npouecca LDP

RouterA(config)#trouter Idp
RouterA(config-router)#frouter-id 1.1.1.1
RouterA(config-router)#exit

11.1.2.2.4 Hactpounte OSPF-mapwpyTunsaumio

nHTepencax c IP-agpecamm

RouterA(config)#router ospf 1

RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0.0.0.0
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0.0.0.0
RouterA(config-router)#tend

11.1.2.3 Hactpounte RouterB
11.1.2.3.1 HactpowuTe nHTepemnc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#label-switching
RouterB(config-if-[eth1])#enable-ldp ipv4
RouterB(config-if-[eth1])#exit

11.1.2.3.2 HactpouTe nHtepemnc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#label-switching
RouterB(config-if-[eth2])#enable-ldp ipv4

C YKa3aHHbIM

ID

obnactu

Ha
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RouterB(config-if-[eth2])#exit

11.1.2.3.3 HacTtpoute nutepdeic lo0

RouterB(config)#interface lo0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[l00])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#exit

11.1.2.3.4 HactpowTte atpnbyTtbl npouecca LDP

RouterB(config)#router Idp
RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#exit

11.1.2.3.5 Hactponte OSPF-mapLpyTusaumto

nHTEepencax c IP-agpecamm

RouterB(config)#router ospf 1

RouterB(config-router)#network 2.2.2.2/32 area 0.0.0.0
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0.0.0.0
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0.0.0.0
RouterB(config-router)#end

11.1.2.4 Hactpownte RouterC
11.1.2.4.1 Hactpoute nutepdemnc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#label-switching
RouterC(config-if-[eth2])#enable-ldp ipv4
RouterC(config-if-[eth2])#exit

11.1.2.4.2 Hactpoute nutepdemnc lo0

RouterC(config)#tinterface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32

C YyKasaHHbIM

ID

obnactu

Ha
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RouterC(config-if-[lo0])#exit

11.1.2.4.3 HactpowTte atpnbyTtbl npouecca LDP

RouterC(config)#router Idp
RouterC(config-router)#router-id 3.3.3.3
RouterC(config-router)#exit

11.1.2.4.4 Hactpoute

UHTepdencax c IP-agpecamm

OSPF-mapLpyTunsaumio

RouterC(config)#router ospf 1
RouterC(config-router)#network 3.3.3.3/32 area 0.0.0.0
(
(

RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0.0.0.0
RouterC(config-router)#end

11.1.2.5 CoxpaHuTe HaCTPOWKM

Mcnonbayite komaHay write <name> gns coxpaH

11.1.3 TlpoBepkKa HacTpoek

C YyKasaHHbiM |ID ob6nactm Ha

€HMS HacTpoekK Ha yCTpoucTBax

11.1.3.1 BeinonHute komaHay show Ildp session Ha RouterA gns npocmoTpa Bcex

CecCui, yCTaHOBIEHHbIX MeXAy TEKYLLUMM MapLUpyTU3aTOpOM No MeTkam

Peer IP Address
2.2.2.2

IF Name
ethl

My Role
Passive

State
OPERATIONAL

KeepAlive
30

Uptime
01:53:37

11.1.3.2 BbinonHute komaHay show mpls forwarding-table Ha RouterA gns npocmoTpa

Tabnuubl nepeagpecauun MPLS

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN,
SNMP FTN, | - IGP-Shortcut, U - unknown FTN

Code FEC FTN-ID Tunnel-id Pri

K-CLIFTN, L- LDP FTN, R - RSVP-TE FTN, S -

LSP-Type Out-Label Out-
Intf Nexthop
L> 2.2.2.2/32 1 0 Yes LSP_DEFAULT 3 ethl
198.18.0.1
L> 3.3.3.3/32 3 0 Yes LSP_DEFAULT 53122 ethl
198.18.0.1
L> 198.18.1.0/24 2 0 Yes LSP_DEFAULT 3 ethl
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198.18.0.1

11.1.3.3 BebinonHute komaHgy show mpls

oTobpaxeHus gaHHbix MPLS LDP no ceccun 2.2.2.2

Session state
Session role

TCP Connection

IP Address for TCP
Interface being used
Peer LDP ID

Peer LDP Password
Adjacencies
Advertisement mode
Label retention mode
Graceful Restart

: OPERATIONAL
: Passive

: Established
12.2.2.2

:ethl
:2.2.2.2:0

: Not Set
:198.18.0.1

: Downstream Unsolicited

: Liberal
: Not

Capable Keepalive Timeout : 30

Reconnect Interval
Address List received

Received Labels

Sent Labels

: 15

:2.2.2.2
198.18.0.1
198.18.1.1

: Fec
IPV4:3.3.3.3/32
IPV4:2.2.2.2/32
IPV4:198.18.1.0/24
IPV4:198.18.0.0/24

. Fec

IPV4:1.1.1.1/32
IPV4:198.18.0.0/24

Label Maps
53122 none
impl-null  none
impl-null  none
impl-null  none
Label Maps
impl-null  none
impl-null  none

ldp

session 2.2.2.2 Ha RouterA ans

To

To

11.1.3.4 BbinonHute komaHgy show Idp session Ha RouterB ans npocmoTtpa Bcex

CecCui, yCTaHOBIEHHbIX MeXAy TEKYLLUMM MapLUpyTU3aToOpoM No MeTkam

Peer IP Address IF Name

My Role State KeepAlive Uptime
1.1.1.1 ethl Active OPERATIONAL 30 02:03:01
3.3.33 eth2 Passive OPERATIONAL 30 02:04:09

11.1.3.5 BobinonHute komaHgy show mpls Idp session 1.1.1.1
oTobpaxeHus gaHHbix MPLS LDP no ceccun 1.1.1.1

Ha RouterB pans

Session state
Session role
TCP Connection

: OPERATIONAL
: Active
: Established
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IP Address for TCP :1.1.1.1

Interface being used :ethl

Peer LDP ID :1.1.1.1:0

Peer LDP Password : Not Set

Adjacencies :198.18.0.2

Advertisement mode : Downstream Unsolicited

Label retention mode : Liberal

Graceful Restart : Not Capable Keepalive

Timeout : 30

Reconnect Interval 115

Address List received :1.1.1.1

198.18.0.2

Received Labels : Fec Label Maps To
IPV4:1.1.1.1/32 impl-null 53121
IPV4:198.18.0.0/24 impl-null none

Sent Labels : Fec Label Maps To
IPV4:3.3.3.3/32 53122 impl-null
IPV4:2.2.2.2/32 impl-null none
IPV4:198.18.1.0/24 impl-null impl-null
IPV4:198.18.0.0/24 impl-null none

11.1.3.6 BebinonHute komaHay show mpls Idp session 3.3.3.3 Ha RouterB ans

oTobpaxeHus gaHHbIXx MPLS LDP no ceccun 3.3.3.3

Session state : OPERATIONAL
Session role : Passive
TCP Connection : Established
IP Address for TCP :3.3.33
Interface being used : eth2
Peer LDP ID :3.3.3.3:0
Peer LDP Password : Not Set
Adjacencies :198.18.1.2
Advertisement mode : Downstream Unsolicited
Label retention mode : Liberal
Graceful Restart : Not Capable Keepalive
Timeout 130
Reconnect Interval 115
Address List received :3.3.3.3
198.18.1.2
Received Labels : Fec Label Maps To

IPV4:3.3.3.3/32 impl-null 53122
IPV4:198.18.1.0/24 impl-null  impl-null
Sent Labels : Fec Label Maps To
IPV4:1.1.1.1/32 53121 impl-null
IPV4:2.2.2.2/32  impl-null none
IPV4:198.18.1.0/24 impl-null  none
IPV4:198.18.0.0/24 impl-null  none
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11.1.3.7 BeinonHute komaHgy show mpls forwarding-table Ha RouterB ansa npocmoTtpa

Tabnuubl nepeagpecaunn MPLS

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN, K - CLI
FTN, L - LDP FTN, R - RSVP-TE FTN, S - SNMP FTN, | - IGP-Shortcut, U - unknown

FTN

Code FEC FTN-ID Tunnel-id Pri LSP-Type Out-Label Out-Intf  Nexthop
L> 1.1.1.1/32 1 0 Yes LSP_DEFAULT 3 ethl 198.18.0.2
L> 3.3.3.3/32 2 0 Yes LSP_DEFAULT 3 ethl 198.18.1.2

11.2 Co3aaHue BUpTyarnbHbIX YaCTHbIX ceTeu TpeTbero ypoBHAa (MPLS L3VPN)

11.2.1 OnucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 60 B KayeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapLupyTtusaTtopsbl - RouterA, RouterB, RouterC, RouterD, RouterE.

Mexxay cepBUCHbIMM MapLupyTM3aTopamMu HacTpoeH npoTtokon MPLS.

RouterA n RouterC BbinonHstoT ponb PE (Provider Edge) mapLipyTn3aTtopoB 1 aBnsa0TCS
KnoyeBbIMM NS obecneyeHns CBA3M Mexay pasnuyHbiMu cetamu. PE mapupyTtusatopbl
HaxXOAATCS Ha rpaHuLUe ceTu nposangepa.

RouterB BbinonHaeT ponb P (Provider) mapluipyTtnsaTtopa 1 Tak e siBASeTCA BaXHbIM B
cetn. P MmapwpyTtusaTop HaxoguMTCs BHYTPU CETU NpoBargepa u oTBeYaeT 3a TPaHCNOPTUPOBKY
Tpaduka mexay PE maplipyTtmnsaTopamu.

RouterD n RouterE BbinonHsawT ponb CE (Customer Edge) mapuwpyTtmsatopoB. OHu

npeacTaBnaAlT cobor rpaHULy Mexay CeTbio KNMMeHTa M CeTbio NpoBaiaepa.

RouterA RouterB RouterC —I
| (PE1) P (PE2)

- O Gooo 192.18.0.0/24 = 0 oooo 192.18.1.0/24 _ 0 oooo |
| 0 CCICH ethi 0 0000 e eth2 0 0000

eth2 Ipvé4: 198.18.0.2/124 lpv4: 198.18.1.1/24 lpv4: 198.18.1.2/24 ethi
lo0: 1.1.1.1/32 Ipv4: 198.18.0.1/24 l00: 2.2.2.2/32 lo0: 3.3.3.3/32

_ MP-BGP

OSPF
OSPF

eth1 eth1

Ipv4: 100.1.0.11/24 Ipv4: 100.1.0.12/24
loD: 4.4.4.4/132 lo0: 5.5.5.5/32

O Dooo _ O ooog
='n pooo ='n pooo

RouterD RouterE
(CE1) (CE2)

PucyHok 60 — Cxema co3gaHns BUpTYyanbHbIX YacTHbIX ceTen TpeTbero ypoBHA (MPLS L3VPN)
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11.2.2 3JTanbl HACTPOUKMU CETU

11.2.2.1 Bowngute B pexum rnobanbHON KOHUrypaumm Ha YCTpoMCTBax nepen

HaCTPOMKOM

I'IpM HaCTpOVIKe ceTeBoro O60py,£I,OBaHI/IFI, OAHUM U3 MaBHbLIX LWWaros, ABNAETCA BXO4 B

KOHOUTypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW

CTpOkM. B KOH(UrypauMOHHOM peXume MOXHO MU3MEHSATb HAaCTPOMKU  UHTepdEencos,

MapLipyTm3aumto, 6e3onacHoOCTb U Apyrve napameTpbl YCTPONCTB.

11.2.2.2 Hactpoute RouterA (PE1)

11.2.2.2.1 HasHauybTe ak3emnnsapy VRF ngeHtudpukatop mapwpyrtmsatopa u gobasbTe

CMNCOK UMMOPTHBIX U SKCNOPTHbIX aTpmnbyToB extended community nst MmapLipyToB

RouterA(config)#ip vrf CUST1
RouterA(config-vrf)#router-id 1.1.1.1
RouterA(config-vrf)#rd 65000:100
RouterA(config-vrf)#froute-target import 65000:101
RouterA(config-vrf)#froute-target export 65000:102
RouterA(config-vrf)#exit

11.2.2.2.2 Hactpoute nutepdcemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#description to_P
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#label-switching
RouterA(config-if-[eth1])#enable-ldp ipv4
RouterA(config-if-[eth1])#exit

—_— — — — — —

11.2.2.2.3 HactpouTe nHtepdemnc eth2

RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#description to_CE1
RouterA(config-if-[eth2])#ip vrf forwarding CUST1
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 100.1.0.1/24
RouterA(config-if-[eth2])#exit

—_— — — —
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11.2.2.2.4 HacTtpoute nntepdemnc lo0

RouterA(config)ttinterface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

11.2.2.2.5 HactpownTte 3anucb ana cnucka IPv4 npecdmkcoB u 3agante atpubyTbl Ans

npouecca LDP

RouterA(config)#ip prefix-list permit-any seq 5 permit any
RouterA(config)#trouter Idp

RouterA(config-router)#trouter-id 1.1.1.1
RouterA(config-router)#receive-labels for permit-any from any
RouterA(config-router)#tadvertisement-mode downstream-on-demand
RouterA(config-router)#exit

11.2.2.2.6 Hactponte OSPF-mapwpytnsaumio C YyKasaHHbIM

nHTEepencax c IP-agpecamm

RouterA(config)#router ospf
RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0
RouterA(config-router)#tnetwork 198.18.0.0 0.0.0.255 area 0
RouterA(config-router)#exit

ID obnactmu Ha

11.2.2.2.7 HactpouTe npouecc mapwpyTtmsaumn OSPF n 3anyctute peguctpubyumio B

OSPF mapwpyTtos BGP

RouterA(config)#router ospf 1 CUST1
RouterA(config-router)#tredistribute bgp
RouterA(config-router)#fnetwork 100.1.0.0 0.0.0.255 area 0
RouterA(config-router)#exit

11.2.2.2.8 HacTtpoute npouecc BGP

RouterA(config)#router bgp 65000

RouterA(config-router)#neighbor 3.3.3.3 remote-as 65000
RouterA(config-router)#neighbor 3.3.3.3 update-source lo0
RouterA(config-router)#neighbor 3.3.3.3 soft-reconfiguration inbound
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RouterA(config-router)#address-family vpnv4 unicast
RouterA(config-router-af)#neighbor 3.3.3.3 activate
RouterA(config-router-af)#neighbor 3.3.3.3 soft-reconfiguration inbound
RouterA(config-router-af)#exit-address-family
RouterA(config-router)#taddress-family ipv4 vrf CUST1
RouterA(config-router-af)#redistribute connected
RouterA(config-router-af)#redistribute ospf 1
RouterA(config-router-af)#exit-address-family
RouterA(config-router)#tend

11.2.2.3 Hactponte RouterC (PE2)
11.2.2.3.1 HasHaubTe ak3emnnapy VRF naeHTudukaTop mappyTtmsatopa u gobasbte

CMNCOK MMMOPTHbIX N SKCMOPTHbIX anI/I6yTOB extended Community anda mapLupyTtoB

RouterC(config)#ip vrf CUST1
RouterC(config-vrf)#router-id 3.3.3.3
RouterC(config-vrf)#rd 65000:100
RouterC(config-vrf)#route-target export 65000:101
RouterC(config-vrf)#route-target import 65000:102
RouterC(config-vrf)#exit

11.2.2.3.2 HactpouTe nHtepdemnc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#description to_P
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#label-switching
RouterC(config-if-[eth2])#enable-ldp ipv4
RouterC(config-if-[eth2])#exit

11.2.2.3.3 HactpouTe nHTepdemc eth1

RouterC(config)#tinterface ethl
RouterC(config-if-[eth1])#no ip address dhcp
RouterC(config-if-[eth1])#description to_CE2
RouterC(config-if-[eth1])#ip vrf forwarding CUST1
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ip address 101.1.0.1/24
RouterC(config-if-[eth1])#exit
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11.2.2.3.4 HacTtpoute nutepdemc lo0

RouterC(config)#tinterface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

11.2.2.3.5 HactpownTte 3anucb gna cnucka IPv4 npedwukcoB n 3agante atpubyTtbl Ans

npouecca LDP

RouterC(config)#ip prefix-list permit-any seq 5 permit any
RouterC(config)#router Idp

RouterC(config-router)#router-id 3.3.3.3
RouterC(config-router)#receive-labels for permit-any from any
RouterC(config-router)#advertisement-mode downstream-on-demand
RouterC(config-router)#exit

11.2.2.3.6 Hactponte OSPF-mapwpytnsaumio C ykasaHHbiM ID

nHTEepencax c IP-agpecamm

RouterC(config)#router osrf
RouterC(config-router)#network 3.3.3.3 0.0.0.0 area 0
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterC(config-router)#exit

11.2.2.3.7 HactpowuTe npouecc mapwpytmnsauum OSPF

RouterC(config)#router ospf 1 CUST1
RouterC(config-router)#redistribute bgp
RouterC(config-router)#network 101.1.0.0 0.0.0.255 area 0
RouterC(config-router)#exit

11.2.2.3.8 HacTtponte npouecc BGP

RouterC(config)#router bgp 65000

RouterC(config-router)#neighbor 1.1.1.1 remote-as 65000
RouterC(config-router)#neighbor 1.1.1.1 update-source 100
RouterC(config-router)#neighbor 1.1.1.1 soft-reconfiguration inbound
RouterC(config-router)#address-family vpnv4 unicast
RouterC(config-router-af)#tneighbor 1.1.1.1 activate

obrnactm Ha
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RouterC(config-router-af)#neighbor 1.1.1.1 soft-reconfiguration inbound
RouterC(config-router-af)#exit-address-family
RouterC(config-router)#address-family ipv4 vrf CUST1
RouterC(config-router-af)#redistribute connected
RouterC(config-router-af)#tredistribute ospf 1
RouterC(config-router-af)#exit-address-family
RouterC(config-router)#end

11.2.2.4 Hactpownte RouterB (P)
11.2.2.4.1 HactpouTe nHTepdemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description to_PE1
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#label-switching
RouterB(config-if-[eth1])#enable-ldp ipv4
RouterB(config-if-[eth1])#exit

11.2.2.4.2 Hactpoute nutepdemnc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#description to_PE2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#label-switching
RouterB(config-if-[eth2])#enable-ldp ipv4
RouterB(config-if-[eth2])#exit

11.2.2.4.3 Hactpoute nutepdemnc lo0

RouterB(config)#interface lo0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[l00])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#exit

11.2.2.4.4 HactpowuTte 3anucb gna cnucka IPv4 npedwukcoB n 3agante atpubyTtbl ons

npouecca LDP

RouterB(config)#ip prefix-list permit-any seq 5 permit any
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RouterB(config)#router Idp

RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#receive-labels for permit-any from any
RouterB(config-router)#advertisement-mode downstream-on-demand
RouterB(config-router)#exit

11.2.2.4.5 Hactpounte OSPF-mapwpytnsaumio ¢

nHTepencax c IP-agpecamm

RouterB(config)#router ospf 1
RouterB(config-router)#network 2.2.2.2/32 area 0
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterB(config-router)#end

11.2.2.5 Hactpoute RouterD (CE1)
11.2.2.5.1 HactpouTe nHTepdemnc eth1

RouterD(config)#finterface ethl
RouterD(config-if-[eth1])#no ip address dhcp
RouterD(config-if-[eth1])#description to_PE1
RouterD(config-if-[eth1])#no shutdown
RouterD(config-if-[eth1])#ip address 100.1.0.2/24
RouterD(config-if-[eth1])#exit

11.2.2.5.2 HacTtpounte nutepdemc lo0

RouterD(config)#interface lo0
RouterD(config-if-[lo0])#no shutdown
RouterD(config-if-[lo0])#ip address 4.4.4.4/32
RouterD(config-if-[lo0])#exit

11.2.2.5.3 Hactponte OSPF-mapwpytnsaumo ¢
UHTepencax c IP-agpecamm

RouterD(config)#router ospf
RouterD(config-router)#network 4.4.4.4/32 area 0.0.0.0
RouterD(config-router)#network 100.1.0.0/24 area 0.0.0.0
RouterD(config-router)#tend

YKa3aHHbIM

yKa3aHHbIM

ID obnactu

ID obnactu

Ha

Ha
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11.2.2.6 Hactpoute RouterE (CE2)
11.2.2.6.1 Hactpoute nutepdemnc eth1

RouterE(config)#tinterface ethl
RouterE(config-if-[eth1])#no ip address dhcp
RouterE(config-if-[eth1])#description to_PE2
RouterE(config-if-[eth1])#no shutdown
RouterE(config-if-[eth1])#ip address 101.1.0.2/24
RouterE(config-if-[eth1])#exit

11.2.2.6.2 Hactpoute nutepdemnc lo0

RouterE(config)ttinterface lo0
RouterE(config-if-[lo0])#no shutdown
RouterE(config-if-[lo0])#ip address 5.5.5.5/32
RouterE(config-if-[lo0] )#exit

11.2.2.6.3 Hactponte OSPF-mapwpyTusaumio C ykasaHHbiM ID obnactu Ha

nHTEepencax c IP-agpecamm

RouterE(config)#router ospf
RouterE(config-router)#network 5.5.5.5/32 area 0.0.0.0
RouterE(config-router)#network 101.1.0.0/24 area 0.0.0.0
RouterE(config-router)#tend

11.2.2.7 CoxpaHuTe HaCTPOWNKn

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponCcTBax

11.2.3 TlpoBepka HacTpoek
11.2.3.1 BbinonHute komangy show mpls Idp neighbor Ha RouterA aons otobpaxeHus
JaHHbiX MPLS LDP

IP Address Mode Intf Name  Holdtime  LDP-ldentifier
198.18.0.1 Interface ethl 15 2.2.2.2:0

11.2.3.2 BeinonHute komangy show mpls forwarding-table Ha RouterA ansa npocmoTtpa

Tabnuubl nepeagpecauun MPLS
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Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN, K - CLI FTN, L—LDP FTN, R - RSVP-TE FTN, S -
SNMP FTN, | - IGP-Shortcut, U - unknown FTN

Code FEC FTN-ID Out-Intf Nexthop Tunnel-id Pri LSP-

Type Out-Label

L> 2.2.2.2/32 1 0 Yes LSP_DEFAULT 3 ethl
198.18.0.1

L> 3.3.3.3/32 2 0 Yes LSP_DEFAULT 53121 ethl
198.18.0.1

L> 198.18.1.0/24 4 0 Yes LSP_DEFAULT 3 ethl
198.18.0.1

11.2.3.3 BbinonHute komaHgy show mpls forwarding-table Ha RouterC gns npocmoTtpa

Tabnuubl nepeagpecaunn MPLS

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN, K - CLI FTN, L - LDP FTN, R - RSVP-TE FTN, S -
SNMP FTN, | - IGP-Shortcut,U - unknown FTN

Code FEC FTN-ID Out-Intf  Nexthop Tunnel-id Pri LSP-Type Out-
Label
L> 1.1.1.1/32 1 0 Yes LSP_DEFAULT 53120 eth2 198.1
8.1.1
L> 2.2.2.2/32 2 0 Yes LSP_DEFAULT 3 eth2 198.1
8.1.1
L> 198.18.0.0/32 3 0 Yes LSP_DEFAULT 3 eth2 198.1
8.1.1

11.2.3.4 BbinonHute komaHgy show ip route vrif CUST1 Ha RouterA gns npocmoTpa

Tabnuubl MapLIpyTM3aumm

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP O - OSPF, IA -
OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2

i-IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default

IP Route Table for VRF "CUST1"

0 4.4.4.4/32 [110/20] via 100.1.0.2, eth2, 01:44:35
B 5.5.5.5/32 [200/20] via 3.3.3.3, 01:45:41

C 100.1.0.0/24 is directly connected, eth2

B 101.1.0.0/24 [200/0] via 3.3.3.3, 01:27:01

Gateway of last resort is not set

11.2.3.5 BbinonHute komangy show ip bgp vpnv4 vrif CUST1 Ha RouterA anga npocmoTpa
nHgopmauun no VPNv4
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Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,

| - labeled
S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf  Weight

Path Route Distinguisher: 65000:100 (Default for VRF CUST1)

*>| 4.4.4.4/32 100.1.0.2 20 100 32768 ?

*>i 5.5.5.5/32 3333 20 100 O ?
*>| 101.1.0.0/24 0.0.00 O 100 32768 ?
*>i 100.1.0.0/24 3333 O 100 O ?

Announced routes count = 2
Accepted routes count = 2

11.2.3.6 BbinonHute komaHay show ip route Ha RouterD gna npocmoTtpa Tabnuy

MapLupyTM3aLmm

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP O - OSPF, IA -

OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2

i-1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default

IP Route Table for VRF "default"
C 4.4.4.4/32 is directly connected, lo0

OIA  5.5.5.5/32[110/21] via 100.1.0.1, eth1, 01:52:37

C 100.1.0.0/24 is directly connected, eth1

OE2 101.1.0.0/24[110/1] via 100.1.0.1, eth1, 01:35:40

C 127.0.0.0/8 is directly connected, lo
Gateway of last resort is not set

11.2.3.7 BbinonHute koMaHay ping 5.5.5.5 repeat 4 Ha RouterD gna otnpasku 4

3anpocoB ICMP coobLieHunn

PING 5.5.5.5 (5.5.5.5) 56(84) bytes of data.

64 bytes from 5.5.5.5:
64 bytes from 5.5.5.5:
64 bytes from 5.5.5.5:
64 bytes from 5.5.5.5:

icmp_seq=1 ttlI=62 time=2.97 ms
icmp_seq=2 ttlI=62 time=2.94 ms
icmp_seq=3 ttlI=62 time=2.99 ms
icmp_seq=4 ttI=62 time=2.89 ms

--- 5.5.5.5 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 7ms

rtt min/avg/max/mdev = 2.887/2.944/2.990/0.066 ms
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11.2.3.8 BbinonHute komaHgy tcpdump eth?2 filter "mpls && mpls && icmp" Ha RouterC

PE2 ona aHanusa nHgopmaumnm

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes

06:38:07.798169 MPLS (label 53120, exp 0, ttl 255) (label 52481, exp O, [S], ttl 255) IP 5.5.5.5 > 100.1.0.2: ICMP
echo reply, id 8362, seq 1, length 64

06:38:08.799440 MPLS (label 53120, exp 0, ttl 255) (label 52481, exp O, [S], ttl 255) IP 5.5.5.5 > 100.1.0.2: ICMP
echo reply, id 8362, seq 2, length 64

06:38:09.800652 MPLS (label 53120, exp 0, ttl 255) (label 52481, exp O, [S], ttl 255) IP 5.5.5.5 > 100.1.0.2: ICMP
echo reply, id 8362, seq 3, length 64

06:38:10.801734 MPLS (label 53120, exp 0, ttl 255) (label 52481, exp O, [S], ttl 255) IP 5.5.5.5 > 100.1.0.2: ICMP
echo reply, id 8362, seq 4, length 64

AC

4 packets captured

4 packets received by filter

0 packets dropped by kernel

11.3 Co3aaHue BUpTyasnbHbIX YacTHbIX ceTen BToporo ypoBHA (MPLS L2VPN) no

TexHonoruam VPWS

11.3.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 61 B KayeCTBe€ OCHOBHbIX YCTPOMWCTB BblOpaHbl CEPBUCHbIE
MapLupyTtmsaTtopsl - RouterA, RouterB, RouterC, RouterD, RouterE.

Mexxagy cepBUCHbIMM MapLupyTusaTopaMmmn HacTpoeH npoTtokonn MPLS no TexHonornam
VPWS.

RouterA n RouterC BbinonHstoT ponb PE (Provider Edge) mapLupyTtn3aTtopoB 1 SBnstoTCs
KnoyeBbIMM NS obecneyeHns CBA3M Mexay pasnuyHbiMu cetamu. PE mapuwpyTtusatopbl
HaxogATCcsa Ha rpaHvLe ceTn nposanaepa.

RouterB BbinonHaeT ponb P (Provider) maplipyTtnsaTtopa 1 Tak e siBASeTCA BaXXHbIM B
cetn. P MmappyTtusaTop HaxoguMTcs BHYTpU CETU NpoBargepa u OTBeYaeT 3a TPaHCNOPTUPOBKY
Tpaduka mexay PE mappytmnsatopamum.

RouterD n RouterE sbinonHsawT ponb CE (Customer Edge) mapuwpyTtmsatopoB. OHu
npeacTaBnAT cobON rpaHnLy Mexay CeTbio KNMeHTa 1 ceTbio npoBangepa.

Ha RouterA (PE1) HacTtpoeHbl unHTepdpencbl eth1 (IP address 198.18.0.2/24), eth2,
loopback-nHtepdenc 100 (IP address 1.1.1.1/32).

Ha RouterB (P) HacTpoeHbl uHTepdpencol eth1 (IP address 198.18.0.1/24), eth2 (IP
address 198.18.1.1/24), loopback-nHtepdenc 100 (IP address 2.2.2.2/32).
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Ha RouterC (PE2) HacTpoeHbl uHTepdgeunchl eth1, eth2 (IP address 198.18.1.2/24),
loopback-uHtepderic [o0 (IP address 3.3.3.3/32).

Ha RouterD (CE1) HacTpoeH nutepgenc eth1 (IP address 100.1.0.11/24).

Ha RouterE (CE2) HacTpoeH nntepdenc ethl (IP address 100.1.0.12/24).

I_ - - - - - - - - - - - - - - - - - - - = = = = =0
RouterA RouterB RouterC |
I (PE1) (P) (PE2)
| . O oooo 192.18.0.0124 - .0 oooo 192.18.1.0124 _ O ooog
‘0 ooon e i 0 000 M e 0 oooo
eth2 Ipv4: 198.18.0.2124 Ipv4: 198.18.1.1/24 Ipva: 198.18.1.2/24 eth1
| lo0: 1.1.1.1/32 Ipv4: 198.18.0.1/24 lo0: 2.2.2.2/32 lo0: 3.3.3.3/32
_ e - - - e e e e — 4
LSP-TyHHenb
etht etht
Ipv4: 100.1.0.11/24 Ipv4: 100.1.0.12/24
O Ooog _ .0 ooog
=:p pooo ='p pooo

RouterD

RouterE
(CE1)

(CE2)

PucyHok 61 — Cxema HacTpovikn BUPTYyaribHbIX YacTHbIX ceTen BToporo ypoBHA (MPLS L2VPN)

no texHonornam VPWS

11.3.2 3JTanbl HACTPOUKMU

11.3.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHMS, OOHUM U3 rNaBHbIX LIAroB, ABNAETCA BXOL B
KOH(UrypauUMOHHbIN pexXxnMm. KoHMUrypaumMoHHbIA peXnMm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHUIrypauUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWMKU  UHTEPdENCcoB,
MapLupyTusauuio, 6esonacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

11.3.2.2 HactpowTte RouterA (PE1)

11.3.2.2.1 HactpowuTe nHTepemc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#description to_P
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#label-switching
RouterA(config-if-[eth1])#enable-ldp ipv4
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RouterA(config-if-[eth1])#exit
11.3.2.2.2 HactpouTe nHtepdemnc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

11.3.2.2.3 HacTtpowute nutepdeic lo0

RouterA(config)#interface 100
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

11.3.2.2.4 Hactpoute nutepdeic eth2.100

RouterA(config)#interface eth2.100
RouterA(config-if-[eth2.100])#vid 100 ethertype 0x8100
RouterA(config-if-[eth2.100])#description to_CE1
RouterA(config-if-[eth2.100])#no shutdown
RouterA(config-if-[eth2.100])#exit

11.3.2.2.5 Tpussknte nntepdgenc k Virtual Circuit MPLS Layer2

RouterA(config)#interface eth2.100
RouterA(config-if-[eth2.100])#mpls-12-circuit CUST1 ethernet
RouterA(config-if-[eth2.100])#exit

11.3.2.2.6 Cosganite 9K3eMnnsp BUPTyanbHOM Cxembl ypoBHA 2 MPLS u 3apante
aTpmbyTbl 4nsa npouecca LDP

RouterA(config)#tmpls 12-circuit CUST1 100 3.3.3.3
RouterA(config)#trouter Idp

RouterA(config-router)#router-id 1.1.1.1
RouterA(config-router)#targeted-peer ipv4 3.3.3.3
RouterA(config-router-targeted-peer)#exit-targeted-peer-mode
RouterA(config-router)#transport-address ipv4 1.1.1.1
RouterA(config-mpls)#exit
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11.3.2.2.7 HacTtpowuTe npouecc mapwpytnsauum OSPF

RouterA(config)#trouter ospf
RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterA(config-router)#tend

11.3.2.3 Hactpownte RouterB (P)
11.3.2.3.1 Hactpowute nutepdemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description to_PE1
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#label-switching
RouterB(config-if-[eth1])#enable-ldp ipv4
RouterB(config-if-[eth1])#exit

11.3.2.3.2 Hactpoute nutepcemnc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#description to_PE2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#label-switching
RouterB(config-if-[eth2])#enable-ldp ipv4
RouterB(config-if-[eth2])#exit

11.3.2.3.3 Hactpowute nutepdeic lo0

RouterB(config)#tinterface lo0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#exit

11.3.2.3.4 3apawnTte aTpubyTbl ans npouecca LDP

RouterB(config)#router Idp
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RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#transport-address ipv4 2.2.2.2
RouterB(config-router)#exit

11.3.2.3.5 HactpouTe npouecc mapwpytnsauum OSPF

RouterB(config)#router ospf
RouterB(config-router)#network 2.2.2.2/32 area 0
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterB(config-router)#end

11.3.2.4 Hactpoute RouterC (PE2)
11.3.2.4.1 HactpouTe nHtepdemnc eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#description to_P
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#label-switching
RouterC(config-if-[eth2])#enable-ldp ipv4
RouterC(config-if-[eth2])#exit

11.3.2.4.2 HactpouTe nHTepdemc eth1

RouterC(config)#interface ethl
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#exit

11.3.2.4.3 Hactpoute nutepdemc lo0

RouterC(config)#interface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

11.3.2.4.4 Hactpoute nutepdenc eth1.100

RouterC(config)#tinterface eth1.100
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RouterC(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterC(config-if-[eth1.100])#description to_CE2
RouterC(config-if-[eth1.100])#no shutdown
RouterC(config-if-[eth1.100])#exit

11.3.2.4.5 Tpussknte nntepgenc Kk Virtual Circuit MPLS Layer2

RouterC(config)#interface eth1.100
RouterC(config-if-[eth1.100])#)#mpls-I12-circuit CUST1 ethernet
RouterC(config-mpls)#exit

11.3.2.4.6 CospanTte 9K3eMnnsap BUpTyarbHOW cxeMbl ypoBHA 2 MPLS u 3apante

aTpubyTbl 4ns npouecca LDP

RouterC(config)#mpls 12-circuit CUST1 100 1.1.1.1
RouterC(config)#router Idp

RouterC(config-router)#router-id 3.3.3.3
RouterC(config-router)#targeted-peer ipv4 1.1.1.1
RouterC(config-router-targeted-peer)#exit-targeted-peer-mode
RouterC(config-router)#transport-address ipv4 3.3.3.3
RouterC(config-router)#exit

11.3.2.4.7 HactpouTe npouecc mapwpytmnsauyun OSPF

RouterC(config)#router ospf
RouterC(config-router)#network 3.3.3.3 0.0.0.0 area 0
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterC(config-router)#end

11.3.2.5 Hactpoute RouterD (CE1)
11.3.2.5.1 HactpouTe nHTepdemnc eth1

RouterD(config)#interface ethl
RouterD(config-if-[eth1])#no shutdown
RouterD(config-if-[eth1])#exit

11.3.2.5.2 Hactpoute nutepdceic eth1.100

RouterD(config)#tinterface eth1.100
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RouterD(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterD(config-if-[eth1.100])#no shutdown
RouterD(config-if-[eth1.100])#ip address 100.1.0.11/24
RouterD(config-if-[eth1.100])#end

11.3.2.6 Hactpownte RouterE (CE2)
11.3.2.6.1 HactpowuTe nHTepdemnc eth1

RouterE(config)#interface ethl
RouterE(config-if-[eth1])#no shutdown
RouterE(config-if-[eth1])#exit

11.3.2.6.2 Hactpoute nutepdeic eth1.100

RouterE(config)#interface eth1.100
RouterE(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterE(config-if-[eth1.100])#no shutdown
RouterE(config-if-[eth1.100])#ip address 100.1.0.12/24
RouterE(config-if-[eth1.100])#end

11.3.2.7 CoxpaHuTe HaCTPOWKn

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

11.3.3 TlpoBepka HacTpoek
11.3.3.1 BebinonHute komaHgy show Idp mpls-12-circuit Ha RouterA, 4TobLI 0OTOBPa3nTL
CBOAHYK MHGOpMauuio BUpTyanbHOW cxembl ypoBHs 2 (Layer-2 Virtual Circuit) obo Bcex

BUPTyanbHbIX cxemax MPLS, HacTpoeHHbIX Ha TeKyweM mapLlpyTmsaTtope no metkam (LSR).

Transport Client VC VC Local Remote Destination
VCID Binding State Type VC Label VCLabel Address
100 eth2.100 UP Ethernet 53120 52480 3.3.3.3

11.3.3.2 BbinonHute komaHgy ping 100.1.0.12 repeat 4 Ha RouterD onsi npoBepku CBS3uU
mexay RouterD u RouterE

PING 100.1.0.12 (100.1.0.12) 56(84) bytes of data.
64 bytes from 100.1.0.12: icmp_seq=1 ttl=64 time=2.98 ms
64 bytes from 100.1.0.12: icmp_seq=2 ttl=64 time=2.88 ms
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64 bytes from 100.1.0.12: icmp_seq=3 ttl=64 time=2.92 ms

64 bytes from 100.1.0.12: icmp_seq=4 ttl=64 time=2.86 ms

--- 100.1.0.12 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 7ms rtt min/avg/max/mdev
=2.858/2.910/2.984/0.071 ms

11.3.3.3 BbinonHute komaHay show arp Ha RouterD ansa npocmoTpa Tabnuy, ARP

State: | - incomplete R -reachable S -stale D - delay P - probe F-failed N - noarp M - manual
IP address HW type Flags HW address Device
100.1.0.12  ether R 94:3f:bb:00:00:3a eth1.100

11.4 Co3aaHue BUpTyalnbHbIX YacTHbIX ceTen BToporo ypoBHA (MPLS L2VPN) no

TexHonoruam VPLS

11.4.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 62 B KadeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
mapwpytnsatopsl (RouterA, RouterB, RouterC, RouterD, RouterE).

BbinonHeHO du3nveckoe MNOAKIKYEHNE WM HAcTpoMka cocTaBa 0OOOpyaoBaHMS B
COOTBETCTBUMN CO CXEMOM.

MPLS Layer 2 Virtual Circuit ato L2 coeguHeHue Tuna TO4YKa-TOYKa, KOTOpas
opraHmn3oBaHa Yyepe3 MPLS ceTb 1 npegoctaBnsaeTcs Kak ycnyra oneparopa.

B Hawen cxeme mexay RouterA (PE1) n RouterC (PE2) opraHusyetca LSP-TyHHenb,
yepes KoTopbi HacTpansaeTcs L2-aoMeH.

Ha RouterA (PE) HacTtpoeHbl uHTepdencbl eth1 - IP address 198.18.0.2/24, eth2,
loopback-uHtepdenic lo0 - IP address 1.1.1.1/32.

Ha RouterB (P) HacTpoeHbl uHTepdencel eth1 - IP address 198.18.0.1/24, eth2 - IP
address 198.18.1.1/24, loopback-untepdenc o0 - IP address 2.2.2.2/32.

Ha RouterC (PE) HacTpoeHbl uHTepdencol eth1, eth2 - IP address 198.18.1.2/24,
loopback-uHtepdpeinic 100 - IP address 3.3.3.3/32.

Ha RouterD (CE1) HacTpoeH uHTepdeiic eth1 - IP address 100.1.0.1/24.

Ha RouterE (CEZ2) HacTpoeH unHTepdenc ethl - IP address 198.1.0.2/24.

RouterA n RouterC BbinonHstoT ponb PE (Provider Edge) mapLupytnsaTtopoB 1 aBnsatoTCs
KnoyeBbIMM NS obecneyeHns CBA3M Mexay pasnuyHbiMu cetsmu. PE mapuwpyTtusatopbl

HaxoAsaTCs Ha rpaHuLe ceTu npoBanaepa.
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RouterB BbinonHaeT ponb P (Provider) maplupyTtnsaTtopa 1 Tak xe siBNSeTCA BaXHbIM B
cetn. P MmapwpyTtusaTop HaxoguTcs BHYTPU CeTU NpoBanaepa 1 oTBeyaeT 3a TPaHCNOPTUPOBKY
Tpaduka mexay PE maplipyTtmnsatopamu.

RouterD n RouterE BbinonHsiot ponb CE (Customer Edge) mapupyTtudaTtopoB. OHu

npegcrasndaroT cobon rpaHnuy mMexay CeTbio KInmeHTa n CeTbio npOBa|7|,uepa.

RouterA RouterB RouterC
(PE1) P (PE2)

O ooog 192.18.0.0/24 O oooo 192.18.1.0124 O ooog

| 5:p opoo =" 0 pooo 2’0 oooo |
eth1 eth1 eth2 eth2
| eth2 Ipv4: 198.18.0.2/24 Ipv4: 198.18.1.1/24 Ipvd: 198.18.1.2/24 eth1
100: 1.1.1.1/32 Ipv4: 198.18.0.1124 100: 2.2.2.2/32 l00: 3.3.3.3/32 |
ethl

ethl
| Ipv4: 100.1.0.11/24 v 100.1.0.12/24|
| 0 ooog _ 0 ooog |

S:p pooo ='n pooo

RouterD RouterE
(CE1) (CE2) |

PucyHok 62 — Cxema co3gaHus BUpTYyanbHbIX YacTHbIX ceTen BToporo ypoBHs (MPLS L2VPN)

rno texHonoruam VPLS

11.4.2 3OTanbl HACTPOUKU CETU

11.4.2.1 Bowgute B pexum rnobanbHON KOHdUrypauum Ha YCTpPOMCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro o6opyaoBaHUA, OAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKU. B  KOH(UrypauMOHHOM peXuMme MOXHO WU3MEHATb HACTPOWKM WUHTEpPEEeNcos,
MapLupyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

11.4.2.2 Hactponte RouterA (PE1)

11.4.2.2.1 HactpouTe nHTepemc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#description to_P
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#label-switching
RouterA(config-if-[eth1])#enable-ldp ipv4
RouterA(config-if-[eth1])#exit

—_— — — — — —
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11.4.2.2.2 Hactpoute nutepcemnc eth2

RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

11.4.2.2.3 Hactpoute nutepdemnc lo0

RouterA(config)#interface 100
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

11.4.2.2.4 Hawnctpounte nHtepgenc eth2.100

RouterA(config)#interface eth2.100
RouterA(config-if-[eth2.100])#vid 100 ethertype 0x8100
RouterA(config-if-[eth2.100])#description to_CE1
RouterA(config-if-[eth2.100])#no shutdown
RouterA(config-if-[eth2.100])#mpls-vpls CUST1 ethernet
RouterA(config-if-[eth2.100])#exit

11.4.2.2.5 3apante atpnbyTbl ons npouecca LDP

RouterA(config)#trouter Idp

RouterA(config-router)#frouter-id 1.1.1.1
RouterA(config-router)#targeted-peer ipv4 3.3.3.3
RouterA(config-router-targeted-peer)#exit-targeted-peer-mode
RouterA(config-router)#transport-address ipv4 1.1.1.1
RouterA(config-router)#exit

11.4.2.2.6 Cospgante ak3emnnap VPLS Ha ocHoBe MPLS n HacTponTe OAHOpPaHroBbIv

y3en VPLS

RouterA(config)#tmpls vpls CUST1 100
RouterA(config-vpls)#signaling Idp
RouterA(config-vpls-sig)#vpls-peer 3.3.3.3
RouterA(config-vpls-sig)#exit-signaling
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RouterA(config-vpls)#exit
11.4.2.2.7 HactpouTe npouecc mapwpytmnsauyun OSPF

RouterA(config)#router ospf
RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterA(config-router)#end

11.4.2.3 Hactpoute RouterB (P)
11.4.2.3.1 HactpouTe nHtepdemnc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description to_PE1
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#label-switching
RouterB(config-if-[eth1])#enable-ldp ipv4
RouterB(config-if-[eth1])#exit

11.4.2.3.2 HactpouTe nHtepdemnc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#description to_PE2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#label-switching
RouterB(config-if-[eth2])#enable-ldp ipv4
RouterB(config-if-[eth2])#exit

11.4.2.3.3 HacTtponte nutepdeimc lo0

RouterB(config)#interface o0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[l00])#ip address 2.2.2.2/32
RouterB(config-if-[lo0])#exit

11.4.2.3.4 3apante aTpubyTbl ons npouecca LDP
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RouterB(config)#router Idp
RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#transport-address ipv4 2.2.2.2
RouterB(config-router)#exit

11.4.2.3.5 HactpowuTe npouecc mapwpyTtmnsauyumn OSPF

RouterB(config)#router ospf
RouterB(config-router)#network 2.2.2.2/32 area 0
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterB(config-router)#exitRouterB(config)#end

11.4.2.4 Hactponte RouterC (PE2)
11.4.2.4.1 HactpouTe nHtepdemnc eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#description to_P
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#label-switching
RouterC(config-if-[eth2])#enable-ldp ipv4
RouterC(config-if-[eth2])#exit

11.4.2.4.2 HactpouTe nHtepdemnc eth1

RouterC(config)#tinterface ethl
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#exit

11.4.2.4.3 Hactpounte nutepdemc lo0

RouterC(config)#interface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

11.4.2.4.4 Hactpoute nutepdeic eth1.100
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RouterC(config)#interface eth1.100
RouterC(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterC(config-if-[eth1.100])#description to_CE2
RouterC(config-if-[eth1.100])#no shutdown
RouterC(config-if-[eth1.100])#mpls-vpls CUST1
RouterC(config-if-[eth1.100])#exit

11.4.2.4.5 3apante aTpubyTbl ons npouecca LDP

RouterC(config)#router Idp

RouterC(config-router)#router-id 3.3.3.3
RouterC(config-router)#targeted-peer ipv4 1.1.1.1
RouterC(config-router-targeted-peer)#exit-targeted-peer-mode
RouterC(config-router)#transport-address ipv4 3.3.3.3
RouterC(config-router)#exit

11.4.2.4.6 Cosgante ak3emnnsap VPLS Ha ocHoBe MPLS n HacTponTe O4HOPaHroBbIN
y3en VPLS

RouterC(config)#mpls vpls CUST1 100
RouterC(config-vpls)#redundancy-role primary
RouterC(config-vpls)#signaling Idp
RouterC(config-vpls-sig)#vpls-peer 1.1.1.1
RouterC(config-vpls-sig)#exit-signaling
RouterC(config-vpls)#exit

11.4.2.4.7 HactpouTe npouecc mapwpytmnsauyumn OSPF

RouterC(config)#router ospf
RouterC(config-router)#network 3.3.3.3 0.0.0.0 area 0
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterC(config-router)#exit

RouterC(config)#end

11.4.2.5 Hactpoute RouterD (CE1)
11.4.2.5.1 HactpouTe nHTepemc eth1

RouterD(config)#interface ethl
RouterD(config-if-[eth1])#no shutdown
RouterD(config-if-[eth1])#exit
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11.4.2.5.2 Hactpoute nutepdenc eth1.100

RouterD(config)#tinterface eth1.100
RouterD(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterD(config-if-[eth1.100])#no shutdown
RouterD(config-if-[eth1.100])#ip address 100.1.0.11/24
RouterD(config-if-[eth1.100])#end

11.4.2.6 Hactponte RouterE (CE2)
11.4.2.6.1 Hactpoute nutepdcemnc eth1

RouterE(config)#interface ethl
RouterE(config-if-[eth1])#no shutdown
RouterE(config-if-[eth1])#exit

11.4.2.6.2 Hactpoute nutepdeic eth1.100

RouterE(config)#interface eth1.100
RouterE(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterE(config-if-[eth1.100])#no shutdown
RouterE(config-if-[eth1.100])#ip address 100.1.0.12/24
RouterE(config-if-[eth1.100])#end

11.4.2.7 CoxpaHuTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponCcTBax

11.4.3 TpoBepka HacTpoek

11.4.3.1 BbinonHute komaHay show mpls vpls mesh Ha RouterA ana otobpaxeHus

nHdopmauumn o MPLS VPLS Mesh Forwarding

VPLS-ID Peer Addr Tunnel-Label In-Label Network-Intf

Label Opcode State  SIG-Protocol Status
100 3.3.33 53120 53120 ethl
VC Up LDP Active

Push and Lookup for
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11.4.3.2 BeinonHute komangy show mpls forwarding-table Ha RouterA ana npocmoTtpa

Tabnuubl nepeagpecaunn MPLS

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN, K - CLI FTN,
L-LDP FTN, R - RSVP-TE FTN, S - SNMP FTN, | - IGP-Shortcut, U - unknown FTN

Code FEC FTN-ID  Tunnel-id Pri LSP-Type Out-Label  Out-Intf  Nexthop

L> 2.2.2.2/32 1 0 Yes LSP_DEFAULT 3 ethl 198.18.0.1
L> 3.3.3.3/32 2 0 Yes LSP_DEFAULT 53120 ethl 198.18.0.1
L> 198.18.1.0/24 3 0 Yes LSP_DEFAULT 3 ethl 198.18.0.1

11.4.3.3 BbinonHute komangy ping 100.1.0.12 repeat 4 Ha RouterD gnst npoBepkn CBs3n

¢ RouterE

PING 100.1.0.12 (100.1.0.12) 56(84) bytes of data.

64 bytes from 100.1.0.12: icmp_seq=1 ttl=64 time=2.98 ms

64 bytes from 100.1.0.12: icmp_seq=2 ttl=64 time=2.88 ms

64 bytes from 100.1.0.12: icmp_seq=3 tt|=64 time=2.92 ms

64 bytes from 100.1.0.12: icmp_seq=4 tt|=64 time=2.86 ms

--- 100.1.0.12 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 7ms rtt min/avg/max/mdev
=2.858/2.910/2.984/0.071 ms

11.4.3.4 BbinonHute komangy show arp Ha RouterD gns npoBepku 3anucen ARP-

Tabnuubl

State: | - incomplete R - reachable S - stale D - delay P - probe F - failed N -noarp M - manual
IP address HW type Flags HW address Device
100.1.0.12 ether R 94:3f:bb:00:00:3a eth1.100

11.5 PacnpepeneHns MeTOK ¢ NnomMoLlbio npotokona RSVP-TE

11.5.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 63 B KayeCTBe€ OCHOBHbIX YCTPOMWCTB BblOpaHbl CEpPBUCHbIE
MapLupyTtusaTtopsbl - RouterA, RouterB, RouterC.

MpoTokon pacnpoctpaHeHuns metok RSVP-TE. Ha Bcex ycTpoiicTBax 3anycTuTb NPOTOKOS
RSVP-TE B MMHUMarbHOM KOHQUrypaumu.

Ha RouterA n RouterC Hactpoutb RSVP Trunk.
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RouterA n RouterC binonHsaoT pons PE (Provider Edge) mapLupyTnsaTtopos 1 ABRASOTCSA
KnoyeBbIMM NS obecneyeHns CBA3M Mexay pasnuyHbiMu cetamu. PE mapupyTtusatopbl
HaxoOATCsa Ha rpaHvLe ceTu nposanaepa.

RouterB BbinonHaeT ponb P (Provider) maplipyTtnsaTtopa v Tak xe siBNSeTCA BaXHbIM B
cetu. P MmapwpyTtusaTop HaxoguTcsl BHYTPU CeTU nNpoBanaepa 1 oTBevyaeT 3a TPaHCNOPTUPOBKY
Tpaduka mexay PE maplipyTtmnsatopamu.

OSPF OSPF
RouterA (PE1) — RouterB (P) —> RouterC (PE2)

o ooog 192.18.0.0/24 o gooo 192.18.1.0/24 O ooog
=: =: B
o2 eth1 eth1 O DOCC R ethz flezec

Ipv4: 198.18.0.2/124 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
lo0: 1.1.1.1/32 Ipv4: 198.18.0.1/24 100: 2.2.2.2/32 lo0: 3.3.3.3/32

PucyHok 63 — Cxema HacTponku pacnpeneneHmss MeTok ¢ nomoLlbto npoTtokona RSVP-TE

11.5.2 3JTanbl HACTPOUKMU

11.5.2.1 Bowngute B pexum rrnobanbHON KOHUrypaumm Ha YCTpoUCTBax nepen
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OOAHUM U3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnM - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHUIYpauUMOHHOM peXMME MOXHO WU3MEHATb HACTPOWKM UHTepdencos,
MapLipyTusauuio, 6e3onacHoCTb 1 apyrne napameTpbl YCTPOWUCTB.

11.5.2.2 Hactpownte RouterA (PE1)

11.5.2.2.1 HactpouTe nHTepemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#description to_P
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#label-switching
RouterA(config-if-[eth1])#enable-rsvp
RouterA(config-if-[eth1])#exit

—_— — — — — —

11.5.2.2.2 Hactpoute nutepdemnc lo0
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RouterA(config)#interface lo0
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

11.5.2.2.3 Bknouute gemoH RSVP

RouterA(config)#router rsvp
RouterA(config-rsvp)#exit

11.5.2.2.4 HactpouTe npouecc mapwpytunsauum OSPF

RouterA(config)#router ospf
RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterA(config-router)#exit

11.5.2.2.5 Hactpounte maructpans P2MP gns Resource Reservation Protocol (RSVP)
LSP

RouterA(config)#rsvp-trunk T1 ipv4
RouterA(config-rsvp)#from 1.1.1.1

RouterA(config-rsvp)#to 3.3.3.3
RouterA(config-rsvp)#end

11.5.2.3 Hactpownte RouterB (P)
11.5.2.3.1 Hactpoute nutepdcemnc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description to_PE1
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#label-switching
RouterB(config-if-[eth1])#enable-rsvp
RouterB(config-if-[eth1])#exit

11.5.2.3.2 HactpouTe nHrepgenc eth2
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RouterB(config)#interface eth2
RouterB(config-if-[eth2])#description to_PE2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#label-switching
RouterB(config-if-[eth2])#tenable-rsvp
RouterB(config-if-[eth2])#exit

11.5.2.3.3 Hactpoute nutepdemc lo0

RouterB(config)#interface lo0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#ip address 2.2.2.2/32
RouterB(config-if-[lo0] )#exit

11.5.2.3.4 HactpouTe npouecc mapwpyTtmnsauyumn OSPF

RouterB(config)#router ospf
RouterB(config-router)#network 2.2.2.2/32 area 0
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterB(config-router)#end

11.5.2.4 Hactponte RouterC (PE2)
11.5.2.4.1 HactpouTe nHtepgenc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#description to_P
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#label-switching
RouterC(config-if-[eth2])#enable-rsvp
RouterC(config-if-[eth2])#exit

11.5.2.4.2 Hactpoute nutepdemc lo0

RouterC(config)#tinterface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit
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11.5.2.4.3 Bkntoynte gemoH RSVP

RouterC(config)#frouter rsvp
RouterC(config-rsvp)#exit

11.5.2.4.4 Hactpoute npouecc mapLipytmsaumm OSPF

RouterC(config)#router ospf
RouterC(config-router)#network 3.3.3.3 0.0.0.0 area 0
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterC(config-router)#end

11.5.2.4.5 HactponTte marnctpans P2MP gns Resource Reservation Protocol (RSVP)
LSP

RouterC(config)#rsvp-trunk T1 ipv4
RouterC(config-rsvp)#from 3.3.3.3
RouterC(config-rsvp)#to 1.1.1.1
RouterC(config-rsvp)#exit
RouterC(config)#end

11.5.2.5 CoxpaHuTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponCcTBax

11.5.3 TlpoBepka HacTpoek
11.5.3.1 BbinonHute komaHay show ip route Ha RouterA ans npocmoTpa MapLipyToB
IPv4

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP O - OSPF, IA -
OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2

i-1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default

IP Route Table for VRF "default"

1.1.1.1/32 is directly connected, |00

2.2.2.2/32[110/11] via 198.18.0.1, eth1, 00:16:07
3.3.3.3/32[110/12] via 198.18.0.1, eth1, 00:16:07
127.0.0.0/8 is directly connected, lo

198.18.0.0/24 is directly connected, ethl

198.18.1.0/24 [110/2] via 198.18.0.1, eth1, 00:16:07

OOO0O0OnO
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Gateway of last resort is not set

11.5.3.2 BbinonHute komangy show mpls forwarding-table Ha RouterA ans

oToGpaxeHusa Tabnuubl nepeagpecaumm MPLS

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN, K - CLI
FTN, L - LDP FTN, R - RSVP-TE FTN, S - SNMP FTN, | - IGP-Shortcut, U - unknown

FTN
Code FEC FTN-ID Tunnel-id Pri  LSP-Type Out-Label Out-Intf  Nexthop
R> 3.33.3/32 1 5001 Yes LSP_DEFAULT 52481 ethl 198.18.0.1

11.5.3.3 BbinonHute KomaHgy show rsvp session Ha RouterA gna oTtobpaxeHus

MHJ OpPMaLNK, CBA3AHHOW C CECCUEN, AN HACTPOEHHbIX LSP

Ingress RSVP:

To From State Pri Rt Style Labelin Labelout LSPName  DSType

3.3.33 1.1.1.1 Up Yes 1 1SE - 53481 T1 DEFAULT
Total 1 displayed, Up 1, Down 0.

Egress RSVP:

To From State Pri Rt Style Labelin Labelout LSPName  DSType

1.1.1.1 3.333 Up Yes 1 1SE 3 - T1 ELSP_CON

Total 1 displayed, Up 1, Down 0.

11.5.3.4 BbinonHute kKomaHay show rsvp session transit Ha RouterB gna nposepku

MHOPMaLMN MO TPaAH3UTHLIM CECCUSIM

Transit RSVP:

To From State Pri Rt Style Labelin Labelout LSPName DSType
1.1.1.1 3.3.3.3 Up Yes 1 1SE 52480 3 T1 ELSP_CON
3.3.33 1.1.1.1 Up Yes 1 1SE 52481 3 T1 ELSP_CON
Total 2 displayed, Up 2, Down 0.

11.5.3.5 BbinonHum komangy ping 3.3.3.3 source 1.1.1.1 repeat 4 Ha RouterA ans

npoBepku cBs3un ¢ loopback-nHrepdencom RouterC

PING 3.3.3.3(3.3.3.3) from 1.1.1.1 : 56(84) bytes of data.
64 bytes from 3.3.3.3: icmp_seq=1 ttI=64 time=1.57 ms
64 bytes from 3.3.3.3: icmp_seq=2 ttl=64 time=1.50 ms
64 bytes from 3.3.3.3: icmp_seq=3 ttl=64 time=1.50 ms
64 bytes from 3.3.3.3: icmp_seq=4 ttlI=64 time=1.44 ms
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--- 3.3.3.3 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 8ms rtt min/avg/max/mdev
=1.443/1.502/1.569/0.065 ms

11.5.3.6 BbinonHute komaHay tcpdump eth2 filter "mpls && icmp" Ha RouterB gns

aHanusa Tpadgwuka B CTOpoHy RouterD

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes

04:20:25.172277 MPLS (label 52480, exp 0, [S], ttl 255) IP 3.3.3.3 > 1.1.1.1:ICMP echo reply, id 18734, seq 1,
length 64

04:20:26.174127 MPLS (label 52480, exp 0, [S], ttl 255) IP 3.3.3.3 > 1.1.1.1:ICMP echo reply, id 18734, seq 2,
length 64

04:20:27.175860 MPLS (label 52480, exp 0, [S], ttl 255) IP 3.3.3.3 > 1.1.1.1:ICMP echo reply, id 18734, seq 3,
length 64

04:20:28.177492 MPLS (label 52480, exp O, [S], ttl 255) IP 3.3.3.3 > 1.1.1.1:ICMP echo reply, id 18734, seq 4,
length 64

4 packets captured
4 packets received by filter
0 packets dropped by kernel

11.6 Co3gaHue BUpTyasnbHbIX YaCcTHbIX ceTen BToporo ypoBHA (MPLS L2VPN) no

TexHonormam VPLS ¢ BGP curHanusauuen

11.6.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 64 B KayeCTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CepBUCHbIE
MapLupyTtmsaTtopsl - RouterA, RouterB, RouterC, RouterD, RouterE.

BbinonHeHoO dwu3nyeckoe NOOKMYEHME U HACTpOMKa cocTaBa 00OpyaoBaHUS
B COOTBETCTBMM CO CXEMOW.

RouterA n RouterC BbinonHstoT ponb PE (Provider Edge) mapLipytnsaTopoB 1 aBnsatTCs
KnoyeBbIMM NS obecneyeHns CBA3M Mexay pasnuyHbiMu cetamu. PE mapuwpyTtusatopbl
HaxXOoAATCH Ha rpaHuvue ceTu nposangepa.

RouterB BbinonHaeT ponb P (Provider) maplipyTusaTtopa v Tak Xe ABASeTCS BaXXHbIM B
ceTn. P MapwpyTmnsaTop HaxoauTcs BHYTPU CETU NpoBanaepa U OTBeYaeT 3a TPaHCMOPTUPOBKY
Tpaduka mexay PE maplipyTtmnsatopamu.

RouterD n RouterE BbinonHawT pone CE (Customer Edge) mapwpyTtusatopoB. OHu

npeacTaBnsoT cobow rpaHmLy Mexay ceTbio KIMEHTa 1 CeTbio NpoBangepa.
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MPLS Virtual Private LAN Service (VPLS) ¢ BGP curHanusauuen 91O TexHOMorus,
KOoTopas nNo3BondeT o6beanHATbL pacnpeaeneHHble y4acTkm ceTn B eanHbin VPLS-gomeH, npu

9TOM 3a curHanmsauuto n obHapyxeHne PE otsevaet npotokon MP-BGP.

RouterA (PE1) RouterB (P) RouterC (PE2)

.0 ooog 192.18.0.0/24 _ 0 oooo 192.18.1.0/24 .0 ooog
='n nooo it ethl ='n nooo thz e ='n nooo

Ipv4: 198.18.0.2/24 Ipva: 198.18.1.1/24 Ipvd: 198.18.1.2/24
eth2 I L Ipva: 198.18.0.1/24 ¥ d

100: 1.1.1,1132 100: 2222132 Io0: 3.3.3.3/32 sthl

ethl

ethl Ipvd: 100.1.0.12/24

Ipvé: 100.1.0.11/24

.0 ooog .0 ooog
='pn oooo E'n pooo

RouterD (CE1) RouterE (CE2)

PucyHok 64 — Cxema HacTponkun BUpTyarbHbIX YacTHbIX ceTen BToporo ypoBHst (MPLS L2VPN)

no texHonornam VPLS ¢ BGP curHanmnsauuven

11.6.2 JTanbl HACTPOUKMU

11.6.2.1 Bowgute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOMCTBax nepen
HaCTPOUKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUdA, OAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnMm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKU. B KOH(UrypauuMOHHOM peXuMme MOXHO WU3MEHSATb HACTPOMKU  MHTePJdENCos,
MapLipyTusauuio, 6e3onacHoCTb 1 apyrne napameTpbl YCTPONCTB.

11.6.2.2 Hactpoute RouterA (PE1)

11.6.2.2.1 HactpouTe nHtepdemc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#description to_P
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#label-switching
RouterA(config-if-[eth1])#enable-ldp ipv4
RouterA(config-if-[eth1])#exit

—_— — — — — —
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11.6.2.2.2 HactpouTe nHtepdemnc eth2

RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#exit

11.6.2.2.3 Hactpowute nutepdemnc lo0

RouterA(config)#interface 100
RouterA(config-if-[lo0])#no shutdown
RouterA(config-if-[lo0])#ip address 1.1.1.1/32
RouterA(config-if-[lo0])#exit

11.6.2.2.4 Hactpoute nutepdenc eth2.100

RouterA(config)#interface eth2.100
RouterA(config-if-[eth2.100])#vid 100 ethertype 0x8100
RouterA(config-if-[eth2.100])#description to_CE1
RouterA(config-if-[eth2.100])#no shutdown
RouterA(config-if-[eth2.100])#exit

11.6.2.2.5 Tpuesknte nurepgenc AC k aksemnnspy VPLS u 3agante atpubyTbl Ans

npouecca LDP

RouterA(config)#interface eth2.100
RouterA(config-if-[eth2.100])#mpls-vpls CUST1
RouterA(config-if-[eth2.100])#exit
RouterA(config)#router Idp
RouterA(config-router)#router-id 1.1.1.1
RouterA(config-router)#transport-address ipv4 1.1.1.1
RouterA(config-router)#exit

11.6.2.2.6 Cospgavte ak3emnnap VPLS Ha ocHoBe MPLS n HacTponTe OAHOpPaHroBblv
y3en VPLS

RouterA(config)#tmpls vpls CUST1 100
RouterA(config-vpls)#redundancy-role primary
RouterA(config-vpls)#vpls-mtu 1400
RouterA(config-vpls)#signaling bgp
RouterA(config-vpls-sig)t#ve-id 1
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RouterA(config-vpls-sig)#exit-signaling
RouterA(config-vpls)#exit

11.6.2.2.7 HactpowuTe npouecc mapwpytmnsauyun OSPF

RouterA(config)#router ospf
RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterA(config-router)#exit

11.6.2.2.8 3anyctute npouecc BGP

RouterA(config)#router bgp 65000
RouterA(config-router)#neighbor 3.3.3.3 remote-as 65000
RouterA(config-router)#neighbor 3.3.3.3 update-source lo0
RouterA(config-router)#taddress-family 12vpn vpls
RouterA(config-router-af)#neighbor 3.3.3.3 activate
RouterA(config-router-af)#exit-address-family
RouterA(config-router)#exitRouterA(config)#end

11.6.2.3 Hactpownte RouterB (P)
11.6.2.3.1 HactpouTe nHTepdemc eth1

RouterB(config)ttinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#description to_PE1
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#label-switching
RouterB(config-if-[eth1])#enable-ldp ipv4
RouterB(config-if-[eth1])#exit

11.6.2.3.2 HactpouTe nHtepemnc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#description to_PE2
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#label-switching
RouterB(config-if-[eth2])#enable-ldp ipv4
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit
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11.6.2.3.3 Hactpoute nutepdemc lo0

RouterB(config)#tinterface lo0
RouterB(config-if-[lo0])#no shutdown
RouterB(config-if-[lo0])#ip address 2.2.2.2/32
RouterB(config-if-[lo0] )#exit

11.6.2.3.4 3apanTte aTpubyTbl Ans npouecca LDP

RouterB(config)#router Idp
RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#transport-address ipv4 2.2.2.2
RouterB(config-router)#exit

11.6.2.3.5 HacTtpouTe npouecc mapwpyTtmnsauyumn OSPF

RouterB(config)#router ospf
RouterB(config-router)#network 2.2.2.2/32 area 0
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterB(config-router)#end

11.6.2.4 Hactponte RouterC (PE2)
11.6.2.4.1 HactpouTe nHtepdemnc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#description to_P
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#label-switching
RouterC(config-if-[eth2])#enable-ldp ipv4
RouterC(config-if-[eth2])#exit

11.6.2.4.2 HactpouTe nHtepdemc eth1

RouterC(config)#tinterface ethl
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#exit
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ping 100.1.0.12 repeat 4
11.6.2.4.3 Hactpoute nutepdemnc lo0

RouterC(config)#interface lo0
RouterC(config-if-[lo0])#no shutdown
RouterC(config-if-[lo0])#ip address 3.3.3.3/32
RouterC(config-if-[lo0])#exit

11.6.2.4.4 Hactpoute nutepdenc eth1.100

RouterC(config)#tinterface eth1.100
RouterC(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterC(config-if-[eth1.100])#description to_CE2
RouterC(config-if-[eth1.100])#no shutdown
RouterC(config-if-[eth1.100])#exit

11.6.2.4.5 Tpuesknte nurepgenc AC k aksemnnspy VPLS u 3agante atpmbyTbl ans

npouecca LDP

RouterC(config)#tinterface eth1.100
RouterC(config-if-[eth1.100])#mpls vpls CUST1 100
RouterC(config-if-[eth1.100])#exit
RouterC(config)#router Idp
RouterC(config-router)#router-id 3.3.3.3
RouterC(config-router)#transport-address ipv4 3.3.3.3
RouterC(config-router)#exit

11.6.2.4.6 Cosgante ak3emnnsap VPLS Ha ocHoBe MPLS u HacTpouTe 04HOPaHroBbIN
y3en VPLS

RouterC(config)#tmpls vpls CUST1 100
RouterC(config-vpls)#redundancy-role primary
RouterC(config-vpls)#vpls-mtu 1400
RouterC(config-vpls)#signaling bgp
RouterC(config-vpls-sig)#ve-id 2
RouterC(config-vpls-sig)#exit-signaling
RouterC(config-vpls)#exit
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11.6.2.4.7 HactpouTe npouecc mapwpytmnsauyun OSPF

RouterC(config)#router ospf
RouterC(config-router)#network 3.3.3.3 0.0.0.0 area 0
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0
RouterC(config-router)#exit

11.6.2.4.8 3anyctute npouecc BGP

RouterC(config)#router bgp 65000
RouterC(config-router)#neighbor 1.1.1.1 remote-as 65000
RouterC(config-router)#neighbor 1.1.1.1 update-source lo0
RouterC(config-router)#address-family 12vpn vpls
RouterC(config-router-af)#tneighbor 1.1.1.1 activate
RouterC(config-router-af)#exit-address-family
RouterC(config-router)#end

11.6.2.5 Hactpoute RouterD (CE1)
11.6.2.5.1 Hactpoute nutepdcemnc eth1

RouterD(config)#interface ethl
RouterD(config-if-[eth1])#no shutdown
RouterD(config-if-[eth1])#exit

11.6.2.5.2 Hactpoute nutepdeinc eth1.100

RouterD(config)#tinterface eth1.100
RouterD(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterD(config-if-[eth1.100])#no shutdown
RouterD(config-if-[eth1.100])#ip address 100.1.0.11/24
RouterD(config-if-[eth1.100])#exit

RouterD(config)#end

11.6.2.6 HactpowTte RouterE (CE2)
11.6.2.6.1 HactpouTe nHTepdemc eth1

RouterE(config)#interface ethl
RouterE(config-if-[eth1])#no shutdown
RouterE(config-if-[eth1])#exit
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11.6.2.6.2 Hactpoute nutepdenc eth1.100

RouterE(config)#interface eth1.100
RouterE(config-if-[eth1.100])#vid 100 ethertype 0x8100
RouterE(config-if-[eth1.100])#no shutdown
RouterE(config-if-[eth1.100])#ip address 100.1.0.12/24
RouterE(config-if-[eth1.100])#exit

RouterE(config)t#tend

11.6.2.7 CoxpaHuTe HaCTPOWNKM

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMUCTBaxX

11.6.3 TlpoBepkKa HacTpoek
11.6.3.1 BebinonHute komangy show ip route Ha RouterA ons nNpoBepku MonyyYyeHus

mapwpyTta go 3.3.3.3/32 no npotokony OSPF

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP O - OSPF, IA -
OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2

i-1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default

IP Route Table for VRF "default"

1.1.1.1/32 is directly connected, o0

2.2.2.2/32 [110/20] via 198.18.0.1, eth1, 01:42:30
3.3.3.3/32[110/21] via 198.18.0.1, eth1, 01:36:18
127.0.0.0/8 is directly connected, lo

198.18.0.0/24 is directly connected, ethl

198.18.1.0/24 [110/11] via 198.18.0.1, eth1, 01:42:30

000000

11.6.3.2 BbinonHute komaHay show mpls Idp session 2.2.2.2 Ha RouterA gns nposepku,

yTo LDP ceccusa yctaHoBneHa ¢ RouterB

Session state : OPERATIONAL
Sessionrole  : Passive

TCP Connection : Established
IP Address for TCP :2.2.2.2
Interface being used : ethl
Peer LDPID :2.2.2.2:0

Peer LDP Password : Not Set

Bepcus 8.0 286



®dyHkummn MPLS MHCTpyKUMS No HacTporke

KPIMIr.465614.0011C3

Adjacencies :198.18.0.1
Advertisement mode : Downstream Unsolicited
Label retention mode : Liberal
Graceful Restart : Not Capable
Keepalive Timeout :30
Reconnect Interval : 15
Address List received : 2.2.2.2
198.18.0.1
198.18.1.1
Received Labels : Fec Label Maps To
IPV4:3.3.3.3/32 53120 none
IPV4:198.18.1.0/24 impl-null none
IPV4:198.18.0.0/24 impl-null none

IPV4:2.2.2.2/32 impl-null  none
Sent Labels : Fec Label Maps To

IPV4:198.18.0.0/24  impl-null none

IPV4:1.1.1.1/32 impl-null  none

11.6.3.3 BebinonHute komaHgy show mpls forwarding-table Ha RouterA aona nposepku
BblaeneHust TpaHcnopTHon metkm ans FEC 3.3.3.3/32

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B- BGP FTN, K - CLI FTN, L -
LDP FTN, R - RSVP-TE FTN, S - SNMP FTN, | - IGP-Shortcut, U - unknown FTN

Code FEC FTN-ID Tunnel-id Pri  LSP-Type Out-Label  Out-Intf  Nexthop

L> 2.2.2.2/32 1 0 Yes LSP_DEFAULT 3 ethl 198.18.0.1
L> 3.3.3.3/32 2 0 Yes LSP_DEFAULT 53120 ethl 198.18.0.1
L> 198.18.1.0/24 3 0 Yes LSP_DEFAULT 3 ethl 198.18.0.1

11.6.3.4 BbinonHute komaHgy show mpls vpls mesh Ha RouterA gna npoBepku, 4TO
LSR-coegmHeHune ¢ RouterC yctaHoOBNeHoO

VPLS-ID Peer Addr Tunnel-Label In-Label Network-Intf  Out-Label
SIG-Protocol Status

100 3.3.3.3 53120 53762 ethl 53121
forVC UpBGP Active

Opcode State

Push and Lookup

11.6.3.5 BeinonHute komaHay ping 100.1.0.12 repeat 4 Ha RouterD, 4tobbl y6eanTbes,

yTo MHTepdpelicbl RouterD M RouterE HacTpoeHbl U3 OAHOM NOACEeTU U HaxoOATCs B OOHOM
LLIMPOKOBELLIATENBHOM IOMEHE.

PING 100.1.0.12 (100.1.0.12) 56(84) bytes of data.
64 bytes from 100.1.0.12: icmp_seq=1 ttl=64 time=3.03 ms
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64 bytes from 100.1.0.12: icmp_seq=2 ttl=64 time=2.96 ms

64 bytes from 100.1.0.12: icmp_seq=3 ttl=64 time=2.82 ms

64 bytes from 100.1.0.12: icmp_seq=4 tt|=64 time=2.98 ms

--- 100.1.0.12 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 7ms rtt min/avg/max/mdev
=2.823/2.946/3.026/0.092 ms

11.6.3.6 BbinonHute komaHay show arp Ha RouterD ansa nposepkn ARP-Tabnuupl

State: | - incomplete R - reachable S - stale D - delay

P-probe F-failed N-noarp M -manuallPaddress HW
HW address Device type Flags

100.1.0.12 ether R 94:3f:bb:00:00:3a eth1.100

11.7 Hactpouka MPLS access list

11.7.1 OnucaHue HaCTpPOMKMU

Kak nokasaHo Ha pucyHke 65 B KayeCTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CepBUCHbIE
MapLupyTtusaTtopsbl - RouterA, RouterB, RouterC.

BbinonHeHo dum3nyeckoe NOAOKMKYEHME WM HaCTpoMka cocTaBa o0opyaoBaHus B
COOTBETCTBUM CO CXEMOM NPOBEAEHNSA NPOBEPKN.

Mexay Tpemsi Tectupyembimu yctporctBamm RouterA, RouterB n RouterC HacTpoeHa
kommyTaumst no MPLS meTkam, OuMHamuyeckass mMaplipyTusauusa ans nepegadv MapLlipyTos

loopback-nHtepdercos n npotokon Idp ons pacnpocTpaHeHNs1 METOK.

RouterA Routerg RouterC
192.18.1.0i24

'O Booo 192430024 'O Dogg 'O Booo
=0 oooo g et =:n oooo KEE etz =0 oooo

Ipva: 198.18.0.2/24 . Ipva: 198.18.1.1/24 Ipv4: 198.18.1.2/24
101:1.1.1.1/32 Ipv4: 198.18.0.1124 l01:2.2.2.2/32 lo1:3.3.3.3i32

PucyHok 65 — Cxema HacTpovkn BUPTYyaribHbIX YacTHbIX ceTen BToporo ypoBHA (MPLS L2VPN)

no texHonornam VPWS
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11.7.2 JTanbl HACTPOUKMU

11.7.2.1 Bowgute B pexum rnobanbHOM KOHUrypaumm Ha YCTpPoOMCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHMs, OQHUM U3 FNaBHbIX LIAroB, ABMASETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,
MapLupyTusauuto, 6esonacHoCTb 1 apyrue napameTpbl YyCTPOUCTB.

11.7.2.2 Hactponte RouterA

11.7.2.2.1 HactpowuTe nHTepdemnc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#label-switching
RouterA(config-if-[eth1])#enable-ldp ipv4
RouterA(config-if-[eth1])#exit

11.7.2.2.2 HactpouTe nHtepemnc lo1

RouterA(config)#tinterface lol
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1)#ip address 1.1.1.1/32
RouterA(config-if-[lo1])#exit

11.7.2.2.3 3apawnTte aTpubyTbl Npouecca LDP

RouterA(config)#router Idp
RouterA(config-router)#router-id 1.1.1.1
RouterA(config-router)#exit

11.7.2.2.4 Bkntounte OSPF-mapLupyTnsaumio ¢ ykasaHHbIM ID o6nacTtu Ha nHTepdencax
c IP-agpecamu

RouterA(config)#router ospf 1

RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0.0.0.0
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0.0.0.0
RouterA(config-router)#end
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11.7.2.3 Hactpounte RouterB
11.7.2.3.1 Hactpoute nutepdemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#label-switching
RouterB(config-if-[eth1])#enable-ldp ipv4
RouterB(config-if-[eth1])#exit

11.7.2.3.2 Hactpoute nutepdemnc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#label-switching
RouterB(config-if-[eth2])#enable-ldp ipv4
RouterB(config-if-[eth2])#exit

11.7.2.3.3 Hactpoute nutepdeimc lo1

RouterB(config)#tinterface lol
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 2.2.2.2/32
RouterB(config-if-[lo1])#exit

11.7.2.3.4 3apante aTpubyTbl Npouecca LDP

RouterB(config)#router Idp
RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#exit

11.7.2.3.5 Bkntounte OSPF-mapLupyTnsaumio ¢ ykasaHHbIM ID o6nacTtu Ha nHTepdencax

c IP-agpecamu.

RouterB(config)#trouter ospf 1
RouterB(config-router)#network 2.2.2.2/32 area 0.0.0.0
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RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0.0.0.0
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0.0.0.0
RouterB(config-router)#exit

11.7.2.3.6 Hactpoute punbTpauuto no cnmcky goctyna gna MPLS

RouterB(config)#mpls access-list 5 label 53121
RouterB(config)#mpls filter PREMPLS deny access-list 5
RouterB(config)#end

11.7.2.4 Hactpownte RouterC
11.7.2.4.1 HactpouTe nHtepdemnc eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#label-switching
RouterC(config-if-[eth2])#enable-ldp ipv4
RouterC(config-if-[eth2])#exit

—_— — — —

11.7.2.4.2 HactpouTe nHtepgemnc lo1

RouterC(config)#interface lo1
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 3.3.3.3/32
RouterC(config-if-[lo1])#exit

11.7.2.4.3 3apawnte aTpubyTbl Npouecca LDP

RouterC(config)#router Idp
RouterC(config-router)#router-id 3.3.3.3
RouterC(config-router)#exit

11.7.2.4.4 Bkntounte OSPF-mapLupyTM3aumio ¢ ykasaHHbiM ID obnactu Ha nHtepgencax
c IP-agpecamu.

RouterC(config)#router ospf 1
RouterC(config-router)#network 3.3.3.3/32 area 0.0.0.0
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0.0.0.0
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RouterC(config-router)#end

11.7.2.5 CoxpaHuTe HaCTPOWNKn

Mcnonb3yinte komaHay write <name> ons CoxpaHeHUsa HacTPOeK Ha YCTponCcTBax

11.7.3 TlpoBepka HacTpoek

11.7.3.1 BbinonHute komangy show ldp session Ha RouterA ons BbiBoAa Ha akpaH LDP-

ceccum
Peer IP Address IF Name My Role State KeepAlive Uptime
2.2.2.2 eth2 Active OPERATIONAL 30 1d19h21m

11.7.3.2 BbinonHute komangy show Idp session Ha RouterB gns BeiBoAa Ha akpaH LDP-

ceccumn

Peer IP Address IFName My Role State KeepAlive  Uptime
1.1.1.1 ethl Active OPERATIONAL 30 1d00h06m
3.3.3.3 eth2 Passive OPERATIONAL 30 1d19h22m

11.7.3.3 BbinonHute komangy show ldp session Ha RouterC gns BbiBoga Ha akpaH LDP-

ceccumn
Peer IP Address IFName My Role State KeepAlive  Uptime
2.2.2.2 eth2 Active OPERATIONAL 30 1d19h22m

11.7.3.4 BebinonHute komaHay ping 3.3.3.3 Ha RouterA Ons NpoBepKkn CBA3HOCTU
RouterA n RouterC

PING 3.3.3.3 (3.3.3.3) 56(84) bytes of data.

64 bytes from 3.3.3.3: icmp_seq=1 ttl=63 time=1.96 ms

64 bytes from 3.3.3.3: icmp_seq=2 ttl=63 time=1.89 ms

64 bytes from 3.3.3.3: icmp_seq=3 ttI=63 time=1.91 ms

--- 3.3.3.3 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 5ms
rtt min/avg/max/mdev = 1.893/1.921/1.964/0.047 ms
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11.7.3.5 BebinonHute komaHgy ping 1.1.1.1 Ha

RouterA n RouterC

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.

64 bytes from 1.1.1.1: icmp_seq=1 ttlI=63 time=1.91 ms
64 bytes from 1.1.1.1: icmp_seq=2 ttl=63 time=1.92 ms
64 bytes from 1.1.1.1: icmp_seq=3 ttl=63 time=1.90 ms

--- 1.1.1.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 4ms

rtt min/avg/max/mdev = 1.897/1.911/1.924/0.051 ms

RouterC ansi npoBepku CBSA3HOCTU

11.7.3.6 BbinonHute komaHay show mpls Idp session 1.1.1.1 Ha RouterB gns BbiBoga

Ha akpaH LDP-ceccun

Session state : OPERATIONAL

Session role : Active

TCP Connection : Established

IP Address for TCP 1111

Interface being used : ethl

Peer LDP ID : 1.1.1.1:0

Peer LDP Password . Not Set

Adjacencies . 198.18.0.2

Advertisement mode :  Downstream Unsolicited

Label retention mode . Liberal

Graceful Restart . Not Capable

Keepalive Timeout : 30

Reconnect Interval : 15

Address List received 1111

198.18.0.2

Received Labels : Fec Label
IPV4:198.18.0.0/24 impl-null
IPV4:1.1.1.1/32 impl-null

Sent Labels : Fec Label
IPV4:198.18.1.0/24 impl-null
IPV4:198.18.0.0/24 impl-null
IPV4:3.3.3.3/32 53121
IPV4:2.2.2.2/32 impl-null

Maps To
impl-null
53120
Maps To
impl-null
none
impl-null
none

11.7.3.7 BbinonHute komaHay show mpls Idp session 3.3.3.3 Ha RouterB gns BbiBoga

Ha aKkpaH LDP-ceccuu

Session state : OPERATIONAL
Session role . Passive
TCP Connection : Established
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IP Address for TCP
Interface being used
Peer LDP ID

Peer LDP Password
Adjacencies
Advertisement mode
Label retention mode
Graceful Restart
Keepalive Timeout
Reconnect Interval
Address List received

Received Labels

: 3.3.3.3
: eth2
: 3.3.3.3:0
: Not Set
: 198.18.1.2
:  Downstream Unsolicited

Liberal
Not Capable
30
15
: 3333
198.18.1.2
Fec

IPV4:198.18.1.0/24
IPV4:3.3.3.3/32

Sent Labels :

Fec

IPV4:1.1.1.1/32
IPV4:198.18.0.0/24
IPV4:198.18.1.0/24
IPV4:2.2.2.2/32

Label
impl-null
impl-null
Label
53120
impl-null
impl-null
impl-null

Maps To
impl-null
53121
Maps To
impl-null
none
none
none

11.7.3.8 BbinonHute komaHay ping 3.3.3.3 Ha RouterA Ons npoBepKkn CBA3HOCTU

loopback mexay RouterA n RouterC

PING 3.3.3.3 (3.3.3.3) 56(84) bytes of data.

--- 3.3.3.3 ping statistics ---

3 packets transmitted, O received, 100% packet loss, time 9ms

11.7.3.9 BbinonHute komaHgy ping 1.1.1.1 Ha RouterC ans npoBepku CBA3HOCTU

loopback mexay RouterC n RouterA

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.

64 bytes from 1.1.1.1: icmp_seq=1 ttlI=63 time=1.97 ms
64 bytes from 1.1.1.1: icmp_seq=2 ttI=63 time=1.95 ms
64 bytes from 1.1.1.1: icmp_seq=3 ttlI=63 time=1.93 ms

---1.1.1.1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 4ms

rtt min/avg/max/mdev = 1.925/1.945/1.965/0.053 ms
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12MynbTuBeLWwaHue
12.1 HacTtpowmka PIM n IGMP

12.1.1 OnucaHue HaCTPOMKMU

Kak nokaszaHo Ha pucyHke 66 B KayeCTBE€ OCHOBHbIX YCTPOWCTB WCMNOMb3ylTCA ABa
CepBUCHbIX MapLupyTu3aTopa - RouterA, RouterB

HacTtponka Ha npumepe cepsepa ¢ onepaunmoHHON CUCTEMOWN U YCTAHOBEHHbLIM NaKeTOM
vlc koTopbI ByaeT BewaTb B ceTb Ha multicast-agpec 239.255.255.250 suaeo dann B hopmate
‘mp4”. RouterA n RouterB 06yayT BbINONHATL yHKUuM multicast mapwpyTtusaTopoB, a

npuHumate Oyaet VLC-kNMeHT, YCTaHOBMEHHbLIN Ha KOMMbKTEpe nog YynpaBneHueMm
onepaumoHHON CUCTEMOW.

VLC cepBep VLC KknueHt

B

RouterA RouterB

eth1 B 0000 PR eth2 — 0 BO00 geene

198.18.1.2/124 198.18.1.1/24 100.1.0.2/24 100.1.0.1/24 198.18.2.1/24 198.18.2.2/24

oo
o
o
oo
oo
m =
m =

PucyHok 66 — Cxema HacTtpouku PIM n IGMP

12.1.2 3OTanbl HACTPOMKU CETU

12.1.2.1 Bowgute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOMCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUdA, OOAHUM U3 FMaBHbIX LLAroB, ABNAETCA BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnM - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKU. B KOH(UrypaumMOHHOM peXmme MOXHO MU3MEHSATb HACTPOMKU UHTEePdENCcos,
MapLipyTusauuio, 6e3onacHoCTb 1 apyrne napameTpbl YCTPOWUCTB.

12.1.2.2 Hactpounte RouterA

12.1.2.2.1 HacTtpouTe nHtepdencsl

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit
RouterA(config)t#tinterface eth2
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RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 100.1.0.2/24
RouterA(config-if-[eth2])#exit

12.1.2.2.2 Hactpoute PIM

RouterA(config)#ip pim interface ethl igmp 3
RouterA(config)#ip pim interface eth2 igmp 3
RouterA(config)#ip pim rp 100.1.0.2 group-prefix 239.255.255.250/32

12.1.2.2.3 HacTpouTe cTaTU4ecKkyo MapLpyTusauunio

RouterA(config)#ip route 198.18.2.0/24 100.1.0.1
RouterA(config)#tend

12.1.2.3 Hactpownte RouterB
12.1.2.3.1 Hactpoute nutepdemncel eth1 n eth2

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.2.1/24
RouterB(config-if-[eth1])#exit
RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 100.1.0.1/24
RouterB(config-if-[eth2])#exit

12.1.2.3.2 HactpowTte PIM n IGMP

RouterB(config)#ip pim interface eth2 igmp 3
RouterB(config)#ip pim interface ethl igmp 3
RouterB(config)#ip pim rp 100.1.0.2 group-prefix 239.255.255.250/32

12.1.2.3.3 HacTtpounTe cTaTndeckyo MmapLipyTn3aumio

RouterB(config)#ip route 198.18.1.0/24 100.1.0.2
RouterB(config)t#tend
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12.1.2.4 CoxpaHuTe HaCTPOWNKK

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

12.1.3 TlpoBepka HacTpoek

12.1.3.1 BeinonHute KomaHgy show ip pim Ha RouterA ans npoeepku HacTpoek PIM

IPv4 PIM state: ON
Enabled interfaces:
eth2 igmp 3
RP:
interface 100.1.0.2 group-prefix 239.255.255.250/32
BFD state: OFF

12.1.3.2 BebinonHute KomaHgy show ip pim Ha RouterB ans nposepku HacTpoek PIM

IPv4 PIM state: ON
Enabled interfaces:
eth2 igmp 3
ethl igmp 3
RP:
interface 100.1.0.2 group-prefix 239.255.255.250/32
BFD state: OFF

Ha VLC cepBepe 3anyctute BUAeO NOTOK Ha MynbTuKacT agpec 239.255.255.250
12.1.3.3 BbinonHute komaHay tcpdump eth2 Ha RouterB 4Ttobbl y6eantsca, 4To Tpadumk

noet K vic KIMMNMEeHTY

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes
18:44:53.682772 IP 198.18.1.2.60278 > 239.255.255.250.1234: UDP, length 1328
18:44:53.696207 IP 198.18.1.2.60278 > 239.255.255.250.1234: UDP, length 1328
18:44:53.709834 IP 198.18.1.2.60278 > 239.255.255.250.1234: UDP, length 1328
18:44:53.723412 IP 198.18.1.2.60278 > 239.255.255.250.1234: UDP, length 1328
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13KauecTBO 0GCnyXMBaHUA
13.1 HacTtpowmka paboTbl Q0S ancuunnuHbl o6cnyxuBaHua FIFO

13.1.1 OnucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHKe 67 B KayeCTBE€ OCHOBHbIX YCTPOMCTB BblOpaHbl CEPBUCHbIE
MapLpyTmnsaTopsl (ganee RouterA, RouterB, RouterC).

BbinonHeHO  dm3nyeckoe NOOKMAOYEHME UM HACTpoOWKa cocTaBa 0bOpyaoBaHUS
B COOTBETCTBMM CO CXEMOW NPOBEAEHNSA MPOBEPKN.

Oucumnnuubl obecnyxunBaHms Tpadumka, MO3BOMAKT MapLIpyTU3aTopy COpTUPOBaTb U
obpabaTbiBaTh BXOAsLLME CETEBble NakeTbl B COOTBETCTBMM C MX 3afaHHbIM MNOSb30BaTeNEM
NPMOPUTETOM, a TaKKe orpaHn4MBaThb NOMOCY NPONYCKaHUS AN pasnuyHoro Tpaduka.

Ha RouterA HacTpoeH nHtepdeic eth1 - IP address 198.18.0.2/24.

Ha RouterB HacTpoeHbl uHTepgelchl: ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

Ha RouterC HacTpoeH nHtepdenc eth2- IP address 198.18.1.2/24.

RouterA RouterB RouterC

o oooo B 192.18.0.0/24 eth1 0 oooo B 192.18.1.0/24 eth2 .0 ooog
='n pooo ='n oooo ='p pooo

Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 lpv4: 198.18.1.2/24

PucyHok 67 — Cxema HacTponkn paboTtbl QoS gucumnnuHbl obcnyxmsanus FIFO

13.1.2 JTanbl HACTPOMKMU CETU

13.1.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOUKOM

lMpu HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KOHUrypaumMoHHbIA peXnm - 3T0O OOAUH U3 PEXMMOB KOMaHOHOM
CTPOKN. B KOHPUIrypauUMOHHOM pexnMe MOXHO U3MEHATb HACTPOWMKU UHTepdEemncosB,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.
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13.1.2.2 Hactponte RouterA
13.1.2.2.1 Hactpoute nutepdcemnc eth1

RouterA(config)ttinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

13.1.2.2.2 Hactpowute IPv4 mapwpyT
RouterA(config)#ip route 0.0.0.0/0 198.18.0.1

13.1.2.3 Hactpounte RouterB
13.1.2.3.1 HactpouTe nHtepgenc ethl

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 192.18.0.1/24
RouterB(config-if-[eth1])#exit

13.1.2.3.2 HactpouTe nHtepgenc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

13.1.2.4 Hactpownte RouterC
13.1.2.4.1 HactpouTe nHtepdemnc eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit
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13.1.2.4.2 Hactpowute IPv4 mapwpyTt

RouterC(config)#ip route 0.0.0.0/0 198.18.1.1

13.1.2.5 CoxpaHuTe HaCTPONKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTponCTBax

13.1.3 TlpoBepka HacTpoek

13.1.3.1 BebinonHute KomaHgy ping 198.18.1.2 Ha RouterA ans npoBepKu CBA3HOCTH

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.
64 bytes from 198.18.1.2: icmp_seq=1 ttl=63 time=3.80 ms
64 bytes from 198.18.1.2: icmp_seq=2 ttl=63 time=1.87 ms

13.1.3.2 BbinonHute koMaHgy show qos eth2 Ha RouterB 4ToObI MOCMOTPETH CHETHUUK

nakeToB

gdisc pfifo_fast O: root refcnt 2 bands 3 priomap 1222120011111111
Sent 738 bytes 7 pkt (dropped 0, overlimits 0 requeues 0)
backlog Ob Op requeues 0

13.1.3.3 BbinonHute komaHgy show gos eth2 Ha RouterB 4ToObl ybeauTbcs, 4TO

CYHETHUK yBeINnM4nBaeTCAH

gdisc pfifo_fast 0: root refcnt 2 bands 3 priomap 1222120011111111
Sent 1172 bytes 12 pkt (dropped 0, overlimits 0 requeues 0)
backlog 0b Op requeues 0

13.2 HacTtpowmka paboTtbl Q0S ancumnnuHbl o6cnyxxuBanusa HTB

13.2.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 68 B kadeCTBE OCHOBHOMO yCTpoWcTBa BblbpaH CepBUCHbIE
mapLpyTusatopsbl (ganee RouterA, RouterB, RouterC).

BbinonHeHO  pu3mnyeckoe MOAKMOYEHME UM HACTpoWka coctaBa o0b6opygoBaHus

B COOTBETCTBUM CO CXEMOM npoBeaeHns npoBepKun.
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Oucumnnuubl obcnyxmnBaHms Tpadmka, MO3BOMAKT MapLIpyTU3aTopy COpTUPOBaTb M
obpabaTbiBaTh BXoAslME CeTeBble MakeTbl B COOTBETCTBMM C MX 3afaHHbIM Nosib3oBaTenem
NPUOPUTETOM, a TaKKe orpaHn4MBaTb MOMOCY NPOMNYCKaHUA ANA pasnuYHoro Tpaduka.

Ha RouterA HacTtpoeH nHtepdenc eth1 - IP address 198.18.0.2/24.

Ha RouterB HacTpoeHbl nHTepdgencol ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

Ha RouterC HacTpoeH uHTepdeiic eth2- IP address 198.18.1.2/24.

RouterA RouterB RouterC

o oooo Kad 192.18.0.0/24 eth1 0 oooo Eud 192.18.1.0/24 eth2 O ooog
='n pooo E'n oooo ='n pooo

Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24

PucyHok 68 — Cxema HacTpoviku paboTbl QoS gucumnnuHel obcnyxmsaHua HTB

13.2.2 3OTanbl HACTPOMKU CETU

13.2.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM U3 FMNaBHbIX LIAroB, ABMASETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnMm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKU UHTEPdENCOoB,
MapLipyTusauuio, 6e3onacHoCTb 1 Apyrue napameTpbl YyCTPONCTB.

13.2.2.2 Hactpounte RouterA

13.2.2.2.1 HactpowuTe nHTepemc eth1

RouterA(config)ttinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

13.2.2.2.2 Hactpowute IPv4 mapwpyT
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RouterA(config)#ip route 0.0.0.0/0 198.18.0.1

13.2.2.3 Hactpownte RouterB
13.2.2.3.1 HactpouTe nHtepgenc ethl

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

13.2.2.3.2 HactpouTe nHtepdemnc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

13.2.2.3.3 HactponTte HTB knaccbl 06paboTku ceTeBbiX MakeToB

13.2.2.3.3.1HacTpoite gucumnnuHbl 06CnyxnBaHnsa knaccoson gucumnnmiel HTB

RouterB(config)#qgos eth2

RouterB(config-qos[eth2])#qos type htb 1 parent root rate 10Mbit selection-size 1500
RouterB(config-qos[eth2])#class type htb 1:2 parent 1:1 rate 5Mbit selection-size 1500 priority 1

RouterB(config-qos[eth2])#class type htb 1:4 parent 1:1 rate 1Mbit selection-size 1500 priority 3

)
)
RouterB(config-qos[eth2])#class type htb 1:3 parent 1:1 rate 3Mbit selection-size 1500 priority 2
)
)

RouterB(config-qos[eth2])#exit

13.2.2.3.3.2HacTtpoiite ot6op naketoB

RouterB(config)#ip access-list 1 protocol udp destinationports 5001
RouterB(config)#ip mangle-list prerouting access-list 1 set-flow-id 1
RouterB(config)tip access-list 2 protocol udp destinationports 5002
RouterB(config)#ip mangle-list prerouting access-list 2 set-flow-id 2
RouterB(config)#ip access-list 3 sourceip 0.0.0.0/0 destinationip 0.0.0.0/0
RouterB(config)#ip mangle-list PREROUTING position 1 access-list 3 set-flow-id 3

13.2.2.3.3.3HacTpouTte punbTpbl KNaccos
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RouterB(config)#gos eth2
RouterB(config-qos[eth2])#class 1:2 include flow 1
RouterB(config-qos[eth2])#class 1:3 include flow 2
RouterB(config-qos[eth2])#class 1:4 include flow 3
RouterB(config-qos[eth2])#exit

13.2.2.4 Hactpownte RouterC
13.2.2.4.1 HactpouTe nHtepdemnc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

13.2.2.4.2 Hactpowute IPv4 mapwpyT

RouterC(config)#ip route 0.0.0.0/0 198.18.1.1

13.2.2.5 CoxpaHuTe HaCTPOWNKn

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

13.2.3 TlpoBepka HacTpoek

13.2.3.1 BeinonHute komaHgy iperf server udp port 5001 Ha RouterC gns npoBepku
paboTbl knacca 1:2

13.2.3.2 BbinonHute komaHay iperf client 198.18.1.2 udp port 5001 bandwidth 20M Ha

RouterA gons 3anycka Tpaduka mexay RouterA n RouterC

[ 3] local 198.18.1.2 port 5001 connected with 198.18.0.2 port 49527
[ID] Interval Transfer Bandwidth Jitter Lost/Total Datagrams
[ 3] 0.0-12.4 sec 7.20 MBytes 4.86 Mbits/sec 0.257 ms 12281/17416 (71%)

13.2.3.3 BbinonHute komaHgy iperf server udp port 5002 Ha RouterC gnsi npoBepku
paboTbl knacca 1:3

13.2.3.4 BbinonHute komaHay iperf client 198.18.1.2 udp port 5002 bandwidth 20M Ha

RouterA ons npoBepkn paboTbl B peXMme KnmeHTa

[ 3] local 198.18.1.2 port 5002 connected with 198.18.0.2 port 43398
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[ ID] Interval Transfer Bandwidth Jitter Lost/Total Datagrams
[ 3] 0.0-14.0 sec 4.88 Mbytes 2.92 Mbits/sec 0.042 ms 13934/17415 (80%)

13.2.3.5 BbinonHute komaHay iperf server udp port 5003 Ha RouterC gns npoBepku
paboThbl knacca 1:4
13.2.3.6 BbinonHute komaHay iperf client 198.18.1.2 udp port 5003 bandwidth 20M Ha

RouterA ons npoepku paboTbl B peXnme KnmeHTa

[ 4] local 198.18.1.2 port 5001 connected with 198.18.0.2 port 55204
[ ID] Interval Transfer Bandwidth
[ 4] 0.0-15.2 sec 1.75 Mbytes 966 Kbits/sec

13.3 HacTtpowmka paboTbl Q0S gncuunnnHbl o6cnyxmBaHua SFQ

13.3.1 OnucaHue HaCTpPOMKMU

Kak nokasaHo Ha pucyHke 69 B KayecTBe OCHOBHOrO YCTpPOWCTBa BblbpaH cepBUCHbIE
MapLpyTmnsaTopsl (ganee RouterA, RouterB, RouterC).

BbinonHeHO dwm3nyeckoe NOOKMYEHME UM HACTpoOWKa cocTaBa 0bOpyaoBaHUS
B COOTBETCTBUMN CO CXEMOM NPOBEAEHNSI NPOBEPKMN.

Oucumnnuubl obenyxunBaHms Tpadmka, NO3BOMAKT MapLIpyTU3aTopy COpPTUPOBaTb M
obpabaTbiBaTh BXOAsLLME CETEBblE MakeTbl B COOTBETCTBMM C MX 3afaHHbIM MONb30BaTenem
NPMOPUTETOM, a TaKKe OrpaHMYMBaTb NOJSIOCY NPOMYCKAHUA ANs Pa3nNYHOro Tpadmka.

Ha RouterA HacTpoeH nHtepdeinc eth1 - IP address 198.18.0.2/24.

Ha RouterB HacTpoeHbl nHtepgencol ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

Ha RouterC HacTpoeH uHTepderic eth2- IP address 198.18.1.2/24.

RouterA RouterB RouterC

0 oooo 192.18.0.0/24 ethi o oooo Bug 192.18.1.0/24 eth2 'O oooo
5‘n pooo S'n pooo 5'n pooo

Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24

PucyHok 69 — Cxema HacTpoviku paboTbl QoS gucumnnuHbel obcnyxmsaHua SFQ
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13.3.2 OTanbl HACTPOMKU CETU

13.3.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTpPoOMCTBax nepen
HaCTPOWKOM

lMpn HacTponke ceTeBOoro obopyaoBaHMs, OOHUM U3 rNaBHbIX LIAroB, ABMASETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,
MapLipyTusauuio, 6e3onacHoCTb 1 apyrne napameTpbl yCTPONCTB.

13.3.2.2 Hactponte RouterA

13.3.2.2.1 HactpowuTe nHTepdemnc eth1

RouterA(config)ttinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

13.3.2.2.2 Hactpowute IPv4 mapwpyT
RouterA(config)#ip route 0.0.0.0/0 198.18.0.1

13.3.2.3 Hactpownte RouterB
13.3.2.3.1 HactpowiTte nHrepgemnc ethl

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

13.3.2.3.2 HactpouTe nHtepdemnc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit
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13.3.2.3.3 Bkntounte Beccknaccoyto ancumnnmHy SFQ

RouterB(config)#qos eth2
RouterB(config-qos[eth2])#qos type sfq 1 parent root queues 2048 rehash-time 120 selection-size 1500

13.3.2.4 Hactpownte RouterC
13.3.2.4.1 Hactpoute nutepdemnc eth2

RouterC(config)#interface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

13.3.2.4.2 Hactpoute IPv4 mapwpyT

RouterC(config)#ip route 0.0.0.0/0 198.18.1.1

13.3.2.5 CoxpaHuTe HaCTpOWNKn

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponcTBax

13.3.3 TlpoBepka HacTpoek

13.3.3.1 BbinonHute komaHay iperf server Ha RouterC ansa 3anycka paboTbl B pexunme
cepBepa

13.3.3.2 BebinonHute komangy iperf client 198.18.1.2 time 60 bandwidth 500M Ha
RouterB onsi 3anycka paboTbl B peXume KrnmeHTa

13.3.3.3 BbinonHute komangy iperf client 198.18.1.2 parallel 4 bandwidth 200M Ha
RouterA B npomexyTtke ¢ 10 go 20 cekyHa nocne 3anycka iperf Ha RouterB gnsa nposepku paboTbl
B peXunme KnueHTta

13.3.3.4 [oxguTecb 3aBepweHna pabotbl iperf n Ha RouterC ybegutecb no Bcem

YeTblpeM NMOTOKaM CKOPOCTb MeXOy NMNOTOKaMn OOJMKHa ObITb npuMepHoO OANHAKOBOMW.

[ID] Interval Transfer Bandwidth

[ 5] 0.0-10.1 sec 226 MBytes 188 Mbits/sec
[ 8] 0.0-10.1 sec 226 MBytes 188 Mbits/sec
[ 7] 0.0-10.1 sec 226 MBytes 188 Mbits/sec
[ 6] 0.0-10.1 sec 226 MBytes 188 Mbits/sec
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[SUM] 0.0-10.1 sec 903 MBytes 751 Mbits/sec
[4] 0.0-60.0 sec 3.58 GBytes 512 Mbits/sec

13.4 HacTtpomka paboTtbl QoS ancumnnuHbl o6cnyxuBaHus CBQ

13.4.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 70 B KadecTBE OCHOBHOrO yCTpPOMCTBa BblOpaH CEpPBUCHbIV
mappyTtmnsatop (RouterB) .

BbinonHeHO  dm3nyeckoe NOOKMYEHME UM HACTpoOMKa cocTaBa 0bOpyaoBaHUS
B COOTBETCTBUMN CO CXEMOM NPOBEAEHNSA MPOBEPKMW.

Oucumnnuubl obenyxmnBaHma Tpadmka, NO3BOMAKT MapLUpyTU3aToOpy COPTUPOBaTb U
obpabaTtbiBaTh BXOAsLIME CETEBblE NakeTbl B COOTBETCTBMM C MX 3afaHHbIM MNOfb30BaTeNeM
NPUOPUTETOM, a TaKKe orpaHn4MBaTb MNOMOCY NPOMNYCKaHUA ANA pasnuYHoro Tpaduka.

KnaccoBasi gucumnnunHa obcnyxmaHus odepeaen CBQ (Class Based Queuing). CBQ
cnocobHa pacnpeaensTb NPOMYCKHY CNOCOBHOCTbL KaHana mexagy Knaccamu B COOTBETCTBUU C
3aaHHON KOHUrypaumen.

Ha RouterB HacTpoeHbl nHtepdencol ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

PC1 RouterB PC2

192.18.0.0/24 O oooo 192.18.1.0/24
0 ooon
etn etn2 198.18.1.101/24

Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24

198.18.0.101/24

PucyHok 70 — Cxema HacTponkn paboTtbl QoS gucuunnuHbl obcnyxmsaHms CBQ

13.4.2 JTanbl HACTPOMKMU CETN

13.4.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOUKOM

lMpu HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMASETCS BXO4 B
KOH(UrypaumMOHHbIN pexnMm. KOHUrypauMOHHbIA peXxnm - 3T0 OOAWH U3 PEXMMOB KOMaHOHOM
CTpokM. B KOH(UrypauMOHHOM peXume MOXHO WU3MEHSATb HAaCTPOVKU UHTepdencos,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.
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13.4.2.2 Hactponte Ha PC1l ip agpec 198.18.0.101/24 n mapwpyT go cetn 198.18.1.0/24
13.4.2.3 Hactponte Ha PC2 ip agpec 198.18.1.101/24 v mapwpyT go cetn 198.18.0.0/24
13.4.2.4 Hactpounte RouterB

13.4.2.4.1 HactpouTe nHTepdemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

13.4.2.4.2 Hactpoute nHtepdemnc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

13.4.2.4.3 HactponTte gucumnnuHbl obcnyxunsaHusa odepenen CBQ

RouterB(config)#qgos eth2

RouterB(config-qos[eth2])#qos type cbq 1 parent root avg-packet-size 1000 selection-size 1500 bandwidth
1000Mbit

RouterB(config-qos[eth2])#class type cbq 1:2 parent 1:1 rate 35Mbit selection-size 1500 avg-packet-size 100
bounded

RouterB(config-qos[eth2])#class type cbq 1:3 parent 1:2 priority 1 rate 25Mbit selection-size 1500 avg-packet-
size 1000

RouterB(config-qos[eth2])#class type cbq 1:4 parent 1:2 priority 2 rate 15Mbit selection-size 1500 avg-packet-
size 1000

RouterB(config-qos[eth2])#exit

13.4.2.4.4 Hactpoute knaccuukauuto Tpadpumka no nonam DSCP

RouterB(config)#ip access-list 1 dscp 8

RouterB(config)#ip mangle-list prerouting access-list 1 set-flow-id 1
RouterB(config)#ip access-list 2 dscp 16

RouterB(config)#ip mangle-list prerouting access-list 2 set-flow-id 2

13.4.2.4.5 T[pussxnte punbTpbl K Kraccam
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RouterB(config)#gos eth2
RouterB(config-qos[eth2])#class 1:3 include flow 1
RouterB(config-qos[eth2])#class 1:4 include flow 2

13.4.2.5 CoxpaHuTe HaCTPOMNKM

Mcnonb3yinte komaHay write <name> ons CoxpaHeHNsa HacTPOeK Ha YCTponCcTBax

13.4.3 TlpoBepka HacTpoek

13.4.3.1 BbinonHute komangy iperf3 -s -B 198.18.1.101 -p 5201 & iperf3 -s -B
198.18.1.101 -p 5202 Ha PC2 anga 3anycka ytunutbl iperf B pexxume cepeepa

13.4.3.2 BbinonHute komaHay iperf3 -¢ 198.18.1.101 -p 5201 -u -S 32 -b50m -T Stream1
& iperf3 -c 198.18.1.101 -p 5202 —u -S 64 -b50m -T Stream2 Ha PC1 gnsa 3anycka ytunuthl iperf
B peXunme KnueHTta

Ybeautecb, 4YTO pearnbHas MNPOMyCcKHas CNOCOOHOCTb COOTBETCTBYET KOHMUrypauuu.
Ons tpadumka ¢ DSCP = 8 nponyckHas cnocobHOCTb ByaeT coctaBnsaTb npumMmepHo 25 Méut/c.

Ons tpacmka ¢ DSCP = 16 nponyckHas cnocobHoCcTb ByaeT coctaBnaTb npumepHo 15 MoéuT/c

Streaml:;-------------------------

Stream1:[ ID] Interval Transfer Bitrate Jitter Lost/Total
Datagrams

Stream1:[ 5] 0.00-10.00 sec 59.6 MBytes 50.0 Mbits/sec 0.000ms 0/43160
(0%)sender

Stream1:[ 5] 0.00-10.00 sec 29.2 MBytes 24.5 Mbits/sec 0.464ms 19969/41120
(49%)receiver Stream1:

Stream1:iperf Done.

Stream2:[ 5] 9.00-10.00 sec 5.96 MBytes 50.0 Mbits/sec 4317
Stream2:---------------e oo

Stream2:[ ID] Interval Transfer Bitrate Jitter Lost/Total

Datagrams

Stream2:[ 5] 0.00-10.00 sec 59.6 MBytes 50.0 Mbits/sec 0.000ms 0/43160
(0%)sender

Stream2:[ 5] 0.00-10.00 sec 17.5 MBytes 14.7 Mbits/sec 0.340ms 27076/39755
(68%)receiver

Stream2:

Stream2:iperf Done.

13.5 HacTtpouka pabotbl Q0S AMcUMNNUHBLI 06cnyxuBaHmsa PQ

13.5.1 OnucaHue HacTPOMNKM

Kak nokasaHo Ha pucyHke 71 B KayeCcTBE OCHOBHOMO YCTPOWCTBA BblOpaH CEpBUCHbLIN

mapwpytnsatop (RouterB).
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BbinonHeHO  u3mnyeckoe NOAKMOYMEHME UM HAcTpoWka coctaBa o06opygoBaHus
B COOTBETCTBUMN CO CXEMOM NPOBEAEHNS NPOBEPKMN.

AvcunnnmHbl 06CnyXMBaHWS oyepeaen No3BOMAKT MapLUpPyTM3aTopy COpPTMPOBAaTb U
obpabaTbiBaTh BXOAsLME CETEBblE NakeTbl B COOTBETCTBMM C MX 3af4aHHbIM MNOfb30BaTeNeM
NPUOPUTETOM, a TaKKe orpaHn4MBaTb NOMOCY NPOMYCKaHUA ANA pasnuyHoro Tpadmka.

OucumnnuHa obenyxumBanua odvepenen PQ (Priority Queuing) obpabaTtbiBaeT ovepeaun
COrnacHo ux npuopuTeTam.

Ha RouterB HacTpoeHbl nHTepdgencol ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

PC1 RouterB PC2

192.18.0.0/24 O oooo 192.18.1.0/24
eth1 ='n pooo T

198.18.0.101/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 198.18.1.101/24

PucyHok 71 — Cxema HacTponkn paboTbl QoS gucuunnmHbel o6cnyxumeanus PQ

13.5.2 JTanbl HACTPOMKMU CETN

13.5.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOMKOM

lMpn HacTponke ceTeBoro obopyaoBaHMS, OOAHUM U3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOHQOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKN. B  KOHPUrypauUMOHHOM peXUME MOXHO U3MEHATb HACTPOWMKU UHTEpPdEnCcos,
MapLupyTusaumto, 6e3onacHoCTb 1 gpyrme napameTpbl YCTPOUCTB.

13.5.2.2 Hactponte Ha PC1l ip agpec 198.18.0.101/24 n mapwpyT go cetn 198.18.1.0/24

13.5.2.3 Hactponte Ha PC2ip agpec 198.18.1.101/24 n mapwpyT go cetn 198.18.0.0/24

13.5.2.4 Hactpoute RouterB

13.5.2.4.1 HactpowuTe nHTepemc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit
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13.5.2.4.2 Hactpoute nutepdemnc eth2

RouterB(config)#tinterface eth2

RouterB(config-if-[eth2])#no shutdown

RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#autonegotiation off duplex full speed 100
RouterB(config-if-[eth2])#exit

13.5.2.4.3 HacTponTte ancumnnunHel obcnyxmeaHmna ovepenen PQ

RouterB(config)#qos eth2
RouterB(config-qos[eth2])#qos type pqg 1 parent root queues 8
RouterB(config-qos[eth2])#exit

13.5.2.4.4 HacTtpouTe knaccudukauuto Tpadmka no s3HayeHms ToS

RouterB(config)#ip access-list 1 tos 224

RouterB(config)#ip access-list 2 tos 192

RouterB(config)#ip access-list 3 tos 160

RouterB(config)#ip access-list 4 tos 128

RouterB(config)#ip access-list 5 tos 96

RouterB(config)#ip access-list 6 tos 64

RouterB(config)#ip access-list 7 tos 32

RouterB(config)#ip access-list 8 tos 0

RouterB(config)#ip mangle-list prerouting access-list 1 set-flow-id 1
RouterB(config)#ip mangle-list prerouting access-list 2 set-flow-id 2
RouterB(config)#ip mangle-list prerouting access-list 3 set-flow-id 3
RouterB(config)#ip mangle-list prerouting access-list 4 set-flow-id 4
RouterB(config)#ip mangle-list prerouting access-list 5 set-flow-id 5
RouterB(config)#ip mangle-list prerouting access-list 6 set-flow-id 6
RouterB(config)#ip mangle-list prerouting access-list 7 set-flow-id 7
RouterB(config)#ip mangle-list prerouting access-list 8 set-flow-id 8

13.5.2.4.5 HacTtpouTe npnBA3Ky punNbLTPOB K Krnaccam

RouterB(config)#qos eth2

RouterB(config-qos[eth2])#class 1:1 include flow 1
RouterB(config-qos[eth2])#class 1:2 include flow 2
RouterB(config-qos[eth2])#class 1:3 include flow 3
RouterB(config-qos[eth2])#class 1:4 include flow 4
RouterB(config-qos[eth2])#class 1:5 include flow 5
RouterB(config-qos[eth2])#class 1:6 include flow 6
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RouterB(config-qos[eth2])#class 1:7 include flow 7
RouterB(config-qos[eth2])#class 1:8 include flow 8

13.5.2.5 CoxpaHuTe HaCTpOWKn

Mcnonb3yinte komaHay write <name> onsi CoxpaHeHNsa HacTPOeK Ha YyCTponcTBax

13.5.3 TlpoBepka HacTpoek

13.5.3.1 BbinonHute kKomaHay iperf3 -s -B 198.18.1.101 -p 5201 & iperf3 -s -B
198.18.1.101 -p 5202 Ha PC2 anga 3anycka ytunuTsl iperf B pexxume cepsepa

13.5.3.2 BbinonHute komaHay iperf3 -¢ 198.18.1.101 -u -b60m -p 5201 -S 224 -i 10 -T
Stream1 & iperf3 -¢ 198.18.1.101 -u -b100m -p 5202 -S 0 -i 10 -T Stream8 Ha PC1 ans 3anycka
yTUNUTBI iperf B pexnme KnveHTta

Y6eautecb yto ansa tpadmka ¢ ToS = 224 Stream1 nponyckHas crnocobHocTb byaer
cocTaBnaTb NpumepHo 60 Méut/c

Ansa Tpacuka ¢ ToS = 0 Stream8 nponyckHas cnocobHOCTL ByaeT cocTaBnATb NMPUMEPHO
40 Méwurt/c

Stream8:[ ID] Interval Transfer Bitrate Total Datagrams
Stream8:[ 5] 0.00-10.00 sec 119 Mbytes 100 Mbits/sec 86319

Stiie a3 R L LR L
Stream8:[ ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams
Stream8:[ 5] 0.00-10.00 sec 119 Mbytes 100 Mbits/sec 0.000 ms 0/86319 (0%) sender

Stream8:[ 5] 0.00-10.13 sec 43.9 Mbytes 36.4 Mbits/sec 0.361 ms 54493/86317 (63%)receiver
Stream8:

Stream@: iperf Done.

Stream1:[ ID] Interval Transfer Bitrate Total Datagrams

Stream1:[ 5] 0.00-10.00 sec 71.5 Mbytes 60.0 Mbits/sec 51792

SifEAMili-=cccccccccccccccscaccces

Stream1:[ ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams

Stream1:[ 5] 0.00-10.00 sec 71.5 Mbytes 60.0 Mbits/sec 0.000 ms 0/51792 (0%) sender
Stream1:[ 5] (0%)receiver
Stream1:

Stream1: iperf Done.

13.6 HacTtpouka pa6otbl Q0S ancumMnnuHbl ob6cnyxuBaHma WFQ

13.6.1 OnucaHue HaCTPOMUKMU
Kak nokasaHo Ha puUCyHKe 72 B KayecTBE€ OCHOBHOIO YCTPOMCTBaA BblbpaH CEpPBUCHbLIN

mapupyTtunsatop (RouterB).
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BbinonHeHo uanyeckoe MNOAKMKYEHME UM HacTpolka cocTtaBa 006opygoBaHus
B COOTBETCTBUMN CO CXEMOM NPOBEAEHNS NPOBEPKMN.

AvcumnnmHbl 06CnyXMBaHWs odyepedert NO3BOMAT MapLUpyTU3aTopy COpPTMPOBaTb U
obpabaTtbiBaTb BXOASLLME CETEBbLIE MaKeTbl B COOTBETCTBMM C UX 3a[aHHbIM NMONb30BaTENEM
NPMOPUTETOM, a TaKKe OrpaHMYMBaTb NONOCY NPOMYCKaHUA ANsl pa3nnYHoro Tpaduka.

OuncumnnuHa obenyxmnBaHua odvepenen WFQ (Weighted Fair Queuing) obecneudvBaet
crnpaBeanvBoe pacnpegeneHe nonockl NPonyckaHus Mexay aBTomaTudeckn opmMmnpyembiMm
noTokamu Tpadmka c y4eTOM UX Beca.

Ha RouterB HacTpoeHbl nHTepdgencol ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

PC1 RouterB PC2

198.18.0.0/24 O ooog 198.18.1.0/24
eth =0 oooo BT
198.18.0.101/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 198.18.1.101/24

PucyHok 72 — Cxema HacTporiku paboTbl QoS amcunnnunbl obenyxmnsadma WFQ

13.6.2 OTanbl HACTPOMKU CETHN

13.6.2.1 Bowngute B pexumMm rrnobanbHON KOHUrypaumm Ha YCTpOUCTBE nepesn
HaCTPOWKOM

lMpu HacTponke ceTeBoro obopyaoBaHUs, OAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypaLUMOHHbIA pexnM. KoHUrypauuoHHbIN PEXUM - 3TO OAUH U3 PEXUMOB KOMaHOHOM
CTPOKN. B  KOHPUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKU UHTEPdENCoB,
MapLipyTusauuio, 6e3onacHoCTb 1 apyrne napameTpbl YCTPOWUCTB.

13.6.2.2 Hactponte Ha PC1l ip agpec 198.18.0.101/24 wn wmapwpyT [0 ceTu
198.18.1.0/24

13.6.2.3 Hactponte Ha PC2 ip agpec 198.18.1.101/24 v mapwpyT go cetn 198.18.0.0/24

13.6.2.4 Hactponte RouterB

13.6.2.4.1 HactpouTe nHTepdemnc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
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RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

13.6.2.4.2 HactpouTe nHtepdemnc eth2

RouterB(config)#interface eth2

RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#autonegotiation off duplex full speed 100
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

13.6.2.4.3 HactpouTte gucumnnuny obcnyxmsaHus odepegen WFQ

RouterB(config)#gos eth2
RouterB(config-qos[eth2])#qos type wfqg 1 parent root queue-count 1024 length 512
RouterB(config-qos[eth2])#exit

13.6.2.5 CoxpaHuTe HaCTpOWNKn

Mcnonb3yinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha YCTponcTBax

13.6.3 TlpoBepka HacTpoek

13.6.3.1 BbinonHute kKomaHay iperf3 -s -B 198.18.1.101 -p 5201 & iperf3 -s -B
198.18.1.101 -p 5207 Ha PC2 gn4a 3anycka ytunuthbl iperf B pexume cepsepa

13.6.3.2 BbinonHute komaHay iperf3 -c 198.18.1.101 -u -b100m -p 5201 -S 224 -i 10 -T
Stream1& iperf3 -¢ 198.18.1.101 —u -b100m -p 5207 -S 0 -i 10 -T Stream7 Ha PC1 gns 3anycka
yTUNnThI iperf B pexxume KnveHTa

Y6eautecb, yto ans tpadumka c IP Precedence = 7 (Stream1) nponyckHas cnocoBHOCTb
bynet COCTaBNATb NPUMepPHO 80 - 85 MoéwuT/c
Ona tpaduka c IP Precedence = 0 (Stream7) nponyckHass cnocobGHocTb ByaeT cocTaBnsiTb
npuMepHO 10 - 12 M6éwut/c
PasHuua nponyckHon cnocobHoCcTM Mexay notokamm Stream1 n Stream2 otnuyaeTcs npuMepHoO

B 8 pa3

Stream1: [ ID] Interval Transfer Bitrate Total Datagrams
Stream1: [ 5] 0.00-10.00 sec 119 Mbytes 100 Mbits/sec 86319

Stream1: [ ID] Interval Transfer Bitrate Jitter Lost/Total
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Datagrams

Stream1: [ 5] 0.00-10.00 sec 119 Mbytes 100 Mbits/sec 0.000 ms 0/86319
(0%) sender

Stream1: [ 5] 0.00-10.13 sec 101 Mbytes 84.0 Mbits/sec 0.216 ms12868/86319
(15%) receiver

Stream1:

Stream1: iperf

Done.

Stream7: [ ID] Interval Transfer Bitrate Total Datagrams

Stream7: [ 5] 0.00-10.00 sec 119 Mbytes 100 Mbits/sec 86319

Stream7: -----------me e

Stream?7: [ ID] Interval Transfer Bitrate Jitter Lost/Total

Datagrams

Stream7: [ 5] 0.00-10.00 sec 119 Mbytes 100 Mbits/sec 0.000 ms 0/86319
(0%) sender

Stream7: [ 5] 0.00-10.13 sec 14.0 Mbytes 11.6 Mbits/sec 1.146 ms 76158/86310
(88%) receiver

Stream?7:

Stream7: iperf Done.

13.7 HacTpowuka npeaoTBpalleHus neperpy3ku ovyepenen RED

13.7.1 OnucaHue HaCTPOMUKMU

Kak nokasaHoO Ha pUCYHOK 73 B KadeCTBE OCHOBHOrO YCTpPOWCTBa BblOpaH CEpPBUCHbIV
MapLupyTtmsaTtop - RouterB.

BbinonHeHO dwm3nMyeckoe NOOKMYEHME UM HACTpoOMKa cocTaBa 0bopyaoBaHUS
B COOTBETCTBUM CO CXEMOM NPOBEAEHNSA MPOBEPKMW.

OuncumnnuHbl 06CnyXMBaHUA ovepeadent MO3BOMAKT MapLUpyTM3aTopy COPTUPOBaTb M
obpabatbiBaTh BXoAslME CeTeBble NakeTbl B COOTBETCTBMM C MX 3a[aHHbIM MNOfb30BaTenemM
NPUOPUTETOM, a TaKKe orpaHn4MBaThb NOMOCY NPOMNYCKaHNA ANA pasnuYHoOro Tpadumka.

Anroputm RED (Random Early Detection) wcnonb3yetca pnns ynpasreHus
nepenosiHeHnem oyvepeaen. OH obecnevnBaeT BbIGOPOYHOE OTOpackLIBaHWE NakeToB U3 ovepean
npv yBeNnYeHUn ee pasmepa, TeM CaMbiM CriaxuBas BCNeckn Tpadumka n no3sonas obutbecs
npeaoTBpaLLeHnsa NnepenosHeHS.

Ha RouterB HacTpoeHbl uHTepdelncol: ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24
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PC1 PC2
Ipef3 KnueHT Router Ipef3 cepeep

192.18.0.0124 0 oooo 192.18.1.0/24
eth1 5'pn pooo ETE

Ipv4: 198.18.0.101/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.101/24

PucyHok 73 — Cxema HacTponkun npegoTepalleHus neperpyskun odepegen RED

13.7.2 OTanbl HACTPOMKU CETU

13.7.2.1 Bowngute B pexum rnobanbHON KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHMs, OOHUM U3 rNaBHbIX LIAroB, ABNAETCA BXOL B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumMoHHbIA peXnM - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHPUIrypauUMOHHOM pexmmMe MOXHO U3MEHATb HACTPOWMKU UHTEpPdEencoB,
MapLipyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

13.7.2.2 Hactponte Ha PC1l ip agpec 198.18.0.101/24 v mapwpyT go cetn 198.18.1.0/24

13.7.2.3 Hactponte Ha PC2 ip agpec 198.18.1.101/24 v mapwpyT go cetn 198.18.0.0/24

13.7.2.4 Hactpownte RouterB

13.7.2.4.1 Hactpoute nutepdemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

13.7.2.4.2 Hactpoute nHtepdemnc eth2

RouterB(config)#interface eth2

RouterB(config-if-[eth2])#no shutdown

RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#autonegotiation off duplex full speed 100
RouterB(config-if-[eth2])#exit
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13.7.2.4.3 HactpouTte anroputm ynpasreHusi nepenonHeHuns odepenen RED

RouterB(config)#qgos eth2
RouterB(config-qos[eth2])#qos type red 1 parent root queue-size 1000000 min 150000 max 300000 avpkt 1000
burst 200 ecn probability 1

RouterB(config-qos[eth2])#exit

13.7.2.5 CoxpaHuTe HaCTPOWNKn

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

13.7.3 TlpoBepka HacTpoek

13.7.3.1 BbinonHute komaHay iperf3 -s -B 198.18.1.101 -p 5201& iperf3 -s
198.18.1.101 -p 5202& iperf3 -s —B 198.18.1.101 -p 5203& iperf3 -s -B 198.18.1.101 -p 5204

PC2 ona 3anycka ytunuthl iperf B pexume cepepa

13.7.3.2 BbinonHute komangbl iperf3 -¢ 198.18.1.101 -u -b26m -p 5201 -S 224 -i 10
Streaml & iperf3 -¢c 198.18.1.101 -u -b26m -p 5202 -S 96 -i 10 -T Stream2 & iperf3

w

T

-C

198.18.1.101 -u -b26m -p 5203 -S 32 -i 10 -T Stream3 & iperf3 -¢ 198.18.1.101 -u -b26m -p 5204

-S 0 -i 10 -T Stream4 Ha PC1 ans 3anycka ytunutbl iperf B pexxume knneHTa

Y6eautecb, 4YTO B CTPOKE receiver, B KonioHke Lost/Total Datagrams ognHakoBblie notepum

MMEKTCA BO BCEX YETbIpeX NMNOTOKaxX BHE 3aBUCMMOCTUN OT 3Ha4YE€HUA NOoJiA ToS

Stream1:
Stream1:
Stream1:
Stream1:
Stream1:
: [5] 0.00-10.03 sec 28.7 Mbytes 24.0 Mbits/sec0.278 ms 1688/22443 (7.5%) receiver Stream1:
Stream1:
Stream2:
Stream2:
Stream?2:
Stream?2:
Stream?2:
Stream?2:
Stream?2:
: iperf Done.
Stream3:
Stream3:
Stream3:
Stream3:
Stream3:
Stream3:

Stream1

Stream?2

[ID] Interval Transfer Bitrate Total Datagrams

[5] 0.00-10.00 sec 31.0 Mbytes 26.0 Mbits/sec 22443

[ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams

[5] 0.00-10.00 sec 31.0 Mbytes 26.0 Mbits/sec 0.000 ms 0/22443 (0%) sender

iperf Done.

[ID] Interval Transfer Bitrate Total Datagrams

[5] 0.00-10.00 sec 31.0 Mbytes 26.0 Mbits/sec 22443

[ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams

[5] 0.00-10.00 sec 31.0 Mbytes 26.0 Mbits/sec 0.000 ms 0/22443 (0%) sender

[5] 0.00-10.03 sec 28.6 Mbytes 23.9 Mbits/sec 0.304 ms 1723/22443 (7.7%) receiver

[ID] Interval Transfer Bitrate Total Datagrams

[5] 0.00-10.00 sec 31.0 Mbytes 26.0 Mbits/sec 22443

[ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams

[5] 0.00-10.00 sec 31.0 Mbytes 26.0 Mbits/sec 0.000 ms 0/22443 (0%) sender

[5] 0.00-10.03 sec 28.6 Mbytes 23.9 Mbits/sec 0.246 ms 1726/22443 (7.7%) receiver

Bepcus 8.0

317



KauecTtBOo 0b6cnyxusaHus MHCTpyKLMA NO HacTporke
KPII.465614.0011C3

Stream3:

Stream3: iperf Done.

Stream4: [ID] Interval Transfer Bitrate Total Datagrams

Stream4: [5] 0.00-10.01 sec 31.0 Mbytes 26.0 Mbits/sec 22443
Stream4;-------------------------

Stream4: [ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams

Stream4: [5] 0.00-10.01 sec 31.0 Mbytes 26.0 Mbits/sec 0.000 ms 0/22443 (0%) sender
Stream4: [5] 0.00-10.03 sec 28.4 Mbytes 23.8 Mbits/sec 0.271 ms 1844/22442 (8.2%) receiver
Stream4:

Stream4: iperf Done.

13.8 HacTpowuka npepoTBpalleHust neperpy3sku ouyepeaen GRED

13.8.1 OnwucaHue HaCTpPOMKMU

Kak nokasaHo Ha pWUCYHKE 74 B Ka4yeCTBE OCHOBHOIO YCTPOMCTBa BbliOpaH CEPBUCHbLIN
MapLpyTmnsaTop - RouterB.

BbinonHeHO  dm3myeckoe NOOKMOYEHME UM HACTpoOMKa cocTaBa 0bopyaoBaHUS
B COOTBETCTBUM CO CXEMOW.

AuncumnnuHbl oBCcnyXMBaHUA odepeden MO3BOMSIT MapLUpyTU3aTopy copTuMpoBaTb U
obpabaTbiBaTh BXOAdALME CeTeBble NakeTbl B COOTBETCTBUM C UX 3aaHHbIM MoSib3oBaTesieM
NPUOPUTETOM, a TakKe orpaHMyYnMBaTb NONOCY NPONYCKaHUA AS1s pasnuYyHoro Tpaduka.

Anroputm GRED (Gentle RED) siBnsietca pacwupeHmem anroputma RED v onepupyet
HECKONMbKUMW O4YepeasMun, Kaxkaas n3 KoTopbix npeacraesnset cobon RED-ouepeab.

Ha RouterB HacTpoeHbl uHTepdenchl: ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

pcL RouterB pcz
Iperf3 knuent Iperf3 cepsep

198.18.0.0/24 O oooo 198.18.1.0/24
=:
ethl ='0 Dooo

Ipv4: 198,18.0.101/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.101/24

PucyHok 74 — Cxema HacTpoyiku npegoTepalleHus neperpyskm ovepegen GRED
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13.8.2 OTanbl HACTPOMKU CETU

13.8.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTpoMCTBax nepepn
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,
MapLupyTusauuto, 6esonacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

13.8.2.2 Hactponte Ha PC1l ip agpec 198.18.0.101/24 wn wmapwpyT Ao
cetn 198.18.1.0/24

13.8.2.3 Hactponte Ha PC2 ip agpec 198.18.1.101/24 v mapwpyT go cetn 198.18.0.0/24

13.8.2.4 Hactpounte RouterB

13.8.2.4.1 Hactpoute nutepdemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit

13.8.2.4.2 HactpouTe nHtepdemnc eth2

RouterB(config)#tinterface eth2R

outerB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#autonegotiation off duplex full speed 100
RouterB(config-if-[eth2])#exit

13.8.2.4.3 HacTpouTte anroputm ynpasneHus nepenonHeHunsa odepenen GRED

RouterB(config)#qgos eth2

RouterB(config-qos[eth2])#qos type gred 1 parent root queues 4 default-queue 0
RouterB(config-qos[eth2])#virtual-queue type gred parent 1 0 queue-size 1000000 min 150000 max 300000
avpkt 1000 burst 200

RouterB(config-qos[eth2])#virtual-queue type gred parent 1 1 queue-size 1000000 min 150000 max 300000
avpkt 1000 burst 200

RouterB(config-qos[eth2])#virtual-queue type gred parent 1 2 queue-size 1000000 min 150000 max 300000
avpkt 1000 burst 200

RouterB(config-qos[eth2])#virtual-queue type gred parent 1 3 queue-size 1000000 min 150000 max 300000
avpkt 1000 burst 200
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RouterB(config-qos[eth2])#exit

13.8.2.5 CoxpaHuTe HaCTpOWNKn

Mcnonb3yinte komaHay write <name> ons coxpaHeHUsa HacTPOeK Ha YyCTponcTBax

13.8.3 TlpoBepka HacTpoek

13.8.3.1 BbinonHute komaHay show qos eth2 Ha RouterB ons npoBepku CTaTUCTUKK

qdisc gred 1: root refcnt 2 vgs 4 default 0

vq 0 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02
Scell _log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early 0 pdrop 0 other O Total packets: 13 (978b)

vq 1 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02
Scell _log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early 0 pdrop 0 other 0 Total packets: 0 (Ob)

vq 2 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02
Scell _log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early 0 pdrop 0 other 0 Total packets: 0 (Ob)

vq 3 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02
Scell_log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early 0 pdrop 0 other 0 Total packets: 0 (Ob)

Sent 978 bytes 13 pkt (dropped 0, overlimits 0 requeues 0)

backlog Ob Op requeues 0

13.8.3.2 BbinonHute komangy iperf3 -s -B 198.18.1.101 -p 5201 & iperf3 -s -B
198.18.1.101 -p 5202 & iperf3 -s -B 198.18.1.101 -p 5203 & iperf3 -s -B 198.18.1.101 -p 5204 Ha
PC2 pns 3anycka ytunuTthl iperf B pexunme cepepa

13.8.3.3 BbinonHute komaHgy iperf3 -c 198.18.1.101 -u -b26m -p 5201 -S 16 -i 10 -T
Stream1 Ha PC1 ans 3anycka ytunutbl iperf B pexxume knveHTa ¢ Tos=16

13.8.3.4 BbinonHute komaHay show qos eth2 Ha RouterB gns npoBepku CTaTUCTUKK

qdisc gred 1: root refcnt 2 vgs 4 default 0

vq 0 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02
Scell_log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early 0 pdrop 0 other O Total packets: 22481
(33443193b)

vq 1 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02
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Scell_log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early 0 pdrop 0 other 0 Total packets: 0 (Ob)

vq 2 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02
Scell _log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early 0 pdrop 0 other 0 Total packets: 0 (Ob)

vq 3 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02
Scell _log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early O pdrop 0 other 0 Total packets: 0 (Ob)

Sent 33443193 bytes 22481 pkt (dropped 0, overlimits O requeues 0)

backlog Ob Op requeues 0

Y6eaoutecb, 4TO NOTOKM cO 3HaveHusaMmn ToS = 0 n ToS >12 nonagatoT B vq 0 ovepeab.
MoTok co 3HayeHnem ToS=4 nonagaet B vq 1. INoToK co 3HayeHnem ToS = 8 nonagaet B vq 2.

MoTok co 3HayeHneM ToS = 12 nonagaet B vq 3 Tpadmk ¢ Tos=16 nonan B vq 0 o4yepeab
13.9 HacTpowuka nepeMapKupoBKU NPUOPUTETOB

13.9.1 OnucaHue HaCTPOUKMU

Kak nokasaHo Ha pucyHKe 75 B KayeCTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapLupyTtmsaTtopsl - RouterA, RouterB, RouterC.

BbinonHeHO u3mMyeckoe MOAKMYEHMEe W HacTpoWka coctaBa o6opyaoBaHus B
COOTBETCTBUM CO CXEMOW MNpoBeAeHus NpoBepku. OucumnnnHbl OBCnyXmBaHus ouvepenemn
MO3BOMAKT MapLlpyTu3aTopy copTupoBaTb M oOpabaTbiBaTb BXOAslMEe ceTeBble NakeTbl B
COOTBETCTBUMN C UX 3a[aHHbIM Mofb3oBaTenieM NPUOPUTETOM, a TakKKe OorpaHnymBaTb MOMoCy
nponyckaHust Ansa pasnu4yHoro Tpaduka.

Ha RouterA HacTtpoeH nHtepdemnc eth1 - IP address 198.18.0.2/24.

Ha RouterB HacTpoeHbl uHTepgericol: ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

Ha RouterC HacTpoeH nHtepdenc eth2 - IP address 198.18.1.2/24.

RouterA RouterB RouterC

o oonn 192.18.0.0124 O oooo 192.18.1.0124 SHERR)
E'pn pooo P etht =0 pooo P eth2 S’ 0 oooo

Ipv4:198.18.0.2/124 Ipv4:198.18.0.1/24 Ipv4:198.18.1.1/124 Ipv4:198.18.1.2/124

PucyHok 75 — Cxema HacTponkn nepeMapKMpOBKM NPUOPUTETOB
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13.9.2 JTanbl HACTPOMUKMU CETU

13.9.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTpPoOMCTBax nepen
HaCTPOMKOM

Mpu HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOHOUTypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW
CTpOkM. B KOH(UrypauMOHHOM peXume MOXHO MU3MEHSATb HAaCTPOMKU  UHTepdEencos,
MapLipyTusauuto, 6e3onacHoCTb 1 apyrne napameTpbl YCTPONCTB.

13.9.2.2 Hactpounte RouterA

13.9.2.2.1 HactpowuTe nHTepdemnc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.2/24
RouterA(config-if-[eth1])#exit

13.9.2.2.2 HacTtpouTte mapLupyTmMsauuto
RouterA(config)#ip route 0.0.0.0/0 198.18.0.1
13.9.2.2.3 HacTtpounTte nepemapkmpoBy

RouterA(config)#ip access-list 1 tos 32
RouterA(config)#ip mangle-list prerouting access-list 1 set-dscp 40
RouterA(config)#exit

13.9.2.3 HactpownTte RouterB
13.9.2.3.1 Hactpoute nutepdemc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
RouterB(config-if-[eth1])#exit
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13.9.2.3.2 HactpouTe nHrepgenc eth2

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

13.9.2.3.3 HacTtpouTb nepemMapKknpoBky

RouterB(config)#ip access-list 1 tos 32
RouterB(config)#ip mangle-list prerouting access-list 1 set-dscp 40

13.9.2.4 Hactpownte RouterC
13.9.2.4.1 Hactpoute nutepdcemnc eth2

RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 198.18.1.2/24
RouterC(config-if-[eth2])#exit

13.9.2.4.2 HacTtpouTte MapLipyTmsaLmto

RouterC(config)#ip route 0.0.0.0/0 198.18.1.1

13.9.2.5 CoxpaHuTe HaCTPOWNKn

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponCcTBax

13.9.3 TlpoBepka HacTpoek

13.9.3.1 BebinonHute komaHay ping ip 198.18.1.2 tos 32 Ha RouterA ana 3anycka

YyTUNUTBI ping

13.9.3.2 BbinonHute komaHgy tcpdump eth2 verbose filter "ip and(ip[1]&0xfc)>>2==40"

Ha RouterB anga 3anycka ytunutbl tcpdump ¢ dunbTpom, ybeautecb 4TO TpaduK Obin

nepemMapkmpoBaH B HoBoe 3HadeHne DSCP = 40.

3HaveHunto ToS (Hex) = 0xa0 cooTtBeTcTBYeET 3Ha4eHne DSCP (Dec) = 40.

08:21:37.014929 IP (tos 0xa0, ttl 63, id 21797, offset O, flags [DF], proto ICMP (1), length 84)
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198.18.0.2 > 198.18.1.2: ICMP echo request, id 6414, seq 1, length 64

08:21:37.015431 IP (tos 0xao, ttl 64, id 41846, offset 0, flags [none], proto ICMP (1), length 84)
198.18.1.2 > 198.18.0.2: ICMP echo reply, id 6414, seq 1, length 64

08:21:38.016602 IP (tos 0xa0, ttl 63, id 21879, offset 0, flags [DF], proto ICMP (1), length 84)
198.18.0.2 > 198.18.1.2: ICMP echo request, id 6414, seq 2, length 64

13.10 HacTpowmka paboTbl Q0S ancumnnuHbl o6cnyxxuBaHusa TBF

13.10.1 OnucaHue HaCTpPOMKMU

Kak nokasaHo Ha puUCyHKe 76 B KayeCTBE€ OCHOBHbIX YCTPOMCTB BblOpaHbl CEPBUCHbIE
MapLupyTusaTopsl - RouterA, RouterB.

BbinonHeHO dwu3nyeckoe NOOKMYEHME U HACTpoOMKa cocTaBa o0bopyaoBaHUS
B COOTBETCTBUMN CO CXEMOM NPOBEAEHNSA MPOBEPKMW.

Oucumnnuubl obenyxunBaHms Tpadmka, NO3BOMAKT MapLIpyTU3aTopy COpTUPOBaTb W
obpabatbiBaTh BXOAsLLME CETEBble NakeTbl B COOTBETCTBMM C MX 3afaHHbIM MNOSb30BaTeNeM
NPUOPUTETOM, @ TaKKe orpaHn4mMBaThb NOMOCY NPOMNYCKaHNA ANA pasnnyHoro Tpadguka.

Ha RouterA HacTpoeH nHtepdeic eth1 - IP address 198.18.1.1/24.

Ha RouterB HacTpoeH nHtepdemnc eth1 - IP address 198.18.1.2/24.

RouterA

_—
O gg
=

RouterB

2 M eth1 eth1 o '==!
a = (@] noo0

198.18.1.1/24 198.18.1.2/24

PucyHok 76 — Cxema HacTponkn paboTtbl QoS gucuunnuHbl o6cnyxmsaHms TBF

13.10.2 3Tanbl HACTPOWNKM

13.10.2.1 Bongute B pexumm rnobanbHOM KOHUrypaumm Ha YCTpPOUCTBax nepen
HaCTPOUKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FNaBHbIX LIAroB, ABMSETCS BXO4 B

KOH(UrypauUMOHHbIN pexnM. KoHMUrypaumuoHHbIN PeXnM - 3TO OOAWH U3 PEXMMOB KOMaHLHOM
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CTPOKN. B  KOHUIrypauUMOHHOM pexmMe MOXHO U3MEHATb HACTPOWMKU UHTEepdEeuncosB,

MapLupyTusauuto, 6esonacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.
13.10.2.2 Hactpounte RouterA
13.10.2.2.1 HactpowuTe nHTepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

13.10.2.2.2 HacTtpouTe ANCUNNnHY CriaxmnsaHna Tpaduka

RouterA(config)#qos ethl

RouterA(config-qos[eth1])#qos type tbf 1 parent root rate 10Mbit maxburst 12500 latency-limit 50
RouterA(config-qos[eth1])#end

13.10.2.3 Hactpownte RouterB

RouterB(config)ttinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#end

13.10.2.4 CoxpaHuTe HaCTPOWKM

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

13.10.3 NpoBepka HacTpoek

13.10.3.1 BeinonHute komaHay ping 198.18.1.1 repeat 4 Ha RouterA gns BbiBOAa Ha

3KpaH cBA3HoCcTU Mexay RouterA n RouterB

PING 198.18.1.1 (198.18.1.1) 56(84) bytes of data.

64 bytes from 198.18.1.1: icmp_seq=1 ttl=64 time=0.059 ms
64 bytes from 198.18.1.1: icmp_seq=2 ttl=64 time=0.042 ms
64 bytes from 198.18.1.1: icmp_seq=3 ttl=64 time=0.079 ms
64 bytes from 198.18.1.1: icmp_seq=4 ttl=64 time=0.069 ms

---198.18.1.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 1000ms
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rtt min/avg/max/mdev = 0.042/0.062/0.079/0.014 ms

13.10.3.2 BeinonHute komangy iperf server udp bind 198.18.1.2 Ha RouterB ans 3anycka
ynutunuTel iperf B pexxume cepsepa

13.10.3.3 BbinonHute komaHgy iperf client 198.18.1.2 udp bandwidth 1000M Ha RouterA
Ans 3anycka ynutunutel iperf B pexxume KnuneHTa
Y6eaunTtech, YTO NpPonyckHasa CNOCOBHOCTb AN ncxoasLwero Tpaduka orpaHn4mMBaeTcsa 4o

~10 M6wuT B cekyHay, iperf-cepBep RouterB nonyyaet ~10 M6ut B cekyHay oT RouterA

Server listening on UDP port 5001
UDP buffer size: 176 KByte (default)

[ 1] local 198.18.1.2 port 5001 connected with 198.18.1.1 port 40776
[ ID] Interval Transfer Bandwidth Jitter Lost/Total Datagrams
[ 1] 0.0000-10.0119sec  9.86 MBytes 8.26 Mbits/sec 0.768 ms 863715/870749 (99%)

13.11 HacTpowuka paboTbl npeaoTBpaLleHns neperpysku odyepeaen WRED

13.11.1 OnucaHue HaCTPOUKMU

Kak nokasaHoO Ha pWUCYHKe 77 B KayeCTBe OCHOBHOMO YCTPOWCTBa BbiOpaH CEepBUCHbLIN
MapLupyTtmsaTtop - RouterA.

BbinonHeHO dwm3nyeckoe NOOKMYEHME UM HACTpoOMKa cocTaBa 0bOpyaoBaHUS
B COOTBETCTBMM CO CXEMOW.

Ha RouterA HacTpoeHbl nHTepgencel: ethl - IP address 198.18.0.10/24, eth2 - IP address
198.18.1.101/24.

Ha ycTponcTtese HacTpoeH anroputm nepenonHeHuns ovyepenen WRED.

PC1 RouterA pPC2

e nspX 192.18.0.0/24 O ooog 192.18.1.0/24 e nspX
=i
eth1 8 oeee eth2
Ipv4: 198.18.0.101/24

Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.101/24

PucyHok 77 — Cxema HacTponku paboTbl npeaoTBpalleHnsa neperpysku ovepegen WRED
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13.11.2 dTanbl HACTPOUKMU

13.11.2.1 Bongute B pexum rnobanbHOM KOHUrypaumm Ha YCTpoOUCTBax nepen
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,
MapLupyTusauuto, 6esonacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

13.11.2.2 Hactponte Ha PC1l ip agpec 198.18.0.101/24 wn wmapwpyT Ao
cetn 198.18.1.0/24

13.11.2.3 Hactponte Ha PC2 ip agpec 198.18.1.101/24 v mapwpyT go cetn 198.18.0.0/24

13.11.2.4 Hactpounte RouterA

13.11.2.4.1 Hactpoute nutepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#shutdown
RouterA(config-if-[eth1])#ip mtu 570
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.0.1/24
RouterA(config-if-[eth1])#exit

13.11.2.4.2 HactpouTe nutepdemnc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.1.1/24
RouterA(config-if-[eth2])#exit

13.11.2.4.3 HacTtpouTe anroputm ynpasneHust nepenonHeHnm ovepegen WRED

RouterA(config)#qos eth2

RouterA(config-qos[eth2])#qos type wred 1 parent root queues 15 default-queue 0
RouterA(config-qos[eth2])#virtual-queue type wred parent 1 0 queue-size 100000 min 50000 max 80000 avpkt
1000 burst 60 probability 1

RouterA(config-qos[eth2])#virtual-queue type wred parent 1 1 queue-size 100000 min 50000 max 80000 avpkt
1000 burst 60 probability 5

RouterA(config-qos[eth2])#exit
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13.11.2.5 CoxpaHuTe HaCTPOWKM

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

13.11.3 NpoBepka HacTpoek
13.11.3.1 BeinonHute kKomaHgy show qos eth2 Ha RouterA ons BbiBOga Ha 3KpaH

cTaTucTukm nocne Hactponkn WGRED

gdisc gred 1: root refcnt 2 vgs 15 default 0

vq O prio 8 limit 100000b min 50000b max 80000b ewma 4 probability 0.01
Scell_log 14

Queue size: average 0b current Ob

Dropped packets: forced 0 early 0 pdrop 0 other 0

Total packets: 0 (Ob)

vq 1 prio 8 limit 100000b min 50000b max 80000b ewma 4 probability 0.05
Scell_log 14

Queue size: average 0b current Ob

Dropped packets: forced 0 early 0 pdrop 0 other 0

Total packets: 0 (Ob)
Sent 0 bytes 0 pkt (dropped 0, overlimits O requeues 0)
backlog Ob Op requeues 0

13.11.3.2 BbinonHute komaHgy iperf3 -s -B 198.18.1.101 -p 6000 Ha PC2 gna 3anycka
yTUnuThl iperf B pexume cepeepa

13.11.3.3 BbinonHute komangy iperf3 -c 198.18.1.101 -b 470m -p 6000 --tos 4 -i 10 -P 2
Ha PC1 ansa 3anycka ytunutbl iperf B pexume knneHTa

13.11.3.4 BbinonHute komaHay show qos eth2 Ha RouterA gna BbiBOga Ha 9KpaH
cTaTucTukm nocne Hactponkn WGRED

Y6eautech, YTO NakeTbl OTOPOLLEHbI 1 NOTOK Nnonan B ovepeb vq 1

qdisc gred 1: root refcnt 2 vgs 15 default 0

vq 0 prio 8 limit 2700000b min 50000b max 80000b ewma 4 probability 0.01
Scell_log 14

Queue size: average 0b current Ob

Dropped packets: forced 0 early 0 pdrop 0 other O

Total packets: 25 (2279b)

vq 1 prio 8 limit 1200000b min 50000b max 80000b ewma 4 probability 0.05
Scell _log 14

Queue size: average Ob current Ob

Dropped packets: forced 0 early O pdrop 35 other 0

Total packets: 66600 (1227411874b)
Sent 1226707115 bytes 810363 pkt (dropped 35, overlimits O requeues 1153)
backlog Ob Op requeues 1153
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13.12 HacTpouka paboTbl NnpeaoTBpalleHnsa neperpysku ovyepegen RIO

13.12.1 OnucaHue HaCTpPOMKMU

Kak nokaszaHo Ha pUCYHKE 78 B Ka4yeCTBE OCHOBHOMO YCTPOMCTBa BbliOpaH CEPBUCHbLIN
MapLupyTusaTop - RouterB.

BbinonHeHO  u3mnyeckoe MOAKMOYMEHME UM HACTpoWka cocTtaBa 06opyaoBaHUS
B COOTBETCTBUM CO CXEMOW.

Ha RouterB HacTpoeHbl uHTepdelnchl: ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

Ha ycTtponcTtee HacTpoeH anroputm nepenonHeHnsa ovepegen RIO.

PC1 RouterB pc2
Iperf3 knuent outer! Iperf3 cepeep

192.18.0.0/24 m 192.18.1.0/24
eth1 SE2Z8 otha
Ipv4: 198.18.0.101/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.101/24

PucyHok 78 — Cxema HacTponkun paboTbl npeaoTBpalleHnsa neperpysku odepegen RIO

13.12.2 3Ttanbl HACTPOUKMU

13.12.2.1 Bongute B pexum rrnobanbHON KOHUrypauum Ha YCTpoUCTBax nepen
HaCTPOMKOM

lMpn HacTponke ceTeBoro obopyaoBaHMS, OOAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHUIrYpauUMOHHOM peXUME MOXHO U3MEHATb HACTPOWKM UHTepdencos,
MapLipyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

13.12.2.2 Hactpoute Ha PClip agpec 198.18.0.101/24 n mapwpyT go cetn 198.18.1.0/24

13.12.2.3 Hactponte Ha PC2 ip agpec 198.18.1.101/24 v mapwpyT go cetn 198.18.0.0/24

13.12.2.4 Hactpounte RouterB

13.12.2.4.1 HactpowuTe nHTepdemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.0.1/24
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RouterB(config-if-[eth1])#exit

13.12.2.4.2 HactpouTe nHtepdemnc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.1.1/24
RouterB(config-if-[eth2])#exit

13.12.2.4.3 HacTtpouTe anroput™m ynpasrieHusi nepenonHeHuns odepenen RIO

RouterB(config)#qgos eth2

RouterB(config-qos[eth2])#qos type rio 1 parent root queues 16 default-queue 2
RouterB(config-qos[eth2])#virtual-queue type rio parent 1 0 queue-size 100000 min 40000 max 85000 avpkt
1000 burst 55 probability 2 prio 1

RouterB(config-qos[eth2])#virtual-queue type rio parent 1 8 queue-size 100000 min 40000 max 85000 avpkt
1000 burst 55 probability 2 prio 3

RouterB(config-qos[eth2])#virtual-queue type rio parent 1 4 queue-size 100000 min 40000 max 85000 avpkt
1000 burst 55 probability 2 prio 2

RouterB(config-qos[eth2])#exit

13.12.2.5 CoxpaHuTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponcTBax

13.12.3 NpoBepka HacTpoek

13.12.3.1 BeinonHute komaHay show qos eth2 Ha RouterB ons npoBepku CTaTUCTUKK

gdisc gred 1: root refcnt 2 vgs 15 default 0

vq 0 prio 8 limit 2700000b min 50000b max 80000b ewma 4 probability 0.01
Scell_log 14

Queue size: average Ob current Ob

Dropped packets: forced 0 early O pdrop 0 other 0

Total packets: 0 (Ob)

vq 1 prio 8 limit 1200000b min 50000b max 80000b ewma 4 probability 0.05
Scell_log 14

Queue size: average Ob current Ob

Dropped packets: forced 0 early O pdrop 0 other 0

Total packets: 0 (Ob)
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13.12.3.2 BeinonHute komaxgy iperf3 -s -B 198.18.1.101 -p 6000 & iperf3 -s -B
198.18.1.101 -p 7000 & iperf3 -s -B 198.18.1.101 -p 8000 Ha PC2 ans 3anycka ytunuthbl iperf B
pexvme cepsepa

13.12.3.3 BeinonHute komangy iperf3 -c 198.18.1.101 -b 400m -p 6000 -u -i 10 -—bytes
150m —-T T1 & iperf3 -c 198.18.1.101 -b 400m -p 7000 -u --tos 32 -i 10 -—bytes 150m -T T2 &
iperf3-c 198.18.1.101 -b 400m -p 8000 -u --tos 16 -i 10 -—bytes 150m —T T3 Ha PC1 gns 3anycka
yTuUnuTbl iperf B pexxmme KnueHTa

13.12.3.4 BeinonHute kKomaHgy show qos eth2 Ha RouterB gna npoBepku cTaTUCTUKK

qdisc gred 1: root refcnt 2 vgs 16 default 2 grio
vq 0 prio 1 limit 100000b min 40000b max 83Kb ewma 5 probability 0.02 Scell_log 15
Queue size: average Ob current Ob
Dropped packets: forced 972 early 5 pdrop 62 other 0
Total packets: 217358 (323709454b)
vq 4 prio 2 limit 100000b min 40000b max 83Kb ewma 5 probability 0.02 Scell log 15
Queue size: average Ob current Ob
Dropped packets: forced 1138 early 5 pdrop O other O
Total packets: 217248 (323699520b)
vq 8 prio 3 limit 200000b min 40000b max 83Kb ewma 5 probability 0.02 Scell_log 15
Queue size: average Ob current Ob
Dropped packets: forced 1255 early 30 pdrop 0 other O
Total packets: 217248 (323699520b)
Sent 484745177 bytes 325384 pkt (dropped 543, overlimits 513 requeues 0)
backlog 0b Op requeues O

Y6egutech, 4yto y notoka ToS=0 meHbLUe O0TOpoLLEHO nakeToB Yem y ToS=16 n ToS=32,

ay Tos=16 meHbLle yem y T0S=32
13.13 Hactpowmka paboTbl Q0S ancuunnuHbl o6cnyxuBaHua WRR

13.13.1 OnucaHue HaCTPOUKMU

Kak nokasaHo Ha pucyHke 79 B KayeCTBe OCHOBHbIX YCTPOMWCTB BblOpaHbl CEPBUCHbIE
MappyTtmsaTtopbl - RouterA, RouterB. Bce yctponctea nogkntoyeHsl kK RouterB - PC1, PC2.

BbinonHeHO  dm3nyeckoe NOAKMYEHME UM HACTpoOMKa cocTaBa 0bopyaoBaHUs
B COOTBETCTBMM CO CXEMOW.

Ha RouterA n RouterB HacTpoeHbl uHTepgencsl.

Ha RouterB HacTpoeHa gucuunnuHa QoS Weighted Round Robin.
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100.1.0.2/24

RouterB RouterA
eth2

~ . B 20go ~ . 2 8000
=0 Doon =0 oppoo

PC2 sw2 | ethl eth1
100.1.0.1/24

100.1.0.3/24

PucyHok 79 — Cxema Hactponkun gucumnnmHbl WRR

13.13.2 dTanbl HACTPOUKMU

13.13.2.1 Bongute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOMKOM

lMpu HacTponke ceTeBoro obopyaoBaHWs, OOHUM U3 FNaBHbIX LIAroB, SABMASETCH BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B KOHUIrypaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWMKU  UHTEpPdEnCcoB,
MapLipyTusauuio, 6e3onacHoCTb 1 apyrine napameTpbl YCTPONCTB.

13.13.2.2 Hactponte Ha PC1 ip agpec 100.1.0.2/24

13.13.2.3 Hactponte Ha PC2 ip agpec 100.1.0.3/24

13.13.2.4 HactpounTte RouterA

13.13.2.4.1 HactpowuTe nHTepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit
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13.13.2.4.2 Hactpoute nutepdeic eth1.10

RouterA(config)#tinterface eth1.10
RouterA(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterA(config-if-[eth1.10])#no shutdown
RouterA(config-if-[eth1.10])#ip address 100.1.0.1/24
RouterA(config-if-[eth1.10])#exit

13.13.2.5 Hactpownte RouterB
13.13.2.5.1 Hactpoute nHtepemnc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

13.13.2.5.2 Hactpoute nutepdemnc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

13.13.2.5.3 Hactpoute nHtepdenc switchport2

RouterB(config)#tinterface switchport2
RouterB(config-switchport2)#switchport access vlian 10
RouterB(config-switchport2)#no shutdown
RouterB(config-switchport2)#exit

13.13.2.5.4 Hactpounte nutepdenc vian10

RouterB(config)#tinterface vlan10
RouterB(config-if-[vlan10])#vid 10 ethertype 0x8100
RouterB(config-if-[vlan10])#no shutdown
RouterB(config-if-[vlan10])#exit

13.13.2.5.5 HactponTe nutepdenc eth1.10 n nogknoumte KapTbl 4151 MApKUPOBKKU NOns

PCP

Bepcua 8.0

333



KayectBo 0bcnyxmBaHus

MHCTpyKLMA NO HacTporke
KPII.465614.0011C3

RouterB(config)#interface eth1.10
RouterB(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterB(config-if-[eth1.10])#no shutdown
RouterB(config-if-[eth1.10])#egres-map 1 1
RouterB(config-if-[eth1.10])#egres-map 3 3
RouterB(config-if-[eth1.10])#exit

13.13.2.5.6 Hactpoute nutepdenc br1

RouterB(config)#interface brl
RouterB(config-if-[brl])#include eth1.10
RouterB(config-if-[brl])#include vlan10
RouterB(config-if-[brl])#include eth2
RouterB(config-if-[br1])#no shutdown
RouterB(config-if-[br1])#exit

—_— — — —

13.13.2.5.7 3apante L2 ACL ans Kaxagoro KnneHTa

RouterB(config)#12 access-list 1 in-interface eth2

RouterB(config)#12 access-list 3 in-interface vlan10

RouterB(config)#12 mangle-list PREROUTING access-list 1 set-skb-prio 1
RouterB(config)#12 mangle-list PREROUTING access-list 3 set-skb-prio 3

13.13.2.5.8 Hactponte WRR

RouterB(config)#qgos eth2

RouterB(config-qos[eth2])#qos type wrr 1 parent root length 1024 weights w1 10 w3 40

RouterB(config-qos[eth2])#exit

13.13.2.6 CoxpaHuTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponCcTBax

13.13.3 NpoBepka HacTpoek

13.13.3.1 BeinonHute komaHgy iperf server bind 100.1.0.1 port 6000 udp Ha RouterA ons

3anycka yTuJlinTbl iperf B peXxunMme cepsepa M Mnocrie 3arnycka KriimeHToB Iperf, y6€,EI,I/ITer, 4yTO

nakeTbl 6binn OT6pOLU€HbI N KIMMEeHTCKME CKOPOCTU pacnpenenunncb B I'IpI/I6J'II/I3I/1TeJ'IbHOIZ

nponopuuun 1:3

[ 1] local 100.1.0.4 port 6000 connected with 100.1.0.2 port 59263
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[ 2] local 100.1.0.4 port 6000 connected with 100.1.0.3 port 54511
[ ID] Interval Transfer Bandwidth Jitter Lost/Total

Datagrams
[ 1] 0.0000-10.0672 sec 318 MBytes 265 Mbits/sec 0.081 ms 583663/810743 (72%)
[ 2] 0.0000-10.0141 sec 892 MBytes 747 Mbits/sec 0.025 ms 177603/813764 (22%)

13.13.3.2 BbinonHute komaHay iperf -c 100.1.0.1 -b 1000m -p 6000 -uHa PC1 gns

3anycka iperf B pexume KrveHTa
13.13.3.3 BeinonHute komaHay iperf -c 100.1.0.1 -b 1000m -p 6000 -u Ha PC2 ans

3anycka iperf B pexume KnveHTta
13.14 Hactpowmka paboTbl Q0S gncumninHbl o6cnyxuBaHusa Input

13.14.1 OnucaHue HaCTPOUKMN

Kak nokasaHO Ha PUCYHKEe 80 B KayeCTBE OCHOBHbIX yCTpOVICTB Bbl6paHbI cepBUCHbIE

MapupyTtmsaTtopsbl - RouterA 1 RouterB.

BbinonHeHo dum3nyeckoe NOAOKMIYEHME UM HacTponka cocTaBa o6opyaoBaHUs B

COOTBETCTBUMN CO CXEMOW NPOBEAEHNSI NMPOBEPKN.

RouterA RouterB
‘0 ooog ‘0 ooog
='nD DoDD g e ='p pooo
ipv4:198.18.1.1/24 ipv4:198.18.1.2/24

PucyHok 80 — Cxema HacTponkn metoankm QoS Input

13.14.2 3Ttanbl HACTPOUKM

13.14.2.1 Bongute B pexum rnobanbHOM KOHUrypaumm Ha YCTpoOUCTBax nepepn
HaCTPOUKOM

lMpu HacTponke ceTeBoro obopyaoBaHMs, OAHUM U3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B

KOH(UrypauUMOHHbIN pexnM. KoHMUrypaumuoHHbIN PeXnMm - 3TO OOAUH U3 PEXMMOB KOMaHOHOM
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CTPOKN. B  KOHUIrypauUMOHHOM pexmMe MOXHO U3MEHATb HACTPOWMKU UHTEepdEeuncosB,
MapLupyTusauuto, 6esonacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

13.14.2.2 Hactpounte RouterA

13.14.2.2.1 HactpowuTe nHTepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#end

13.14.2.3 Hactpownte RouterB
13.14.2.3.1 HactpouTe nHTepdemnc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.2/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

13.14.2.3.2 HactpouTte gucumnnuiy QOS gns Bxogsawero Tpaduvka

RouterA(config)#qos ethl
RouterA(config)#qos type input rate 10Mbit burst 10000000
RouterA(config)#end

13.14.2.4 CoxpaHuTe HaCTPOWKM

Mcnonb3ynte KomaHgy write <name> ans CoxpaHeHNa HaCTPOEK Ha YCTPOMCTBaXx

13.14.3 NpoBepKa HacTpoek
13.14.3.1 BeinonHute komangy ping 198.18.1.2 repeat 4 Ha RouterA ans npoBepku

cBA3HOCTU Mexay RouterA n RouterB

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.

64 bytes from 198.18.1.2: icmp_seq=1 ttl=64 time=1.95 ms
64 bytes from 198.18.1.2: icmp_seq=2 ttl=64 time=0.965 ms
64 bytes from 198.18.1.2: icmp_seq=3 ttl=64 time=0.984 ms
64 bytes from 198.18.1.2: icmp_seq=4 ttl=64 time=0.974 ms
--- 198.18.1.2 ping statistics ---
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4 packets transmitted, 4 received, 0% packet loss, time 6ms

13.14.3.2 BeinonHute komaHgy iperf server udp bind 198.18.1.2 B pexume cepsepa Ha

RouterB gns namepeHus nponyckHOM CnocoBHOCTM

Server listening on UDP port 5001
UDP buffer size: 176 KByte (default)

[ 1] local 198.18.1.2 port 5001 connected with 198.18.1.1 port 45572
[ID] Interval  Transfer Bandwidth litter Lost/Total Datagrams
[ 1] 0.0000-10.0019 sec 11.9 MBytes 10.1 Mbits/sec 2.275 ms 23556/32124 (73%)

13.14.3.3 BebinonHute komaHay iperf client 198.18.1.2 udp bandwidth 10M B pexwume
KnneHTa Ha RouterA ana mamepeHns NponyckKHOM cnocoBHOCTW, ucnonb3oBaB bandwidth c

yKaszaHMeM MakcumaribHOM NponycKHOW CMOCOBHOCTM U AOOXKUTECH €€ BbIMOSHEHMS.

Client connecting to 198.18.1.2, UDP port 5001
Sending 1470 byte datagrams, IPG target: 1176.00 us (kalman adjust)
UDP buffer size: 176 KByte (default)

[ 1] local 198.18.1.1 port 44994 connected with 198.18.1.2 port 5001

[ID] Interval  Transfer Bandwidth

[ 1] 0.0000-10.0020 sec 11.9 MBytes 10.0 Mbits/sec

[ 1] Sent 8508 datagrams

[ 1] Server Report:

[ID] Interval  Transfer Bandwidth Jitter Lost/Total Datagrams

[ 1] 0.0000-10.0019 sec 11.9 MBytes 10.0 Mbits/sec 0.555 ms 6/8507 (0.071%)

13.15 Hactpowmka paboTbl Q0S ancuunnuHbl o6cnyxuBaHua HFSC

13.15.1 OnucaHue HaCTpPOMKMN

Kak nokasaHo Ha PucyHok 81 B kadecTBe OCHOBHOIO YCTPOWCTBA BbliOpaH CEPBUCHbLIN
mapwpytmnsatop (RouterA).

BbinonHeHO dum3myeckoe MOAKMKYEHME W HacTpowWka cocTaBa ob6opyaoBaHus B
COOTBETCTBUMN CO CXEMOW NPOBEAEHNSI NPOBEPKM.

Ha RouterA HacTpoeHbl nHTepdencol ethl - IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

Ha PC1 HacTtpoeH IP address 198.18.0.10/24.

Ha PC2 HacTtpoeH IP address 198.18.1.10/24.
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PC1
RouterA

5.0 Ooog
ethl =0 0000 Rt

198.18.0.10/124 198.18.0.1/24 198.18.1.1/24

PucyHok 81 — Cxema HacTtpoviku metoamkn QOS HFSC

13.15.2 9Ttanbl HACTPOMUKMU
13.15.2.1 Hactponte Ha PC1 ip agpec 198.18.0.10/24
13.15.2.2 Hactponte Ha PC2 ip agpec 198.18.1.10/24

13.15.2.3 Bongute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen

HaCTPOWKOM

Mpu HacTpoike ceTeBoro ob6opyaoBaHUS, OOHUM M3 MaBHbIX LLIAroB, SABMSIETCA BXO4 B

KOH(UrypauUMOHHbIN pexnM. KoHUrypaumuoHHbIA peXnM - 3TO OOAWH U3 PEXMMOB KOMaHLHOM

CTPOKMW. B KOH(*)I/IpraLI,I/IOHHOM pexnve MOXHO WU3MEHATb HaCTpOIZKI/I

MapLUpyTu3aumo, 6€30nacHOCTb 1 Apyrne napameTpbl yCTPOUCTB.
13.15.2.4 Hactpounte RouterA
13.15.2.4.1 HactpowuTe nHTepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.0.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

13.15.2.4.2 HactpowuTe nHtepdemnc eth2

RouterA(config)t#tinterface eth2

RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#autonegotiation off duplex full speed 100
RouterA(config-if-[eth1])#exit

—_— — — —

NHTEepencos,
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13.15.2.4.3 Hactponte aucunnnuHy obcnyxusaHusa odepenen HFSC Ha uHTepdernice
eth2

RouterA(config)#tqos eth2

RouterA(config-qos[eth2])#qos type hfsc 1 parent root default-class 50
RouterA(config-qos[eth2])#class type hfsc 1:50 parent 1:0 sc rate 1000Mbit
RouterA(config-qos[eth2])#class type hfsc 1:10 parent 1:0 sc rate 15Mbit
RouterA(config-qos[eth2])#class type hfsc 1:20 parent 1:0 sc rate 85Mbit
RouterA(config-qos[eth2])#exit

13.15.2.4.4 MNMpussxxnte punbTpbl K Kraccam

RouterA(config)#qos eth2
RouterA(config-qos[eth2])#class 1:10 include flow 10
RouterA(config-qos[eth2])#class 1:20 include flow 20
RouterA(config-qos[eth2])#exit

13.15.2.4.5 HactpounTe cnmuckun KoHTpOsns goctyna ans ounbTpauum Tpaduka

RouterA(config)#ip access-list 10 protocol udp destinationports 5001
RouterA(config)#ip access-list 20 protocol udp destinationports 5002
RouterA(config)#ip mangle-list prerouting access-list 10 set-flow-id 10
RouterA(config)#ip mangle-list prerouting access-list 20 set-flow-id 20

13.15.2.5 CoxpaHuTe HaCTPOWKmn

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHUsa HacTPOEeK Ha YCTponCcTBax

13.15.3 NpoBepka HacTpoek
13.15.3.1 BbinonHute komaHay ping 198.18.1.10 -c 4 Ha PC1 ansa npoBepKn CBA3HOCTU
mexay PC1un PC2

PING 198.18.1.10 (198.18.1.10) 56(84) bytes of data.

64 bytes from 198.18.1.10: icmp_seq=1 ttl=63 time=1.41 ms
64 bytes from 198.18.1.10: icmp_seq=2 ttl=63 time=2.00 ms
64 bytes from 198.18.1.10: icmp_seq=3 ttl=63 time=1.80 ms
64 bytes from 198.18.1.10: icmp_seq=4 tt|=63 time=1.44 ms
---198.18.1.10 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 1.411/1.662/1.997/0.245 ms
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13.15.3.2 BeinonHute KomaHgy iperf3 -s -p 5001 & iperf3 -s -p 5002 Ha PC2 ansa 3anycka

yTUNuTHLI iperf B pexunme cepsepa

Server listening on 5001 (test #1)
Server listening on 5002 (test #1)

13.15.3.3 BbinonHute komangy iperf3 -u -¢ 198.18.1.10 -p 5001 -b 100m -t 10 -T 1 & iperf3
-u -c 198.18.1.10 -p 5002 -b 100m -t 10 -T 2 Ha PC1 gnsa 3anycka yTunuTbl iperf B pexume

KnneHTa

: Connecting to host 198.18.1.10, port 5001
: Connecting to host 198.18.1.10, port 5002
: [ 5] local 198.18.0.10 port 35355 connected to 198.18.1.10 port 5001
: [ 5] local 198.18.0.10 port 47223 connected to 198.18.1.10 port 5002

N R, N -

13.15.3.4 Tlocne 3anycka ytunutel iperf B pexume knueHta Ha PC1, ybeantechb 4To Ha
PC2 nponyckHasi CnocCOBHOCTb COOTBETCTBYET KOHpUrypaumm
Bitrate ogHoro notoka UDP-Tpaduka cootBeTcTBYyeT ~15 Mbit/sec, Bitrate BToporo notoka

UDP-Tpachmka cootBeTcTBYyeT ~80-85 Mbit/sec.

Server listening on 5001 (test #1)
Server listening on 5002 (test #1)

Accepted connection from 198.18.0.10, port 33880

Accepted connection from 198.18.0.10, port 60562

[ 5] local 198.18.1.10 port 5001 connected to 198.18.0.10 port 49533

[ 5] local 198.18.1.10 port 5002 connected to 198.18.0.10 port 60473

[ ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams

[ ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams

[ 5] 0.00-1.00 sec 1.94 MBytes 16.3 Mbits/sec 1.132 ms 79/1483 (5.3%)

[ 5] 0.00-1.00 sec 9.44 MBytes 79.2 Mbits/sec 0.278 ms 408/7244 (5.6%)
[ 5] 1.00-2.00 sec 9.69 MBytes 81.3 Mbits/sec 0.251 ms 1606/8625 (19%)
[ 5] 1.00-2.00 sec 1.71 MBytes 14.4 Mbits/sec 1.138 ms 7334/8573 (86%)
[ 5] 2.00-3.00 sec 9.69 MBytes 81.3 Mbits/sec 0.268 ms 1623/8641 (19%)
[ 5] 2.00-3.00 sec 1.71 MBytes 14.4 Mbits/sec 1.385 ms 7453/8692 (86%)
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[ 5] 3.00-4.00 sec 9.69 MBytes 81.3 Mbits/sec 0.210 ms 1601/8619 (19%)
[ 5] 3.00-4.00 sec 1.71 MBytes 14.3 Mbits/sec 1.154 ms 7335/8573 (86%)
[ 5] 4.00-5.00 sec 1.71 MBytes 14.3 Mbits/sec 1.506 ms 7446/8684 (86%)
[ 5] 4.00-5.00 sec 9.69 MBytes 81.3 Mbits/sec 0.309 ms 1630/8648 (19%)
[ 5] 5.00-6.00 sec 9.69 MBytes 81.3 Mbits/sec 0.211 ms 1603/8622 (19%)
[ 5] 5.00-6.00 sec 1.71 MBytes 14.4 Mbits/sec 1.138 ms 7335/8574 (86%)
[ 5] 6.00-7.00 sec 9.69 MBytes 81.3 Mbits/sec 0.217 ms 1623/8641 (19%)
[ 5] 6.00-7.00 sec 1.71 MBytes 14.3 Mbits/sec 1.505 ms 7453/8691 (86%)
[ 5] 7.00-8.00 sec 1.34 MBytes 11.3 Mbits/sec 0.210 ms 8804/9777 (90%)
[ 5] 7.00-8.00 sec 1.61 MBytes 13.5 Mbits/sec 0.277 ms 14362/15528 (92%)
[ 5] 8.00-9.00 sec 1.74 MBytes 14.6 Mbits/sec 1.260 ms 450/1708 (26%)

[ 5] 8.00-9.00 sec 9.67 MBytes 81.1 Mbits/sec 0.199 ms 487/7486 (6.5%)
[ 5] 9.00-10.00 sec 9.69 MBytes 81.3 Mbits/sec 0.246 ms 1600/8618 (19%)
[ 5] 9.00-10.00 sec 1.71 MBytes 14.3 Mbits/sec 1.824 ms 7454/8692 (86%)
[ 5] 10.00-10.06 sec 636 KBytes 81.3 Mbits/sec 0.288 ms 120/570 (21%)

[ 5] 10.00-10.06 sec 113 KBytes 14.5 Mbits/sec 1.602 ms 458/538 (85%)

[ ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams
[ ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams
[ 5] 0.00-10.06 sec 17.4 MBytes 14.5 Mbits/sec 1.602 ms 67159/79736 (84%) receiver
[ 5] 0.00-10.06 sec 88.9 MBytes 74.1 Mbits/sec 0.288 ms 21105/85491 (25%) receiver
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14CpencrtBa obecnevyeHMs HaAEeXHOCTU CeTH
14.1 HacTtpowmka Bond (bonding lacp)

14.1.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pUCyHkKe 82 B KayecTBe OCHOBHOIO yCTpOVICTBa Bbl6paH CepBVICHbIIZ

MapLpyTusaTop (ganee RouterB).

Ha RouterB HacTpoeHbl nHTepdenchl 1 arpermposaHme kaHanoB (bonding) - nHtepdenc
BondO - IP address 192.168.0.2.

PC RouterB

el eth1

»
Bond0:192.168.0.1 Bond0:192.168.0.2 E. e

e2 eth2

L

PucyHok 82 — Cxema HacTponku npoTokosia Bond

14.1.2 3JTanbl HACTPOMNKMU CETH

14.1.2.1 Bowgute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOMCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro obopyaoBaHUdA, OOHUM U3 FNaBHbIX LWIAroB, SIBMSETCA BXO4 B
KOHOUTypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKU. B KOH(UrypaumMOHHOM peXmme MOXHO MU3MEHSATb HACTPOMKU UHTEePdENCcos,
MapLpyTusaumto, 6e3onacHoCTb 1 gpyrme napameTpbl YCTPOUCTB.

14.1.2.2 HacTpounTe KOHeYHble ycTpoucTsea - PC

14.1.2.3 Hactpownka RouterB

14.1.2.3.1 OTknouMTE TEKYLLUIA Vlan NCnonb3yemblin N0 yMOMYaHWUIO
RouterB(config)#no interface vlianl

14.1.2.3.2 Bkntouute nHtepdenc eth1
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RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

14.1.2.3.3 Bknwounte nHtepdgenc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#exit

14.1.2.3.4 HacTtpoute nutepdcenc Bond0

RouterB(config)#interface bond0
RouterB(config-if-[bond0])#ip address 192.168.0.2/24
RouterB(config-if-[bond0])#enslave ethl
RouterB(config-if-[bond0])#enslave eth2
RouterB(config-if-[bond0])#hash-policy layer3+4
RouterB(config-if-[bond0])#mode 802.3ad
RouterB(config-if-[bond0])#lacp-rate fast
RouterB(config-if-[bond0])#no shutdown
RouterB(config-if-[bond0])#end

14.1.2.4 CoxpaHuTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEK Ha yCTponcTBax

14.1.3 TlpoBepKa HacTpoek

14.1.3.1 T[lpoBepbTe HacTponkn bond Ha PC

14.1.3.2 BbinonHute komaHay iperf server bind 192.168.0.2 interval 1 Ha RouterB gnsa

NpPOBEpPKM NPONYCKHON CNOCOGHOCTY

Server listening on TCP port 5001
TCP window size: 85.3 KByte (default)

[ 1] local 192.168.0.2 port 5001 connected with 192.168.0.1 port 53554 (icwnd/mss/irtt=14/1460/630)
[ 2] local 192.168.0.2 port 5001 connected with 192.168.0.1 port 53568 (icwnd/mss/irtt=14/1460/555)

[ID] Interval  Transfer Bandwidth

[ 1] 0.0000-1.0000 sec 97.7 MBytes 819 Mbits/sec

[ 2] 0.0000-1.0000 sec 93.1 MBytes 781 Mbits/sec
[SUM] 0.0000-1.0000 sec 191 MBytes 1.60 Gbits/sec
[ 1] 1.0000-2.0000 sec 113 MBytes 949 Mbits/sec

[ 2] 1.0000-2.0000 sec 113 MBytes 949 Mbits/sec
[SUM] 1.0000-2.0000 sec 226 MBytes 1.90 Gbits/sec
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[ 1] 2.0000-3.0000 sec 113 MBytes 950 Mbits/sec
[ 2] 2.0000-3.0000 sec 113 MBytes 949 Mbits/sec
[SUM] 2.0000-3.0000 sec 226 MBytes 1.90 Gbits/sec

14.1.3.3 BbinonHute komaHgy iperf server bind 192.168.0.2 interval 1 gnsa nposepku
arperaumn kananos. [Nepen npoBepkon BbikntoumTe eth1 Ha RouterB n nocmoTpuTe nonaeT nm
TpaduKk.

14.1.3.3.1 Bebikntounte eth1 Ha RouterB

RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#shutdown
RouterB(config-if-[eth2])#exit

14.1.3.3.2 BbIinonHuTe npoBepky

Server listening on TCP port 5001
TCP window size: 85.3 KByte (default)

[ 1] local 192.168.0.2 port 5001 connected with 192.168.0.1 port 48282 (icwnd/mss/irtt=14/1460/629)
[ID] Interval  Transfer Bandwidth
[ 1] 0.0000-1.0000 sec 96.7 MBytes 811 Mbits/sec

[ 2] local 192.168.0.2 port 5001 connected with 192.168.0.1 port 48298 (icwnd/mss/irtt=14/1460/422)
[ 2] 0.0000-1.0000 sec 48.6 MBytes 408 Mbits/sec

[ 1] 1.0000-2.0000 sec 62.5 MBytes 524 Mbits/sec

[SUM] 1.0000-2.0000 sec 111 MBytes 932 Mbits/sec

14.2 Hactpowuka npoTtokona otkazoyctonunBoctu Ha WAN noptax CARP

14.2.1 OnucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 83 B KauyeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHLIE
MapLpyTtmnsaTtopsbl - RouterA, RouterB, RouterC, RouterD.

Ha maplpyTtmnsatopax HacTpoeHbl UHTEPAKNCHI N MapLLpyTU3auus.

Ha RouterA n RouterB HacTpoeH lNMpoTtokon Aynnukauun O6wero Agpeca (CARP).
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RouterA

——
O oooo seecl----
='n poon eth2 . aaaa

Ipv4: 200.1.0.2/24 ! 1!
1

A 1

eth1 VLAN201

Ipv4:100.1.0.1/24

101:2.2.2.2/32 switchport2

1

: swithport1 1

. 1 eth2

1 ' Ipv4: 201.1.0.2/24
1

! lo1: 1.1.1.1/32

1 0 O 77 ] : 8 O = 00

! =0 pooo - " =1 oooo

I switchport2 | eth1

! ' Ipv4:100.1.0.2/24

! RouterC . RouterB

: i

. 1

1 1

PucyHok 83 — Cxema HacTponku npoTtokosia CARP

14.2.2 JTanbl HACTPOMKMU CETU

14.2.2.1 Bowgute B pexum rnobanbHOM KOHUrypaumm Ha YCTpoMCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUdA, OAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKU. B  KOH(UrypauMOHHOM peXuMme MOXHO WU3MEHHATb HaCTPOMKN  UNHTepPdencos,
MapLupyTusaumto, 6e3o0nacHoOCTb 1 gpyrme napameTpbl YCTPOWCTB.

14.2.2.2 Hactpounte RouterA

14.2.2.2.1 Hactpoute nHTepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 100.1.0.1/24
RouterA(config-if-[eth1])#exit
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14.2.2.2.2 Hactpoute nutepdemnc eth2

RouterA(config)t#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 200.1.0.2/24
RouterA(config-if-[eth2])#exit

14.2.2.2.3 HacTtpouTte mapLipyTmMsauuto

RouterA(config)#ip route 2.2.2.2/32 200.1.0.1
RouterA(config)#ip route 1.1.1.1/32 100.1.0.5

14.2.2.2.4 Bsegute komaHabl ans 3anycka [potokona Oynnukaumm O6uwero Agpeca
(CARP) Ha nHtepdence

RouterA(config)#carp ethl id 1 address 100.1.0.10 password istokistok timer 3
RouterA(config)t#tend

14.2.2.3 Hactpownte RouterB
14.2.2.3.1 Hactpoute nutepdcemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 100.1.0.2/24
RouterB(config-if-[eth1])#exit

14.2.2.3.2 Hactpoute nutepdcemnc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 201.1.0.2/24
RouterB(config-if-[eth2])#exit

14.2.2.3.3 HacTtpouTte mapLupyTmsauuto
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RouterB(config)#ip route 1.1.1.1/32 100.1.0.5
RouterB(config)#ip route 2.2.2.2/32 201.1.0.1

14.2.2.3.4 BBeaunte komaHabl Aona 3anycka [poTtokona [Oynnukaumm O6wero Agpeca
(CARP) Ha nHTepdence

RouterB(config)#carp ethl id 1 address 100.1.0.10 password istokistok timer 3
RouterB(config)#end

14.2.2.4 Hactpownte RouterC

14.2.2.4.1 Hactpowute loopack-uHtepdenc lo1

RouterC(config)#tinterface lo1
RouterC(config-if-[lo1])#no shutdown
RouterC(config-if-[lo1])#ip address 1.1.1.1/32
RouterC(config-if-[lo1])#exit

14.2.2.4.2 Hactpoute nutepdemnc switchport1

RouterC(config)#finterface switchportl
RouterC(config-switchport1)#no shutdown
RouterC(config-switchport1)#switchport access vlian 100
RouterC(config-switchport1)#exit

14.2.2.4.3 Hactpoute nutepdemnc switchport2

RouterC(config)#tinterface switchport2
RouterC(config-switchport2)#no shutdown
RouterC(config-switchport2)#switchport access vian 100
RouterC(config-switchport2)#exit

14.2.2.4.4 BHecute VLAN B 6a3y gaHHbIX
RouterC(config)#vlan 100

14.2.2.4.5 HacTtpouTte mapLipyTmMsauuio

Bepcusa 8.0 347



Cpe,EI,CTBa obecneveHnsa HageXXHOCTU CETH

MHCTpyKUMS No HacTporke
KPII.465614.0011C3

RouterC(config)#ip route 0.0.0.0/0 100.1.0.10
14.2.2.4.6 Hactpowure interface vlan100

RouterC(config)#interface vlan100
RouterC(config-if-[vlan100])#vid 100 ethertype 0x8100
RouterC(config-if-[vlan100])#no shutdown
RouterC(config-if-[vlan100])#ip address 100.1.0.5/24
RouterC(config-if-[vlan100])#end

14.2.2.5 Hactponte RouterD
14.2.2.5.1 HactpouTe loopback-uHtepdenc lo1

RouterD(config)#tinterface lol
RouterD(config-if-[lo1])#no shutdown
RouterD(config-if-[lo1])#ip address 2.2.2.2/32
RouterD(config-if-[lo1])#exit

14.2.2.5.2 HactpouTe nHrepgenc switchport1

RouterD(config)#interface switchportl
RouterD(config-switchportl)#no shutdown
RouterD(config-switchportl)#switchport access vian 200
RouterD(config-switchportl)#exit

14.2.2.5.3 Hactpoute nutepdemnc switchport2

RouterD(config)#interface switchport2
RouterD(config-switchport2)#no shutdown
RouterD(config-switchport2)#switchport access vlian 201
RouterD(config-switchport2)#exit

14.2.2.5.4 Brecute VLAN B 6a3y gaHHbIX
RouterD(config)#vlan 200-201

14.2.2.5.5 HacTtpouTte mapLupyTmMsauuto
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RouterD(config)#ip route 1.1.1.1/32 201.1.0.2 20
RouterD(config)#ip route 1.1.1.1/32 200.1.0.2 10

14.2.2.5.6 Hactpowure interface vlan200

RouterD(config)#interface vlan200
RouterD(config-if-[vlan200])#vid 200 ethertype 0x8100
RouterD(config-if-[vlan200])#no shutdown
RouterD(config-if-[vlan200])#ip address 200.1.0.1/24
RouterD(config-if-[vlan200])#exit

14.2.2.5.7 HactpowurTe interface vian201

RouterD(config)#tinterface vlan201
RouterD(config-if-[vlan201])#vid 201 ethertype 0x8100
RouterD(config-if-[vlan201])#no shutdown
RouterD(config-if-[vlan201])#ip address 201.1.0.1/24
RouterD(config-if-[vlan201])#end

14.2.2.6 CoxpaHuTe HaCTPOWNKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponCcTBax

14.2.3 TpoBepkKa HacTpoek

14.2.3.1 BbinonHute komaHay show carp eth1 Ha RouterA gns npocmoTpa BbiBoAa

HacTpoek npoTtokona CARP

ethernetl
Group ID: 1
Group IP: 100.1.0.10
Password: GQxbNXEmynaED230FsQ4jAA=
Adv. time: 3

14.2.3.2 BbinonHute komaHgy show carp eth1 Ha RouterB ansa npocmoTtpa BbiBoga

HacTpoek npoTtokona CARP

ethernetl
Group ID: 1
Group IP: 100.1.0.10
Password: GQxbNXEmynaED230FsQ4jAA=
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Adv. time: 3

14.2.3.3 BbinonHute komaHay ping 2.2.2.2 source 1.1.1.1 Ha RouterC, u4T06bl

NPOBEPUTL, YTO TpaduK NpPoxoanT Yepes RouterA

PING 2.2.2.2 (2.2.2.2) from 1.1.1.1 : 56(84) bytes of data.
64 bytes from 2.2.2.2: icmp_seq=1 ttl=63 time=1.21 ms
64 bytes from 2.2.2.2: icmp_seq=2 ttlI=63 time=1.13 ms
64 bytes from 2.2.2.2: icmp_seq=3 ttl=63 time=1.12 ms

14.2.3.4 BeinonHute komaHgy tcpdump eth1 Ha RouterA ana aHanusa Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
21:22:19.498426 1P 1.1.1.1 > 2.2.2.2: ICMP echo request, id 15699, seq 6, length 64
21:22:19.498999 1P 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 15699, seq 6, length 64

14.2.3.5 Otkntounte nopt switchport1 Ha RouterD u yb6eguTtecn, 4to Tpaduk ¢ RouterC
noet yepes RouterB

14.2.3.6 BbinonHute komaHgy tcpdump eth1 Ha RouterB ana aHanusa Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
06:37:19.021899 1P 1.1.1.1 > 2.2.2.2: ICMP echo request, id 15860, seq 26, length 64
06:37:19.022546 1P 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 15860, seq 26, length 64

14.3 HacTpowuka npoTtokona otkazoyctonumBoct Ha WAN noptax VRRPv2

14.3.1 OnucaHue HaCTPOMUKMU

Kak nokasaHO Ha pucyHke 84 B Ka4yeCTBe OCHOBHOMO YCTPOMWCTBA BblOpaHbl CepBUCHbIE
MapLpyTunsaTopsl - RouterA n RouterB.

PC1 n PC2 B3aamogentBytoT 4epe3 RouterA m RouterB, Ha KoOTOpbIXx HacTpoeHa
MapuwpyTtmsaumsa yepes VRRP virtual ip.

Virtual ip ykasbiBaeTcs, Kak W03, MO YMOMYaHMIO U B 3aBMCUMOCTU OT COCTOSHUSA

master/backup 6ygeTt HaxoguTca Ha ogHOM u3 aAByXx Router.
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RouterA

eth2:100.0.0.2/24 ey ©th1:192.168.0.2/24
=:pn ppon

PC2 PC1

100.0.0.50/24 192.168.0.50/24
VIP:100.0.0.1 VIP:192.168.0.1

RouterB

th2:100.0.0.3/24 SBel2==N eth1:192.168.0.3/24

PucyHok 84 — Cxema HacTpomnku npoTokona otkasoyctonymsoctn VRRPv2

14.3.2 OTanbl HACTPOMKU CETU

14.3.2.1 Bowngute B pexum rnobanbHON KOHUrypauum Ha YCTpPOMUCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OOAHUM U3 FMaBHbIX LWAroB, ABNAETCS BXOL B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypaumuoHHbIA PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTPOKU. B KOH(UrypauMOHHOM peXuMme MOXHO WU3MEHATb HAaCTPOWKM WUHTEpPeNcos,
MapLipyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

14.3.2.2 Hactponte RouterA

14.3.2.2.1 OTknoumTe TeKyLwmin vlan ncnonb3yemMbii N0 yMOSYaHMIo
RouterA(config)#no interface vlanl
14.3.2.2.2 Hactpoute nutepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.2/24
RouterA(config-if-[eth1])#exit

14.3.2.2.3 Hactpoute nHtepdemnc eth2
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RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 100.0.0.2/24
RouterA(config-if-[eth2])#exit

14.3.2.2.4 Cosgante n HacTponte ak3emnnsp VRRP1

RouterA(config)#vrrp 1
RouterA(config-vrrp-[1])#advertising-interval 1.0
RouterA(config-vrrp-[1])#interface ethl
RouterA(config-vrrp-[1])#priority 100
RouterA(config-vrrp-[1])#track interface eth2
RouterA(config-vrrp-[1])#version 2
RouterA(config-vrrp-[1])#virtual ip 192.168.0.1/24
RouterA(config-vrrp-[1])#virtual-router-id 101
RouterA(config-vrrp-[1])#fauthentication password istokistok
RouterA(config-vrrp-[1])#exit

14.3.2.2.5 Cosgante n HacTponte ak3emnnsp VRRP2

RouterA(config)#tvrrp 2
RouterA(config-vrrp-[2])#advertising-interval 1.0
RouterA(config-vrrp-[2])#interface eth2
RouterA(config-vrrp-[2])#priority 100
RouterA(config-vrrp-[2])#track interface ethl
RouterA(config-vrrp-[2])#version 2
(
(
(
(
(

RouterA(config-vrrp-[2])#virtual-router-id 102
RouterA(config-vrrp-[2])#authentication password istokistok
RouterA(config-vrrp-[2])#exit

RouterA(config)#vrrp on

)
)

)
RouterA(config-vrrp-[2])#virtual ip 100.0.0.1/24
)

)

)

14.3.2.3 Hactpownte RouterB

14.3.2.3.1 OTkno4MTE TEKYLLUIA Vlan NCNonb3yemblin N0 yMOMYaHWUIO
RouterB(config)#no interface vlianl
14.3.2.3.2 Hactpoute nHTepdemnc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
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RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 192.168.0.3/24
RouterB(config-if-[eth1])#exit

14.3.2.3.3 Hactpoute nutepdeinc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 100.0.0.3/24
RouterB(config-if-[eth2])#exit

14.3.2.3.4 Cosgante u HacTponte ak3emnnsap VRRP1

RouterB(config)#vrrp 1
RouterB(config-vrrp-[1])#advertising-interval 1.0
RouterB(config-vrrp-[1])#interface ethl
RouterB(config-vrrp-[1])#priority 50
RouterB(config-vrrp-[1])#track interface eth2
RouterB(config-vrrp-[1])#version 2
RouterB(config-vrrp-[1])#virtual ip 192.168.0.1/24
RouterB(config-vrrp-[1])#virtual-router-id 101
RouterB(config-vrrp-[1])#authentication password istokistok
RouterB(config-vrrp-[1])#exit

14.3.2.3.5 Cosgante n HacTponte ak3emnnsap VRRP2

RouterB(config)#vrrp 2
RouterB(config-vrrp-[2])#advertising-interval 1.0
RouterB(config-vrrp-[2])#interface eth2
RouterB(config-vrrp-[2])#priority 50
RouterB(config-vrrp-[2])#track interface ethl
RouterB(config-vrrp-[2])#version 2
RouterB(config-vrrp-[2])#virtual ip 100.0.0.1/24
RouterB(config-vrrp-[2])#authentication password istokistok
RouterB(config-vrrp-[2])#virtual-router-id 102
RouterB(config-vrrp-[2])#exit
RouterB(config)#vrrp on

14.3.2.4 CoxpaHuTe HaCTPONKM

Mcnonb3yinte komaHay write <name> ons coxpaHeHUsa HacTPOeK Ha YCTponcTBax
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14.3.3 TlpoBepkKa HacTpoek
14.3.3.1 BbinonHute komaHay show vrrp Ha RouterA gns npocMoTpa HacTpoek

aksemnnsapa VRRP

VRRP enabled
VRRPv2 instance: 1
State: MASTER
Interface: ethl
Virtual Router ID: 101
Priority: 100
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
192.168.0.1/24
Tracking interfaces:
eth2
VRRPv2 checksum compatibility: False

VRRPvV2 instance: 2
State: MASTER
Interface: eth2
Virtual Router ID: 102
Priority: 100
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
100.0.0.1/24
Tracking interfaces:
ethl
VRRPv2 checksum compatibility: False

14.3.3.2 BbinonHute komaHgy show vrrp Ha RouterB ansa npocMoTpa HacTpoek

ak3emnnapa VRRP

VRRP enabled
VRRPv2 instance: 1
State: BACKUP
Interface: ethl
Virtual Router ID: 101
Priority: 50
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
192.168.0.1/24
Tracking interfaces:
eth2
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VRRPv2 checksum compatibility: False

VRRPv2 instance: 2
State: BACKUP
Interface: eth2
Virtual Router ID: 102
Priority: 50
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
100.0.0.1/24
Tracking interfaces:
ethl
VRRPv2 checksum compatibility: False

14.3.3.3 [lpoBepbTe CBA3HOCTb MEXAY KOHEYHbIMWU YCTPONCTBAMM
14.3.3.4 BbinonHute komangy tcpdump eth1 Ha RouterA, 4tobbl ybeamTbes, 4To Tpadumk

noet yepes RouterA (master)

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes

15:18:00.677480 IP 192.168.0.50 > 100.0.0.50: ICMP echo request, id 27975, seq 11, length 64
15:18:00.678052 IP 100.0.0.50 > 192.168.0.50: ICMP echo reply, id 27975, seq 11, length 64

15:18:01.364450 1P 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 100, authtype simple, intvl
1s, length 20

15:18:01.678702 IP 192.168.0.50 > 100.0.0.50: ICMP echo request, id 27975, seq 12, length 64
15:18:01.679284 IP 100.0.0.50 > 192.168.0.50: ICMP echo reply, id 27975, seq 12, length 64

15:18:02.364753 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 100, authtype simple, intvl
1s, length 20

15:18:02.680011 IP 192.168.0.50 > 100.0.0.50: ICMP echo request, id 27975, seq 13, length 64

14.3.3.5 BbinonHute komangy tcpdump eth1 Ha RouterB, 4tobbl ybeamtbes, 4To Tpadumk

He nget yepes RouterB (backup)

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes

15:18:16.995113 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 100, authtype simple, intvl
1s, length 20

15:18:17.995123 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 100, authtype simple, intvl
1s, length 20

15:18:18.995145 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 100, authtype simple, intvl
1s, length 20

15:18:19.995159 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 100, authtype simple, intvl
1s, length 20
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14.3.3.6 Wa3eneknte kabenb m3 WAN2 nopta RouterA (master) n ybeautecb, 4TO
RouterB (backup) nonyuut ctatyc VRRP master. 3anyctute tTpaduk n ybegmrech, YTO OH naet
yepes RouterB (master)

14.3.3.7 BbinonHute komaHay show vrrp Ha RouterB gns npocmoTpa HacTpoek

ak3emnnsapa VRRP

VRRP enabled
VRRPv2 instance: 1
State: MASTER
Interface: ethl
Virtual Router ID: 101
Priority: 50
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
192.168.0.1/24
Tracking interfaces:
eth2
VRRPv2 checksum compatibility: False

VRRPv2 instance: 2
State: MASTER
Interface: eth2
Virtual Router ID: 102
Priority: 50
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
100.0.0.1/24
Tracking interfaces:
ethl
VRRPv2 checksum compatibility: False

14.3.3.8 T[lpoBepbTe CBA3HOCTb MEXAY KOHEYHbIMW YCTPONCTBAMM
14.3.3.9 BbinonHute komangy tcpdump eth1 Ha RouterB, 4tobbl ybeamtbes, 4To Tpadumk

noet Yyepes RouterB (master)

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes

15:20:02.349536 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 50, authtype simple, intvl 1s,
length 20

15:20:02.730079 IP 192.168.0.50 > 100.0.0.50: ICMP echo request, id 28024, seq 5, length 64

15:20:02.730669 IP 100.0.0.50 > 192.168.0.50: ICMP echo reply, id 28024, seq 5, length 64

15:20:03.349604 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 50, authtype simple, intvl 1s,
length 20
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15:20:03.731296 IP 192.168.0.50 > 100.0.0.50: ICMP echo request, id 28024, seq 6, length 64
15:20:03.731855 IP 100.0.0.50 > 192.168.0.50: ICMP echo reply, id 28024, seq 6, length 64

15:20:04.349732 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 50, authtype simple, intvl 1s,
length 20

14.3.3.10 BbinonHute komaHgy tcpdump eth1 Ha RouterA, 4tobbl ybeamTbes, 4To Tpadumk
He nget yepes RouterA (backup)

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes

15:20:41.727641 1P 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 50, authtype simple, intvl 1s,
length 20

15:20:42.727718 IP 192.168.0.2 > 224.0.0.18: VRRPv2, Advertisement, vrid 101, prio 50, authtype simple, intvl 1s,
length 20

14.4 Hactpownka npoTtokona otkasoyctonumBoctu Ha WAN noptax VRRPv3

14.4.1 OnucaHue HaCTPOMUKMU

Kak nokasaHO Ha pucyHke 85 B Ka4yeCTBe OCHOBHOMO YCTPOMCTBA BblOpaHbl CepBUCHbIE
MapLpyTtmnsaTtopbl - RouterA n RouterB.

PC1 n PC2 B3aummopentByoT 4epe3 RouterA u RouterB, Ha KOTOpbIX HacTpoeHa
MapwpyTunsaums Yyepesd VRRP virtual ip.

Virtual ip ykasbiBaeTcs, Kak LUM3, MO YMOMYaHUIO M B 3aBUCMMOCTM OT COCTOSIHUS
master/backup 6yget HaxoguTca Ha ogHOM u3 aAByXx Router.

RouterA

eth2:2002:1:1::2/64 'O oooo eth1:2001:1:1::2/64
='n pooo

2002:1:1::50/64 2001:1:1::50/64

VIP:2002:1:1::1/64 VIP:2001:1::1/64

RouterB

eth2:2002:1:1::3/64 eth1:2002:1:1::3/64

PucyHok 85 — Cxema HacTtpoukun VRRPV3
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14.4.2 3JdTanbl HACTPOUKMU CETHU

14.4.2.1 Bowngute B pexum rrnobanbHOM KOHUrypaumm Ha YCTpoMCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHWs, OOHUM W3 FNaBHbIX LIAroB, ABNSETCA BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,
MapLipyTusauuio, 6e3onacHoCTb 1 apyrne napameTpbl YCTPOUCTB.

14.4.2.2 Hactponte RouterA

14.4.2.2.1 HactpouTe nHtepdemnc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2001:1:1::2/64
RouterA(config-if-[eth1])#exit

14.4.2.2.2 HactpouTe nHtepdemnc eth2

RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ipv6 address 2002:1:1::2/24
RouterA(config-if-[eth2])#exit

14.4.2.2.3 Cosgante un Hactpoute ak3emnnsp VRRP1

RouterA(config)#vrrp 1
RouterA(config-vrrp-[1]

(

( #advertising-interval 1.0
RouterA(config-vrrp-[1]

(

(

#authentication password istokistok
RouterA(config-vrrp-[1])#interface ethl
RouterA(config-vrrp-[1])#priority 100
RouterA(config-vrrp-[1])#track interface eth2
RouterA(config-vrrp-[1])#version 3
RouterA(config-vrrp-[1])#virtual ip 2001:1:1::1/64
RouterA(config-vrrp-[1])#virtual-router-id 101
RouterA(config-vrrp-[1])#exit

—_— — — —

14.4.2.2.4 Cosgante un HacTpoute ak3emnnsp VRRP2

RouterA(config)#vrrp 2
RouterA(config-vrrp-[2])#advertising-interval 1.0
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RouterA(config-vrrp-[2])#authentication password istokistok
RouterA(config-vrrp-[2])#interface eth2
RouterA(config-vrrp-[2])#priority 100
RouterA(config-vrrp-[2])#track interface ethl
RouterA(config-vrrp-[2])#version 3
RouterA(config-vrrp-[2])#virtual ip 2002:1:1::1/64
RouterA(config-vrrp-[2])#virtual-router-id 102
RouterA(config-vrrp-[2])#exit

14.4.2.2.5 Bkniounte VRRP

RouterA(config)#vrrp on

14.4.2.3 Hactpounte RouterB
14.4.2.3.1 HactpouTe nHTepdemnc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ipv6 address 2001:1:1::3/64
RouterB(config-if-[eth1])#exit

14.4.2.3.2 HactpouTe nHtepgemnc eth2

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ipv6 address 2002:1:1::3/64
RouterB(config-if-[eth2])#exit

14.4.2.3.3 Cosgante un Hactpoute ak3emnnsp VRRP1

RouterB(config)#tvrrp 1
RouterB(config-vrrp-[1])#advertising-interval 1.0
RouterB(config-vrrp-[1])#authentication password istokistok
RouterB(config-vrrp-[1])#interface ethl
RouterB(config-vrrp-[1])#priority 50
RouterB(config-vrrp-[1])#track interface eth2
RouterB(config-vrrp-[1])#version 3
RouterB(config-vrrp-[1])#virtual ip 2001:1:1::1/64
RouterB(config-vrrp-[1])#virtual-router-id 101
RouterB(config-vrrp-[1])#exit
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14.4.2.3.4 Cospgante un HacTpoute ak3emnnsap VRRP2

RouterB(config)#vrrp 2
RouterB(config-vrrp-[2])#advertising-interval 1.0
RouterB(config-vrrp-[2])#authentication password istokistok
RouterB(config-vrrp-[2])#interface eth2
RouterB(config-vrrp-[2])#priority 50
RouterB(config-vrrp-[2])#track interface ethl
RouterB(config-vrrp-[2])#version 3
RouterB(config-vrrp-[2])#virtual ip 2002:1:1::1/64
RouterB(config-vrrp-[2])#virtual-router-id 102
RouterB(config-vrrp-[2])#exit

14.4.2.3.5 Bknwouute VRRP

RouterB(config)#vrrp on

14.4.2.4 CoxpaHuTe HaCTPOWNKM

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

14.4.3 TpoBepkKa HacTpoek
14.4.3.1 BbinonHute komaHgy show vrrp Ha RouterA gnd npocmMoTpa HacTpoek

ak3emnnapa VRRP

VRRP enabled
VRRPv3 instance: 1
State: MASTER
Interface: ethl
Virtual Router ID: 101
Priority: 100
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
2001:1:1::1/64
Tracking interfaces:
eth2
VRRPv2 checksum compatibility: False

VRRPv3 instance: 2
State: MASTER
Interface: eth2
Virtual Router ID: 102
Priority: 100
Advertising interval: 1.0 s
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Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
2002:1:1::1/64
Tracking interfaces:
ethl
VRRPv2 checksum compatibility: False

14.4.3.2 BbinonHute komangy show vrrp

ak3emnnsapa VRRP

RouterB(config)#show vrrp
VRRP enabled
VRRPv3 instance: 1
State: BACKUP
Interface: ethl
Virtual Router ID: 101
Priority: 50
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
2001:1:1::1/64
Tracking interfaces:
eth2
VRRPv2 checksum compatibility: False

VRRPv3 instance: 2
State: BACKUP
Interface: eth2
Virtual Router ID: 102
Priority: 50
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
2002:1:1::1/64
Tracking interfaces:
ethl
VRRPv2 checksum compatibility: False

Ha RouterB gna npocmoTtpa HacTpoek

14.4.3.3 BbinonHute komaHgy tcpdump eth1 Ha RouterA gna aHanusa Tpadwuka.

Y6egutech, 4To Tpaduk naet Yepes RouterA(master)

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
10:20:39.948366 IP6 2001:1:1::50 > 2002:1:1::50: ICMP6, echo request, seq 7, length 64
10:20:39.949015 IP6 2002:1:1::50 > 2001:1:1::50: ICMP6, echo reply, seq 7, length 64
10:20:40.283706 IP6 fe80::963f:bbff:fe00:3035 > ff02::12: ip-proto-112 24
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10:20:40.949690 IP6 2001:1:1::50 > 2002:1:1::50: ICMP6, echo request, seq 8, length 64
10:20:40.950278 IP6 2002:1:1::50 > 2001:1:1::50: ICMP6, echo reply, seq 8, length 64

14.4.3.4 BebinonHute komaHay tcpdump eth1 Ha RouterB ana aHanusa Tpadwuka.

YbeaunTtecn, 4To Tpaduk He naet Yepes RouterB(backup)

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
10:18:54.822221 IP6 fe80::963f:bbff:fe00:3035 > ff02::12: ip-proto-112 24
10:18:55.822239 IP6 fe80::963f:bbff:fe00:3035 > ff02::12: ip-proto-112 24
10:18:56.822243 |P6 fe80::963f:bbff:fe00:3035 > ff02::12: ip-proto-112 24

14.4.3.5 MWsBnekute kabeno ns WAN2 nopta RouterA(master) n ybegurtecb, 4TO
RouterB(backup) nonyuyun cratyc vrrp master. 3anyctute Tpaduk Tem xe crnocobom u
ybegutecnb, 4TO OH naet Yyepea RouterB(master)

14.4.3.6 BbinonHute komaHgy show vrrp Ha RouterB gna npocmoTpa HacTpoek

ak3emnnapa VRRP

VRRP enabled
VRRPv3 instance: 1
State: MASTER
Interface: ethl
Virtual Router ID: 101
Priority: 50
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
2001:1:1::1/64
Tracking interfaces:
eth2
VRRPv2 checksum compatibility: False

VRRPv3 instance: 2
State: MASTER
Interface: eth2
Virtual Router ID: 102
Priority: 50
Advertising interval: 1.0 s
Password: XwUjnmGdVwVkJ91xR8bNugA=
Virtual addresses:
2002:1:1::1/64
Tracking interfaces:
ethl
VRRPv2 checksum compatibility: False
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14.4.3.7 BbinonHute komaHay tcpdump eth1 Ha RouterB ans aHanusa Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
10:21:20.045627 IP6 fe80::963f:bbff:fe00:3041 > ff02::12: ip-proto-112 24
10:21:20.494180 IP6 2001:1:1::50 > 2002:1:1::50: ICMP6, echo request, seq 6, length 64
10:21:20.494746 1P6 2002:1:1::50 > 2001:1:1::50: ICMP6, echo reply, seq 6, length 64
10:21:21.045717 IP6 fe80::963f:bbff:fe00:3041 > ff02::12: ip-proto-112 24
10:21:21.495397 IP6 2001:1:1::50 > 2002:1:1::50: ICMP6, echo request, seq 7, length 64
10:21:21.495983 IP6 2002:1:1::50 > 2001:1:1::50: ICMP6, echo reply, seq 7, length 64

14.4.3.8 BobinonHute komaHgy tcpdump eth1 Ha RouterA ana aHanusa Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
10:23:56.516861 IP6 fe80::963f:bbff:fe00:3041 > ff02::12: ip-proto-112 24
10:23:57.516929 IP6 fe80::963f:bbff:fe00:3041 > ff02::12: ip-proto-112 24
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15®yHKUUMN ceTeBOM 3aUThbI

15.1 HacTpouka mexceTeBOro aKpaHMpoBaHMA Ha OCHoBe |IP-agpeca UCTOYHUKA

15.1.1 OnwucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 86 B KayecTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEpPBUCHbIE
mMapLipyTusartopsbl (ganee RouterA n RouterB).

BbinonHeHo msnyeckoe NoakrtoyeHme 1 HacTporka obopyaoBaHuUs.

Ha RouterA HacTpoeHbl cab-nHtepdencel - eth1.10 (IP address 198.18.10.1/24) n eth1.20
(IP address 198.18.20.1/24).

Ha RouterB HacTpoeHbl cab-nHtepdencel - eth1.10 (IP address 198.18.10.2/24) n eth1.20
(IP address 198.18.20.2/24).

VLAN 10 VLAN 10
RouterA Ipv4: 198.18.10.1/24 Ipv4: 198.18.10.2/24 ' RouterB
eth1.10 eth1.10
O ggoo O Ogog
=35 =B
eth1.20 eth1.20
Ipv4: 198.18.20.1/24 Ipv4: 198.18.20.2/24
VLAN 20 VLAN 20

PucyHok 86 — Cxema HaCTpONKn MexXceTeBoro 3kpaHMpoBaHnsa Ha ocHoBe |IP-agpeca

MCTOYHMKa

15.1.2 3Tanbl HACTPOMKMU CETN

15.1.2.1 Bowgute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FNaBHbIX LIAroB, ABMASETCS BXO4 B
KOH(UrypaUMOHHbIN pexnM. KoOHMUrypaumMoHHbIA peXnm - 3T0 OOAUH U3 PEXMMOB KOMaHLHOM
CTpokM. B KOH(UrypauuMOHHOM peXume MOXHO U3MEHSATb HAaCTPOVKU UHTepdEencos,
MapLpyTusaumto, 6e3onacHoOCTb 1 gpyrme napameTpbl YCTPOUCTB.

15.1.2.2 Hactponte RouterA

15.1.2.2.1 HactpouTe nHTepdemnc eth1

RouterA(config)ttinterface ethl
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RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

15.1.2.2.2 Hactpoute nutepcenc eth1.10

RouterA(config)#interface eth1.10
RouterA(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterA(config-if-[eth1.10])#ip address 198.18.10.1/24
RouterA(config-if-[eth1.10])#no shutdown
RouterA(config-if-[eth1.10])#exit

15.1.2.2.3 Hactpownte nutepdeinc eth1.20

RouterA(config)#interface eth1.20
RouterA(config-if-[eth1.20])#vid 20 ethertype 0x8100
RouterA(config-if-[eth1.20])#ip address 198.18.20.1/24
RouterA(config-if-[eth1.20])#no shutdown
RouterA(config-if-[eth1.20])#end

15.1.2.3 Hactpownte RouterB
15.1.2.3.1 HactpowuTe nHTepemc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

15.1.2.3.2 Hactpowute nutepcpenc eth1.10

RouterB(config)#tinterface eth1.10
RouterB(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterB(config-if-[eth1.10])#ip address 198.18.10.2/24
RouterB(config-if-[eth1.10])#no shutdown
RouterB(config-if-[eth1.10])#exit

15.1.2.3.3 Hactpoute nutepcenc eth1.20

RouterB(config)ttinterface eth1.20
RouterB(config-if-[eth1.20])#vid 20 ethertype 0x8100
RouterB(config-if-[eth1.20])#ip address 198.18.20.2/24
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RouterB(config-if-[eth1.20])#no shutdown
RouterB(config-if-[eth1.20])#exit

15.1.2.3.4 HacTtpounTe cnMcok KOHTponsa gocTtyna Ha RouterB

RouterB(config)#ip access-list default sourceip 0.0.0.0/0 protocol tcp destinationports 22
RouterB(config)#ip access-list sourceip_permit sourceip 198.18.10.1/32
RouterB(config)#ip access-list sourceip_deny sourceip 0.0.0.0/0

15.1.2.3.5 BkntounTe cdounbTpaumio Tpadumka, UCNonb3ys CAMCKN KOHTPONS A4OCTyna

RouterB(config)#ip filter input position 10 permit access-list default
RouterB(config)#ip filter input position 20 permit access-list sourceip_permit
RouterB(config)#ip filter input position 30 deny access-list sourceip_deny

15.1.2.4 CoxpaHuTe HaCTPOWKn

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

15.1.3 TlpoBepka HacTpoek
15.1.3.1 BbIinonHute komaHgy ping 198.18.10.2 repeat 8 Ha RouterA ana npoBepku

CBA3HOCTU RouterA u RouterB nocne BKYeHUs ounbTpaunm CMCKOB KOHTPONA JOCTyna

PING 198.18.10.2 (198.18.10.2) 56(84) bytes of data.

64 bytes from 198.18.10.2: icmp_seq=1 ttl=64 time=1.03 ms
64 bytes from 198.18.10.2: icmp_seq=2 ttl=64 time=0.977 ms
64 bytes from 198.18.10.2: icmp_seq=3 ttl=64 time=0.964 ms
64 bytes from 198.18.10.2: icmp_seq=4 ttl=64 time=1.00 ms
64 bytes from 198.18.10.2: icmp_seq=5 ttl=64 time=0.932 ms
64 bytes from 198.18.10.2: icmp_seq=6 ttl=64 time=0.999 ms
64 bytes from 198.18.10.2: icmp_seq=7 ttl=64 time=0.955 ms
64 bytes from 198.18.10.2: icmp_seq=8 ttl=64 time=0.989 ms
--- 198.18.10.2 ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time 14ms rtt min/avg/max/mdev
=0.932/0.981/1.029/0.032 ms

15.1.3.2 BbIinonHute komaHgy ping 198.18.20.2 repeat 8 Ha RouterA ana npoBepku

cBA3HOCTU RouterA v RouterB nocrne BknioyeHUsa unbTpaumm CMCKoOB KOHTPOSA AocTyna

---198.18.20.2 ping statistics ---
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8 packets transmitted, 0 received, 100% packet loss, time 14ms
15.2 HacTpomka mexceTeBOro aKpaHUMpoBaHUA Ha OCHOBe |IP-agpeca Ha3Ha4vYeHus

15.2.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 87 B KayeCTBE€ OCHOBHbIX YCTPOMCTB BblOpaHbl CEPBUCHbIE
MapLupyTusaTopbl (aanee RouterA n RouterB).

BbinonHeHo msnyeckoe NoakrtoyeHme 1 HacTporka obopygoBaHus.

Ha RouterA HacTpoeHbl cab-uHtepdenco - eth1.10 (IP address 198.18.10.1/24) n eth1.20
(IP address 198.18.20.1/24).

Ha RouterB HacTpoeHbl cab-nHtepdencel - eth1.10 (IP address 198.18.10.2/24) n eth1.20
(IP address 198.18.20.2/24).

VLAN 10 VLAN 10

Ipv4: 198.18.10.1/24 Ipv4: 198.18.10.2/24

RouterA eth1.10 eth1.10 RouterB
Rz s s of——mM M M B Do
= T

eth1.20 eth1.20

Ipv4: 198.18.20.1/24 Ipv4: 198.18.20.2/24
VLAN 20 VLAN 20

PucyHok 87 — Cxema HaCTpoOnKn MeXCceTeBOro SKpaHnpoBaHus Ha ocHoBe |IP-agpeca

Ha3Ha4YeHund

15.2.2 JTanbl HACTPOMKMU CETU

15.2.2.1 Bowgute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOMCTBax nepen
HaCTPOUKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OAHUM U3 FMNaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypaumMOHHbIN pexnM. KoHUrypaumoHHbIN peXxmnm - 3T0 OOAUH U3 PEXMMOB KOMaHOHOM
CTPOKN. B  KOHPUIrypauUMOHHOM pexnMe MOXHO U3MEHATb HACTPOWMKU UHTepdEemncosB,
MapLupyTusaumio, 6e3o0nacHoOCTb 1 apyrme napameTpbl YCTPOWCTB.

15.2.2.2 Hactpounte RouterA

15.2.2.2.1 HactpouTe nHTepdemnc eth1
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RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

15.2.2.2.2 Hactpoute nutepcpenc eth1.10

RouterA(config)#interface eth1.10
RouterA(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterA(config-if-[eth1.10])#ip address 198.18.10.1/24
RouterA(config-if-[eth1.10])#no shutdown
RouterA(config-if-[eth1.10])#exit

15.2.2.2.3 Hactponte nutepdeinc eth1.20

RouterA(config)#interface eth1.20
RouterA(config-if-[eth1.20])#vid 20 ethertype 0x8100
RouterA(config-if-[eth1.20])#ip address 198.18.20.1/24
RouterA(config-if-[eth1.20])#no shutdown
RouterA(config-if-[eth1.20])#end

15.2.2.3 Hactpownte RouterB
15.2.2.3.1 HacTtpowuTe nHtepemc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

15.2.2.3.2 Hactponte nntepcenc eth1.10

RouterB(config)#tinterface eth1.10
RouterB(config-if-[eth1.10])#vid 10 ethertype 0x8100
RouterB(config-if-[eth1.10])#ip address 198.18.10.2/24
RouterB(config-if-[eth1.10])#no shutdown
RouterB(config-if-[eth1.10])#exit

15.2.2.3.3 HactpouTe nHrepgenc ethl.20

RouterB(config)ttinterface eth1.20
RouterB(config-if-[eth1.20])#vid 20 ethertype 0x8100
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RouterB(config-if-[eth1.20])#ip address 198.18.20.2/24
RouterB(config-if-[eth1.20])#no shutdown
RouterB(config-if-[eth1.20])#exit

15.2.2.3.4 HacTtpouTe crnmcok KoHTposns goctyna Ha RouterB

RouterB(config)#ip access-list default sourceip 0.0.0.0/0 protocol tcp destinationports 22
RouterB(config)#ip access-list destinationip_permit destinationip 198.18.20.2/32
RouterB(config)#ip access-list destinationip_deny destinationip 0.0.0.0/0

15.2.2.3.5 BkntounTe dounbTpaumio Tpadmka, MCNonb3ys CAUCKU KOHTPOSS 4OCTyna

RouterB(config)#ip filter input position 10 permit access-list default
RouterB(config)#ip filter input position 20 permit access-list destinationip_permit
RouterB(config)#ip filter input position 30 deny access-list destinationip_deny

15.2.2.4 CoxpaHuTe HaCTPOWKn

Mcnonbayte komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

15.2.3 TlpoBepka HacTpoek
15.2.3.1 BbinonHute komaHgy ping 198.18.10.2 repeat 8 Ha RouterA ana npoBepku

CBA3HOCTU RouterA n RouterB nocne BKYeHUs unbTpaunm CMCKOB KOHTPONA JocTyna

--- 198.18.10.2 ping statistics ---
8 packets transmitted, O received, 100% packet loss, time 14ms

15.2.3.2 BbIinonHute koMaHay ping 198.18.20.2 repeat 8 Ha RouterA ana nposepku

cBA3HOCTU RouterA v RouterB nocrne BknioyeHna unbTpaumm CMCKOB KOHTPOSS 4ocTyna

PING 198.18.20.2 (198.18.20.2) 56(84) bytes of data.

64 bytes from 198.18.20.2: icmp_seq=1 ttl=64 time=1.03 ms
64 bytes from 198.18.20.2: icmp_seq=2 ttl=64 time=0.966 ms
64 bytes from 198.18.20.2: icmp_seq=3 tt|=64 time=0.988 ms
64 bytes from 198.18.20.2: icmp_seq=4 ttl=64 time=0.942 ms
64 bytes from 198.18.20.2: icmp_seq=5 ttl=64 time=1.01 ms
64 bytes from 198.18.20.2: icmp_seq=6 ttl=64 time=0.927 ms
64 bytes from 198.18.20.2: icmp_seq=7 ttI=64 time=1.00 ms
64 bytes from 198.18.20.2: icmp_seq=8 ttl=64 time=0.970 ms
---198.18.20.2 ping statistics ---
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8 packets transmitted, 8 received, 0% packet loss, time
14ms rtt min/avg/max/mdev = 0.927/0.978/1.030/0.049 ms

15.3 HacTpomka MexceTeBOro 3KpaHMPOBaHMA Ha OCHOBe HoOmMepa nopTa
(TCP/UDP) ucto4Huka

15.3.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 88 B KayeCTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapLupyTmnsaTopsl (aanee RouterA n RouterB).

BbinonHeHO don3anyeckoe NoAKMYeHne n HacTponka ob6opyaoBaHuS.

Ha RouterA HacTtpoeH nHtepdemnc eth1 - IP address 198.18.1.1/24.

Ha RouterB HacTpoeH nHtepdemnc eth1 - IP address 198.18.1.2/24.

RouterA RouterB
a 177- a8 -==u
='n pooo eth1 198.18.1.0/24 eth1 =°'p oooo
Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24

PucyHok 88 — Cxema HaCTpOnKn MeXceTeBOoro 3KpaHMpoOBaHUA Ha OCHOBE HOMepa nopTa
(TCP/UDP) ucto4yHuka

15.3.2 OTanbl HACTPOMKU CETU

15.3.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOMKOM

lMpu HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOHpUTypaLUMOHHbIN peXxuM. KoHMUrypaunoHHbIN PeXUM - 3TO OOWH U3 PEXUMOB KOMaHOHOW
CTpokM. B KOH(UrypauMOHHOM peXume MOXHO WU3MEHSATb HAaCTPOVKU UHTepdencos,
MapLipyTusauuio, 6e3onacHoCTb 1 apyrne napameTpbl YCTPOWUCTB.

15.3.2.2 Hactponte uHtepdenc eth1 Ha RouterA

RouterA(config)#interface ethl
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RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#end

15.3.2.3 Hactpounte RouterB
15.3.2.3.1 HacTtpowuTe nHTepdemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

15.3.2.3.2 HacTpouTe cnnucok KoHTponga goctyna

RouterB(config)#ip access-list default sourceip 0.0.0.0/0 protocol tcp destinationports 22
RouterB(config)#ip access-list tcp_deny destinationip 198.18.1.2/32 protocol tcp sourceports 2001

15.3.2.3.3 BkntounTe dounbTpaumio Tpadmka, MCNonb3ys CUCKU KOHTPOSs 4OCTyna

RouterB(config)#ip filter input position 10 permit access-list default
RouterB(config)ip filter input position 20 deny access-list tcp_deny

15.3.2.4 CoxpaHuTe HaCTPOWKM

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

15.3.3 TlpoBepka HacTpoek
15.3.3.1 BebinonHute komaHay iperf server port 5001 bind 198.18.1.1 Ha RouterA ans

3anycka ytunuTel iperf B pexxvme cepBepa ¢ HacTpowukown tcp nopta 5001

Server listening on TCP port 5001
TCP window size: 85.3 KByte (default)

[ 1] local 198.18.1.1 port 5001 connected with 198.18.1.2 port 60792 (icwnd/mss/irtt=14/1460/999)
[ID] Interval  Transfer Bandwidth
[ 1] 0.0000-10.1454 sec 1.10 GBytes 928 Mbits/sec
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15.3.3.2 BeinonHute komaHay iperf client 198.18.1.1 Ha RouterB ans 3anycka ytunuTsl

iperf B pexxmume knueHTa

Client connecting to 198.18.1.1, TCP port 5001
TCP window size: 16.0 KByte (default)

[ 1] local 198.18.1.2 port 60792 connected with 198.18.1.1 port 5001 (icwnd/mss/irtt=14/1460/1035)
[ID] Interval  Transfer Bandwidth
[ 1] 0.0000-10.0135 sec 1.10 GBytes 940 Mbits/sec

15.3.3.3 BbinonHute coyeTtaHne knasuw CTRL+C a 3atem BbINoNHUTE KomaHay iperf
server port 2001 bind 198.18.1.1 Ha RouterA gns 3anycka ytunuTbl iperf B pexunme cepsepa ¢
HacTpoukon tcp-nopta 2001

Server listening on TCP port 2001
TCP window size: 85.3 KByte (default)

15.3.3.4 BobinonHute komaHgy iperf client 198.18.1.1 port 2001 Ha RouterB ans 3anycka

yTUNUTBI iperf B pexume knueHTa, ybeaurtech 4TO coeguHeHne He Bbino yCTaHOBNEHO

Client connecting to 198.18.1.1, TCP port 2001
TCP window size: 16.0 KByte (default)

tcp connect failed: Connection timed out
[ 1] local 0.0.0.0 port 0 connected with 198.18.1.1 port 2001

15.3.3.5 BobinonHute komaHgy show ip filter Ha RouterB gns npocmoTpa cyeTymka

3abnoKNMpoBaHHbIX NaKeToB

Chain INPUT (policy ACCEPT 27390 packets, 1096K bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: 0.0.0.0/0 dp: 22 prot: tcp

2 12 624 deny dst: 198.18.1.2/32 sp: 2001 prot: tcp
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15.4 HacTpouka MexXceTeBOro 3KpaHMpPOBaHMA Ha OCHOBE HoMepa nopTta
(TCP/UDP) Ha3Ha4eHus

15.4.1 OnucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 89 B KayecTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEpPBUCHbIE
mMapLipyTusartopsbl (ganee RouterA n RouterB).

BbinonHeHo msnyeckoe nogkroyeHme 1 HacTporka obopynoBaHus.

Ha RouterA HacTpoeH nHTepgeic eth1 - IP address 198.18.1.1/24.

Ha RouterB HacTpoeH nHtepdemnc eth1 - IP address 198.18.1.2/24.

RouterA RouterB
e | =8B
8 alalala 8 alalala
B eth1 198.18.1.0/24 oth1 a
Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24

PucyHok 89 — Cxema HaCTpONKM MEXCETEBOro IKpaHMPOBAHMSA HA OCHOBE HOMepa nopTa
(TCP/UDP) Ha3HaueHus

15.4.2 3OTanbl HACTPOMKU CETU

15.4.2.1 Bowgute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOMCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHUdA, OOAHUM U3 FMaBHbIX LLAroB, ABNSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnMm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKU. B KOH(UrypaumMOHHOM peXume MOXHO MU3MEHSATb HACTPOMKU  MHTEePJdENCOB,
MapLipyTusauuio, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

15.4.2.2 Hactponte nHtepdenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#end
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15.4.2.3 Hactponte RouterB
15.4.2.3.1 Hactpoute nutepdemc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

15.4.2.3.2 HacTtpouTe cnmucok KOHTPOnsa goctyna

RouterB(config)#ip access-list default sourceip 0.0.0.0/0 protocol tcp destinationports 22
RouterB(config)#ip access-list tcp_deny destinationip 198.18.1.2/32 protocol tcp destinationports 2001

15.4.2.3.3 Bknwounte omnbTpaumio Tpaduka, MCNonb3ys CrMCKM KOHTPONA JOCTyna

RouterB(config)#ip filter input position 10 permit access-list default
RouterB(config)#ip filter input position 20 deny access-list tcp_deny

15.4.2.4 CoxpaHuTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacCTPOEeK Ha YCTponCcTBax

15.4.3 TlpoBepka HacTpoek
15.4.3.1 BbinonHute komangy iperf server port 5001 bind 198.18.1.2 Ha RouterB gns

3anycka ytunuTbl iperf B pexxume cepBepa ¢ HacTpownkown tcp nopta 5001

Server listening on TCP port 5001
TCP window size: 85.3 KByte (default)

[ 1] local 198.18.1.2 port 5001 connected with 198.18.1.1 port 60238 (icwnd/mss/irtt=14/1460/1924)
[ID] Interval  Transfer Bandwidth
[ 1] 0.0000-10.1443 sec 1.10 GBytes 929 Mbits/sec

15.4.3.2 BbinonHute komaHay iperf client 198.18.1.2 port 5001 Ha RouterA onga 3anycka

yTUNUTBI iperf B pexume KnveHTa

Bepcus 8.0 374



OYHKUMN ceTeBOW 3aLLNTDI MHCTpyKLMA NO HacTporke
KPII.465614.0011C3

Client connecting to 198.18.1.2, TCP port 5001
TCP window size: 16.0 KByte (default)

[ 1] local 198.18.1.1 port 60238 connected with 198.18.1.2 port 5001 (icwnd/mss/irtt=14/1460/1967)
[ID] Interval  Transfer Bandwidth
[ 1] 0.0000-10.0138 sec 1.10 GBytes 941 Mbits/sec

15.4.3.3 BbinonHute coyetaHue knasuw CTRL+C n 3atem komaHay iperf server port
2001 bind 198.18.1.2 Ha RouterB onga 3anycka ytunuthbl iperf B pexxume cepBepa C HaCTPONKON

tcp-nopta 2001

Server listening on TCP port 2001
TCP window size: 85.3 KByte (default)

15.4.3.4 BebinonHute KomaHgy iperf client 198.18.1.2 port 2001 Ha RouterA ans 3anycka

yTUNUTLI iperf B pexnme KrnmveHTta

Client connecting to 198.18.1.2, TCP port 2001
TCP window size: 16.0 KByte (default)

tcp connect failed: Connection timed out
[ 1] local 0.0.0.0 port 0 connected with 198.18.1.2 port 2001

15.4.3.5 BbinonHute komaHgy show ip filter Ha RouterB ans npocmoTpa cyeTymka

386HOKVIpOBaHHbIX NnakeToB

Chain INPUT (policy ACCEPT 27584 packets, 1179M bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: 0.0.0.0/0 dp: 22 prot: tcp

2 7 364 deny dst: 198.18.1.2/32 dp: 2001 prot: tcp
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15.5 HacTpouka mMexceTeBOro 3KpaHMpPOBaHMA Ha OCHOBe 3Ha4yeHue nons

«lpoTokon» 3aronoBka |IP

15.5.1 OnucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 90 B KayecTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CEpPBUCHbIE
mMapLipyTusartopsbl (ganee RouterA n RouterB).

BbinonHeHo msmnyeckoe NoakroyeHme 1 HacTporka obopyaoBaHus.

Ha RouterA HacTpoeH nHTepgeic eth1 - IP address 198.18.1.1/24.

Ha RouterB HacTpoeH nHtepdemnc eth1 - IP address 198.18.1.2/24.

RouterA RouterB
= BEE = BEE
‘'O 000D ‘'O 000D
ethi 198.18.1.0/24 ethi
Ipv4:198.18.1.1/24 Ipv4:198.18.1.2/24

PI/lcyHOK 90 — Cxema HaCTpOﬁKM MeXceTeBoro aKkpaHnpoBaHMA Ha OCHOBE 3Ha4YeHUA NonA

"lNpoTtokon" 3aronoska IP

15.5.2 3OTanbl HACTPOMKU CETU

15.5.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMS, OAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypaLUMOHHbIN pexnM. KoHUrypauuoHHbIN PEXUM - 3TO OAUH U3 PEXMMOB KOMaHOHOM
CTpokM. B KOH(UrypauuMOHHOM peXume MOXHO U3MEHSATb HAaCTPOVKU UHTepdEencos,
MapLipyTusauuto, 6e3onacHoCTb 1 apyrne napameTpbl YCTPOWUCTB.

15.5.2.2 Hactponte untepdgenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#end
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15.5.2.3 Hactpounte RouterB
15.5.2.3.1 Hactpoute nutepdemc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

15.5.2.3.2 HacTtpouTe cnmucok KOHTponsa goctyna

RouterB(config)#ip access-list default sourceip 0.0.0.0/0 protocol tcp destinationports 22
RouterB(config)#ip access-list icmp_deny destinationip 198.18.1.2/32 protocol icmp

15.5.2.3.3 BkntounTe dounbTpaumio Tpadmka, MCNonb3ys CAUCKU KOHTPOSs AoCTyna

RouterB(config)#ip filter input position 10 permit access-list default
RouterB(config)#ip filter input position 20 deny access-list icmp_deny

15.5.2.4 CoxpaHuTe HaCTPOWKn

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

15.5.3 TlpoBepka HacTpoek
15.5.3.1 BbinonHute komaHay ping 198.18.1.2 repeat 8 Ha RouterA gns npoBepku

CBA3HOCTU RouterA u RouterB nocne BKYeHUs unbTpaunm CMCKOB KOHTPONA JocTyna

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.
--- 198.18.1.2 ping statistics ---
8 packets transmitted, O received, 100% packet loss, time 14ms

15.6 HacTtpomka cdunbTpauum MexceTeBOro 3KpaHMpoBaHuUss Ha ocHoBe MAC-

agpeca oTnpaButens

15.6.1 OnucaHue HacTPOWNKM
Kak nokasaHo Ha pucyHke 91 B KayeCTBe€ OCHOBHbIX YCTPOMCTB BblOpaHbl CEPBUCHbIE

MapupyTtmnsaTtopsbl - RouterA n RouterB.
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BbinonHeHo don3anyeckoe NoAKMYeHne N HacTponka obopyaoBaHuS.
Ha RouterA HacTpoeH nHtepgeic eth1 - IP address 198.18.1.1/24.
Ha RouterB HacTpoeH nHTepdeic eth1 - IP address 198.18.1.2/24.

RouterA RouterB

pemecsel ipva: 198.18.1.1/24 Ipv4: 198.18.1.2/24 ‘0 0000

PucyHok 91 — Cxema HacTponkmn pusibTpaumm MexceTeBoro akpaHmposaHna Ha ocHose MAC-

agpeca oTnpaBuTens

15.6.2 OTanbl HACTPOMKU CETU

15.6.2.1 Bowngute B pexum rnobanbHON KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMS, OAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnM - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHPUIrypauUMOHHOM peXnmMe MOXHO W3MEHATb HACTPOWMKM UHTepdencos,
MapLipyTusauuio, 6e3onacHoCTb 1 apyrne napameTpbl YCTPOWUCTB.

15.6.2.2 Hactponte uHtepderic eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#end

15.6.2.3 HactpownTte RouterB
15.6.2.3.1 HactpouTe nHtepdemc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
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RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

15.6.2.3.2 HacTtpouTe cnmucok KOHTpOosnsa goctyna

RouterB(config)#ip access-list mac macsource 7a:72:6¢:4b:7b:b8

15.6.2.3.3 BkntounTe dounbTpaumio Tpadmka, MCNonb3ys CAUCKU KOHTPOSs 4oCTyna

RouterB(config)#ip filter input deny access-list mac
RouterB(config)#end

15.6.2.4 CoxpaHuTe HaCTPOWKn

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

15.6.3 TlpoBepka HacTpoek
15.6.3.1 BebinonHute komaHay ping 198.18.1.2 repeat 8 Ha RouterA Ons npoBepku

cBsA3HOCTU RouterA ¢ RouterB nocne BknoYeHns omnbTpauum CAMCKOB KOHTPOSS JOCTyna

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.
--- 198.18.1.2 ping statistics ---
8 packets transmitted, O received, 100% packet loss, time 14ms

15.6.3.2 BbinonHute komaHay show ip filter Ha RouterB ans npoBepkn CYETYMKOB

386HOKVIpOBaHHbIX NnakeToB

Chain INPUT (policy ACCEPT 0 packets, O bytes)
# Pkts Bytes Action Rule config
1 12 960 deny mac: 94:3f:bb:00:30:35

15.7 HacTponka MexceTeBOro 3KpaHMpPOBaHUA Ha OCHoOBe ¢pnaroB 3aronoBka

cermeHTa TCP

15.7.1 OnucaHue HaCTPOMUKMU
Kak nokasaHo Ha pucyHke 92 B KayeCTBe OCHOBHbIX YCTPOWCTB BblOpaHbl CepBUCHbIE

mMapLipyTusatopsbl (ganee RouterA n RouterB).
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BbinonHeHo don3anyeckoe NoAKMYeHne N HacTponka obopyaoBaHuS.
Ha RouterA HacTpoeH nHTepeic eth1 - IP address 198.18.1.1/24.
Ha RouterB HacTpoeH nHTepdeic eth1 - IP address 198.18.1.2/24.

RouterA RouterB
ez ool ethl 198.18.1.0/24 eth1 o oooo
| =35
Ipv4:198.18.1.1/24 Ipv4:198.18.1.2/24

PucyHok 92 — Cxema HacTPOWKN MEXCETEBOIO 3KpaHMPOBaHNS Ha OCHOBe hraroB 3arosfioBka

cermeHTa TCP

15.7.2 3OTanbl HACTPOMKU CETU

15.7.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMS, OOAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexXnMm. KOHUrypaumMoHHbIA peXnm - 3TO OAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B KOHUIrypauUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKU UHTEPdENCcoB,
MapLipyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

15.7.2.2 Hactponte untepdenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#end

15.7.2.3 Hactpownte RouterB
15.7.2.3.1 HactpouTe nHTepdemc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
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RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

15.7.2.3.2 HacTpouTe cnnucok KoHTponga goctyna

RouterB(config)#ip access-list default sourceip 0.0.0.0/0 protocol tcp destinationports 22
RouterB(config)#ip access-list tcpflags_deny destinationip 198.18.1.2/32 tcp-flags -SYN protocol tcp

15.7.2.3.3 HacTtpoiite cdounbTpaumio Tpadumka, UCNornb3ys CAUCKU KOHTPONS AOCTyna

RouterB(config)#ip filter input position 10 permit access-list default
RouterB(config)#ip filter input position 20 deny access-list tos_deny

15.7.2.4 CoxpaHuTe HaCTPOWKn

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

15.7.3 TlpoBepka HacTpoek

15.7.3.1 BebinonHute komaHay iperf server bind 198.18.1.2 Ha RouterB gns 3anycka

yTUnuThl iperf B pexxume cepeepa

Server listening on TCP port 5001
TCP window size: 85.3 KByte (default)

15.7.3.2 BbinonHute komangy iperf client 198.18.1.2 Ha RouterA anga 3anycka yTunuThbl

iperf B pexxmume knueHTa

Client connecting to 198.18.1.2, TCP port 5001
TCP window size: 16.0 KByte (default)

tcp connect failed: Connection timed out
[ 1] local 0.0.0.0 port 0 connected with 198.18.1.2 port 5001
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15.7.3.3 BbinonHute co4vetaHue knasuw CTRL+C a 3atem komangy show ip filter Ha

RouterB gnst npocMoTpa cyeTymka 3abrIoKMPOBaHHbIX MAKeTOB

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: 0.0.0.0/0 dp: 22 prot: tcp

2 7 364 deny dst: 198.18.1.2/32 prot: tcp tcp_flg: -SYN

15.8 HacTpounka mexceTeBOro 3aKpaHUpoBaHUA Ha OCHOBe 3Ha4yeHue nona «ToS»

(TOS/DSCP) 3aronoBka IP

15.8.1 OnucaHue HaCTpPOMKMU

Kak nokasaHo Ha pucyHke 93 B KayeCTBe OCHOBHbIX YCTPOMCTB BblOpaHbl CEPBUCHbIE
MapwpytmnsaTtopbl (ganee RouterA n RouterB). BbinonHeHo duamyeckoe noaknoveHne wu
HacTporka 06opyaoBaHus.

Ha RouterA HacTpoeH nHtepgeinc eth1 - IP address 198.18.1.1/24.

Ha RouterB HacTpoeH nHtepdemnc eth1 - IP address 198.18.1.2/24.

RouterA RouterB
o oooo B4l 198.18.1.0/24 ethi 0 0oOc
=1 oooo =g oooo
Ipv4: 198.18.1.1/24 Ipva: 198.18.1.2/24

PucyHok 93 — Cxema HacTpOMKn MEeXCeTEBOro SKpaHMPOBAHNSA Ha OCHOBE 3HA4YeHMWs NOs
«ToS» (TOS/DSCP) 3aronoska IP

15.8.2 3Tanbl HACTPOMKMU CETN

15.8.2.1 Bowngute B pexum rnobanbHON KOHUrypauum Ha YCTpPOMUCTBax nepea
HaCTPOUKOM

Mpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FNaBHbIX LIAroB, ABMASETCS BXO4 B

KOH(UrypauUMOHHbIN pexnM. KoHMUrypaumoHHbIN PeXnM - 3TO OOAUH U3 PEXMMOB KOMaHOHOM
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CTPOKN. B  KOHUIypauUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKM UHTepdencos,
MapLupyTusauuto, 6esonacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

15.8.2.2 Hactponte uHtepderic eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit

15.8.2.3 Hactpounte RouterB
15.8.2.3.1 HactpowuTe nHTepdemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit

15.8.2.3.2 HacTpouTe cnnucok KoHTponga goctyna

RouterB(config)#ip access-list default sourceip 0.0.0.0/0 protocol tcp destinationports 22
RouterB(config)#ip access-list tos_deny destinationip 198.18.1.2/32 tos 32

15.8.2.3.3 HacTtpoiite cdounbTpaumio Tpadumka, MCnosb3ys CIUCKU KOHTPOMsS AoCTyna

RouterB(config)tip filter input position 10 permit access-list default
RouterB(config)#ip filter input position 20 deny access-list tos_deny
RouterB(config)t#tend

15.8.2.4 CoxpaHuTe HacCTPONKK

Mcnonb3ynte komaHay write <name> ons coxpaHeHUsa HacTPOeK Ha YCTponcTBax

15.8.3 [llpoBepka HacTpoek
15.8.3.1 BbinonHuTe KkomaHay ping 198.18.1.2 repeat 8 tos 32 Ha RouterA ans 3anycka

YyTUAMTBI ping ANs OTNpaBKK icmp 3anpoca
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PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.
--- 198.18.1.2 ping statistics ---
8 packets transmitted, 0 received, 100% packet loss, time 14ms

15.8.3.2 BbinonHute komangy ping 198.18.1.2 repeat 8 Ha RouterA ans 3anycka

YyTUNUTBI Ping AN OTNPaBKM pa3peLUeHHOoro Tpaduka

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.

64 bytes from 198.18.1.2: icmp_seq=1 ttl=64 time=0.110 ms
64 bytes from 198.18.1.2: icmp_seq=2 ttl=64 time=0.038 ms
64 bytes from 198.18.1.2: icmp_seq=3 ttl=64 time=0.069 ms
64 bytes from 198.18.1.2: icmp_seq=4 ttl=64 time=0.054 ms
64 bytes from 198.18.1.2: icmp_seq=5 ttl=64 time=0.066 ms
64 bytes from 198.18.1.2: icmp_seq=6 ttl=64 time=0.063 ms
64 bytes from 198.18.1.2: icmp_seq=7 ttl=64 time=0.073 ms
64 bytes from 198.18.1.2: icmp_seq=8 ttl=64 time=0.035 ms
--- 198.18.1.2 ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time 1003ms
rtt min/avg/max/mdev = 0.035/0.063/0.110/0.023 ms

15.9 HacTtpowmka pabotbl ACL IPv6

15.9.1 OnwucaHue HaCTpPOMKMU

Kak nokasaHo Ha pucyHke 94 B KayeCTBE€ OCHOBHbIX YCTPOMWCTB BblOpaHbl CEpPBUCHbIE
MapLpyTunsaTopsl (aanee RouterA n RouterB).

BbinonHsaeTca mexxceTeBoe akpaHMpoBaHME Ha ocHoBe |IPv6-agpeca NCTOYHMKA.

Ha RouterA HacTtpoeHbl cab-nHtepdencel - eth1.10 (IP address 2001:db8:1::1/64) u
eth1.20 (IP address 2001:db8:2::1/64).

Ha RouterB HacTtpoeHbl cab-mHTtepgencol - eth1.10 (IP address 2001:db8:1::2/64) u
eth1.20 (IP address 2001:db8:2::2/64).
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RouterA RouterB
2001:db8:1::1/64 2001:db8:1::2/64

eth1.10 eth1.10
. o ==I a -==
=:fn pooo ='n poo
eth1.20 eth1.20

2001:db8:2::1/64 2001:db8:2::2/64

H

PucyHok 94 — Cxema HacTpouku padoTtbl ACL IPv6

15.9.2 3OTanbl HACTPOMKU CETU

15.9.2.1 Bowgute B pexum rnobanbHON KOHpUrypaumm Ha YCTpoUcTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro obopyaoBaHMs, OOAHUM U3 rMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OONH U3 PEXUMOB KOMaHLHOW
CTPOKN. B KOHPUrypauUMOHHOM pexmme MOXHO U3MEHATb HACTPOWMKU  UHTEpPdEencosB,
MapLpyTusaumto, 6e3onacHoCTb N gpyrme napamMmeTpbl YCTPOUCTB.

15.9.2.2 Hactpounte RouterA

15.9.2.2.1 Hactpoute nutepdceinc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

15.9.2.2.2 Hactponte nutepdemnc eth1.10

RouterA(config)#interface eth1.10
RouterA(config-if-[eth1.10])#vid 10
RouterA(config-if-[eth1.10])#1pv6 address 2001:db8:1::1/64
RouterA(config-if-[eth1.10])#no shutdown
RouterA(config-if-[eth1.10])#exit

15.9.2.2.3 Hactponte nntepdeinc eth1.20
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RouterA(config)#interface eth1.20
RouterA(config-if-[eth1.20])#vid 20
RouterA(config-if-[eth1.20])#1pv6 address 2001:db8:2::1/64
RouterA(config-if-[eth1.20])#no shutdown
RouterA(config-if-[eth1.20])#end

15.9.2.3 Hactpounte RouterB
15.9.2.3.1 HactpowuTe nHTepdemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

15.9.2.3.2 Hactpownte nutepdemnc eth1.10

RouterB(config)#interface eth1.10
RouterB(config-if-[eth1.10])#vid 10
RouterB(config-if-[eth1.10])#Ipv6 address 2001:db8:1::2/64
RouterB(config-if-[eth1.10])#no shutdown
RouterB(config-if-[eth1.10])#exit

15.9.2.3.3 Hactponte nutepdeinc eth1.20

RouterB(config)tinterface eth1.20
RouterB(config-if-[eth1.20])#vid 20
RouterB(config-if-[eth1.20])#1pv6 address 2001:db8:2::2/64
RouterB(config-if-[eth1.20])#no shutdown
RouterB(config-if-[eth1.20])#exit

15.9.2.3.4 HacTpowTe CnnUcoK KOHTpON4a goctyna

RouterB(config)#lpv6 access-list default sourceip ::/0 protocol tcp destinationports 22
RouterB(config)#lpv6 access-list sourceip_permit sourceip 2001:db8:2::1/128
RouterB(config)#lpv6 access-list sourceip_deny sourceip ::/0

15.9.2.3.5 HactpounTte cunbTpauumn Tpaduka, C UCMNOMb3OBAHNEM CMMUCKOB KOHTPOSIS

AocTyna

RouterB(config)#lpv6 filter input position 10 permit access-list default
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RouterB(config)#lpv6 filter input position 20 permit access-list sourceip_permit

RouterB(config)#lpv6 filter input position 30 deny access-list sourceip_deny

15.9.2.4 CoxpaHuTe HaCTPOWKn

Mcnonb3yinte komaHay write <name> onsi CoxpaHeHNsa HacTPOeK Ha YyCTponcTBax

15.9.3 TlpoBepka HacTpoek

15.9.3.1 BbinonHute komangy ping 2001:db8:1::2 repeat 8 Ha RouterA ans NpoBepKu

cBda3HOCTU RouterA ¢ RouterB

PING 2001:db8:1::2(2001:db8:1::2) 56 data bytes

From 2001:db8:1::
From 2001:db8:1::
From 2001:db8:1::
From 2001:db8:1::
From 2001:db8:1::
From 2001:db8:1::
From 2001:db8:1::
From 2001:db8:1::

PR R R RRRR

: icmp_seq=1 Destination unreachable: Address unreachable
: icmp_seq=2 Destination unreachable: Address unreachable
: icmp_seq=3 Destination unreachable: Address unreachable
: icmp_seq=4 Destination unreachable: Address unreachable
: icmp_seq=5 Destination unreachable: Address unreachable
: icmp_seq=6 Destination unreachable: Address unreachable
: icmp_seq=7 Destination unreachable: Address unreachable
: icmp_seq=8 Destination unreachable: Address unreachable

--- 2001:db8:1::2 ping statistics ---
8 packets transmitted, O received, +8 errors, 100% packet loss, time 15ms

pipe 3

15.9.3.2 BbinonHute komaHgy ping 2001:db8:2::2 repeat 8 Ha RouterA ans npoBepKu

cBsa3HocTn RouterA ¢ RouterB

RouterA#ping 2001:db8:2::2 repeat 8
PING 2001:db8:2::2(2001:db8:2::2) 56 data bytes

64 bytes from 2001:db8:2:
64 bytes from 2001:db8:2::
64 bytes from 2001:db8:2::
64 bytes from 2001:db8:2::
64 bytes from 2001:db8:2::
64 bytes from 2001:db8:2::
64 bytes from 2001:db8:2::
64 bytes from 2001:db8:2:

:2:
:icmp_seq=2 ttl=64 time=1.04 ms
:icmp_seq=3 ttl=64 time=1.05 ms
:icmp_seq=4 ttl=64 time=1.02 ms
:icmp_seq=5 ttl=64 time=0.976 ms
:icmp_seq=6 ttl=64 time=0.992 ms
:icmp_seq=7 ttl=64 time=1.00 ms
:2:

N NDNNNDN

icmp_seq=1 ttl=64 time=2.04 ms

icmp_seq=8 ttlI=64 time=0.962 ms

--- 2001:db8:2::2 ping statistics ---
8 packets transmitted, 8 received, 0% packet loss, time 14ms
rtt min/avg/max/mdev = 0.962/1.135/2.044/0.346 ms
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15.9.3.3 BebinonHute KomaHay show ipv6e filter Ha RouterB ana npocmoTtpa

CYHETYNKOB MNakeToB

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: ::/0 dp: 22 prot: tcp
2 10 968 permit src: 2001:db8:2::1/128
3 12 864 deny src: ::/0

15.10 HacTtponka MexceTeBOro 3KpaHUpOBaHUSA Ha oOcHoBe |Pv6-agpeca

Ha3Ha4vYeHuA

15.10.1 OnucaHue HaCTpPOMKMU

Kak nokasaHo Ha pucyHke 95 B KayeCTBe OCHOBHbIX YCTPOMCTB BblOpaHbl CEPBUCHbIE
MapLpyTunsaTopsl (ganee RouterA n RouterB).

BbinonHaeTca mexxceTeBoe akpaHMpoBaHMe Ha ocHoBe |IPv6-agpeca NCTOYHMKA.

Ha RouterA HacTpoeH nHtepgeic eth1 - IP address 2001:db8:1::1/64.

Ha RouterB HacTpoeH nntepdenc eth1 - IP address 2001:db8:1::2/64.

RouterA RouterB
2001:db8:1::1/64 2001:db8:1::2/64

eth1 eth1

PucyHok 95 — Cxema HaCTpOnKn MexXceTeBoro aKpaHMpoBaHnsa Ha ocHoBe |IP-agpeca

MCTOYHMKa

15.10.2 3Ttanbl HACTPOUKM

15.10.2.1 Bongute B pexumm rnobanbHOM KOHUrypaumm Ha YCTpPOUCTBax nepen
HaCTPOUKOM

lMpu HacTponke ceTeBoro obopyaoBaHMs, OAHUM U3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B

KOH(UrypauUMOHHbIN pexnM. KOHMUrypaumMoHHbIA peXnm - 3T0 OOAWH U3 PEXMMOB KOMaHOHOM
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CTPOKN. B  KOHUIrypauUMOHHOM pexmMe MOXHO U3MEHATb HACTPOWMKU UHTEepdEeuncosB,
MapLupyTusauuto, 6esonacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

15.10.2.2 HactponTe untepdenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#Ipv6 address 2001:db8:1::1/64
RouterA(config-if-[eth1])#exit

15.10.2.3 Hactpounte RouterB
15.10.2.3.1 HactpowuTe nHTepdemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#Ipv6 address 2001:db8:1::2/64
RouterB(config-if-[eth1])#exit

15.10.2.3.2 HacTtpouTe Cnncok KOHTponga goctyna

RouterB(config)#lpv6 access-list default sourceip ::/0 protocol tcp destinationports 22
RouterB(config)#lpv6 access-list destinationip_deny destinationip 2001:db8:1::2/128

15.10.2.3.3 HacTpoiite cdounbTpaumio Tpadumka, UCrornb3ys CAUCKU KOHTPONS AOCTyna

RouterB(config)#lpve6 filter input position 10 permit access-list default
RouterB(config)#lpvb6 filter input position 20 deny access-list destinationip_deny

15.10.2.4 CoxpaHuTe HaCTPOWKM

Mcnonb3ynte komaHay write <name> ons coxpaHeHUsa HacTPOeK Ha YCTponcTBax

15.10.3 NpoBepKa HacTpoek

15.10.3.1 BeinonHute koMmaHay ping 2001:db8:1::2 repeat 4 Ha RouterA ons nNpoBepku
cBA3HOCTU Mexay RouterA n RouterB nocne BknioYeHUs unbTpaumm CrMCKOB KOHTPOSIS
aoctyna

RouterA#ping 2001:db8:1::2 repeat 4
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PING 2001:db8:1::2(2001:db8:1::2) 56 data bytes

--- 2001:db8:1::2 ping statistics ---
4 packets transmitted, O received, 100% packet loss, time 10ms

15.10.3.2 BbeinonHute komangy show ipv6 filter Ha RouterB ans npocmoTpa cyeTynkoB

336J'IOKV|pOBaHHbIX NnakeToB

Chain INPUT (policy ACCEPT 4 packets, 272 bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: ::/0 dp: 22 prot: tcp
2 6 624 deny dst: 2001:db8:1::2/128

15.11 HacTporMka MeXceTeBOro 3KpaHUPOBAHUA Ha OCHOBe HoOMepa nopTa

(TCP/UDP) uctouyHuka IPv6

15.11.1 OnucaHue HaCTPOUKMN

Kak nokasaHo Ha pucyHke 96 B KayeCTBe OCHOBHbIX YCTPOMWCTB BblOpaHbl CEPBUCHbIE
MapLpyTmnsaTopsl (aanee RouterA n RouterB).

Ha RouterA HacTpoeH nHtepgeic eth1 - IP address 2001:db8:1::1/64.

Ha RouterB HacTpoeH nntepdenc eth1 - IP address 2001:db8:1::2/64.

RouterA RouterB

eth1 eth1

2001:db8:1::1/64 2001:db8:1::2/64

PucyHok 96 — Cxema HaCTpONKN MeXCeTEBOro 3KpaHNMPOBAHUSA HA OCHOBE HOMepa nopTa
(TCP/UDP) uctoynuka (IPv6)
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15.11.2 9Tanbl HACTPOMKU CETU

15.11.2.1 Bongute B pexumm rnobanbHOM KOHUrypaumm Ha YCTpoMCTBax nepepn
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHMs, OOHUM M3 FNaBHbIX LIAroB, ABNAETCA BXOL B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,
MapLupyTusauuto, 6esonacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

15.11.2.2 Hactpownte nHtepdenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#lpv6 address 2001:db8:1::1/64
RouterA(config-if-[eth1])#end

15.11.2.3 Hactpownte RouterB
15.11.2.3.1 HactpowuTe nHTepdemnc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#lpv6 address 2001:db8:1::2/64
RouterB(config-if-[eth1])#exit

15.11.2.3.2 HacTtpowTe Cn1CcoK KOHTpOnAa goctyna

RouterB(config)#lpv6 access-list default sourceip ::/0 protocol tcp destinationports 22
RouterB(config)#lpv6 access-list tcp_deny destinationip 2001:db8:1::2/128 protocol tcp sourceports 2001

15.11.2.3.3 Hactpoute cunbTpaumio Tpaduka, C UCNONb3OBAHMEM CMUCKOB KOHTPOSIS

AocTyna

RouterB(config)#lpv6 filter input position 10 permit access-list default
RouterB(config)#lpv6 filter input position 20 deny access-list tcp_deny

15.11.2.4 CoxpaHuTe HaCTPOWKM

|/|CI'IOJ'Ib3yIZTe KOMaHay write <name> gnsa COXpaHeHnA HaCTpOEK Ha yCTpOIZCTBaX
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15.11.3 NpoBepkKa HacTpoek
15.11.3.1 BeinonHute komaHgy iperf server ipv6 bind 2001:db8:1::1 port 2001 Ha RouterA

Ans 3anycka ytunuTol iperf B pexxume cepBepa ¢ HacTpownkon tcp-nopta 2001

Server listening on TCP port 2001
TCP window size: 85.3 KByte (default)

15.11.3.2 BoinonHute komaHay iperf client 2001:db8:1::1 port 2001 Ha RouterB gns

3anycka ytunuTbl iperf B pexxmme KnueHTta ¢ HacTpounkon tcp-nopta 2001

Client connecting to 2001:db8:1::1, TCP port 2001
TCP window size: 16.0 KByte (default)

15.11.3.3 BeinonHute koMmaHay show ipv6 filter Ha RouterB gns npocmoTpa CcYETYMKOB

3a6J'IOKV|pOBaHHbIX NnakeToB

Chain INPUT (policy ACCEPT 2 packets, 136 bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: ::/0 dp: 22 prot: tcp

2 3 216 deny dst: 2001:db8:1::2/128 dp: 2001 prot: tcp

15.12 HacTtponMka MeXceTeBOro 3KpaHUPOBAHUA Ha OCHOBe HoOMepa nopTa

(TCP/UDP) Ha3Ha4eHua IPv6

15.12.1 OnucaHue HaCTpPOMUKMU

Kak nokasaHo Ha pucyHke 97 B KayeCTBE€ OCHOBHbIX YCTPOMCTB BblOpaHbl CEPBUCHbIE
mMapLipyTusatopsbl (ganee RouterA n RouterB).

Ha RouterA HacTtpoeH nntepdemc eth1 - IP address 2001:db8:1::1/64.

Ha RouterB HacTpoeH nHtepdemc eth1 - IP address 2001:db8:1::2/64.
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RouterA

O O

RouterB

— eth1 eth1 OO
El E:ﬂ &

2001:db8:1::1/64 2001:db8:1::2/64

58
w

PucyHok 97 — Cxema HacTPOMKN MEXCEeTEBOro aKpaHMPOBaHMSA Ha OCHOBE HOMepa nopTa

(TCP/UDP) HasHaueHus (IPv6)

15.12.2 9Tanbl HACTPOMKU CETU

15.12.2.1 Bongute B pexum rrnobanbHOM KOHUrypaumm Ha YCTpoOMCTBax nepen

HaCTPOWKOM

npl/l HaCTpOﬁKe ceTeBoro O60py)J,OBaHVIFI, OAHUM U3 IMaBHbIX LWaroB, ABNAETCA BXO4 B

KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnM - 3TO OAWH U3 PEXMMOB KOMaHLHOM

cTpokn. B

MapLipyTM3aumto, 6e3onacHOCTb U Apyrve napameTpbl YCTPONCTB.

15.12.2.2 Hactpownte nHtepdenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
(
(

RouterA(config-if-[eth1])#lpv6 address 2001:db8:1::1/64
RouterA(config-if-[eth1])#exit

15.12.2.3 HactpouTte RouterB
15.12.2.3.1 HactpouTe nHTepdemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown

RouterB(config-if-[eth1])#lpv6 address 2001:db8:1::2/64
RouterB(config-if-[eth1])#exit

KOH(PUrypaUMOHHOM peXMMe MOXHO W3MEHSITb  HACTPOMNKM

NHTEpPCENCOB,

Bepcua 8.0

393



PyHKUMKN ceTeBOW 3alUnTbI MHCTpyKUMS No HacTporke
KPII.465614.0011C3

15.12.2.3.2 HacTtpouTe cnucka KoHTponga goctyna

RouterB(config)#lpv6 access-list default sourceip ::/0 protocol tcp destinationports 22
RouterB(config)#lpv6 access-list tcp_deny destinationip 2001:db8:1::2/128 protocol tcp destinationports 2001

15.12.2.3.3 Bknounte dunbtpaumio Tpaduka, C MUCNOSIb30BaHUEM CMUCKOB KOHTPOJSIS

aoctyna

RouterB(config)#lpve6 filter input position 10 permit access-list default
RouterB(config)#lpv6 filter input position 20 deny access-list tcp_deny

15.12.2.4 CoxpaHuTe HaCTPOWKM

Mcnonb3yinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha YCTponcTBax

15.12.3 NpoBepKa HacTpoek
15.12.3.1 BbinonHute komangy ping 2001:db8:1::2 repeat 2 Ha RouterA ans NpoBepKM

cBA3HOCTM Mexay RouterA u RouterB nocne BKMAOYEHUS (uUnbTpauum CrMCKOB KOHTPOIS

aocTyna

PING 2001:db8:1::2(2001:db8:1::2) 56 data bytes
64 bytes from 2001:db8:1::2: icmp_seq=1 ttl=64 time=1.02 ms
64 bytes from 2001:db8:1::2: icmp_seq=2 ttl=64 time=1.03 ms

--- 2001:db8:1::2 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 2ms
rtt min/avg/max/mdev = 1.015/1.020/1.026/0.032 ms

15.12.3.2 BeinonHute komaHgy iperf server ipvé port 2001 bind 2001:db8:1::1 Ha RouterA

Ans 3anycka ytunuTel iperf B pexxnme cepepa ¢ HacTponkon tcp-nopta 2001

Server listening on TCP port 2001
TCP window size: 85.3 KByte (default)
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15.12.3.3 BeinonHute komangy iperf client 2001:db8:1::1 port 2001 Ha RouterB ans
3anycka ytunuTol iperf B pexxmme knueHTa

Client connecting to 2001:db8:1::2, TCP port 2001
TCP window size: 16.0 KByte (default)

15.12.3.4 OcTtaHoBWUTE BbINOMHEHME KOMaHAbl Ha)katuem knasuw CTRL+C, a 3aTtem

BbINONHUTE KoMaHay show ipv6 filter 4yToBbl NOCMOTPETL CHETUYMKM 3a0NOKMPOBAHHbBIX NaKeTOB
Ha RouterB

Chain INPUT (policy ACCEPT 27347 packets, 1641K bytes)
# Pkts Bytes Action Rule config

1 0 0 permit src: ::/0 dp: 22 prot: tcp
2 5 360 deny dst: 2001:db8:1::2/128 dp: 2001 prot: tcp

15.13 HacTponMka MeXceTeBOro 3KpaHMpPOBaHMA Ha OCHOBe 3Ha4yeHue nons
«lMpoTokon» 3aronoBka IPv6

15.13.1 OnucaHue HaCTPOUKMN

Kak nokaszaHo Ha pucyHok 98 B ka4yeCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapLpyTmnsaTopbl (aanee RouterA n RouterB).

Ha RouterA HacTtpoeH nntepdenc eth1 - IP address 2001:db8:1::1/64.
Ha RouterB HacTpoeH nntepdenc eth1 - IP address 2001:db8:1::2/64.

RouterA RouterB

— eth1 eth1 —
oivoow oivoow
= 3

eth1:2001:db8:1::1/64

eth1:2001:db8:1::2/64

PucyHok 98 — Cxema HaCTpONKn MeXCceTeBOoro 3KpaHMpoOBaHNA Ha OCHOBE HOMepa nopTa

3Ha4veHus nonsa "lpoTtokon" 3aronoska IPv6
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15.13.2 3Tanbl HACTPOMUKMU CETU

15.13.2.1 Bongute B pexum rrnobanbHOM KOHUrypaumm Ha YCTpoMCTBax nepepn
HaCTPOMKOM

Mpn HacTponke ceTeBoro obopyaoBaHMs, OOQHUM M3 FNaBHbIX LIAroB, ABNAETCA BXOL B
KOHOUTypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW
CTpOkM. B KOH(UrypauMOHHOM peXume MOXHO MU3MEHSATb HAaCTPOMKU  UHTepdEencos,
MapLipyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

15.13.2.2 Hactpownte nHtepdenc eth1 Ha RouterA

RouterA
RouterA
RouterA
RouterA

config)#tinterface eth1

config-if-[eth1])#no shutdown
config-if-[eth1])#lpv6 address 2001:db8:1::1/64
config-if-[eth1])#end

—_— e~~~

15.13.2.3 Hactpownte RouterB
15.13.2.3.1 Hactpounte nHtepcenca eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#Ipv6 address 2001:db8:1::2/64
RouterB(config-if-[eth1])#exit

15.13.2.3.2 HactpounTe cnmucok KOHTPOns goctyna

RouterB(config)#ipv6 access-list default sourceip ::/0 protocol tcp destinationports 22
RouterB(config)#ipv6 access-list icmp_deny destinationip 2001:db8:1::2 protocol ipv6-icmp

15.13.2.3.3 HacTtpounTte dunbTpaumio Tpaduvka, ¢ UCNONb30BaHNEM CMUCKOB KOHTPOISIS
goctyna

RouterB(config)#lpv6 filter input position 10 permit access-list default
RouterB(config)#lpv6 filter input position 20 deny access-list icmp_deny
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15.13.2.4 CoxpaHuTe HaCTPOWKM

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

15.13.3 NpoBepka HacTpoek
15.13.3.1 BeinonHute koMaHay ping 2001:db8:1::2 repeat 8 Ha RouterA ons npoBepku

CBA3HOCTU Mexay RouterA n RouterB nocne BknioYeHUs dunbTpaunm CAUCKOB KOHTPOSIS

aoctyna

PING 2001:db8:1::2(2001:db8:1::2) 56 data bytes

--- 2001:db8:1::2 ping statistics ---
4 packets transmitted, O received, 100% packet loss, time 10ms

15.13.3.2 BbinonHute komaHay show ipv6 filter Ha RouterB 4To6bl MOCMOTPETH CHETUMK

6J'IOKVIpOBaHHbIX nakeToB

Chain INPUT (policy ACCEPT 0 packets, O bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: ::/0 dp: 22 prot: tcp

2 4 416 deny dst: 2001:db8:1::2/128 prot: ipv6-icmp

15.14 HacTtpomka cdunbTpauum MeXCceTeBOro 3KpaHMpoBaHusA Ha ocHoBe MAC-

agpeca oTnpaBuTens

15.14.1 OnucaHue HaCTpPOMKMN

Kak nokasaHo Ha pucyHke 99 B ka4eCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE
MapLpyTusaTopsl (aanee RouterA n RouterB).

BbinonHeHO don3anyeckoe NOAKMYEeHNe N HacTponka obopyaoBaHMs.

Ha RouterA HacTpoeH nHtepdeic eth1 - IP address 2001:db8:1::1/64.

Ha RouterB HacTpoeH nHtepdenc eth1 - IP address 2001:db8:1::2/64 .
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RouterA RouterB
2001:db8:1::1/64 2001:db8:1::2/64

eth1 eth1
0 oooo 0 ooog
=0 pooo =:pn pooo

PucyHok 99 — Cxema HacTponkmn pusibTpaumm MexceTeBoro akpaHmposaHna Ha ocHose MAC-

agpeca otnpasutens (IPv6)

15.14.2 9Tanbl HACTPOMUKMU CETU

15.14.2.1 Bongute B pexum rrnobanbHON KOHUrypauum Ha YCTpoucTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro obopyaoBaHUsa, OAHUM W3 FMaBHbIX LLAroB, ABNSAETCS BXOL B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OONH U3 PEXUMOB KOMaHLHOW
CTPOKMW.

B  KOHUrypaunmoHHOM pexmme MOXHO U3MEHSATb HACTPOVMKU  UHTePdENCOB,
MapLupyTmnsaumto, 6e3o0nacHoOCTb 1 gpyrme napameTpbl YCTPOWCTB.

15.14.2.2 Hactponte uHtepderic eth1 Ha RouterA

RouterA
RouterA
RouterA
RouterA

config)#tinterface ethl

config-if-[eth1])#lpv6 address 2001:db8:1::1/64
config-if-[eth1])#no shutdown
config-if-[eth1])#end

—_ e~~~

15.14.2.3 Hactpounte RouterB
15.14.2.3.1 HactpowuTe nHtepdemc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#Ipv6 address 2001:db8:1::2/64
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit
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15.14.2.3.2 HacTtpouTe CnncoK KOHTponAa gocTtyna

RouterB(config)#lpv6 access-list mac macsource 94:3f:bb:00:00:3e

NHdopmauma

3HayeHue 94:3f:bb:00:00:3e 3To mac-agpec uHTepdelica eth2 Ha ycTpolictBe RouterA. 3HaueHne mac-
aZlpeca YHUKaANbHO, 3HAUUT B C/ly4ae NPOBEPKM YCTPOMCTBA HEOHXOAMMO Y3HATb 3HaYeHMe mac-agpeca
nHTepoelica eth2

15.14.2.3.3 Hactpoute cunbTpaumio Tpaduka, C UCMONb3OBAHUEM CMUCKOB KOHTPOJSIS

aocTyna

RouterB(config)#ipvé filter input deny access-list mac

RouterB(config)#end

15.14.2.4 CoxpaHuTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha YCTponcTBax

15.14.3 NpoBepkKka HacTpoek

15.14.3.1 BbinonHute komangy ping 2001:db8:1::2 repeat 8 Ha RouterA ans nNpoBepKu

CBA3HOCTU Mexay RouterA u RouterB nocne BknwoyeHUst ounbTpaumm CrUCKOB KOHTPOSIS

AocTyna

RouterA#ping 2001:db8:1::2 repeat 8
2(2001:db8:1::2) 56 data bytes

PING 2001:db8:1::

From 2001:db8:1::
From 2001:db8:1::
From 2001:db8:1::
From 2001:db8:1::
From 2001:db8:1::
From 2001:db8:1::
From 2001:db8:1::
From 2001:db8:1::

P PR RPRRRRR

: icmp_seq=1 Destination unreachable:
: icmp_seq=2 Destination unreachable:
: icmp_seq=3 Destination unreachable:
: icmp_seq=4 Destination unreachable:
:icmp_seq=5 Destination unreachable:
:icmp_seq=6 Destination unreachable:
:icmp_seq=7 Destination unreachable:
:icmp_seq=8 Destination unreachable:

--- 2001:db8:1::2 ping statistics ---
8 packets transmitted, O received, +8 errors, 100% packet loss, time 14ms

pipe 3

Address unreachable
Address unreachable
Address unreachable
Address unreachable
Address unreachable
Address unreachable
Address unreachable
Address unreachable
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15.14.3.2 BeinonHute koMaHay show ipv6 filter Ha RouterB ans npoBepkn cyeTYMKOB

386J'IOKVIpOBaHHbIX nakeToB

Chain INPUT (policy ACCEPT 0 packets, O bytes)
# Pkts Bytes Action Rule config
1 12 960 deny mac: 94:3f:bb:00:30:35

15.15 HacTponka MexceTeBOro 3KpaHUpPOBaHUA Ha OCHoBe ¢pnaroB 3arofioBka

cermeHTa TCP

15.15.1 OnucaHue HaCTPOUKMU
Kak nokasaHo Ha pucyHke 100 B Ka4eCTBE OCHOBHbIX YCTPOWCTB BblOpaHbl CEPBUCHbIE

MapLpyTmnsaTopbl (aanee RouterA n RouterB).
BbinonHeHo umsmnyeckoe NogkritoyeHme n HacTporka obopygoBaHus.
Ha RouterA HacTtpoeH nutepdenc eth1 - IP address 2001:db8:1::1/64.
Ha RouterB HacTpoeH nHtepdeic eth1 - IP address 2001:db8:1::2/64.

RouterB

RouterA

eth1

2001:db8:1::1/64 2001:db8:1::2/64

PucyHok 100 — Cxema NnpoBepKN MEXCETEBOrO 3KpaHMPOBaHUSA HA OCHOBE (hnaros 3arosfioBka
cermeHta TCP (IPv6)
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15.15.2 9Tanbl HACTPOMKU CETU

15.15.2.1 Bongute B pexum rnobanbHOM KOHUrypaumm Ha YCTpoMCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHMsA, OOHUM W3 [MaBHbIX LIAroB, ABNAETCA BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTPOKM.

B  KOH(UrypauMOHHOM peXume MOXHO WU3MEHATb HaCTPOMKM  UHTepdeuncos,
MapLipyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

15.15.2.2 Hactpownte nHtepdenc eth1 Ha RouterA

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#lpv6 address 2001:db8:1::1/64
RouterA(config-if-[eth1])#exit

15.15.2.3 Hactpownte RouterB
15.15.2.3.1 Hactpoute nutepdemc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#Ipv6 address 2001:db8:1::2/64
RouterB(config-if-[eth1])#exit

15.15.2.3.2 HactpouTe cnmucok KOHTPOsns goctyna

RouterB(config)#lpv6 access-list default sourceip ::/0 protocol tcp destinationports 22
RouterB(config)#ipv6 access-list tcpflags_deny destinationip 2001:db8:1::2/128 tcp-flags -SYN protocol tcp

15.15.2.3.3 HacTtpounTte dunbTpaumio Tpaduka, ¢ UCNONb30BaHNEM CMUCKOB KOHTPOISIS
goctyna

RouterB(config)#lpv6 filter input position 10 permit access-list default
RouterB(config)#lpv6 filter input position 20 deny access-list tcp_deny

15.15.2.4 CoxpaHuTe HaCTPOWKM

Mcnonb3ynte komaHay write <name> gns coxpaHeHUsa HacTPOeK Ha YCTponCcTBax
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15.15.3 NpoBepkKka HacTpoek
15.15.3.1 BbinonHute komaHgy iperf server ipv6 port 5001 bind 2001:db8:1::2 Ha RouterB

Ans 3anycka ytunuTbl iperf B pexxume cepBepa ¢ HacTpownkomn tcp nopta 5001

Server listening on TCP port 5001
TCP window size: 85.3 KByte (default)

15.15.3.2 BoinonHute komangy iperf client 2001:db8:1::2 Ha RouterA gns 3anycka

YyTUNUTBI iperf B pexxume KrveHTa

Client connecting to 2001:db8:1::2, TCP port 5001
TCP window size: 16.0 KByte (default)

15.15.3.3 3aBepwute paboty ytunutel iperf Ha RouterB, 3atem BbiNonHUTE KOMaHAy

show ipv6 filter ana npocmoTpa cyeTuMKa 3abnoKNMPOBaHHbIX NAKeToOB

Chain INPUT (policy ACCEPT 10 packets, 896 bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: ::/0 dp: 22 prot: tcp

2 7 504 deny dst: 2001:db8:1::2/128 prot: tcp tcp_flg: -SYN

15.16 HacTpouka mexceTeBOro 3KpaHMpoBaHUS Ha OCHOBe 3Ha4yeHue nonsi « ToS»

(TOS/DSCP) 3aronoBka IPv6

15.16.1 OnucaHue HacTpPOMKM

Kak nokasaHo Ha pucyHke 101 B Ka4yecTBe OCHOBHbIX YCTPOWCTB BbliOpaHbl CEPBUCHbIE
MapLpyTusaTopsl (ganee RouterA n RouterB).

BbinonHeHO don3anyeckoe NOAKMYeHne n HacTponka obopyaoBaHus.

Ha RouterA HacTtpoeH nHtepgenc eth1 - IP address 2001:db8:1::1/64.

Ha RouterB HacTpoeH nntepdenc eth1 - IP address 2001:db8:1::2/64.
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RouterA RouterB

eth1 eth1

—
2001:db8:1::1/64 2001:db8:1::2/64

PucyHok 101 — Cxema npoBepKN MEXCETEBOrO 3KPaHMPOBAHMS HA OCHOBE 3HAYEHME NOSs
«ToS» (TOS/DSCP) 3aronoska IPv6

15.16.2 dTanbl HACTPOMUKMU

15.16.2.1 Bongute B pexum rnobanbHOM KOHUrypaumm Ha YCTpPoOMCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OOAHUM U3 FMaBHbIX LLAroB, SBMSETCA BXO4 B
KOHQOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKU. B KOH(pUrypaumMOHHOM peXumme MOXHO MU3MEHSATb HACTPOMKU  UHTEePdENCoB,
MapLpyTusaumto, 6e3onacHoCTb 1 gpyrme napameTpbl YCTPOUCTB.

15.16.2.2 Hactpownte nHtepdenc eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#lpv6 address 2001:db8:1::1/64
RouterA(config-if-[eth1])#end

15.16.2.3 HactpouTte RouterB
15.16.2.3.1 HactpouTe nHTepdemnc eth1

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#lpv6 address 2001:db8:1::2/64
RouterB(config-if-[eth1])#exit
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15.16.2.3.2 HacTtponTe CnMCOK KOHTpONdA AOCTyna, 3HayeHue nons dscp = 8 paBHO

BblpakeHunto nong tos=32

RouterB(config)#lpv6 access-list default sourceip ::/0 protocol tcp destinationports 22
RouterB(config)#ipv6 access-list tos_deny destinationip 2001:db8:1::2/128 dscp 8

15.16.2.3.3 Hactpoute cunbTpaumio Tpaduka, C UCNONb3OBAHUEM CMUCKOB KOHTPOJSIS

joctyna

RouterB(config)#lpve6 filter input position 10 permit access-list default
RouterB(config)#lpv6 filter input position 20 deny access-list tos_deny

15.16.2.4 CoxpaHuTe HaCTPOWKM

Mcnonb3yinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha YCTponCcTBax

15.16.3 NpoBepka HacTpoek
15.16.3.1 BbinonHute komangy ping 2001:db8:1::2 repeat 4 Ha RouterA ans NpoBeEpPKM

cBA3HOCTU Mexay RouterA v RouterB

PING 2001:db8:1::2(2001:db8:1::2) 56 data bytes

64 bytes from 2001:db8:1::2: icmp_seq=1 ttl=64 time=1.05 ms
64 bytes from 2001:db8:1::2: icmp_seq=2 ttl=64 time=1.07 ms
64 bytes from 2001:db8:1::2: icmp_seq=3 ttl=64 time=1.01 ms
64 bytes from 2001:db8:1::2: icmp_seq=4 ttI=64 time=0.962 ms

--- 2001:db8:1::2 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 6ms
rtt min/avg/max/mdev = 0.962/1.021/1.070/0.056 ms

15.16.3.2 BbinonHute komaHay ping 2001:db8:1::2 repeat 4 tos 32 Ha RouterA ans
npoBepkn paboTbl hunbTpaumm Tpaduka nocne BKMAYEHUss UNbTpaunn CMCKOB KOHTPOMS

AocTyna

PING 2001:db8:1::2(2001:db8:1::2) 56 data bytes

--- 2001:db8:1::2 ping statistics ---
4 packets transmitted, 0 received, 100% packet loss, time 10ms
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15.16.3.3 BeinonHute komaHay show ipv6 filter Ha RouterB gns npocmoTpa cYETYMKOB

386J'IOKVIpOBaHHbIX nakeToB

Chain INPUT (policy ACCEPT 13 packets, 1096 bytes)

# Pkts Bytes Action Rule config

1 0 0 permit src: ::/0 dp: 22 prot: tcp

2 4 416 deny dscp: 8 dst: 2001:db8:1::2/128

15.17 HacTtpouka Snort

15.17.1 Hactpouka Snort B pexxume IDS

15.17.1.1 OnuncaHue HaCTPOMKK

Kak nokaszaHo Ha pucyHke 102 B Ka4yecTBe OCHOBHOrO YCTPOMCTBa BbliGpaH CEpPBUCHbIN
MapLupyTusaTop - RouterA.

Ha RouterA HacTtpoeHbl uHTepdenichl: ethl - IP address 192.168.99.1/24, eth2 - IP
address 192.168.98.1/24.

Ha PC1 HacTpoeH IP address 192.168.99.2/24.

Ha PC2 HacTtpoeH IP address 192.168.98.2/24.

Ha yctpowncTtee HacTpoeH Snort B pexxume IDS.

Apache Web-server Host
PC1 PC2

RouterA

192.168.98.0/24
_ 0O ooog
='n pooo

192.168.99.2/24 eth1 eth2 192.168.98.2/24
192.168.99.1/24 192.168.98.1/24

192.168.99.0/24

PucyHok 102 — Cxema HacTponkun Snort

15.17.1.2 3Tanbl HaCTPOWNKM

15.17.1.2.1 HactpowTe Ha PCL1 ip agpec 192.168.99.2/24

15.17.1.2.2 Hactpoute Ha PC2 ip agpec 192.168.98.2/24

15.17.1.2.3 Bonante B pexum rnobanbHOM KOHdurypaumm Ha yCTPOWCTBax nepen
HaCTPOUKOM

lMpn HacTpoike ceTeBoro obopyaoBaHMs, OAHUM M3 FMaBHbIX LIAroB, SABMSETCS BXO4 B

KOHPUTrypaLUMOHHbIN peXxuM. KoHMUrypaunoHHbIN PEXUM - 3TO OOUH U3 PEXUMOB KOMaHLHOW

Bepcus 8.0 405



PyHKUMKN ceTeBOW 3alUnTbI MHCTpyKUMS No HacTporke
KPII.465614.0011C3

CTPOKN. B  KOHPUrypauUMOHHOM peXmme MOXHO U3MEHATb HACTPOWMKU UHTepdEencos,
MapLupyTusauuto, 6esonacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

15.17.1.2.4 Hactpoute nutepdemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.99.1/24
RouterA(config-if-[eth1])#exit

15.17.1.2.5 Hactpoute nutepdemnc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 192.168.98.1/24
RouterA(config-if-[eth2])#exit

15.17.1.2.6 HactpowiTte Snort

RouterA(config)#snort alert full syslog
RouterA(config)#tsnort ids ethl
RouterA(config)#snort on

»
MpumeyaHue

BbiknroveHmne Snort:
1. OTtknoyaem Snort snort off

2. Ypansiem IDS no snort ids ethl

15.17.1.2.7 CoxpaHuTe HaCTPOMKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPoMCTBax
15.17.1.3 lNpoBepka HacTpoekK

15.17.1.3.1 BeinonHute komaHgy show snort Ha RouterA onsi npoBepky HaCTPoOUKM Snort

admin@RouterA#tshow snort
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IDS interface ethl1: running
admin@RouterA#

15.17.1.3.2 BeinonHuTe npoBepKy paboTtbl Snort
15.17.1.3.2.1 BbinonHute komaHgy curl http://192.168.99.2/javascript Ha PC2 pans

3anpoca Ha PC1

user@VM-2:~S curl http://192.168.99.2/javascript

15.17.1.3.2.2 BbinonHute komaHgy show log snort ids ethl

admin@RouterA#show log snort ips

[**][1:100000010:0] Script Detected, JavaScript [**]

[Priority: 0]

01/06-04:33:07.593831 192.168.99.2:80 -> 192.168.98.2:49498

TCP TTL:64 TOS:0x0 1D:38564 IpLen:20 DgmLen:461 DF

*EEAP*E* Seq: 0xD054621B Ack: 0x75513A42 Win: Ox1FD TcplLen: 32
TCP Options (3) => NOP NOP TS: 221794470 1018298225

15.17.2 Hactpouka Snort B pexume IPS

15.17.2.1 OnuncaHme HaCTPOMKK

Kak nokasaHo Ha pucyHke 103 B Ka4eCTBE OCHOBHOMO YCTPOMCTBA BbiOpaH CEPBUCHbLIN
MapLupyTusaTop - RouterA.

Ha RouterA HacTpoeHbl nHTepdgencol: ethl - IP address 198.168.99.1/24, IP address
198.168.98.1/24.

Ha PC1 nHacTtpoeH IP address 192.168.99.2/24.

Ha PC2 HacTtpoeH IP address 192.168.98.2/24.

Ha yctponcTtee HacTpoeH Snort B pexume IPS.

Apache Web-server Host
PC1 PC2

RouterA

192.168.99.2/24 192.168.98.2/24
000

~ oo

='n pono

192.168.99.2/24 ethl eth2 192.168.98.2/24
192.168.99.1/24 192.168.98.1/24

PucyHok 103 — Cxema HacTpoviku Snort
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15.17.2.2 3Tanbl HaCTPOWNKM

15.17.2.2.1 HactpowTte Ha PC1 ip agpec 192.168.99.2/24

15.17.2.2.2 HactpowTte Ha PC2 ip agpec 192.168.98.2/24

15.17.2.2.3 Bongute B pexumm rnobanbHOM KOHUrypauum Ha YCTPOWCTBax nepen
HaCTPOMKOM

lMpu HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 rMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOHOUTypaLUMOHHbIN pexuM. KoHUrypaunoHHbIN pexnm - 3TO OAUH U3 PEXUMOB KOMaHLHOW
CTPOKN. B  KOHUrypauUMOHHOM pexXmMe MOXHO U3MEHATb HACTPOWMKU UHTEepdEemncosB,
MapLipyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

15.17.2.2.4 HactpouTe nHTepdemnc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.99.1/24
RouterA(config-if-[eth1])#exit

15.17.2.2.4.1 Hactpoute nutepcemnc eth2

RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 192.168.98.1/24
RouterA(config-if-[eth2])#exit

15.17.2.2.4.2 Hactpowute Snort

RouterA(config)#snort alert full syslog
RouterA(config)#snort ips
RouterA(config)#snort on

»
NMpumeyaHue

BbikntoveHune Snort:
1. OTknoyaem Snort snort off

2. Ypansaem IDS no snort ips
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15.17.2.2.5 CoxpaHu1Te HaCTPOMKM
Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax
15.17.2.3 lNpoBepka HacTpoeK

15.17.2.3.1 BeinonHute komaHgy show snort Ha RouterA gnst npoBepku HaCTPONKM Snort

admin@RouterA#tshow snort
IPS: running
admin@RouterA#

15.17.2.3.2 BbinonHute nposepky paboTbl Snort
15.17.2.3.2.1 BbinonHute kKomaHay curl http://192.168.99.2/javascript Ha PC2 pgns

3anpoca Ha PC1

user@VM-2:~$ curl http://192.168.99.2/javascriptcurl: (56) Recv failure: Connection reset by peer

15.17.2.3.2.2 BbinonHute komaHgy show log snort ips

admin@RouterA#tshow log snort ips

[**] [1:100000010:0] Script Detected, JavaScript [**]

[Priority: O]

01/06-03:39:50.636508 192.168.99.2:80 -> 192.168.98.2:57550

TCP TTL:63 TOS:0x0 1D:17243 IpLen:20 DgmLen:461 DF

*EEAP*EX Seq: 0x9DC72058 Ack: OXFOFDAFF6 Win: Ox1FD TcpLen: 32
TCP Options (3) => NOP NOP TS: 218598410 1015102164
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16 MoHUTOpPUHI ceTeBOro Tpaduka
16.1 Hactpomka cepBepa Syslog

16.1.1 OnwucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 104 B Ka4eCTBE OCHOBHOIO YCTPOWCTBA BblOpaH CEPBUCHbIN

MapLpyTusaTop (ganee RouterA).
K RouterA nogkntoveH PC, rge HacTpoeH ceTeBOn MHTEPMENC.

Ha RouterA HacTpoeH nHtepgenc eth1 - 198.18.1.1/24 v agpec cepepa Syslog.

RouterA PC
Syslog-cepBep

— Ipv4:198.18.1.2/24
T T 7'
S22 N eth1

Ipv4:198.18.1.1/24

pja)
ola

PucyHok 104 — Cxema HacTpounku cepepa Syslog

16.1.2 JTanbl HACTPOUKMU

16.1.2.1 Hacrtponte ceteBon uHTepdenc Ha PC wun 3anyctute tftpd64 oT wnmeHun
agMunHUCTpaTopa

16.1.2.2 Hactponte RouterA

16.1.2.2.1 BownauTte B pexxum rnobanbHon KoHburypaumm

KoHurypauuoHHbIn  pexum - 3TO OAWH W3  PEeXUMMOB KOMaHZHOW CTpoku. B
KOHUIypaLMOHHOM PEXUME MOXHO M3MEHSTb HACTPOMKU MHTEPMENCcoB, MapLlpyTU3auuio,
GesonacHoOCTb 1 apyrme napameTpbl yCTPOMCTB.

16.1.2.2.2 Hactpowute IP-agpec nHtepdenca ethl

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
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RouterA(config-if-[eth1])#exit

16.1.2.2.3 HactpouTe agpec cepBepa Syslog Ha ycTponcTee

RouterA(config)#log syslog remote 198.18.1.2
RouterA(config)#tend

16.1.2.2.4 CoxpaHuUTe HaCTPOMKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacCTPOEK Ha YCTPOMCTBE

16.1.3 TlpoBepka HacTpoek

16.1.3.1 BbinonHute komaHay show log syslog Ha RouterA gnsi NpoBepKU HACTPOMKK
Syslog

Aug 12 12:54:15 sr-be kernel: Initializing cgroup subsys cpuset
Aug 12 12:54:15 sr-be kernel: Initializing cgroup subsys cpu
Aug 12 12:54:15 sr-be kernel: Initializing cgroup subsys cpuacct

16.2 TMMpocMOTp MCNONb30BaHMUA CUCTEMHbIX pecypcoB
16.2.1 OnucaHue HaCTPOMUKMU

16.2.2 JTanbl HACTPOUKMU

1. BbinonHute komaHay show usage Ans BbiBoAa CTATUCTMKM MO UCMONb30BaHWUIO
pecypcoB npoLeccopa 1 onepaTMBHOM NaMSATH

top - 23:15:45 up 5 days, 20:15, 3 users, load average: 0,03, 0,03, 0,05
Tasks: 155 total, 1 running, 153 sleeping, O stopped, 1 zombie

%Cpu0 : 5,9 us, 5,9 sy, 0,0 ni, 88,2 id, 0,0 wa, 0,0 hi, 0,0 si, 0,0 st
%Cpul : 0,0 us, 0,0 sy, 0,0 ni,100,0 id, 0,0 wa, 0,0 hi, 0,0 si, 0,0 st

MiB Mem : 1889,1 total, 1522,8 free, 102,7 used, 263,6 buff/cache
MiB Swap: 52,0 total, 52,0 free, 0,0 used. 1697,7 avail Mem

2. BbinonHute komaHgy show disks ana BbiBoga CTaTUCTMKM MO UCMOMb30BaHMUIO
BHYTpPeHHeun namaTn yCTponcTaea

Filesystem Size Used Available Used%
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/dev/vg0/SYSTEM 2.0G 714M 1.1G 40%
/dev/mapper/vg0-CONFIG ~ 974M 112K 907M 1%
/dev/mapper/vg0-VAR 7.4G 13M 7.0G 1%
/dev/sdal 488M 13M 440M 3%
/dev/mapper/vg0-HOME 974M 72K 907M 1%

3. BbinonHute komaHay show temperature Ans BbiBoga CTATUCTUKM MO AaTyMKam

TeMmrnepartypbl

Switch ASIC: 44.3°C

Power: 40.8°C

Nano SSD: 35.1°C

Power2: 45.3°C

CPU core temperature: 44.5°C

4. 1na BbIBOAA CTATUCTUKM MPOMYCKHOW CMOCOBHOCTM M3Oennsa UCMOoNb3ynTe yTUNuTy
MOHWUTOpPWHra ¢ NomMoLLbto kKomaHabl show bandwidth-monitor

4.1 KoOppeKTHbIn BblIBOO KOMaHabl cogepxut B cebe Tabnuuy AnHaAMUYECKn

n3ameHarnwmmMmmnca gaHHbIMA.

4.2 [1ns BbIxo4a U3 yTUNUTbI HAXXMUTE coveTaHue knasuw «Ctrl+Cx».
16.3 HacTpowka CMHXPOHU3aLMK BpeMeHU no npotokony NTP

16.3.1 OnucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 105 B kayecTBe OCHOBHOIO YCTPOWCTBA WCMOMb3yeTcs

CEPBUCHLIN MapLupyTu3aTop - RouterA.
Ha RouterA HacTpoeH uHTepdenc eth1 u nonyyeHn IP-agpec no npotokony DHCP,

HacTpoeH NTP-knueHT n cnHxpoHusaumna ¢ NTP-cepsepom.

NTP-cepsep

RouterA

—, . 0 0gog
=0 Dpon ip dhcp

PucyHok 105 — Cxema Hactponkn NAT masquarad
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16.3.2 OTanbl HACTPOMKU CETU

16.3.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTpoOMCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 rMNaBHbIX LIAroB, ABMASETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,
MapLipyTusauuto, 6esonacHoCTb 1 apyrue napameTpbl YyCTPOUCTB.

16.3.2.2 Hactponte RouterA

16.3.2.2.1 HactpounTte uHTepgenc eth1 n nonyyute KoHdUrypauuio uHtepdenca no
npotokony DHCP

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address dhcp
RouterA(config-if-[eth1])#exit

16.3.2.2.2 Hactpounte NTP-KNneHT Ha yCTpOnCTBe.

RouterA(config)#system clock timezone Europe Moscow
RouterA(config)#name-server 1.1.1.1
RouterA(config)#name-server 8.8.4.4
RouterA(config)#ntp server 0.ru.pool.ntp.org
RouterA(config)#ntp restrict default ipv4 nomodify kod
RouterA(config)#ntp onRouterA(config)t#end

16.3.2.2.3 CuHxpoHusmpyem c cepsepom NTP
RouterA(config)#system clock synchronize 0.ru.pool.ntp.org

16.3.2.3 CoxpaHuTe HacTPONKn

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gnsa COXpaHeHnA HaCTpOoOEK Ha yCTpOIZCTBaX

16.3.3 [lMpoBepka HacTpoek
16.3.3.1 BebinonHute komaHay show ntp Ans npocmoTpa COCTOSAHUS U HacTpoek NTP

cepBepa
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NTP server is on
remote refid  sttwhen poll reach delay offset jitter

*176.215.15.21 91.206.16.3 2u 2 64 37 79.416 2.284 8.633

16.3.3.2 BbinonHute komaHay show clock gna npocMmoTpa BpeMeHu, AaTbl U HYacOBOro
nosica

[ata n BpemMsi 4OMKHbI COOTBETCTBOBATb TEKYLLEN JAaTe U BPEMEHN.
16.4 Hactpowmka ytunutbl MoHuTOopUuHra Netflow (Ipv4)

16.4.1 OnucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 106 B kayecTBe OCHOBHbIX YCTPOWCTB BblOpaHbl iBa CEPBUCHbIX
MapLpyTunsaTopa - RouterA n RouterB.

K RouterA nogkntoveH PC, rge HacTpoeH ceTeBOM NHTEPMENC.

Ha RouterA HacTpoeHbl nHtepdeincel n cepeep Netflow.

Ha RouterB HacTpoeH nHtepdenc n HasHa4vyeH agpec |IPv4.

PC

FLOW RouterA
collector Cepeep
Netflow RouterB
= =
192.168.0.1/24 192.168.0.2/24 e 100.10.10.20/24 100.10.10.10/24 O oo

L

PucyHok 106 — Cxema HacTpourku ytunutel MoHUTOpUuHra Netflow

16.4.2 JTanbl HACTPOMKMU CETU

16.4.2.1 Hactponte FLOW collector Ha PC

16.4.2.2 Bowngute B pexum rnobanbHOM KOHUrypauum Ha YCTpoOMUCTBax nepen
HaCTPOUKOM

Mpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FNaBHbIX LIAroB, ABMASETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypaumoHHbIN peXnm - 3TO OOAWH U3 PEXMMOB KOMaHLHOM
CTpokM. B  KOH(UrypauMOHHOM peXxuMme MOXHO WU3MEHHATb HACTPOWKM WHTEpPEEencos,

MapLipyTM3aumio, 6e30nacHOCTb U Apyrve napameTpbl YCTPONCTB.
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16.4.2.3 Hactponte RouterA

16.4.2.3.1 OTknIouMTe TEKYLLMIA Vlan ncnonb3yemMblii N0 yMOYaHMIo

RouterA(config)#no interface vlanl
16.4.2.3.2 Hactpoute nutepdemncol eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.2/24
RouterA(config-if-[eth1])#exit
RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 100.10.10.20/24
RouterA(config-if-[eth2])#exit

16.4.2.3.3 Hactpoute cepep Netflow

RouterA(config)#log netflow clear
RouterA(config)#log netflow dumping-time 300
RouterA(config)#log netflow maxlife 30d
RouterA(config)#log netflow maxsize 10MB
RouterA(config)#log netflow set-server 192.168.0.1 9005
RouterA(config)#log netflow ipv4 on
RouterA(config)#log netflow input on
RouterA(config)#log netflow ipv6 off
RouterA(config)#log netflow protocol 10
RouterA(config)#log netflow on
RouterA(config)t#tend

16.4.2.4 HacTtponte nHtepdenc Ha RouterB

RouterB(config)ttinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 100.10.10.10/24
RouterB(config-if-[eth2])#exit

16.4.2.5 CoxpaHuTe HacTPONKn

Mcnonb3ynte komaHay write <name> ons coxpaHeHUsa HacTPOeK Ha YCTponCcTBax
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16.4.3 TlpoBepkKa HacTpoek
16.4.3.1 BbinonHute komaHay show running-config Ha RouterA onsi npoBepKkn HacTpPoekK

Netflow

ip access-list _netflow_acl_netflow_input destinationip 0.0.0.0/0 sourceip 0.0.0
ip access-list _netflow_acl_netflow_forward destinationip 0.0.0.0/0 sourceip 0.0
ip access-list _netflow_acl_netflow_output destinationip 0.0.0.0/0 sourceip 0.00
ipv6 access-list _netflow_acl_netflow_input destinationip ::/0 sourceip ::/0

ip filter netflow_input netflow access-list _netflow_acl_netflow_input

ip filter netflow_forward netflow access-list _netflow_acl_netflow forward
ip filter netflow_output netflow access-list _netflow_acl _netflow_output
ipv6 filter netflow_input netflow access-list _netflow_acl_netflow_input

log netflow protocol 10

log netflow set-server 192.168.0.1 9005
log netflow dumping-time 300

log netflow ipv4 input on

log netflow ipv4 forward on

log netflow ipv4 output on

log netflow maxlife 30d

log netflow maxsize 10MB

16.4.3.2 Ha PC 3anyctuTte flow collector
16.4.3.3 Ha RouterA ncnonb3ynTte komaHgy iperf server udp
16.4.3.4 Ha RouterB ncnonbayinte komangy iperf client 100.10.10.20 udp

16.4.3.5 Ha PC c nomowbto flow collector ybegmtechb 4To nMHpopmMmaumnsa nonyyeHa
16.5 Hactpouka ytunutbl moHutopuHra Netflow (Ipv6)

16.5.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 107 B KAQ4eCTBE OCHOBHbIX YCTPOMWCTB BbliOpaHbl 2 CEPBUCHbIX
MapLpyTtmnsaTtopa - RouterA n RouterB.

K RouterA nogkntoueH PC, rae HacTpoeH ceTeBon nHTepdenc.

Ha RouterA HacTpoeHbl nHTtepencel n cepeep Netflow.

Ha RouterB HacTpoeH nHtepdenc n HasHavyeH agpec IPv6.
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PC
FLOW
collector

RouterA
Cepeep

Netflow RouterB

o s
5 g
ipv6:2000:1:1::2/64  ipv6:2000:1:1::1/64 e o iov6:2001:1:1::1/64  ipv6:2001:1:1::2/64 O _oooo

PucyHok 107 — Cxema HacTpourku ytunutbel MoHUTOpUuHra Netflow

16.5.2 JTanbl HACTPOMUKMU CETU

16.5.2.1 Hactponte FLOW collector Ha PC

16.5.2.2 Bowngute B pexum rnobanbHON KOHUrypaumm Ha YCTPOUCTBax nepen

HaCTPOMKOM

Mpu HacTpoike ceTeBoro ob6opyaoBaHUS, OOHUM M3 MaBHbIX LLIAroB, SABMSIETCA BXO4 B

KOHOUIypaLUMOHHbIN peXxuM. KoHMUIrypaunoHHbIN PeXUM - 3TO OAMH U3 PEXMMOB KOMaHZAHOW

CTPOKN. B KOHPUIrypauUMOHHOM pexmmMe MOXHO U3MEHATb HACTPOWKU  UHTEpPdEnCcoB,

MapLipyTM3aumto, 6e3onacHoOCTb U Apyrve napameTpbl YCTPONCTB.

16.5.2.3 Hactpounte RouterA

16.5.2.3.1 Hactpoute nutepdemncel eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ipv6 address 2000:1:1::1/64
RouterA(config-if-[eth1])#exit
RouterA(config)#interface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ipv6 address 2001:1:1::1/64
RouterA(config-if-[eth2])#exit

16.5.2.3.2 Hactpoute cepep Netflow

RouterA(config)#log netflow clear
RouterA(config)#log netflow dumping-time 300
RouterA(config)#log netflow maxlife 30d
RouterA(config)#log netflow maxsize 10MB
RouterA(config)#log netflow protocol 10

RouterA(config)#log netflow ipv4 off
RouterA(config)#log netflow input on

(
(
RouterA(config)#log netflow set-server 2000:1:1::2 9005
(
(
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RouterA(config)#log netflow ipv6 on
RouterA(config)#log netflow on
RouterA(config)#tend

16.5.2.4 Hactpounte nHtepdenc Ha RouterB

RouterB(config)#interface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ipv6 address 2001:1:1::2/64
RouterB(config-if-[eth2])#end

16.5.2.5 CoxpaHuTe HaCTpOWNKn

Mcnonb3yinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha YCTponcTBax

16.5.3 TlpoBepka HacTpoek
16.5.3.1 BbinonHute komaHgy ping 2001:1:1::1 repeat 16 Ha RouterB gns nycka ICMP6
Tpaduka Ha RouterA

PING 2001:1:1::1(2001:1:1::1) 56 data bytes
64 bytes from 2001:1:1::1: icmp_seq=1 ttl=64 time=1.04 ms

16.5.3.2 BbinonHute komaHay tcpdump ethl verbose ana npocmoTpa oTnpaBneHHbIX

notokoB Ha PC

12:21:16.032870 IP6 (flowlabel 0x4ff2e, hlim 64, next-header UDP (17) payload length: 884) 2000:1:1::1.35890 >
2000:1:1::2.9005: [bad ud6
12:21:16.033924 IP6 (flowlabel 0x601f9, hlim 64, next-header ICMPv6 (58) payload length: 932) 2000:1:1::2 >
2000:1:1::1: [icmp6 sum ok] 5
12:21:21.217183 IP6 (hlim 255, next-header ICMPv6 (58) payload length: 32) fe80::3648:edff:feb0:5d08 >
2000:1:1::1: [icmp6 sum ok] ICMP61

source link-address option (1), length 8 (1): 34:48:ed:b0:5d:08

0x0000: 3448 edb0 5d08

12:21:21.217250 IP6 (hlim 255, next-header ICMPv6 (58) payload length: 24) 2000:1:1::1 >
fe80::3648:edff:feb0:5d08: [icmp6 sum ok] ICMP6]
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16.5.3.3 Ha PC c nomouwybto flow collector ybegmteck 4to nHopmaumna nonyveHa
16.6 HacTtpowmka pyHKLMM MOHUTOpPUHra Yepe3 Console

16.6.1 OnucaHue HaCTPOMKMU
B kauyecTBe OCHOBHOIO yCTPOMCTBA UCNOSb3yeTCA CEPBUCHbIN MapLUpyTM3aTop - RouterA.
Ha yctponctee HacTtpoeH MoHuUTOpuHr CPU, MOHUTOPUMHr TemnepaTtypbl, MOHUTOPWHI

COCTOSIHUSI AWCKA, MOHUTOPWUHT NaMsiTU, MOHUTOPUHI CeTEBbIX MHTEPMENCOB.

16.6.2 JTanbl HACTPOUKMU

16.6.2.1 Bowngute B pexum rrnobanbHON KOHUrypaumm Ha YCTpoUCTBe nepesn
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OOAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOHOUTypaLUMOHHbIN peXxuM. KoHMUrypaunoHHbIN PEXUM - 3TO OAUH U3 PEXUMOB KOMaHLHOW
CTpPOKU. B KOH(UrypaumMOHHOM peXmme MOXHO MU3MEHSATb HACTPOMKU  UHTepPdENCcos,
MapLpyTusaumio, 6e3onacHoCTb 1 gpyrme napameTpbl YCTPOUCTB.

16.6.2.2 Hactponka moHntopmuHra CPU

RouterA(config)#monitoring
RouterA(config-emon)#cpu
RouterA(monitoring-cpu)#interval info 10
RouterA(monitoring-cpu)#exit
RouterA(config-emon)#info
RouterA(config-emon)#logging console
RouterA(config-emon)#monitoring on

16.6.2.3 HacTtponka MOHUTOpPUHra TemnepaTypsbl

RouterA(config)#monitoring
RouterA(config-emon)#temperature
RouterA(monitoring-temperature)tinterval info 5
RouterA(monitoring-temperature)#exit
RouterA(config-emon)#info
RouterA(config-emon)#logging console
RouterA(config-emon)#monitoring on

16.6.2.4 HacTponka MOHUTOPUHra COCTOSAAHUS AncKa

RouterA(config)#monitoring
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RouterA(config-emon)#disk
RouterA(monitoring-disk)#interval poll 10
RouterA(monitoring-disk)#exit
RouterA(config-emon)#info
RouterA(config-emon)#logging console
RouterA(config-emon)#monitoring on

16.6.2.5 HacTponka MOHUTOPUHra NamaTu

RouterA(config)#monitoring
RouterA(config-emon)#memory
RouterA(monitoring-memory)#interval poll 5
RouterA(monitoring-memory)#exit
RouterA(config-emon)#info
RouterA(config-emon)#logging console
RouterA(config-emon)#monitoring on

16.6.2.6 HacTponka MOHUTOPUHra ceTeBbIX NHTEPKENCOB

RouterA(config)#fmonitoring
RouterA(config-emon)#network
RouterA(monitoring-net)#interval poll 5
RouterA(monitoring-net)#interface ethl 1
RouterA(monitoring-net)#exit
RouterA(config-emon)#exit
RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit
RouterA(config)#monitoring
RouterA(config-emon)#logging console
RouterA(config-emon)#monitoring on

16.6.2.7 CoxpaHuTe HaCTPOWKM

Mcnonb3ynte komaHay write <name> ons CoxpaHeHUsa HacTPOEeK Ha yCTponcTBax

16.6.3 TlpoBepka HacTpoek

16.6.3.1 Pe3synbTaT HacTpPonkn MmoHnTopmnHra CPU oTobpaxaeTcsi B KOHCONU

[Tue, 29 Dec 2015 07:12:12 +0300][INFO]'CPU:total=0.50%,core#1=1.00%,core#2=0.00%'
[Tue, 29 Dec 2015 07:12:17 +0300][INFO]'CPU:total=2.50%,core#1=2.02%,core#t2=2.97%'
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16.6.3.2 Pe3ynbTaT HACTPOMKN MOHUTOPUHra TeMMepaTypbl 0TobpaXkaeTcsi B KOHCOMK

[Tue, 29 Dec 2015 07:17:35 +0300][INFO]'TEMPERATURE:Max=47.3%°C,sensor #1=42.5°C,sensor
#2=40.2°C,sensor #3=36.9°C,sensor #4=44.1°C,sensor #5=47.3°C'
[Tue, 29 Dec 2015 07:17:50 +0300][INFO]'TEMPERATURE:Max=47.1%°C,sensor #1=42.4°C,sensor
#2=40.3°C,sensor #3=36.9°C,sensor #4=44.1°C,sensor #5=47.1°C'

16.6.3.3 Pe3ynbTaT HACTPOMKM MOHMTOPUHIA COCTOSIHUS Aucka oTobpaxaeTcs B

KOHCOJ1N

[Tue, 29 Dec 2015 07:22:49 +0300][INFO]'HDD:/dev/sdal=0K: total 0.48Gb, used 0.01Gb(2.66%)'
[Tue, 29 Dec 2015 07:23:56 +0300][INFO]'HDD:/dev/sdal=0K: total 0.48Gb, used 0.01Gb(2.66%)'

16.6.3.4 Pe3ynbTaT HACTPONKN MOHUTOPUHra NamsaT oTobparkaeTcs B KOHCOMNM

[Tue, 29 Dec 2015 07:26:16 +0300][INFO]'RAM:system=37.0%(35/96Mb),total used=9.8%(185/1888Mb)'
[Tue, 29 Dec 2015 07:26:21 +0300][INFO]'RAM:system=36.8%(35/96Mb),total used=9.8%(184/1888Mb)'

16.6.3.5 Pe3synbTaT HaCTPONKN MOHUTOPUHra ceTeBbIX UHTEPdENCOB OTOOpaxaeTcs B

KOHCOJ1N

[Tue, 29 Dec 2015 07:30:52 +0300][INFO]'NET:eth1=Link UP, speed 1000 Mb/sec, rx/tx errors 0/0'
16.7 Hactpowuka nogaepxku IP SLA

16.7.1 OnucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 108 B ka4yeCTBe OCHOBHbIX YCTPOMCTB MCMOMb3YKTCH YeTbipe
cepBUCHbIX MapupyTusatopa - RouterA, RouterB, RouterC n RouterD.

Mexay YyCTpoMCTBaMM  HacTpoeHa craTtmyeckas  mMapupytmsaumsa. CoceacTtso
HacTpamBaeTcsa mexay RouterA n RouterB, RouterA n RouterC, RouterB n RouterD, RouterD un
RouterC. lNMpamoro coceactea HeT mexay ycTporctBammu RouterB n RouterC, RouterA n RouterD.
Ha kaxxgom 13 yCTponcTB HacTpoeHbl MHTepdenchl U HasdHayeHbl IP-agpeca.

Ha yctponctee RouterA HacTpoeH mexaHuam IP SLA.

Ha RouterD HacTpoeH loopback-nHtepdenc.
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RouterB

~ O ooog eth1: 30.30.30.1/24
=0 Doon

RouterA RouterD | gth4: 30.30.30.2/24

O Oooo
0 Dooo

eth2: 10.10.10.2/24

eth2: 10.10.10.1/24

1]

eth1: 20.20.20.1/24 lo1: 60.50.50.1/32 eth2: 40.40.40.2/24

RouterC

O ooog
='p pooo
eth1: 20.20.20.2/24 eth2: 40.40.40.1/24

PucyHok 108 — Cxema HacTponkn IP SLA

16.7.2 JTanbl HACTPOMUKMU CETU

16.7.2.1 Bowgute B pexum rnobanbHOM KOHUrypauum Ha YCTpPOMUCTBax nepea

HaCTPOWKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OOAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKU. B  KOH(UrypauMOHHOM peXuMme MOXHO WU3MEHATb HaCTPOMKN  UNHTepPdENCOoB,
MapLupyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

16.7.2.2 Hactponte RouterA

16.7.2.2.1 HactpouTe nHtepgemncsl eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 20.20.20.1/24
RouterA(config-if-[eth1])#exit
RouterA(config)t#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 10.10.10.1/24
RouterA(config-if-[eth2])#exit

16.7.2.2.2 HactpouTe Tpekep Anga OTCreXmBaHUs COCTOSIHUS XocTa npu nomowm ICMP

coooLeHnn
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RouterA(config)#track icmp ICMP host 10.10.10.2 period 3
RouterA(config)#track icmp ICMP on

16.7.2.2.3 HacTpouTe cTaTU4eckyo MapLpyTusauunio

RouterA(config)#ip route 0.0.0.0/0 10.10.10.2 50 track ICMP
RouterA(config)#ip route 0.0.0.0/0 20.20.20.2 100RouterA(config)#end

16.7.2.3 Hactponte RouterB
16.7.2.3.1 HactpouTe nHtepgemncesl eth1 n eth2

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 30.30.30.1/24
RouterB(config-if-[eth1])#exit
RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 10.10.10.2/24
RouterB(config-if-[eth2])#exit

16.7.2.3.2 HacTpouTe cTaTU4ecKyo MapLpyTusauunio

RouterB(config)#ip route 50.50.50.0/24 30.30.30.2
RouterB(config)t#tend

16.7.2.4 Hactponte RouterC
16.7.2.4.1 Hactpoute nutepdemncel eth1 n eth2

RouterC(config)#interface ethl
RouterC(config-if-[eth1])#no ip address dhcp
RouterC(config-if-[eth1])#no shutdown
RouterC(config-if-[eth1])#ip address 20.20.20.2/24
RouterC(config-if-[eth1])#exit
RouterC(config)#tinterface eth2
RouterC(config-if-[eth2])#no shutdown
RouterC(config-if-[eth2])#ip address 40.40.40.1/24
RouterC(config-if-[eth2])#exit
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16.7.2.4.2 HacTpouTe cTaTU4ecKyo MapLpyTu3auunio

RouterC(config)#ip route 50.50.50.0/24 40.40.40.2
RouterC(config)#end

16.7.2.5 Hactpounte RouterD
16.7.2.5.1 Hactpoute nutepdemncol eth1 n eth2

RouterD(config)#interface ethl
RouterD(config-if-[eth1])#no ip address dhcp
RouterD(config-if-[eth1])#no shutdown
RouterD(config-if-[eth1])#ip address 30.30.30.2/24
RouterD(config-if-[eth1])#exit
RouterD(config)#tinterface eth2
RouterD(config-if-[eth2])#no shutdown
RouterD(config-if-[eth2])#ip address 40.40.40.2/24
RouterD(config-if-[eth2])#exit

16.7.2.5.2 Cospgante n HacTpounTe loopback-uHtepdenc

RouterD(config)#interface lo1
RouterD(config-if-[lo1])#no shutdown
RouterD(config-if-[lo1])#ip address 50.50.50.1/32
RouterD(config-if-[lo1])#exit

16.7.2.5.3 HacTtpounTe cTatnyeckyo MapLipyTn3aumio

RouterD(config)#ip route 10.10.10.0/24 30.30.30.1
RouterD(config)#ip route 20.20.20.0/24 40.40.40.1
RouterD(config)#end

16.7.2.6 CoxpaHuTe HaCTPONKK

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gnsa COXpaHeHnA HaCTpOoOEK Ha yCTpOIZCTBaX

16.7.3 lpoBepkKa HacTpoek

16.7.3.1 BeinonHute komaHgy show ip route track-table Ha RouterA gns npocmoTpa

BblBOAA Ha 3KpaH MapLUpyTOB, X COCTOSAHUM M NOLKIMOYEHHbIX K HUM TPpeKepoB.
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ip route 0.0.0.0/0 10.10.10.2 track ICMP state is up

16.7.3.2 BbinonHute komaHay show track Ha RouterA gns npocmoTpa HacTPOEHHOro

Tpekepa

ICMP-tracker ICMP:
testing reachability of 10.10.10.2
period 3 seconds
state: ON

History of tracking:
15-02-2024 15:00:17 - host is up
15-02-2024 15:00:20 - host is up
15-02-2024 15:00:23 - host is up
15-02-2024 15:00:26 - host is up
15-02-2024 15:00:29 - host is up

16.7.3.3 BbinonHute komaHay show ip route static Ha RouterA gns npocmoTtpa

HaCTPOEHHOro MapLupyTa

IP Route Table for VRF "default"
Gateway of last resort is 10.10.10.2 to network 0.0.0.0
S* 0.0.0.0/0[50/0] via 10.10.10.2, eth2

16.7.3.4 BbinonHute komangy ping 50.50.50.1 Ha RouterA, 4tobbl y6eauTtbcs, 4TO

Tpaduk npoxoauT Yyepes RouterB

PING 50.50.50.1 (50.50.50.1) 56(84) bytes of data.

64 bytes from 50.50.50.1: icmp_seq=1 ttl=63 time=1.95 ms
64 bytes from 50.50.50.1: icmp_seq=2 tt|=63 time=1.89 ms
64 bytes from 50.50.50.1: icmp_seq=3 ttl=63 time=1.94 ms

16.7.3.5 BbinonHute komaHay tcpdump eth1 Ha RouterD ansa aHanusa Tpadmka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
15:09:34.341143 1P 10.10.10.1 > 50.50.50.1: ICMP echo request, id 24172, seq 1, length 64
15:09:34.341202 IP 50.50.50.1 > 10.10.10.1: ICMP echo reply, id 24172, seq 1, length 64
15:09:35.342199 IP 10.10.10.1 > 50.50.50.1: ICMP echo request, id 24172, seq 2, length 64
15:09:35.342232 |P 50.50.50.1 > 10.10.10.1: ICMP echo reply, id 24172, seq 2, length 64
15:09:36.343230 IP 10.10.10.1 > 50.50.50.1: ICMP echo request, id 24172, seq 3, length 64
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15:09:36.343287 IP 50.50.50.1 > 10.10.10.1: ICMP echo reply, id 24172, seq 3, length 64

16.7.3.6 BbinonHuTe cnegylowme AeUCTBUS ANA NPOBEPKU NPOXOXAEHMS Tpaduka no
APYroMy HacTPOEHHOMY MapLUpyTy

16.7.3.6.1 Ortknounte mHTepgenc eth2 Ha RouterB, 4TOGLI pasopBaTb coeaguHeHue
RouterA n RouterB

RouterB(config)#interface eth2RouterB(config-if-[eth1])#shutdownRouterB(config-if-[eth1])#exit

16.7.3.6.2 BbinonHute komaHgbl show ip route track-table n show track Ha RouterA,
4yTO6bI YOEONTBLCA, YTO TPEK OTKIOYEH

show ip route track-table

ip route 0.0.0.0/0 10.10.10.2 track ICMP state is down

show track

ICMP-tracker ICMP:
testing reachability of 10.10.10.2
period 3 seconds
state: ON

History of tracking:
15-02-2024 15:18:47 - host is down
15-02-2024 15:18:50 - host is down
15-02-2024 15:18:53 - host is down
15-02-2024 15:18:56 - host is down
15-02-2024 15:18:59 - host is down

16.7.3.6.3 BbinonHute komaHay show ip route static Ha RouterA ans npocmoTpa
MapupyTta K RouterC

IP Route Table for VRF "default"
Gateway of last resort is 20.20.20.2 to network 0.0.0.0
S*  0.0.0.0/0[100/0] via 20.20.20.2, eth1

Bepcusa 8.0 426



MoOHUTOPUHTI ceTeBOro Tpaduka MHCTpyKUMS No HacTporke
KPII.465614.0011C3

16.7.3.6.4 BbinonHute komaHay ping 50.50.50.1 Ha RouterA, 4Tobbl ybeauTbcs, 4TO

Tpaduk npoxoanT Yyepes RouterC

PING 50.50.50.1 (50.50.50.1) 56(84) bytes of data.

64 bytes from 50.50.50.1: icmp_seq=1 ttl=63 time=2.00 ms
64 bytes from 50.50.50.1: icmp_seq=2 tt|=63 time=1.91 ms
64 bytes from 50.50.50.1: icmp_seq=3 tt|=63 time=1.98 ms

16.7.3.6.5 BbinonHute komangy tcpdump eth2 Ha RouterD ans aHanusa Tpadguka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes
15:20:47.499194 IP 20.20.20.1 > 50.50.50.1: ICMP echo request, id 24539, seq 1, length 64
15:20:47.499270 IP 50.50.50.1 > 20.20.20.1: ICMP echo reply, id 24539, seq 1, length 64
15:20:48.499034 IP 20.20.20.1 > 50.50.50.1: ICMP echo request, id 24539, seq 2, length 64
15:20:48.499074 IP 50.50.50.1 > 20.20.20.1: ICMP echo reply, id 24539, seq 2, length 64
15:20:49.500159 IP 20.20.20.1 > 50.50.50.1: ICMP echo request, id 24539, seq 3, length 64
15:20:49.500208 IP 50.50.50.1 > 20.20.20.1: ICMP echo reply, id 24539, seq 3, length 64

16.7.3.7 BbInonHuTe cnegyrowime 4encTBuA Ona BOCCTAHOBMEHUS COEAUHEHNA MeXay
RouterA n RouterB
16.7.3.7.1 Bknounte nHtepdenc eth2 Ha RouterB

RouterB(config)#tinterface eth2RouterB(config-if-[eth2])#no shutdownRouterB(config-if-[eth2])#exit

16.7.3.7.2 BbinonHuTe KomMaHabl show ip route track-table n show track Ha RouterA,
4YTOObI YOEeauTbCs, YTO TPEK BKMNHOYEH

show ip route track-table

ip route 0.0.0.0/0 10.10.10.2 track ICMP state is up

show track

ICMP-tracker ICMP:
testing reachability of 10.10.10.2
period 3 seconds
state: ON

History of tracking:
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15-02-2024 15:24:24 - host is up
15-02-2024 15:24:28 - host is up
15-02-2024 15:24:31 - host is up
15-02-2024 15:24:34 - host is up
15-02-2024 15:24:37 - host is up

16.7.3.7.3 BbinonHute komaHay show ip route static, 4TOObI YybeauTbCs, 4TO

BOCCTaHOBUIICA MapLlpyT K RouterB

IP Route Table for VRF "default"
Gateway of last resort is 10.10.10.2 to network 0.0.0.0
S* 0.0.0.0/0[50/0] via 10.10.10.2, eth2

16.7.3.7.4 BbinonHute komaHgy ping 50.50.50.1 Ha RouterA, 4ytobbl y6eautbca, 4To

Tpaduk npoxoanT Yyepes RouterB

PING 50.50.50.1 (50.50.50.1) 56(84) bytes of data.

64 bytes from 50.50.50.1: icmp_seq=1 ttl=63 time=2.02 ms
64 bytes from 50.50.50.1: icmp_seq=2 tt|=63 time=1.94 ms
64 bytes from 50.50.50.1: icmp_seq=3 tt|=63 time=1.98 ms

16.7.3.7.5 BbinonHute komangy tcpdump eth1 Ha RouterD ans aHanusa Tpadguka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
15:26:16.658213 IP 10.10.10.1 > 50.50.50.1: ICMP echo request, id 24720, seq 1, length 64
15:26:16.658278 IP 50.50.50.1 > 10.10.10.1: ICMP echo reply, id 24720, seq 1, length 64
15:26:17.659325 IP 10.10.10.1 > 50.50.50.1: ICMP echo request, id 24720, seq 2, length 64
15:26:17.659380 IP 50.50.50.1 > 10.10.10.1: ICMP echo reply, id 24720, seq 2, length 64
15:26:18.660555 IP 10.10.10.1 > 50.50.50.1: ICMP echo request, id 24720, seq 3, length 64
15:26:18.660605 IP 50.50.50.1 > 10.10.10.1: ICMP echo reply, id 24720, seq 3, length 64

16.8 HacTtpowmka paboTbl debug Ha npumepe npotokona OSPFv2

16.8.1 OnucaHue HaCTPOWNKM

Kak nokasaHo Ha pucyHke 109 B Ka4eCTBe OCHOBHbIX YCTPONCTB UCMNOSIb3YHTCH CEPBUCHBIE
MapuwpyTtmnsaTtopbl - RouterA n RouterB.

Ha cepBUCHbIX MapLUpyTU3aTopax HacTpoeHbl MHTepdencol N HazHayeHbl IP-agpeca.

Ha RouterA HacTpoeH pexnm oTnagku debug Ha npumepe npotokona OSPFv2.

Ha RouterB HacTpoeHa mapwpyTtunsauyua OSPF.
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RouterA RouterB
Dooc O O oo
alalala —E ajllajalala

— eth1:192.168.0.1/24 eth1:192.168.0.2/24 —
lo1:1.1.1.1/32 101:2.2.2.2/32

PucyHok 109 — Cxema HacTponku paboTbl debug Ha npumepe npotokona OSPFv2

16.8.2 JTanbl HACTPOUKMU

16.8.2.1 Bowngute B pexum rnobanbHON KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro obopyaoBaHMs, OOHUM U3 rNaBHbIX LIAroB, ABNAETCA BXOL B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKN. B KOHPUIrypauUMOHHOM pexmmMe MOXHO U3MEHATb HACTPOWKU  UHTEpPdEnCcoB,
MapLpyTusaumto, 6e3onacHoOCTb 1 apyrme napameTpbl YCTPOUCTB.

16.8.2.2 Hactpounte RouterA

16.8.2.2.1 OTknouMTe TEKYLLMIA Vlan ncnonb3yemMbii N0 yMOMYaHMIo
RouterA(config)#no interface vlanl
16.8.2.2.2 HactpouTe nHtepdemc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 192.168.0.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

16.8.2.2.3 HacTtpowuTe nHtepemc lo1

RouterA(config)ttinterface lol
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RouterA(config-if-[lo1])#ip address 1.1.1.1/32
RouterA(config-if-[lo1])#no shutdown
RouterA(config-if-[lo1])#exit

16.8.2.2.4 HacTtpoute pexum otnagku ¢ npotokorniom OSPF

RouterA(config)#debug control on
RouterA(config)#debug ospf route install
RouterA(config)#logging level ospf 7
RouterA(config)#vlog user admin
RouterA(config)t#router ospf 1
RouterA(config-router)#trouter-id 1.1.1.1
RouterA(config-router)#network 192.168.0.0/24 area 0
RouterA(config-router)#network 1.1.1.1/24 area 0
RouterA(config-router)#tend

16.8.2.3 Hactpownte RouterB

16.8.2.3.1 OrTknoumTe TekyLwmin vian ncnonb3yemMbi Mo yMOYaHMIo
RouterB(config)#no interface vlianl
16.8.2.3.2 HactpouTe nHrepgemnc ethl

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip address 192.168.0.2/24
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

16.8.2.3.3 HacTtpouTe nHtepemc lo1

RouterB(config)ttinterface lol
RouterB(config-if-[lo1])#ip address 2.2.2.2/32
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#exit

16.8.2.3.4 HactponTte mapwpyTtmsaumo OSPF

RouterB(config)router ospf 1
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RouterB(config-router)#router-id 2.2.2.2
RouterB(config-router)#network 192.168.0.0/24 area 0
RouterB(config-router)#network 2.2.2.2/24 area 0
RouterB(config-router)#end

16.8.2.4 CoxpaHuTe HaCTPOWKM

Mcnonb3yinte komaHay write <name> ons CoxpaHeHNsa HacTPOeK Ha YCTponCcTBax

16.8.3 TlpoBepka HacTpoek

16.8.3.1 BbinonHute komaHay no debug ospf Ha RouterA ans BoikntoyeHus debug

All possible debugging has been turned off

debug

16.8.3.2 BbinonHute komaHay debug ospf packet hello Ha RouterA gns BknoyeHus

OSPF packet Hello debugging is on

<pvr>
<pvr>
<pvr>

<pvr>
<pvr>

:2023/02/21 13:01:24 OSPF[ 8767]: RECV[Hello]: From 2.2.2.2 via eth1)

:2023/02/21 13:01:25 OSPF[ 8767]: SEND[Hello]: To 224.0.0.5 via eth1:192.168.0.1, length 48
:2023/02/21 13:01:33 OSPF[ 8767]: RECV[Hello]: From 2.2.2.2 via eth1:192.168.0.1 (192.168.0.)
<pvr>:
:2023/02/21 13:01:43 OSPF[8767]:RECV[Hello]:From2.2.2.2 via eth1:192.168.0.1 (192.168.0.)
:2023/02/21 13:01:44 OSPF[8767]:SEND[Hello]:T0224.0.0.5 via eth1:192.168.0.1, length 48

2023/02/21 13:01:34 OSPF[8767]:SEND[Hello]:T0224.0.0.5 via eth1:192.168.0.1, length 48

16.9 Hactpownka PoE

16.9.1 OnucaHue HaCTPOMUKMU

Kak nokaszaHo Ha pucyHke 110 B KayecTBe OCHOBHOIMO YCTPOWCTBa WCMOSb3yeTcs

CEepBUCHbLIN MapLupyTu3aTop - RouterA.

K RouterA nogkntovyeHa Camera yepes switchport1 paboTatowmii B pexnme PoE.
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Camera RouterA

switchporti —

PucyHok 110 — Cxema HacTponkn PoE

16.9.2 3ITanbl HACTPOUKMU

16.9.2.1 Bowngute B pexum rnobanbHON KOHUrypaumm Ha YCTPOUCTBax nepen

HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypaLUmMOHHbIN pexmnM. KoHUrypaunoHHbIN PEXUM - 3TO OAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHPUIrypauUMOHHOM pexmme MOXHO U3MEHATb HACTPOMKU  UHTEpPdEencosB,
MapLupyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

16.9.2.2 Hactpounte RouterA

16.9.2.2.1 Bknwounte Ha RouterA pexum PoE

RouterA(config)#poe on

16.9.2.2.2 Bknwounte nHtepdemnc switchport1

RouterA(config)#interface switchportl
RouterA(config-switchportl1)#no shutdown

16.9.2.2.3 HactpouTe Ha nHtepdence PoE+(AT)

RouterA(config-switchportl)#poe operation-mode 1
RouterA(config-switchportl)#exit
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»
NMpumeyaHue

PoE+ MOXHO HacTpouTb Ha Bcex MHTepcbeVlcax, HO OQHOBPEMEHHO TOJ1IbKO Ha AOBYX.

KomaHpaa poe operation-mode 0 oTkntovaeT PoE+

16.9.2.2.4 HacTtpownTte TeMmnepaTypy cpabaTbiBaHWs NpeaynpexaeHums
RouterA(config)#poe temperature-alarm 50
16.9.2.2.5 Bknwounte meToa orpaHN4YEHUs1 MOLLHOCTU

RouterA(config)#poe power-management power-limit-mode 0

»
MpumeyaHue

[Ona komaHabl NpefyCMOTPEHO YeTblpe BapuaHTa OrpaHWyYeHusa MNUTaHus Ha
NHTEepence:

0 - no mowHocTu (ppl);

1 - no knaccy;

2 - no ICUT (pp));

3 - BPEMEHHOE OrpaHu4eHne no MmowHocTu (tppl).

16.9.2.2.6 HacTtpowTe orpaHn4yeHne MOLLHOCTN Ha UHTepdence

RouterA(config)t#tinterface switchportl
RouterA(config-switchportl)#poe power limit ppl 8000
RouterA(config-switchport1)#exit

16.9.2.2.7 Bblbepute meToa OTKMOYEHNA NUTaHnA PoOE

RouterA(config)#poe power-management total-power-mode 1
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»
NMpumeyaHue

[na komangbl NpeaycMOTPEHO BOCEMb METOAOB OTKITHOYEHUSI MUTAHUSA:

0 - Full Dynamics (Consumption);

1 - LLDP and Classes 1 to 3 = Static power (TPPL), Classes 0,4 = Dynamic;
2 - LLDP and Classes 0 to 3 = Static power (TPPL), Class 4 = Dynamic;

3 - LLDP and Classes 1 to 4 Static power (TPPL), Class 0 = Dynamic;

4 - LLDP and Classes 0 to 4 = Static power (TPPL);

5 - LLDP = Static power (TPPL), Non LLDP = Dynamic;

6 - LLDP and classes 4 = Static power (TPPL), Classes 0 to 3 = Dynamic;

7 - User defined per port.

16.9.2.2.8 Bknwo4unte npnoputmsaumo NnTaHUa NHTepgencos

RouterA(config)#poe power-management disconnection-method 0

»
MpumeyaHue

KomaHgpa poe power-management disconnection-method 1  oTkniovaer

npuopuUTU3aumio NHTEPdENCOB.

16.9.2.2.9 HacTtpounTe NpnopuUTeT OTKIMIOYEHUSA HA NHTepdence

RouterA(config)#interface switchportl
RouterA(config-switchportl)#poe priority HIGH

Fd
NMpumeyaHue

[ns komaHabl NpegycMOTPeHo TPy BapMaHTa npuopuTteTa:

CRITICAL - BbICLUNIA MPUOPUTET;
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HIGH - BbICOKMI NPUOPUTET;

LOW - HM3KMI NpUopuTeT.

16.9.2.2.10 lMNMpuHyauMTensHO BKOYUTE NUTaHWEe Ha nHTepdence

RouterA(config-switchportl)#poe force power on

16.9.2.3 CoxpaHuTe HaCTPOWKn

Mcnonbayite komaHay write <name> gnsi CoxpaHeHNsa HAaCTPOEK Ha YCTPOMCTBax

16.9.3 TlpoBepka HacTpoek

BbinonHuTte komangy show poe Ha RouterA anga npocmoTpa HacTpoek PoE

Power over Ethernet

Status: PoE enabled
Power Limit = 160W, Max shutdown Voltage = 58.0V, Min shutdown Voltage = 46.0V
Power Supply Voltage: 48.7 V
Total Power Consumption: 0 W
Temperature Info:
Current Temperature : 37°C
Overheated: no
Temperature Alarm (user defined: 50°C): no
Power Management:
Total Power Mode: Full Dynamic (Consumption)
Power Limit Mode: User defined per port
Disconnection Method: priority
PoE enabled Ports:
switchportl
Ports delivering power:

BeinonHute komaHgy show poe interfaces switchport 1 Ha RouterA gns npocmotpa

COCTOSIHUSA nopTa

Power over Ethernet Interfaces: enabled
Interface switchportl: UP
Port type: IEEE802.3AF/AT
Pre-defined Power Limit: 8000 mW
Temporary Power Limit: 0 mW
Class: 0
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Priority: HIGH

Force Power: on

Status:

Port is on: Valid resistor detected

16.10 Ucnonb3oBaHne moaudukatopos GREP

16.10.1 OnucaHue HaCTpPOMKMU

KomaHga grep ncnonb3dyetcs Ans unbTpauumn BbIBOANUMbIX COOBLLEHWIA B CTUNE YTUNUTDI
grep B UNIX-nogo6Hbix cuctemax. MoxHo 3agatb 4o 3 wabnoHoB A5 NOUCKA, KOTOPbIE MOXHO
BBECTU B KOHLEe komaHgbl nocrne cumeona | (U1N). MogudukaTopsbl BbIBOAbLI grep NO3BOSMSOT

N3MeHSTb popmaT U CoAepKaHne BbiBOAa KOMaHAbI.

16.10.2 Mpumepbl BbIBOAA KOMaHA € UCNOJNIb30BaHMEM MoaucukaTopoB grep
16.10.2.1 BeinonHute komaHgy show interfaces brief | grep ethl or eth2 gns BeiBOAa Ha

9KpaH KpaTkon cBogku no nHtepderncam eth1 n eth2

eth1 94:3f:bb:00:2d:c5 unassigned UP/DOWN ON
eth2 94:3f:bb:00:2d:c6 unassigned DOWN/DOWN OFF

16.10.2.2 BeinonHute komangy show running-config | grep switchport context after 3,
KoTopass BbiBEOET BCe CTPOKM C KOHTEKCTOM "switchport" n Tpm CTpokMm nocne Kaxgoro

coBnageHus n3 pesynstarta BbINONHeHUss komaHabl show running-config

interface switchportl
description sally

no shutdown

exit

interface switchport2
description Sam

no shutdown

exit

interface switchport3
description Sarah

no shutdown

exit

interface switchport4
description steven
no shutdown

exit

interface switchport5
no shutdown
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exit

interface switchport6
no shutdown

exit

interface switchport7
no shutdown

exit

interface switchport8
no shutdown

exit

16.10.2.3 BbinonHute komaHgy show running-config | grep "no shutdown™ context before
2, KOTOpasi BbiBeAET BCe CTPOKM C KOHTEKCTOM "no shutdown" n gBe CTpoKM nepen Kaxablm

coBrnageHneM n3 pesynbTaTta BbliNoMHeHNa komaHabl show running-config

interface ethl

no shutdown
interface switchportl
description sally

no shutdown
interface switchport2
description Sam

no shutdown
interface switchport3
description Sarah

no shutdown
interface switchport4
description steven
no shutdown

exit

interface switchport5
no shutdown

exit

interface switchport6
no shutdown

exit

interface switchport?7
no shutdown

exit

interface switchport8
no shutdown
interface vlanl

vid 1 ethertype 0x8100
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no shutdown

16.10.2.4 BeinonHuTe KkoMaHay show running-config | grep switchport only-matching ans
BblBOAA TONMbKO cammx coBnageHun "switchport" 6e3 BbiBoga Bcew CTpoOKM U3 pesyrnbTaTa

BbINOMHEHNA KomaHabl show running-config

switchport
switchport
switchport
switchport
switchport
switchport
switchport
switchport

16.10.2.5 BeinonHute komangy show interfaces brief | grep switchport invert-match ans
BbIBOJa BCEX CTPOK, B KOTOPbIX HET coBnageHun ¢ "switchport" n3 pesynoTtata BelBOga Ha 9KpaH

komaHabl show interfaces brief

Interface HW Address IPv4 Address  Admin/Link DHCPv4 Description
ethl 94:3f:bb:00:2d:c5 unassigned UP/DOWN ON
eth2 94:3f:bb:00:2d:c6 unassigned DOWN/DOWN OFF
vlanl 94:3f:bb:00:2d:c7 192.168.0.1/24 UP/DOWN OFF

16.10.2.6 BeinonHute komaHgy show interfaces brief | grep SWITCHPORT ignore-case
ONs BblBOOA BCeX CTPOK, cogepxawwmx "switchport", HeszaBucumo oT peructpa OykB u3

pesynbTaTta BbiBOAa Ha 3KkpaH koMaHabl show interfaces brief

switchportl n/a UP/DOWN n/a sally
switchport2 n/a UP/DOWN n/a Sam
switchport3 n/a UP/DOWN n/a Sarah
switchport4 n/fa UP/DOWN n/a steven
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
switchport7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a
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16.10.2.7 BeinonHute komaHgy show log syslog | grep "16\:2[1-2]" extended-regexp |
grep dhcpdiscover ignore-case.

OTa KOMaHOa cHayana BbINOSHAET MOWUCK pPEerynspHoro BblpaxeHuss 16\:2[1-2] wu3
pesynbTaTta BbiBoga koMaHabl show log syslog, urHopumpysa pernctp. 3atem OHa nepepaet
pesynbTaT NepBoro Nnoucka BO BTOPYK KOoMaHay grep, kotopada vwet ctpoky dhcpdiscover B

NONyYeHHbIX pe3yrnbTaTax, Tak e UTHOPUPYS Perncrp.

Apr 18 11:16:22 sr-be dhclient: DHCPDISCOVER on ethl to 255.255.255.255 port 67 interval 7
Apr 18 12:16:21 sr-be dhclient: DHCPDISCOVER on eth1 to 255.255.255.255 port 67 interval 16
Jul 2 16:21:08 sr-be dhclient: DHCPDISCOVER on ethl to 255.255.255.255 port 67 interval 13
Jul 2 16:21:21 sr-be dhclient: DHCPDISCOVER on ethl to 255.255.255.255 port 67 interval 18
Jul 2 16:21:39 sr-be dhclient: DHCPDISCOVER on ethl to 255.255.255.255 port 67 interval 20
Jul 2 16:21:59 sr-be dhclient: DHCPDISCOVER on ethl to 255.255.255.255 port 67 interval 20
Jul 2 16:22:19 sr-be dhclient: DHCPDISCOVER on eth1 to 255.255.255.255 port 67 interval 18
Jul 2 16:22:37 sr-be dhclient: DHCPDISCOVER on eth1 to 255.255.255.255 port 67 interval 9

Jul 2 16:22:46 sr-be dhclient: DHCPDISCOVER on eth1 to 255.255.255.255 port 67 interval 17

16.10.2.8 BeinonHute komaHay show running-config | grep "switchport." extended-regexp
context after 2 gns BbIBoga Ha akpaH BCEX CTPOK, coaepxawmx "switchport", BMmecte ¢ agByms
CTpOKamu, CreayroLmMMmn 3a KaxabiM coBnageHMemM nu3 pesyrnbTaTa BbINoSIHEHUS KOMaH4bl show

running-config

interface switchportl
no shutdown

exit

interface switchport2
no shutdown

exit

interface switchport3
no shutdown

exit

interface switchport4
no shutdown

exit

interface switchport5
no shutdown

exit

interface switchport6
no shutdown

exit

interface switchport?7
no shutdown

exit

interface switchport8

Bepcus 8.0 439



MoOHUTOPUHTI ceTeBOro Tpaduka MHCTpyKUMS No HacTporke
KPII.465614.0011C3

no shutdown
exit

16.10.2.9 BeinonHute komangy show running-config | grep "192.168.[0-9].1" extended-
regexp Ans BbiBOA4A CTPOK, coaepXawmx wabnoH IP-agpeca "192.168.x.1" n3 pesynbtarta
BbIMOSIHEHNA KOMaHAbl show running-config, yunTbiBas, YTO KaXKabl OKTET MOXET coaepXaTb

oaHy unu 6onee undp.

ip address 192.168.0.1/24
16.11 HacTpouka TOUYKM OTKaTa AencTBUMN

16.11.1 OnucaHue HaCTPOUKMN

HacTporika no3BosisieT yCTaHOBUTb TOYKM OTKaTa KOHUrypauuum v OencTBus npu ee
3arpyske. [Janee npuBedeHO onvcaHWe CO3f4aHus, U3AMEHEHUS, YOaneHus, a Takke 3arpyskm u
BbIrPY3KW.

CospaHve, yganeHue, a Takke 3arpysky U BbIFPY3Ky TOYEK OTKaTa MOXET Mpou3BOaUTb

nonb3oBaTesib C YypoBHEM npusunernin 14 n donee.

16.11.2 dTanbl HACTPOUKMU

16.11.2.1 YcTaHOBKa TOYKM OTKaTa KOHpurypauum

BoinonHute komangy system  rollback  <profile "config_name"> <action
"action_name" > <force> <time "timer" | idle "timer"> <comment "user_comment"> ans

CO30aHus TOYKM OTKaTa U AencTBus npu ee 3arpys3ke.

admin@RouterA# system rollback profile name action reload force time 5 comment 1111

roe: — <profile "config_name"> — BbIGop npodunnsa KoOHUrypauum, 3arpy>kaemoro npu oTkare,
rae "config_name" — HanmmeHoBaHve npoduna KoHdurypaumu. o ymonyaHuio B npodunb
oTKaTa 3arpyxaroTcs TEKyLUne HaCTPONKN caenaHHble ¢ MOMeHTa 3arpy3ku CM;

— <action "action_name"> — Bbl6Op OeWCTBUs, KOTOpoe 6yaeT MNpom3BOAUTLCA Npu
oTKaTe: MnonHaga nepesarpyska yCTPOMCTBa C OTKaTbiBaeMbIM Npodunem KoHgpurypaumm (action
reboot) unu 3arpyska oTkatbiBaemMoro npodgunsa kKoHdurypaumm 6e3 nepesarpyskm yCcTponcrtea
(action reload). Tllo ymonyaHui  BbliOMpaeTcsa  3arpy3ka oOTKaTbiBaemMoro npocuns

KOHpurypaumm 6e3 nepesarpyskm yCTpOnCTBa;
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— <force> — BbinonHeHne KomaHabl 6€3 ananora NOATBEPXKAEHNS;

— <time "timer"> — BbIOOp TanmMepa Ans aBToMaTMYeCKoro otkaTa, rage "timer" — Bpems oo
aBTOMaTM4ecKkoro oTkata B MuHyTax. [ocTynHble 3HayeHusa oT 1 go 20. Mo ymonyaHuio
BblOMpaeTcs napameTp time ¢ 5-MUHYTHbIM TanmayToM A0 OTKaTa KOHuUrypaumm;

— <idle "timer"> — BbIOOp TaMmepa HeaKTMBHOCTW MONb30BaTeENs AN aBTOMATUYECKOro
oTKara, rage "timer" — BpemMs 4O aBTOMaTUYECKOro oTkata B MUHyTax. [loCcTyrnHble 3Ha4YyeHus oT 1
go 20;

— <comment "user_comment"> — ycTaHOBKa KOMMEHTapus 415 3anucbiBaeMoro npogouns
oTkaTa, rge "user_comment" — HebomnbLIOE CrOBECHOE OnucaHue Npoduns OocTaBnsieMoe

norib3oBaTtesieM no XenaHuto.

»
NMpumeyaHue

Mmsa npodmna koHdurypaumm null, koTopoe MOXeT OblTb WCNONb30BaHO B
komange load null, sBnseTcs 3ape3epBUMPOBaAHHbIM CUCTEMHBIM MMEHeM, npodanna c
TakuM MMEHeM He CyLecTBYyeT, Mo3TOMYy MCMNOofb30BaTb 3TO UMS B JaHHOMW KOMaHAe

HEBO3MOXHO.

Mpn co3gaHMM TOYKM OTKaTa BblbpaHHasi KOHUrypaumsa npoduna CcoxpaHseTca B
cneumnanbHbIn Npodunb oTkaTa. MIMsi TOYKM oTKaTta (hopMuMpyeTcsl Ha OCHOBE TEKyLUUX AaTbl U
BPEMEHW, YCTaHOBIIEHHbIX B  CUCTeMe, BKIloMas [OeHb Hegenu B (popmate
HenpHenesm OO MM I'TTT YU4:MM:CC. Hanpl/lmep: Tue 14 Apr 2015 12:21:19.

Mo ncredeHnn TanmayTta, 3agaHHOro napameTpamMu time UMK idle, CUCTEMA 3arpyXKaerT:
npodusib  KOHUrypaumm, ykasaHHbIA napamMeTpoM profile UM NPOPUNbL KOHUrypaumm,

aKTMBHbI HA MOMEHT CO3[jaHNsi TOYKM OTKaTa (ecrnv napamMeTp profile HE 3adaH).

»
NMpumeyaHue

Mpn oTkaTe BOCCTaHaABNMBAKOTCA TOMbKO TE€ HACTPOWKM, KOTOpble MOryT ObiTb
COXpaHeHbl B KOHUrypaumoHHoOM npodoune. Takne HaCTPOMKMK, KaK CreHepupoBaHHbIE

Kntoun SSH/vpn, HacTpoyiku nonb3oBaTener U rpynn, YCTaHOBIIEHHOE BPEMS, UMS
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ycTponcTtBa, HacTtpokn VLOG, HacTporku kKomaHg terminal m aHanoruyHole, He

BOCCTaHaB/IMBAOTCA NMpPU OTKaTe.

16.11.2.2 OTMeHa TOYKM oTKaTa
BbinonHute komaHay system commit <force> ana OTMeHbl npoueaypbl OTKaTa,

aKTMBUpPOBaHHOM koMaHaon system rollback

admin@RouterA# system commit force

roe <force> — BbinonHeHMe komaHabl 6€3 gmManora NoaTBEPXAEHUS.

16.11.2.3 HemeaneHHoe BbINONHEHNE OTKaTa CUCTEMbI

BeinonHute komaHay system revert <force> <rollback-profile "config_name"> ana
HeMe[IeHHOro oTkata CUCTEMbI B MOCAEHIO TOYKY OTKaTa, yCTaHOBMEHHYIO KOMaHAoM system

rollback

admin@RouterA# system revert force rollback-profile Tue_14_Apr_2015_12:21:19

roe: — <force> — BbinonHeHWe KomaHabl 6€3 gnanora NoaTBEPXAEHUS;
— <rollback-profile "config_name"> — BbIbop npoduns oTtkata, rge "config_name" —

HanMeHOBaHWe nNpoguns.

Ed
MpumeyaHue

Ecnn napametp <rollback-profile> He ykasaH, n npu 3aToMm Oblna co3gaHa Toudka
oTkaTa komangou system rollback, To cuctema aBToOMaTtM4eCKM BbIMOSHUT OTKaT K 3TOWM

TOYKe.

16.11.2.4 YpaneHne KOHKPETHOW TOYKN OTKaTa
BeinonHute komanagy system clear-rollback rollback <"config_name"> anga ynanenuns

onpeneneHHom TOYKN oTkaTa.
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admin@RouterA# system clear-rollback rollback Tue_14_Apr_2015_12:21:19

rae <"config_name"> — BbIbop Npodmns oTkarta, rae "config_name" — HaMmeHoBaHMe npocuns.
16.11.2.5 YpganeHue Bcex TOYeK oTkata
BbinonHute komangy system clear-rollback all gnga yoaneHus Bcex coxpaHeHHbIX TOYEK

OTKaTa.

admin@RouterA# system clear-rollback all

16.11.2.6 YcTaHOBKa MakCMMarbHOro 3Ha4eHUs KonnyecTsa ToYeK oTkata
BeinonHute komaHay system rollback-files-nubmer <number_of_files> ansa yctaHoBku

MaKCMMalribHOro KoJinyecrtBa TO4EK OTKaTa B UICTOPUN OTKATOB.

admin@RouterA# system rollback-files-number 20

roe: <number_of files> — KonnM4yecTBO MakcMmarnbHbIX TOYEK OTKaTa, AOCTYMHbIE 3HAYEHUS OT 1
o 20.

16.11.2.7 lNpocMOTp cTaTyca akTUBMPOBAHHOW nNpoLeaypbl oTkaTa

BbinonHute komangy show system rollback gna npocmoTtpa ctatyca akTMBMPOBaHHOM

npoueaypbl oTkaTa.

admin@RouterA# show system rollbackRollback is active
Current rollback profile is: Tue_14 Apr_ 2015 12:21:19
Rollback action: reload

Current timer mode: time

Time remaining: 5 minutes

admin@RouterA#

16.11.2.8 lNpocMOTp MakcMMarnbHOro KofimyecTsa ToOYeK oTkaTa
BoinonHute komanHgy show system rollback-files-number agna npocmoTtpa

MaKkCMaribHOro Konm4yecrtBa To4eK OTKaTa.

admin@RouterA# show system rollback-files-number 10
admin@RouterA#
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16.11.2.9 lNpocmoTp npodumnda TOYKM OTKaTa

BoinonHute komangy show profile rollback <"rollback_name"> ana npocmoTpa
ornpeneneHHom TOYKN oTkara.

admin@RouterA# show profile rollback Tue_14_Apr_2015_12:21:19

| Profile Name | Loaded by | Created by | Loaded at |

| Tue_14 Apr 2015 12:21:19 | |

admin | |
admin@RouterA#

roe <'"rollback_name"> — Bblbop npoduna oTkata, rae "config name" -

HanMeHoBaHue
npocuns.
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17YnpaBrneHue mapLipyTu3aTopom
17.1 Hactpowuka LTE-mogema

17.1.1 OnucaHue HaCTPOMKMU

Kak nokasaHO Ha pucyHke 111 B Ka4yecTBe OCHOBHOMO yCTpOVICTBa MCNOJIb3YyHTCA

CepBUCHbIN MapLupyTusaTop RouterA.

Ha RouterA HacTpoeH nHtepgeic lte1 n uitepderic eth1 - IP address 198.168.0.2/24

Cloudflare
PC LTE DHCP Server
RouterA 1.1.11

eth1 Ite1
_ .0 ooog
=0 Doon el el el
192.168.0.1/24 192.168.0.2/124 WHTepHer ceTb B BB EBBERERA

PucyHok 111 — Cxema HacTtponku LTE-mogema

17.1.2 3OTanbl HACTPOUKU CETUN

17.1.2.1 Bowgute B pexumMm rrnobanbHOM KOHUrypauum Ha YCTPOMCTBE nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUdA, OAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumoHHbIA peXnm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKU. B KOH(UrypaumMOHHOM peXmme MOXHO MU3MEHSATb HACTPOMKU UHTEePdENCcos,
MapLipyTusauuio, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

17.1.2.2 Hactponte RouterA

17.1.2.2.1 OTknouymTe TekyLwmin vian ncnonb3yemMblii N0 yMOYaHMIo

RouterA(config)#no interface vlanl

17.1.2.2.2 HactpouTe nHtepdemnc ltel

RouterA(config)#interface Itel
RouterA(config-if-[lte1])#ip address dhcp
RouterA(config-if-[ltel1])#exit
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17.1.2.2.3 Hactpoute nutepdemnc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.2/24
RouterA(config-if-[eth1])#exit

17.1.2.2.4 Hactpoute NAT Ha RouterA

RouterA(config)#ip access-list NAT outinterface Itel
RouterA(config)#ip nat access-list NAT source masquerade

17.1.2.3 CoxpaHuTe HaCTPOMKM

Mcnonb3yinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha YCTponcTBax

17.1.3 TlpoBepKa HacTpoek
17.1.3.1 BbinonHute komaHgy show interfaces brief Ha RouterA ans npocmoTpa

norny4YeHHoro agpeca

Interface  HW Address IPv4 Address Admin/Link DHCPv4  Description
ethl  94:3f:bb:00:30:41 192.168.0.2/24 UP/UP OFF

eth2  94:3f:bb:00:30:42  unassigned DOWN/DOWN OFF

Itel 00:1e:10:1f:00:00 192.168.8.100/24 UP/UP ON 12d1:14db device

17.1.3.2 BbinonHute komaHgy ping 1.1.1.1 Ha PC gns npoBepku paboTbl Mogema

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.

64 bytes from 1.1.1.1: icmp_seq=1 ttlI=54 time=37.3 ms

64 bytes from 1.1.1.1: icmp_seq=2 ttlI=54 time=25.9 ms

64 bytes from 1.1.1.1: icmp_seq=3 ttlI=54 time=24.8 ms

AC

---1.1.1.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 24.849/29.359/37.299/5.631 ms
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17.2 Hactpomnka Samba-cepBepa

17.2.1 OnucaHue HaCTPOMUKMU

Kak nokasaHo Ha pucyHke 112 B KadecTBe OCHOBHOIO YCTPOMCTBA WCMONb3yeTCs

CEPBUCHbLIN MapLupyTu3aTop - RouterA.
K RouterA nogkntoveH PC, rge HacTpoeH ceTeBon NHTepdeNnc.
Ha RouterA HacTpoeH nHTepdenc n HasHadyeH ctatndeckn IP-agpec, HactpoeH Samba-

cepBep 1 aoGasneH nonb3osaTtens Samba, co3gaHo NpuMBaTHOE XpaHUNULLE U rocTeBas narka.

PC RouterA
Samba
cepBep

eth1 ‘O 0DOn
192.168.0.1/24 192.168.0.2/24

PucyHok 112 — Cxema HacTponkun paboTbl cepBepa Samba

17.2.2 OTanbl HACTPOMKU CETU

17.2.2.1 HactponTte knmeHT samba Ha PC

17.2.2.2 Hactpounte RouterA

17.2.2.2.1 Bounagnte B pexum rnobanbHON KOHUrypaumm Ha yCTPOWCTBE nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro o6opyaoBaHUdA, OAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKN. B KOHPUrypauUMOHHOM pexnme MOXHO U3MEHATb HAaCTPOWKM UHTepdencos,
MapLupyTusaumto, 6e3o0nacHoOCTb 1 gpyrme napameTpbl YCTPOWCTB.

17.2.2.2.2 OTKnouMTE TEKYLLMIA Vlan ncnonb3yemMbii N0 yMOYaHMIo

RouterA(config)#no interface vlanl
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17.2.2.2.3 Hactpoute nHtepdemc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 192.168.0.2/24
RouterA(config-if-[eth1])#exit

17.2.2.2.4 [obGaBbTe nonb3oBaTens B CUCTEMY

RouterA(config)#ftusername add testuser group service
Enter password:
Repeat password:

17.2.2.2.5 Hactponte Samba cepsep

»
NMpumeyaHue

[anee npuBegeHa HacTpomka Samba-cepBepa, koTopbi mncnonbdyet USB-flash

HakonuTesib And XxpaHeHUA OaHHbIX.

RouterA(config)#tsamba server
RouterA(config-sambaserver)#mkdir /media/usb0 testshare
RouterA(config-sambaserver)#chmod /media/usb0 testshare/

17.2.2.2.6 T[logTBepauTe BbIOOP HakonuTens
Are you sure? (y/n) yes
17.2.2.2.7 HacTpouTe npMBaTHOE XpaHuUnvLie

RouterA(config-sambaserver)#interfaces ethl
RouterA(config-sambaserver)#user add testuser
RouterA(config-sambaserver)#share add testshare /media/usb0
RouterA(config-sambashare-[testshare])#writable on
RouterA(config-sambashare-[testshare])#disk /media/usb0
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RouterA(config-sambashare-[testshare])#path testshare/
RouterA(config-sambashare-[testshare])#users testuser
RouterA(config-sambashare-[testshare])#enable
RouterA(config-sambashare-[testshare])#exit

17.2.2.2.8 Bkniounte cepsep Samba

RouterA(config-sambaserver)#on
RouterA(config-sambaserver)#end

17.2.2.3 CoxpaHuTe HaCTpOWKn

Mcnonb3yinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha YCTponcTBax

17.2.3 TpoBepka HacTpoek

17.2.3.1 BbinonHute nogkntoyeHme ¢ PC Ha Samba cepsep

Try "help" to get a list of possible commands.
smb: \>

17.3 Hactpownka TFTP-cepBepa

17.3.1 OnucaHue HaCTPOMUKMU

Kak nokaszaHo Ha pucyHke 113 B KayeCTBE OCHOBHbIX YCTPOWCTB MCMONb3YylTCA ABa
CepBUCHbIX MapLupyTusaTopa - RouterA n RouterB.

Ha RouterA HacTpoeH nHtepdeinc eth1 - IP address 198.18.1.1/24.

Ha RouterB HacTpoeH uHTepdeinc eth1 - IP address 198.18.1.2/24 n Bkno4eH NpoOTOKON

tftp.
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RouterA RouterB
.0 oooog .0 oooo
='n DODD gy < ='n pooo
ipv4:198.18.1.1/24 ipv4:198.18.1.2/24

PucyHok 113 — Cxema HacTtponkun TFTP

17.3.2 OTanbl HACTPOMKU CETU

17.3.2.1 Bowngute B pexum rnobanbHON KOHUrypaumm Ha YCTPOUCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 FNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypaUMOHHbIN pexnMm. KOHUrypaumMOHHbIA peXnm - 3TO OOAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B KOHUIYpaUMOHHOM peXMMe MOXHO U3MEHATb HACTPOMKU  UHTEPdENCcoB,
MapLupyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

17.3.2.2 Hactponte untepdeliic eth1 Ha RouterA

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#end

17.3.2.3 Hactpownte RouterB
17.3.2.3.1 HactpouTe nHtepdeimc eth1

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.1.2/24
RouterB(config-if-[eth1])#exit
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17.3.2.3.2 Bkntounte TFTP

RouterB(config)#tftp on
RouterB(config)#end

17.3.2.4 CoxpaHuTe HaCTPOWKM

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

17.3.3 TlpoBepka HacTpoek
17.3.3.1 BebinonHute komangy ping 198.18.1.2 repeat 8 Ha RouterA ans npoBepku

CBA3HOCTU

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.

64 bytes from 198.18.1.2: icmp_seqg=1 tt|=64 time=1.95 ms
64 bytes from 198.18.1.2: icmp_seq=2 ttl=64 time=0.951 ms
64 bytes from 198.18.1.2: icmp_seq=3 tt|=64 time=1.03 ms
64 bytes from 198.18.1.2: icmp_seq=4 ttl=64 time=0.977 ms
64 bytes from 198.18.1.2: icmp_seq=5 ttl=64 time=0.924 ms
64 bytes from 198.18.1.2: icmp_seq=6 ttl=64 time=0.984 ms
64 bytes from 198.18.1.2: icmp_seq=7 ttl=64 time=0.944 ms
64 bytes from 198.18.1.2: icmp_seq=8 ttl=64 time=0.974 ms
--- 198.18.1.2 ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time 14ms
rtt min/avg/max/mdev = 0.924/1.092/1.949/0.325 ms

17.3.3.2 BbinonHute komaHgy copy profile profile to url tftp 198.18.1.2 Ha RouterA gns

oTnpasku danna KoHurypaumm

profile exported successfully

17.3.3.3 BbinonHute komaHgy show tftp Ha RouterB ans nposepku nonyyeHna danna

Ha TFTP-cepBepe ycTponctea

TFTP server state: on
Files:

profile.json
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17.3.3.4 BebinonHute komaHay copy profile profile from url tftp 198.18.1.2 Ha RouterB ans
nmnopTta npoduna ¢ TFTP-cepBepa

Profile imported successfully!

17.4 Hactpowmka aBTopusaumm no nporokony RADIUS

17.4.1 OnucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 114 B Ka4eCTBE OCHOBHbIX YCTPONCTB UCMNONb3YeTCS CEPBUCHbIN
mapwpyTtmsatop n PC

Ha RouterA HacTpoeH nHTepdemnc eth1 - IP address 198.18.1.1/24 n HactpoeH RADIUS-
cepBsep.

RouterA PC1

- 198.18.1.0/24
=
: eth1 198.18.1.2/24

Ipv4:198.18.1.1/24

plal
nla

fejal
»

m

PucyHok 114 — Cxema HacTtpoviku IP SLA

17.4.2 JTanbl HACTPOMUKMU CETH

17.4.2.1 Bowgute B pexuMm rnobanbHON KOHUrypaumm Ha YCTPOWUCTBE Nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHNdA, OOAHUM U3 FMaBHbIX LLAroB, ABNAETCS BXOL B
KOH(UrypaumMOHHbIN pexnM. KoHUrypaumMoHHbIA peXxnm - 3T0 OOAWH U3 PEXMMOB KOMaHOHOM
CTPOKN. B KOHPUIrypauUMOHHOM pexnMe MOXHO U3MEHATb HACTPOWMKU UHTepdEemncosB,
MapLupyTusaumto, 6e3o0nacHoOCTb 1 gpyrme napameTpbl YCTPOWCTB.

17.4.2.2 Hactpounte RouterA

17.4.2.2.1 HactpouTe nHtepemc eth1
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RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

17.4.2.2.2 Hactpoute Radius-cepsep

RouterA(config)#radius server 198.18.1.2 password istok-radius authentication-port 1812 accounting-port 1813
timeout 3

RouterA(config)#system ssh authentication-method radius

RouterA(config)#tend

17.4.2.3 CoxpaHuTe HaCTPOMKM

Mcnonb3yinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOeK Ha YCTponcTBax

17.4.3 TpoBepKa HacTpoek
17.4.3.1 BbinonHum komangy ping 198.18.1.2 repeat 8 Ha RouterA ana npoBepku

coeanHeHusi c PC

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.

64 bytes from 198.18.1.2: icmp_seq=1 ttl=64 time=1.95 ms
64 bytes from 198.18.1.2: icmp_seq=2 ttl=64 time=0.951 ms
64 bytes from 198.18.1.2: icmp_seq=3 ttl=64 time=1.03 ms
64 bytes from 198.18.1.2: icmp_seq=4 ttl=64 time=0.977 ms
64 bytes from 198.18.1.2: icmp_seq=5 ttl=64 time=0.924 ms
64 bytes from 198.18.1.2: icmp_seq=6 ttl=64 time=0.984 ms
64 bytes from 198.18.1.2: icmp_seq=7 ttl=64 time=0.944 ms
64 bytes from 198.18.1.2: icmp_seq=8 ttl=64 time=0.974 ms
--- 198.18.1.2 ping statistics ---

8 packets transmitted, 8 received, 0% packet loss, time 14ms
rtt min/avg/max/mdev = 0.924/1.092/1.949/0.325 ms

17.4.3.2 Ha BupTyanbHon mawumHe 3anyctute freeradius
17.4.3.3 BbinonHute BX0A B YH4ETHYIO 3anncb admin C UCNONb30BaHNE YYETHBIX AAaHHbIX

RADIUS-cepsepa (login: admin; password: istok-radius)

admin@RouterA#
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17.4.3.4 TlposepbTe BbiBOA RADIUS-cepBepa

BbeiBog RADIUS-cepBepa cogepxut "Access-Request * n "Sent Access-Accept

Ready to process requests

0) Received Access-Request Id 13 from 198.18.1.1:55598 to 198.18.1.2:1812 length 78
) User-Name = "admin"

) User-Password = "istok-radius"

) NAS-IP-Address =127.0.1.1

) NAS-ldentifier = "login"

) NAS-Port = 3802

) NAS-Port-Type = Virtual

) Service-Type = Authenticate-Only

) # Executing section authorize from file /etc/freeradius/3.0/sites-enabled/default
) authorize {

) policy filter_username {

) if (&User-Name) {

) if (&User-Name) -> TRUE

) if (&User-Name) {

) if (&User-Name =~/ /) {

) if (&User-Name =~/ /) -> FALSE

) if(&User-Name =~ /@["@]*@/ ) {
) if (&User-Name =~ /@[*@]*@/ ) -> FALSE
) if (&User-Name =~ /\\\./ ) {

) if (&User-Name =~ /\.\./ ) -> FALSE
) if (&User-Name =~ /@/) && (&User-Name !~ /@(.+)\.(.+)S/)) {
) if (&User-Name =~ /@/) && (&User-Name !~ /@(.+)\.(.+)$/)) -> FALSE
) if (&User-Name =~ /\.$/) {

) if (&User-Name =~ /\.$/) ->FALSE
) if (&User-Name =~ /@\./) {

) if (&User-Name =~ /@\./) -> FALSE

) }#if (&User-Name) = notfound

)} # policy filter_username = notfound

) [preprocess] =

) [chap] = noop

) [mschap] = noop

) [digest] = noop

) suffix: Checking for suffix after "@"

) suffix: No ‘@' in User-Name = "admin", looking up realm NULL
) suffix: No such realm "NULL"

) [suffix] = noop

) eap: No EAP-Message, not doing EAP

) [eap] =noop

) files: users: Matched entry admin at line 211

) [files] =

) [expiration] = noop

) [logintime] = noop

) [pap] = updated

) }# authorize = updated

) Found Auth-Type = PAP

)

(
(o
(0
(0
(0
(0
(0
(0
(o
(o
(0
(0
(0
(0
(0
(0
(0
(0
(0
(0
(0
(0
(0
(0
(0
(0
(0
(0
(0
(0
(0
(0
(o
(o
(o
(0
(o
(0
(o
(0
(0
(0
(0
(0
(0
(0) # Executing group from file /etc/freeradius/3.0/sites-enabled/default
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(0) Auth-Type PAP {

(0) pap: Login attempt with password

(0) pap: Comparing with "known good" Cleartext-Password

(0) pap: User authentlcated successfully

(0) [pap] =

(0) }# Auth- Type PAP = ok

(0) # Executing section post-auth from file /etc/freeradius/3.0/sites-enabled/default

(0) post-auth {

(0) if (session-state:User-Name && reply:User-Name && request:User-Name && (reply:User-Name ==
request:User-Name)) {

(0) if (session-state:User-Name && reply:User-Name && request:User-Name && (reply:User-Name ==
request:User-Name)) -> FALSE

) update {

) No attributes updated for RHS &session-state:

) }#update = noop

) [exec] = noop

) policy remove_reply_message_if eap {

) if (&reply:EAP-Message && &reply:Reply-Message) {

) if (&reply:EAP-Message && &reply:Reply-Message) -> FALSE

) else{

) [noop] = noop

)  }#else =noop

)} # policy remove_reply_message_if eap = noop

) if (EAP-Key-Name && &reply:EAP-Session-1d) {

) if (EAP-Key-Name && &reply:EAP-Session-Id) -> FALSE

) }# post-auth = noop

) Sent Access-Accept Id 13 from 198.18.1.2:1812 to 198.18.1.1:55598 length 51
) Service-Type = NAS-Prompt-User

0) Cisco-AVPair = "shell:priv-lvl=15"

0) Finished request

Waking up in 4.9 seconds.

(0) Cleaning up request packet ID 13 with timestamp +9 due to cleanup_delay was reached
Ready to process requests

(0
(0
(0
(0
(0
(0
(0
(0
(0
(0
(0
(0
(0
(0
(0
(0
(
(

17.5 Hactpowuka aBTopusaumm no npotokony TACACS+

17.5.1 OnucaHue HaCTPOMUKMU

Ha yctporictBe RouterA HacTpoeHa aBTopusauus yepes TACACS+ cepsep. Npu nonbiTke
aBTOpM3aummn, yctponcteo RouterA otnpaenset 3anpoc Ha TACACS+ cepBep, nocrne o6paboTku
3anpoca TACACS+ cepBep oTnpaBnsieT OTBET Ha YCTPOMCTBO.

lMpomsBoguTcsi  nonbiTka  aBTopuM3aumm  nonb3oBaTens admin € y4YeTHbIMU
AAHHBIMW PACMNOSIOXKEHHBIMU  JIOKANbHO M C  YYETHbIMM AaHHBIMU  CKOH(OUIYpPUPOBaHHBIMMN
Ha TACACS+ cepsepe.
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PC1
Tacacs+ cepBep

RouterA

[]
[
eth1 198.18.1.2/24

198.18.1.1/24

—

PucyHok 115 — Jlornyeckasa cxema npotokona TACACS

17.5.2 JTanbl HACTPOUKMU

17.5.2.1 Bowngute B pexum rnobanbHON KOHUrypauunm Ha YCTpoOUCTBax nepen
HaCTPOMKOM

Mpu HacTponke ceTeBoro obopyaoBaHUs, OOAHUM U3 FMNaBHbIX LIAroB, ABMSETCS BXo4 B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUIypaunoHHbIN PEXUM - 3TO OANH U3 PEXUMOB KOMaHLHOW
CTPOKN. B  KOHUIrYpaUMOHHOM peXUME MOXHO U3MEHATb HACTPOWMKU UHTepdencos,
MapLupyTusaumto, 6e3onacHoCTb 1 gpyrme napameTpbl YCTPOUCTB.

17.5.2.2 Hactpounte RouterA

17.5.2.2.1 Hactpoute nutepdcemnc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

17.5.2.2.2 HactpowuTe tacacs cepsep
RouterA(config)#tacacs server 198.18.1.2 secret vvzHIclwxT4bRNeetJYTtAA= priority 1

17.5.2.2.3 Bkntouute dpyHkuuio TACACS accounting
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RouterA(config)#tacacs accounting on
17.5.2.2.4 HactpouTe aBTOMaTU3aLmto rno ssh
RouterA(config)#system ssh authentication-method tacacs

17.5.2.3 CoxpaHuTe HaCTpOWKn

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

17.5.3 TlpoBepka HacTpoek

17.5.3.1 BbinonHute koMaHgy show tacacs server Ha RouterA ans BbiBOA4a Ha 9KpaH
HacTpounkn TACACS+ cepBepa

TACACS servers:

198.18.1.2 password: vvzHIclwxT4bRNeet)YTtAA= priority: 1
accounting: on

17.5.3.2 BbinonHute komaHgy show aaa Ha RouterA gns BbiBOAA Ha 3KpaH TEKYLLMX

HaCTpOeEK ayTeHTUduKauum, asTopmsaumm, yyeta (AAA)

Service lists:
service name | auth method

console | local
ssh | tacacs
telnet | local

17.5.3.3 BbinonHute Bxoa Ha PC1 B y4eTHyto 3anmcb admin no ssh ¢ ucnonb3oBaHue
y4€THbIX gaHHbIX TACACS+ cepBepa

admin@dut-t3-01#

17.5.3.4 BbinonHute komaHgy show privilege Ha RouterA ang BbiBoga Ha 3KpaH ypPOBHS
NpyBUMerMn TekyLero nofnb3oBaTens

Your privilege level is: 15
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17.5.3.5 BbinonHute komaHgy show users Ha RouterA ang BbIBOOA Ha 3KpaH Cnucka

nosnb3oBaresnien n MHpopmaumm o HUX

User | Group | Type | Privilege

admin | admin | tacacs | 15
17.6 HacTtpownka npotokona ECMP

17.6.1 OnucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 116 B Ka4yeCTBE OCHOBHOrO yCTpOIZCTBa Bbl6paHbI aBa

cepBUCHbIX MaplipyTusaTtopa - RouterA n RouterB. Bce yctponctsa nogkntoyeHbl kK RouterA:
PC1, PC2.

Ha RouterA HacTpoeHbl MHTepdenChl, vilan N HaCcTPOHbI BCE BO3MOXHbIE MapLUpyThl 415
paboTbl no npotokony ECMP.

Ha RouterB HacTpoeHbl HTepencsbl 1 MapLupyTusaumsi.

PC1

100.1.0.0/24

RouterA jpv4:198.18.10.0/24 ipv4:198.18.10.2/24 RouterB
swi eth1 eth1

_ .0 oooo _ .0 ooog
='p0 oooo =°'0 oooo
sw2 eth2 eth2
ipv4:198.18.20.1/24  ipv4:198.18.20.2/24

100.1.0.0/24

PucyHok 116 — Cxema HacTpoviku Mocta
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17.6.2 JTanbl HACTPOUKMU

17.6.2.1 Bowngute B pexum rnobanbHOn KoHUrypaumm

KoH(urypaunoHHbIn - pexum - 3TO OAWH U3  PEeXUMOB KOMaHAHOW CTpoku. B
KOH(UIrypaLMOHHOM PEXUME MOXHO M3MEHSITb HACTPOMKU MHTEPdENCOB, MapLUpyTM3aumio,
6e3onacHoOCTb 1 apyrme napameTpbl yCTPOMCTB.

17.6.2.2 Hactpounte RouterA

17.6.2.2.1 Hactpoute nutepdemncol eth1 n eth2

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.10.1/24
RouterA(config-if-[eth1])#exit
RouterA(config)#tinterface eth2
RouterA(config-if-[eth2])#no shutdown
RouterA(config-if-[eth2])#ip address 198.18.20.1/24
RouterA(config-if-[eth2])#exit

17.6.2.2.2 Hactpoute nutepdencel switchport1 n switchport2, vian10

RouterA(config)#interface switchportl
RouterA(config-switchportl1)#no shutdown
RouterA(config-switchportl)#switchport access vian 10
RouterA(config-switchportl)#exit
RouterA(config)#interface switchport2
RouterA(config-switchport2)#no shutdown
RouterA(config-switchport2)#switchport access vlan 10
RouterA(config-switchport2)#exit
RouterA(config)#interface vlan10
RouterA(config-if-[vlan10])#vid 10 ethertype 0x8100
RouterA(config-if-[vlan10])#no shutdown
RouterA(config-if-[vlan10])#ip address 100.1.0.1/24
RouterA(config-if-[vlan10])#exit

17.6.2.2.3 HacTtpouTe cTatn4eckyo MapLipyTn3aumnio

RouterA(config)#ip route 1.1.1.1/32 198.18.10.2
RouterA(config)#ip route 1.1.1.1/32 198.18.20.2
RouterA(config)#ip route 2.2.2.2/32 198.18.10.2
RouterA(config)#ip route 2.2.2.2/32 198.18.20.2
RouterA(config)#fmaximum-paths 2
RouterA(config)#tend
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17.6.2.3 Hactpounte RouterB
17.6.2.3.1 Hactpoute nutepdemncol eth1 n eth2

RouterB(config)#interface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#ip address 198.18.10.2/24
RouterB(config-if-[eth1])#exit
RouterB(config)#tinterface eth2
RouterB(config-if-[eth2])#no shutdown
RouterB(config-if-[eth2])#ip address 198.18.20.2/24
RouterB(config-if-[eth2])#exit

17.6.2.3.2 Hactpoute nutepdeimc lo1

RouterB(config)#tinterface lo1
RouterB(config-if-[lo1])#no shutdown
RouterB(config-if-[lo1])#ip address 1.1.1.1/32
RouterB(config-if-[lo1])#exit

17.6.2.3.3 Hactpoute nutepdemnc lo2

RouterB(config)#tinterface lo2
RouterB(config-if-[lo2])#no shutdown
RouterB(config-if-[lo2])#ip address 2.2.2.2/32
RouterB(config-if-[lo2])#exit

17.6.2.3.4 HacTtpounTe cTaTn4eckyo MapLlpyTU3aLmnio

RouterB(config)#ip route 100.1.0.0/24 198.18.10.1
RouterB(config)#ip route 100.1.0.0/24 198.18.20.1
RouterB(config)#end

17.6.2.4 CoxpaHuTe HaCTPOWKM

|/|CI'IOJ'Ib3yIZTe KOMaHAay write <name> gnsa COXpaHeHnA HaCTpOEK Ha yCTpOIZCTBaX
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17.6.3 TlpoBepka HacTpoek

17.6.3.1 BbinonHute komaHay ping 1.1.1.1 ¢ PC1 Ha RouterB

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.

64 bytes from 1.1.1.1: icmp_seq=1 ttI=64 time=1.02 ms
64 bytes from 1.1.1.1: icmp_seq=2 ttl=64 time=0.956 ms
64 bytes from 1.1.1.1: icmp_seq=3 ttl=64 time=0.955 ms

17.6.3.2 BbinonHute kKomaHay show ip route static Ansa npoBepKM HaCTPOMKMK

paBHO3HAYHbLIX MapLUPYTOB

IP Route Table for VRF "default"

S 1.1.1.1/32[1/0] via 198.18.20.2, eth2
[1/0] via 198.18.10.2, eth1

S 2.2.2.2/32[1/0] via 198.18.20.2, eth2
[1/0] via 198.18.10.2, eth1

Gateway of last resort is not set

17.6.3.3 BbinonHute komangy show bandwidth-monitor Ha Router A gns npoBepku

TeKyLLien NPOCNyCKHOW CNOCOBHOCTU MHTEpPdENCoB

bwm-ng v0.6.2 (delay 1.000s);
input: /proc/net/dev; press 'ctrl-c' to end this
\ iface Rx Tx Total

ethl: 88.29 B/s 88.29 B/s 176.58 B/s

eth2: 0.00 B/s 0.00 B/s 0.00 B/s

lo: 0.00 B/s 0.00 B/s 0.00 B/s
mpls-master: 0.00 B/s 0.00 B/s 0.00 B/s
switchport1: 91.89 B/s 91.89 B/s 183.78 B/s
switchport2: 0.00 B/s 0.00 B/s 0.00 B/s

vlan10: 75.68 B/s 88.29 B/s 163.96 B/s

total: 255.86 B/s 268.47 B/s 524.32 B/s

17.6.3.4 BbinonHute komangy tcpdump eth1 Ha RouterB gna npocmoTtpa aHanusa

Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes
16:08:59.487551 IP 100.1.0.2 > 1.1.1.1: ICMP echo request, id 204, seq 1, length 64
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16:08:59.487622 1P 1.1.1.1 > 100.1.0.2: ICMP echo reply, id 204, seq 1, length 64
16:09:00.488942 1P 100.1.0.2 > 1.1.1.1: ICMP echo request, id 204, seq 2, length 64
16:09:00.488977 1P 1.1.1.1 > 100.1.0.2: ICMP echo reply, id 204, seq 2, length 64
16:09:01.490304 IP 100.1.0.2 > 1.1.1.1: ICMP echo request, id 204, seq 3, length 64
16:09:01.490369 IP 1.1.1.1 > 100.1.0.2: ICMP echo reply, id 204, seq 3, length 64

17.6.3.5 BbinonHute komaHay ping 2.2.2.2 Ha PC1

PING 2.2.2.2 (2.2.2.2) 56(84) bytes of data.

64 bytes from 2.2.2.2: icmp_seq=1 ttlI=64 time=0.976 ms
64 bytes from 2.2.2.2: icmp_seq=2 ttlI=64 time=0.923 ms
64 bytes from 2.2.2.2: icmp_seq=3 ttl=64 time=0.920 ms

17.6.3.6 BbinonHute komaHay show bandwidth-monitor Ha RouterA gna npoBepku

TeKyLLEen NPOCNyCKHON CNOCOBHOCTU MHTEPdENCOB

bwm-ng v0.6.2 (delay 1.000s);
input: /proc/net/dev; press 'ctrl-c' to end this
/ iface Rx Tx Total

ethil: 88.37 B/s 88.37 B/s 176.74 B/s
eth2: 88.37 B/s 88.37 B/s 176.74 B/s
lo: 0.00 B/s 0.00 B/s 0.00 B/s
mpls-master: 0.00 B/s 0.00 B/s 0.00 B/s
switchport1: 91.97 B/s 91.97 B/s 183.95 B/s
switchport2: 91.97 B/s 91.97 B/s 183.95 B/s
vlanl0: 151.49 B/s 176.74 B/s 328.22 B/s

total: 512.17 B/s 537.42 B/s 1.02 KB/s

17.6.3.7 BbinonHute komangy tcpdump eth2 Ha RouterB ana npocmoTpa aHanusa

Tpaduka

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes
16:17:26.427941 IP 100.1.0.3 > 2.2.2.2: ICMP echo request, id 96, seq 1, length 64
16:17:26.427987 IP 2.2.2.2 > 100.1.0.3: ICMP echo reply, id 96, seq 1, length 64
16:17:27.429271 1P 100.1.0.3 > 2.2.2.2: ICMP echo request, id 96, seq 2, length 64
16:17:27.429297 1P 2.2.2.2 > 100.1.0.3: ICMP echo reply, id 96, seq 2, length 64
16:17:28.430632 IP 100.1.0.3 > 2.2.2.2: ICMP echo request, id 96, seq 3, length 64
16:17:28.430673 IP 2.2.2.2 > 100.1.0.3: ICMP echo reply, id 96, seq 3, length 64
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17.7 HacTpouka yaaneHHOro coxpaHeHust KoHcdurypauum no npotokony FTP

17.7.1 OnucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 117 B Ka4yeCTBE OCHOBHOMO YCTPOMCTBA BblOpaH CEPBUCHbLIN
MapLpyTusaTop (ganee RouterA).

Ha RouterA HacTtpoeH nHtepdemnc eth1 - IP-address 198.18.1.1/24.
Ha PC HacTtpoeH IP-address - 198.18.1.2/24.

Ha RouterA npousBeaeHa HacCTpoMKa YyOaneHHOro COXpaHeHust KOoHdurypaumm no
npotokony FTP.

RouterA

PC
FTP-cepBep

nooo 192.18.1.0/24
a aa

eth1

ethernet

Ipv4:198.18.1.2/24
Ipv4:198.18.1.1/24

—

PucyHok 117 — Cxema HaCTpOWKMN yaaneHHoro coxpaHeHnsa KoHurypaumm no npotokony FTP

17.7.2 JTanbl HACTPOUKMU

17.7.2.1 Bowgute B pexum rnobanbHOM KOHUrypaumm Ha YCTPOMCTBax nepen
HaCTPOMKOM

Mpn HacTponke ceTeBoro o6opyaoBaHUA, OAHUM U3 FMNaBHbIX LLAroB, ABNAETCS BXOL B
KOHOUIypaLUMOHHbIN peXxuM. KoHMUrypaunoHHbIN PEXUM - 3TO OAMH U3 PEXMMOB KOMaHZHOW
cTpokn. B

KOHPUIYpaLUMOHHOM PEXUME MOXHO W3MEHSATb HAaCTPOWKM

NHTepdencos,
MapLupyTusauuto, 6e3onacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

17.7.2.2 Hactponte Ha PC ip agpec 198.18.1.2/24, a Tak xxe FTP cepBep
17.7.2.3 Hactponte RouterA

17.7.2.3.1 Hactpoute nHTepdemnc eth1

RouterA(config)ttinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
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RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#end

17.7.2.3.2 CoxpaHuUTe HaCTPOMKM

Mcnonb3yinte komaHay write name ang coxpaHeHus TekyLwen KoHdurypauum B doann

RouterA#write name

17.7.3 TpoBepkKa HacTpoek
17.7.3.1 BebinonHute komangy ping 198.18.1.2 repeat 4 Ha RouterA ana nposepku

CBA3HOCTU C KOMMNbOTEPOM

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.

64 bytes from 198.18.1.2: icmp_seq=1 ttl=64 time=1.94 ms
64 bytes from 198.18.1.2: icmp_seq=2 ttl=64 time=0.939 ms
64 bytes from 198.18.1.2: icmp_seq=3 ttl=64 time=0.916 ms
64 bytes from 198.18.1.2: icmp_seq=4 ttl=64 time=0.923 ms

--- 198.18.1.2 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 4ms
rtt min/avg/max/mdev = 0.916/1.179/1.938/0.438 ms

17.7.3.2 BbinonHute komaHay copy profile profile to url ftp 198.18.1.2 Ha RouterA gns
oTnpaBkun KoHdUrypaummn Ha FTP-cepsep

17.7.3.3 TlpoBepbTe nony4veHHbI hann Ha ftp cepsepe
17.8 Hactpowuka ynpasneHusi no npotkony SNMP

17.8.1 OnucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 118 B KayecTBe OCHOBHOIO YCTPOWCTBA WCMOMb3yeTcs

CepBUCHbLIN MapLupyTusaTop - RouterA.

K RouterA nogkntoueH PC, rae HacTpoeH ceTeBon nHtepdenc.

Ha RouterA HacTpoeH nHTepdeinc n HasHadeH ctatudeckn IP-agpec, HaCTpoeH NPOTOKOJ
SNMP.
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PC

RouterA

.0 0ogo
i '0 0opo

198.18.1.1/24

198.18.1.2/24

L

PucyHok 118 — Cxema HacTponku npoTtokosia SNMP

17.8.2 JTanbl HACTPOMUKMU CETU

17.8.2.1 Bowngute B pexum rnobanbHOM KOHUrypaumm Ha YCTpPoOMCTBax nepen
HaCTPOWKOM

Mpn HacTponke ceTeBoro ob6opyaoBaHUA, OAHUM U3 FMaBHbIX LWAroB, ABNAETCS BXOL B
KOH(UrypaUMOHHbIN pexnM. KoHUrypaumMoHHbIA PeXnM - 3TO OAUH U3 PEXMMOB KOMaHLHOM
CTPOKU. B KOH(UrypaumMOHHOM peXume MOXHO MU3MEHSATb HACTPOMKU  MHTEePJdENCOB,
MapLipyTusauuio, 6e3onacHoCTb 1 Apyrue napameTpbl YyCTPONCTB.

17.8.2.2 Hactponte RouterA

17.8.2.2.1 HactpouTe nHTepemc eth1

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit

17.8.2.2.2 HactpowTte npotokon SNMP

RouterA
RouterA
RouterA
RouterA

config)#snmp community ro public ip-address 198.18.1.2/32
config)#snmp community rw private ip-address 198.18.1.2/32
config)tsnmp user rw admin password istok_secret
config)#snmp on

—_ e~~~
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17.8.2.3 CoxpaHuTe HaCTpOWKn

Mcnonbaynte komaHay write <name> gnsi CoxpaHeHNsa HaCTPOEK Ha YCTPOMCTBax

17.8.3 TlpoBepka HacTpoek

17.8.3.1 BebinonHute komangy snmpwalk -v1 -c public 198.18.1.1 1.3.6.1.2.1.2.2.1.2 ans

nony4veHnst tHdopmaumm 06 nHtepgencax RouterA

IF-MIB::ifDescr.1 = STRING:
IF-MIB::ifDescr.2 = STRING:
IF-MIB::ifDescr.3 = STRING:
IF-MIB::ifDescr.4 = STRING:
IF-MIB::ifDescr.5 = STRING:
IF-MIB::ifDescr.6 = STRING:
IF-MIB::ifDescr.7 = STRING:
IF-MIB::ifDescr.8 = STRING:
IF-MIB::ifDescr.9 = STRING:

lo

eth0

ethl

eth2
switchportl
switchport2
switchport3
switchport4
switchport5

IF-MIB::ifDescr.10 = STRING: switchport6
IF-MIB::ifDescr.11 = STRING: switchport?
IF-MIB::ifDescr.12 = STRING: switchport8
IF-MIB::ifDescr.16 = STRING: dummyO

IF-MIB::ifDescr.18 = STRING: mpls-master

17.9 HacTtpownka ynpaBneHusi no npotokony SSH IPv4

17.9.1 OnwucaHue HaCTPOMKMU

Kak nokasaHo Ha pucyHke 119 B KayecTBe OCHOBHOIO yCTpOIZCTBa ncnonblyetcqda ogunH

CEPBUCHLIN MapLupyTu3aTop - RouterA.

Ha RouterA HacTtpoeH untepderic eth1 - IP address 198.18.1.1/24 n HacTpOeH NPOTOKON

SSH.
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RouterA

198.18.1.0/24

| =3
jeie=s=l ethi 198.18.1.2/24

Ipv4:198.18.1.1/24

—

PucyHok 119 — Cxema HacTponku npoTtokona SSH IPv4

17.9.2 OTanbl HACTPOMKU CETU

17.9.2.1 Bowngute B pexum rrnobanbHON KOHUrypaumm Ha YCTpouUCcTBe nepesn
HaCTPOWKOM

Mpu HacTponke ceTeBoro obopyaoBaHWs, OOHUM U3 rNaBHbIX LIAroB, ABMASETCS BXO4 B
KOH(UrypauUMOHHbIN pexnMm. KoHUrypaumuoHHbIA peXnM - 3TO OAUH U3 PEXMMOB KOMaHLHOM
CTPOKN. B  KOHPUIrypauUMOHHOM peXMMe MOXHO U3MEHATb HACTPOWKU UHTEpPdEnCcoB,
MapLipyTusauuio, 6e3onacHoCTb 1 apyrine napameTpbl yCTPONCTB.

17.9.2.2 Hactponte Ha PC1 ip agpec 198.18.1.2/24

17.9.2.3 Hactpounte RouterA

17.9.2.3.1 Bkntouute cnyxby SSH

RouterA(config)#system ssh on
17.9.2.3.2 Hactpoute nutepdemc eth1

RouterA(config)#tinterface ethl
RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#ip address 198.18.1.1/24
RouterA(config-if-[eth1])#exit

17.9.2.4 CoxpaHuTe HaCTPONKK

Mcnonb3ynte komaHay write <name> gns CoxpaHeHUs HacTPOeK Ha YCTPOMCTBe
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17.9.3 TlpoBepkKa HacTpoek
17.9.3.1 BbinonHute komaHgy ssh admin@198.18.1.1 Ha PC1 wun poxgurtech

npurnaweHns BBoga y4E€THbIX AaHHbIX (login, password)

User#ssh admin@198.18.1.1

The authenticity of host '198.18.1.1 (198.18.1.1)' can't be established.

RSA key fingerprint is SHA256:5DGX/BWLmMyFK1cBZLAJGvwrZNQVCMFP65HZdLIEjttU.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '198.18.1.1' (RSA) to the list of known hosts.
admin@198.18.1.1's password:

17.10 HacTtpowmka ynpaBneHusi no npotokony Telnet

17.10.1 OnucaHue HaCTpPOMKMU
Kak nokaszaHO Ha pucyHke B Ka4yeCTBe OCHOBHbIX YCTPOWCTB UCMOSb3YHTCA CEPBUCHbIE

MapLupyTusaTopsl - RouterA, RouterB.
BbinonHeHo dwm3nyeckoe NOOKMYEHME UM HACTpoOWKa cocTaBa 0bOpyaoBaHUS

B COOTBETCTBUN CO CXEMOW.
Ha RouterA HacTpoeH nutepdenc eth1 - IP address 192.168.0.1/24.
Ha RouterB HacTpoeH nntepdemnc eth1 - IP address 192.168.0.2/24.

Ha ycTtpouncteax HacTpoeH npoTtokon Telnet.

eth1 eth1

ipv4: 192.168.0.1/24 ipvé4: 192.168.0.2/24

PucyHok 120 — Cxema HacTpoviku npotokona Telnet
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17.10.2 9Tanbl HACTPOMKU CETU

17.10.2.1 Bongute B pexumMm rrnobanbHOM KOHUrypaumm Ha YCTPOUCTBE nepea
HaCTPOWKOM

lMpn HacTponke ceTeBoro obopyaoBaHMs, OAHUM M3 FMNaBHbIX LIAroB, ABMSETCS BXO4 B
KOH(UrypauUMOHHbIN pexnM. KoHMUrypauuoHHbIN PeXUM - 3TO OOWH U3 PEXMMOB KOMaHLHOM
CTpOkM. B KOH(UrypauuMOHHOM peXuMme MOXHO MU3MEHSATb HACTPOMKU  UHTepdEencos,
MapLupyTusauuto, 6esonacHoCTb 1 Apyrne napameTpbl YCTPOWUCTB.

17.10.2.2 Hactpounte RouterA

17.10.2.2.1 OTknoumTe TeKyLwmin vlian ncnonb3yemMbl Mo yMO4aHuio
RouterA(config)#no interface vlanl

17.10.2.2.2 HasHaubTe ak3emnnsp VPN Routing Forwarding (VRF)
RouterA(config)#ip vrf VRF1RouterA(config)#exit

17.10.2.2.3 HactpowiTte nHrepdemc eth1 n cesxkmte nHrepenc ¢ ykaszaHHbim VRF

RouterA(config)#interface ethl
RouterA(config-if-[eth1])#ip vrf forwarding VRF1
RouterA(config-if-[eth1])#ip address 192.168.0.1/24
RouterA(config-if-[eth1])#no shutdown
RouterA(config-if-[eth1])#exit

17.10.2.2.4 HactpowuTe telnet Ha VRF1

RouterA(config)#system telnet vrf VRF1 listen-address 192.168.0.2
RouterA(config)#tsystem telnet vrf VRF1 port 100

17.10.2.3 HactpouTte RouterB

17.10.2.3.1 OTknoumMTEe TEKyLMIA vlian ncnonb3yemMbli N0 yMOYaHMIo

RouterB(config)#no interface vlanl
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17.10.2.3.2 HasHaubTe 3k3emnnsap VPN Routing Forwarding (VRF)

RouterB(config)#ip vrf VRF1
RouterB(config-vrf)#exit

17.10.2.3.3 HactpowTe nHrepemnc eth1 n cesxkmte nHrepenc ¢ ykaszaHHbiMm VRF

RouterB(config)#tinterface ethl
RouterB(config-if-[eth1])#no ip address dhcp
RouterB(config-if-[eth1])#ip vrf forwarding VRF1
RouterB(config-if-[eth1])#ip address 192.168.0.2/24
RouterB(config-if-[eth1])#no shutdown
RouterB(config-if-[eth1])#exit

17.10.2.3.4 HactpowuTe telnet Ha VRF1

RouterB(config)#system telnet vrf VRF1 listen-address 192.168.0.2
RouterB(config)#system telnet vrf VRF1 port 100

17.10.2.3.5 Hactponite whitelist vrf, 4yTOOblI paspelwmnTb COeANHEHUS TONbKO XOCTaM M3

ornpeneneHHom cetn

RouterB(config)#system telnet vrf VRF1 whitelist 10.10.10.0/24
RouterB(config)#system telnet restart

17.10.2.4 CoxpaHuTe HaCTPOWKM

Mcnonbayinte komaHay write <name> gnsi CoxpaHeHNsa HacTPOEeK Ha YCTponCcTBax

17.10.3 NpoBepka HacTpoek
17.10.3.1 BeinonHute komaHay ping 192.168.0.2 vrf VRF1 repeat 2 Ha RouterA ons

NPOBEPKN CBA3HOCTU

PING 192.168.0.2 (192.168.0.2) 56(84) bytes of data.
64 bytes from 192.168.0.2: icmp_seq=1 ttl=64 time=1.01 ms
64 bytes from 192.168.0.2: icmp_seq=2 ttl=64 time=0.930 ms

---192.168.0.2 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 2ms
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rtt min/avg/max/mdev = 0.930/0.967/1.005/0.048 ms

17.10.3.2 BbinonHute komaHay telnet 192.168.0.2 port 100 vrf VRF1 Ha RouterA gns

NPOBEPKN NoAKIoYeHus no telnet

Trying 192.168.0.2...

Connected to 192.168.0.2.

Escape character is 'A]".

SR-BE

RouterB login: admin

Password:

Last login: Fri Sep 13 14:25:14 MSK 2024 on ttySO

14:47:59 up 3 days, 1:52, 1 user, load average: 0.00, 0.00, 0.00
Last login: Fri Sep 13 14:47:59 on pts/0

17.10.3.3 BbinonHute komaHgy show system telnet Ha RouterB ans npoBepku HacTpoek
telenet

Telnet configuration

Telnet server enabled
Port: 23
Listen address: all IPv4
Whitelist:
all-ipv4
all-ipvé

Telnet server in vrf VRF1 enabled
Port: 100
Listen address: 192.168.0.2
Whitelist:
10.10.10.0/24
all-ipvé
Telnet timeout: 600

17.10.3.4 BbinonHute komaHay telnet 192.168.0.2 port 100 vrf VRF1 Ha RouterB gns

NPOBEPKM NOAKIOYEeHMs no telnet

Trying 192.168.0.2...

Connected to 192.168.0.2.

Escape character is 'A]".
Connection closed by foreign host.
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18[lononHuTesnbHbIE MHCTPYKUUUN U pyKoBOACTBa no pa60Te C nsgenuvem

1. RU.07622667.00004-01 34 01-1 «[lporpammHOoe obecneyeHne CEPBUCHOIO
mMapLpytnsaTopa CS. PykoBoacTBO onepartopay.

2. RU.07622667.00004-01 34 01-2 «[lporpammHoe obecnevyeHne CEPBUCHOrO
mMapwpytmnsaTtopa CS. PykosoacTtso onepatopa. lNMpunoxeHne 1. CnpaBoYHUK KOMaHA
CLlI».

3. RU.07622667.00004-01 32 01 «lMporpammHoe  obecrneyeHne  CEpPBUCHOIO

MappytmnsaTtopa CS. PykoBOACTBO CUCTEMHOIO NpoOrpaMmMucTay.
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TexHunyeckasa nopgae PXKa

OdmumanbHbIi caiT KomnaHuu: https://istokmw.ru/

[okymeHTauumo 1 nporpammMmHoe obecnevyeHne Ha U3genus MoXHO ckadaTb B pasfgene
«JokymeHTauusa n NporpammHoe obecneveHne» Ha cTpaHuue https://istokmw.ru/service-router/

BasoBast TexHN4eckas nogaepkka OCyLLECTBSETCS

5 pHew B Hegento no 6yaHam ¢ 8:00 go 17:00 (Bpemsa MockoBcKoe)
Ten: +7 (495) 465-86-48

e-mail: support@istokmw.ru

E h web: https://istokmw.ru/support/

JIn4HbIN KAaBUHET TEXHUYECKON NOAAEPKKM N0 DYHKLUMOHUPOBAHMUIO NPOAYKTOB
https://helpdesk.istokmw.ru/
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