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LTE USB Modem: no LTE modem connected
PCI: nofound

Il sz ydils! d daW tstc &3O yodoro tts op jBAE o3t alztst ymésg w, UH dzw

Il 7" f sdzdzgd Is ] syssepQ@eabzaozH dzv f jtoj L OctckzL € d MmJjtco dMmdetsa
f s OH O dzaot neenuU

RMfsdz' L v € dzOe d Ols z wBoa corsplied Isj ff zdzC Is

--== RT1MB boahenu ==-
Normal boot
FW update
BMC console
U-Boot console
Press UP/DOWN to move, ENTER to select menu entry 1

[sStetsjlsmw Codmtd ofsts, ddsc s-bfolstc tcOBBREREE s
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Il sdzdzd s VersiagQdzayistss ¥ b dedlsf ¢ o Mistetsj dzdzts-Host tsB §
d BMC wversion

U-Boot 2014.10 / SDK 4.18 (May 18 2023:10:34)

mipsetunknownlinux-gnugcc (crosstoeNG 1.24.@¢3) 8.3.0
GNU Id (crosstoeNG 1.24.@¢3) 2.32

Istok UBoot build: 1.3.6

Istok BMC build: 1.8.1

"1 ted 3§ yOded j

[ dzw o tsLotcOh jdzdw € hIsOldes?2 twOBBI] fjtojL C

1§ te m8jow 14



1 Mstes2C 0 dzsC Odz dzs?2 My RA&zZMIstelzC ydw
1

t
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471 0flstes2C 0 &sCOd ds?2 Mjlsd
41 dMmoddj dzOfistets2 ¢ d

s0¢ (¢ Ouc@datzr &P COyjMmlsej thmdsedtsets EkMmlstets2 Ml
BOtch tczlsdL Olstste ( Router A). 1M EMbtts2iREd O, i d ¢
Mjtcojte, tBI jHddzjdz" © tHdzE o dtelskzOdz dzks fjls! VLA
10 EfmMbtets2Mmise j -Hdzst ciWch 2t AfiNe ts | dzdzO ete jj figtir s | P9 2. 16 8
1 Cdze yj dz -fDjHEPj .6 dz0 EMmistes2Misej RouOertw Afsiakzy ¢ daPjL dis
fsiish s ¢ DHEPJ O, ©OLO jodgzlstsets dz0 Ekflste@GHRiMmisig@ Hd
PC: PC1 192.168. 3. 2, PQ2 168132416 &.C3A. HOHTHP@I
f tod dzls-192.@68.3.6,IP-OHtcj il MjtcH .clo68. 3. 7 dzOMistetsj dz' MlsOls
o Bj Mists Mdzz WPAIAedp'fiflsol RfL fzdzO DHCP Istsdzi Cts 3 j MlsC s
OHttj MO o Mttslkke jlksMsoadd M kbf stkc&dfHRtchHF gzgss ©OC DHGBt
sftcjH,jdzj dEtg] P COYHBRBE PC MOl esdkj €z MALCE |
(NIC).

Oneparop CBA3KM

PC1 Cepeep

192.168.3.0/24
192.168.3.2

PC2

192.168.3.0/24
192.168.3.3
192.168.3.0/24

RouterA
DHCP-cepeep

VLAN100 LAN2 LAN1 LANG

_ O ooog
=0 poon

192.168.3.7

HHHHE B

LAN3 LAN4 LANS

192.168.3.0/124
192.168.3.4 MpuHTep

PC3
Q 192.168.3.0/24
192.168.3.6
PC4

192.168.3.5

192.168.3.0/24

{ (M @sER j B0 dzOMlsts2 Cd dss od ds?2 Mmjlsd
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f Rdzmistclz € y
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42C 180" dOMstes2Sd fMmilsd

Il s2HdIs] o tjydd3 ¢ dztse Odz! dzts?
ssdeW e ztcOydsdadz -2 stsj y§eH3ddz duL
CesdW deoztcOydodedesds toj y Jdzd sy des dL a3 dzv Is!
BJLBYOMdesMmis! d HtekzcecdJ

Csdf ekteOydd
tjydkse ¢ skod

&ZOMls tc

f OLOd) ster EMistes2 Mise .

4211 Oflstc L AK] dzls j ¥ j 2 Routeds®

RouterA(config)ihterface switchportl
RouterA(configswitchportl)#o shutdown
RouterA(configswitchportl)#xit
RouterA(config)#hterface switchport2
RouterA(configswitchport2)#o shutdown
RouterA(configswitchport2)#xit
RouterA(config)#hterface switchport3
RouterA(configswitchport3)#ho shutdown
RouterA(configswitchport3)#xit
RouterA(config)#terface switchport4
RouterA(configswitchport4)#o shutdown
RouterA(configswitchport4)#exit
RouterA(config)terface switchports
RouterA(configswitchport5)#o shudown
RouterA(configgwitchport5)#exit
RouterA(config)terface switchport6
RouterA(configswitchport6)#o shutdown
RouterA(configswitchport6)#exit

"1 ted d3j yOded §

switchport < dzsd3j .6 f tstels O > LANedvdzls ) Je 6 j @ B Ots

Mistsilse j IsMmise AFalsC j B3I e toj H daj 2

1 Of tod AGBUAE L € ¢ switchportt € LANGS €  switchport5 &

4221 Ofistets? Is jd deld jAd: j 2
422119 jndlsj dHj ddsd¥ S OANEDEGE) 2 H dizs d3 fiLAN O dzd W

RouterA(config)¥an 100

<1 s

§ QaN tzd ANZ2Is ¢ 5 X

1 j to fyaom
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® o

"1 ted 3§ yOded j

vlan<ldoridlist| VLANidlist(1-4 091) >, GHJ] ydmdzts tsBBL dzO
IZsC Odz! dzes?2 Mmjlsd, SClststeOWw ddMftsd Lkzjlsmw Hdw f

42221 Oflstc tPGwjte j VAN dzls j 6% j 2 O M) §sdsh: & ¢ 5dOdzt

RouterA(config)#terface vlan100

RouterA(configf-[vlan100])#id 100

RouterA(configf-[vlan100])#p address 192.168.3.1 255.255.255.0
RouterA(configf-[vlan100])#o shutdown
RouterA(configf-[vlan100])#xit

"1 ted d3j yOded §

1 OMmMstesjl@@HiEB i BEHJjI ®&EOthtokzlstsd 8 kdBtsdn
f sdz2 L s9 ONLAN]OD o

42231 5B00 ' 5] dUAMNIEWARTOO f) §sdsh! s ¢ dkodzH

RouterA(config)terface switchportl
RouterA(configswitchportl)#witchport mode access
RouterA(configswitchportl)#witchport access vlian 100
RouterA(configgwitchportl)#exit

) solsstedls) S{dmMOdsdz j o' hj Hj2flsodY HdY HEBOD
LAN 4, LAN 5, LAN 6 ® VLAN 100
4231 OfstesDKHGP-Mjtco j & dz® EkfMlsks?2mise j IR-@M tcjdg®io dz

Cdzd j dzls OB

RouterA(config)# dhcp pool 1
RouterA(configdhcp[1])#hetwork 192.168.3.0/24

1§ te m8jow 17
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RouterA(configdhcp[1])#ange 192.168.3.2 192.168.3.5
RouterA(configdhcp[1])#bption routers 192.168.3.1
RouterA(configdhcp[1])#ption domainname-server 192.168.3.1
RouterA(configdhcp[1])#exit

"1 ted d3j uOded §

ip dhcp pool <name> , GHJ yqdmdazs Bk dDBHER,] Is ¢ sz
dmfsdz! LEzjIsfmw Hdzv ¢ tckOHCH BEHY C ds§ dzQ Rl dap dzr -
EmMistes?2 Misgq tsal3ifig] dz.dzO HBdzy jdz B' Is! dzOL dzOyj dz o

4241 Oftes2 s toj L j tPeOftdety o @OMERsiZzO kMistes2 flse j .
L OCte ] JRiA@sijte j I L O CAERMY ds Sfssdssh @ & € s d50 dzH

RouterA(config)i# dhcp pool 1

RouterA(configdhcp[1])#thost PC1 hardwar@address 00:0c¢:29:58:6¢:9f
RouterA(configdhcp[l-<default><PC1>))ip 192.168.3.2
RouterA(configdhcp[l-<default><PC1>])énd

"1 ted d3j uOded §

<00:0c:29:58:6c:9f> MAC-OHtcj ) ¢ &flj dzls O

) solsstedls) SEBOMGH' CPHEEHOCEA®RICEEHS OB 5.

PC3, PC4.
lejLbd O] tjL j @GpEdikcEs®dkEOs 8] Msodydd

(Cdzd j dzls ) B EHEH tofjthpdy, y @EOL deCPy-Peztzj Nz HetshkA & d -
(NIC).

PC
d

4251 sfydzj L Oo jteh jddw &OMistetsj ¢ dzO DHERB fets8 fts o i

fsd3tsh ' 8 CtdBBOdzH T :

RouterA(caofig)#p dhcp server on

1§ te m8jow 18
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4o Oddls] ®@OMEs2 s d
RMYSdz L 22 Is jwite sdg@edzn lzv SR tcOdzj ded v dzOMstets §

431 650 j 6C O dZOMlsEsj ¢ &sCOd ds2 Mmild

431) " f sdzdzd Isj SCstsog@nderfdces brief dzQRouterAH dzv 9" a SH O MIs Ol
dqdzls j oW j 2 Mtse

Interface HW Address IPv4 Address Admin/Link DHCPv4 Description
ethl 94:3f:.bb:4b:7a:36 unassigned UP/DOWN ON
eth2 94:3f:bb:4b:7b:b8 unassigned  DOWN/DOWN OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
vlan100 94:3f:bb:00:2d:ff 192.168.3.1/24 UP/DOWN OFF
switchportl n/a UP/DOWN n/a
switchport2 n/a UP/DOWN n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
switchport7 n/a UP/UP n/a
switchport8 n/a UP/DOWN n/a

43217 f sdzded lsj CsoR@ldenlz0 0 Ria@erAH dzv f esmEslste® § Ot
ZOMistes2 C d

VLAN idName Member ports (ttagged, uuntagged)
100 VIan0100swpl(u),swp2(u),swp3(u),swp4(u),swp5(u),swpb(u)

4331 " f sdzdzed Is § Cstsolg© dzaniz all dzO RouterA H dzw SlssBtCOY j
Jdz¥ stesOydd Bt ofjn VEAN jlse ks h g~

VLAN id Name Member ports (ttagged, yuntagged)
1 default swp7(u),swp8(u)
100 VIan0100swpl(u),swp2(u),swp3(u),swp4(u),swp5(u),swp6(u)

434] " f sdzded Is § Cstsoig O iderkaces vlan dzO RouterA H dzw ftesmd3sis
f sHtoctsB dats?2 § ts deWHANE[tdyafWdj 2 Mts o

vlanl vid 1:

Link: UP

IPv4 Address: 192.168.0.1/24
RX: 55915 bytes / 532 packets

1§ te m8jow 19
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TX: 54857 bytes / 270 packets

MTU: 1500

Tx buffer: 1000

HW Address: 94:3f:bb:00:2d:ff

IPv6 Address: fe80::963f:bbff:fe00:2dff/64
EtherType: 0x8100

Encapsulation: ddq

vlan100 vid 100:

Link: DOWN

IPv4 Address: 192.168.3.1/24
RX: 0 bytes / 0 packets

TX: 0 bytes / O packets

MTU: 1500

Tx buffer: 2000

HW Address: 94:3f:bb:00:2d:ff
IPv6 Address: fe80::963f:bbff:fe00:2dff/64
EtherType: 0x8100
Encapsulation: dotlq

4351 " f sdzdzed Is § CstsogOipzulicp dzORouterA d L toj 1 ddBO & dztsB O
CodWdekzteOydd Hdzv ftoshdslstc® dOMistetsj €

VRF: default
defaultleasetime 600;
Pool: 1
subnet 192.168.3.0 netmask 255.255.255.0 {
option routers 192.168.3.1;
option domairname-servers 192.168.1;
range 192.168.3.2 192.168.3.5;
group default {
host PC1 {
hardware ethernet 00:0c:29:58:6¢:9f;
fixed-address 192.168.3.2;
}
host PC2 {
hardware ethernet 00:0c¢:29:58:6¢:9d;
fixed-address 192.68.3.3;
}
host PC3 {
hardware ethernet 00:0c¢:29:58:6¢:9¢;
fixedraddress 192.168.3.4;
}
host PC4 {
hardware ethernet 00:0c:29:58:6c¢:9c;
fixed-address 192.168.3.5;

}
}
}

1§ te m8jow 20
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DHCP server is stad but awaiting for network

436] " f sdzdzd Is § CstsogOipzrdiecp pool 1 dé®@uterA Hdzw  f toshd3sis
dzOMmls teBHCR-J tco j tc O

Pool: 1 VRF: default
subnet 192.168.3.0 netmask 255.255.255.0 {
option routers 192.168.3.1;
option domairname-servers 192.168.3.1;
range 192.168.3.2 192.168.3.5;
group default {
host PC1 {
hardware ethernet 00:0c¢:29:58:6¢:9f;
fixed-address 192.168.3.2;
}
host PC2 {
hardware ethernet 00:0c¢:29:58:6¢:9d;
fixed-address 192.168.3.3;
}
host PC3 {
hardware ethernet 00:0c:29:58:6¢:9¢;
fixed-address 192.168.3.4;
}
host PC4 {
hardware ethernet 00:0¢:29:58:6¢:9c;
fixed-address 192.168.3.5;

}
}
}
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1 Oflstes2 ¢ O

Wz 5B | RdzMistczC ydw
BJ LY OmdatsmiIs d 1
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51 0Msts?2C0 WkdCyd? ®jj By Phitlilsd &sCod ds?2
51§ dMmOddj &OMstes2 s d

[ dzv Csdelstetsadzy §sHGdzs yj deder @ € BOth tekzlsdL Oststokl
Mmild, dzj MOdzS yd tsdzd tots sOMdedpdPO i lsde’ e sMASC f tSH S dzé yj dzd
Ol O¢, dZOf e Qo dzj dzdzr = 20 f j to jAHStligezg dzd jdzj 5 OB tzd dj tZs M
WEdCyder ¢Port Securityeée.

52Cl0f " d&OMlses?2¢d fmjlsd

521l s2Hdlsj o tjydd cdizsB Odz! dgs? SCtsdeWdekteOydd

sBdaW JeoztcOyd sdade- 24 st yfHdgf dz  d L toj )y ddise C RO
CesdW deoztcOydodedesds toj Yy Jdzd sy des dL a3 dav Is! dzOfls to s
BJjaff OmMdesMmis! d Httkzedj §O0ttOdjlstcr EkEfmlstets? Mise .

5.2.2] ¢ dzv y ParSecurity dzO  d dzls j ©MANZ iy j

RouterA(config)ihterface switchport 1
RouterA(configswitchportl)#witchport port-security
RouterA(configswitchportl)#exit

l twjLizdz sOIj 9" {f tsdzdzjOoadfeyie fEEBESAyGd2H "My dd At M 1
¢ Ytttk LAN 1. 1t E@sdyOdds ®KOSCfdBOd dits € tsdzd yj f
1. MACOHtej M tOBBYJ?2 MsOdzydd Af M1 BEH/] OHEERE®OQY Ols !

Il Szt ydls-gePortty dz0 ddzlsj ¥ j2mMOGA LAN 2 L AN

"1 ted d3j yOded §

[ dzv ©sIs ¢ dzPou-Pedtadfity dzO0 d dzls § bANI? fipjo J Hd sy C B5d30dz
RouterA(config)#interface switchportl
RouterA(config-switchportl)#no port security

RouterA(config-switchport1)#exit

523ut5ntcOdzdlsj dzOMstes2 S d
RMY Sdz L 22 Is jwrite sndg@edzh bz whsRj dzd v dzOflstets j €
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53] ose j6C O dzOMistetsy €

531l r f sdzdzdIsy CHhdyPpriE ecur ity i nterface switcl
ddzW? stedzOydd s Isj Ckhdr-saz@fgstets yC @O pazlstj oW j 2y LAN

Port Security: Enabled
Maximum MAC Addresses: 1
Total MAC Addresses: 0
ConfiguredMAC Addresses: 0

5321 " f sdzdzd Is j Cstsoaly O pamtiBecurity H dzw 9" 9atsHO ( daW¥ tste dBO
Isj Ckh dr dzOMmBRadsecdri®yed dz0 bANHREZS j teW j 2 HOR

Secure PortMaxSecureAddr CurrentAdd

switchportl 1 0
switchport2 1 0
switchport3 1 0
switchport4 1 0
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6 VHOM] dedzts ] §tsHC s Wjdedj € MmjteodMmdesBz BOwh lzls

Z0c¢ MsHC A& ydlsj Milkjos2 C0Bj d -SHjse) H @Y Jdz eadE
fstelskz, oRGHWH &z o L sdiztcfB@OL O dadgts dls 2 idzw iz to

"1 ted d3j yOdad §

Il BL @Sy 20 fsMisOaC O MmMjtodMmdesets dBOwh tekzlsd
5B 5L dzO Y jLdA ' tsiggIs 5 9 LANIOE cLANS e

206 [IsCttete] ClsdAizt@jisiy ddBsjte¥W j2MO ZftwOodwsh et
d OHtejf hdvLo.

"1 ted B3j yOded j

15 kdstsdziPaadiej H9 2. 168. 0. 100, i BEOFHS O5 § 52 55
h dzs Li @92.168.0.1

06 3" fse jtesCd MewL dzsfls dping 190. 5680 fiy | 6 dgtEfOdzH
CsgOdzH dats 2 Mlstets € g

C\Usefadmin>ping 192.168.0.1
tdLizdzbsPldzdzj dzdw € tsdBOdzH "

Pinging 192.168.0.1 with 32 bytes of data:

Reply from 192.168.0.1: bytes=32 time<lms TTL=64
Reply from 192.168.0.1: bytes=32 time<lms TTL=64
Reply from 192.168.0.1: bytes=32 time<lms TTL=64
Reply from 192.168.0.1: bytes=32 time=1ms=6AL

Ping statistics for 192.168.0.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in mieconds:

Minimum = Oms, Maximum = 1ms, Average = Omsyes
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ZOc¢ 4. fdish s CBBOdH dets?2 MlstesCd tsMmizh jMmsedls
o' fsdzdzgdo C tsd@3OdzH Iz

CiUsefadmin>sshadmin@192.168.0.1

"1 ted B3j UOdad j
ssh <username>@<ipaddress>

G HJ usermrame> 1 d d3w f sdz' L wipal@deegstzW ; ip-OHtej m Mj teo
BOth tczlsdL Ols st O.

Z0OG 155 HIe jteHdIsy BEZHOdMzj dedetsy § tsH G dzé yjogesj, o998 HW

¢KS [dziKSyiAOAGe 2F K2ald WmMpHDPMcy PandmM O M®PH DPMCy
RSA key fingerprint is SHA256:FzmnRyWGBJFxGJMEEIWLOv87Bim1hH1EmwwxDidEi9o.
Are you sure you want to continue conniexj (yes/no/[fingerprint])des

Z70c¢ Il®.judls] fO0Lsd H&" Bhkh jmisedj ddY s2sSHO {

2 NYyAYy3dY t SNXYIFYySyGte FRRSR WYMpHOMcy dPndmMQ ow{! 0
admin@192.168.004 LJ aa g2 NRY

"1 ted d3j yOded §

1 Otg ts dz 5 EkzdgmdzyOdeded ¢ © s gzw md dzo s dz' da!
SlssBtcOy O Ismw

VHOdzj dedzr 2 ofntsH o MmdMmlsj iz o' § dzdzj da.
17§ sdzdzed s j shawdy@etfades brief Yls 5B k& L-@z0tsj M@ Pqdzls j oW j 2
fjtwe dMdesds BOwh ekzlsdL Olstste .
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Interface  HW Address IPv4 Address Admin/Link  DHCPv4Description

ethl 94:3f:bb:00:2d:e3 unassigned UP/DOWN ON

eth2 94:3f:bb:00:2d:fe unassigned DOWN/DOWNOFF

vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24UP/UP OFF

switchpatl n/a UP/DOWN  n/a

switchport2 n/a UP/UP n/a

switchport3 n/a UP/DOWN  n/a

switchport4 n/a UP/DOWN  n/a

switchport5 n/a UP/DOWN  n/a

switchport6 n/a UP/DOWN  n/a

switchport7 n/a UP/DOWN  n/a

switchport8 n/a UP/DOWN  n/a

1§ te m8jow
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7AakdSydd L2
711 OMises26 0 &sMmsO (bridge)

711 dmMOded § dOMbtets?2 € d

s 0¢ {O=Ig=O uelzOnl &%, COyjMmlsej thdseodsets EkMlstets2 Ml
BZOtch ckzlsdL Olstste (HOdzjj RouterA). Ifj EMmbtts2Mmlses O

10 Router A dOMOBsjIB. BsMld 24, Coltster 2 { jededivdzOL
fjcdj delsse Mmjlsd 192.18.2.2/24 (PC1l) d 198.18.2.

PC1

Ipv4: 198.18.2.2/24

RouterA eth1

Dooc

eth2

Ipv4: 198.18.2.3/24

rC -— ’ |

t Mz sER j B0 &OMes2¢d dBsikso

7.12CsOfr dzOMmlstes2Cd MJiIsd

71211 82HdI] o tijyxdda cdzsB Odz! dzes?2 CsdeW JektcOyYydd

SstsdeW e zteOyd sdzdz- 24 st yfndgf dz  d L tej ) ddsipletets€ § B3O d
Codt deoztcOyYydsdzdesd3 64 3 d d3d By des L dgj dgv Is! dzOMmlis tc ts
BJLBYfOMdesMmis! d Hteked] OOl ster EMmMistets?2 Mise .

71221 OMmMlstes21sj Router A

7.1221) Cdz¥ ydlilsy ddzsjtew j2mr et hl

RouterA(config)terface ethl
RouterA(configf-[eth1])#no shutdown
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RouterA(confi-if-[eth1])#exit

712221 Cdzs yqdlsj ddzsjte¥ j2Mmr et h2

RouterA(config)iterface eth2
RouterA(configf-[eth2])#no shutdown
RouterA(configf-[eth2])#exit

71223ut5L HO2Is] dshstsots? ddisj el j 2 figth efhEe Do dstsfils

RouterA(config)#terface brl
RouterA¢onfigif-[brl])#ip address 198.18.2.1/24
RouterA(configf-[bri])#include ethl
RouterA(configf-[bri])#include eth2

712240 MlsOdsodlsy otj kW bLfMsOtjoOddy LOfdhmd o I
& idls kOB &Y' SsBBzksoydd

RouterA(configf-[bri])#ageingtime 600
RouterA(configf-[bri1])#maxmacaddresses 100
RouterA(configf-[bri1])#no shutdown
RouterA(configf-[bri])#end

7123 utnteOddlsj dzOfMtets?2 ¢ d
R sdz' L 22 Is jwrite sndg®edzH Bz Mish tcOdzj dedwv dzOfmlstetsj €

713) 650 j 8 O d&zOMses S
71311 § sdzdzd lsj shawdsedaeds brl  dR6uterAH dzv  f oo j ©C d  dzO
Bl O

brl:

Link: UP

IPv4 Address: 198.18.2.1/24

RX: 16066 bytes / 197 packets

TX: 14796 bytes / 172 packets

MTU: 1500

HW Address: 94:3f:bb:00:00:31

IPv6 Address: fe80::963f:bbff:fe00:31/64
Ageing time (s): 600
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Max MAC omber on port: 100
STP disabled

Mode: 0

Connected interfaces:

ethl

eth2

721 OMises2S 0 dscdduj MS b idtamge)s ¥ BN 1§ O F

721 dMmMOdedy dOMbtcts?2 Cd

s0¢ §COuc@dety dezg® C Oy Misej thdsedz nr ket d pdeo
BOtch clzlsdL Olsster Router A d Router B.

Vvilstets2 Miseo © tsBI j HJdz W ANl Ots H detizO frffilpjtelds'y dzr  d dzls § to W
EmMstes?2 Mise .

10 Router A dzOmlistets] dz- |f addrgss¥0§.1BR.1/2t h1. 10

10 RouterB dzOmMilstets] dz- I addrgss08.1BR.2/2t h1. 10

RouterA RouterB
O ooog O ooog
='n oopoo oY eth =:pn poono
eth1.10:198.18.2.1/24 eth1.10:198.18.2.2/124

{ (M daskr j B0 dzOMlsts2Cd dscdyjmMSdr ddis j-GHEER@GBo

7220 " dzOfstes2Cd Mjlsd

72211 82Hdls] o tiydd cosBOd ds? Ssdidckzieoy
ZOMsies2 § 52

1o dZOMlss2C] Mjlsjosct od@bd sd OIS s H ] d
Cod febteOydededzy 2 toj 3y 5. s sdiike beoddsdadz &) w5d B o
MlstesSd. 1 SodWidceckbtoyduddssd t©jyddkj dsyds gL
BOth ekzlsdL Oyds, BjLGfOMdsMs! d Hiekzecdj §OtOd] st
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72221 OMmMstets2 Isj j s | wOuterA, LOHO2Is] ddzHdW dSC Ottt
d dzls j to W YLAN)OE d30O dardsvid> [ethertype (0x88a8 | 0x8 1 0 0 ) ] x88a&-#s { O W to j 2 d3(
Q-in-Q, BBLO-lsdf W tc JRIGO:

RouterA(config)iterface eth1.10
RouterA(configf-[eth1.10])#id 10ethertype 0x8100
RouterA(configf-[eth1.10])#p address 198.18.2.1/24
RouterA(configf-[eth1.10])#ho shutdown
RouterA(configf-[eth1.10])#exit
RouterA(config)iterface ethl
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#end

72231 OMmlstctefxdidsjj oW j 2 et hl dzO Router B, L OHO2Isj
ddzls j W j 2 MO VLAN € tsdyGQdei>ts2[ et hert ype ( 0xis8dsfa 8 tdj 20d3(
Qin-Q, O OXsYHWO W tcj2kO: dot 1q

RouterB(config)itaterface eth1.10
RouterB(configf-[eth1.10])#id 10 ethertype 0x8100
RouterB(configf-[eth1.10])#p address 198.18.2.2/24
RouterB(configf-[eth1.10])4ho shutdown
RouterB(configf-[eth1.10])#exit
RouterB(config)itaterface ethl
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#end

722440 @asdg &OMstes? S d
RMY Sdz L 22 Is jwrite sndg@edzh 2" MR e Odzj ded v  dzOflstetsj €

7231 tetso j16C O d&zOMistets | §

72311 " §f sdzdzd Isj shawig@rizeekvian dz@RouterAH dz% ff osdiIslstc O f ts
CodW dc ZWWANddEls j oW j 2 ytso

eth1.10 vid 10:

Link: UP

IPv4 Address: 198.18.2.1/24

RX:103036 bytes / 1256 packets

TX: 119402 bytes / 1247 packets

MTU: 1500

HW Address: 94:3f:bb:00:00:31

IPv6 Address: fe80::963f:bbff:fe00:31/64
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EtherType: 0x8100
Encapsulation: dotlq

723217 § sdzdzd s | showig@riizeekvian dz@®outerBH dzv  f e s M B0 § 15
Csdal ¢ ZYAAN G dgls j ¥ j 2 s e

eth1.10 vid 10:

Link: UP

IPv4 Address: 198.18.2.2/24

RX: 142156 bytes / 1728 packets

TX: 165938 bytes / 1739 packets

MTU: 1500

HW Address: 7a:72:6c:4b:7a:36

IPv6 Address: fe80::7872:6cff:fedb:7a36/64
EtherType: 0x8100

Encapsulation: dotlq

731 OMbtes?2¢0 fsksCsdzO LLDP

731 dMOdedj dzOMlstets2 ¢ d

sO0¢ ¢ Ouc@dpty &g C OyjMmMlsoj BMdsodzsr = EfMktets? Miss
BOtch czlsd -rPsBtce r A d Router B.

17 5dzdzj dzts ¥ dLeug dgs s dzd § d ZOMmistets2 € O mMsfmls
ofmMtstslseo jIsMlsoedd Mt Maj @32 s jHjddw ftose jtl d.

fidxHE EmMtes2mMlso Odsd dzOMistetsj dz feslssCtsdz LLDP.

RouterA RouterB

0 oooo R eth2 0 ooog
='n poono =0 pooo

{ Mz GisEn j BO dzOMbstes2Cd foslssSsdzO LLDP
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732C 0" dzOfmtets2¢d fjlsd

73211 82Hdlsjy 9o t6j > dd3 S sk Ods GapPd d&z0 kEflsts:
ZOMistets2 § t52

l1tod dzOfMlstets?2Cj Milsjoscets tBtstckzHtso OdedwV, tsH dzd o3
Codzf JezteOydsdedz 2 tej ydd3. s sVl O disdadz’ & ®Bd B o
st d. J Codf et Oydodzdzsd3 toj 3y  B§ d o3 gztizth to W L2
BOwh ekzlsdL Oyds, BjLEBTOMdtsmis! d Httkzéd] §OwLOdR] Ister

732271 OMmMstes2Isj Router A

732211 Oflstets2 s j detlals j W  Q fpr y d Is LD de@s Isdscldsjdts W j 2 )

RouterA(config)hterface ethl
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#exit
RouterA(config)idp on

73231 OMses2Isj RouterB
73231y OMmMistets?2Isj detaB j W g Q tirr y d Is yLDH de@ Isdsdkldsjdzc W j 2 M 4

RouterB(config)ititerface eth2
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#exit
RouterB(config)idp on

7324 450 0 OdzPlinjs tes2 €
RME Sdz L 22 Is jwrite sndgBedzh b2 MR e Odzj dzd v dzOMilstetsj €  dzO

733 s JteC O dzOMistetsy €
73311 " f sdzdzed Isj shawd3i@mzundighbors dzO RouterA ylstsB * ftotso j f&
ZOMmlstets?2 € d

LLDP neighbors:

Interface: ethl, via: LLDP, RID: 1, Time: O day, 00:00:09
Chassis:
ChassisID: mac 94:3f:bb:00:2d:c5
SysName: RouterB.test.do
SysDecr:  SRBE Linux 4.4.16Bfkx #0 SMP 20198-30 12:36:11.0784 mips
Capability: Bridge, off
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Capability: Router, on
Capability: Wlan, off

Capability: Station, off

Port:

PortID:  mac 94:3f:bb:00:2d:c6
PortDegr: eth2

TTL: 3600

73321 " §f sdzdzed Isj shdwdj@pzmdighbors dzO RouterB ylstsB *

ZOMmlstes?2 € g

LLDP neighbors:

Interface: eth2, via: LLDP, RID: 1, Time: 0 day, 00:00:02
Chassis:
ChassisID: mac 94:3f:bb:00:30:35
SysName: RouterAtest.do
SysDescr: SRBE Linux 4.4.16Bfkx #0 SMP 20198-30 12:36:11.0784 mips
Capability: Bridge, off
Capability: Router, on
Capability: Wlan, off
Capability: Station, off
Port:
PortID: mac 94:3f:bb:0B0:35
PortDescr: ethl
TTL: 3600

741 OMbtes2¢0 skt skzO STP

741§ dMOdedj dOMtes2 ¢ d

s0¢ ¢ Ouc@dety &z® ¢ Oyl Mlsoj tMhmdesoe dz' n

BOtch czlsd -rPRsBtce r A d Router B.

I'rftsdzdz dets WL dudmssy ftsHCdzs yd ded §
omMtstslse jlsMlsadd Mt Mnaj i3s?2 ftetse jHj dedWw

ftetso j t

Eflstes? fijlse

O M s t

ftcseo j & d.

[iyHE EMstts2mlse Ok d&OMlstetsj dz fetslssSsdz STP.
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RouterA . ) RouterB
switchport3 switchport3
B BT
switchportd switchportd

{ Mk GsEr | BO dzOMstes2¢d fsksSsdzO STP

742C 10" dOmMets?2¢d Mmjlsd

7421 ) 82HdIsj ) teijydds cdzsB Odz' dzts 2 CodW e ztc Oy
ZOMmilstets?2 € 52

lted d2OMbstets2Cj Mjlsjotsets tsBtkzHSs OdegdW, tsHded B
CdW JeztcOyd sdedz 2 o}y fdgdz’ 3 szflsfef O dz L 6 Y d d3tse
Mstets € d . ) CosdzW e ztcOydsdzdetsdz  toj  d d3d dB3ts Y dzts gL ¢
BZOteh tezlsdL Oyde, BJLBYOMdesMis:  Htkzed] §OttOd3 Ister

74221 Ofmstets?2Isj Router A

74221)] Ct5d3OdzH dzts?2 M ls b AN dzlsoj Ctatds puiliefiipgrt3  sivitchport4

RouterA(config)ihterface switchport 3
RouterA(configswitchport3)#o shutdown
RouterA(configgwitchport3)#exit
RouterA(config)terface switchport 4
RouterA(configgwitchport4)#o shutdown
RouterA(configgwitchport4)#exit

742220 MlsOdzso dIsj Is dYIP ¥ tds® dspdninG-tree mode

RouterA(config)gpanningtree mode stp

742231 Cdzs ydlsj  Oedpanitmgdresesdz® Eilstes?2flse jSTHR §EBls s
fedstedlsjls0O)
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RouterA(config)gpanningtree on

742371 OMmMstes2Isj RouterB
742311 Cd3OdzH dzts?2 M is thAENEd]j dzlso]Ctalts sudieflippgrt3  sfvitchport4

RouterB(config)#terface switchport 3
RouterB(configgwitchport3)#o shutdown
RouterB(configswitchport3)#xit
RouterB(config)ititerface switchport 4
RouterB(configswitchport4)#o shutdown
RouterB(configswitchport4)#xit

742320 MlsOdzse dIsj Is dYIP ¢ tkds® dspdmAin@-tree mode

RouterB(config)#panningtree mode stp

742331 C v ydls] Gpadnmgtesd® bhlsts? flso j

RouterB(config)#panningtree on

742340 MlsOdzsoa dilsj FTRMBIBJIs ystsp' tsdz B"' dz 9" BtcOdz €

RouterB(config)#panningtree priority 4096

7424 4t5R60dd] d&OMistes?

RMY Sdz L 22 Is jwrite sndgBedzi lzv MR e Odzj dzd v dzOMlstetsj € dzO

743) tots9 j16C O d&zOMistets §

74311 " §f sdzdzd Isj shdwdgianindztree dzQRouterAH dzv f tetso j t6$ d dgOfr

stpbr CIST info

enabled yes

bridge id 32768.0.943FBB000036
designated root 32768.0.943FBB000030
regional root 32768.0.943FBB000036

root port  switchport3 (#3)

path cost 27 internal pathcost 0
max age 6 bridge max age 6
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forward delay 15 bridge forward delay 15

tx hold count 6 max hops 7

hello time 2 ageingtime 300

force protocol version stp

time since topology changd295
topology change count 11
topology change no

topology change port switchport4
last topology change port switchport3

7432 11" {f sdzdzed Is j shdwdg@nindztree dz@RouterB H dzw

stpbr CIST info

enabled yes

bridge id 4096.0.943FBB000036
designated root 4096.0.943FBB000036
regional root  4096.0.943FBB000036

root port none

pathcost O internal path cost 0
max age 6 bridge max age 6
forward delay 15 bridge forward delayl5
tx hold count 6 max hops 7
hello time 2 ageing time 300

force protocol version stp
time since topology chang
topology change count O
topology change no
topology change port None
last topology change portNone

751 OfMbtes?2¢ 0 § REBEGC 5dzO

feso j6Sd dzOf

SOC ¢ Ouddety Z&® COYjMlso] Ghdsedr &7 kfsts?flse

BOtch clelsd - Psstce r A d Rout er B.

17 f 5dzdzj dzts WdL duj M s fidsitE =i2s U@ dzdis M igfO 0 @20 B

ofistslse jlsMisodd Mt MRj ds?2 oo jHj ded W

ftoso j € d.

[idHE EMbts2fise Okd dzOMistetsj d fteskssStsdz RSTP.

1 j to fyaom
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RouterA RouterB
switchport3 switchport3
-0 0ooo & 8dog

switchport4 switchport4

{t Mk dsEr j B0 dzOMstes2¢d fslssSsdzO RSTP

75160 " dzOfstes2¢d fjlsd

75111 s2Hdlsj ) tcd Y dd3 ¢ dztsB Odz' dztdd Is € sy Isf o5 @ Ac O
dZOMistets?2 € 52

lted d2OMbstets2Cj Mjlsjotsets tsBtkzHS OdegdW, tsHded B
CsdeW qeoztcOydsdade 2 toj Y dd3. s sdaWlets Odidg sdadz’ B g o o
MstetsC d . J CsdW JeztcOyd sdedes o3 toj  d d3§ Btsy dzts gL
BOteh tezlsdL Oyde, BJiLBYOMdesMmis:  Httked] §OtcOdRj Ister

75121 OfmMstets?2Isj Router A

751211 CdBOdzH dzts?2 Mls thANEd]jdzlsoCtais pupclippgrt3  sfvitchport4

RouterA(config)terface switchport3
RouterA(configgwitchport3)#o shutdown
RouterA(configgwitchport3)#exit
RouterA(config)iterface switchport4
RouterA(configswitchport4)#o shutdown
RouterA(configswitchport4)#xit

751220 MlsOdztse d Is §

SO EmRNg-tree mode

RouterA(config)gpanningtree mode rstp
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751231 Cdzv ydlsj O damamiagiteesOf BsCREP 8 j L fodsedls]ls
Eflstets? Mise j

RouterA(config)gpanningtree on

75131 OMmlstets2Isj RouterB
751311 Cd3OdzH dzts?2 Mis thAENEd]dzlso]Ctalts sudeflippgrt3  sfvitchport4

RouterB(config)ititerface switchport 3
RouterB(configswitchport3)#o shutdown
RouterB(configswitchport3)#xit
RouterB(config)ititerface switchport 4
RouterB(configswitchport4)#o shutdown
RouterB(configswitchport4)#xit

751320 M Odzse dIs j

SO EmIdNg-tree mode

RouterB(config)#panningtree mode rstp

751331 Cdzv ydlsj O spanbitgdrisedd®d EMlsis? flso j

RouterB(config)#panningtree on

751340 MlsOdetso dlsj RSER-HOPISj s ylstser tsdz B dz 9" BtoOd

RouterB(config)#panningtree priority 4096

7514 utntc0ddlsj dzOMsEs2 s d
RMY Sdz L 22 Is jwrite sndgBedzn lzv MR e Odzj dzd v dzOMilstetsj € dzO

752) ctso jtoC O dzOMistetsj €
75211 " f sdzdzd Isj shdawdgianindztree dzQRouterAH dzv f tetso j t6 S d dgOfr

stpbr CIST info
enabled yes
bridge id 32768.0.943FBB000036
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designated root 32768.0.943FBB000030
regional root  32768.0.943FBB000036

root port switchport3 (#3)

path cost 27 internal path cost 0
max age 6 bridge max age 6
forward delay 15 bridge forward delay 15
tx hold count 6 max hops 7
hello time 2 ageing time 300

force protocol version rstp

time since topology changet295
topology change cau 11
topology change no

topology change port switchport4
last topology change port switchport3

752217 §f sdzdzd Is§ shasdganiindztree dz@RouterBH dzv f tetso jJ t6C d dzOfr

stpbr CIST info

enabled yes

bridge id 4096.0.943FBB000036

designated root4096.0.943FBB000036
regional root 4096.0.943FBB000036

root port none

path cost 0 internal path cost 0
max age 6 bridge max age 6
forward delay 15 bridge forward delay 15
tx hold count 6 max hops 7
hello time 2 ageing time 300

force protocol version rstp
time since topology chang
topology change count O
topology change no
topology change port None
last topology change portNone

761 OMbtes?2¢ 0 § MBBEC 5 dzO

sO¢ ¢ OLdaz &Y COyjMmlseo] Mdsedsr 1 EkfMistets? Misce
B3Ot h tclz Is d - Rdaterss RouterB, RouterC.

17 f sdzdzj dzts YdLrduyd mME sy f sHCdzs yj dad J d dzO M s te
ofmMstslse jlIsMisedd Mts Mnj Bs?2 ftoseo jHjddw ftesoe jtol d.

[ idHE EMttts2mMise O3 d&OMstesj dz foslssStsdz MSTP.
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RouterA RouterB

- veanto ] T T T T T e
VLAN20

VLAN10
‘ VLAN20

\
switchport3 ‘ I
° | : D °
a \ | switchport3 ='n pooo
\
\

switchport4

switchport3

VLAN10
VLAN20
RouterC

{ Mk &sEr j B0 dzOMlstes26d foskssS sdzO MSTP

761C 0" dzOfstes2Cd Mjlsd

7611) s2HdIsj ) tcjydds ¢ dzsB Odz' dats 2 CodeW e ztc Oy
ZOMistets2 € 52

ltcd dzOMistes?2Cj Mjlsjotsets tsBtczHtso Odedw, sHdzd X
CodW e ztcOydtsdader 2 toj ydd3. s sdWsw zwOd)d sdadzr B £ d o o
MtetsC d . J CsdWdekztecOydsdedzsds tej ) d d3d d3ts Y dzts gL
BZOteh tezlsdL Oyde, BJLBYOMdesMis:  Httkzed] OO Ister

761271 OfMstcRAURA ( ] ftodsted s j IsWAENIOO 96 H dzw

7.6.1.21]1 Ctdi3OdzH dzets?2 fls thANCdjdzlsoj Stattswiiptigerf3  d@QuterA

RouterA(config)ihterface switchport3
RouterA(configswitchport3)#o shutdown

7.6.1.22 OL dzO Y’ Isj H O dzdats d3tmnkifi w2 Is b O@VISANY d3 fiy
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RouterA(configgwitchport3)#witchport mode trunk

7.6.1.2.31 OL dzO YEAN] O VAN2 O H O ddptkdgls to Is Iz

RouterA(configgwitchport3)#witchport trunk allowed vlan add 10,20
RouterA(configswitchport3)#exit

761240 OESEdudy § Hj2Mmisoadw f tots witthjord] s@uEd dzO

RouterA(config)ihterface switchpot4

RouterA(configswitchport4)#o shutdown
RouterA(configgwitchport4)#witchport mode trunk
RouterA(configgwitchport4)#witchport trunk allowed vlan add 10,20
RouterA(configswitchport4)#exit

7.6.1.25] dzj MWUIANL O VQAN2 O © B OL 2 H Odzdz' =

RouterA(config)#an 10,20

761260 MlsOdztso dIsj Is MSTH Sotisdg ® desipting-tree mode d o € dzt yd s
JeB dz0 EMmMbtcts?2 Mise j

RouterA(config)#panningtree on
RouterA(config)gpanningtree mode mstp

761271 0H02] d&" ttjcdtsdd J dsdjt tjodLdd do

RouterA(config)gpanningtree mst region 1 revision 1

76128uMksOdse dlsj MO tsEsedlsjls 4096

RouterA(config)gpanningtree mst instance 10 vlian 10
RouterA(config)gpanningtree mst instance 10 priority 4096
RouterA(config)gpanningtree mst instance 20 vlan 20
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76131 MscsRAsgB( M fodstdls ls SMAN2E)8 34 H dw
761311 Cd&0Oden dzts? ) ls AN dzlooj Ctatteiitien3

RouterB(config)#terface switchport3
RouterB(configgwitchport3)#o shutdown

7.6.1.32\ OL dzgOy' Isj H Odzdzts ditnkifi H2 Is i OBVEAN] d3

RouterB(configswitchport3)#witchport mode trunk

7.6.1.331 OL dzOYLAN] O VAN2 0  H O dzdztkdsls tc Is Iz

RouterB(configswitchport3)#switchport trunk allowed vian add 10,20
RouterB(configswitchport3)#xit

761340 ZOESEdudy j Hj2Mmisoadw {f tots witthjord SBUGEBJ dzO

RouterB(config)#terface switchport4

RouterB(configswitchport4)#o shutdown
RouterB(configswitchport4)#witchport mode trunk
RouterB(configswitchport4)#switchport trunk allowed vian add 10,20
RouterB(configswitchport4)#exit

7.6.1.35] dzj MWUIANL O VQAN2 O © B OL k2 H Odzdzr =

RouterB(config)¥an 10,20

7.6.1.36v MIlsOdztso dIsj Is JMSTH Sotisdg ® desiptrling-tree mode d o € dzt yd s
JoeB dz0 EfMmbtcts? Mise j

RouterB(config)#panningtree on
RouterB(config)#panningtree mode mstp

761371 OH 0] ddv o] dogBa® Jdf HOBHD dzdzsd3 k& fls tets 2 fi)
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RouterB(config)#panningtree mst region 1 revision 1

76138uMlsOdse dlsj MO shsedlsjls 16384

RouterB(config)#panningtree mst instance 10 vlan 10
RouterB(config)#panningtree mst instance 20 vlan 20
RouterB(confijfspanningtree mst instance 20 priority 16384

76141 Oflstets?2lsj RouterC (fuslssCtsdz MSTP)
761411 CsiOdH das? M ls wAN)dzlojStaltejiptigern3

RouterC(config)#terface switchport3
RouterC(configgwitchport3)#o shutdown

7.6.1.42\ OL dzO Y Isj H Odzdzts ditankifi H28 Is i OBVEAN] d3

RouterC(configgwitchport3)#witchport mode trunk

7.6.1.431 OL dzOWEAN] O VAN2 O H O ddptkdgls to Is Iz

RouterC(configgwitchport3)#witchport trunk allowed vian add 10,20
RouterC(configgwitchport3)#xit

761440 BOESEdUdy j HJj2Msotdd dEBisguisyets SBROUEC

RouterC(config)#terface switchport4

RouterC(configgwitchport4)#o shutdown
RouterC(configgwitchport4)#witchport mode trunk
RouterC(configgwitchport4)#witchport trunk allowed vlan add 10,20
RouterC(configgwitchpat4)#exit

7.6.1.45] dzj mMWUIANL O VQAN2 O © B OL 2 H Odzdgr =

RouterC(config¥tan 10,20
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76.1.46u MlsOdzse dIsj Is JMSTH Yotisds ® despinting-tree mode d o € dz¢ yd s
Jets dz0 Efmlstets?2 Mise |

RouterC(config@panningtree on
RouterC(configpanningtree mode mstp

761471 OHO2 jcjfdfsdzO  desd3jtc tojodL dd dzO H Odgdztsd

RouterC(configpanningtree mst region 1 revision 1

761480 MlsOdse dlsj § Ow©Odj Ister MSTI

RouterC(configpanningtree mst instance 10 vlan 10
RouterC(configpanningtree mst instance 20 vlan 20

761540 t.c0ddlsj S gOMistets?
RMY Sdz L 22 Is jwrite sndgBedzh lzv MR e Odzj dzd v dzOMstetsj € dzO

7621 etso j 6C O dzOMistets j §
762117 §f sdzdzd Isj shdwdsPaieming-tree mst instance 1 0  d@@uterA H dzw
ftosmMBsistc O {MSEIG)d,] Hte ® L QAR d3

stpbr MSTI 10 info

bridge id 32768.10.A726C4B7CA3
regional root 4096.10.943FBB000033
root port switchport4 (#4)

internal path cost20000

time since topology chang83209
topology change count 15

topology change no

topology change port  switchport3
last topology change portswitchport3

76221 " §f sdzdzd Is § Shtewiz&pdpnilg-tree mst instance 2 0 @&GlterA H dzv
fesmMii3slstc© (MBEIGAS] H)te @ L \DAMZD o3

stpbr MSTI 20 info
bridge id 32768.20.943FBB000033
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regional root 16384.20.7A726C4B7CA3
root port switchport3 (#3)

internal path cost 20000

time since topology changé3035
topology change count 1

topology change no

topology change port None

last topology change port switchport3

76231 " §f sdzdzd Isj  Showzspdmnitm-tree mst instance 1 0  @@iterB H dzW
ftoesmBslstc O {MSEI®)d, e @ L \QARED o3

stpbr MSTI 10 info

bridge id  32768.10.7A726C4B7CA3
regional root 4096.10.943FBB000033
root port  switchport4 ¢4)

internal path cost20000

time since topology changé3209
topology change count 15

topology change no

topology change port switchport3
last topology change port switchport3

7624 1" §f sdzdzd Isj  Show3spdmnitm-tree mst instance 2 0  @@iterB H dzW
ftosmMBslstc O {MSEIG)d, e ® L \QAMRD d3

stpbr MSTI 20 info

bridge id  16384.20.7A726C4B7CA3
regional root 16384.20.7A726C4B7CA3
root port none

internal path cost 0

time since topology change 53224
topology change count 13
topology change no

topology change port switchport3
last topology change port switchport3

7625]1 1" f sdzdzd Isj  Shtawizspdmnitmg-tree mst instance 1 0  @iterC H dzw
f tesMBB® s Otc OMETIdsO o w L \AQARD d3

stpbr MSTI 10 info
bridgeid  32768.10.943FBB000045
regional root 4096.10.943FBB000033
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root port  switchport4 (#4)

internal path cost 40000

time since topology changé4061
topology change count 3

topology change no
topology change port  switchport4
last topology change portswitchport4

7626 1" §f sdzdzd Isj shdsvdsPaiering-tree mst instance 2 0  @@uterC H dzW
ftoshmMBslstc 0 {MSEIG)A,] Hte ® L \QAMRD d3

stpbr MSTRO

info bridge id 32768.20.943FBB000045
regional root 16384.20.7A726C4B7CA3
root port switchport4 (#4)

internal path cost 20000

time since topology changé4064
topology change count 2

topology change no

topology change port  switchport4
last topology change portswitchport4

771 OMstes2C 0O L2 acl, L2 filter d L2 mangle 1|

7.7.11 Ofyls te 6.2 A

SOC oLy B SOyjMmlse] shdssd & Ekfss®2 ik
Mjtodmdr 7 KOwhRzbHeOBsEOROULt er B.

s BOteh czlsdL Olsstelz RouterA fHCd yjd-OR®j ) d
192.168.0.1/24.

10 Router A dOmlstetsj dz@ dddzlsjteW j2mMr ethl d et h?2
Haew Wdde steOydd SwOWds o, shdse OdzdzO" dz® VLAN.

10 RouterB dOmtesjdz dqdzlsjteWw j2m et hl, MmMOB ddzls
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PC

vlan10:192.168.0.3/24
RouterA RouterB
192.168.0.1/24 eth1 oo eth2 eth1.10 Too T
saas Salale

y__\

t Mz Giskr j BO dz2OMmstets2 ¢ d L2 ACL

7711 Cls0fr dOfmlstes2¢d Mmilsd

771111 Ofstets?2 s j  d dzlsPCtafy j &®)L dDy ' IRQ H tgj j-dif2.168.0.1/24,
dzOL dzOy ' Isylandjds € Iz

7.71.12] s2Hdlsj 9 tcjdd3 6 dzsB Odz! dzts?2 CtsdaW¥ d ¢ ztc O
ZOMistets2 € 52

lted d2OMbstets2Cj Mjlsjotsets tsBtkzHSs OdegdW, tsHded B
CodW e zteOydsdeder 2 toj ydd3. s sdWlse zwOd)d sdadz & £ d o o
Mstes € d . J CsdW g @Ryd sdedapdgts tod L d3j dzv Is dzOMmlis to s
BZOteh tezlsdL Oyde, BJLBYOMdesMis:  Htkzed] §OttOd3 Ister

771131 OfmMlstets?21Ilsj Router A

77113171 OfmMtes21Isj ddalsjteW j2Mmr ethl d et h?2

RouterA(config)iterface ethl
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#exit
RouterA(config)ihterface eth2
RouterA(configf-[eth2])#no shutdown
RouterA(configf-[eth1])#exit

7711321 Oflstes2lj &smistsos?2 ddzsj W j 2 fi

RouterA(config)#terface br0
RouterA(configf-[brO])#no shutdown
RouterA(configf-[brO])#include ethl
RouterA(configf-[brO])#nclude eth2
RouterA(configf-[brO])#exit
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7711331 Oflsts?2l] Codstsd HshlskfO

RouterA(config)i2 accesdist vid protocol 0x8100 viand 10
RouterA(config)2 filter forward deny accesdist vid

771141 OfmMlstes?2Ilsj Router B
771141 [ Is€ dzt ydlsj viegEfpth sfd L f s a3k &@3ts dzy O dzd &

RouterB(config)#o interface vianl

7711421 Oflstets?2lsj ddzsj ¥ j2f ethl

RouterB(config)ititerface ethl
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#exit

7711431 Oflstes 24 fZsfi@% j 2 et hl. 10

RouterB(config)itaterface eth1.10
RouterB(configf-[eth1.10])#id 10 ethertype 0x8100
RouterB(configf-[eth1.10])4ho shutdown
RouterB(configf-[eth1.10])#p address 192.168.0.3/24
RouterB(configf-[eth1.10])#nd

77115450 0ddls] d&OMts?2 S d
RMY Bdz L k22 Is jwri@ sndg®edzh 2 s 5 O dag Ez®  a® MisMis s 52 fiyls
77121 650 j 6C O dzOMistets] §

771211 " f szdedlsj Fitg@d2H L 6 8 . RT. H3dzW dz@ tets0 j ©C d  dzO M|
qdzls j 6W j 2 Mo

PING 192.168.0.3 (192.168.0.3) 56(84) bytes of data.
---192.168.0.3 ping statistics-
2 packets transmitted, O received, 100% packss)dime 1002ms
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771221 " §f sdzdzd Is§ shaswdgOfitlar lzCRouterA H dzv e d3tsis e A2 dzO
filter

Bridge table: filter

Bridge chain: INPUT, entries: O, policy: ACCEPT
Bridge chain: FORWARD, entries: 1, policy: ACCEPT
1.-p 802_1Q-vlanid 10-j DROP , pcnt 13-- bent = 1902
Bridge chain: OUTPUT, entries: 0, policy: ACCEPT

7721 O ted2 adglelistf zlsj o3 L d3j dzj skgheid d3j Is € d

7721 [ dMOded § dOMstcts?2 € d

sOC tsCOLQdpt dilz® COyjfMmsoj thmdtsedsyr 7 EfMistots?2 Ml
Mitoadmdzr = ®BOwh-Rabge OBSEOROUt er B.

S BOtch tczlsdL Olsstclz RouterA fsHCdzt yj dz OR®J M o
192.168.0.1/24.

10 Router A dOfmistetsj dz ddzlsjteW¥Wj2fmMr ethl d et h2
B34 s O-idl @anL2 ACL.

10 RouterB dOmlstetsjdz qdelsj W j2m et hl, mMOs (ddzls,

RouterA RouterB

PC
 ——)
192.68.0.1/24 E,EI oooa 192.168.0.3124 = O Oooog
alalalalal ‘
eth1 eth2 eth1.10 0 _Dooo
| . J

tdmMzddd® -~ j B3O dzOMistets?2¢d L2 mangle | is

7722C k0" dOMtes2¢d Mmjlkd

772211 OL dzOY‘AsijicjlfP 2. 68. 0. 1/ 24 &O PC

772221 82Hdls] o tjddis? cdsmdl JekzeOydd @O kil
ZOMsies2 § 52

1 6 &OMbbes2C] Mjlkjoscts SeBSGkHse Odd™, Hdedds
Cod febteOydededzy 2 toj 3y . s sdiike beoddsdadz &) B5d B o
MlstesSd. | SCodWdektOoydsddsd togdz® e s &y datf dzls g o
BOEh tllsdL Oyds, BjLGfOMdsMs: d Hekzecd] §O0Odk] st
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772231 OMmlstes?21Isj Router A
77223171 OfmMtes?21Isy ddzlsjtch j2m et hl

RouterA(config)iterface ethl
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[ethl])#exit

7722321 Oflstets?2lsj ddzsjte¥W j2f et h?2

RouerA(config)#nterface eth2
RouterA(configf-[eth2])#no shutdown
RouterA(configf-[eth2])#exit

7722331 Oflstes2lj ddzsjteW j2Mf br o

RouterA(config)iterface br0
RouterA(configf-[br0])#no shutdown
RouterA(configf-[brO])#include ethl
RouterA(configf-[brO])#include eth2
RouterA(configf-[brO])#exit

7722341 Ofistets2Isj L B dzj dzd jvianfidf) dAsGf ¥ dt@ OGS ts O

RouterA(config)i2 accesdist vid protocol 0x8100 vlasid 10
RouterA(config)2 manglelist PREROUTING accdissvid setvlan-id 20

772241 OMmlstes?21Ilsy Router B
772241 [IsCdzt ydisj Wwopndigfgdz L kzj di3r 2 5 EdiisdzyoOdzd s

RouterB(config)#o interface vianl

7722421 Oflstes2lsj ddzsjteWj2fy et hil

RouterB(config)ititerface ethl
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#exit
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7722431 Oflstes 24 fZsfi@% j 2 et hl. 10

RouterB(config)i#terface eth1.10
RouterB(configf-[eth1.10])#id 10 ethertype 0x8100
RouterB(configf-[eth1.10])#ho shutdown
RouterB(configf-[eth1.10])#p address 192.168.0.3/24
RouterB(configf-[eth1.10])#exit

77225u0t0dkdls] d&OMtes?2 S d

RMYE Sdz L 22 18 vt sndgBedzh dzv MR teOdzj dzd v dzOMilstetsj € dzO

77231 650 j6C O dzOMistets €

772311 " fsdededlsj Firgd®@dH L 6 8 . RC. H3dzW dz@ tets0 j 66 d dzO M|
qdzls j 6W j 2 Mo

PING 192.168.0.3 (192.168.0.3) 56(84) bytes of data.

---192.168.0.3 ping statistics- 2
packetstransmitted, O received, 100% packet loss, time 1016ms

772321 fsdededlsj] CtBOdH bkl s howdzD2 Rmahgr & Hd&v

mangle list

Bridge table: nat

Bridge chain: PREROUTING, entries: 1, policy: ACCEPT

1.-p 802_1Q-vlar-id 10-j VLAN-setvlan-id Ox14--vlantarget CONTINUE, pcnt = t4cnt = 188
Bridge chain: OUTPUT, entries: 0, policy: ACCEPT

Bridge chain: POSTROUTING, entries: 0, policy: ACCEPT

7731 OMlstets?2 C O tOBSISr L2 filter

7731 [ fdMmMOdedj dzOMmlstets2Cd

s0C COLQday difz COyJMmlse | thdseodsets EMmistets?2 Mk
BOtch clzlsdL Olsste (HOdzj J Router A).

10 PC, YtHSC A& yj dzdzsdZ3z C-OR@miMmel 82 . @8 lsGs ] Hz22 4 P

10 Router A dOfMmlstetsj dz ddzlsj oW j 2 s wirtOc,h pwlramnl 0
ACL Hdwv Wddz steOydd btcOWdS O, shmdss OddzOw dOd MAC.
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RouterA

vian 10
192.168.0.2/24

192.168.0.1/24

switchport1

PC
1

tdmMz@A®© - ] BO d2OMistets?2 ¢ d wWOBtSlIsT L2 fildt

7732C k0" dzOMtes2¢d Mmjlkd

773211 OL ZOUP-BH G P 2. 168. 0. 1/ 24 dviadi®l GzORED Is j o3
773221 OMmlstes?21Ilsj Router A

773221 1 82Hdls] ® tjydd CdsBOd ds?2 StdidckztOyd
lted d2OMbstets2Cj Mjlsjotsets tsBtkzHSs OdegdW, tsHded

(ot dekteOydddy 2 o]y dd. s b eoddsdadz B wd B o
fMlsesCd. |1 SodidcbtOydodadasds o)y ddsj despalis 2 figtsa
BOkh zlsdL Oyde, BjLtfOMdshis: d Hekzedj §OOdi] st

773222 [sCdz ydlsj vejEfpfe@ L Ejd 2 §6 b dsdyods

RouterA(config)#o interface vlanl

7732231 Offlstets?2lsj qdzsjte¥ j2f switchportl

RouterA(config)#terface switchportl
RouterA(configswitchportl)#o shutdown
RouterA(configswitchportl)#witchport access vlan 10
RouterA(configswitchportl)#xit

7732241 Offlstets?2lsj qdzsjte¥ j2f vianlo

RouterA(config)terface vian10
RouterA(configf-[vlan10])#id 10 ethertype 0x8100
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RouterA(configf-[vlan10])#o shutdown
RouterA(configf-[vlan10])#xit

7732251 Oflstes?2lsj ddzsj W j2f br O

RouterA(config)iterface br0
RouterA(configf-[brO])#no shutdown
RouterA(configf-[brO])#ip address 192.168.0.2/24
RouterA(configf-[brO])#include vlan10
RouterA(configf-[brO])#exit

7732261 00 gjsly st®CdHY Gozhatd “idk yO2 dmac OH tsj f

RouterA(config)i2 accesdist macs maesource not b4:96:91:01:7e:c0
RouterA(config) filter INPUT deny accedist macs

7732271 OLtejhdlsj macORGgsmMB ddiPLCdghixddOL v dtseo r 2
HsMiszf O d pdrmutdidslaxjSiis o ftcOo ddzs dzO 1 L dyds

RouterA(config)i2 accesdist macs2 masource b4:96:91:99:7e:c0
RouterA(config)2 filter input position 1 permit acces$ist macsRouterA(config)énd

7.7323ut00Oddls] &OMEs?2§ d

R sdz' L 22 Is jwrite sndg®edziH 2 MishteOdzj dedwv dzOfMlstetsj €  dzO
7733) 650 j 660 dzOMlstes] ¢

7.7331) "  sdzdzed s | pinpH®2izH 26 8 POH Y dzOOICHAJSWOOY d ¢ O

PING 192.168.0.2 (192.168.0.2) 56(84) bytes of data.
---192.168.0.2 ping statistics-
2 packetdransmitted, O received, 100% packet loss, time 1001ms

773321 " f sdzded Isj shawd@itien tzCRouterA H dzv  ff ots M d3ts s tc QL2 dzO
filter 20 Eflstets?2 Mo j

Bridge chain: INPUT, entries: 2, policy: ACCEPT
1.-s b4:96:91:99:7e:c§ ACCEPT , pcnt =-dcnt = 214
2.-s1'b4:96:91:1:7e:cq DROP , pcnt = 23bcnt = 1218
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Bridge chain: FORWARD, entries: 0, policy: ACCEPT
Bridge chain: OUTPUT, entries: 0, policy: ACCEPT

781 OMmistets?2 ¢ O \BinrdgScandraf

SsOC YBCOLOWdBLI220C O HhEd | thdsedy = EMmlstets?2 Mise
BOtch ckelsd - Psstce r A d Rout er B.

10 Router A d RouterB dzOmtwmyolzr ddalsj teW j2Mmr

RouterA RouterB

sw1:trunk sw1:trunk

sw2:trunk sw2:trunk

vian10:100.10.10.10/24 vian10:100.10.10.20/24

tdmMezd&dd & - j BO dzOMistcwdtiof St or m

781C 0" dzOftes2Cd fMjlsd

7811) s2HdIsj 9 Gizpp Odg' dzts? CsdzW deztcOydd dzO
ZOMmilstets?2 € 52

lted d2OMbstets2Cj Mjlsjotsets tsBBtkzHSs Odegdw, tsHded i
CodzW e ztcOydsdadz 2 teoj 3 d 3. s S-dzWlstw Fisodadt sdadz” & B d o3 o
Mstets € d . ) CtsdeW d e 2te Oy d s dzdzets idzv s j  d dgP M IsdgtsP dety q 102
BZOteh tezlsdL Oyds, BJLBYOMdesMis:  Httkzed] §OttOd3] Ister

78121 OMmMlstes21sj Router A

78121CsLHO2Isj] fjldztg d tsIsSTEzE ydlsj fteslstsC sdz

RouterA(config)terface vian10
RouterA(configf-[vlan10])#id 10 ethertype 0x8100
RouterA(configf-[vlan10])#o shutdown
RouterA(configf-[vlan10])#p address 100.10.10.10/24
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RouterA(configf-[vlan10])#xit

RouterA(config)iterface switchportl
RouterA(configswitchportl)#o shutdown
RouterA(configswitchportl)#witchport mode trunk
RouterA(configswitchportl)#witchport trunk allowed vlian 10
RouterA(configswitchportl)#xit

RouterA(config)iterface switchport2
RouterA(configswitchport2)#o shutdown
RouterA(configswitchport2)#witchport mode trunk
RouterA(configswitchport2)#witchport trunk allowed vlian 10
RouterA(configswitchport2)#xit

78131 OMmlstets2Isj RouterB
78131deBLHO2Is] Hilbds d ISTRz: ydlsjy ftoslktst sd

RouterB(config)itaterface vlian10
RouterB(configf-[vlan10])#id 10 ethertype 0x8100
RouterB(configf-[vlan10])#o shutdown
RouerB(configif-[vlan10])#p address 100.10.10.20/24
RouterB(configf-[vlan10])#xit

RouterB(config)iterface switchportl
RouterB(configgwitchportl)#o shutdown
RouterB(configgwitchportl)#witchport mode trunk
RouterB(configgwitchportl)#witchport trunk allowed vian 10
RouterB(configswitchportl)#xit

RouterB(config)iaterface switchport2
RouterB(configgwitchport2)#o shutdown
RouterB(configswitchport2)#witchport mode trunk
RouterB(configswitchport2)#witchport trunk allowed vian 10
RouterB(configswitchport2)#exit

7814 utRt0ddls] dOMEs? ¢ d
RMY Sdz' L 22 Is jwrit sndgedzh 2" S 6 0dzj ded v dzOMlstetsj & dzO

782) 650 j S O dOMsts ] S
78211 §sdzded lsj MingEOOzH 0 . 1RDUtESH ddrO § ARRL @ tsMO d
OHtejf 100.10.10.15

PING 100.10.10.15 (100.10.10.15}&5 bytes of data.
From 100.10.10.10 icmp_seg=1 Destination Host Unreachable
From 100.10.10.10 icmp_seg=2 Destination Host Unreachable
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78221 " §f sdzdzd Isj shawdz@hdeadth-monitor dzQRouterBH dzv 9" 9 SH O dzO

L OcGteky j dedesfylsd ddzlsj W j 2 mse

bwm-ng v0.6.2delay 1.000s);
input: /proc/net/dev; press 'ctdc' to end this

\ iface Rx Tx Total
lo: 0.00 B/s 0.00 B/s 0.00 B/s
mplsmaster: 0.00 B/s 0.00 B/s 0.00 B/s
switchportl: 90.86 MB/s 90.86 MB/s 181.71 MB/s
switchport2: 90.86 MB/s 90.85 MB/s 181.71 MB/s
vlan10: 7.34 MB/s 0.00 B/s 7.34 MB/s
total: 189.06 MB/s 181.71 MB/s 370.77 MB/s

782311 § tsdzdzd Is j

t€pthudzOviaR1z0 RpGerBH dzv o' a SHO dzO0 1 C toC

tcpdump: verbose output suppressed, useor-vv for full protocol decode
listening on vlanl10, linkype EN10MB (Ethernet), capture size 262144 bytes
12:36:44.850449 ARP, Request wias 100.10.10.15 tell 100.10.10.20, length 42
12:36:44.850455 ARP, Request wias 100.10.10.15 tell 100.10.10.20, length 42
12:36:44.850468 ARP, Request wias 100.10.10.1%tl 100.10.10.20, length 42
12:36:44.850475 ARP, Request wias 100.10.10.15 tell 100.10.10.20, length 42
12:36:44.850480 ARP, Request wias 100.10.10.15 tell 100.10.10.20, length 42

78241 OfmMstes2Is.foatoom dzO ddzlsj oW j 2 MO~ s wuterBc por t

RouterB(config)itaterface switchport 1
RouterB(configswitchportl)#torm-control arp minrate 306Kbit maxrate 310Kbit
RouterB(configswitchportl)#exit

RouterB(config)ititerface switchport 2
RouterB(configswitchport2)#torm-control arp minrate 306Kbit maxrate 310Kbit

78251 1 f tsdzdzd Is j
L Octoly j dzdes s d  fthisdrts WS R dgishe L e Oy d  QARPHEAE dets ots O iy fy *

bwm-ng v0.6.2 (delay 1.000s);
input: /proc/net/dev; press 'ctdc’ to end this

\ iface Rx
lo: 0.00 B/s
mplsmaster: 0.00 B/s

Csiwowz O mzRdimidth-monitor  H dzw 9" 9 SH O dz0O

TX Total
0.00 B/s 0.00 B/s
0.00 B/s 0.00 B/s
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switchportl: 13.92 KB/s 13.86 KBs 27.78 KB/s
switchport2: 13.92 KB/s 13.86 KB/s 27.78 KB/s
vlan10: 18.20 KB/s 0.00 B/s 18.20 KB/s
total: 46.04 KB/s 27.73 KB/s 73.76 KB/s

7826 1" f sdzdzd Isj shdwdg@ueeontrol cycliccc ount er s dzO Rout er E
22O | CtcOdz dzOfirbripds j € st or m

Interface Frame type Bytes received Bytes dropped
switchportl arp 12189445 13874101
switchport2 arp 6921420 68880

7827 1" { sdzdzd sy f 59 Is shwdztstori-toag@ dacliec-c ount er s dzO0 R
HdzV o' a SHO dzO 1 € tc@atrotizOMistctsj ¢ st or m

Interface Frame type Bytes received Bytes dropped
switchportl arp 12272437 13874437
switchport2 arp 7004412 69216

791 OfMstes2C O OB’ Iskdzdej &z L2GRE/ GRETAP

s O¢C f ¢ O OidistizEdzO ¢ Oyj Mlse ] GMdtsodzr » kMlstets2 Mise
3Ot h tclz Is d - Rdaterss RouterB, RouterC, RouterD.

10 Mo dmdz n d30 teaCdiAsides j Qs S te(@Es j oW j 2 MOH tfj 2@ L dz0
1 © Router A dzOfilstetsj-dP addirlssjl82W1G8D.iy24e t h 1

1 © Router B dzOflstctsj-dP adaiiplssjl@Wl].10.h0/2d4.t h 1

1 © Router C dzOfplstets j-tR addozs 1G6.10j10.290/2€ t h 1

1 O Rout er Dz di@dislg oty jj IP dddress 192.168.0.2/24.

[ idHE MjttodMmder i3 BOwh ckzlsdL OlststcOBBd dzOMistetsj dz |

0 oooo .. 0 oooo | [ .. 0 Ooooo —.. 0 0ooo
2'n oooo =0 oooo \ V) ='0 oooo =0 oooo

{ dfMkzdA %N j 8O dzOfstes2S¢d L2GRE/ GRETAP Iskd
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79.1CIsOfr dzOMlstets? € d

79111 82Hdlsj ©® tjydd chsBOd ds?2 SC(ORYJEEtOY
ZOfMistets? § t52

l1tod dzOMlstets2Cj Milsjoscets tBtstckzHtso OdedwW, tsH dzd o3
Codgf JezteOydsdedz 2 tej ydd3. s Ve zOddsdadz & Bd B o
st d. J CodW dekzteOydsdzdesds  tod 3 d d3d Bsy dets gL
BOteh ezlsdL Oyds, BjLBfOMdtsis! d Htekzécdj §OLOR] Ister

791271 OMmMstes2Isj Router A

79121 IS dzs ydlsj vejEfipfhasd® Lk2j B 2 (5 EdsdyOdzs

RouterA(config)#o interface vlianl

791221 Offstets2lsj qagsjteW j2f et hil

RouterA(config)iterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#ip address 192.168.0.1/24
RouterA(configf-[eth1])#exit

79131 Ofmstets?2Isj Router B
79.1311 OMlstes21Isy ddzlsjteW j2Mm et hl

RouterB(config)itaterface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 100.10.10.10/24
RouterB(configf-[eth1])#exit

791324 8B8L HO2Is] Iskzdzdzgj &z GRETAP

RouterB(config)iterface tunnell

RouterB(configtunnell])#tunnel mode gretap source 100.10.10.10 destiimn 100.10.10.20
RouterB(configtunnell])#o shutdown

RouterB(configtunnell])#p multicast

RouterB(configtunnell])#exit

1§ te m8jow 58



ANzdz€ ydd L2

RdzMIstclz € y
stl]. 4

q
6

w
56

g
1

t
4

790133uBLHO2Is] dun] GY 2 @OMIstes? shjo d dzls j oW j 2

RouterB(config)i#terface vian10
RouterB(configf-[vlan10])#id 10ethertype 0x8100
RouterB(configf-[vlan10])#o shutdown
RouterB(configf-[vlan10])#xit
RouterB(config)itterface brO
RouterB(configf-[br0])#no shutdown
RouterB(configf-[brO])#include vlan10
RouterB(configf-[brO])#include tunnell
RouterB(configf-[brO])#exit

791341 Offstets2Isj ddzlsjte® j2f swit

RouterB(config)iterface switchportl
RouterB(configgwitchportl)#o shutdown
RouterB(configgwitchportl)#witchport access vlan 10
RouterB(configswitchportl)#xit

79.135r sB 09 ' Isj] dBOthtkzls Hts Mmjlsd

RouterB(config)i route 192.168.0.0/24 tunnell

79141 Ofmlstets21Isj Router C
79141y OMlstes21Isy ddzlsjteW¥W j2Mm et hl

RouterC(config)iterface ethl
RouterC(configf-[eth1])#no ip address dhcp
RouterC(configf-[eth1])#no shutdown
RouterC(configf-[eth1])#p address 100.10.1@0/24
RouterC(configf-[eth1])#exit

791424 8B8L HO2Is] Iskzdzdzgj &z GRETAP

RouterC(config)#terface tunnel 1

chportil

RouterC(configtunnell])#tunnel mode gretap source 100.10.10.20 destination 100.10.10.10

RouterC(configtunnell])#ho shutdown
RouterC(configtunnell])#p multicast
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RouterC(configtunnell])#exit

79143uLHO2] Jubn] @Y ¢ 2 @OMmistes?2 shjo ddzls j oW j 2

RouterC(config)#terface vlan10
RouterC(configf-[vlan10])#id 10 ethertype 0x8100
RouterC(configf-[vlan10])#ho shutdown
RouterC(configf-[vlan10])#exit
RauterC(config)ihterface brO
RouterC(configf-[br0])#no shutdown
RouterC(configf-[brO])#include vlan10
RouterC(configf-[brO])#include tunnell
RouterC(configf-[brO])#exit

791441 OMmMlstes21Ilsj Y tstels switchportl

RouterC(config)#terface switchportl
RouterC(configgwitchportl)#o shutdown
RouterC(configgwitchportl)#witchport access vlan 10
RouterC(configgwitchportl)#xit

79145 Ofistes2lsj &GO ekls HEs fMmjlsd

RouterC(configfs route 192.168.0.0/24 tunnell

79.151 OMmMlstes2Isj RouterD
79151 IsCdzt ydisj viejdfiethsfRzL Xz jifts bk di3sdzy0Odzd

RouterD(config)#o interface vlanl

7.9.152) Ofistets?2Isj ddzsjtel j2f et hil

RouterD(config)i#terface ethl
RouterD(configf-[eth1])#no ip address dhcp
RouterD(configf-[eth1])#no shutdown
RouterD(configf-[eth1])#ip address 192.168.0.2/24
RouterD(configf-[eth1])#exit
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7916 utRt0ddls] dOMEs? ¢ d
RMY Sdz' L 22 Is jwrit sndgedzh 2" NS 60dzj ded W dzOMlstetsj & dzO

792) s JC O dzOMistetsy &
792117 f sdzdzd Is§ pints @YO.4RA&20 repeat 2 dBOuterB Hdzw 9o " 9 SH O
1 CteOdz Mo w L detsfisd hdzé L 59

PING 100.10.10.2000.10.10.20) 56(84) bytes of data.

64 bytes from 100.10.10.20: icmp_seqg=1 ttl=64 time=1.02 ms
64 bytes from 100.10.10.20: icmp_seq=2 ttl=64 time=0.971 ms
---100.10.10.20 ping statistics-

2 packets transmitted, 2 received, 0% packet loss, time 2ms
rtt min/avg/max/mdev = 0.971/0.994/1.018/0.039 ms

7922 1" f sdzdzd Is§ ping &ERAH8HR.2 dzORouterA HdzWw 9" 9 SH O  dzO
Meow L desflsd C dzd j delsts o

PING 192.168.0.2 (192.168.0.2) 56(84) bytes of data.

64 bytes from 192.168.0.2: icmp_seg=1 ttlI=64 time=2.34 ms
64 bytesfrom 192.168.0.2: icmp_seq=2 ttl=64 time=2.20 ms
---192.168.0.2 ping statistics-

2 packets transmitted, 2 received, 0% packet loss, time 3ms
rtt min/avg/max/mdev = 2.204/2.272/2.340/0.068 ms

79231 " f sdzdzed Isj t€ptudg® ceihlz  dARouterd H dzW 9" a9 sHO dgO
dmf sdz' L SRETERIY Iz dzdzj dzw

tcpdump: verbose output suppressed, useor-vv for full protocol decode

listening on ethl, linkype EN10OMB (Ethernet), capture size 262144 bytes

13:35:28.420781 IP 100.10.10.10 > 100.10.10.20: GRiagih 102: IP 192.168.0.1 > 192.168.0.2: ICMP ect
request, id 5071, seq 22, length 64

13:35:28.421464 IP 100.10.10.20 > 100.10.10.10: GREVO, length 102: IP 192.168.0.2 > 192.168.0.1: IC}
reply, id 5071, seq 22, length 64

7.10 1 Ofyls ts S2AND

s O¢ i te® OLd@D] iz d2d jo COyd Mlso J st dzsets EkMmlstets
mMitcodmdz 2 dBOtcI'RoldrAJ L Ols stc

s BOteh czlsdL Olsstclz RouterA f§HSCdHd® yjd-OR®j ) &
192.168.3.2/24.
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1© Router A dzOMmistetsj@a O AN § d&isjsts P2 iz swi-t chp
OHtej MO d dOMmistetsj dz dqdzlsjteWw j2M o tjydddd trunk.

PC RouterA
192.168.3.2 192.168.3.1
192.168.3.0/24 oooo
lm a
LAN (switchport 1)

tdmMzdI @ =] BO deOMIstets2 ¢ d VLAN

7101 ClsOfr dgOMlstets2¢d Mmdilsd

71011 1 s2HdIs 9 i ddz ¢ dzsB Odz' dzats 2 CtsdW e ztc O
ZOMistets2 € 52

l1ted dOMgosY dijscts tsBBtczHtso OdzdwV, Hd2ddB dL ¢ dzO:
CsdW qeoztcOydsdade 2 toj Y dd3. s sdallew wOdidi sdadz’ B B d o o
Mstes € d . J CsdWdekztcOydsdegdesdz toj 3 d d&3yd Bts ) dats gL
BOteh tezlsdL Oyde, BJL Y Ofidetsfpls ' EdlswisR ddp . f Otc O

71012 etsLHO2Isj VLAN d&O Efmlstes2 Mmise j

RouterA(config)lan 20

7.10.13 1 OL d&zOydd3s VLAN2O0 ddalsjteWwj2mMkz switchportil

RouterA(config)#terface switchportl
RouterA(configswitchportl)#witchport mode access
RouterA(configswitchportl)#witchport access vlan 20
RouterA(configswitchportl)#o shutdown
RouterA(configswitchportl)#xit
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7.10.1.4 1 Ofls tc tPAAsijtc | FYLANE[ dzls j ol j 2 )
710141 | OL dzOy' s fls @sideyffpS d2 | P

RouterA(config)terface vian20
RouterA(configf-[vlan20])#id 20
RouterA(configf-[vlan20])#p address 192.68.3.1/24
RouterA(configf-[vlan20])#ho shutdown
RouterA(configf-[vlan20])#xit

7.10.15 1 OfMmlstets?2Ilsy ddzlsjteW j2Mm o tiyxddd Trunk
7.10.1.5.1 | Ofpils tctsWithports5 © COYyjMmlseoj BOSGdMmMIstcOdz' dzets@ s

RouterA(config)iterface switchports
RouterA(configgwitchport5)#witchport mode trunk
RouterA(configswitchport5)#exit

71016 | OL dzOyunktfistels Mf dMsC WAN ] " j dzdz’ R
710161 1 OL 2Oy’ bj 1 J t6j yj dWLAN@Quztrtek-§ § wadzO A

RouterA(config)ihterface switchports
RouterA(configgwitchport5)#witchport trunk allowed vlan none
RouterA(cafig-switchport5)#witchport trunk allowed vlan add 20
RouterA(configswitchport5)#o shutdown
RouterA(configswitchport5)#nd

71017 usntcOdzdlsj dzOMstes2Sd
RMY Sdz' L 22 Is jwrit sndgedzh 2" S 60dzj ded v dzOMlstetsj &  dzO

7102 1 teso j 6C O A0t ¢
71021 1t f sdzded lsj shawogandmhivzazy f ese j 6 VLN L H O dzdz’ R

VLAN id Name Member ports (ttagged, uuntagged)
1 default swp2 (u), swp3 (u), swp4 (u), swpb (u), swp7 (u), swp8 (u)
20 VIan0020 swpl(u), swp5(t)
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7.10.2.2

switchportl

It f sdzded s §

switchportl:

Link: DOWN

MTU: 10240

Duplex: full

AUtonegotivation: on

Speed: 1000

Supported speed (Mb/s): 10, 100000
Switchport mode access

Switchport access vlan: 20

71023 1 ' f tsdzdzd Is §

vlan20 vid 20:

Link: UP

Ipv4 Address: 192.168.3.1/24

RX: 13908 bytes / 88 packets

TX: 1764 bytes / 10 packets

MUT: 1500

HW Addess: b4:81:bf:00:00:85

Ipv6 Address: fe80::b681:bfff:fe00:85/64
EtherType: 0x8100

Encapsulation: dotlq

7.10.2.4

switchport5

It f sdzded Is §

switchport5:

Link: DOWN

MTU: 10240

Duplex: full

AUtonegotivation: on

Speed: 1000

Supported speed (Mb/s): 10, 100, 1000
Switchport mode trunk

shawdgiedacds switchportl

shawdg@rdaaek vian2 0

H dzw

shawdgedacds switchports

H dzw

Z H OVEANZH Y sdz' L k2 Is 1o as280 dzH Iz

Hdzw ftosoe jwCd

fcso j toah20dz0 fls

fetso jteCd

1 j to fyaom
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Switchport trunk allowed vians: 20
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8 v tcOo dzj d@HiIte JITPOYd J 2

8.11 OL dzOyJ dzdd  Mls ORS@nug Mg sfd:  d2O W dL dud Mm&dd
qazls j W j 2 fpr

811 dMOdzdj dzOMistets2 ¢ d

I SOoyjMmbej tsMmdztsoaasetsO dzinisjcts® diisdz0? -BAUEBMAIEEZIS L Ol

10 RouterA dOmbtesj dr dtseduimMSédd ddalsjteW j2mr
IP-OHtsj MO.

812CsOf " &OMtes?Cd

81211l s2HdIsj o twiydd cdzsB Odz! des?2 S tdWdekteOydd
sl JeoztcOyd sdade- 24 st yfHdgf dz  d L toj )y ddise C RO
CldfcztceOydsdedetsdz toj Y dd3zy sy dets dL dsj dgv Is+ dZOMmiste s 2 ¢

BjLsY Ofdesfls! d Htbkced) §O0LOdRjlste’r bkMsts2mlise .
81221 OMlstPAAxjisj ;) dz0 % gL g uj MSedthI afhdzs j ol j 2 OQ
8.122.11 Ofistets2 Isj dedals j &Y% 2@ MIRO Mt 5 f)

RouterA(config)ihterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#ip address 198.18.1.1/24
RouterA(configf-[eth1])#exit

8.1.2.221 Ofmistets2Isj detaB j bW §z® MIEZO ntc |5 fy

RouterA(config)ihterface eth2
RouterA¢onfigif-[eth2])#no shutdown
RouterA(configf-[eth2])#ip address 198.18.2.1/24
RouterA(configf-[eth2])#exit

8.1.2.31 Offls ctPAsijte j ) 2O dzs e d Y M SWE100d, bels ylawtDj 2 i O A
8.1.231ut5L HO2 Isg dzdnOsleth2 M1 00 d dPBlsEERIS

RouterA(config)#terface eth1.100
RouterA(configf-[eth1.100])4#id 100
RouterA(configf-[eth1.100])#p address 198.18.100.1/24
RouterA(configf-[eth1.100])#o shutdown
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RouterA(configf-[eth1.100])#xit

81232utsL HO2Is) dlzbj ¢t gzOomBOs®

RouterA(config)iterface lol
RouterA(configf-[lo1])#no shutdown
RouterA(configf-[lo1l])#ip address 198.18.3.1/32
RouterA(configf-[lo1])#exit

8.1233utsL HO2Is] dadEdnjltOw 2 fgz0 APsAae jlsiry

RouterA(config)iterface vian 10
RouterA(configf-[vlan10])#id 10
RouterA(configf-[vlan10])#p address 198.18.10.1/24
RouterA(configf-[vlan10])#o shutdown
RouterA(configf-[vlan10])#nd

8124 utsntcOdedlsj &OMts?2 S d
RMY Sdz L 22 Is jwrite sdg@etzn lzv MsS e Odzj degd v zOMstetsj §

8.13) totso j 6C O dzOMistetsj §
81311 " ff sdzded Is j Cskoug Oidterfaces  brief H dzw ftoso jtwl d dzO
ddzls j oW j 2 RosterA dzO

Interface HW Address IPv4

Address Admin/Link DHCPv4 Descriptionethl

ethl 94:3f:bb:00:00:3a  198.18.1.1/24 UP/UP OFF
eth2 94:3f:bb:00:00:3b  198.18.2.1/24 UP/DOWN OFF
lol 4de:f4:aa:9e:4d:e7  198.18.3.1/32 UP/UP OFF
eth1.100 94:3f:bb:00:2d:e3  198.18.100.1/24 UP/DOWN OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
vlan10 94:3f:bb:00:2d:ff 198.18.10.1/24 UP/DOWN OFF
switchportl n/a UP/UP n/a
switchport2 n/a DOWN/DOWN n/a
switchport3 n/a DOWN/DOWN n/a
switchport4 n/a DOWN/DOWN n/a
switchport5 n/a DOWN/DOWN n/a
switchport6 n/a DOWN/DOWN n/a
switchport7 n/a DOWN/DOWN n/a
switchport8 n/a DOWN/DOWN n/a
(END)
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821 OMses2¢©O® DHCP Rel ay Option 82

821 dMOdedj dzOMmistets2 ¢

s O¢ fs5C OL Bdzs iz diEQM j Is ZOMstesj dz20 ftod §sBsh d
BZOtch cklsdL Osstese, Clstter j -Z2OBtsUBisthY 06 28 des® j Mk
DHCP-mjte jte6 ( RouterA), O Httkzes?2 ¢O¢ DHCP Rel ay A

Relay-OG j dzls HBBOo dzW jIs Htf sdzded s dz' dzz ¥t Ha fts jodigPy
DHCP, fjtcjHOO O &3 § Chinig ditg adglstdstalz DCHCAP d deW stedzOyd
dqHjdsdWdydtese Ols! IssySk fHCds yjddy Sddjdso (PC

1 0 Roudz@mldtcts@Quias ] B dz®0.0e0t1/24L

1O Router B dOftyts ds® 0eROh D . 2/ 24, s wiog18.hPXdr t (

RouterA RouterB PC
DHCPv4-cepsep

'O oooo 198.18.1.0/24 5 Do ethernet
= ‘
0O Doon ='n poon
eth1 eth1 switchport1

Ipv4:10.0.0.1/24 1pv4:10.0.0.2/24 Vlan1:198.18.1.1/24 —

it dMezddgq OMstcs2C O DHCP Rel ay Option 872

822CIsOffr dOMmMlstets2¢d MmJlsd

82211l 82HdIsj ) teiydds ¢ dzseB Odz' dzts 2 CodW decztcOY
ZOMmilstets2 € 52

lted d2OMbstets2Cj Mjlsjotsets tsBBtkzHS Odegdw, tsHded B
Codfc ztcOyd sdzde’ 2 t6j ) d ds. S 15 deW-d dslistc Aswfftsizizdg L2 tdg] i dddets o
Mstets € d . ) CsdeW e ztcOydsdzdetsdz  toj y d d3d B3ts Y dats gL «
BOth celsdL Oyde, BJjLtsfOMdsmis:  Httkedy §OttOd] Ister

82221 OmMlstets?2Ilsj RouterB

8.2221) Cdzt ydilsj switchportil

RouterEconfig#interface switchportl
RouterBconfigswitchportl)#no shutdown
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RouterBconfigswitchportl)#exit

8.2222utsLHOWasd jets ddzHj dz2lsdW d ¢ Olstste

RouterBconfig#interfacevlan 1
RouterBconfigif-[vlanl])#vid 1
RouterBconfigif-[vlanl])#no shutdown
RouterB(configf-[vlan1])#p address 198.18.1.1/24
RouterB(configf-[vlanl1])#exit

8.2.2.2.31 OH O MPsagdress dzO d dals j tethl 2

RouterB(config)ititerface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterBconfigif-[eth1])#ip address 10.0.0.2/24
RouterBconfigif-[eth1])#no shutdown
RouterBconfigif-[eth1])#exit

82224y OMmMilstes?21Isy dhcp relay d

RouterB(config)#i dhcp relay 1
RouterB(configdhcprelay[1])#interface ethl
RouterB(configdhcprelay[1])#interface vianl
RouterB(configdhcp-relay-[1])#server 10.0.0.1
RouterB(configdhcprelay-[1])#option 82 remoteid 7a:72:6¢:4b:7c:a3
RouterB(configdhcprelay[1])#manageagentoption append
RouterB(configdhcprelay[1])#Appendagentoption
RouterB(configdhcprelay[1])#no shutdown
RouterB(configdhcprelay[1])#end

"1 ted d3j uOded §

dhcp

1 dzO j remdolie-id i 1 IsMAC-O H tc yldn-d dzls j &% PUTE) O

82231 OMmMlstets21Ilsj Router A

822311 OHOWPNRHEK] M d2O ddath] teW j 2 Mj

option 82
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RouterA(config)iterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#p address 10.0.0.1/24
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#exit

8.2232u4t5LHO2Isj] f jtco "-QH zPRtsdc | Pv 4

RouterAconfig#ip dhcppool 1
RouterAconfigdhc1])#network 10.0.0.0/24
RouterAconfigdhcg1])#range10.0.0.100 10.0.0.200
RouterAconfigdhc1])#exit

8.2233utsL HO22Is] o BPHtIs12c | ffriaxia

RouterAconfig#ip dhcppool 2
RouterAconfigdhc2])#network 198.18.1.0/24
RouterAconfigdhcp[2])#ange 198.18.1.2 198.18.1.100
RouterA(configdhcp[2])#exit

822341 Ofistets2lsj &OtEh tc DECPW-fg) Qedzsj ved Is j

RouterA(config)i route 198.18.1.0/24 10.0.0.2
RouterA(config)i$ dhcp server on
RouterA(config)énd

8224utntcOdzdlsj dzOMes?2Cd
RMYE Sdz L 22 Is jwrite sndg@edzh 2w M R tc O dzj R “dzCulzCfjdstdatssj? fiyls o C

823l tlotso jtcC O dzOMMlstetsj & dzO Rout er A
823111 ff sdzdzd Isj t€ptudg®eathd erbose dz@outerA, kB jHdIsj M! yYlsts
B ZzO  j teJ H OdzO

10.0.0.2.67 > 10.0.0.1.67: [udp sum ok] BOOTP/DHCP, Request from 08:00:27:da:41:ed,
length 300, hops 1, xid Oxbc6b94688cs 214, Flags [none] (0x0000)
GatewaylP 198.18.1.1
ClientEthernetAddress 08:00:27:da:41:ed
Vendorrfc1048 Extensions
Magic Cookie 0x63825363
DHCRMessage Option 53, length 1: Discover
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Hostname Option 12, length 5: "side2"

Parameer-Request Option 55, length 13:
SubnetMask, BR, Tim&one, DefaulGateway
DomainrName, DomaitNameServer, Option 119, Hostname
NetbiosNameServer, NetbiosScope, MTU, ClassleStaticRoute
NTP

Agentinformation Option 82,dngth 26:
CircuitlD SubOption 1, length 5: vlanl
RemotelD SubOption 2, length 17: 7a:72:6c:4b:7c:a3

END Option 255, length O

PAD Option 0, length O, occurs 6

831 OMses2¢ O DHCPv4 rel ay

831/ fdMOdzdj dzOMistets?2 € (

sO0C fCO0OUddRPOftcj HftedwIisd] dMfsd Lkjls DHCP
IPOHtej fise S dzdj dZsOds DHCP. wjtojte §t5 OHtejfk 100,
fteddj 6® HdW §dMOddY &OMstes2Cd Ocj ds0O toj lsteOdzd

DHCP client d@&jteasglsimylse HPa@. 168. 00 ®/ Xy, df dik
fjlsd 100.10.10.0/24. sdzdj elsi'te jOHC Rs sBHHLCIP tstedzized s
] oG dz¥ yj dedzs? toj steOdzmdzw ygj2 DHCP.

OHtsj M ddzsjtel j2MO ethl Router A, -f&2C 6 8 OzdzBk
HtcjMm dqdelsj oW j2MO et h2 Router A, -106HIM20/2¢4] dzdzgse 5 €

dbHtej M ddzlsjteW j2MO et hl DHCP s er v1680:10.104024.C dz¥ yj

DHCP DHCP

DHCP relay
client 192.168.0.0/24 RouterA othz 100.10.10.0024 et server
O coog ks T eth1 'O oooo T 0 GEOG
alEzaE E:EEDDD S e
192.168.0.2/24 100.10.10.20/24 100.10.10.10/24

{dMda®nj O dOMises2¢d DHCP Rel ay

8320 sOfr dOMstes?2¢d DHCP Rel ay

83211 2 Hdl® CtdW dqekztcOydsdadzr 2 toj 3 d d3.

SstsdeW e ztcOyd sdzdz- 24 st yfudgf dz d L toj )y ddiise CBOd
CsdW deztcOydsdedetsdz toj Yy ddzy sy des dL d3j dgv Is dzOMmls tc ts
BJLBY OMdesmis! d Htkedj OO Ister EMmktets?2 Mise .
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83221 OfMlsts?2lsj ) Pasidey jifROUEEO.
83221 [IsC dz¥ ydlsj] viejEfpps® L 2j &5r 2 6 & dssdyOded ¥

RouterA(config)#o interface vlanl

832221 Oflstets2 Isj detals j EROujeRARN

RouterA(config)iterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#ip address 192.168.0.2/24
RouterA(configf-[eth1])#exit

8.32.2.31 Oflstets2 Isj detal j EREujeRARN

RouterA(config)iterface eth2
RouterA(configf-[eth2])#no shutdown
RouterA(configf-[eth2])#ip address 100.10.10.20/24
RouerA(configif-[eth2])#exit

83231 OMistes?2Isj ¢ tdiCPIdaE®tds d MRbuteZO
8.3.23.14 tsL H ODHEPR relay dzRouterA, k¢ OL DHCP ¢ldgr<dhcp-pool>

RouterA(config)i# dhcp relay dhcgool

8.3.2.3.2v € O JRAs@QH tc PHCP server H dzv f | to | dzOff BKCPadzOdzdcs s
Cdzd j dzls BHCP de®er, o Cdzt ydilsjy WekdzCyds HBBOO dzj dedVwv f tsczw
ZCOYdlsy ddelsd oW j 2" dzOHCPREdytr = t©OBEBISOj IS

RouterA(configdhcprelay-[dhcp-pool])#server 100.10.10.10
RouterA(configdhcprelay-[dhcp-pool])#appendagent-option
RouterA(configdhcprelay-[dhcp-pool])#interface ethl
RouterA(configdhcprelay-[dhcp-pool])#interface eth2
RouterA(configdhcp-relay-[dhcp-pool])#no shutdown
RouterA(configdhcp-relay-[dhcp-pool])#end
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83241 OMtes?2C O BZOwh tckzlstsoe dzO DHCP Server
1JBBRatsHd®BS HtsBOo dls! diOth tckzls dzO@ DHCP Server

DHCP Server(configp#route 192.168.0.0 255.255.255.0 100.10.10.20/24

8325 utntOddlsj d&OMt?2Sd
RMY sdz L k2 Is jwrite scdg@idzmame>H dzv MR teOdzj dzd v dzOflstets j ¢

833l tetso J 6 ¢ O dAOHER telay dg@RouterA
VBJHdIsjMm! vyl Sddjds fsdZzzyddaz OHtim dqL §Ezd&zO

841 OMstes?2 € O DNS proxy

841/ dMOdedj dzOMIstets2 ¢ d

SOC ¢ oL@ dat dfiz® S OyjMmsoj GhMdsed R EkMstt? il
Mdtwcoadmder » RFOtch-Ralge OBSEOROULt er B.

S BOteh czlsdL Olsstelz RouterA fHCd yjd-OR®j ) &
192.168.0.1/24.

Router A dzOffstesj dz $OC Proxy DNS Mmjtce jtc.-ethlO Ik
(IPOHt IO 2. 168. 0. 2/-O4 o j10.16.102Q24), | P

Router B dzOflstctsjdz S O¢ DNS fjtajtc. 10 EMmktes2 Mmls
OHWiHPO. 10. 10.10/24) d | oo@btajdi.1.43®ls j o j2f | ol (

PC DNS DNS
proxy server

RouterA RouterB
192.168.0.1/24 E.. .I 198.18.1.0/24 O ooog
=
eth1 Sl eth2 eth1 e

182.168.0.2124 100.10.10.20/24 100.10.10.10/24

;, ’ lo1: 1.1.1.1/32

{ dMzd @R j B0 &OMstes2Sd DNS proxy
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842CIsOffr dzOMlstes2¢d MmJlIsd

84211 OMmMstets?2Isj ddalsj W j2m P

842111 OL dz0y+GHjtc 19P168.0.1/24

84212y OL d&zOy' Isy dBJks¢kz vlIian id 10

84221 82HdIsj 9 tejydds ¢ dzseB Odz' dzts 2 Csdz e ztcOY
ZOMmistes?2 € =2

lted dOMbstes2Cj Mjlsjotsets tsBtkzHS OdegdW, tsHded
CodzW e ztcOydBsdadz 2 tej 3 d d3. tc jefd¥Isftw FciOdydE sdadz” B » d d3ts o
Mstets ¢ d . ) CosdzW e zteOydsdzdetsdz  toj  d d3d d3ts Y dzts gL
BOth czlsdL Oyde, BJjLtSf OMdzsmis: d Htetkzedy § OttOd] Ister

84231 OMmilstets?21Ilsj Router A

84231 [IsCdzt ydisj viegdfipthtsfd: L 2 3" 2 68 EdRsdyOds:s

RouterA(config)#o interface vlanl

842321 OfMlstes2lj dddsjweWj2f ethil

RouterA(config)ihterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#ip address 192.168.0.2/24
RouterA(configf-[eth1])#exit

84233 Ot Adsjj ol j 2 et h?2

RouterA(config)ihterface eth2
RouterA(configf-[eth2])#no shutdown
RouterA(configf-[eth2])#p address 100.10.10.20/24
RouterA(configf-[eth2])#exit

842341 OMstets?2Ilsj DNS fttsCimd d&zO Router A

RouterA(config)#ame-server first 100.10.10.10
RouterA(config)ip route 1.1.1.0/24 100.10.10.10
RouterA(config)édns-proxy

RouterA(dngproxy-default)#option listen 192.168.0.2
RouterA(dngproxy-default)#option authoritative 100.10.10.10
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RouterA(dngproxy-default)#option recursive 100.10.10.10
RouerA(dnsproxy-default)#option internal 192.168.0.0/24
RouterA(dngproxy-default)#dns-proxy on
RouterA(dnsproxy-default)#end

84241 OfMmilstets21lsj Router B
842411 OMmMstes?21Isj ddaelsj W j2fm et hl

RouterB(config)itaterface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 100.10.10.10/24
RouterB(configf-[eth1])#exit

842421 OMlstes2lsj ddidsjw®j2f 101

RouterB(config)iaterface lol
RouterB(configf-[lol])#no shutdown
RouterB(configf-[lol])#ip address 11.1.1/32
RouterB(configf-[lo1])#exit

8.42.43| Ofistes2lsj DNS MMjtes jte dzO®

RouterB(config)i route 0.0.0.0/0 100.10.10.20
RouterB(config)#dns-server

RouterB(dnsserver)#one mastertest.do
RouterB(configinszoneftest.do]}#set ns nsl
RouterB(configdinszoneftest.do])#set refresh 300 sec
RouterB(configinszoneftest.do])#entry a 192.168.0.1 pc
RouterB(configinszoneftest.do])#entry a 192.168.0.2 ns2
RouterB(configdinszone[test.do])#entry a 100.10.10.10 ns1
RouterB(configinszoneftest.do])#entry a 1.1.1.1 lol
RouterB(configinszone[test.do])#entry ns nsl
RouterB(configinszone[test.do])#exit
RouterB(dnsserver)#ins-server on
RouterB(dnsserver)#xit

8425 utntcOddlsj dZOMsEs?2Sd
RMY sdz L 22 s jwrit sndg@edzh 2w s 7 tc O dzgj

Router B

dzd v dzOMlstetsj €
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843l tse j S O &OMes ]
84311 {sdzdzd lsj rltokyd gmitdstdo 100 . 10. 1 @C bz dzQetso j to

LOfdMmj 2 BYSee j O

Server: 100.10.10.10
Address: 100.10.10.10#53
Name: pc.test.do
Address:192.168.0.1

8432 1" fsdzdedlsj SCSBOdEZHEZ nsl ookugd mscl.deksup das?2
192.168.0.2 & PC H&v ftwtseojteCd LOfdMmd DNS fmJ
(RouterA)

nslookup pc.test.do 192.168.0.2

Server. 192.168.0.2
Address:192.168.0.2#53
Name pc.test.do
Address: 192.168.0.1

nslookup ns2.test.do 192.168.0.2

Server: 192.168.0.2
Address: 192.168.0.2#53
Name: ns2.test.do
Address: 192.168.0.2

851 Ot ¢-Hj @NFO

851/ fdMOdzdj dzOMistets?2 € (

s 0¢C fts5COLcQdpty difiz® COydMmlse] Mdsedy » EMmlstets?2 Ml
mMitoadmdzr = KBOwh-Ralbge OBSEOROULt er B.

s BOth tczlsdL Olststelz Router A fsHCdzt yj dz OR®J M o
192.168.0.1/24.

Router A dOmnmetsj d ¢OC Sl avel O ol fplstdys Rl ls o N SdzC
Jdzls j W j@n(IP-OHtiP 2. 168. 0. 2/-O8 e j1§0.16.1012Q/24) | P

RouterB dOfmMstesjdz ¢ OC Master (GdzOo dzr 2) DNS
d dzls j oW gtRLfP-OH 41O 0. 1 0. 10. 10/ 24) d (IP-O8 @ plagcl 1/32) dzls j t

1§ te m8jow 76



V0o dzj @i Joj MOy J 2 RdzMIste C ydw 1 t
stl)].465614
RouterA RouterB
DNS-Client PC DNS-Server DNS.Server
Slave Master
ns2 ns1i
‘- 192.168.0.1/24 O ooog 198.18.1.0124 101:1.1.1.1/32
ethi eth2 eth1 0 0000
T 192.168.0.2/24 100.10.10.20/24 100.10.10.10/24

tdmMzdI® - j B30 dzOMistcs2Cd DNS server

852Cs0O0fr dzOMlstes2¢Cd Mmilsd

85211 Offlstets?21Isj PC

852111 Ofmistets21Isj ddzlsj ¥ jIR-OH td j WP2AGSRD2¢4" Is j

852121 OL dzOy' Isj OHtcj M- 1WNEBORj tco j 60O

852131 OfMstets2Is] ®BOwh ek doOfktcst Miss iz

85221 s2HdIs§ ) tcdydd3 6 dzsB Odz! dats 2 CodzW e ztc Oy
ZOMmilstets?2 € 52

ltod dz2OMlstets?2 ¢ Mijlsjotscts BBBtozHBo OdzgdWw, Hddzd X
CodW deoztcOyddedz 2 toj ydd3. s sdWew zZtclOdydg sdadz & ] B d g o
Mistets$ d . dozCOUW sdzdztsdz toj y d d3d d3ts ) dats dL d3 dzgv Is
BZOteh tezlsdL Oydes, BJLBYOMdesMIis:  Htkzed] §OttOd] Ister

85231 OMmMilstets21Ilsy Router A

85231 IsCdzt ydisj viegdfipthsfd L zj 3" 2 65 EZdRsdyOdsd:s

RouterA(config)#o interface vlianl

85232] Ofistets2Isj ddzsjted j2f et hil

RouterA(onfig)#nterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#ip address 192.168.0.2/24
RouterA(configf-[eth1])#exit
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852331 OfMlstes2j dddsjtweWj2f et h2

RouterA(config)iterface eth2
RouterA(configf-[eth2])#no shutdown
RouterA(configf-[eth2])#ip address 100.10.10.20/24
RouterA(configf-[eth2])#exit

85234y sBO9 ' Isj ftsHyddsj dzdzz® DNS L sdzkz

RouterAconfig#dns-server
RouterAdnsservep#zoneslavetest.do master_ip 100.10.10.10
RouterAdnsservep#dns-serveron

RouterAdns-servep#exit

852350¢0ydlsj ddkv AtMmlsO, Htsd3 dzdzts § IRfQ@Fvtc JOING M ls § «
fj tco j maBter ts dats 2

RouterAconfig#systemhost-namens2 domain-name test.do
RouterA(config)#ame-serverfirst 100.10.10.10
RouterA(config)ip route 1.1.1.0/24 100.10.10.10

85241 OfMmlstets?21lsj Router B
85241y OMmMlstes?21Isy ddzsjteW¥W j2m et hl

RouterB(config)itaterface ethl
RouteB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 100.10.10.10/24
RouterB(configf-[eth1])#exit

852421 Ofmlstes2lsj ddadsjw®j2f 101

RouterB(config)iterface lol
RouterB(configf-[lo1])#no shutdown
RouterB(configf-[lo1])#p address 1.1.1.1/32
RouterB(configf-[lo1])#exit
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852431 Ofmlstets?21Isj master L tsdzkz

RouterB(config)#dns-server

RouterB(dnsserver)#one master test.do
RouterB(configinszoneftest.do])#set ns nsl
RouterB(configinszone[test.do])#set refresh 300 sec
RouterB(configinszone[test.do])#entry a 192.168.0.1 pc
RouterB(configinszoneftest.do])#entry a 192.168.0.2 ns2
RouterB(configinszone[test.do])#entry a 100.10.10.10 ns1
RouterB(configinszoneftest.do])#entry a 1.1.1.1 lol
RouterB(configinszoneftest.do])#entry ns nsl
RouterB(configinszone[test.do])#exit
RouterB(dnsserver)#ins-server on
RouterB(dnsserver)#xit

852440 C0Ydly dd&w ~ MO,

RouterB(config)#ystem hostname ns1 domaimame test.do
RouterB(config)i route 0.0.0.0/0 100.10.10.20

8525 utsnteOdkdlsy &OMstts2 ¢ d

HBE @) dedetsy d 3" MdMmisj a3

RMY Sdz L 22 Is jwrite sndgBedzh lzv MR e Odzj dzd v dzOMistetsj € dzO

853) tofso j 16C O dzOMistets §

85311 " { sdzdedlsj riSltokgP dmitestdo 100. 10. 1BC H@®" dAPEBo j te

tc OB SMNSMJ tco nas@r

Server. 100.10.10.10
Address: 100.10.10.10#53
Name: nsl.test.do
Address: 100.10.10.10

853211 § sdzdzdlsj Mslak@daslitestdo 192 . 16 8 .PC.HALY dz@f 650 j &

tcOB BINS M tco $law®

Server. 192.168.0.2
Address: 192.168.0.2#53
Name: nsl.test.do
Address: 100.10.10.10
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85331/ rtfsdzdedlsy SCBdBOdZHEZ nsl ookup |l ol.test.do
tcOBtslsr DNS fMmjto jtcO® master dO | oopback ddasj teW j 2

Server: 100.10.10.10
Address: 100.10.10.10#53
Name: lol.test.do
Address: 1.1.1.1

861 OMIstes2C O oMmistetsj dzdets G tis MRS j 6O d ¢ dzd j dz

86.1ff dMOdedj dzOMmistets2 ¢

s O¢ fs5C OL Bdzslz dizQfm j Is ZOMstetsj dz20 ftod §sBsh d
BZOtch ckzlsdL Osstese, Clstter j -ZOBtsUBIsthY 06 28 des® j B
DHCP-mjteo jte ( Rout er A)OC -MiHfQRlzls sRRout er B) .

1 © Rout-@wtej fh PdzOMmistctsj ddo&l8.01s24.yj M ¢S

10 Rout-@wntBj h® dzOL dzgO YO8 Ismw Hjde@dousidfn ¢ d DHCP

RouterA RouterB
DHCPv4-cepBep DHCPv4-knueHT
198.18.1.0/24
BT
='n pooo aslals
eth1 eth1

Ipv4: 198.18.1.1/24

[ dMzd®& S j B0 dZOMsts2C¢d oMkt dzdzgsets fj o j 6O

862CIsOf " dOMBEBISd

86211 t82Hdlsj ©® tjydd CcdtsBOd dts?2 StdidecktoOy
ZOMistets? ¢ 52

lted d2OMbstets2Cj Mjlsjotsets tsBBikzHSs Odegdw, tsHdzed
Codzf JezteOydsdedz 2 toj ydd3. s s-VlE zOddisdadz & Bd B o
Mt Csddf JezteOydsdzdzs s  toj Xy d Bj By dzs  dL d3j dgv Is ¢
BOwh tekzlsdL Oyds, BjLfOMdtshis! d Htezed] fOLOdi|Ister
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86221 OMmMilstets21Ilsj Router A
8.6.2211 OMmMstes?21Isjy ddaelsj W j2Mm et hl

RouterA(config)iterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#p address 198.18.1.1/24
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#exit

8.6.2.2.21 Oflstets 2 Is i j G Re

RouterA(config)# dhcp pool 1
RouterA(configdhcp[1])#hetwork 198.18.1.0/24
RouterA(configdhcp[1])#ange 198.18.1.2 1988.1.100
RouterA(configdhcp[1])#exit

RouterA(config)ip dhcp server on
RouterA(config)énd

8.6231 Offlstets2Isj ddzlsjteW j2M et hl dzO RouterB

RouterEconfig#interface ethl
RouterBconfigif-[eth1])#ip addressdhcp
RouterEconfigif-[eth1])#no shutdown
RouterRconfigif-[eth1])#end

8624 utRtOddls] d&OMsts?Cd
RME Sdz L 22 Is jwrite sndgBedzh b2 MR e Odzj dzd v dzOMilstetsj €  dzO

8.63) ctso jtcC O dzOMlstetsj ¢
8631] " {f sdzdzd Isj shdsvdpQitiep kerver-leases H dzv f totseo jtcC d dz0 E
RouterA dzOL dzOyJ dzd JIP-© dzif j Tz6 Iz

authoringbyte-order little-endian;
serverduid "\000.001\000.001\30A 2324 301\22422273.0000000:";
lease 198.18.1.2 {

starts 2 1970/01/06 19:17:27;

ends 2 1970/01/06 19:27:27;

cltt 2 1970/01/06 19:17:27;

binding state active;

next bindng state free;

rewind binding state free;
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hardware ethernet 7a:72:6c¢:4b:7a:36;
clienthostname "t3mblack";

}

863211 § sdzded lsj shawdsGedaeds brief H dzv  f o5 0 Raufe daBezd y d j
dZzOL dzO Y j dzdets G0 € teizjf fi) Ezls bz

Interface HWAddress IPv4 Address Admin/Link DHCPv4 Descriptionethl
ethl 94:3f:bb:00:00:3a 198.18.1.2/24 UP/UP ON
eth2 94:3f:bb:00:00:3b unassigned DOWN/DOWN OFF
switchportl n/a UP/UP n/a
switchport2 n/a DOWN/DOWN n/a
switchport3 n/a DOWN/DOWN n/a
switchport4 n/a DOWN/DOWN n/a
switchport5 n/a DOWN/DOWN n/a
switchport6 n/a DOWN/DOWN n/a
switchport7 n/a DOWN/DOWN n/a
switchport8 n/a DOWN/DOWN n/a

871 OMbtes2¢ 0 oMot dzdztsc s DHIGRWS j 6O d € dzd j dzls O

871f f dMmMOdedj dzOMmistets2 ¢

s0¢ {5C 0L Odaslz d2gOmj Is! ZzOMmistetsj dz@ ftod §sBsh d
BZOteh tczlsdL Olsstctso, Ctlsster j -2ODBRHWWbGW 1o : G @B fgHIS
CO¢C DHfLRo jto ( Router A), -Odzdijoedzls sRo §1O&r BHCP

1 © Rout-@wtdj fh PdzOMmis tctsj 2004 dB:6:q/6dj M <

1 CRouterBIP-OHtej MO dzOL dzOy O Isfqw  Hidjde@dgdeusidfn ¢ d DHCP

RouterA RouterB
DHCPv6-cepBep DHCPv6-knueHT

oo oo oo o
eth1 eth1

|pv6:2001:db8:1::1/64

2001:db8:1::1/64

plall
m

[ dMz@s®tj B0 dZOMses2C¢d oMt ddzscs fMj o j 0O
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872C s0Offr dzOMlstets2¢Cd Mmdlsd

8721 ] s2HdIsj 9 i dd3 ¢ dztsB Odz' dzts ? CsdW e zte Oy
ZOMstets2 € 52

l1tod dzOfMlstdngAC] otsects tsBBtezHtso Odzdw, SHdddd dL 6
CsdeW JeztcOydsdede 2 toj Y dd3. s sdztiles ZsOdydt sdadz BJ g B o
Mstes ¢ d . J CsdeVt e ztcOyd sdedets o3 tej 3 d d3d A3ty dzts gL
BZOteh telzlsdL Oyds , BJ L Y OOdgudnds & Isitdstizdcfigflge .f Ote

87221 OMmlstes21Isj Router A

872211 OMmstes?21Isj ddaelsj ¥ j2fm et hl

RouterA(config)ihterface ethl
RouterA(configf-[eth1])#pv6 address 2001:db8:1::1/64
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#exit

8.7.2.221 Oflstets?2Ilsj Mmjtoajtec DHCPV 6

RouterA(config)i$pve dhcp pool 1
RouterA(configdhcp6[1])#etwork 2001:db8:1::/64
RouterA(configdhcp6[1])#ange 2001:db8:1::2 2001:db8:1::100
RouterA(configdhcp6[1])#xit

RouterA(config)i$pve dhcp server on

RouterA(config)énd

87231 OfMmlstets?21lsj Router B
872311 0Mstets2Isj deitldj taWdgy fif s REOWjcdedrO 5 DPHOBWESC 50
dz@RouterB

RouterB(config)iterface ethl
RouterB(configf-[eth1])#ipv6 address dhcp
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#end

8724 utnt0ddlsj &OMEs?2sd
RMYE Sdz L 22 Is jwrite sdgBedzn lzv MR e Odzj dzd v dzOMistetsj € dzO
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873l ctso Jj ¢ O dzOMistetsj &
87311 " f sdzded Isj shawdig@bdarcizserver-leasesH dzv f tetso j ¢ d dzOL oz
z i) ls tc ts 2RQUsesAjIP-OH te j 1) O

authoringbyte-order little-endian;
serverduid "\0O0O0.001\000\001\30A224B3222rIKz6";
ia-na "\000.00012730000001\ 000001\ 30A 224818 22422731000000:" {
cltt 51970/01/02 06:02:31;
iaaddr 2001:db8:1::100 {
binding state active;
preferredife 375;
maxlife 600;
ends 5 1970/01/02 08.2:31,;

}
}

87321 f sdzded Isj shenwdiv6izinterfaces briefH dzv  f tetso j S d dzO [
RouterB dzO dzd yd 4 dzOL dzOyJ 1Bz@eis © 5 MO dzd § dzls Iz

Interface HW Address Linklocal IPv6

Address Admin/Link DHCPv6 Description

ethl 94:3f:bb:00:00:3a fe80::963f:bbff.fe00:3a 2001:db8:1::100/128 UP/UP
ON fe80::963f:bbff:fe00:3a64

eth2 94:3f:bb:00:00:3b fe80::963f:bbff:fe00:3b unassigned DOWN/DOW

N OFF

switchportl n/a n/a n/a UP/UP

switchport2 n/a n/a n/a DOWN/DOWN

switchport3 n/a n/a n/a DOWN/DOWN

switchport4 n/a n/a n/a DOWN/DOWN

switchport5 n/a n/a n/a DOWN/DOWN

switchport6 n/a n/a n/a DOWN/DOWN

switchport7 n/a n/a n/a DOWN/DOWN

switchport8 n/a n/a n/a DOWN/DOWN
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9AbdC ydd L3
911 OL dzOUj ded j T ldPO® i twmyjj MM & dzls j oW j 2 f Ods

.11 1 dMOded j dzOMmistets2 ¢
l COyjmbe thdsesdscects Mt Mises © d M sRauterk j Is !
1 © Ro udeCefiylsAc s j dz d dzls § I ddfrdsk)172.1610.2/16.

9.12C O d&OMtes2¢d Mild

91211 82Hdlsj] o tjydd CcosBOd ds2 Ssdiddckzioy
ZOMes?2 ¢ 52

) o dOMlses2¢Cj Mjlsjoscts GeBskHso Odd™, ©Hdzdds
Cdf dekteOydsdady 2 Gy dgdey 3 @ BeOddz L iy d Bse
MlstesSd. | SCod¥dektoydsddssd toj ) d B sy dts gL
BOth tozlsdL Oyds, BjLtfOMdshs! d Hiskzed] §OOd st

91221 O ls fP@sideyjffSlr2 . 16. 0. 2 f BOMS B2 1§
WAN-ddzls j 6% jethd O

RouterA(config)ihterface ethl

RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#p address 172.16.0.2 255.255.0.0
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#exit

91231 v tslsdj dZ Pyl Bt § sEOdH "

RouterA(config)ihterface ethl
RouterA(configf-[eth1])#no ip address
RouterA(configf-[eth1])#exit

91241 Offstets2 s fMP@sideyjffSld?2 . 16. 0. 2 f; BOMS 2
WAN-d dzls j te ¥ gt O

RouterA(config)terface ethl
RouterA(configf-[eth1])#p address 172.16.0.2/16
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#exit
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9125 utsNtOddlsj dOMsts?Cd
RMY Sdz' L 22 Is jwrit sndgedzh 2" NS 60dzj ded W dzOMlstetsj & dzO

9.13) teso j 16C O &OMstes ] §
9131 ] § sdzdzd Is ] showdg@raeekethl H & §cshEsksicO d&OL dzO1
2O ddalsj oW j 2 fi

ethl:

Link: UP

IPv4 Address: 172.16.0.2/16

RX: 0 bytes / 0 packets

TX: 968 bytes / 8 packets

MTU: 1500

HW Address: 94:3f:bb:ff:ff:03

IPv6 Address: fe80::963f:bbff:feff:ff03/64

Autonegotiation:on

Duplex: Full

Speed: 1000

Supported speeds (Mb/s): 10, 100, 1000

91321 " f sdzded Isj hawdg@riaeekbriefn dzv  f ©EB-QrE fMO d dzls j oW

Interface HW Address IPv4 Address Admin/Link  DHCPv4Description
ethl 7a:72:6c:4b:7a:36  172.16.0.2/16 UP/UP OFF
eth2 7a:72:6c:4b:7b:b8  unassigned DOWN/DOWN OFF
switchportl n/a DOWNDOWN n/a
switchport2 n/a DOWN/DOWN n/a
switchport3 n/a DOWN/DOWN n/a
switchport4  n/a DOWN/DOWN n/a
switchport5 n/a DOWN/DOWN n/a
switchport6  n/a DOWN/DOWN n/a
switchport7 n/a DOWN/DOWN n/a
switchport8 n/a DOWN/DOWN n/a

92utsLHOdzd) |-daelpptat k2 MO

921/ dMOded j dzOMIstets2 ¢ d
I COoyjfle] GhMdsodscs khsts? ifs@d teftiiy dsRibieriety Is i
10 bkfbtes2fmlsej MbLHOd d &OMstklsl dz P aldgsd a c k

198.18.100.10/32 .
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922CIsOfr dOMmMlstes2¢d Router A

9221 ) s2HdIsj ) tciyddd ¢ dzse Od dzs?2 CsdzW deztc Oy
ZOMmMistets?2 € 52

l1tod dz2OMlstes2C ) Miljotet t&z@zHBo O@Esp , M ddzs
CesdeW JeoztcOydsdede” 2 toj Y dd3. s s-diiew 2sOdidt sdadzr B g B o
Mstets € d . J CsdeVt e ztcOyd sdedets s tej 3 d d3d d3ts ) dats gL o
BZOwh ezlsdL Oyds, BjLBYfOMdsmMis! d Hwkzed] §OLOd] Ister

9222ut5L HO2Is§ JYls dz0dndzlss jstophack’

RouterA(config)iterface lol
RouterA(configf-[lo1])#no shutdown
RouterA(configf-[lo1])#ip address 198.18.100.10/32
RouterA(configf-[lo1])#end

9223 utsntcOdzdlsj dzZOMes?2 S d
RMY Sdz L 22 Is jwrite sndgBedzn lzv MR e Odzj dzd v Mtk@ BB gis § OF dzO

923) s jt6C O dzOMistetsj €
92311 " f sdzded Isj fing &WAA1100.10 repeat 4 dBOuterA H dzv f tetso j to
ZOMistets j € d delepbacklj 2 MO

PING 198.18.100.10 (198.18.100.10) 56(84) bytes of data.

64 bytes from 198.18.100.10: icmp_seq=1 ttI=64 time=0.057 ms
64 bytesfrom 198.18.100.10: icmp_seq=2 ttI=64 time=0.064 ms
64 bytes from 198.18.100.10: icmp_seq=3 ttlI=64 time=0.039 ms
64 bytes from 198.18.100.10: icmp_seq=4 ttI=64 time=0.045 ms

---198.18.100.10 ping statisties
4 packets transmitted, 4 received, 0% padkas, time 999ms
rtt min/avg/max/mdev = 0.039/0.051/0.064/0.011 ms

931 OfMlstts26¢ 0 fMilsOlsduj MSs2 &Oh tklsdL Oydd

931/ f dMOdedj deOMstes2Cd

sO¢C COk@dztzs @amd C Oyl Mlsea Mo dsets EmMistes? Ml
BOtch czlsd -rPsBtce r A d Rout er B.

10 EkEmltes?2 Mise OF dzOMistetsj dz ddzlsj oW j 2 M et h, I
BOteh tczlsdL Oydwy dBiyHEZ EMtes?2 Mise O3] .

1§ te m8jow 87



ANezdz€ ydd L3 RAzMstezC ydw ft
stl)].465614
RouterA RouterB
0 DID0C 198.18.1.0/24 0 OOOC
=1 Oooo =1 0ooo
= eth1 eth1 -
Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
(1o1: 1.1.1.1/32) (lo1: 2.2.2.1/32)

tdMmzds & = j B3O dzOfls et Mk sMls @O wkzlsdL Oydd

932CIsOffr dzOMlstets2¢d MmJlisd

93211l 82HdIsj ) teijydds cdzsB Odz' dzts 2 CodW o ztc Oy
ZOMmilstets?2 € 52

lted d2OMbstets2Cj Mjlsjotsets tsBtkzHSs OdegdW, tsHded
CodzW JeztcOydsdadz 2 tej 3 d d3. s szl FisodsiddaEs &g @O did
Mstets € d . ) CsdeW e ztcOydsdzdetsdz  toj  d d3d dB3ts Y dats gL «
BZOteh tezlsdL Oydes, BJLBYOMdesMis:  Httkzed] §OttOd] Ister

93221 OfMilstets?21Ilsj Router A

932211 OfMlstets2Isj ddzlsjteW j2f et hl

RouterA(config)iterface ethl
RouterA(configf-[eth1])#no ip addess dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#p address 198.18.1.1/24
RouterA(configf-[eth1])#exit

932221 OMmistets?21Isj | oopback ddzsj te¥W j2Mm

RouterA(config)terface lol
RouterA(configf-[lo1])#ip address 1.1.1.1/32
RouterA(configf-[lo1])#no shutdown
RouterA(configf-[lo1])#exit
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932231 Oflstets2lsj MisOlsduj MS kY &OEh eklsdL Oyd*

RouterA(config)i route 2.2.2.0/24 198.18.1.2
RouterA(config)énd

93231 OfMmilstets21lsj Router B
932311 OMmstes?21Isjy ddelsj W j2fm et hl

RouterB(config)ititerface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 198.18.1.2/24
RouterB(configf-[eth1])#exit

932321 Oflstets2lsj | oopback ddasj el j 2

RouterBconfig#interfacelol
RouterBconfigif-[lol])#ip address2.2.2.1/32
RouterBconfigif-[lo1])#no shutdown
RouterBconfigif-[lo1])#exit

932331 Oflstes2ls] MlsOlduj MSkY &OLh cklsdL Oyd?*

RouterBconfig#ip route 1.1.1.0/24 198.18.1.1
RouterBconfig#end

9324 utsntcOdedlsj &OMEE?2Sd
RMY Sdz L 22 Is jwrite sdg@edzh 20 MsRteOdzgj dzgd v OMistetsj &  dzO

933} et JtcC O dzZOMlstetsy €
93311 f sdzded Isj pints 23PdkHdpeat 8 RRBGUterAH dzv  f tetse j o€ d  dal
MsOlkdyj M2 d&Oth tekzlsdL Oydd

PING 2.2.2.1 (2.2.2.1) 56(84) bytes of data.

64 bytes from 2.2.2.1: icmp_seq=1 ttl=64 time=1ngd

64 bytes from 2.2.2.1: icmp_seq=2 ttI=64 time=0.995 ms
64 bytes from 2.2.2.1: icmp_seq=3 ttI=64 time=0.972 ms
64 bytes from 2.2.2.1: icmp_seq=4 ttI=64 time=0.931 ms
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64 bytes from 2.2.2.1: icmp_seq=5 ttI=64 time=0.991 ms

64 bytes from 2.2.2.1: icmp_seqttB=64 time=0.937 ms

64 bytes from 2.2.2.1: icmp_seq=7 ttI=64 time=1.00 ms

64 bytes from 2.2.2.1: icmp_seq=8 ttI=64 time=0.953 ms

---2.2.2.1 ping statistics-

8 packets transmitted, 8 received, 0% packet loss, time 14ms rtt min/avg/max/mdev = 0.93/A0(11/0.047
ms

93321 " f sdzded Isj pintg tgDldiHdpeat 8 RBGuUterBH dzv  f toetso j o€ d  dal
MsOlkdyj MEs2 d&BOth tckzlsdL Oydd

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.

64 bytes from 1.1.1.1: icmp_seq=1 ttI=64 time=0.984 ms
64 bytes from 1.1.1.1: icmp_seq=2=64 time=0.969 ms
64 bytes from 1.1.1.1: icmp_seq=3 ttI=64 time=0.966 ms
64 bytes from 1.1.1.1: icmp_seq=4 ttI=64 time=0.941 ms
64 bytes from 1.1.1.1: icmp_seq=5 ttI=64 time=0.975 ms
64 bytes from 1.1.1.1: icmp_seq=6 ttI=64 time=0.964 ms
64 bytes from 1.11.1: icmp_seq=7 ttI=64 time=0.941 ms
64 bytes from 1.1.1.1: icmp_seq=8 ttl=64 time=0.974 ms
---1.1.1.1 ping statistics-

8 packets transmitted, 8 received, 0% packet loss, time 14ms rtt min/avg/max/mdev = 0.941/0.964/0.984
ms

941 OMlstts2§ O MERO lskPugih iz lsdL Oydd | Pv 6

941 fdMOdzdj dzOMistets?2 € (

sOC {sCOouQday 2z COyjMmlse, thmdsedy » Eflstets?2 Ml
fMjteodfdzyr » KBOwLh-REfe OBSEOROULt er B.

10 bkfbtets2 flso OF dzOMistetsj dzr  d dzls jWgW2jfpr iy d efylbQls dl
BOth tezlsdL Oydw dBjyHE EfMistets? s Ok .
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RouterA RouterB
— L] LRI ) — [ ] AL
e ethi eth1 .
IPv6: 2001:db8:1234: :1/64  IPv6: 2001:db8:1234: :2/64

(lo1: 1:1:1:1::1/128) (lo1: 2:2:2:2::1/128)

{dMzeaatj 50 dOmsts2Cd MsOsdyj MSs2 OB kol

942CIsOffr dzOMmMlstets2¢d MmJlsd

9421 )1 82HdIs ] ) teijydds cdzsB Odz' dzts 2 CodW deztc Oy
ZOMmistets2 € 52

l1tod dzOMistets? CigB tog UsH as@dsd v sHdzdd3 dL 6 dzO9 dz" n
Codt e ztcOydsdadz 2 6 ) d ds. s s-azWlstw PisOddi sdadz” & g o3 o
Mstets € d . ) CedWdekzcOydodzdzsdyz tod X d d3d B35y dzts gL
BZOteh tezlsdL Oyde, BJLBYfOMdshisesYmMBszed] §OttOd] Ister

942271 OfMmilstets?21Ilsj Router A

94221y OMmMlstes21Isy ddzsjteW¥W j2m et hl

RouterA(config)iterface ethl

RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#ipv6 address 2001:db8:1234::1/64
RouterA(configf-[eth1])#exit

942221 OfMmistets?21Isj | oopback ddzsj teW j2Mm

RouterA(config)iterface lol
RouterA(configf-[lo1])#ipv6 address 1:1:1:1::1/128
RouterA(configf-[lo1])#no shutdown
RouterA(configf-[lo1])#exit

942231 Ofistes2ls] MlsOlduj MSkY &OEh cklsdL Oyd?*
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RouterA(config)ipve route 2:2:2:2::1/64 2001:db8:1234::2
RouterA(onfig)#end

94231 OMmilstets21Isy RouterB
942311 OMstes?21Isjy ddelsj W j2fm ethl

RouterB(config)#terface ethl

RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ipv6 address 2001:db8:1234::2/64
RouterB(configf-[eth1])#exit

942321 OMmistets?21Isj | oopback ddzsj te¥W j2Mm

RouterB(config)iaterface lol
RouterB(configf-[lo1])#ipv6 address 2:2:2:2::1/128
RouterB(configf-[lo1])#no shutdown
RouterB(configf-[lo1])#exit

942331 Oflstes2lsj MisOlduj MS kY &OLh cklsdL Oyd*

RouterB(config)i#pv6 route 1:1:1:1::/64 2001:db8:1234::1
RouterB(cafig)#end

9424 4R tOddls] dZOMsts? ¢ d
RME Sdz L 22 Is jwrite sndgBedzh 2 MR e Odzj dzd v dzOMilstetsj €  dzO

943) s jtcC O dzOMIstetsj ¢
9431 )" f sdzdzed Isj ping BB d2R2:2:2::1 repeat 8 dBOuterA H dzv fftotso j to
ZOMistesj & MOlduyj MEBs2 &BOwhtezlsdL Oydd

PING 2:2:2:2::1(2:2:2:2) 56 data bytes

64 bytes from 2:2:2:2::1: icmp_seqg=1 ttI=64 time=2.04 ms
64 bytes from 2:2:2:2::1: icmp_seq=2 ttI=64 time=1.03 ms
64 bytes from 2:2:2:2::1: icmp_seq=3 ttI=64 time=0.967 ms
64 bytes from 2:2:2:2::1: icmp_seq=4 ttI=64 time=1.00 ms
64 bytes fom 2:2:2:2::1: icmp_seq=5 ttI=64 time=0.980 ms
64 bytes from 2:2:2:2::1: icmp_seq=6 ttI=64 time=0.950 ms
64 bytes from 2:2:2:2::1: icmp_seq=7 ttI=64 time=0.971 ms
64 bytes from 2:2:2:2::1: icmp_seq=8 ttI=64 time=0.985 ms
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---2:2:2:2::1 ping statistics-
8 packets transmitted, 8 received, 0% packet loss, time 15ms rtt min/avg/max/mdev = 0.950/1.115/2.038
ms

9432 1" f sdzdedIsj pPngp@BdzHlz 1 : 1 RduterBH dztzO f totso j t6 € d  da
MsOlkdyj MEs2 dBOtwh teckzlsdL Oydd

PING 1:1:1:1::1(2:1:1:1::1) 56 data bytes

64 bytes from 1:1:1:1::1: icmp_seq=1 ttI=64 time=1.03 ms
64 bytes from 1:1:1:1::1: icmp_seq=2 ttI=64 time=1.01 ms
64 bytes from 1:1:1:1::1: icmp_seq=3 ttI=64 time=1.02 ms
64 bytes from 1:1:1:1::1: icmp_seq=4 ttlI=64 time=0.956 ms
64 bytes from 1:1:1:1::1:map_seq=>5 ttI=64 time=0.959 ms

951 OfMses2¢0 floslssS kO HdkOBdU) NS B2 &Okh tizlsdL

951/ dMOdzedj dOMIstets2 ¢ d

sOC tsCOLQdatr 2Bz COyYjfMmso] thmdsedsyr » EfMistots?2 Ml
Mdtwoadmder » REFOtch-Ralse OBSEOROULt er B.

1© Router A dOmistetsj-dz Pd dalsljdte Wejs>sfm 1e9t8H L 8. 1. 1/ 24,
-l P address 100.1.1.1/32 d RIP ftslsst tsd.

1 © RouterB dOfmistets j-tR chdilsljrtewsjs? il 9e8t. ML18 . 1. 2/ 2 4,
-l'PP address 200.1.1.1/32 dd 200.1.1.3/32.

10 kEfmMbtets2Mmise j dzOMistetsj dz RI P f teslstsC tsdz.

RouterA RouterB

eth1 eth1
198.18.1.1/24 198.18.1.2/24
lo1: 100.1.1.1/32 lo1: 200.1.1.1/32

lo3: 200.1.1.3/32

M@ & o j 8O dzOfMbis2Sd fslstsCsd0 HJdOEd Y] S
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952CIsOf " dOMstets2¢d fjlsd

95211 ts2Hdlj o tBpPEBAEsAE Sk deckzteOoydd dO L
ZOMistets2 § t52

lted dz2OMbstets?2Cj Mjlsjotsets tsBttkzHtso OdegdW, tsHded i
Cod¥ dezteOydisdadz 2 tojy dds. s il ztsoddisdadz &) Bd B o
st d. J Cod¥ dezteOyd sdzdzs 3 Is 46 j Y@ s to BB dzs  d dils
BOwh ekzlsdL Oyds, BjLEBTOMdtsmis! d Httkzéd] §OwLOdR] Ister

95221 OMmMistes21Isy Router A

952211 OMmMstes?21Isjy ddelsj W j2fm et hl

RouterA(config)hterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#p address 198.18.1.1/24
RouterA(configf-[eth1])#exit

952221 OfMlstes2lsj ddidsjw®j2f 101

RouterA(config)iterface lol
RouterA(configf-[lo1])#no shutdown
RouterA(configf-[lo1])#ip address 100.1.1.1/32
RouterA(configf-[lol])#exit

95223 Offstctf BEjssCs5dz RI P

RouterA(config)buter rip
RouterA(configouter)#network ethl
RouterA(configouter)#network lo1
RouterA(configouter)#default-information originate
RouterA(configouter)#imers basic 15 90 150
RouterA(configouter)#end

95231 OMilstets2IsB Rout er
952311 OMmstes?21Isy ddaelsj ¥ j2fm et hl

RouterB(config)itaterface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#ip address 198.18.1.2/24
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RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#exit

95232 Offlstets2lsj dadzasjte® j2f) 1ol

RoutaB(config)dnterface lol
RouterB(configf-[lol])#no shutdown
RouterB(configf-[lo1])#ip address 200.1.1.1/32
RouterB(configf-[lo1])#exit

952331 Oflstets2lsj ddzsjwhj2f | 03

RouterB(config)itaterface lo3
RouterB(configf-[lo3])#no shutdown
RouterB(configf-[lo3])#ip address 200.1.1.3/32
RouterB(configf-[lo3])#exit

95234 Offstets?2lsj feslssCtsd RI P

RouterB(config)wuter rip
RouterB(configouter)#network ethl
RouterB(configouter)#network lol
RouterB(configouter)#network 103
RouterB(configouter)#default-information originate
RouterB(configouter)#timers basic 15 90 150
RouterB(configouter)#end

9524 utsntcOdedlsj &OMEE?2 S d
RMY Sdz L 22 Is jwrite sdg@edzh Bzv MsRteOdzgj degd v OMistetsj &  dzO

953} et J1cC O dz2OMlstetsy €
95311 " f sdzded Isj shawdgQ@ipzzARouterAH dzv f tes i3 ls tc ORIRED tch tc Iz

Codes: RRIP, ReRIP connected, RRIP static, KKernel, G Connected, SStatic, O OSPF,ISIS, B BGP, X
- Default

Network Next Hop Metric From If Time
Rc 100.1.1.1/32 1 lol

Rc 198.18.1.0/24 1 ethl

R 200.1.1.1/32 01:04 198.18.1.2 2 198.18.1.2  ethl
R 200.1.1.3/32 01:04 198.18.1.2 2 198.18.1.2 ethl
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95321 " § sdzdzq Is j
BOEh ks o

shdsvdgOrdzHelzrip dzORouterA H dzv  f tesMBESIstc© Is

IP Route Table for VRF "default"
R 200.1.1.1/32 [120/2] via 198.18.1.2, ethl, 01:02:43
R 200.1.1.3/2 [120/2] via 198.18.1.2, ethl, 00:54:25
Gateway of last resort is not set

95331 " f sdzded Isj shawdgQ@ipzz@outerBH dz% f tesdi3sls tc ORIRED tch tc Iz

Codes: RRIP, ReRIP connected, RRIP static, KKernel, G Connected, SStatic, O OSPF,-ISIS, B BGP, X

- Default

Network Next Hop Metric From If Time
R 100.1.1.1/32 198.18.1.1 2 198.18.1.1 eth
Rc 198.18.1.0/24 1 eth
Rc 200.1.1.1/32 1 lol
Rc 200.1.1.3/32 1 lo3

953.4 1 1 {f tzdls j
BOtLh tekzls 5o

C tstip@dgHrzute rip dzORouterB H dzv  f e dBIsIstc © Is

IP Route Table for VRF "default”
R 100.1.1.1/32 [120/2] via 198.18.1.1, eth1, 01:04:41
Gateway of last resort is not set

95351 r § tsdzdzq Is j
BOEh ki O

ping B30 Gz . RouterAdeg@zv ftoetso jtoC d dzOMmL

PING 200.1.1.1 (200.1.1.1) 56(84) bytes of data.

64 bytes from 200.1.1.1:
64 bytes from 200.1.1.1:
64 bytes from 200.1.1.1:
64 bytes from 200.1.1.1:

95361 § tsdzdzd Is j

BOLh telzls O

icmp_seg=1 ttlI=64 time=1.04 ms
icmp_seg=2 ttlI=64 time=0.955 ms
icmp_seg=3 ttI=64 tim&3ilms
icmp_seqg=4 ttlI=64 time=0.957 ms

ping &30 GzH & . IRouBerA de@zv

ftoso j S d dzOMmk
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PING 200.1.1.3 (200.1.1.3) 56(84) bytes of data.

64 bytes from 200.1.1.3: icmp_seq=1 ttl=64 time=1.03 ms
64 byes from 200.1.1.3: icmp_seq=2 ttI=64 time=1.02 ms
64 bytes from 200.1.1.3: icmp_seq=3 ttI=64 time=0.945 ms
64 bytes from 200.1.1.3: icmp_seq=4 ttI=64 time=1.06 ms

95371 { sdzdzdlsj png 5O GzH k. RoulerBde@z" § oo j 66 d dzOMml
BOth ks O

PING 100.1..1 (100.1.1.1) 56(84) bytes of data.

64 bytes from 100.1.1.1: icmp_seq=1 ttI=64 time=1.01 ms
64 bytes from 100.1.1.1: icmp_seq=2 ttI=64 time=0.978 ms
64 bytes from 100.1.1.1: icmp_seq=3 ttI=64 time=0.921 ms
64 bytes from 100.1.1.1: icmp_seq=4 ttI=64 tiMe3¥8 ms

961 OMsEs2¢0 floslssS kO HdkOBdU) M2 &Okh tizlsdL

961/ dMOdedy dzOMistets2 ¢ d

sO¢ COoLQdayr Zilz® COyjMmlseo] thdtsedz m EMmlstets2 Ml
Mdtwoadmder » BEFOth-Ralsge OBASEOROULt er B.

1 © Roude@filsMctsj dz ddzls jlich jaddeehd 2001:2::1/ 127,
-l P address 2001:2::ffff:1/128 d RIP skt sd.

10 RouterB dOmMbwtsj-tkPdJdd e sed@8m2e0ni12::2/ 127,
-l P address 2001:2: :eeee: 1O01l2BRsfs2MmBA] 2dz0hgbEr ] d

RouterA RouterB
eth1 eth1
ipvé address 2001:2::1/127 ipv6 address 2001:2::2/127
(lo1: 2001:2::ffff:1/128) (lo1: 2001:2::eeee:1/128)

(lo2: 2001:2::eeee:2/128)

{ k@& o j 50 dOMkies?2¢d fokbsC kO Hd kOB W) NS &
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9620 sOfr dOMmMlstes2¢d MmJlsd

9621 ] s2HdIs§ 9 i dd3 ¢ dztsB Odz' dzts 2 CsdW e zteOy
ZOMistets2 € 52

l1tod dzOMistes?2 CtgB thigsHjwas@desd v, SHddd dL 6 dzOe dz' -
CodW JekztcOydsdedzr 2 to 3y dd3. s sdtses iwOddt sdadz & g B o
Mstes ¢ d . J CsdeVt e ztcOyd sdedets s tej 3 d d3d A3ty dzts gL
BZOwh ezlsdL Oydes, BjLBY OMdshis!s2dnlswezcdj OO Ister

96221 OMmMistes21Isy Router A

962211 OMistes21Isj ddaelsj ¥ j2fm et hl

RouterA(config)hterface ethl
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#pv6 address 2001:2::1/127
RouterA(configf-[eth1])#pv6 router rip
RouterA(configf-[eth1])#exit

962221 Ofsefs2ddzs j e j2f | o1

RouterA(config)iterface lol
RouterA(configf-[lo1])#no shutdown
RouterA(configf-[lo1])#ipv6 address 2001:2::ffff:1/128
RouterA(configf-[lo1])#ipv6 router rip
RouterA(configf-[lol])#exit

96223 Offstets?2lsj feslssCtsd RI P

RouterA(config)buter ipv6 rip
RouterA(configouter)#redistribute connected
RouterA(configouter)#end

96231 OMmMstets?21Ilsj Router B
962311 OMistes?21Isy ddaelsj ¥ j2fm et hl

RouterB(config)iterface ethl
RouterB(configf-[eth1])#ipv6 address 2001:2::2/127
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ipv6 router rip
RouterB(configf-[eth1])#exit
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962321 Offlstets2Isj dagsjte¥ j2Mf | o1l

RouterB(config)#terface lol

RouterB(configf-[lo1])#no shutdown
RouterB(configf-[lo1])#ipv6 address 2001:2:.eeee:1/128
RouterB(configf-[lo1])#pv6 router rip
RouterB(configf-[lo1])#exit

962331 Offlstets2Isj dagsjte¥ j2M | o2

RouterB(config)itaterface 102

RouterB(configf-[lo2])#no shutdown
RouterB(configf-[lo2])#ipv6 address 2001:2:.eeee:2/128
RouterB(configf-[lo2])#pv6 router rip
RouterB(configf-[lo2])#exit

962341 Oflss2ls] fuslssCsd RI P

RouterB(config)buter ipv6 rip
RouterB(configouter)#redistribute connected
RouterB(configouter)#end

9624 ut5Rt0ddlsj &OMEE?2Sd
RMY Sdz L 22 Is jwrite sdg@edzh 20 MsRteOdzgj dzgd v OMistetsj &  dzO

9631tets0 j 6C O dzOflstetsj €
9631 ] " f sdzded Isj shawdp@bdip dz@RouterAH dzv ftetso jtcC d di3Otch tok

Codes: RRIP, ReRIP connected, RRIP static, RaRIP aggregated,
Rcx- RIP connect suppressed, RSP static suppressed,
K- Kernel, G Connected S- Static, O OSPF,41SIS, B BGP

Network Next Hop If  Met TagTime
Rc 2001:2::/127 :: ethi 1 O
R 2001:2::eeee:1/128 fe80::963f:bbff:fe00:3041 ethi 2 0 0255
R 2001:2::eeee:2/128 fe80::963f:bbff:fe00:3041 ethi 2 0 0255
Rc 20Q:2::ffff:1/128 5 ol 1 O

9632 ] " ff sdzdzed Isj shasvdg@Bdauti rip dzRouterAH dzv  f tetseo J oG d d3Ote
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IP Route Table for VRF "default"
R 2001:2::eeee:1/128 [120/2ja fe80::7872:6¢ff.fed4h:7a36, ethl, 00:17:08
R 2001:2::eeee:2/128 [120/2] via fe80::7872:6cff:fe4b:7a36, ethl, 00:17:08

96331 " f sdzded Isj shawdp@bdip dz@RouterBH dzv  ftotso jtcC d dB3Oth tok

Codes: RRIP, ReRIP connected, RRIP static, RaRIP aggrgated,
Rcx- RIP connect suppressed, RSP static suppressed,
K- Kernel, G Connected, SStatic, O OSPF,dISIS, B BGP

Network Next Hop If Met Tag Time
Rc 2001:2::/127 " ethi 1 O
Rc 2001:2::eeee:1/128 n lol 1 O
Rc 2001:2:.:eeee:208 n o2 1 O
R 2001:2:ffff:1/128 fe80::963f:bbff:fe00:3035 ethl 2 0 02:27

9634 1" f sdzded Isj shdawdg@bdaute rip dz@RouterB H dzW

IP Route Table for VRF "default"
R 2001:2::ffff:1/128 [120/2] via fe80::963f:bbff:fe00:31, eth1, 00:19:52

9.6.35 ) ' § sdzdzd Isj pinG2BELdzeeEee: 1 Rda@erA H dzv
BOEh ks o

PING 2001:2::eeee:1(2001:2::eeee:l) 56 dpties

64 bytes from 2001:2::eeee:1: icmp_seq=1 ttI=64 time=1.05 ms
64 bytes from 2001:2::eeee:1: icmp_seq=2 ttI=64 time=1.05 ms
64 bytes from 2001:2::eeee:1: icmp_seq=3 ttI=64 time=0.938 ms

96361 " § sdzdzd s ] pheaBEldzetee: 2 Rir@erAH dzv
BOth tllstso

PING 2001:2::eeee:2(2001:2::eeee:2) 56 data bytes

64 bytes from 2001:2::eeee:2: icmp_seq=1 ttl=64 time=1.04 ms
64 bytes from 2001:2::eeee:2: icmp_seq=2 ttl=64 time=0.974 ms
64 bytes from 2001:2::eeee:2: icmp_seq=3 ttI=64 time=1.03 ms

9637 1" § sdzdzd lsj g 29Ol 1 Riz@erB H dzv
BOEh ks o

of jiottsS §  BOth ozt

fetso jteSd HEM

f tots ofj l4et€ fdzts fipls

ftotso jteCd HEsM

1 j to fyaom
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PING 2001:2::ffff:1(2001:2::ffff:1) 56 data bytes

64 bytes from 2001:2::ffff:1: icmp_seq=1 ttI=64 time=1.01 ms
64 bytes from 2001:2::ffff:1: icmp_seq=2 ttl=64 time=0.96g}
64 bytes from 2001:2::ffff:1: icmp_seq=3 ttl=64 time=1.02 ms

971 Oftes260 HJdOBdUMNS 82 &Oh eklsdL Oydd OSPFV:

9.7.1f 1 dMOded § dzOMmiIstets2 ¢

sOC (¢ OouQday &2z COyJMmlsej thdsedz » bkEfMmlstes?2 Ml
Mjtco dMdzr zlsdQteNisEsotau™> er A d Router B.

[idYHE EMtts2MmMlse ©Oddd Router A d RouterB dzOMmMlstt,
ftosstsCtsdze OSPF. 10 COYHBA dL kfiglstg e fjlQeonr dz@fn s jdz
OHt] MO.

Loopback-d dzls j oW § 2 " Odzsdzmdtelze Isipw M@ tHdsdg O/ s fiff Joisd d3.tc
fesdzkyjdedj dBROh ckzlstse Bls MsmjiHj 2.

RouterA RouterB
Ipv4: 198.18.1.0/24

O ooog O ooog
B:n ppoon ='n ppon

eth2 eth2
Ipva: 198.18.1.1/24 Ipva: 198.18.1.2/24
(100: 1.1.1.1/32) (l00: 2.2.2.2/32)

t Mm@y s s B3O dZ2OMtes?2¢d HJdddOBd yd M2 d@OLh iz

9.72CIsOffr dOMlstes2¢d Mmilsd

97211 s2HdIsj ) tcj 1 dd3 6 dztsB Odz' dats 2 CdeW e ztcOY
ZOMistets2 € 52

lted dOMistes26 jsamtisifrotsesOdzedy, Hddd dL 6 dzOe dz" -
CtsdW e zteOydsdeder 2 toj ydd3. s sdWes zwOddi sdadz & B d B o
MstetsC d . ) CsdWdeztcOydsdedzsdz tej 3 d d3d dB3ts Y dats gL
BZOwh ezlsdL Oydes, BjLBYfOMdshdtetsR iHwzedj §OLOd] Ister
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972271 OMmMilstets21Ilsy Router A
972211 OMmstes?21Isjy ddaelsj W j2Mm et h2

RouterA(config)iterface eth2
RouterA(configf-[eth2])#no shutdown
RouterA(configf-[eth2])#p address 198.18.1.1/24
RouterA(configf-[eth2])#exit

972221 Ofistets2lsj ddzsjte j2f | 00

RouterA(config)iterface 100
RouterA(configf-[lo0])#ip address 1.1.1.1/32
RouterA(configf-[lo0])#no shutdown
RouterA(configf-[lo0])#exit

972231 Oflstes?2lj fwsksCsdz OSPF

RouterA(config)tbuter ospf 1
RouterA(configouter)#router-id 1.1.1.1
RouterA(configouter)#network 198.18.1.0/24 area 0
RouterA(configouter)#network 1.1.1.1/32 area 0
RouterA(configouter)#no shutdown
RouterA(configouter)#end

97231 OfMmilstets?21lsj Router B
97231y OMlstes21Isy ddzsjteW¥W j2m et h?2

RouterB(config)itaterface eth2
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#ip address 198.18.1.2/24
RouterB(configf-[eth2])#exit

972321 Oflstes2lsj ddzsjw®j2f | 00

RouterB(config)i#terface o0
RouterB(configf-[lo0])#ip address 2.2.2.2/32
RouterB(configf-[lo0])#no shutdown
RouterB(configf-[lo0])#exit

1 j to fyaom
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9.7.2331 Oftets?2l] fslssCsd OSPF

RouterB(config)uter ospf 1
RouterB(configouter)#router-id 2.2.2.2
RouterB(configouter)#network 2.2.2.2/32 area 0
RouterB(configouter)#network 198.18.1.0/24 area 0
RouterB(configouter)#no shutdown
RouterB(configouter)#end

9724 utR0Oddls] d&OmMsts?Cd
RMY Sdz' L 22 Is jwrit sndgedzh 2" NS 60dzj ded W dzOMlstetsj & dzO

973l ctso JC O dzZOMistetsj €
9731 ] " §f sdzdzd Isj shdsvdgpd damez ospf dzORouterA ylstss * EBjHdls!
BZOteh tolzls 2. 2. 2.2/ 32 (@S yYJd s fosltss sk

IP Route Table for VRéefault"
O 2.2.2.2/32[110/11] via 198.18.1.2, eth2, 00:08:28
Gateway of last resort is not set

9732 )1 " f sdzdzd Isj shdsvdgpd aamez ospf dzORouterB ylstsB * EBjHdls!
BOteh tolzls 1. 1. 1.1/ 32 faS@zyjdz s ftoslstsS sdzlz

IP Route Table for VRF "default"
O 1.1.1.1/32[110/20] via 198.18.1.1, eth2, 00:09:33
Gateway of last resort is not set

981 OMltes2C O HdZOBI yj MEts2 &BOwhtozlsdL Oydd OSPF\

981 fdMOdzdj dzOMistets?2 € (

sOC (s OouQday iz COyJMmlsej thdsedz » bEflstes?2 Ml
mMitcodMmdzr = BOh-Rabe OASEOROULt er B.

[ dYHE EMmlstets?2 Milso Odzd RouterA d RouterB C
BOtch clzlsdL Oydw s ftoslkssStsdzze OSPF. 10 COYHEBAE dI
ddzlsj oW j 2 Mr  ds fipz@2 HARQ U .

Loopback-d dzls § oW j 2 " Odesdzmdelzs smw MmMotsddys MMy HW d3.
fesdzkyjdedj BROh ckzlstse Gls MsmjiHj 2.
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‘Aread
RouterA Ipv6: 2001:db8::198:18:1:2/96 RouterB
(lo0: 2001:db8::2:2:2:2/128)
oooo 8 8000
| =5

eth2 eth2

Ipv6: 2001:db8::198:18:1:1/96
(lo0: 2001:db8::1:1:1:1/128)

t M@ B s B3O dZ2OMtes?2¢d HJdddOBd yi M2 dOLh iz

98206 SO " dOMtes2¢d MmJisd

9821 ]l 82HdIsj ) ol s ? ¢ ksl czcOydd dzO Emlis
ZzOMmilstets2 € 52

lted d2OMbstes2Cj Mjlsjotsets tsBtkzHSs OdegdW, tsHded i
CsdW JezteOyd sdede 2 toj  d ds. s s-dWists s ddi sdadz” & B d oi3H o
Mstets € d . ) CodeW JeztcOyd sdzdes d3  tc JOfiplsdigits 2 W3fs y dgt=izls jdte W
BOth czlsdL Oyde, BJjLtSf OMdzesmis: d Htetkzedy §OttOd] Iste”

98221 OfMilstets?21Ilsj Router A

9.82211 OMmMstes?21Isy ddaelsj W j2Mm et h2

RouterA(config)iterface eth2

RouterA(configf-[eth2])#ipv6 address 2001:db8::198:18:1:1/96
RouterA(configf-[eth2])#no shutdown
RouterA(configf-[eth2])#exit

9.8.2221 OMistets?2Ilsj | oopback ddasjteWj2Mm

RouterA(config)#terface 100

RouterA(configf-[lo0])#pv6 address 2001:db8::1:1:1:1/128
RouterA(configf-[lo0])#no shutdown
RouterA(configf-[lo0])#exit

982231 OfMlsts2ls] &OLh ozl dL Olusde” Y tzEPIFPs az’ d3

RouterA(config)tbuter ipv6 ospf
RouterA(configouter)#outer-id 1.1.1.1
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RouterA(configouter)#exit

9.8.2241 Offlstets2lsj tOL toj h JOSRFY3 o Isoglesjdedy j 2 OQ

RouterA(config)iterface eth2
RouerA(configif-[eth2])#shutdown
RouterA(configf-[eth2])#ipv6 router ospf area 0
RouterA(configf-[eth2])#no shutdown
RouterA(configf-[eth2])#exit
RouterA(config)iterface 100
RouterA(configf-[lo0])#ipv6 router ospf area 0
RouterA(configf-[lo0])#end

98231 OfMilstets?21Ilsj Router B
98.231y OMilstes21Isy ddzlsjteW¥W j2Mm et h?2

RouterB(config)itaterface eth2

RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#ipv6 address 2001:db8::198:18:1:2/96
RouterB(configf-[eth2])#exit

08232 OMlswhdlepback ddzsj el j 2

RouterB(config)iaterface 100

RouterB(configf-[lo0])#no shutdown
RouterB(configf-[lo0])#ipv6 address 2001:db8::2:2:2:2/128
RouterB(configf-[lo0])#exit

982331 Ofistes2ls] &OEh tlzlsdL OlHsde” Y i EGFHPGS a2 &3

RouterB(config)ébuter ipv6 ospf
RouterB(configouter)#router-id 2.2.2.2
RouterB(configouter)#exit

9.8.2341 Offlstets2lsj tOL toj h JOSRFY3 s Isoglssjdeel j 2 O A

RouterB(config)itaterface eth2
RouterB(configf-[eth2])#shutdown
RouterB(configf-[eth2])#ipv6 router ospf are O
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RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#exit
RouterB(config)#terface 100
RouterB(configf-[lo0])#ipv6 router ospf area 0
RouterB(configf-[lo0])#end

9824 utsRtOddlsj d&OMEE?2Sd
RMYE Sdz L 22 Is jwrite sndg@edzh 2w M s 7 tc O dajiedsd 'S di®dm s tes2 fls

983 tso j 6S O &OMEE ] ¢
98311 " f sdzded Isj shawdgp®aizaue ospf dzORouterA ylstsB ' B jHdIs!
BOth tclzlsdb8002: 2: 2: 2/ 128 fsa@dPhHjd 5 ftoslstst sk

IP Route Table for VRF "default"
O 2001:db8::2:2:2:2/128 [110/1] vie80::c600:adff:fead:1348, eth2, 00:02:58

9832 )" f sdzdzd Isj shasdp®aizeue ospf dzCRouterB ylstsB ' ZBJHdIs! M
BOtch tclzlsdb8001: 1: 1: 1/ 128 s@PHjd 5 ftoslstsC sdzkz

IP Route Table for VRF "default"
O 2001:db8::1:1:1:1/128 [110/1] vite80::963f:bbff:fe00:38, eth2, 00:03:24

991 OfMbtes26 0 ftosktS skzO HJ ORI UYSMBS 52 &Oteh izl d L

991/ fdMOdzdj dzOMistets?2 € (

sOC (sl ouQday Ziz® COyjMmsej thdseder » EfMmlstes2 Ml
mMitcodMmdzr = BOh-Rduls gr AlstHtc@®Rout er B.

[ddHE EmMtes2mMisoa Osd Router A d RouterB dzOmlstts,
fossCHddBz NP COYHBER dqL Mttt dglsptc W jsHigzy Isq  dz© 10 gz
OHte] MO.

Loopback-d dzls j oW j 2 N Odesdzmdtetseo Odz' Mmeotsdd3z My HW d3.
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RouterA RouterB
-0 Ooog 192.18.1.0/24 -0 Oooga
Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24

100: 1.1.1.1/32 l00: 2.2.2.2/32

t M@ ® o ] B0 dOMbies?2¢d ks tsdO HJdBR]yj NSt

992C O r dzOMIstets2¢Cd Mmdlsd

9921 ] s2HdIs§ ) i dd3 ¢ dztsB Odz' dzts 2 CsdW e zte Oy
ZOMstets2 € 52

l1ted dOMstes?2C¢j Milsjotsects tBtozHtso Odzdw, Hdd®
C tsdat Peyrftes dedz™ 2 toj Yy d d3. s tsdzi d G-Iz @y dfssid4ddz 2d Ltc jto)jdidg d3ts
Mstes ¢ d . J Csdef e ztcOyd sdedets s tej 3 d d3d d3ts Y dzts gL
@Ot tezlsdL Oyds, BJLBYOMdsMis:  Httkzed] §OtOd] Ister

99221 OMmMistes21Isyj Router A

992211 Offstets?2Isj ddasjteW j2Mm et h2

RouterA(config)iterface eth2
RouterA(configf-[eth2])#no shutdown
RouterA(configf-[eth2])#ip address 198.18.1.1/24
RouterA(configf-[eth2])#exit

992221 Ofjlstets?2lj (SsksCsd | S

RouterA(config)tbuter isis

RouterA(configouter)#net 49.0010.0255.0000.0001.00
RouterA(configouter)#s-type levell
RouterA(configouter)#metric-style wide
RouterA(configouter)#exit

9.9223] Cdz¢ ydlsy BOLIBISHaPL G gahy tethy 2 M j
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RouterA(config)iterface eth2
RouterA(configf-[eth2])#ip router isis
RouterA(configf-[eth2])#exit

9.9.2.2.41 Oflstets2 Isj -d delojptdiiajckim

RouterA(config)iterface 100
RouterA(configf-[lo0])#ip address 1.1.1.1/32
RouterA(configf-[lo0])#ip router isis
RouterA(configf-[lo0])#no shutdown
RouterA(configf-[lo0])#end

99231 OMmIstets2Isy RouterB
99231y OMilstes21Isy ddzlsjteW¥W j2Mm et h2

RouterB(config)itaterface eth2
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#ip address 198.18.1.2/24
RouterB(configf-[eth1])#exit

99232 Offstets?2lsj feslssCtsd | SIS

RouterB(config)ébuter isis

RouterB(configouter)#net 49.0010.0001.0000.0010.00
RouterB(configouter)#is-type levell
RouterB(configouter)#metric-style wide
RouterB(configouter)#exit

9.9.2.33] C dzv YdBE " te bz Is d ISEEGEN dzls | ol gt

RouterB(config)itaterface eth2
RouterB(configf-[eth2])#ip router isis
RouterB(configf-[eth2])#exit

992341 Cdzt Udlsj BOteNIBISsaPaoback- dzls j ok | 2 f ]

RouterB(config)itaterface o0
RouterB(configf-[lo0])#p address 2.2.2.2/32
RouterB(configf-[lo0])#ip router isis
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RouterB¢onfigif-[lo0])#no shutdown
RouterB(configf-[lo0])#end

9924 utRtOddlsj &OMEE?2sd
RMY Sdz L 22 Is jwrite sndgBedzh lizv MR e Odzj dzd v dzOMistetsj € dzO

993) s jtC O dzZOMistetsj €
99311 f sdzdzed Isj  Showizip doutz isis dzORouterA ylstsB * B jHdI! M
BZOth tclzls 2. 2. 2.2/ 32 {(I8EEzyYid 5 sl sdkk

IP Route Table for VRF "default"
i L1 2.2.2.2/32[115/20] via 198.18.1.2, eth2, 00:03:39
Gateway of last resort is not set

99321 " § sdzdzd lsj  ShtswkiP dpmtlz isis dzORouterB ylssB ' kB j Hdls! fi
BOh tekzls 1. 1.1.1/32 (I8E@kyjd 5 fecbss sdb

IP Route Table for VRF "default"
i L1 1.1.1.1/32[115/20] via 198.18.1.1, eth2, 00:03:48
Gateway of last resort is not set

910 1 OMbts?2S¢ 0 flslssC kO HJOBIYj MS 2 EOLh izl

9.101 [ f d mdDjdz dzOMistets?2 ¢ d

sOC sCOoLQday Zz® COyJjmlsej whdseody 7 kMmlstots?2 Ml
mMitadmMdzr » BROwh-Ralstfe OBfstcRout er B d Router C.

[ dYHE Emistets?2 Miseo Odzd RouterA, RouterB d Ro
BOwczisdL Oydv 5 ftoesksSCsdzz BGP. ssMjHmMlsets dzOMIste
RouterB d RouterC C. ltewdlise s MsmMjHMlsoa® i yHE R
Emistes2 Mise f tsH dzfrdzls j dWojo2pfipra cck DR tdZOM Q@ .dz" Ldddakpjbtatic k2 iy r
Odzts dzind tets © O ds ) jippvsdf.d3 M
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RouterA RouterB RouterC
192.18.0.0/24 192.18.1.0/24
=‘n pooo ='n pooo B: g opoo
eth1 eth1 eth2 eth2
Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipvd: 198.18.1.1/24 Ipvd: 198.18.1.2/24
100: 1.1.1.1/32 lo0: 2.2.2.2/32 lo0: 3.3.3.3/32
lo1: 100.1.1.1/32 lo1: 200.1.1.1/32
i lo2: 200.1.2.1/32
lo2: 100.1.2.1/32
l03: 100.1.3.1/32 lo3: 200.1.3.1/32

[ dMz@®& s j B0 dZOMses2¢d ool kO HJddOBd ) NS s

9102 ClOf"r dzOMlses2¢d Mmilsd

91021 I &2Hudlsj o tjiydd cdseBOd ds?2 S(sdidczteo:
ZOMste? ¢ &2

1 6 dOMlses2C] Mjlsjosct GBGLEHGBES ©azd™ v o dek e g
Codl dekteOydddy 2 )y dd. s sk eoddsdadz B wd kE o
fMlsesCd. | SodidcbeOoydodsdasds tojyddsi dstsydets Lo
BOth tezlsdL Oyds, BjLfOMdshs! d Hiskzed] § OO sts’

9.10.22 | OMmlstets21Isj Router A
9.10221 { OMmtswilsy ddzlsj teWw j2Mr et hl

RouterA(config)ihterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#p address 198.18.0.2/24
RouterA(configf-[eth1])#exit

910222 | Offlstes?2lsj ddzsjte¥ j2M 1 00

RouterA(config)iterface 100
RouterA(configf-[lo0])#no shutdown
RouterA(configf-[lo0])#ip address 1.1.1.1/32
RouterA(configf-[lo0])#exit

910223 | Oflstets?2lsj ddzlsjte¥ j2f | ol

RouterA(config)iterface lol
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RouterA(configf-[lo1])#no shutdown
RouterA(configf-[lo1])#p address 100.1.1.1/24
RouterA(configf-[lo1])#exit

9.102.24 1 Oflstes2lsj ddzsjteW j2f | 02

RouterA(config)ihterface 102
RouterA(configf-[lo2])#no shutdown
RouterA(configf-[lo2])#ip address 100.1.2.1/24
RouterA(configf-[lo2])#exit

9.10.225 | Offstes?2 s dladls j ¥ j 2 fi

RouterA(config)iterface 103
RouterA(configf-[lo3])#no shutdown
RouterA(configf-[lo3])#ip address 100.1.3.1/24
RouterA(configf-[lo3])#exit

9.102.2.6 1 OfMlstes2ls] fsksSsd BGP

RouterA(config)tbuter bgp 64501
RouterA(configouter)#bgp routerid 1.1.1.1
RouterA(configouter)#network 100.1.1.0/24
RouterA(configouter)#network 100.1.2.0/24
RouterA(configouter)#network 100.1.3.0/24
RouterA(configouter)#neighbor 198.18.0.1 remotas 64502
RouterA(configouter)#end

9.10.23 | OMmlstets21Isj Router B
9.10.23.1 1 OfMmlstes2 Isj ffrdzlsg ttcht Jj 2

RouterB(config)ititerface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 198.18.0.1/24
RouterB(configf-[eth1])#exit

910232 |1 Oflstes?2lsj ddzsj W j2Mmr et

h 2
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RouterB(config)itaterface eth2
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#ip address 198.18.1.1/24
RouterB(configf-[eth2])#exit

910233 1 Offlstes2sj ddzlsjteW j21M | 00

RouterB(config)itaterface lo0
RouterB(configf-[lo0])#no shutdown
RouterB(configf-[lo0])#ip address 2.2.2.2/32
RouterB(configf-[lo0])#exit

910234 1 Oflstes2ls] fsksSsd BGP

RouterB(config)buter bgp 64502
RouterB(configouter)#bgp router-id 2.2.2.2
RouterB(configouter)#network 2.2.2.2/32
RouterB(configouter)#neighbor 198.18.0.2 remot&is64501
RouterB(configouter)#neighbor 198.18.1.2 remotas 64503
RouterB(configouter)#end

9.10.24 | OMmlstets21Isj Router C
9.1024.1 {1 OMmMistes2Isj ddzlsj teW j2m" et h?2

w2 dzii S NJ ibt€&facs &thi23 0 |

w 2 dzii S NZlifged2))ynd shadown

w 2 dzii S NZifdet2))yipFatidiess198.18.1.2/24
w 2 dzii S NZifdet2))yeXith 3

9.10.24.2 | Offstes?2lsj ddzsjte¥ j2M 1| 00

RouterC(config)#terface 100
RouterC(configf-[lo0])#no shutdown
RouterC(configf-[lo0])#ip address 3.3.3.3/32
RouterC(configf-[lo0])#exit

910243 | Oflstets?2lsj ddzlsjte¥ j2f | o1l

RouterC(conf))#interface lol
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RouterC(configf-[lo1])#no shutdown
RouterC(configf-[lo1])#ip address 200.1.1.1/24
RouterC(configf-[lo1])#exit

9.102.44 1 Oflstets2lsj ddzsjteW j2f | 02

RouterC(config#iterface lo2
RouterC(configf-[lo2])#no shutdown
RouterC(configf-[lo2])#p address 200.1.2.1/24
RouterC(configf-[lo2])#exit

910245 | Oflstes?2lsj ddzsj W j2f | o3

RouterC(config)#terface o3
RouterC(configf-[lo3])#no shutdown
RouterC(configf-[lo3])#ip address 200.1.3.1/24
RouterC(configf-[lo3])#exit

9.102.46 1 OfMlstes2ls] fsksSsd BGP

RouterC(configkbuter bgp 64503
RouterC(configouter)#bogp routerid 3.3.3.3
RouterC(configouter)#network 200.1.1.0/24
RouterC(configouter)#network 200.1.2.0/24
RouterC(configouter)#network 200.1.3.0/24
RouterC(configouter)#neighbor 198.18.1.1 remite-as 64502
RouterC(configouter)#end

91025 utnteOddl] dOfkies? Cd
RMY Sdz L 22 Is jwrite sdg®edzh 20 MsRteOdzgj dzgd v OMistetsj &  dzO

9.103 1 tctso j .G O dzOMlstetsj €
91031 I " f sdzded sy  shawds dagpiz neighbors 198.18.0.2 routes ylstsse '
B jHdIs! RouerBYfiszz yddz § toj W d ¢ i)' BGP ts IRGutedIs 5 € s dzlz

BGP table version is 19, local router ID is 2.2.2.2
Status codes: s suppressed, d damped, h history, * valid, > b&steinal, |- labeled, S Stale
Origin codes:4IGP, e EGP, ?2incomplete
Network Next Hop Metric LocPrf Weight Path
*> 100.1.1.0/24 198.18.0.2 0 100 0 64501 i
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*> 100.1.2.0/24 198.18.0.2 0 100 0 64501 i
*> 1001.3.0/24 198.18.0.2 0 100 0 64501 i
Total number of prefixes 3

91032 | " f sdzded Isjy  shasvds3if dbgdz neighbors 198.18.1.2 routes, ylstsB '
i HdIs! RouterBYf stz yd dz ftcj W d ¢ i BGP tsIRGuters Is s ¢ 5 dzlz

BGP table versiois 22, local router ID is 2.2.2.2
Status codes: s suppressed, d damped, h history, * valid, > béstelinal, |- labeled, S Stale
Origin codes:{IGP, e EGP, ?incomplete
Network Next Hop Metric LocPrf Weight Path
*>  200.1.1.0/24 198.18.1.2 0 100 O 64503 i
*>  200.1.2.0/24 198.18.1.2 0 100 O 64503 i
*>  200.1.3.0/24 198.18.1.2 0 100 O 64503 i
Taal number of prefixes 3

911 1 OMsB?2¢0 skt sdO HJdzOkd UPPBGR2 &Okh telzls

9111 [ dMOded § dzOMlstets?2 €

s0O¢ € OLQde 2z € Oyd Mlsoe j shdceo dz' » EMlstets?2 Ml
Md tcoadmdzr 7 d30 tc h- Rdntisrd, IRQAIEBLHEO Rout er C.

[ dYHE EMmistets? Miso Odzd Router A, RouterB d Ro
BOtch clzlsdL Oydw s feslssCsdzz BGP. stsMjHmlsets dzOMl
RouterB d RouterC C. ltewdlise s MM HMIsa ©® did YyHE R
Emlstes2 Mislsr fiseogfdela gtV j 2 My d oADOH tdgOmQ .dz" Ldddatpjbtatcjk?
Odzsdzmdtctseo Odzgr Moassddz Msmj HW 3.

RouterA RouterB RouterC
SRl ethi eth1 SMENEEEEN oth2 eth1 ——
2001::1/64 2001::2/64 2000::2/64 2000::1/64
lo1:101::1/128 lo1:102::1/128 lo1:103::1/128

{ M@ ® o j B0 dOMbies?2¢d kst sdO HJRZOBEPYj MC &2
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9112 ClsOfr dzOMbtes2S¢d fjlsd

91121 I s2Hdlj] o tjydd CcdhtsBOkzEsMEetld iczoD-
ZOMistets2 § t52

l1tod dzOfMlstets?2Cj Milsjoscets tBtstckzHtso OdedwV, tsH dzd o3
Codzf JezteOydsdedz 2 tej ydd3. s sVl O disdadz’ & ®Bd B o
st d. J Cod¥ dezteOydodzdzsds  t6j 3 d d3§ Bsy defss o ,d L
BOwh ekzlsdL Oyds, BjLEBTOMdtsmis! d Httkzéd] §OwLOdR] Ister

9.11.22 | OMmMbsts2Isy Router A

9.11.22.1 | Ofylstes2lsj ddalsjteW j2f et hi

RouterA(config)hterface ethl
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#ipv6 address 2001::1/64
RouterA(configf-[eth1])#exit

911222 1 Offstes?2lsj ddzasjte¥W j2f | ol

RouterA(config)iterface lol
RouterA(configf-[lo1])#no shutdown
RouterA(configf-[lo1])#ipv6 address 101::1/128
RouterA(configf-[lo1])#exit

911223 1 Oflstes2lj § ASRGS sdz MP

RouterA(config)tbuter bgp 100
RouterA(configouter)#bgp routerid 1.1.1.1
RouterA(configouter)#neighbor 2001::2 remoteas 200
RouterA(configouter)#addressfamily ipv6 unicast
RouterA(configouter-af)#network 101::/64
RouterA(configouter-af)#neighbor 2001::2 activate
RouterA(configouter-af)#exit-addressfamily
RouterA(configouter)#exit

9.11.23 | OMmlstets21Isj Router B
9.11.231 1 OMmMlstes2Isjy ddelsj W j23fm ethl

RouterB(config)ititerface ethl
RouterB(configf-[eth1])#no shutdown
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RouterB(configf-[eth1])#ipv6 address 2001::2/64
RouterB(configf-[eth1])#exit

911232 1 OfbkiE2ddzls j W j 2y et h?2

RouterB(config)itaterface eth2
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#ipv6 addres2000::2/64
RouterB(configf-[eth2])#exit

9.11.233 | Offstes?2lsj ddzgsjte¥W j2f | o1

RouterB(config)itaterface lol
RouterB(configf-[lo1])#no shutdown
RouterB(configf-[lo1])#ipv6 addressl02::1/128
RouterB(configf-[lo1])#exit

911234 1 Oflstes2lj § EASRGS sdz MP

RouterB(config)¢buter bgp 200
RouterB(configouter)#bgp router-id 2.2.2.2
RouterB(configouter)#neighbor 2001::1 remoteas 100
RouterB(configouter)#neighbor 2000::1 remoteas 300
RouterB(configouter)#addressfamily ipv6 unicast
RouterB(configouter-af)#network 102::/64
RouterB(configouter-af)#neighbor 2000::1 activate
RouterB(configouter-af)#neighbor 2001::1 activate
RouerB(configrouter-af)#exit-addressfamily
RouterB(configouter)#exit

9.11.24 | OMmMlss?2Isjy Router d
9.11.241 { OMilstes2 sy ddelsjteWw j2m et hl

RouterC(config)iterface ethl
RouterC(configf-[eth1])#no shutdown
RouterC(configf-[eth1])#ipv6 address 2000::1/64
RouterC(configf-[eth1])#exit

9.11.24.2 1 Offstes?2lsj ddzasjte¥W j2f | o1
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RouterC(config)#iterface lol
RouterC(configf-[lo1])#no shutdown
RouterC(configf-[lo1])#pv6 address 103::1/128
RouterC(configf-[lo1])#exit

9.11.243 1 Offlstets?2 ] § EASBSCtsdz MP

RouterC(configkduter bgp 300
RouterC(configouter)#bogp routerid 3.3.3.3
RouterC(configouter)#neighbor 2000::2 remoteas 200
RouterC(configouter)#addressfamily ipv6 unicast
RouterC(configouter-af)#network 103::/64
RouterC(configouter-af)#neighbor 2000::2 activate
RouterC(configouter-af)#exit-addressfamily
RouterC(configouter)#exit

91125 utfteOddls] d&OfMits? Cd
RMY Sdz L 22 Is jwrite sndgBedzh lzv MR e Odzj dzd v dzOMstetsj € dzO

9113 1 tctso J € O dzOMistetsj &
91131 1 " f sdzdzed Isj SShsay® dziblg p i pve6 neighbors 20
EBjHd®, vylts RouterB ftdkzyddaz BEPY &lshMRofuts eff tAtsilsts €

BGP table version is 1005, local router ID is 2.2.2.2
Status codes: s suppressed, d damped, h history, * valid, > bésteiinal, |- labeled
S Stale
Origin codes:iIGPe - EGP, ?2incomplete
Network  Next Hop Metric LocPrf Weight Path
*> 101::/64 2000::2(fe80::963f:bbff:fe00:3b) 0 100 O 100i
Total number of prefixes 1

9.11.32 I " thdzdzd Is § CsdigOdzHz show bgp i pve6 nei gh
EBjHdIls! fw, ylsts Rout er B { tsdzlzyeBds Py tdsjlst dRCofrurt etfrtC {f to ts

BGP table version is 1007, local router ID is 2.2.2.2
Status codes: s suppressed, d damped, h history, * valid, > b&seinal, |- labeled
S Stale
Origin codes:4IGP, e EGP, ?incomplete
Network Next Hop Metric LocPrf Weight Path
*> 103::/64 2001::2(fe80::963f:bbff:fe00:2e) 0 100 O 300i
Total number of prefixes 1
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912 1 Offstes2C 0O Wdd beOydd &EOLpreiklistes f) § sdsh i+

9121 [ dMOded§ dOMbtcts2 Cd

sOC {tsCOoLQday EHz® COydMmlsol thdceod - bkMlstets2 Mk
MitcodMmdzr = BROh-Ralstfe OBstcRout er B d Router C.

10 COxYHBAR dL Zmis tcts2 Mlischdzlstj eV dp2ldr 1o o dabruatdz{Biy @ .dz
[ iYHE EMtts2Mmlse ©Od3d Rout er A, Rout er Bd@@tcRoclziser Oy
i fteslssCtsdzze BGP. uatMmjHMmMisets dOMIstcOdo Oj Ismw  d3j ¥ H
l oW diBtsets MsMjHMlso©® &3 ¥HE Router A d RouterC dzjls.

10 RouterB dzOhiswts] dzB @Oe 6 OQtcw Cslststetsdzz ¥ ddz' Is
zO0 thdso-Orad Mt & QL HdfOe Mjlsj 2.

RouterA RouterB RouterC

=:n ooono eth1 eth1 aflaaaal eth2 eth2 =0 Dooo
Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
l00: 1.1.1.1/32 100: 2.2.2.2/32 l00: 3.3.3.3/32

lo1: 100.1.1.1/32 lo1: 200.1.1.1/32
102: 100.1.2.1/32 lo2: 200.1.2.1/32
103: 100.1.3.1/32 lo3: 200.1.3.1/32

MGG R | B0 dOMsts?2¢d Ydd wOydd EOE" tklsso

9122 CIsOfr dOfmlstets?2Cd MmJIsd

9.1221 1 s2HdIs§ ) teiyddz ¢ dztsB Odz dats 2 Csd¥W e ztc O
ZOMistets2 € 52

ltcod dz2OMlstets?2C ) Mijlsjotscts GBBEEZAGS @dzdsw, ©odaldl
CsdW JeozteOydsdeder 2 toj y dd3. s sdWes zwOddi sdadz & B g B o
MstetsC d . ) CsdWdeztcOydsdedzsdz tej 3 d d3d dB3ts Y dats gL
BOth celsdL Oyde, BjLtsfOMdsmis:  Httkedy §OttOd] Ister

9.1222 | OfMmlstets21Isj Router A

912221 1OMmMistes?21Ilsy ddaelsj W j2fm ethl

RouterA(config)ihterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#ip address 198.18.0.2/24
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RouterA(configf-[eth1])#exit
9.12222 1 Ofmtes21Isj ddalsjteWwi2fm | 00
RouterA(config)iterface 100
RouterA(configf-[lo0])#no shutdown
RouterA(configf-[lo0])#ip address 1.1.1.1/32
RouterA(configf-[lo0])#exit
9.12223 1 Ofmstes2Isj ddalsjteWw j2f | ol
RouterA(config)iterface lol
RouterA(configf-[lo1])#no shutdown
RouterA(configf-[lo1])#ip address 100.1.1.1/24
RouterA(configf-[lol])#exit
9.12.224 1 OMmMlstes2Ilsj ddzlsjtWi2m | o2
RouterA(config)iterface 102
RouterA(configf-[lo2])#no shutdown
RouterA(configf-[lo2])#ip address 100.1.2.1/24
RouterA(configf-[lo2])#exit
9.12.225 1 Mstes2Ilsy ddzlsjteWw j2m | o3
RouterA(config)iterface 103
RouterA(configf-[lo3])#no shutdown
RouterA(configf-[lo3])#p address 100.1.3.1/24
RouterA(configf-[lo3])#exit
912226 1 OMmMlstes2Isy ftoslssCsdz BGP
RouterA(config)tbuter bgp 64501
RouterA(configouter)#bgprouter-id 1.1.1.1
RouterA(configouter)#network 100.1.1.0/24
RouterA(configouter)#network 100.1.2.0/24
RouterA(configouter)#network 100.1.3.0/24
RouterA(configouter)#neighbor 198.18.0.1 remot@&s 64502
RouterA(configouter)#end
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9.1223 | OfMmlstets21Isj Router B
912231 1 OMmstes21Isjy ddelsj W j2fm et hl

RouterB(config)itaterface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 198.18.0.1/24
RouterB(configf-[eth1])#exit

912232 | Oflstes2lsj ddzsjteW j2f et h?2

RouterB(config)ititerface eth2
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#ip address 198.18.1.1/24
RouterB(configf-[eth2])#exit

912233 1 Oflstes2lsj ddzsjteW j21M | 00

RouterB(config)itaterface lo0
RouterB(configf-[lo0])#no shutdown
RouterB¢onfigif-[lo0])#ip address 2.2.2.2/32
RouterB(configf-[lo0])#exit

912234 1 Oflstes2ls] fsksSsd BGP

RouterB(config)buter bgp 64502
RouterB(configouter)#bgp router-id 2.2.2.2
RouterB(configouter)#network 2.2.2.2/32
RouterB(configouter)#neighbor198.18.0.2 remoteas 64501
RouterB(configouter)#neighbor 198.18.1.2 remotas 64503
RouterB(configouter)#exit

9.12235 1 OMmistes2 Is-list pr ef i x

RouterB(config)i prefix-list 1 seq 10 permit 100.1.3.0/24 eq 24
RouterB(config)buter bgp 64502
RouterB(configouter)#neighbor 198.18.1.2 prefikst 1 out
RouterB(configouter)#end
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9.1224 | OfMmlstets21Isj Router C
9.1224.1 1 OMmlstes21Isj ddzlsj teW j 2 M

w2 dzii S NJ ibté&facs &thi23 0 |

w 2 dzii S NZJifget2))yn® shadown

w2 dzii § NJifdeth2))yipFatidBess 198.18.1.2/24
w2 dzil § Nifde2))ekith 3

912242 1 Oflstes2lsj ddzlsj W j 2

RouterC(config)#terface o0
RouterC(configf-[lo0])#no shutdown
RouterC(configf-[lo0])#ip address 3.3.3.3/32
RouterC(configf-[lo0])#exit

912243 | Ofitets2 5] ddzsj el j 2

RouterC(config#iterfacelol
RouterC(configf-[lo1])#no shutdown
RouterC(configf-[lo1])#ip address 200.1.1.1/24
RouterC(configf-[lo1])#exit

912244 | OfMistets2 s ddzsj el j 2 M

RouterC(config)#terface lo2
RouterC(configf-[lo2])#no shutdown
RouterC(configf-[lo2])#ip address 200.2.1/24
RouterC(configf-[lo2])#exit

912245 | Ofbtets2 ] ddasj ol j 2

RouterC(config)#terface 103
RouterC(configf-[lo3])#no shutdown
RouterC(configf-[lo3])#p address 200.1.3.1/24
RouterC(configf-[lo3])#exit

et h2
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912246 1 OfMlstes2ls] fskssSsd BGP

Router@config#router bgp 64503
Router@configrouter)#bgprouter-id 3.3.3.3
RouterGconfigrouter)#network 200.1.1.0/24
Router@configrouter)#network 200.1.2.0/24
RouterGconfigrouter)#network 200.1.3.0/24
Router@configrouter)#neighbor198.18.1.lremote-as64502
Rouer(configrouter)#end

91225 utntOddlsj dzOMtes2Sd
RMY Sdz' L 22 Is jwrit sndgedzh 2" NS 60dzj ded W dzOMlstetsj & dzO

9123 1 tetso jtcC O dzOMistetsj &
9.1231 I " §f sdzdzed Isj shdsvdpQaite bbgp dz@QRouterB H dzv  f totso j oG d 1 t
ftejWdCMmse € tsd3O dzH

IP Route Table for VRF "default"

B 100.1.1.0/24 [20/0] via 198.18.0.2, eth1, 00:12:14
B 100.1.2.0/24 [20/0] via 198.18.0.2, eth1, 00:12:14
B  100.1.3.0/24 [20/0] via 198.18.0.2, eth1, 00:12:14
B  200.1.1.0/24 [20/0] via 198.18.1.2, eth2, 00:12:14
B  200.1.2.0/24[20/0] via 198.18.1.2, eth2, 00:12:14
B  200.1.3.0/24 [20/0] via 198.18.1.2, eth2, 00:12:14
Gateway of last resort is not set

913 1 OMbtes?2 ¢ O f BRDsiEES &@ dZO i3 U j MS 52 BOh wlzlsdL O

9131 [ dMOded § dzOMlstets?2 €

sO¢ COo0@dztz &z COyjMmMlsej Mdsedz » EMlstets? Mise
kOt h tclz Is d - Rdaterss RouterB, RouterC.

[iJYHE RouterA RouterB RouterC dzOMmMstcOdo Oj IsfyV
foolcCtsdzz o O&PHEj s (oo s®&®C €@y BEBR. dL z i g sy Is ©
loopback-d dzls § oW j 2 I d dzCQHEOIUPG.Ismyw | P

Loopback-d dzls j oW j 2 iy Odetsdzmdtelzs Isfpwy Metsdd3a Mtsmj HW 3.
fesdzkyjdedj BROh tckzlstse ls MsmjiHj 2.
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Area 0.0.0.0
RouterA RouterB RouterC
192.18.0.0/24 192.18.1.0/24
: =0 pooo -
SRSl eth1 eth1 eth2 eth2
Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
100: 1.1.1.1/32 l00: 3.3.3.3/32

t MGG S j BO dOMtes?2¢d fslsCtsdO BFD Hdv HddC

9132 CsOffr dzOMiIstes?2 € d

91321 I ts2HdIsy 9 tcd Y dd3 G dztsB Odz' dzts 2 CsdzW e ztc O
ZOMistets2 € 52

l1ted dOMstes?2C¢j Milsjotsects tBtozHtso Odzdw, Hdd®
CodW JekzteOydsdedzr 2 toj ydd3. s sdtss zwOddisdadz & g B o
MtesCd S JeztcOydsdzdesd3  ted ¥ d d3d d3ts ¥ dzts dL d3j dgv Is
BZOwh ezlsdL Oyds, BjLBYfOMdsmis! d Hkzed] §OLOd] Ister

9.1322 | OMmMbsts2Isy Router A

9.13.221 1 OfMlstes?2Isjy ddalsj ¥ j2fm et hl

RouterA(config)ihterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#ip address 198.18.0.2/24
RouterA(configf-[eth1])#exit

913222 | Offlstets2Isj ddzsjteW j2f | 00

RouterA(config)ihterface 100
RouterA(configf-[lo0])#no shutdown
RouterA(configf-[lo0])#ip address 1.1.1.1/32
RouterA(cofig-if-[lo0])#exit

913223 1 Offlstets?2 ] fsksCtsd OSPF

RouterA(config)tbuter ospf 1
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RouterA(configouter)#ospf routerid 1.1.1.1

RouterA(configouter)#network 1.1.1.1/32 area 0.0.0.0
RouterA(configouter)#network 198.18.0.0/24 area 0.0.0.0

RouterA(configouter)#exit

9.13.2.24 1 Offlstets2 Isj

RouterA(config)tbuter ospf 1
RouterA(configouter)#bfd all-interfaces
RouterA(configouter)#end

91323 1 Ofistes?2 Is
913231 | Oflsts? Isj

RouterB(config)itaterface ethl
RouterB(configf-[eth1])#no ip addresgdhcp
RouterB(configf-[eth1])#no shutdown

feslssSsd BFD

RouterB
dqadzlsj W j 2"

RouterB(configf-[eth1])#ip address 198.18.0.1/24

RouterB(configf-[eth1])#exit
RouterB(config)ititerface eth2
RouterB(configf-[eth2])#no shutdown

RouterB(configf-[eth2])#ip address 198.18.1.1/24

RouterB(caofig-if-[eth2])#exit

9.13.2.32 1 Oflstets2 s j

RouterB(config)itaterface o0
RouterB(configf-[lo0])#no shutdown

qdzls j W j 2

RouterB(configf-[lo0])#ip address 2.2.2.2/32

RouterB(configf-[lo0])#exit

9.13.233 | Offstes? Isj

RouterB(config)buter ospf 1
RouterBconfigrouter)#ospf routerid 2.2.2.2

ethl d eth?2

o0

foslssCsd OSPF

RouterB(configouter)#network 2.2.2.2/32 area 0.0.0.0
RouterB(configouter)#network 198.18.0.0/24 area 0.0.0.0
RouterB(configouter)#network 198.18.1.0/24 area 0.0.0.0

RouterB(configouter)#exit
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913234 | Ot wlsjssC sdz BF D

RouterB(config)uter ospf 1
RouterB(configouter)#bfd all-interfaces
RouterB(configouter)#end

9.13.24 | OMmlstets21Isj Router C
9.13.241 1 OMmstes2Isjy ddelsj W j2fm et h2

RouterC(config)#iterface eth2
RouterC(configf-[eth2])#no shutdown
RouterC(configf-[eth2])#ip address 198.18.1.2/24
RouterC(configdf-[eth2])#exit

9.132.4.2 1 Oflstes2sj ddzsjteW j21M | 00

RouterC(config)#terface o0
RouterC(configf-[lo0])#no shutdown
RouterC(configf-[lo0])#ip address 3.3.3.3/32
RouterC(configf-[lo0])#exit

9.13.243 1 Offlstets?2 ] fsksCtsd OSPF

RouerC(config)touter ospf 1

RouterC(configouter)#ospf routerid 3.3.3.3
RouterC(configouter)#network 3.3.3.3/32 area 0.0.0.0
RouterC(configouter)#network 198.18.1.0/24 area 0.0.0.0
RouterC(configouter)#exit

9.13.244 1 Offlstets?2lj fsksCtsd BFD

RouterC(configkduter ospf 1
RouterC(configouter)#ofd all-interfacesRouterC(configouter)#end

91325 usntOdkdl] d&OMkis?2Cd
RMY Sdz L 22 Is jwrite sndgBedzn lzv MR e Odzj dzd v dzOMilstetsj € dzO
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9133 1 tctso J € O dzOMistetsj €
91331 I " §f sdzded Isj shdwdpGodph taute dzCGRouterC H dzv  f tetse j t6C d dz
BZOth ckzlstse

OSPF process 1.

Codes: Gconnected, D Discard, O OSPF, IAOSPF inter area
N1- OSPF NSSA external type 1-R&EPF NSSA external type 2
E1- OSPF external type 1, EQSPF external type 2

O 1.1.1.732 [21] via 198.18.1.1, eth2, Area 0.0.0.0

0 2.2.2.2/32 [20] via 198.18.1.1, eth2, Area 0.0.0.0

C 3.3.3.3/32 [10] is directly connected, 100, Area 0.0.0.0

O 198.18.0.0/24 [11] via 198.18.1.1, eth2, Area 0.0.0.0

C 198.18.1.0/24 [10] is directly connext, eth2, Area 0.0.0.0

91332 | " ftsdzdedIlsj MdzjHEZEhdj SCdi3OdzH"™ HBouterCtctso j tof
10 RouterA BlsSCdzs ydlsj ddalsj oW j 2 fi

RouterA#onfigure terminal
RouterA(config)iterface ethl
RouterA(configf-[eth1])#shutdown

17§ 5 dzd@dedaio dirol ip ospf route dzQRouterCH dzff to ts o jdEEddd RPw" tclzIstso

OSPF process 1:

Codes: Gconnected, D Discard, O OSPF, IAOSPF inter area
N1- OSPF NSSA external type 1 @ESPF NSSA external type 2
E1l- OSPF external type 1, EQSPF external type 2

0 2.2.2.2/32 [20] via 198.18.1.1, eth2, Area 0.0.0.0

C 3.3.3.3/32 [10] is directly connected, 100, Area 0.0.0.0

O 198.18.0.0/24 [11] via 198.18.1.1, eth2, Area 0.0.0.0

C 198.18.1.0/24 [10] is directly connected, eth2, Area 0.0.0.0

914 1 OMts?2C O { BRDYAYE sez@Y HJ ORI Yj MS 2 KOLh izl

9141 [fdMOded § dzOMIstets2 $

sOC ¢ OoL@day &® COyjMmlse] hMdsody 7 LkMlstets?2 fl
fmMjtco dMmMdzr = d30 tc - Rdutisrd, RAQutetB 1drkGuterC.

10 Mmijtoadmds » ROtehfpliztsty j @'s st @B j td#D] 2 M) -OH tedp@).Cdz00
ZOMmistets j dz fteslssCtsdz OSPF, GHj ©9Cdz yOjlsmw BFD.
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Area 0.0.0.0

RouterA Routers RouterC

_—
Q000 = [ LIUIL)
alsla/al ot eth1 aaaal ethz ethi ala

2000:1/64 2000:2/64 2001:1/64
l01:101:11128 l01:102:1/128 2001::2/64 lo1:103:x1/128

Mz &R B0 dOMsts?2¢d fosssCsdO BFD | Pv6 Hdv

9142 CIsOf"r dzOMstets?2 ¢ d

9.1421 1 ts2HdlIsy§ ) teddds cdzsB Odzt dzts? 2 f)lsalzld d G HAftg A
ZOMmilstets?2 € 52

lted d2OMbstets2Cj Mjlsjotsets tsBikzHS OdegdW, tsHded
CodzW JeztcOydsdadz 2 tej 3 d d3. s s-azWlstw PisOddt sdadz” & B d oz o
Mstets € d . ) CsdzW e ztcOydsdzdetsdz  tej  d d3d dB3ts Y dzts gL ¢
BOwlzIsdL Oyder, BJLBYfOMdtsMmMis! d Httkzed] OO Ister Lk

9.1422 | Ofmlstets2Isj Router A

9.14221 1 OfMmMlstes2Isj detabtj W § & OBREC sdz

RouterA(config)iterface ethl
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#ipv6 address 2000::1/64
RouterA(configf-[eth1])#ipv6 ospf network broadcast
RouterA(configf-[eth1])#pv6 router ospf area 0.0.0.0
RouterA(configf-[eth1])#exit

9.14.222 1 Offstes?2lsj dlakls jdt Y ASPRES & dz

RouterA(config)terface lol
RouterA(configf-[lo1])#no shutdown
RouterA(configf-[lo1])#ipv6 address 101::11/128
RouterA(configf-[lo1])#ipv6 router ospf area 0.0.0.0
RouterA(configf-[lo1])#exit
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914223 1 Of kfisdls j fesyj M OSPE" Gk s din@GWdzED d s j
BOEh cklsdL Olsst50

RouterA(config)uter ipv6 ospf
RouterA(configouter)#router-id 191.0.0. RouterA(configouter)#ofd all-interfaces
RouterA(configouter)#end

9.1423 | OfMmlstets21Isj Router B
9.14231 1 OMilstes2 sy detias j W § & OBREUAOZd dzls j e § 2 MJ

RouterB(config)ititerface ethl
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ipv6 address 2000::2/64
RouterB(configf-[eth1])#ipv6 ospf network broadcast
RouterB(configf-[eth1])#ipv6 router ospf area 0.0.0.0
RouterB(configf-[eth1])#exit

914232 | Oflstes?2 s dethB j % § & OBREUOE J dzls j ol j 2 ]

RouterB(config)itaterface eth2
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#ipv6 address 2001::2/64
RouterB(configf-[eth2])#ipv6 ospf network broadcast
RouterB(configf-[eth2])#ipv6 router ospf area 0.0.0.0
RouterB(configf-[eth2])#exit

914233 | Ot s dlaks jdtc W jtXSBREUOE d dzls j el j 2 ]

RouterB(config)itaterface lol
RouterB(configf-[lo1])#no shutdown
RouterB(configf-[lo1])#pv6 address 102::1/128
RouterB(configf-[lo1])#pv6 router ospf area 0.0.0.0
RouterB(configf-[lo1])#exit

914234 1 Of fmisdlsj fesyj M OSPE" Gk s duin@G WD d s j
BOEh cklsdL Ol st 0

RouterB(config)ébuter ipv6 ospf
RouterB(configouter)#router-id 192.0.0.1
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RouterB(configouter)#bfd all-interfaces
RouterB(configouter)#end

9.1424 | OMmlstets21Isj Router C
9.14241 1 OfMmistes2Isj detias j W & OBREUAOdzd dzls j oW § 2 M J

RouterC(config)#terface ethl
RouterC(configf-[eth1])#no shutdown
RouterC(configf-[eth1])#ipv6 address 2001::1/64
RouterC(configf-[eth1])#ipv6 ospf network broadcast
RouterC(configf-[eth1])#ipv6 router ospf aree).0.0.0
RouterC(configf-[eth1])#exit

014242 1 OMmistes2 Isj dlakls jdtc W JIAIBRECUAOdz d dzls § oW § 2 M4

RouterC(config)#terface lol
RouterC(configf-[lo1])#no shutdown
RouterC(configf-[lo1])#pv6 address 103::1/128
RouterC(configf-[lo1])#ipv6 router ospf aea 0.0.0.0
RouterC(configf-[lo1])#exit

9.142.43 1 Of Efmisdls j fesyj M OSPE" Gk s din@G WD d s j
BOh tklsdL OlsstsO

RouterC(configkduter ipv6 ospf
RouterC(configouter)#router-id 193.0.0.1
RouterC(configouter)#bfd all-interfaces
RouterC(configouter)#end

91425 utshtOddls] &OMktes?2
RMY sdz' L 22 Is jwrite sndgBedzh 2 MsH 6 Odzj dzd v  dzOMlstetsj &  dzO

9143 1 s J6C O dzOMilstetsy €
91431 1" §f sdzdzd Isj shasvdp@bdesute ospf dzQRouterCH dzW o " 9 SH O dzO
BZOteh tezlsO f sdzlz yj dzdztOSRF s f tetslsts$ 5 dzlz

IP Route Table for VRéefault”
O 101::1/128 [110/11] via fe80::963f:bbff:fe00:3b, eth1, 01:08:29
O 102::1/128 [110/1] via fe80::963f:bbff:fe00:3b, ethl, 00:55:43
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O 2000::/64 [110/11] via fe80::963f:bbff:fe00:3b, ethl, 01:12:40

91432 I f tsdedzdiljz s | S 5 BOdzHT H &Y f oise jBERtd yls
slsC dzs Yy dzed d d dzlRoutetAj 2 fp@itetz@3Otch tolzls 100: : 1/ 128 BLEH,
508 d&zdyj BOLhteklsdL Oydd ftoddjtedsts 40 fj < kzdgH:

914321 [IsC cz* ydlsj dJetHs | uRbyjedAif L Ofj Sdlsj otej ™

RouterA#onfigure teminal
RouterA(config)iterface ethl
RouterA(configf-[eth1])#shutdown

9.14322 1 " f sdzded Isj shawdj@vézwomte ospf dzORouterC H dzW f tetso j to
ZzOodzd ydwv *&BOteh tckzlsO® 100: : 1/ 128

IP Route Table for VRF "default"

O 101::1/128 [110/11] via fe80::963f:bbff.fe@8b, ethl, 01:08:29
O 102::1/128 [110/1] via fe80::963f:bbff:fe00:3b, ethl, 00:55:43
O 2000::/64 [110/11] via fe80::963f:bbff:fe00:3b, ethl, 01:12:40

914323 ) solstedss L Of & CsBAWiSigve Buedpdpizils s j 5§ ste,
BOEh wifstesf OH jls dL OB ddy’ &OEhklsdL Oydd

IjL oG dzd yj dedgs e s dfQaadlssAlss deC HBJFID H s fiskq j d2 f tod o5

IP Route Table for VRF "default"
O 102::1/128 [110/1] via fe80::963f:bbff:fe00:3b, ethl, 01:03:52

91433 |l " fsdzdedIlsj Mmdzj HEzE M dojS dEstsuiCoidghr dhdaisvj oW j 2 MO
914331 1 Szt ydilsjy ddzlsjteW j2fm et hl dzO Router A

RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#exit

914332 1 S dzs ydlsj feslssStsd BFD dz® Router A

RouterA(config)tbuter ipv6 ospf
RouterA(configouter)#bfd all-interfaces
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RouterA(cafig-router)#end
914333 1 Cdz¢ ydisjy fteslssCtsdz BFD d&O Router B

RouterB#onfigure terminal
RouterB(config)ébuter ipv6 ospf
RouterB(configouter)#bfd all-interfaces
RouterB(configouter)#end

914334 1 Cdzs ydlsj feskssStsdz BFD dz® Router C

RouterC#onfigure terminal
RouterC(configkbuter ipv6 ospf
RouterC(configouter)#ofd all-interfaces
RouterC(configouter)#end

9.14335 1 " f sdzdzed Isj shawdgfd dzesfion dzORouterA H dzv f tetse jteC d f
BFD

BFD process for VRF: (DEFAULT VRF)

Sesddx RemoteDisc  LowerLayer  Sesslype SessState URTime

RemoteAddr
1 2 IPv6 SingleHop Up 00:09:22

fe80::963f:bbff:fe00:3b/128
Number of Sessions: 1

9.14336 1" f sdzdzd Isj shawdgfd dzesfion dzORouterB H dzv f tetse j teC d f
BFD

BFD process for VR(DEFAULT VRF)

Sesddx RemoteDisc  LowerLayer  Sesslype SessState URTime

RemoteAddr
1 2 IPv6 SingleHop Up 00:10:22

fe80::963f:bbff:fe00:3b/128
Number of Sessions: 1
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9.1433.7 1 " f sdzded Isj shasdpfd dzession dzORouterC H dzv f totso j teC d f
BFD

BFD process for VRF: (DEFAULT VRF)

Sesddx RemoteDisc = LowerLayer  Sesslype SessState URTime

RemoteAddr
1 2 IPv6 SingleHop Up 00:11:22

fe80::963f:bbff:fe00:3b/128
Number of Sessions: 1

91434 | fsddedlsj MazjHEs N d] CtdkOdH' yYb&sFELEH,
ftod tIsCdzs yj dedd  Bastgras ¥ j ROUEIC dgDeh tolzls 100: : 1/ 128
B d3j dzls Odz! dats

9.14.3.41 [ IsC dzs  dRojiterdzPdzls j tWeh® Md L OMj S dlsj o tej dw

RouterA#onfigure terminal
RouterA(config)iterface ethl
RouterA(configf-[eth1])#shutdown

9.143.42 1 " f sdzded Isj shawig@adput&zospf dz@RouterAH dzv f totso j t6C d dz
BOtch tclzls® 100: : 1/ 128

IP Route Table for VRF "default"
@] 102::1/128 [110/1] via fe80::963f:bbff:fe00:3b, ethl, 01:36:21

915 1 Ofstes?2C 0 f BRDSIEEsd®B OISy MS 52 ®&OEh sklsdL Oy

9151 [fdMOded j deOMIstets2 ¢ d

sO¢C COoLQdey Fz® COydmlse hmMdsed » EMktes?2 Mk
mMitoadmMdzr » BROwh-Ralstfe OBistcRout er B d Router C.

vistes2Mlsoa ®© Router A d Router C ftsH¢ dzt =S ts taltg dy
ZOMmistetsjdz Mjlsjots?2 dsMmls. 1 © Rout eddhizlsqd chRg @the r. C1 RO
d RouterC d&Ofmlstetsj dz MisOlsd yj Mdigs | 3D jc? gtz ds H®
or Cdzs yjdz fstels o MmMlsstetsdzz Rout er A.

10 RouterC fttse jtow jlsmw, Yls ts d w jonfSdtine s dzandshtotdst
loopback-d dzls j W j 2 MO Router A EHOdz] 20 dL IsOBdzdyr &Ow"
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RouterA RouterB RouterC
192.18.0.0/24 192.18.1.0/24
o 0ooo 8 Booo o0 0ooo
eth1 eth1 eth2 eth2
Ipv4: 198.18.0.2/24 Ipv4: 198.18.1.2/24
100: 1.1.1.1/32 lo0: 3.3.3.3/32

tdmMez@IE ~j BO dZ2OMiets?2¢d JtoslsstsdzO BFD

9.152 CIsOfr dzOMstets?2¢Cd MmJjIsd

9.1521 1 tej Y HJ, YyJ &z o Cdzv GRDs!' dff s EwsGgdzs dME dzt y
ftotslstsC sdzO Jdfk thpls QAo tozlsj, 5 Cltesdiiz St OdzdL o

ip static A.B.C.D/E A.B.C.D fall-over bfd disable

9.1522 1 ts2HdlIsy§ ) teijydds 6 dztsB Odzt dzts 2 Codz e ztg O
ZOMmilstes2 ¢ 52

lted d2OMbstets2Cj Mjlsjotsets tsBtkzHSs OdegdW, tsHded
CosdWdJekzteOydsdede 2 toj y d d3. s s-dzWlstw bisOd i sdadz” & B d o3 o
Mstets € d . ) CsdWdekzteOydsdedzsdz tej 3 d d3d d3ts ) dats gL
BZOwh ezlsdL Oyds, BjLBfOMdsmis! d Hwkzed] §OLOd] Ister

9.1523 1 Ofmlstets2Isj Router A

9.15231 1 OMlstes?2Isjy ddalsj W j2Mmr et hl

RouterA(config)#hterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#p address 198.18.0.2/24
RouterA(configf-[eth1])#exit

915232 L HO2sj d dzOfis-tcezB StEY j 2Mmpback

RouterA(configjinterface 100
RouterA(configf-[lo0])#no shutdown
RouterA(configf-[lo0])#ip address 1.1.1.1/32
RouterA(configf-[lo0])#exit
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9.15233 1 OMistes2Isj @BOth tclzls o CBED wdiyj iflstOHsH] jutg >

BOEh ks o

RouterA(config)i route 3.3.3.3/32 198.18.0.1
RouterAc¢onfig)#p bfd static altinterfaces

9.15.24 | OfMmlstets21Isj Router B
9.15241 1 OfmMlstes2 sy ddzlsj teWw j 2 mr et hl

RouterB(config)ititerface ethl
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#exit

915242 | Offstes?2lsj ddzgsjte¥ j2Mmr et h?2

RouterB(config)ititerface eth2
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#exit

9.15243 utsSLHO2I8] ddalsjtwWwji2m br1l

RouterB(config)itaterface brl
RouterB(configf-[brl1])#no shutdown
RouterB(configf-[brl])#include ethl
RouterB(configf-[brl])#include eth2
RouterB(configf-[brl1])#exit

9.1525 | OmMbstets?2Ilsj RouterC
9.15251 1 Ofmlstes2 sy ddalsj oW j2mMr et h2

w 2 dzii S NJ idtéfacs &thi23 0 |

w 2 dzii S NZJifged2))ynd shadown

w 2 dzii S Nlifged2])ipFakidiess 198.18.1.2/24
w 2 dzii S NZXifdeM2])yeXith 3

9.15252 utsLHO?2Is] d dOmMstt&kRBEHEY ] 2Mmpback
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RouterC(config)#terface o0
RouterC(configf-[lo0])#no shutdown
RouterC(configf-[lo0])#p address 3.3.3.3/32
RouterC(configf-[lo0])#exit

915253 |1 Oflstes?2lsj OwEh ekzls d o CBED wdhy] fflstOHsH] g X
BOh ks o

RouterC(configl route 1.1.1.1/32198.18.0.2
RouterC(configli bfd static altinterfaces

91526 utntcOddlsj dzOMtes2Sd
RMY Sdz' L 22 Is jwrit sndgedzh 2" NS 60dzj ded W dzOMlstetsj & dzO

9.153 1 tctso j S O dgOMistetsy €
9.1531 | " f sdzdzd Isj shasdpQaigie atic dzA@RouterAH dzv  ff tetso j t6 & d  dal
fils Ols d uj fStadRls digGas d d

IP Route Table for VRF "default"
S 3.3.3.3/32[1/0] via 198.18.0.1, ethl
Gateway of last resort is not set

9.1532 I " f sdzdzd Isj shasdpQaige &tatic dz@Routers H dzv ftetso j o€ d
MsOlkdyj M2 &Oth tekzlsdL Oydd

IP Route Table for VRF "defdul
S 1.1.1.1/32[1/0] via 198.18.0.2, eth2
Gateway of last resort is not set

9.15.3.3 [ IsC dz y RojiterBaPdzls j ol j 2 ), § SHS dzs yRodmtA 2 o fls

RouterB#onfigure terminal
RouterB(config)iterface ethl
RouterB(configf-[eth1])#shutdown
RouterB(configf-[eth1])#end
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9.1534 1" f sdzdzed Isj shdsvdpOatae ktatic dz@RouterCH dzv  f tetso j S d Is
MsOkdyj M2 d&Oth tekzlsdL Oydd

IP Route Table for VRF "default"
Gateway of last resort is not set

9.1535 vlIstsB" EZBjHdIk! Mw, Ykt LOfdMm' HB &Oth izl C
RouterBd dzls j oW j 2 ), f tsH C dzt YyRodi&k 2 o Misttetsdzlz

RouterB#onfigure terminal
RouterB(config)ititerface ethl
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#end

9.1536 1 " dzdzd Isj € dhalyGpdmute static dz@RouterCH dzv f tetso j oS d Is
MlsOlsdyd MEs2 &GO ckzlsdL Oydd

IP Route Table for VRF "default"
S 1.1.1.1/32[1/0] via 198.18.0.2, eth2
Gateway of last resort is not set

9.1537 vBjHdIkjMm!, vyt LOfdMm Hfitsw aipdz®OpzlsO 1. 1. 1
9.16 1 OfMlstcts?2 C O f BEDYRYE suz@w MIsOldyj MEts?2 BOwLh tolzlsc

9161 [ dMOdzed § dzOMlstets?2 €

sO0¢ ¢ OLd3Eda) COyjMmlse) smdsedy n» EMmlstets? Ml
fmMitco dMmMdz" 7 d30 tc - Rdutisrd, RAQutetB tdRGuterC.

10 MjtoadMmder 7 &EOth ezlsdL OlssteOR dzOMlis tc®OH de’j MPdzls j

vistes2Mlsoa © Router A d RouterB §tHCd® yjdem o3
ZOMmistetsj dz My lsj oats?2 dismls.

1 © RouterA d RouterC dZOMmMlstcOdo O Ismw Ml Ols d
ddzls j oW j 2 ftse .
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RouterA — RouterB RouterC

0ooo :" O good -0 2000
alalalall oth1 , etht ='n oooo X eth S'p pooo

2000::1/64 bri 2000:2/64
lo1:101:1/128 lo1:102::1/128

(M@ & R ] 50 dOMsts?2¢d fosssCsdO BFD | Pv6 Hdv

9162 COfr dZOMlEts? ¢ d

"1 ted B3f yOded j

leixHd, UJB o dz*BHMIs 'dz)femtmlasmiidEkls d & dz ydls-

fteslssCtsdzO dO0 MisOIsdyd M3 &GOh ok jz H Ofdy
HesfMiskzy, or fsdzdzdeo ¢ BdBOdzH Iz:

Router#lpv6 static X:X::X:X/M X:X::X:X fall-over bfd disable

91621 Il ts2HdIsy 9 tcd Y dd3 ¢ dztsB Odz' dzts 2 CtsdzW e ztc O
ZOMistets2 € 52

l1ted dOMstes2C¢j Milsjotsects tBtozHtso Odzdw, Hdd®
CodW JekzteOydsdedzr 2 toj ydd3. s sdtss zwOddi sdadz & B d B o
Mstes ¢ d . J Csdef e ztcOyd sdedets s te§ 3 d d3d d3ts ) dzts gL
BZOwh czlsdL Oyds, BjLBfOMdsmis! d Hkzed] OO Ister

9.1622 | OmMlsts2Isjyj Router A

9.16.221 1 OfMlstes?2Isj ddalsj ¥ j2f et hl

RouterA(config)iterface ethl
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#pv6 address 2000::1/64
RouterA(configf-[eth1])#exit
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9.16.22.2 1 Offstes?2lsj ddzsjte¥W j2Mf | ol

RouterA(config)iterface lol
RouterA(configf-[lo1])#no shutdown
RouterA(confy-if-[lo1])#ipv6 address 101::1/128
RouterA(configf-[lo1])#exit

9.16.2.23 | Of st tP¥Es jd&3Oh tokls JBFDS dzv ydls j

RouterA(config)ive route 102::1/128 2000::2
RouterA(config)#ve bfd static allinterfaces

9.16.23 | OfMmlstets21Isj Router B

916231 1 Oflstes2Ilsj ddzsjteWj2Mmr ethl d et h?

RouterB(config)ititerface ethl
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#exit
RouterB(config)itaterface eth2
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#exit

9.16.232 utSLHO2Is] Wdshistso 52

RouterB(config)itaterface brl
RouterB(configf-[brl])#no shutdown
RouterB(configf-[brl])#include ethl
RouterB(configf-[br1])#include eth2
RouterB(configf-[brl])#exit

9.16.24 | OMmMlstets?2Ilsj Router C

qdels j W j 2 br 1

9.16.24.1 | Offlstets?2lsj ddzsjte¥ j2 M et hil

RouterC(config)#terface ethl
RouterC(configf-[eth1])#no shutdown
RouterC(configf-[eth1])#ipv6 address 2000::2/64
RouterC(configf-[eth1])#exit

1 j to fyaom

138



AzdzCydd L3 RAzMIstelzC ydw
1

t
stl1q1.465614

9.16.242 utsLHO2Is] ddalsjteWwji2fm |1 01

RouterC(config)#terface lol
RouterC(configf-[lo1])#no shutdown
RouterC(configf-[lo1])#pv6 address 102::1/128
RouterC(configf-[lo1])#exit

9.16.24.3 utsL HOIRVEB j] di30tch tclzls dBF® S dzt yd s §

RouterC(configfv6 route 101::1/128 2000::1
RouterC(configli#v6 bfd static allinterfaces

91625 wntOdzdlsj dzOMes2Sd
RMY Sdz L 22 Is jwrite sndgedzh 2" NS 60dzj ded W dzOMlstetsj & dzO

9163 1 tcts9 j 6 O dzOMlstetsj €
9.16.31 | " ff sdzdedIsj shawdpfddzgestion dzORouterA HdzW 9" 9 SH O dzO

L Of " j dzdzts BFOj fMd d

BFD process for VRF: (DEFAULT VRF)

Sesddx RemoteDisc LowerLayer SessType SessState URTime Remote
Addr

1 1 IPv6 SingleHop Up 02:13:44
2000::2/128

Number of Sessionsl

9.16.32 I " §f sdzdzgd Isj sShowdpfddseszion dzORouterC H dzv o' édz®H ® € .o Od
L Of zh | dzdzts 2BFOn j iy d d

BFD process for VRF: (DEFAULT VRF)

Sesddx RemoteDisc LowerLayer SessType SessState URTime Remote
Addr

1 1 IPv6 SingleHop Up 02:15:05
2000::1/128

Number of Sessionsl
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9.16.33 | " f sdzded Isj shasvdp@bdmute static dz@RouterAH dzv o' 9 sSH O dzO
MsOkdyj M2 d&Oth tekzlsdL Oydd

IP Route Table for VRF "defdult
S 102::1/128 [1/0] via 2000::2, eth1, 01:56:31

9.16.34 | " f sdzded Isj shawdp@dmute static dz@RouterCH dzWv o™ 9 SH O dz0O
MsOldyj MEs2 dBOth tckzlsdL Oydd

IP Route Table for VRF "default"
S 101::1/128 [1/0] via 2000::1, ethl, 02:18:59

9.1635 | " {f sdzdddgjjHlzs hdj Ctdi3OdzH" HHagVMc' P Btz tc SLdOf
BOteh clzls® 101:: 1/ 128:

9.16.3.5.1 [ IsC dz* y dRojiterBaPdzls j ¥ j 2 M), § t5HC dzé yRodmA 2 o

RouterB#onfigure terminal
RouterB(config)itaterface ethl
RouterB(configf-[eth1])#shutdown
RouterB(configf-[eth1])#end

9.16.352 | " §f sdzdzd Isj shawdfd dmsdton dzCRouterA H dzv o " 9 SH O dzO
ftoj teo Odzdzts2 M j fdd

BFD process for VRF: (DEFAULT VRF)

Sesddx RemoteDisc LowerLayer SessType SessState URTime Remote
Addr

1 1 IPv6 SingleHop Down 00:00:00
2000::2/128
Number of Sessionsl

9.16.353 I " f sdzdzd IsjJ shdwdgfd desdton dzCRouters H d&zW 9" 9 SH O  daC
ftc tco Odgdzets?2 MmJd MMdd

BFD process for VRF: (DEFAULT VRF)

Sesddx RemoteDisc LowerLayer SessType SessState URTime Remote
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Addr
1 1 IPv6 SingleHop Down 00:00:00
2000::1/128
Number of Sessionsl
9.16.36 I " f sdzdzd Is § fmMdzj Hize h dj CBd3OdzH * H dzw ftotso J

BOtch clzls® 101:: 1/ 128:
9.16.3.6.1 | € dz¥ yd Rguterdz@ dzls j oW j 2 ),  sH C dzt YRod&x 2 o Mls

RouterB#onfigure terminal
RouterB(config)itaterface ethl
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#end

9.16.36.2 | " f sdzded Is§ shasvdg® dzutdz static dzORouterC H dzW  IstsS@ 5, Y
EejHdIls! fw, yYlsts BOwhtokzls Mdatso © f sw o d dzipw

IP Route Table forRF "default"
S 101::1/128 [1/0] via 2000::1, ethl, 02:38:16

9.17 1 OfMMlstes?2 € O Source NAT

9171 [ dMOded §j deOMstes2 ¢ d

s0OC 56 OLQdety Eiz® COyjfMmlseaj hdsods » EMmistots?2 Ml
mMitcoadmMder 7 d30Otch Rduterf, ROIsts&c©OB d Rout er C.

10 EfMmbtets? Mise O Router A, Router B-ddgizls ReWtj 2mC
ZOL 2Oy j@E tc jIfPO. 1 teWw iisets MismjHMisea © d&3j yHEZ Router A

1© RouterB zZOMmlstesj dzO v g Btiztkzsdfwv SSNATe NA?
ftoj sBtcOL 590 OJEO loRzZ IStc j dzdzj 2 MJj Od tcg B)Oo dzgHJdiaf p ISR J
fsHCds yidz ¢ RouterB dd d&OrsSHdIMw ot o dzzlstej dzdzj 2
ZOrsHdlsMw ot odgj hdej?2 Mmilsd.
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BHYTpeHHAA BHewHaA
nopceTb noaceTb
RouterA 198.18.0.0/24 RouterB 198.18.1.0/24 RouterC
0 0000 o0 D000 0 0000
= 0 oooo Py eth1 S0 oooo P eth2 = 0 oooo
Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipva: 198.18.1.2/124
100: 1.1.1.1/32 100: 3.3.3.3/32

tdmMz@8I® - j B3O dzOMistets2 C d Source NAT

9172 CIsOfr dzOMBEBT S d

9.1721 1 ts2HdlIs§ ) teijydds ¢ dztsB Odz' dzts 2 CodW e ztc O
ZOMmilstets?2 € 52

lted d2OMbstets2Cj Mjlsjotsets tsBBtkzHS OdegdwW, tsHdzed
CodzW JeztcOydsdadz 2 tej 3 d d3. s s-dztlstw PisOddt sdadz” & B d o3 o
Mstets € d . ) C Sy df ¢ AdglOndddigidz B Y dats gL d3d dzgv Is! dzO mls
BZOteh elzlsdL Oyde, BJLBYOMdesMis:  Htkzed] OO Ister

9.17.22 1 Ofmlstets2Isj Router A

9.17.221 1 OMmMlstes21Isjy ddaelsj W j2fm et hl

RouterA(config)iterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#p address 198.18.0.2/24
RouterA(configf-[eth1])#exit

917222 | Offstes?2lsj ddzsjte¥ j2M 1| 00

RouterA(config)#terface 100
RouterA(configf-[lo0])#no shutdown
RouterA(configf-[lo0])#ip address 1.1.1.1/32
RouterA(configf-[lo0])#exit

917223 | Offstes?2ls] &OLh olls, fddjdvsh g2y fod L

RouterA(config)i route 3.3.3.3/32 198.18.0.1
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9.17.23 | OMmlstets2Isj Router B
9.17.231 1 OMmstes21Isj ddelsj W j2fm et hl

RouterB(config)#terface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#description INSIDE
RouterB(configf-[eth1]#no shutdown
RouterB(configf-[eth1])}#ip address 198.18.0.1/24
RouterB(configf-[eth1])#exit

917232 | Oflstes2lsj ddzsjteW j2f et h?2

RouterB(configjinterface eth2
RouterB(configf-[eth2]}#description OUTSIDE
RouterB(configf-[eth2])}#no shutdown
RouterB(configf-[eth2]}#ip address 198.18.1.1/24
RouterB(configf-[eth2])#exit

917233 1 Oflstes?2lsj &EOLh ks, fddjd " d20Y §td

RouterB(config)i route 1.1.1.1/32 198.18.0.2
RouerB(config)#p route 3.3.3.3/32 198.18.1.2

9.17234 1 OMlstes2lsj HtcOoaddzO IktcOdmdzy ydd OHtj Mtse d

RouterB(config)ith accesdist SNAT1 sourceip 198.18.0.0/24
RouterB(config)i#h nat accesdist SNAT1 source position 10 ip 198.18.1.1
RouterEconfig)#p connections statistics on

RouterB(config)énd

9.1724 | OMmMlstets?2Ilsj Rout er d
9.17241 1 OMmstes21Isj ddzlsjteW j2m et h2

RouterC(config)#terface eth2
RouterC(configf-[eth2])#no shutdown
RouterC(configf-[eth2])#ip address 198.18.1.2/24
RouterC(configf-[eth2])#exit

1§ te m8jow 143



ANz dzC y3d L RAzMistclz €
stl]. 4

® o

917242 1 Offstes?2lsj ddzsjte¥ j2M 1 00

RouterC(config)#terface 100
RouterC(configf-[lo0])#no shutdown
RouterC(configf-[lo0])#ip address 3.3.3.3/32
RouterC(configf-[lo0])#exit

917243 | Offstes?2ls] &OLh lzls, fddjdvsh g2y fod Lk

RouterC(configlf route 1.1.1.1/32 198.18.1.1

91725 utntOdzdlsj dzOMes2Sd
RMY Gdz' L 22 Is jwrit sndgedzh 2" NS 60dzgj ded @ dzOMlstetsj & dzO

9173 1 650 j 6C O dzOMlss ¢
91731 1" fsdzdzqdlsj ping&O8H & RAterfz@dz" § oo j 6Cd yj dzs

COyj e ts ftsRoutdrazj dzd w

PING 3.3.3.83.3.3.3) 56(84) bytes of data.

64 bytes from 3.3.3.3: icmp_seq=1 ttI=63 time=2.92 ms
64 bytes from 3.3.3.3: icmp_seq=2 ttI=63 time=1.97 ms
64 bytes from 3.3.3.3: icmp_seq=3 ttI=63 time=1.94 ms
--- 3.3.3.3 ping statistics-

3 packets transmitted, 3 rece2d, 0% packet loss, time 4ms
rtt min/avg/max/mdev = 1.942/2.274/2.917/0.457 ms

91732 1 " f sdzdzd Isj téptugPethz z ®RQUterBH dzv O dzOdzdL O IstcOW d

tcpdump: verbose output suppressed, useor-vv for full protocol decode listening on eth2, litype EN1OMB
(Ethernet), capture size 262144 bytes

07:57:09.158719 ARP, Request wias 198.18.1.1 tell 198.18.1.2, length 46
07:57:09.158786 ARP, Reply 198.18. %t 84:3f:bb:00:00:38, length 28

07:57:09.164879 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 5423, length 64
07:57:09.165372 IP 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 14723, seq 6, length 64
07:57:10.166472 1P 198.18.1.1 > 3.3.3.3: ICMP echo request, id 14723, seq 7, length 64
07:57:10.166962 IP 3.3.3.3 > 198.18.1.1: ICMP echo reply, id B€p3, length 64
07:57:11.168089 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 14723, seq 8, length 64
07:57:11.168588 IP 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 14723, seq 8, length 64
07:57:11.193909 LLDP, length 328: EX308CK/ C

9 packets captura

packets received by filter
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packets dropped by kernel

9.17.33 |1 " f sdzdzed Isj shdwdp@amRektions statistics dz@RouterB H dzv ff tetso j to
MisOldmisd ¢ d

ipvd 2icmp 1 23 src=198.18.0.2 dst=3.3.3.3 type=8 code=0 id=14723 packets=38 bytes=3192 src=3.3.
dst=198.8B.1.1 type=0 code=0 id=14723 packets=37 bytes=3108 mark=0 zone=0 use=2

9.18 1 OMsties?2C O Destination NAT

9181 [ dMOded §j deOMbtcts?2 Cd

s0OC S OLQdety Bz COyjMmlsea, thdseods 7 EkMmistots?2 Mk
mMitadmMdzr » BROwh-Ralstfe OBstcRout er B d Router C.

10 EMmktets?2 Mise OR RouterA, Router B-dgzls Rt j 2mM'C
ZOL 2Oy j@E tc jIfPO. 1 teWw iisets MisMjHMIisea © d&3j yHEZ Router A

10 RouterB dgOfflstetsj dzO@ Isjrndesdzscdw Destinatio
fsL ojslszy ff sdzkz yOls HsfMiskzd dL oeodzgjhdzgj?2 Mmdlsd dz0O o dalz
odzj "dzgdd3 OHtjMsdz d stz StcOdhdzdickz | e s EMistcts?
ZORtsHIsMw ots o dzzlstej dzdzj 2 MJjlsd. Router B §tsHCdz¥ Yy

BHyTpeHHsA BHewwHAsA
noaceTb noaceTb
RouterA RouterB RouterC
192.18.0.0/24
O goooo .. 0 oooo IREERINER —.. 0 ooog
2'n pooo =0 poon =0 poon
eth1 eth1 eth2 eth2
Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
100: 1.1.1.1/32 l00: 3.3.3.3/32

tdmMz@8 & n ] BO dOMistes2¢d Destinati on NA

9182 ClsOf ' dOMbtes2¢d fmjlsd

91821 I s2Hdlj o tjydd CchktsBOd dts?2 SCtdidckzto:
ZOfMistets? § t52

ltoed dz2OMbstets2Cj Mjlsjotsets tsBBtkzHS Odegdw, tSHdzd
Cod¥ dekteOydtsdzdzr 2 toj y dd3. s tsdlilsfts zsOdidi sdadz’ & wd B o
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MstetsC d . ) CosdzW e zteOydsdzdetsdz  toj  d d3d 35y dzts gL
BOtwh tclzlsdL Oyde , & jH sl OdizsiB®EOd3j ster EMmistets?2 Mise .
9.1822 | OfMmlstets2Isj Router A
9.18221 1 OfMmlstes2Isjy ddzlsj teWw j 2 mr et h1l

RouterA(config)iterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#ip address 198.18.0.2/24
RouterA(configf-[eth1])#exit

918222 | Offlstes?2lsj ddzgsjte¥ j2Mm 1 00

RouterA(config)iterface 100
RouterA(configf-[lo0])#no shutdown
RouterA(configf-[lo0])#ip address 1.1.1.1/32
RouterA(configf-[lo0])#exit

918223 | Oflstes?2lj MsOdyjMSks &EOLh tklsdL Oyd*

RouterA(configip route 3.3.3.3/32 198.18.0.1
RouterA(config)ip route 198.18.1.0/24 198.18.0.1

9.1823 | OMmlstets21Isj Router B
9.18231 1 OMmlstes2Isj ddzlsjteW j2mM" et hl d et h?2

RouterB(config)ititerface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#descriptionINSIDE
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 198.18.0.1/24
RouterB(configf-[eth1])#exit
RouterB(config)itaterface eth2
RouterB(configf-[eth2])#description OUTSIDE
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#ip address 198.18.1.1/24
RouterB(configf-[eth2])#exit

918232 | Oflstes2lj MsOdyjMSks &EOLh tklsdL Oyd*
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RouterB(config)i route 1.1.1.1/32 198.18.0.2
RouterB(config)i route 3.3.3.3/32 198.18.1.2

918233 | Ot § 0o d kO Ist @ddjdrdydd FOiHE] fiptso  oc

RouterB(config)ith accesdist DNAT1 destinationip 198.18.1.1/32 protocol tcp
RouterB(config)destinationports 1023

RouterB(config)i#h nat accesdist DNATL1 destination ip 1.1.1.1 port 22 position 10
RouterB(config)i#h connectons statistics on

RouterB(config)énd

9.1824 | OMmlstets21Isj Router C
9.1824.1 {1 OMmistes21Isjy ddzlsj teW j2m" et h?2

w2 dzii § NI iat&facs &he3 o |

w 2 dzii S NZlifge®2))ynd shadown

w2 dzii § Ntifget2))yipFatidiess 198.18.1.2/24
w2 dzii § NJifdeth2))yekith 3

9.18.24.2 | OfflsteE s teW j 2 | 00

RouterC(config)#terface 100
RouterC(configf-[lo0])#no shutdown
RouterC(configf-[lo0])#ip address 3.3.3.3/32
RouterC(configf-[lo0])#exit

918243 1 Offlstes2lsj MisOdyjMSks &EOLh tklsdL Oyd*

RouterC(configl route 1.1.1.1/32 198.18.1.1

9.1825 utshtcOdaPdnjstets? §
RMYE Sdz L 22 Is jwrite sndgBedzh lzv MR e Odzj dzd v dzOMilstetsj €  dzO

9183 1 tetso j S O dzOMbstets €
91831 I " f sdzded Isj shasvdg®d datt BzORouterB H dzv ftetse J G d MEsi
f c@o d dzO
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Chain PREROUTING (policy ACCEPT 0 packets, 0 bytes)
#  Pkts Bytes  Action Rule config
0O 0 O First IP: 1.1.1.1 Port: 22 dst:198.18.1.1/32 dp: 1023 prot: 6 Action: dnat

9.1832 10 EMmisdisy Elkdddlskz, sshradmm@dsg. 8.1.9 mods®0231dzO
RouterC, H tkw € izt y JjRizdierA, € d M tsdz' L RouterBOH tc j )

9.1833 10 EMmiIsdlIsJ ilsd dzd s iz, pdiinp detdze| o dROUedBO dzHHIAZW
OdzOdzdL O Mjlsjosetts StcOWJdE O

tcpdump: verbose output suppressed, useor-vv for full protocol decode

listening on eth2, linkype EN1OMEEthernet), capture size 262144 bytes

08:35:28.574449 IP 198.18.1.2.36262 > 198.18.1.1.1023: Flags [S], seq 1123643842, win 29200, option:
1460,nop,nop,sackOK,nop,wscale 7], length O

08:35:28.575569 IP 198.18.1.1.1023 > 198.18.1.2.36262: Flage3032896446, ack 1123643843, win 29.
options [mss 1460,nop,nop,sackOK,nop,wscale 4], length O

08:35:28.576084 IP 198.18.1.2.36262 > 198.18.1.1.1023: Flags [.], ack 1, win 229, length O
08:35:28.576922 IP 198.18.1.2.36262 > 198.18.1.1.1023: Flage{P1}22, ack 1, win 229, length 21
08:35:28.577878 IP 198.18.1.1.1023 > 198.18.1.2.36262: Flags [.], ack 22, win 1825, length 0
08:35:28.611818 IP 198.18.1.1.1023 > 198.18.1.2.36262: Flags [P.], seq 1:22, ack 22, win 1825, length :
08:35:28.612330 IP 8918.1.2.36262 > 198.18.1.1.1023: Flags [.], ack 22, win 229, length O
08:35:28.613047 IP 198.18.1.2.36262 > 198.18.1.1.1023: Flags [P.], seq 22:1534, ack 22, win 229, lengt
08:35:28.614042 1P 198.18.1.1.1023 > 198.18.1.2.36262: Flags [.], ackitb2@14, length 0

9.1834 | " f sdzded Isj <shasvdp@omRektions statisticsH dzv f tctseo j G d MMls
dz@outerB

ipv4 2 tcp 6 431943 ESTABLISHED src=198.18.1.2 dst=198.18.1.1 sport=36262
dport=1023 packets=18 bytes=3225 src=1.1.1.1 dst=198.18.1.2 spaifreP236262 packets=20 bytes=3633
[ASSURED] mark=0 zone=0 use=2

91835 1 Offstes2¢ 0 MudlsOjlmw or § sdzdzj dedzs?2 bk fg j b
steOdzfdzy yqd d DDATE § isB & dzs yj dzgsh dePts Outejf 198. 1. 1.1
fijttjftcOodv jlsmy d&O OHLjf 1.1.1.1 el 22.

9.19 1 OMistets 2 € OasduArdde m

9191 [fdMOded § dzOMIstets2 §
s0OC S OLQdety EfR® COyjMmlse, thdtseods 7 EkfMmistots?2 Mk
mMitoadmMdzr » BROwh-Ralstfe OBstcRout er B d Router C.
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10 kMt Mise OR Router A, Rout er Bk-ddizls RoWt i 2MC
ZOL 2Oy jQ@E tc jIfPO. 1 teWw iisets MisMjHMIisea © d&B3j yHE Router A

1 © RouterB ZOMmistets j dzO Isj mndesdzse dw §NsA T ts dkbajsl
ftoj sBtcOL soOwt®jstHO | PL o dzlzlstcj dzdzj 2-OMtg Jsff. o Bo v dzg M Azd P
RouterB dqwdzobkswdqiistcj dzdzj 2 MmJjIsd. RouterB fftHCdz
odzj "dzj 2 MmdIsd.

BHyTpeHHss BHewHssn

nogceTtb nogceTb
RouterA RouterB RouterC

192.18.0.0/24 192.18.1.0/24
~ . B 2000 0 0000 ~.. 0 gooo
=0 ooon ='pn ooon =0 poon
eth1 eth1 eth2 eth2

Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
100: 1.1.1.1/32 100: 3.3.3.3/32

tdmz@ &R j BO dOMstets2¢d NAT masquar ad

9.192 CIsOf " dzOMstets?2¢d My Isd

9.1921 I ts2HdIsy ) teijydd3s ¢ dztsB Odz' dzts 2 CodW de ztc O
ZOMmilstets2 € 52

l1tod dOMiNgtsY Siscts tSBBKEHEB Oded W SHdzdd3 dL G dzO
CsdWJezteOydsdede 2 ted y d ds. s s-WistE s ddi sdadz” & B d oiH o
Mstets € d . ) CodWdekzcOydodzdzsdyz tod X d d3d B3y dzts gL
BOth tczlsdL Oyde, BJjLtSf OMmidstyls! Ciflswtegldg . f OtcOd3

9.19.22 | Ofmlstets2Isj Router A

9.19.221 1 OMmMbstes2Isjy ddelsj W j2fm et hl

RouterA(config)iterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#ip address 198.18.0.2/24
RouterA(configf-[eth1])#exit

9.19.222 | Oflstets2Isj ddzsjteW j2f | 00

RouterA(config)#terface 100
RouterA(configf-[lo0])#no shutdown

1§ te m8jow 149



AzdzCydd L3 RAzMIstelzC ydw
1

t
stl1q1.465614

RouterA(configf-[lo0])#ip address 1.1.1.1/32
RouterA(configf-[lo0])#exit

919223 | Offstes?2ls] &OLh kzls, fddjdvsh g2y fod Lk

RouterA(config)i route 3.3.3.3/32 198.18.0.1

9.19.23 | OMmlstets21Isj Router B
9.19.231 1 OMmMstes2Isjy ddelsj W j2fm et hl

RouterB(config)itaterface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#description INSIDE
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 198.18.0.1/24
RouterB(configf-[eth1])#exit

919232 | Oflstes2lsj ddzsjteW j2f et h?2

RouterB(config)ititerface eth2
RouterB(configf-[eth2])#description OUTSIDE
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#ip address 198.18.1.1/24
RouterB(configf-[eth2])#exit

919233 1 Offlstes?2lsj &EOwLh tklsr, fddjd " d2mY §td

RouterB(config)i route 1.1.1.1/32 198.18.0.2
RouterB(config)i route 3.3.3.3/32 198.18.1.2

9.19.234 1 Ofmstets2Isj] Ijrmdzsdzsed NAT Masquer ade

RoutaB(config)#p accesdist 1 outinterface eth2
RouterB(config)i#h nat accesdist 1 source masquerade
RouterB(config)i#h connections statistics on
RouterB(config)énd
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9.19.24 | OMmlstets21Isj Router C
9.19.241 1 OMmstes2Isjy ddelsj W j2fm et h2

RouterC(config)#terface eth2
RouterC(configf-[eth2])#no ip address dhcp
RouterC(configf-[eth2])#no shutdown
RouterC(configf-[eth2])#ip address 198.18.1.2/24
RouterC(configf-[eth2])#exit

9.19.2.42 1 Offlstes2 s ddzsjteW j21M | 00

Router@config#interface loO
Router@configif-[lo0])#no shutdown
Routerconfigif-[lo0])#ip address3.3.3.3/32
Routerconfigif-[lo0])#exit

919243 1 Oflstes?2lsj &OLh tkls, fwddjd s d2hY fd &

Router@config#ip route 1.1.1.1/32 198.18.1.1

9.19.25 u 57 tc O dzd Mgjts 2RQ[M Is
R sdz' L 22 Is jwri sndgBeczi 2 fMsS 6 Odzj dzd v dzOMlstetsj &  dzO

9193 1 tctso jtC O dzOMistetsj €
91931 I " f sdzdzed Isj shasvdg®d datt BzORouterB H dzv  f tetse JteC d MEsi
ftcOo ddzO IsteOdzimdzy ydd

Chain POSTROUTING (policy ACCEPT 0 packets, 0 bytes)
# Pkts Bytes Action Rule config
0 0 0 i0: eth2

Action: masquerade

91932 1 O0f kfisdlsj ks dang %3.33 syt 2. 1 RolterAizO
91933 107 kfisdls] klsd digpbump &t dgGRazHers?

tcpdump: verbose output suppressed, useor-vv for full protocol decode listening on eth2, litype EN1OMB
(Ethernet), capture size 262144 bytes 23:12:11.394713 LLDP, length 328: 5SX241K
23:12:15.913459 IP 198.18.1.1 > 3.3.3GVIP echo request, id 15067, seq 1, length 64
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23:12:15.913970 IP 3.3.3.3 >198.18.1.1: ICMP echo reply, id 15067, seq 1, length 64
23:12:16.915169 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 15067, seq 2, length 64
23:12:16.915663 IP 3.3.3.3 > 19811.8: ICMP echo reply, id 15067, seq 2, length 64
23:12:17.916792 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 15067, seq 3, length 64
23:12:17.917282 |IP 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 15067, seq 3, length 64
"C

7 packets captured

7 packets reeived by filter

0 packets dropped by kernel

9.1934 | " f sdzdzd Isj shasvdp@agRektions statistics dzQRouterBH dzv  f tcts9 | to
MsOIsdmisd ¢ d

ipv4d 2icmp 15 src=1.1.1.1 dst=3.3.3.3 type=8 code=0 id=15067 packets=3 bytes=252 src=3.3.3.3
dst=198.18.1.1 type=6ode=0 id=15067 packets=3 bytes=252 mark=0 zone=0 use=2

920 1 OfMktes2¢ 0O VRF Lite

9201 [f dMOdedj dzOMistets?2 €

sO¢ COoLQdey EHz® COydmlse] thdsedr » EMmltes?2 Mk
Mdtwcadmder » RFOtch-Ralsge OBstcRauterCer B (

10 EMmMstes2Mlso ©Of Router A, Rou®OerBmM@. Rbtet dfs € s dzf
B3J yHEZ Router A d RouterC dgjls.

1 O Router B &ZzOmistets§ dzO ISJ mn dzgsdzts G d W VRF Lite
YdLrduyudi mMSd2 BOhtekzlsdL Olsste dzO dzj MEtsdz! €5 dzsedud MS

RouterA RouterB RouterC
'O oooo 192.18.0.0/24 'O ooog 192.18.1.0/24 'O oooo
S p ooon ='n pooo S n ooon
eth1 eth1 eth2 eth2
Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ip vrf RouterA Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2124

Ip vrf RouterC

tdmMz8I®E - j BBO dzOMIstets?2¢d VRF Lite
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9202 ClkOf " d&OMistes2¢d Mmjilsd

92021 Is2Hdlj] o tjydd CchtsBOd dts?2 S(tdidckzto:
ZOMistets2 § t52

l1tod dzOfMlstets?2Cj Milsjoscets tBtstckzHtso OdedwV, tsH dzd o3

CesdW deoztcOyd cdees2eW 6 Ff Gy d sdzelzr 96 toigmdfag dL  toj ) d BB e

MstetsC d . J Codel e ztcOyd sdedets s tej 3 d d3d By dzts gL«

BZOteh elzlsdL Oyde, BJLBYOMdsMis:  Httkzed] OO Ister
9.20.22 1 OMbstes2Isj detalb j ®&ujeAfm

RouterA(config)iterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#ip address 198.18.0.2/24
RouterA(configf-[eth1])#exit

9.20.23 | OMmlstets21Isj Router B
9.20231 1 OL d2Oy* sy 1+ €L J Bf &zwte* VPN Routing For wa

RouterB(config)# vrf RouterA
RouterB(configyrf)#exit

RouterB(config)# L] @NF w2 dzi SNJ
RouterB(configyrf)#exit

920232 | Offstes?2lsj ddzsjte¥ j2fmr ethl d et h?

RouterB(config)ititerface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#ip vrf forwarding RouterA
RouerB(configif-[eth1]}#no shutdown
RouterB(configf-[eth1]}#ip address 198.18.0.1/24
RouterB(configf-[eth1])}#exit
RouterB(configjinterface eth2
RouterB(configf-[eth2])#ip vrf forwarding RouterC
RouterB(configf-[eth2]}#no shutdown
RouterB(configf-[eth2]}#ip address 198.18.1.1/24
RouterB(configf-[eth2]#exit

9.20.233 | OMis tc &3O tefldcd d3j dzv & § & ks O dzts o fgdg jlad o dzj dad v
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RouterB(config)i route vrf RouterA 1.1.1.1/32 198.18.0.2 ethl
RouterB(config)i route vrf RouterC 3.3.3.32 198.18.1.2 eth2
RouterB(config)énd

9.20.24 | OfMmlstets2Isj Router d
9.20.24.1 1 OfMMlstes2Isjy ddzlsj teWw j 2 mr et h2

RouterC(config)#terface eth2
RouterC(configf-[eth2])#no shutdown
RouterC(configf-[eth2])#ip address 198.18.1.2/24
RouterC(configf-[eth2])#exit

9.2025 u T tcOdEPjstets? ¢ d
RMYE Sdz L 22 Is jwrite sndgBedzh 2 MR e Odzj dzd v dzOMilstetsj €  dzO

9203 1 tetso j 6C O d&zOMistets €

9.2031 1" f sdzdzd Isj  shdasd3 dgH RouterA dzO RouterB H dzW ftctse j to
MsLHOddEses 1 CL j &3 dzv tc O

VRF RouterA, FIB ID 1
Router ID: 198.18.0.1 (automatic)
Interfaces:

ethl
VRF RouterA; (id=1); RIP is not enabled
VRF RouterA; RD is not defined
Interfaces:

ethl
No export VPN routgarget community
No import VPN routéarget community
No import routemap

9.2032 I " f sdzdzd Is § Shewiz GpdarflzRouterC  dzO RouterB H dzw ftotso j t
MsLHOddses 1 CL j &3 dzv tc ©

VRF RouterC, FIB ID 2
Router ID: 198.18.1.1 (automatic)
Interfaces:

eth2
VRF RouterC; (id=2); RIP is not enabled
VRF RouterC; RD is not defined
Interfaces:
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eth2
No export VPN routgarget community
No import VPN routéarget community
No import routemap

9.20.33 | " f sdzdzed Isj  Shtowlip daute dzORouterB Hdzw  f tetse jteC d Is

BOteh clzlsdL Oydd

Codes: kkernel, G connected, S static, R- RIP, BBGP
O- OSPF, IAOSPF inter area

N1- OSPF NSSA external type 1 @EBPF NSSA external type 2

E1l- OSPF external type 1, EQSPF external type 2
i -1SIS, LEISIS levell, L2- ISIS level, ia- ISIS inter area
* - candidate default

IP Route Table for VRF "default"

C 127.0.0.0/8 is diretly connected, lo

Gateway of last resort is not set

92034 )" fsdzdzdlsj § tsd3OdzH Iz
0B ddy' &OLh tklsdL Oydd VRF

Codes: Kkernel, G connected, Sstatic, R- RIP, BBGP
O- OSPF, IAOSPF interraa

show dZOp Roat tee Bv HidzW R ¢
Router A

N1- OSPF NSSA external type 1 @ESPF NSSA external type 2

E1l- OSPF external type 1, EQSPF external type 2
i -1SIS, LEISIS levell, L2- ISIS level, ia- ISIS inter area
* - candidate default

IP Route Tablfor VRF "RouterA"

S 1.1.1.1/32[1/0] via 198.18.0.2, ethl

C 198.18.0.0/24 is directly connected, ethl

Gateway of last resort is not set

92035 ' fisdzdzdlsj € tBOdHLE
kOB d&dy' &OhtksdL Oydd VRF

Codes: kkernel, G connected, Sstatic, R RIP, B BGP
O- OSPF, IAOSPF inter area

show ip route wvrf R«

Routerwu

N1- OSPF NSSA external type 1 ®SPF NSSA external type 2

E1l- OSPF external type 1, EQSPF external type 2
i -ISIS, LE ISIS levell, L2- ISIS level, ia- ISIS inter area
* - candidate default IP Route Table for VRF "RouterC"
S 3.3.3.3/32 [1/0] via 198.18.1.2, eth2
C 198.18.1.0/24 is directly connected, eth2
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Gateway of last resort is not set
921 1 Oftpss2 € © VRF Lite | Pve6

9211 [ dMOdedj dOMIstets? ¢ d

sOC ftCOLQday BHz® COyYjMmlsej shmdsedy n kflstets?2 il
Mdtwcadmder » BROtch-RaleOBstcRout er B d RouterC.

10 EMtes?2 Miseo ©OF Rout erdZOfMmisReasyi@rF c BiPd. Rbist s €5
B yHEZ Router A d RouterC dzjls.

10 RouterB dzOfftetsj d&zZ0 Isjrdatsdzsedw VRF Lite |
Ydrdud M d?2 BOthtkzlsdL Olsste dzO dzi MEsdzr €5 dzsedyd M&

101:101::11128 l01:102::11128

RouterA RouterB RouterC

'O oogo .0 ooog .0 oogo
=0 oooo X ot ='p ooon 3 oth2 =:pn pooo

2000::2/64 ip vif RouterA 2001::2/64

ip vrf RouterC

tdmMz8® - j BOSEOMHSd VRF Lite [ pve

9212 ClOfr dzOMlts? ¢ d

9.21.21 1 s2HdIs§ ) teiddz ¢ dztsB Odz dats 2 Csd¥W e ztc O
ZOMistets2 € 52

ltcod dz2OMlstets?2 ¢ Mijlsjotscts BBBtozHBo Odzgdw, Hddd X
CsdW e zteOydsdeder 2 toj y dd3. s sdWes ztsOd|dE s dadsts 30 gzj cizis o
Mistets$ d . J CsdWdekztecOydsdedzsds tej 3 d d3d d3ts ) dats gL
BOth celsdL Oyde, BJjLtsfOMdsmis:  Httkedy §OttOd] Ister

9.21.22 | OMmlstets2Isj Router A

921221 1 OMmMlstes?2Isjy ddelsj W j23fm ethl

RouterA(config)ihterface ethl
RouterA(configf-[eth1])#no shutdown
RouerA(configif-[eth1])#pv6 address 2000::2/64
RouterA(configf-[eth1])#exit
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921222 1 Offstes?2lsj ddasjte¥W j2Mf | ol

RouterA(config)iterface lol
RouterA(configf-[lo1])#no shutdown
RouterA(configf-[lo1])#ipv6 address 101::1/128
RouterA(configf-[lo1])#end

9.21.23 | OMmlstets21Isj Router B
921231 utsLHO2Is] odtlskzOdz dz@ 2 ®BOwhtelkzlsdL Olstste Rou

RouterB(config)# vrf RouterA
RouterB(configyrf)#exit

921232 utsLHO2Is] odtlskzOdz dz@ 2 ®HBOwhtekzlsdL Olstste Ro u

RouterB(config)it vrf RouterC
RouterB(configyrf)#exit

921233 | Offlstes?2lsj ddzsjte¥ j2f et hl

RouterB¢onfig)#nterface ethl
RouterB(configf-[eth1])#ip vrf forwarding RouterA
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ipv6 address 2000::1/64
RouterB(configf-[eth1])#exit

921234 | Offstets?2lsj ddzsjte¥ j2f et h2

RouterB(config)itaterface eth2
RouterB(configf-[eth2])#p vrf forwarding RouterC
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#ipv6 address 2001::1/64
RouterB(configf-[eth2])#exit

9.21.235 1 Offlstets?2lsj VRF ®&Oth ttkls Router A

RouterB(config)i#pv6 route vrf RouterA 101::1/128 2WD::2 ethl
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9.21.236 1 Offlstets?2Ilsj VRF ®&Othtkls RouterC

RouterB(config)i#v6 route vrfRouterC 102::1/128 2001::2 eth2

9.21.24 | OfMmlstets21Isj Router C
921241 1 OMmstes21Isjy ddelsj W j23fm et h2

RouterC(config)terface eth2
RouterC(configf-[eth2])#no shutdown
RouterC(configf-[eth2])#pv6 addess 2001::2/64
RouterC(configdf-[eth2])#exit

921242 1 Oflstes2lsj ddzsjteW j2f | o1

RouterC(config)#terface lol
RouterC(configf-[lo1])#no shutdown
RouterC(configf-[lo1])#ipv6 address 102::1/128
RouterC(configf-[lo1])#end

92125 utsnteOddl] dOfkies? Cd
RMY Sdz L 22 Is jwrite sdg@edzh 20 MsRteOdzgj dgd v OMistetsj &  dzO

9213 1 tetse JtoC O dzOMistetsj €
92131 I " §f sdzdzedIlsj shawdg@eizrolre dzORouterB HdzW o' 9 sSH O dzO
sOB dzd yr &BOh clzlsdL Oydd

IPv6 Routing Table
Codes: kkernel, G connected, S static, R- RIP, BBGP
O- OSPF, IAOSPF inter area
N1- OSPF NSSA external type 1 REBPF NSSA external type 2
E1l- OSPF external type 1, EQSPF external type 2
i -ISIS, LE ISIS levell, L2- ISIS level, ia- ISIS inter area
Timers: Uptime
IP Route Table for VRF "default"
C ::1/128 via ::, lo, 00:44:08

92132 |l " fsdzdedlsj SCtsdBOdgHEz show i pv6 route vrf
sOB dzd yr d@Otwh tezlsdL ©ydd VRF Router A
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IPv6 Routing Table
Codes: kkernel, G connected, Sstatic, R- RIP, BBGP
O- OSPF, IAOSPF inter area
N1- OSPF NSSA external type 1 @EPF NSSA external type 2
E1- OSPF external type 1, EQSPF external type 2
i -ISIS, LEISIS levell, L2- ISIS level, ia- ISIS inter area
Timers: Uptime
IP Route Table for VRF "DUT1"
S 101::1/128 [1/0] via 2000::2, eth1, 00:34:03
C 2000::/64 via ::, ethl, 00:36:03
C fe80::/64 via ::, eth1, 00:36:03

92133 I " f sdzdzgdds@QdzHSls s how i pv6 rout e
sOB dzd yr diOth tekzlsdL ©ydd VRF RouterC

IPv6 Routing Table
Codes: Kkernel, G connected, S static, R- RIP, BBGP
O- OSPF, IAOSPF inter area
N1- OSPF NSSA externgbé 1, N2 OSPF NSSA external type 2
E1l- OSPF external type 1, EQSPF external type 2
i -ISIS, LEISIS levell, L2- ISIS level, ia- ISIS inter area
Timers: Uptime
IP Route Table for VRF "DUT3"
S 102::1/128[1/0] via 2001::2, eth2, 00:32:02
C 2001::/64 via ::, eth2, 00:35:40
C fe80::/64 via ::, eth2, 00:35:39

9.21.34 1" f sdzdzd Isj pintgslBO:tanf RouterA dzGRouterB H dzW
Hsflskzf desflsd 101: : 1

PING 101::1(101::1) 56 data bytes

64 bytes from 101::1: icmp_seq=1 ttI=64 time=1.03 ms

64 bytes from 101::1: icmp_seq=2 ttI=64 time=1.01 ms

64 bytes from 101::1: icmp_seq=3 ttI=64 time=0.975 ms
---101::1 ping statistics-

3 packets transmitted, 3 received, 0% packet loss, time 4ms
rtt min/avg/max/mdev = 0.975/1.005/1.034/0.035 ms

9.21.35 | " f sdzded Isj pintgslB®:tlanf RouterC dz@RouterB H dzw
HsmMiskzy dzsmisd 102: : 1

PING 102::1(102::1) 56 data bytes

vr f Rout e

9" asHO dzO

9" 9tSHO dzO
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64 bytes from 102::1: icmp_seq=1 ttI=64 time=1.03 ms
64 bytes from 102::licmp_seq=2 ttI=64 time=0.976 ms
64 bytes from 102::1: icmp_seq=3 ttI=64 time=0.958 ms

---102::1 ping statistics-
3 packets transmitted, 3 received, 0% packet loss, time 4ms
rtt min/avg/max/mdev = 0.958/0.989/1.033/0.031 ms

9.22 | Ofls tc tPlIcPBased Routing dz0 s i dBs@Hjte j MO d Mlssydzd € O

9221 [ dMOdedy deOMbtcts2 Cd

sO¢C ¢ OLQdey diiz® COydMmlse) thdsedy » EMmlstes?2 Mk
mMitadmMdzr » BROwh-Ralstfe OBstcRout er B d Router C.

[ JyHE Emistcts? Mise Od3q RJutRo W, er Boudz@miBis s § dzO
BOteh tclzlsdL Oydw . stsmjHmMlsets dOMKOdo Oj IsMmw & YHE R
ltovdlisets MmMjHMlsea ®© d&jyHE RouterB d RouterC dzjls
dqdals j e j 2", dOutlePPded (Y BHday Hzlsj e g P Mmack

10 RouterA dOmMbtctsj dzO@ Isj n desdzse W Po FGHceyj M Ba
dMmlssyded ¢ O.

RouterB RouterA RouterC
SREEEEN ethi ethi SREEEEN oth2 eth2 e
Ipv4: 198.18.1.2/24 Ipv4: 198.18.1.1/24 192.18.2.1/24 Ipv4: 198.18.2.2/124

101:2.2.2.2/32 l01:1.1.1.1/32 101:2.2.2,2/32

{dMzdti®@t j 50 dzOMmlsts?2 Cd PBRE 490 sigss j dzd O

9222 ClsOfr dzOMbtes2¢d fjlsd

92221 Is2Hdlj] o tjydd CchktsBOd dts?2 S(tdf fefco:
ZOMistets? § 52

ltod dz2OMbstets?2Cj Mjlsjotsets tsBBtkzHSs Odegdw, tsHdzed
Codzf JezteOydsdedz 2 toj ydd3. s ts-VlE zOddisdadz’ & Bd B o
flstetsC d . J CodW dekzteOydsdadzsds toj y d 63§ By dzs  dL
BOwh clgfdL, OB j L s Ofdesmls! d Htekzedj §OwLO®RjIster EMlsts
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92222 1 Oflstes2Ilsj Router A
922221 1 Oflstes2lsj ddzsjteWj2Mmr ethl d et h?

RouterA(config)iterface ethl

RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#p address198.18.1.1/24
RouterA(configf-[eth1])#exitRouterA(config)iterface eth2
RouterA(configf-[eth2])#no shutdown
RouterA(configf-[eth2])#ip address 198.18.2.1/24
RouterA(configf-[eth2])#exit

922222 usLHO2] d dOMstEeREHEY j2Mmpback

RouterAconfig#interfacelol
RouterAconfigif-[lo1])#no shutdown
RouterAconfigif-[lo1])#p address1.1.1.1/32
RouterAconfigif-[lol])#exit

922223 VS Oy dlsj ®Oth tkls His MRIEB2. 2. 2.2/ 32 yjts

RouterAconfig#ip route 2.2.2.2/32 198.18.1.2

9.22224 1 OMlstets?2 Is Rou@iICIE Off h dzte L 5 EZd@isdzyOdeds d ME
21.1 Offstes?2Isjy PBR d ESO3dlky dMmktsydd¢k 1.1.1.1/ 32

RouterA(config)# route 0.0.0.0/0 198.18.2.2 table 21
RouterA(config)i accesdist PBR_SRC_IP sourceip 1.1.1.1/32
RouterA(config)ip policy rule accestist PBR_SRC_IP output lookup 21

92223 1 Offlstes2lsj Router B
922231 | Oflstes2lj ddzsjteWj2f ethil

RouterB(config)itaterface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 198.18..2/24
RouterB(configf-[eth1])#exit
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922232 usLHO2] d dOMsteREEY j2Mmpback

RouterBconfig#interfacelol
RouterBconfigif-[lo1])#no shutdown
RouterBconfigif-[lol])#ip address2.2.2.2/32
RouterBconfigif-[lol])#exit

922233 VC Oy dlsj RO delgjlszy,s h 2w §tod kflsOdase dzj da

RouterBconfig#ip route 1.1.1.1/32 198.18.1.1
RouterEconfig#end

9.2224 1 Ofmlstets2Isj Router d
922241 1 OMmlstes21Isjy ddelsj W j23fm et h2

w2 dzii S NJ ibté&facs &thi23 0 |

w 2 dzii S NZJifget2))yn® shadown

w 2 dzii S NZifde2))yipfatidBess 198.18.2.2/24
w 2 dzii S NZifdet2))yeXith 3

922242 utsLHO2Is] d dOmMsttkzRBBHEY ] 2Mmpback

RouterC(config)#terface lol
RouterC(configf-[lo1])#no shutdown
RouterC(configf-[lo1])#ip address 2.2.2.2/32
RouterC(configf-[lo1])#exit

922243 LV C Oy ¥OJch tokls, Goddjdvs h g2 My fted khsOdsoe

RouterC(configf route 1.1.1.1/32 198.18.2.1

92225 usntOdkdls] d&OMkts?2Cd
RMY sdz' L 22 Is jwrite sndg@eczh 2 fMsH 6 Odzj dzd v  dzOMlstetsj &  dzO
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9223 1 tctso J € O dzOMistetsj €
92231 I " fsdzdedIsj pintg d2Q &R source 1.1.1.1 dzO RouterA, YlstsB ’
EBjHdls! ifw, ylsts IstcOW S § tsfmdzj { tcRpdigrClzj dedw § tsdzdIsd ¢

PING 2.2.2.2 (2.2.2.2) from 1.1.1.1 : 56(84) bytes of data.
64 bytes from 2.2.2.2: icmp_seq=1 ttl=64 time=1.08 ms
64 bytes from 2.2.2.2: icmp_seq=2 ttI=64 time=1.04 ms
64 bytes from 2.2.2.2: icmp_seq=3 ttI=64 time=0.971 ms

92232 1" f sdzded Isj t€ptugE® dthzz dFuterC H dzw Odz0dzdL © Mg
stcOW ¢ O

tcpdump: verbose output suppressed, useor-vv for full protocol decode

listening on eth2, linktype EN1OMB (Ethernet}apture size 262144 bytes
01:40:25.345345 1P 1.1.1.1 > 2.2.2.2: ICMP echo request, id 15267, seq 4, length 64
01:40:25.345400 1P 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 15267, seq 4, length 64
01:40:26.346493 IP 1.1.1.1 > 2.2.2.2: ICMP echo request, id 1865, length 64
01:40:26.346578 1P 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 15267, seq 5, length 64

9.23 1 Ofyls tc PDlfcPBased Routing dz0 s dBEsDHjte j MO dzOL dzOyj dzed W

9231 [fdMOdedj dzOflstets2 ¢ d

SOC 6 OLUQdiy dilz® GPMlso,] GhMdsedr 7 bkilstes2 fise
mMdtwcadmder » BROtch-Ralse OBstcRout er B d RouterC.

[ dYHE EMmlstets? Miso Odzd Router A, RouterB d R
BOteh tezlsdL Oydw. wsMmjHMmlsets dzOMstceOdo Oj Ismw d&Bj yHE F
l tovw d3tfipnj HiMlsoa © a3 Y HEZ RouterB d Router C dzjls. 1
dqdalsj oW j 2 Mmr , deOutlzPlPdetf § BrHdz bzls jict 9P Mma c K

10 RouterA dOmMbtetsj dzO@ Isj n desdzse W Po FGOHceyj B a
dzOL dzOyJ dzd W .
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RouterB RouterA RouterC
O ooog O ooog O ooog
= 0 oooo e eth1 =' 0 0000 PR eth1 =‘0 0ooo
Ipv4: 198.18.1.2/124 Ipv4: 198.18.1.1/24 192.18.2.1/24 Ipv4: 198.18.2.2/24
101:2.2.2.2/32 101:1.1.1.1/32 101:2.2.2.2/32

tdmMezddd @ =~ j BO dz2OMstets?2 $d PBRtc J400 siz@asaz® yJ &d W

9232 ClOfr dOMlses2¢d Mmild

92321 I s2Hudlkj o twjiydd cdseBOd ds?2 S(sdidckzeo:
ZOMies? ¢ 52

) o dOMlses2¢Cj Mjlsjoscts GBkHso Odd™, ©Hdzdds
Cd e kteOYydsdadz 2 btdgiOnyifds dzdg Bdgitsfss dsdis ddz L oy d Bsoe
fMstetsSd. | StdVidcktOoydddasd tojyddsj  dstsy dats L o
BOth tezlsdL Oyds, BjLfOMdshs! d Hiskzed] § OO sts’

92322 1 Offstes2lj Router A

923221 | Offlstes2lsj ddzsjteWj2fr ethl d et h?

RouterA(config)ihterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#ip address 198.18.1.1/24
RouterA(configf-[eth1])#exit
RouterA(config)iterface eth2
RouterA(configf-[eth2])#no shutdown
RouterA(cofig-if-[eth2])#p address 198.18.2.1/24
RouterA(configf-[eth2])#exit

923222 1 Offstes?2lsj ddzasjte¥W j2Mf | ol

RouterA(config)iterface lol
RouterA(configf-[lo1])#no shutdown
RouterA(configf-[lo1])#ip address 1.1.1.1/32
RouterA(configf-[lo1])#exit
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923223 VS Oy dlsj ®Ohtkls Hts MRIEB2. 2. 2.2/ 32 yjts

RouterA(config)i route 2.2.2.2/32 198.18.1.2

923224 1 Oflstes?2 s ROURICE Off Nz L 68 bEdsdyOdds d Me
21. 1 0MPBRE2 REOYdIs] ftd OHtjMj dOL dzOyj ded™ 2. 2. 2

RoutaA(config)#p route 0.0.0.0/0 198.18.2.2 table 21
RouterA(config)ip accesdist PBR_DES _IP destinationip 2.2.2.2/32
RouterA(config)ip policy rule accestist PBR_DES_IP output lookup 21
RouterA(config)énd

9.23.23 | Ofmlstets21Isj Router B
9.23231 1 OMmMistes21Isjy ddzlsj teWw j2m et h1l

RauterB(config)ihterface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 198.18.1.2/24
RouterB(configf-[eth1])#exit

923232 1 Offstes?2ls] ddzasjte¥W j2Mf | ol

RouterB(config)ititerface lol
RouterB(configf-[lo1])#no shutdown
RouterB(configf-[lo1])#ip address 2.2.2.2/32
RouterB(configf-[lo1])#exit

923233 VCOYdlj &O®N ks HE MRdGAL. 1. 1.1/ 32 yjte

RouterB(config)i route 1.1.1.1/32 198.18.1.1
RouterB(config)énd

9.2324 | OMmMlstets?2Ilsj Rout er d
923241 1 Olftets?2 sy ddzlsj teWw j 2 et hl

w2 dzii $ N iotéRos &l 0 |

1§ te m8jow 165



AzdzCydd L3 RAzMIstelzC ydw
1

t
stl1q1.465614

RouterC(configf-[eth1])#no ip address dhcp

w 2 dzii S NZJifget 2))ynd shadown

w 2 dzii S Nlifde®d 2))yipFakidiess 198.18.2.2/24
w 2 dzii S Nlifge®dP))yeXitA 3

923242 1 Oflstes2lsj ddzsjteW j2f | o1

RouterC(cafig)#interface lol
RouterC(configf-[lo1])#no shutdown
RouterC(configf-[lo1])#ip address 2.2.2.2/32
RouterC(configf-[lo1])#exit

923243 |1 Oflstes?2lj MsOdyjMSks &EOLh tklsdL Oyd*

RouterC(configlf route 1.1.1.1/32 198.18.2.1

92325 utntOddlsj d&zOMtes2Sd
RMYSdz L 22 Is jwrite sndg®edzh lzv MR tcOdzj ded v dzOMstetsj §

9233 1 o500 j 6C O d&zOMistets €

dzO

92331 | fsdzdzqlsj ping Q@A source 1. 1. 1. Routedd® ylsGB"
EBdHdl! Mw, Yt koW dSs §shdi ¢ RpdeyCz] didny sfdas dzdzly d ds

21

PING 2.2.2.22.2.2.2) from 1.1.1.1 : 56(84) bytes of data.
64 bytes from 2.2.2.2: icmp_seq-=1 ttI=64 time=1.04 ms
64 bytes from 2.2.2.2: icmp_seq=2 ttI=64 time=1.00 ms
64 bytes from 2.2.2.2: icmp_seq=3 ttI=64 time=0.945 ms

92332 | " fsdzded Isj t€ptudg® dthlz dFuterC HdzW OdzOdzd L O
kO d§ o

tcpdump: verbose output suppressed, useor-vv for full protocol decode

listening on eth2, linktype EN10MB (Ethernet), capture size 262144 bytes
12:11:03.689069 IP 1.1.1.1 > 2.2.2.2: ICMP echo request, id 14396, seqib6ken
12:11:03.689124 IP 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 14396, seq 15, length 64
12:11:04.690203 IP 1.1.1.1 > 2.2.2.2: ICMP echo request, id 14396, seq 16, length 64
12:11:04.690245 IP 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 14396, seq 16, #ength 6
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9.24 1 OMmMiste sRAIC Based Routing dzO Mhdztso | dzts i3 TERIUDH) s te Is (
dmistsydzed ¢ O

9241 [ dMOdedy dOMbtcts2 Cd

sO¢C ¢ OoLQday dlz® COydMmlse] thdseody » EMmlstes?2 Mk
MitcodMmdzr = BEOh-Ralstfe OBstcRout er B d Router C.

[ dYHE EMmlstets?2 Miso Odzd RouterA, RouterB d R
BOtch tclzlsdL Oydw . stsmMjHmMlseats dOMKOdo O sMmw &I YHE R
lwdises MsMjHMmlsoa©® djyHE RouterB d RouterC dzjls.
dqdals j e j 2y, dOutlePPded § BHday Hzlsj e g P Mmac k

10 RouterA d RouterB fMtsLHOd d dOmMbsttsjd od

10 RouterA dOfmlstetsj dzO Is jRADdzets dztw @y WdzOP aslfidatsye j B adabe
fstels® (TCP/ UDP) dfktsyddSo.

RouterB RouterA RouterC
192.18.0.0/24 192.18.1.0/24
.0 Oooo O Ooog .0 ooog
='n opooo ='n oooo ='n pooo
eth2 eth2 eth1 eth1
lo1: 2.2.2.2/32 eth2.10: 198.18.10.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
eth2.10: 198.18.10.2/24 eth2.20: 198.18.20.1/24 lo1: 1.1.1.1/32

eth2.20: 198.18.20.2/24

i dfMkda & o j 8O dzOfsies2Sd PBR dz0 shdse | desdsj o

9242 CIsOfr dzOMstets?2¢Cd MmJIsd

92421 1 ts2HdlIs§ ) teiydds ¢ dztsB Odz dats 2 CodW e ztc O
ZOMmilstets2 € 52

ltced ®@BMRIE] Mjlsjotses BttkHso Odedw, tHdzddz dL
CsdWJezteOyd sdedz 2 tej y d ds. s s-WlstE twddi sdadz” & B d oigH o
Mstets € d . ) CsdeW e ztcOydsdzdetsdz  toj y d d3d B3ts Y dats gL «
BOth cklsdL Oyde, BjLSfOh@Ehlstcr Jzmeesd fHiso .

92422 | OMmMlstets?2Ilsj Router A

924221 1 Ofmstes2Isj] ddzlsjteWw j2m et hl dd et h?2

RouterA(config)terface ethl
RouterA(configf-[eth1])#no ip address dhcp
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RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#ip address 198.18.1.1/24
RouterA(configf-[ethl])#exit
RouterA(config)terface eth2
RouterA(configf-[eth2])#no shutdown
RouterA(configf-[eth2])#exit

9.24.222 1 Ofyls to Al jj to¥ jethIlO o eth2.20

RouterA(config)iterface eth2.10
RouterA(configf-[eth2.10]}vid 10 ethertype 0x8100
RouterA(configf-[eth2.10])#ho shutdown
RouterA(configf-[eth2.10])#p address 198.18.10.1/24
RouterA(configf-[eth2.10])#exit
RouterA(config)ihterface eth2.20
RouterA(configf-[eth2.20])#id 20 ethertype 0x8100
RouterA(configf-[eth2.20])#ho shudown
RouterA(configf-[eth2.10])#p address 198.18.20.1/24
RouterA(configf-[eth2.20])#exit

924223 1 Offlstes2lsj MisOdyjMSks &EOLh tklsdL Oyd*

RouterAconfig#ip route 1.1.1.1/32 198.18.1.2
RouterAconfig#ip route 2.2.2.2/32 198.18.10.2

924224 1 OMistes2 Is jethAPA RquteyB ¢ OC h dzt L. 5 bk di3sdzyOdzd ®
sOB dzdylz 21, PBROMIEDYIg(iIsj] dMssyddSlz M §stelstsds 100 (
Moz Hizw OBAZdYy 21.

RouterA(config)i route 0.0.0.0/0 198.18.20.2 table 21

RouterA(config)ip accesdist PBR_S_PORT protocas@urceports 10000
RouterA(config)ip policy rule accestist PBR_S PORT prerouting lookup 21
RouterA(config)énd

9.2423 | OMmlstets21Isj Router B
924231 1 OMmMlstes?2Isjy ddelsj W j23fm et h2

RouterB(config)itaterface eth2
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#exit
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924232 1 Oflstes2lsj ddzsjteW j2f | o1

RouterB(config)#terface lol
RouterB(configf-[lo1])#no shutdown
RouterB(configf-[lo1])#p address 2.2.2.2/32
RouterB(configf-[lo1])#exit

924233 utsL HO2Isj d daghR s pRZPO

RouterB(config)iterface eth2.10
RouteB(configif-[eth2.10]}vid 10 ethertype 0x8100
RouterB(configf-[eth2.10])#ho shutdown
RouterB(configf-[eth2.10])#p address 198.18.10.2/24
RouterB(configf-[eth2.10])#exit
RouterB(config)iterface eth2.20
RouterB(configf-[eth2.20])#id 20 ethetype 0x8100
RouterB(configf-[eth2.20])#ho shutdown
RouterB(configf-[eth2.10])#p address 198.18.20.2/24
RouterB(configf-[eth2.20])#exit

924234 1 Oflstes2lj MsOdyjMSks &EOLh tklsdL Oyd*

RouterB(config)i route 0.0.0.0/0 198.18.10.1
RouterB(config)énd

92424 1 Ofmlstets?2Isj Router d
924241 1 OfMmilstes2Isy ddzlsj teWw j 2 et h

w2 dz(i S N it@facg &tk o |
RouterC(configf-[eth1])#no ip address dhcp

w 2 dzii S NZlifge®d 2))ynd shatdown

w 2 dzi S NZJifde])ipFakidiess 198.18.1.2/24
w 2 dzii S NZJifdet])ye¥itA 3

9.242.42 1 Oflstets? ldsjl jcPdgs j o 1

RouterC(config)#terface lol
RouterC(configf-[lo1])#no shutdown
RouterC(configf-[lo1])#p address 1.1.1.1/32

1
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RouterC(configf-[lo1])#exit

924243 1 Oflstes?2lj MsOdyjMSks &OLh tklsdL Oyd*

RouterC(config)f route 0.0.0.0/0 198.18.1.1
RouterC(configdend

92425 uwtntOddlsj dzOMstes2Sd
RMY Sdz' L 22 Is jwrit sndgedzh 2" S 60dzj ded W dzOMlstetsj & dzO

9243 1 s j 6C O dzOMlstts ¢
92431 It § sdzdzd lsj ifets ee@veprplrt 10000 bind 1 . 1. 1 .RauterdzO H dzv
fieso jteCd fesibkmMCds? mMishesdshisd o tjyddi fjtej

Server listening oM CP port 10000 Binding to local address 1.1.1.1
TCP window size: 85.3 KByte (default)

[ 4] local 1.1.1.1 port 10000 connected with 198.18.10.2 port 33725
[ID] Interval Transfer Bandvidth
[ 4] 0.010.0 sec 918 MBytes 769 Mbits/sec

92432 | § sdzdzd Isj ifets ayi@redzHlr.1.1 port 10000 bind 198 . 18. 10. 2
RouterBH d&zv ftetseo j G d ftesfzmMCdts? My sMmMsedetsMmisd o tof ) d

Client connecting to 1.1.1.1, TCP port 10000 Binding to local ssld@8.18.10.2
TCP window size: 76.5 KByte (default)

[ 3] local 198.18.10.2 port 33725 connected with 1.1.1.1 port 10000
[ ID] Interval Transfer Bandwidth
[ 3] 0.010.0 sec 918 MByes 770 Mbits/sec

92433 | fsdzdzdlsj t€ptuds® ez 2 0 ROWEEA H dzv O dzOcdzdL O fj
keO¥ SO, bkejHdlkjfMm vyt keOWdS B' d& §jtej dzOf tsOo dzj

tcpdump: verbose output suppressed, useor-vv for full protocol decode

listening oneth2.20, linktype EN10MB (Ethernet), capture size 262144 bytes

19:58:12.072820 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [S.], seq 3929972981, ack 2471004496, v
options [mss 1460,nop,nop,sackOK,nop,wscale 4], length 0

19:58:12.075426 IP 1.1.11D000 > 198.18.10.2.33725: Flags [.], ack 10221, win 3103, length O

1§ te m8jow 170



AzdzCydd L3 RAzMIstelzC ydw
1

t
stl1q1.465614

19:58:12.077406 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 16061, win 3833, length O
19:58:12.077420 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 26281, win 5110, length
19:58:12.079286 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 29201, win 5475, length O
19:58:12.079301 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 36501, win 6388, length O
19:58:12.081261 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flagsk{§1101, win 8213, length 0
19:58:12.083132 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 55481, win 8760, length O
19:58:12.083146 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 59861, win 9308, length O
19:58:12.083158 IP 1.1.1.1.1000098.18.10.2.33725: Flags [.], ack 61321, win 9490, length 0

9.25 1 OMmMiste sRAICy Based Routing dzO Mhdztso | dzts i3 TERIUDH) s te Is (
dzOL dzOy4 dzd W

9251 [ dMOdedy deOMbtcts?2 Cd

sO¢ € OLQdey ddiiz® € Oyd Mlsoe j shdceo dz' = EMlstets?2 Mk
mMitadmMdzr » BROwh-Ralstfe OBstcRout er B d Router C.

[ dYHE EMmlstets2 Miso Odzd Router A, RouterB d R
BOtch tclzlsdL Oydw . stsmjHmMlseats dzOMKOdo Oj smw & YHE R
lwdises MsMjHMmMlsoa©® djyHE RouterB d RouterC dzjls.
dqdals j e j 2y, dOutlePPded § BHday Hzlsj e g P Mmac k

1090 RouterA d RouterB fMBLHOd d dOmMisttsjd od

10 RouterA dOfmlstetsj dzO Is jRADdzets dztw @y WdzOP aslfidatsye j B adabe
fstels®© (TCP/ UDP) dzOL dzOygj dzd v .

RouterB RouterA RouterC

192.18.0.0/24 192.18.1.0/24
_ B8 0000 ~ B 0ogg ~ 0 800
lo1: 2.2.2.2/32 eth2.10: 198.18.10.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
eth2.10: 198.18.10.2/24  eth2.20: 198.18.20.1/24 101:1.1.1.1/32

eth2.20: 198.18.20.2/24

{dMzdai®t j 50 dzOMmlsts2Cd PBR dz20 shdsoej desdsj toC

9252 ClsOfr dOfmlstes2¢Cd Mmjlsd

92521 I ts2HdIs§ 9 tcjdd3 ¢ dzsB Odz' dzts? CsdW e ztc O
ZOMstets2 € 52

ltod ME®s2C ] Mjljontet tBttczHtSo Odzdw, tSHdzddz dL
CodW qekztcOydsdade 2 toj Y dd3. s sdaWletsw wOdidt sdadz & g o o
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fMstesSd. | CodidcbeOydsddsd tjydd] oSy ds

BOth ezlsdL Oyds , B Ldsif OOyl s teff HAdPSE 2 fls o .

9.2522 1 Ofmlstets2Isj Router A
9.25221 1 OfMmMlstes2Isj ddzlsjteWw j2f et hl

RouterA(config)iterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#ip address 198.18.1.1/24
RouterA(configf-[eth1])#exit

925222 | Offlstes?2lsj ddzsjte¥ j2f et h?2

RouterA(config)iterface eth2
RouterA(configf-[eth2])#no shutdown
RouterA(configf-[eth2])#exit

925223 | Oftets2lj odlskzOd dr 2 ddzsj oW j 2

RouterA(config)iterface eth2.10
RouterA(configf-[eth2.10]}vid 10ethertype 0x8100
RouterA(configf-[eth2.10])#ho shutdown
RouterA(configf-[eth2.10])#p address 198.18.10.1/24
RouterA(configf-[eth2.10])#exit

925224 1 Offstes?2ls] oqlkzOd: d 2 ddzlsj el j 2

RouterA(config)iterface eth2.20
RouterA(configf-[eth2.20])#id 20 ethertype 0x8100
RouterA(configf-[eth2.20])#ho shutdown
RouterA(configf-[eth2.10])#p address 198.18.20.1/24
RouterA(configf-[eth2.20])#exit

et

et

9.25.225 1 OfmMlstets2Isj &BOtwh tekzlsr , ftoddgj dawe h dj mw

RouterA(config)i route 1.1.1.1/32198.18.1.2
RouterA(config)ip route 2.2.2.2/32 198.18.10.2

gL ¢

h2.

h2.

fwd

1 j to fyaom
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925226 1 Oflstes2lsj fsddksdSlk PBR §stlsO dOL dzOyj dzg

RouterA(config)# route 0.0.0.0/0 198.18.20.2 table 21
RouterA(config)ip accesdist PBR_D_PORT protocol 6 destinationpdt@)00
RouterA(config)ip policy rule acceséist PBR_D_PORT prerouting lookup 21

9.2523 | OMmlstets21Isj RouterB
925231 1 OMmstes2Isjy ddelsj W j2fm et hl

RouterB(config)itaterface ethl
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#exit

925232 | Oflstes2lsj ddzsjteW j2f et h?

RouterB(config)itaterface eth2
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#exit

925233 |1 Offstes?2ls] ddzasjte¥W j2f | ol

RouterB(config)itaiterface lol
RouterB(configf-[lol])#no shutdown
RouterB(configf-[lo1])#ip address 2.2.2.2/32
RouterB(configf-[lo1])#exit

925234 | OfMistelsjszOd dr 2 ddzesjte¥ j2f et h2. 10

RouterB(config)itaterface eth2.10
RouterB(configf-[eth2.10]}vid 10 ethertype 0x8100
RouterB(configf-[eth2.10])#ho shutdown
RouterB(configf-[eth2.10])#p address 198.18.10.2/24
RouterB(configf-[eth2.10])#exit

925235 | Offstes?2lsj odtelslzOdz dzr 2 ddzlsj el j2f et h2. 2

RouterB(config)#terface eth2.20
RouterB(configf-[eth2.20])#id 20 ethertype 0x8100
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RouterB(configf-[eth2.20])4ho shutdown
RouterB(configf-[eth2.10])#p address 198.18.20.2/24
RouterB(configf-[eth2.20])#exit

925236 1 Oflstes?2lsj &OwLh tkls, fwoddjd s d2hmy fod &

RouterB(config)i route 0.0.0.0/0 198.18.10.1
RouterB(config)énd

9.2524 | OMmlstets2Isj Router d
925241 1 OMmstes21Isjy ddzlsj teWw j2m et h1l

w2 dzii S NJ] it@facg &thil3a o |
RouterC(configf-[eth1])#no ip address dhcp

w 2 dzii S NZlifge®d 2))ynd shadown

w 2 dzii S Nlifde® P))yipFakidiess 198.18.1.2/24
w 2 dzii S NlifdeP))yeXitA 3

925242 1 Offstes?2lsj ddasjteWj2Mf | ol

RouterC(config)#terface lol
RouterC(configf-[lo1])#no shutdown
RouterC(configf-[lo1])#ip addressl.1.1.1/32
RouterC(configf-[lo1])#exit

925243 1 Offlstes?2lsj &EOLh tkls, fddjd s d2hY fd &

RouterC(configlf route 0.0.0.0/0 198.18.1.1
RouterC(config)nd

92525 utshtOddls] &Omktes?Cd
RMYE Sdz L 22 Is jwrite sndgBedzh lzv MR e Odzj dzd v dzOMilstetsj €  dzO

9253 1 tso j 6C O dzOfMstetsj S
92531 I ' f sdzdzqdlsj iffets @vémHport 1 0000 Rom@B Hdzv  f oo j o
fesf2MS ds? Myfshmsedshlsd o tjyddj Mjte o
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Server listening on TCP port 10000
TCP window size: 85.3 KByte (default)

[ 4] local 2.2.2.2 port 10000 connected with 1.1.1.1 port 47220
[ ID] Interval  Transfer Bandwidth
[ 4] 0.010.0 sec 1.08 GBytes 925 Mbits/sec

92532 11 f sdzdzd s j ifetsalEtdzR. 2.2 port 10000 bind1 . 1 . 1Rodter@zCdzY
fteso jtoCd ftsfbmMCds? mMishoedshisd o tjyddi ¢ ddjd

Client connecting to 2.2.2.2, TCP port 10000
Binding to local address 1.1.1.1
TCP window size: 104 KByte (default)

[ 3] local 1.1.1.1 port 47220 connected with 2.2.2.2 port 20000
[ID] Interval Transfer Bandwidth
[ 3] 0.010.0 sec 1.08 GBytes 927 Mbits/sec

92533 | § sdzdzqlsj t€ptuds® eERRA0  dROUterA H dzv O dzOdzdL O T j
steOW dS o

tcpdump: verbose output suppressed, useor-vv for full protocol decode

listening on eth2.10, linkype EN10MB (Ethernet), capture size 262144 bytes

13:26:28.473203 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flage{:2,762057523, win 29200, options [mss
1460,nop,nop,sackOK,nop,wscale 4], length 0

13:26:28.474204 1P 2.2.2.2.10000 > 1.1.1.1.60520: Flags [S.], seq 3612333970, ack 2762057524, win 2!
options [mss 1460,nop,nop,sackOK,nop,wscale 4], length 0

13:26:28475177 1P 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], ack 1, win 1825, length O

13:26:28.475840 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 1:1461, ack 1, win 1825, length 1460
13:26:28.475849 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 146a&@021win 1825, length 1460
13:26:28.475857 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 2921:4381, ack 1, win 1825, length 14¢€
13:26:28.475865 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 4381:5841, ack 1, win 1825, length 14¢€
13:26:28.475872H 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 5841:7301, ack 1, win 1825, length 1460
13:26:28.475879 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 7301:8761, ack 1, win 1825, length 14¢€
13:26:28.475885 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flagy[3.764:10221, ack 1, win 1825, length 1460
13:26:28.475893 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 10221:11681, ack 1, win 1825, length 1
13:26:28.475900 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 11681:13141, ack 1, win 1825, length 1
13:26:28.475906 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 13141:14601, ack 1, win 1825, length 1
13:26:28.476809 IP 2.2.2.2.10000 > 1.1.1.1.60520: Flags [.], ack 14601, win 3650, length O
13:26:28.477796 1P 1.1.1.1.60520 > 2.2.2.2.10000: Flageq 14601:16061, ack 1, win 1825, length 1460

9.253.4 | f sdzdzqdlsj iffets dg@vémHport 1 0000 Rom@B Hdzv  ftoso | o
fesfMS ds? Myfshmsesdshlsd o tjyddj Mjte .o
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Server listening on TCP port 10000
TCP window size: 85.3 KByte (default)

[ 4] local 2.2.2.2 port 10000 connected with 1.1.1.1 port 47717
[ ID] Interval  Transfer Bandwidth
[ 4] 0.010.0 sec 1.08 GBytes 930 Mbits/sec

9.2535 11 ff sdzdzd s j ifetsalptdzR. 2.2 port 10000 bind1 . 1 . 1Rodter@EGdzY
fteso jtoCd ftsfbmMCds? mMishoedshisd o tjyddi ¢ ddjd

Client connecting to 2.2.2.2, TCP port 10000
Binding to local address 1.1.1.1
TCP window size: 99.0 KByte (default)

[ 3] local 1.1.1.1 port 47717 connected with 2.2.2.2 port 20000
[ID] Interval  Transfer Bandwidth
[ 3] 0.0-10.0 sec 1.08 GBytes 931 Mbits/sec

92536 | § sdzdzdls j t6ptus@ ez 2 0 ROEEA H d&2v Od&Od&dL O fj
steOW dS o

tcpdump: verbose output suppressed, useor-vv for full protocol decode

listening on eth2.20, linkype EN10MB (Ethernet), capture size 262144 bytes

13:37:07.981666 IP 1.1.1.1.47717 > 2.2.2.2.10000: Flags [S], seq 2278507345, win 29200, options [mss
1460nop,nop,sackOK,nop,wscale 4], length 0

13:37:07.983684 IP 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], ack 2702062680, win 1825, length 0
13:37:07.984343 IP 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 0:1460, ack 1, win 1825, length 1460
13:37:07.984354 IP.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 1460:2920, ack 1, win 1825, length 1460
13:37:07.984360 IP 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 2920:4380, ack 1, win 1825, length 14¢€
13:37:07.984366 IP 1.1.1.1.47717 > 2.2.2.2.10000: Flags [4386c5840, ack 1, win 1825, length 1460
13:37:07.984372 IP 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 5840:7300, ack 1, win 1825, length 14¢€
13:37:07.984377 IP 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 7300:8760, ack 1, win 1825, length 14¢€

926 1 OfMtsLC O WdLdyj M tsets ddzls j oW j héxGhop oaH dz'€ Oy,
MsOlsdyj MSses BOh tckzls O

926.1 [ dMOdedd dzOMistets?2 Cd

SOC ¢ OOy deiz® COyjMmlseaj Mmdtsedyr 7 kMistets2 Ml
fMj o dMmdz 7 O tch- Rduterd, RQUEB i O

[idHE Efmktets2Mmise Osd dOMbstesj 2@ MisOlsdyd s Ow
Eiistes2 Mise dOMistetsj dz@ d dzlsPmitej MY J d®wH dizf Hzlsdzictlp B ma
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RouterA RouterB

192.18.1.0/24

eth1 eth1
Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
lo1: 1.1.1.1/32 lo1: 2.2.2.1/32

t dMzdd®nj BO dzOMstes?2¢d WdLdujmMSset -Nppzlsj W j 2 f

9.262 S OfdOMIstts2Sd MmJilsd

92621 I mB2Hdl] ©® tw©jydd cCcosBOd &ds2 Stdidckzto:
ZOMses? ¢ 52

) 6 &OMbes2C] Mjlsjoscdts SeBSGkHse Odd™, Hdedds
Codf debteOydededzy 2 toj 3 d & s sdiike beoddsdadz B g5d g
MlstesS d. datld ¢ KO ydsdzdzs 3 toj 3 d Bj  dstsy dzgs gL dgj dgv Is
BOEh tllsdL Oyds, BjLGfOMdsns: d Hekzecd] §OwOd] st

92622 1 Offstes2lj Router A

926221 | Oflstes2lsj ddzsjteW j2f et hl

RouterA(config)ihterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#ip address 198.18.1.1/24
RouterA(configf-[eth1])#exit

926222 | Oflstets?2lsj ddzlsjte¥ j2f | ol

RouterA(config)iterface lol
RouterA(configf-[lo1])#ip address 1.1.1.1/32
RouterA(configf-[lo1])#no shutdown
RouterA(configf-[lo1])#exit
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9.26.223 1 Ofbstes?2lj tjydd SlsfwOsCd lsoARPE®]dsHSg
ColstSer j ©OLE h O s UG jJdG Yy dzj o' j

RouterA(config)&rp reply global

926224 1 Offlstes2lsj MisOdyjMSks &EOLh tklsdL Oyd*

RouterA(config)ip route 2.2.2.0/24 ethRouterA(config)énd

9.26.23 | OMmlstets21Isj Router B
9.26.231 1 OMmMistes21Isjy ddzlsj teWw j2m et h1l

RouterB(config)itaterface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 198.18.1.2/24
RouterB(configf-[eth1])#exit

9.26.232 | Offstes?2lsj ddzgsjte¥W j2f | ol

RouterB(config)itaterface lol
RouterB(configf-[lo1])#p address 2.2.2.1/32
RouterB(configf-[lo1])#no shutdown
RouterB(configf-[lo1])#exit

9.26.233 1 Oflstes?2lj wjydd SsfwOsCd lsoARPE®]asHS
ColstSter j ©OLEG h O s UG jJdG Yy dzj o' j

RouterB(config)#rp reply global

9.26234 uLHO2Is] MOlsdyjMSkzr &OthtelzlsdL OydHs

RouterB(config)i# route 1.1.1.0/24 ethl
RouterB(config)énd
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92624 uthtOddlsj dZOMstes?2 S d

RMY Sdz' L 22 Is jwrit sndgedzh 2" NS 60dzj ded W dzOMlstetsj & dzO

9263 1 tetso jtoC O dzOMistetsj ¢
92631 I " f sdzdzed Isj shdwdpQatae HzCRouterA H dzw
BZOth ckzlstse

Codes: Kkernel, G connected, Sstatic, R-RIP, B BGP
O- OSPF, IAOSPF inter area
N1- OSPF NSSA external type 1 ®EBPF NSSA external type 2
E1l- OSPF external type 1, EQSPF external type 2
i -1SIS, LEISIS levell, L2- ISIS level, ia- ISIS inter area
* - candidate default

IP Route Table for VRF "default"

C 1.1.1.0/24 is directly connected, lol

S 2.2.2.0/24 [1/0] is directly connected, ethl

C 127.0.0.0/8 is directly connected, lo

C 198.18.1.0/24 is directly connected, ethl

Gatewayof last resort is not set

92632 1" §f sdzded Isj shdsvdpOalzte Hz@RouterB H dzW
BZOth ckzlstse

Codes: kkernel, G connected, S static, R- RIP, BBGP
O- OSPF, IAOSPF inter area
N1- OSPF NSSA external type 1 @ESPF NSSA external type 2
E1l- OSPF external type 1, EQSPF external type 2
i -1SIS, LEISIS levell, L2- ISIS level, ia- ISIS inter area
* - candidate default

IP Route Table for VRF "default"

S 1.1.1.0/24 [1/0] idirectly connected, ethl

C 2.2.2.0/24 is directly connected, lol

C 127.0.0.0/8 is directly connected, lo

C 198.18.1.0/24 is directly connected, ethl

Gateway of last resort is not set

9T oatHO dz0 1 C o

9" 9tsHO dzO 1 € to

9.27 | OL dzOYd dzd J 9 né&xomgp Milsker] MIlsOIsd yj ME GscOs  HBAAN

dqdzls j oW j 2 Mtso

9271 [ dMOded j dzOMstets?2 S d

SOC (&S OLday ddiz® COyjMmlso] Ghdsed & Ekfsts?2hlk

MitcodMmdzr » BOh-Ralstfe OBASEORoOuULt er B.
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10 Router A dzOfmistetsj dzIP ddibless M 1.20f)/24e ¢tH2 1 IP address

20.20.20.1/ 24, | oPpddessk.l.diBE W j2 M
10 RouterB dOmMstr ] dzlP ddibess &MN1D.20f8/24¢ ¢tH2 T IP address
20.20.20.2/ 24, | otPpddessR2.1BE | ol j 2

[idHE EMmsts?hlso Odyd dzOMmds @S j ddt Misols L Oy d v .

RouterA RouterB
ipv4: 10.10.10.1/24 ipv4: 10.10.10.2/24
(lo1: 1.1.1.1/32) (lo1: 2.2.2.1/32)
o cth1 10.10.10.0/24 eth1 —
LA Peee
E aa ] E U ]

eth2 20.20.20.0/24 eth2

ipv4: 20.20.20.1/24 ipv4: 20.20.20.2/24

(lo1: 1.1.1.1/32)

t Mz desd Otod Odzls dzOL dzO U j ded *h ogp H@AY ] fipdsaOjs dnyg MtS se 5 o
ddzls j oW j 2 s e

9272 COf ' dOMstes2Cd Mmjlsd
92721 Iws2Hdlk] o tiydd cCosBOd ds? Scdidckzto:

ZOMmistets2 € 52

l1tod dOMiNgtsY Siscts tSBBKREHEB Oded W, SHdzdd3 dL G dzO
Codt e ztcOydsdadz 2 64 ) d ds. s s-dzWlstw Fisodadt sdadz” & g o3 o
Mstets € d . ) CedWdekzcOydodzdzsdyz tod X d d3d B35y dzts gL
BOth tczlsdL Oyde, BJjLESf OMmidstyls! Ciflswtegldg . f OtcOd3

9.27.22 1 Ofmlstets21Isj Router A

927221 1 OMmlstes2Isjy ddaelsj W j2fm ethl

RouterA(config)terface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#p address 10.10.10.1/24
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#exit

927222 1 Offstes?2ls] ddasjte¥W j2Mf | ol
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RouterA(config)iterface lol
RouterA(configf-[lo1])#no shutdown
RouterA(configf-[lo1])#ip address 1.1.1.1/32
RouterA(configf-[lo1])#exit

927223 | Oflstes2lsj ddzsjteW j2f) et h?2

RouterAconfig#interface eth2
RouterAconfigif-[eth2])#ip address20.20.20.1/24
RouterAconfigif-[eth2])#no shutdown
RouterAconfigif-[eth2])#exit

927224 1 OMmlstes2Ilsj GcdzsBOdz dzf 2 Wiy ddz tlsftc@BREJ
LOf tesmr

RouterAconfig#arp reply global

9.27.225 1 Oflstes?2 s s Ok@ml ®Els L Oyd *

RouterA(config)# route 0.0.0.0/0 ethl 10
RouterA(config)# route 0.0.0.0/0 eth2 20
RouterA(config)énd

9.27.23 1 Ofmlstets21Isj Router B
927231 1 OMmMlstes21Isjy ddaelsj W j2fm et hl

RouterB(config)itaterface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#ip address 10.10.10.2/24
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#exit

927232 1 Offstes?2lsj ddzsjte¥W j2f | o1

RouterB(config)iterface lol
RouterB(configf-[lo1])#no shutdown
RouterB(configf-[lo1])#p address 2.2.2.1/32
RouterB(configf-[lo1])#exit
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927233 | Oflstes2lsj ddzsjteW j2f) et h?2

RouterB(config)iterface eth2
RouterB(configf-[eth2])#ip address 20.20.20.2/24
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#exit

927234 1 OMmMlstes2Ilsjy GcdzsBOdz dzf 2 twidd3 tlsftc@BRFEJ s
LOf tetsyr

RouterB(config)#rp reply global

9.27.235 1 Oflstes2lj MsOdyjMSks &OLh tklsdL Oyd*

RouterB(config)i route 0.0.0.0/0 eth1 10
RouterB(config)ih route 0.0.0.0/0 eth2 20
RouterB(config)énd

92724 utotePl] dOMEs2Sd
R sdz' L 22 Is jwrite sndg®edzH Bz Mish tcOdzj dedwv dzOfMmlstetsj €

9273 1 659 j 6C O dzOMlss, ¢
92731 | § sddzdlsj ping2E0O2zH ZRolterAzOdY s fi@MPa O 51O

PING 2.2.2.1 (2.2.2.1) 56(84) bytes of data.

64 bytes from 2.2.2.1: icmp_seq=1 ttI=64 time=0.9&3

64 bytes from 2.2.2.1: icmp_seq=2 ttI=64 time=0.962 ms
64 bytes from 2.2.2.1: icmp_seq=3 ttI=64 time=0.949 ms
64 bytes from 2.2.2.1: icmp_seq=4 ttI=64 time=0.977 ms

92732 1  fsddedlsj fdzjHbk¥hdj CEdOdsH’ H dzZWRotds B: dz%

RouterB#onfigureterminal
RouterB(config)iterface ethl
RouterB(configf-[eth1])#shutdown
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92733 | fsdzdzdls j ping &GO @&u B .Rbuterdz® &z oo j 6Sd H S
CjLjcodsets MisOdU]MEBes Geth sklsO yjejL ddisj ol

PING 2.2.2.1 (2.2.2.1) 56(84) bytes of data.

64 bytes fron 2.2.2.1: icmp_seq=5 ttI=64 time=0.933 ms
64 bytes from 2.2.2.1: icmp_seq=6 ttI=64 time=0.932 ms
64 bytes from 2.2.2.1: icmp_seq=7 ttI=64 time=0.929 ms
64 bytes from 2.2.2.1: icmp_seq=8 ttI=64 time=0.987 ms

9.28 | Ofyls tc slddpleack-d dzls j 6% j 2 MO o nextehgg Mmde® j Mils Ols d yj
BOEh izl O

9281 [fdMOdedd dOMIstets2Cd

SOC (S OuUc@daty diflz® COyjflsej GMdtsedy 7 kMt Ml
Mjte dMdzr 7 RO teh Rdoterd, RAEB I O

[idHE EfMstts?2mises OB  dzO ) lsiOus ded Is djus@ilpd{"y.j i § G ¢
Emstets?2 Mise dzOMistetsy dz' d dels-Peiecj MiPr d dE®H dzef HzsdztcBih P ha

TFTP - cepeep RouterA RouterB
Ipv4: 198.18.1.3/24
0 ooog O Oooo
='p oooo 2'p pooo
ethernet eth2 eth1 eth1
Ipv4: 198.18.1.1/24 Ipv4: 10.10.10.1/24  Ipv4: 10.10.10.2/24
lo1: 1.1.1.1/32 lo2: 2.2.2.2/32

lo3: 3.3.3.3/32

[ dMzdsi@ Rt j B0 dzOMmsts2-§dlsj b ppim@ca Sh@yp) s’ ne
MlsOldyj MEsets BOEh tizlsO

9282 ClsOfr dgOfmlstets2¢Cd MmJlilsd
9.2821 Is2HdIs] ) tcdydd3s 6 dzsB Odz! dats 2 CodW de ztc O

ZOMIstets? € 52

) o dz2OfMbes2S) Milkjosdts SBStbHse Oddw, Hdddd
Cod ebtcOyddede 2 tof 3y . s sdiiks beoddsdaz &) 5d B o
MlstesSd. 1§ sdldOokd®iyd htsisids  @jL &) dz2v s dz0OfMlste s 2
BOth tezlsdL Oyds, BjLtsfOMmdasils: d Hiekecd] §OLOR) St
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9.28.22 1 OMmls tc ts 2AEC JP-QrGS 198.18.1.3/24
9.2823 |1 OMmlstets2Isj Router A
9.28231 1 OMmstes21Isj ddzlsjteWw j2m" et hl d et h?2

RouterA(config)iterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#p address 10.10.10.1/24
RouterA(configf-[eth1])#exit
RouterA(config)iterface eth2
RouterA(configf-[eth2])#no shutdown
RouterA(configf-[eth2])#ip address 198.18.1.1/24
RouterA(configf-[eth2])#exit

928232 utsLHO2Is] d dOMstt&zRBBHEY ] 2Mmpback

RouterA(config)iterface lol
RouterA(configf-[lo1])#ip address 1.1.1.1/32
RouterA(configf-[lo1])#no shutdown
RouterA(configf-[lo1])#exit

928233 |1 Oty lgfds slftcOoSd Gl jlsso ARPSBY ks i
ColstSter j ©OLEG h O s UG jJdG Yy dzj o' j

RouterA(config)&rp reply global

928234 1 Oflstes?2lj MsOdyjMSks &EOLh tklsdL Oyd*

RouterA(config)i route 2.2.2.0/24 lol
RouterA(config)i route 0.0.0.0/0 1010.10.2 ethl
RouterA(config)énd

9.2824 | OMmlstets21Isj Router B
928241 1 OMmMlstes?2Isjy ddelsj W j23fm ethl

RouterB(config)itaterface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 10.10.10.2/24
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RouterB(configf-[eth1])#exit

928242 usL HO2I] d dzOMstEeREHEY | 2Mmpback

RouterBconfig#interfacelo2
RouterBconfigif-[lo2])#ip address2.2.2.2/32
RouterBconfigif-[lo2])#no shutdown
RouterBconfigif-[lo2])#exit
RouterBconfig#interfacelo3
RouterBconfigif-[lo3])#ip address3.3.3.3/32
RouterBconfigif-[lo3])#no shutdown
RouterBconfigif-[lo3])#exit

928243 1 Offlstes2lj wjydd SlsfwOsCd lsoARPE®Y]dsHSg
Clstster j ©OLE h O ls dEEGHs jJdG Yy dzj o ' §

RouterEconfig)#arp reply global

928244 1 Oflstes?2lj MsOdyjMSks &OLh tklsdL Oyd*

RouterEconfig#ip route 0.0.0.0/0 10.10.10.kthl
RouterEconfig#end

92825 usntOdkdls] dOfMkies?Cd
RME Sdz L 22 Is jwrite sndgBedzh 2 MR e Odzj dzd v dzOMilstetsj €  dzO

9283 1 650 j 6C O dzOMlss, ¢
92831 | § sdzdzdlsj pnG2E0O2zH XPCH drzO s s fiGMPa OF te s ) O

Pinging 2.2.2.2 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 2.2.2.2:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss)

ICMP-tslse jIs tsIs 2. 2. 2.2 daf HBdyJjdz BTN ls!  sdzizyd dz.
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92832 1 fsdzdzqls | tEpthuk®iddH ZROuUterA H dzv 1 to SIEMPR SO s s o
5 I9C

tcpdump: verbose output suppressed, useor-vv for full protocol decode

listening on lol, linkype EN1OMB (Ethernet), capture size 262bytes
13:07:38.576533 IP 198.18.1.3 > 2.2.2.2: ICMP echo request, id 1, seq 56, length 40
13:07:43.185698 IP 198.18.1.3 > 2.2.2.2: ICMP echo request, id 1, seq 57, length 40
13:07:48.173453 IP 198.18.1.3 > 2.2.2.2: ICMP echo request, id 1, seq 984@ngt
13:07:53.162208 IP 198.18.1.3 > 2.2.2.2: ICMP echo request, id 1, seq 59, length 40

92833 ' f sczdzd s j ping3BOMzH FPCH 2O 5 ls fI@MPa O to ts i) ©

Pinging 3.3.3.3 with 32 bytes of data:

Reply from 3.3.3.3: bytes=32 time=1ms TTL=63
Reply from 3.3.3: bytes=32 time=1ms TTL=63
Reply from 3.3.3.3: bytes=32 time=1ms TTL=63
Reply from 3.3.3.3: bytes=32 time=1ms TTL=63

Ping statistics for 3.3.3.3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in miieconds:

Minimum = 1ms, Maximum = 1ms, Average = 1ms

ICMP-tslseo jIsr ®ls 3.3.3.3 HBdydgr B'MIs! §tsdzzyj dz" .
929 1 OfMbtes2C0 L jtCOdkdess Odzdw kteOW S O

9291 [fdMOdedj dzOflstes2 ¢ d

SOC (S Oudday diz® COyjMmlseoj Ghdsed 7 kit il
fmMitco dMmMdze" 7 d30 tc - Rdutisrd, RAQutetB tdRGuterC.

10 MjtoadMmder 7 &BEOth ezlsdL OlssteOR dzOMlis tc®OH de’j MPdzls j

1 © RouterB dOmMbtetsjdzts L jtcC Odzdtcso Odzedj IstcOWdE O
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RouterA RouterB RouterC

0000 192.18.0.0/24 el 192.18.1.0024 OCO
alala(all ctn1 eth1 2a|ala W cth2 eth? alalala

Ipv4: 198.18.0.2124 Ipv4: 198.18.0.1724 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24

t dMzd @ R j B8O dzOMistets2 €

9292 ClkOfr dOMlEs? ¢ d

92921 Iws2Hdl] o tiydd CcosBOd ds? Scdidckzto:
ZOMes?2 ¢ 52

lted d2OMbstets2Cj Mjlsjotsets tsBtkzHSs OdegdW, tsHded
CodV qebteOyddady 2 toj ¥ dd5s. s tsdaWlefer isOd)ds s dadss B dipgokeet
fstesSqd. | CodidckbeOydnddsd tjydd] dosyds JL
BOth ezlsdL Oyds, BjLfOMdshs: d Hiezecdj §OtOd) st
92022 1 Oflstets2 s detials j @AM

RouterA(config)iterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouerA(configif-[eth1])#ip address 198.18.0.2/24
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#end

9.29.23 | Ofmlstets21Isj Router B
929231 1 OfmMlstes2Isjy ddzlsjteW¥W j2mr et hl d et h?2

RouterB(config)iterface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#p address 198.18.0.1/24
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#exit
RouterB(config)itterface eth2
RouterB(configf-[eth2])#ip address 198.18.1.1/24
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#exit
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929232 1 Oflstes?2lsj L jwCOdkdtso Oddj kwOWdCO

RouterB(config)i#h accesdist MIRRORING destinationip 198.18.0.0/24
RouterB(config)i# clone INPUT accedist MIRRORING gateway 198.18.1.2
RouterB(config)énd

92924 1 OMlstes?21Ilsj ddelsjteW j2f eth2 dzO RouterC

RouterC(config)#iterface eth2
RouterC(configf-[eth2])#ip address 198.18.1.2/24
RouterC(configf-[eth2])#no shutdown
RouterC(configf-[eth2])#end

92925 utsnteOddls] d&OfMts? Cd
RMY Sdz L 22 Is jwrite sndgBedzh lzv MR e Odzj dzd v dzOMstetsj € dzO

9293 1 etso | e O HzOM
92931 I " §f sdzdzedIsj ping dPB8.dBH1E2 repeat 4 dROuterB H dzv ftetse j to
fme w L dzts iy Is ‘RoutlB ¥ RduterC

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.
64 bytes from 198.18.1.2: icmp_seq=1 ttl=64 time=1.93 ms
64 bytes from 198.18.1.2: icmp_seqtti264 time=0.944 ms

---198.18.1.2 ping statistics-
2 packets transmitted, 2 received, 0% packet loss, time 2ms
rtt min/avg/max/mdev = 0.944/1.438/1.933/0.495 ms

92932 | " f sdzded Isj firtg dgEBABLA2 repeat 4 dROuterB H dzW f tese j to
fno w L dzts M ls ‘RoutlrB ¥ RdaterA

PING 198.18.0.2 (198.18.0.2) 56(84) bytes of data.
64 bytes from 198.18.0.2: icmp_seq=1 ttl=64 time=1.96 ms
64 bytes from 198.18.0.2: icmp_seq=2 ttI=64 time=0.944 ms

---198.18.0.2 ping statistics-
2 packets transmitted, 2 received% packet loss, time 2ms
rtt min/avg/max/mdev = 0.944/1.449/1.955/0.506 ms
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92033 | f sdzdzedlsj pinGlE0sizH 128 .ROuteBHAE® s fiamPn O 5 s s o

PING 198.18.0.1 (198.18.0.1) 56(84) bytes of data.
64 bytes from 198.18.0.1: icmp_seq=1 ttI=64 time=Ir%
64 bytes from 198.18.0.1: icmp_seq=2 ttlI=64 time=0.989 ms

92934 | " f sdzdzd Isj t€pdup@ @2z RGuterC H dzv f tese j S d o
icmp-L Of etsMtso

tcpdump: verbose output suppressed, useor-vv for full protocol decode

listening on eth2, lintype EN1OMEEthernet), capture size 262144 bytes

21:53:10.982481 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 1, length 64
21:53:11.982596 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 2, length 64
21:53:12.983683 IP 198.18.0.1 > 193011: ICMP echo request, id 16764, seq 3, length 64
21:53:13.984744 1P 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 4, length 64
21:53:14.985864 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 5, length 64
21:53:15.986919 IP 1983.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 6, length 64
21:53:16.988029 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 7, length 64
21:53:17.988380 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 8, length 64

930 | OMMlste@2Xumbo Frames dO ddzlsjteWw j2mMO~ Et hern

9301 [ dMOded § deOMtcts?2 € d

sO0¢ COk@dizdEgh COyjmlse, Mo dsets kEmMistes? Ml
BOth tclz s - RAutemd.tc

ViNstets2 Miso © tsBJ J HJdzj\Wr ANl 05 H dgldn) K@iy e dzP dz! dzr 2 to!
COHtO MTU dz2O0 ff stelsOn .

10 PCl dzOfMmlstcsjdz | P address 100.1.0. 2/ 24.

10 PC2 dzOMmlstcsjdz | P address 100.1.0. 3/ 24.
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PC1

100.1.0.2/124

RouterA

swi

0 ooog
=0 pooo

PC2 swz

100.1.0.3/24

=

it dMzd @G nj B3O dZOMstes2¢d Jumbo Fr ames

9302 ClOfr wOMbtes2s¢d fMjld
93021 | Ofistes?2AC) IP@®Otcjf 100.1.0.2/ 24
93022 | Ofistets2AC2IP@®Otcjf 100.1.0.3/ 24

93023 I ts2HdIy o twiydd cdztsB Odz dzts?2 € Rodrd € e Oryd
ZOMstets?2 € 52

lted d2OMbstets2Cj Mjlsjotsets tsBBtkzHS Odegdw, tsHded i
Codf dezteOydBdedy 2 tojy dd. s sdiiss zoogipsdais @ oty dQdi
MstetsC d . ) CsdWdeztcOydsdedzsdz tej 3 d d3d dB3ts Y dats gL
BZOteh tczlsdL Oyde, BJiLBYOMdesMmis:  Httkzed] §OtcOdRj Ister

93024 1 OL dzZOWMLAN]J 0 d EmMlsOdzseadlsy dBOSC imd 3O dzO2
switchportl  d&®QuterA

RouterA(config)ihterface switchportl
RouterA(configf-[switchportl])#ho shutdown
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RouterA(configf-[switchportl])#switchport access vlan 10
RouterA(configf-[switchportl])dntu 10240
RouterA(configf-[switchportl])#exit

9.30.25 1 OL d&z=OWMLANI O d EmMlsOdesea dlilsy BOC M B3O dzO2
switchport2 d Ralz@rA

RouterA(config)iterface switchport2
RouterA(configf-[switchport2])#o shutdown
RouterA(configf-[switchport2])#switchport access vlan 10
RouterA(configf-[switchport2])#nmtu 10240
RouterA(configf-[switchport2])#end

93026 usRtOddl] dOMts?Cd
RMYSdz L 22 Is jwrite sdg@edz lzv MR tcOdzj ded v dzOMstets §

9303 1 tctso jt6C O dgOMlstetsy €
9.30.31 I f sdzded Isj shawdig@rtaeek switchports 1 dz@RouterAH dzv ff tots ) dzs Is
ZOMistes?2 ¢ d tOMMB) cO® C OHWO

switchport1:

Link: UP

MTU: 10240

Duplex: full

Autonegotiation: on

Speed: 1000

Supported speeds (Mb/s): 10, 100, 1000
Switchport mode access

Switchport access vlan: 10

Mode: Access
VLAN: 10

93032 1" §f sdzdzd IsJ shawdgterfzeek switchports 2  d@@uterAH dzv  ff to ts fi) d3ts s
ZOdes2 Cd tOL dYTdO ¢ OH O

switchport2:

Link: UP

MTU: 10240
Duplex: full
Autonegotiation: on
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Speed: 1000

Supported speeds (Mb/s): 10, 100, 1000
Switchport mode access

Switchport access vlan: 10

Mode: Access
VLAN: 10

93033 | § sdzded lsj ifeti3z® BHIR0.1.03 -p 5000 PE2O H A" {§tetso j
fjtejHOUd §fOCjkO Bl "Sets ©OL &) tcO

Server listening on TCP port 5000
TCP window size: 128 KByte (default)

[ 1] local 100.1.0.3 port 5000 connected with 100.1.0.3 port 33170
[ID] Interval Transfer Bandwidth
[ 1] 0.000010.0306 sec1.15 GBytes987 Mbits/sec

93034 | " f sdzdzd Isj iPes3zO H2A0.120.3 -b 470m -p 5000 --set-mss 9000 dzO
PClHdzw ftetso jteSd fijteijHOyd f0O0CjlsO Btsdz segts toOL d3j to

Client connecting to 100.1.0.3, TCP port 5000
TCP window size: 325 KByte (default)

[ 1] local 100.1.0.3 port 33170 connected with 100.1.0.3 port 5000 (MSS=8948)
[ID] Interval Transfer Bandwidth
[ 1] 0.000010.0403 sec1.15 GBytes986 Mbits/sec
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10U Iz dzdzj dzd tets @ O dzd j
101 1 Offstes2¢ O PPTP

1011 [ fdMOdedj deOMlstes2Cd

s0¢ fCOk@dtzdBapD COyjMmMlseaj wmMdseody » EMmistets? Mise
BOtch ckelsd - RPesstce r A d Rout er B.

1© Router A dOmistets] dz' - dPdasigréss 198.48:2:1/24,e lbopbhck-
q dzls j ¥ j 2IRadtresd 201.1.2.1/32.

1 © ReruB dzOMmistetsy dz d dzls- j IR adorddy 1198.18€2.2/84] loopback-
ddzls j oW j 2IRadtresd 202.2.2.1/32.

[idHE EfMtes2Mmlse O3d Router A dlskzRafajtde rr B 1 @20 Mk
ftosdLojHj dzO deOMlstets2C O Mjtco jtc®, dO RouterB ftotsd

RouterA RouterB
Server Client

192.18.2.0/24
eth1

Ipv4: 198.18.2.1/24 Ipv4: 198.18.2.2/24
lo1:201.1.2.1/32 lo1:202.2.2.1/32

{dMzdas® R j BO dOMlsics2¢d foslssSsdkzO PPTP

1012 SO dzOMmstes?2 ¢ d

10121 Jws2Hdlsj o tjydd cdseBOd ds?2 Ctdidckzto:
ZOMlstets?2 € 52

1o dOMes2C) Mjlkjotscets SBSttkHte Oddv, ©Hdd R
Ctsde¥W d e 2t Oy d s dede S2ts dil jdiedzdes O Yy d tsdede's? wssteijipa dg L toj ¥ d d3ts e
MstetsC d . ) CsdWdeztecOydsdedzsdz tej 3 d d3d d3ts Y dats gL
BOth telzlsdL Oyds, BjLtfOMdshis: d Htekzed] §OLO®R Stsr
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10.1.22 | Ofls e BRTB-f j ts o j Routds®
10.1.221 |1 Oflstets?2lsj ddzsjte¥ j2f et hil

RouterA(cafig)#interface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#p address 198.18.2.1/24
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#exit

10.1.222 | Ofplstets2 Is §j -d dalojptdWajcdkin | o1

RouterA(config)iterface lol
RouterA(configf-[lo1])#ip address 201.1.2.1/32
RouterA(configf-[lo1])#no shutdown
RouterA(configf-[lo1])#exit

10.1223 1 Offstets2 Isfnj BB T B

RouterA(config)pptp server SERVER

RouterA(configpptp-s-[SERVERP#p authentication chap
RouterA(configpptp-s-[SERVER]ptaddress 198.18.2.1 port 1723
RouterA(configpptp-s-[SERVER]ptpool 2.2.2.310

RouterA(configpptp-s-[SERVER]pfpool gateway 2.2.2.2
RouterA(configpptp-s-[SERVERpP#ent range 198.18.2.0/24
RouterA(configpptp-s-[SER'ER])#lient authentication name <client> password <istokistok>
RouterA(configpptp-s-[SERVERNS shutdown

RouterA(configpptp-s-[SERVERP#it

10.122.4 1 Offstes?2 s ®BO®Lh tekzlsdL Oyd®

RouterA(config)ip route 202.2.2.1/32 2.2.2.3
RouterA(config)énd

10.1.23 | Offistets2 Is-fdzdPjPdEIP dzO Rout er B
10.1.231 | Offlstets21Isj ddelsjteW j2M et h1l

RouterB(config)iterface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#p address 198.18.2.2/24
RouterB(configf-[eth1])#no shutdown
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RouterB(configf-[eth1])#exit

10.1.2.3.2 | Ofls e ts 2 Isapk-dl dalojptd¥ j 2 1) | o1

RouterB(config)itaterface lol
RouterB(configf-[lo1])#ip address 202.2.2.1/32
RouterB(configf-[lol])#no shutdown
RouterB(configf-[lo1])#exit

10.1.2.33 | Offstets 2 Is-f oz B TR

RouterB(config)pptp client CLIENT

RouterB(configpptp-c-[CLIENT]gerver 198.18.2.1 port 1723
RouterB(configpptp-c-[CLIENT]stthentication name <client> password <istokistok>
RouterB(configpptp-c-[CLIENT]dhit 1

RouterB(configpptp-c-[CLIENT]Woldoff 10

RouterB(configpptp-c-[CLIENT¥maxfail 30

RouterB(configpptp-c-[CLIENT] o shutdown

RouterB(configpptp-c-[CLIENT] )it

10.1.234 1 Oflstes2lsj ®&BO®h wklsdL Oyd ¥

RouterB(config)ih route 201.1.2.1/32 2.2.2.2
RouterB(config)énd

10124 utsRtOdzdlsj dzOMlstets2 §
RMY sdz' L 22 Is jwrit sndgBedzh 2w M s 1 tod@Qf lsizgty j € dz0 bk Milstets 2 f

1013 1 totso j 1€ O dzOMIstets €
10131 Jr f sdzdzed Isj shawdpPtplzeever dzORouterA Hdzw o' 8 SH O dz0O
dzO M is tPBTPEM j tco j o O

PPTP Server SERVER is ON
Allowed networks: 198.18.2.0/24
Listen: 198.18.2.1:1723
IP pools: 2.2.2:30
Auth type: chap
IP pool gw: 2.2.2.2
Users: client psw: GQXbNXEmynaED230FsQ4jAA=
IPv6 peer interface ID: ddhaccept
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LCP echo failure: 3
LCP echo interval: 20
MTU: 1400

Min MTU: 1280
MRU: 1400

10132 1 §f sdzdzed Isj Shondg®ueclent dzORouterB HdzW 9" 9 SH O  dzO
dz0 ) Is tPBTPE dzd j dzls O

PPTP Client CLIENT is ON
State: ON
Interface: pppl
Server IP: 198.18.2.1
Server port: 1723
IP-address: 2.2.2.3
Username: client
passwd: GQxbNXEmynaED230FsQ4jAA=
MTU: 140
MRU: 1400
Server route: False
Persistent: False
MaxFail: 30
Holdoff: 10
LCP echo failure: 3 LCP
echo interval: 5
Default route enabled

10.1.33 I f sdzdzd s j pingtk®ezH 8 . ROUtERA HOZ®Y ftetso j S d Mo W
&34 3 HRbuterA d RouterB

PING 198.18.2.2 (198.18.2.2) 56(84) bytes of data.

64 bytes from 198.18.2.2: icmp_seq=1 ttl=64 time=1.02 ms
64 bytes from 198.18.2.2: icmp_seq=2 ttl=64 time=0.957 ms
64 bytes from 198.18.2.2: icmp_seq=3 ttlI=64 time=1.00 ms
64 bytes from 198.12.2: icmp_seq=4 ttl=64 time=0.942 ms
64 bytes from 198.18.2.2: icmp_seq=5 ttl=64 time=1.01 ms

10134 1" fsdzdzd s j pingD8zH 8 . RoutelB HAd® ftetso j S d Mo w
d3j 3 HRbuterA d RouterB

PING 198.18.2.1 (198.18.2.1) 56(84) bytes of data.
64 bytes from198.18.2.1: icmp_seq=1 ttl=64 time=0.981 ms
64 bytes from 198.18.2.1: icmp_seq=2 ttI=64 time=0.977 ms
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64 bytes from 198.18.2.1: icmp_seq=3 ttI=64 time=0.953 ms
64 bytes from 198.18.2.1: icmp_seq=4 ttI=64 time=0.981 ms
64 bytes from 198.18.2.1: icmp_seq#564 time=0.951 ms

10135 11 §f sdzdzdlsj FigBDORH 2 . RolterAdz@zv fteso j S d 4§ j
fOCjlstse YjtjL Iskdedzj dz

PING 202.2.2.1 (202.2.2.1) 56(84) bytes of data.

64 bytes from 202.2.2.1: icmp_seq=1 ttI=64 time=1.28 ms
64 bytes from 202.2.2.1: icmp_seq=2 &ftime=1.08 ms

64 bytes from 202.2.2.1: icmp_seq=3 ttl=64 time=1.22 ms
64 bytes from 202.2.2.1: icmp_seq=4 ttl=64 time=1.10 ms
64 bytes from 202.2.2.1: icmp_seq=5 ttl=64 time=1.04 ms

10136 1 f sdzdzd Is § {cixldg@p dathlr  dF@uterB H dzv 9T 9aHO ot
ddzS Of ylfdf, GJtosntsHWhdn ydtejL Ikddzgj dz2, §OCjilsso

tcpdump: verbose output suppressed, useor-vv for full protocol decode listening on ethl,

link-type EN10OMB (Ethernet), capture size 262144 bytes

05:44:29.648214 IP 198.18.2.1 > 198.18.2.2: GREV1, call 291@31séength 100: IP 2.2.2.2 > 202.2.2.1: IC
echo request, id 15698, seq 12, length 64

05:44:29.648384 IP 198.18.2.2 > 198.18.2.1: GREV], call 2, seq 497, ack 491, length 104: IP 202.2.2.1:
ICMP echo reply, id 15698, seq 12, length 64

05:44:30648527 IP 198.18.2.1 > 198.18.2.2: GREV1, call 29163, seq 492, ack 497, length 104: IP 2.2.2.2
202.2.2.1: ICMP echo request, id 15698, seq 13, length 64

05:44:30.648755 IP 198.18.2.2 > 198.18.2.1: GREVL1, call 2, seq 498, ack 492, length 104: IP>202.2.2:1
ICMP echo reply, id 15698, seq 13, length 64

05:44:31.648982 IP 198.18.2.1 > 198.18.2.2: GREV1, call 29163, seq 493, ack 498, length 104: IP 2.2.2.
202.2.2.1: ICMP echo request, id 15698, seq 14, length 64

05:44:31.649375 IP 198.18.2.2 > 119B2.1: GREV1, call 2, seq 499, ack 493, length 104: IP 202.2.2.1 > 2.;
ICMP echo reply, id 15698, seq 14, length 64

102 1 Offlstes2¢O® PPPOE

1021 [ dMOddj dzOfMtets? ¢ d

s0OC COt@dztk &EapP ¢ Oy Mise j tsfi)dzts odzBic Otz s thtg Acfy I
BOtch czlsd -rPRsBtce r A d Router B.

10 RouterA d&Omstesj dz d dzls j-dedzlg j2 thW j 2 -miPt dudrdss | o ¢
201.1.2.1/32.

10 RouterB dOMmistetsj dg d dzls j-dedzlg j2 thW | 2 -miPt dudrdss | o ¢
202.2.2.1/32.
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[ iYHE EmMbtes?2 mMeAOd] Rdouutteer B dzOMistctsj dz PPPOE
ftesdL o jHj dZO dzOMlis tctRDODWD efn Btc df jiotts@,L odg® j dz2O0 dzOMlstcs?2 € O

RouterA RouterB
Server Client

eth1

a
=
101:201.1.2.1/32 101:202.2.2.1/32

{ MG N | BO dOMsies?2¢d fsksCsdkO PPPo

1022 CsOf " dzOMlstets?2 ¢ d

10221 1 s82HdIsd 9 ted N dd3 6 dzse Odz' dztiPls tc € Bigds of @ & tc Q"
ZOMstes2 € 52

l1ted dOMstes2C¢j Milsjotsects tBtozHtso Odzdw, Hdd®
CsdeW JeztcOydsdede 2 toj Y dd3. s s-dtilew sOdidt sdadz BJ g B o
Mstes ¢ d . J Csdef e ztcOyd sdedets s te§ 3 d d3d d3ts ) dzts gL
BZOteh tezlsdL Oyds, BJLBYOMdesMis:  Httkzed] §OttOd] Ister

10.2.22 1 OMmliste 52 Is j PPRQEdadjotderA

10.2.22.1 1 Oflstets2Ilsj ddalsjteW j2f et hi

RouterA(config)iterface ethl
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#exit

102222 1 Ofstes2lsj ddasjteW j2f 1 o1

RouterA(config)iterface lol
RouterA(configf-[lo1])#ip address 201.1.2.1/32
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RouterA(configf-[lo1])#no shutdown
RouterA(configf-[lo1])#exit

10.2.223 | OMmMlstets?2Isj pppoe server

RouterA(config)gppoe server SERVER
RouterA(configpppoes[SERVERP#p authentication chap
RouterA(configpppoes[SERVER]pfpool chap gateway 2.2.2.2
RouterA(configpppoes[SERVER]ptpool 2.2.2.310

RouterA(configpppoes[SERVERgername <client> password <istokistok> address 2.2.2.3

RouterA(configpppoes[SERVERDgeinterface ethl
RouterA(configpppoes[SERVERRP® shutdown
RouterA(configpppoes[SERVERP#it

102224 1 Offlstes2lsj BOBI wlklsdL Oyd*¥

RouterA(config)ip route 202.2.2.1/32 2.2.2.3

10.223 | Offstes?2lsj Cdzdjdzs PPPOE dzO
102231 | Oflstets2j dddsjweW j2f et hil

RouterB(config)ititerface ethl
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#exit

10.2.232 | Offstets?2Isj ddzasjte¥ j2fy | o1

RouterB(config)itaterface lol
RouterB(configf-[lo1])#ip address 202.2.2.1/32
RouterB(configf-[lo1])#no shutdown
RouterB(configf-[lo1])#exit

10.2.233 1 OMmstets2Ilsj Cdzdjdzels pppoe

RouterB(config)pppoe client CLIENT
RouterB(configpppoe-c-[CLIENT]p@ersistent
RouterB(configpppoe-c-[CLIENT]hap login <client> password <istokistok>
RouterB(configpppoe-c-[CLIENT])#hit O
RouterB(configpppoe-c-[CLIENT]seinterface ethl

Router B
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RouterB(configpppoe-c-[CLIENT]}bldoff 10
RouterB(configpppoe-c-[CLIENT]itaxfail 15

RouterB(configpppoe-c-[CLIENT])J#p-echofailure 10
RouterB(configpppoe-c-[CLIENT]J#p-echointerval 15
RouterB(configpppoe-c-[CLIENT] 0 shutdown

RouterB(configpppoe-c-[CLIENT] kit

102234 1 Offstets2 Is j

BOtch telzlsdL Oyd s

RouterB(config)i route 201.1.2.1/32 2.2.2.2

10224 uwsntOdedls |

ZOMses2 S d

RMYE Sdz L 22 Is jwrite sndg@edzh Bzv M 7 e O dzj dzd v

1023 } tets0 j 66 O &OMistesj §

10231 11 f sdzded Is j
dzO fiy ls WPBROE-f j 60 j © O

pppoe server SERVER is ON
Duplicate session: replace
IPv4: require
IPv6: deny
IP pools: 2.2.2:30
Auth type: chap
CHAP IP pool gw: 2.2.2.2
Users: client
psw: GQxbNXEmynaED230FsQ4jAA=
ip: 2.2.2.3
IPv6 peer interface
ID: don't accept
LCP echo failure: 3
LCP echo interval: 20
MTU: 1400
Min MTU: 1280
MRU: 1400
Interfaces used: ethl

10232 1 ' § tsdzded Is j
420 f) Is tPBROE-S dzd j dzls ©

pppoe client CLIENT
VRF: default

shdsvdg@pdaHserver dzCRouterA H dzW

shaswdpppize: &tient dzGRouterB H dzw

&ZOMmlstes§ & dzO

9" asHO dzO

9" 9 sHO dzO
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State: ON

Interface: ppp0

Link: UP

Connected to: ethl

IP Address: 2.2.2.3

CHAP Host name: client

psw: GQXbNXEmynaED230FsQ4jAA=
MTU: 1400

MRU: 1400

Persistent: ON

Maxfail: 0

LCP echo failure: 10

LCP echo interval5

10233 1" f sdzdzd Isj pints @3R8 Tz repeat 2 0  @xiditerA Hdzv f tetse j to
Movw L Odzdztsisd EMmistes?2 Mise

PING 202.2.2.1 (202.2.2.1) from 201.1.2.1 : 56(84) bytes of data.
64 bytes from 202.2.2.1: icmp_seqg=1 ttI=64 time=1.10 ms

64 bytes from 202.2.2.1: icmp_seqtt264 time=1.05 ms

64 bytes from 202.2.2.1: icmp_seq=3 ttI=64 time=1.00 ms

64 bytes from 202.2.2.1: icmp_seq=4 ttI=64 time=1.06 ms

64 bytes from 202.2.2.1: icmp_seq=5 ttI=64 time=0.974 ms

10.234 11 f sdzdzed Is § CEldp@ dmthz dFDuterB HdzW 9" 9 SHO ff ot
dqdzC Of Mzdzv ydd, ftesatsHwhdn yjtojL Iskzdedgj dzz, fOCjIsts

tcpdump: verbose output suppressed, useor-vv for full protocol decode listening on ethl,libkgpe EN10MB
(Ethernet), capture size 262144 bytes

08:52:58.237914 PPPOE [ses 0x140PP122.1 > 202.2.2.1: ICMP echo request, id 21797, seq 11, length €
08:52:58.237997 PPPOE [ses 0x140] IP 202.2.2.1 > 201.1.2.1: ICMP echo reply, id 21797, seq 11, lengtl
08:52:59.239118 PPPOE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo re?(li87,ideq 12, length 64
08:52:59.239200 PPPOE [ses 0x140] IP 202.2.2.1 > 201.1.2.1: ICMP echo reply, id 21797, seq 12, lengtl
08:53:00.240284 PPPOE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo request, id 21797, seq 13, ler
08:53:00.240369 PPRE [ses 0x140] IP 202.2.2.1 > 201.1.2.1: ICMP echo reply, id 21797, seq 13, length 6
08:53:01.241436 PPPOE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo request, id 21797, seq 14, ler
08:53:01.241474 PPPOE [ses 0x140] IP 202.2.2.1 > 201.1.2Plet@Mreply, id 21797, seq 14, length 64
08:53:02.242572 PPPOE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo request, id 21797, seq 15, ler

103 | Oflses2¢ O PPPOE | Pv6

1031 [ dMOdzdj dzOMstets2Cd

sO0¢ CO0@dztz mp COyjMmlsej hMdsedsy » EMmMlstcts? Mise
BOtch clelsd - Psstce r A d Rout er B.
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1 © Router A dzOMmlistetsj dz- IP dddzissg 20811268 loopbackhdldzls j oW j 2 f
lo0 - IP address 100::1/128.

1 © RouterB dzOflstctsj-dP addiplssj2@%: /B4y et h 1

[ iYHE EMtes2MmMlso Od3d Router A d Router B dzOMmilstcO

RouterA RouterB
Server Client

2001::/64
eth1

2001::1/64 2001::2/64
100:100::1/128

{t dMzB® R j O deOMistes?2¢d foslssCsdzO PPPoE

1032 ClsOfr dzOMmMtes?2 ¢ d

10321 I s2HdIsyj ) teiydds ¢ dztsB Odz dzts 2 CodW e ztc O
ZOMmilstets?2 € 52

l1tod dzOMiIs tistg dWjc s s stczHso Odgdw, BHddd3 dL ¢ dzOe
CodzW e ztcOydsdadz 2 teoj 3 d d3. s s-dzVletE zisOddt sdadz” & B d B o
Mistcts$ d . J CsdeW e tcOydsdzdetsdz  toj  d d3d dB3ts Y dats gL «
BOh tezlsdL Oyde, BJjLBfOMdasMiskmMiJtcsiBlse,] § OtcOd] Is

10.3.22 1 OMmiste s 2 Is j PPRQEtdaDTIotderA

10.3.221 1 OfMlstets?2Isj ddzlsjteW j 2 et hl

RouterA(config)terface ethl
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#ipv6 address 2001::1/64
RouterA(configf-[eth1])#exit
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10.3.2.22 | OfMlstets2 Is j -d dlojptdiafr ki

RouterA(config)iterface 100
RouterA(configf-[lo0])#no shutdown
RouterA(configf-[lo0])#ipv6 address 100::1/128
RouterA(configf-[lo0])#exit

10.3.22.3 1 Ofls 2 Is j- POPpE

RouterA(config)gppoe server 1

RouterA(configpppoes[SERVERP#p authentication chap
RouterA(configpppoes[SERVER]p¥4 deny
RouterA(configpppoes[SERVER]p¥6 require
RouterA(configpppoes[SERVER]p¥6 pool 2001:1:1::/48 64
RouterA(configpppoes[SERVER]pY6 pool delegate 2001:1:1::/36 48
RouterA(configpppoe-s[SERVER]p¥6 dhcp
RouterA(configpppoes[SERVER]p¥6 dhcp preflifetime 12000
RouterA(configpppoes[SERVER]p¥6 dhcp validiifetime 240000
RouterA(configpppoes[SERVER]p¥6 dhcp routevia-gw on
RouterA(configpppoes[SERVERDEername <kient> password <istokistok>
RouterA(configpppoes[SERVER]Ep-echofailure 3
RouterA(configpppoes[SERVER]gp-echointerval 5
RouterA(configpppoes[SERVERDgeinterface ethl
RouterA(configpppoes[SERVERP® shutdown
RouterA(configpppoes[SERVER]gKit

10.3.23 | Ofls tc BRASH-C dzd j dARoutel®
10.3.23.1 1 Oflstets?2lsj ddzsj ¥ j2f et hil

RouterB(config)itaterface ethl
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ipv6 address 2001::2/64
RouterB(configf-[eth1])#exit

10.3.2.32 | Ofjlste 52 Is j-¢ ®P P aplE

RouterB(config)pppoe client 1

RouterB(configpppoe-c-[1])#unit 1
RouterB(configpppoe-c-[1])#useinterface ethl
RouterB(configpppoe-c-[1])#chap login <client> password <istokistok>
RouterB(configpppoe-c-[1])#persistent
RouterB(configpppoe-c-[1])#maxfai O
RouterB(configpppoe-c-[1])#holdoff 30
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RouterB(configpppoe-c-[1])#cp-echofailure 3
RouterB(configpppoe-c-[1])#cp-echointerval 5

RouterB(configpppoe-c-[1])#use-dns

RouterB(configpppoe-c-[1]))#use-default-route

RouterB(configpppoe-c-[1])#ipv4 off
RouterB(configpppoe-c-[1])#ipv6 on
RouterB(configpppoe-c-[1])#no shutdown
RouterB(configpppoe-c-[1])#exit

10324 uBntOddls

ZOMmlstes? ¢ g

RMYE Sdz L 22 Is jwrite sdg@edzh bzv M7 e O dzj dzd v

1033 1 o0 j 66 O dzOMbtets S

10331 11 § sdzded Is j
O iy ls WPBROE-f) j 6o j 6O

pppoe server 1 is ON

Duplicate session: replace

IPv4: deny IPv6: require

IPv6 pools: 2001:1:1::/48,64

IPv6 pool delegate: 2001:1:1::/36,48

Auth type: chap

Users: client

psw: gehRopxWSvWLIOAxpbUOOWA=
ip: None

IPv6 peer interface ID: don't accept
LCP echo failure: 3

LCP echo interval: 5

MTU: 1400

Min MTU: 1280

MRU: 1400

Interfaces used: ethl

IPv6 DHCP:
PrefLifeTime: 12000
ValidLifeTime: 240000
RouteViaGw: On

10332 11 f sdzded Is j
420 i) Is tPBROE-S dzd j dzls O

pppoe client 1
VREF: default
State: ON
Interface: pppl

shdsvdg@pdaH derver dzGRouterA H dzw

shawdpppize: &tient dzGRouterB H dzw

zZzOMmlstes§ ¢ dzO

9" asHO dzO

9" 9 SHO dzO
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Link: UP

Connected to: ethl
CHAP Host name: client
psw: gehRopxWSvWLIOAxpbUOOWA=
MTU: 1400

MRU: 1400

Persistent: ON

Maxfail: O

Holdoff: 30

LCRecho failure: 3

LCP echo interval: 5
DNS usage enabled
Default route enabled

10333 1" f sdzdzd IsJ pinis® dzd B 0 :RouterBdz@zv f totso j G d Mo w
RouterA d RouterB

PING 100::1(100::1) 56 data bytes

64 bytes from 100::1: icmp_seq=1 ttl=64 time=1.07 ms
64 bytes from 100::1: icmp_seq=2 ttI=64 time=1.03 ms
64 bytes from 100::1: icmp_seq=3 ttI=64 time=0.997 ms
64 bytes from 100::1: icmp_seq=4 ttI=64 time=1.07 ms
64 bytes from 100::1: icmp_seq=5 ttI=64 time=1.07 ms

10334 I f sdzdzed Is § CEldp@ dmthz dFDuterA HdzW 9" e SHO ff ot
dqdzC Of Mzdzv ydd, ftesatsHwhdn yjtojL Iskzdedgj dzz, fOCjIsts

11:15:15.147142 PPPdEes 0x1] LCP, EcRequest (0x09), id 149, length 10
11:15:15.148144 PPPdEes 0x1] LCP, EcReply (0x0a), id 149, length 10
11:15:15.163604 PPPdEes 0x1].CP, EchRequest (0x09), id 232, length 10
11:15:15.163676 PPPdEes 0x1] LCP, EcReply (0x0a), id 232, length 10
11:15:20.147143 PPPdEes 0x1] LCP, EcRequest (0x09), id 150, length 10
11:15:20.148156 PPPdBes 0x1] LCP, EcReply (0x0a), id50, length 10
11:15:20.163646 PPPdBes 0x1] LCP, EcRequest (0x09), id 233, length 10
11:15:20.163719 PPPdEes 0x1] LCP, EcReply (0x0a), id 233, length 10
11:15:25.147107 PPPdEes 0x1] LCP, EcRequest (0x09), id 151, length 10
11:15:25.14886 PPPoHses 0x1] LCP, EcReply (0x0a), id 151, length 10

104 1 Offlstes2C¢ O GRE

1041 [ dMOdzdj dOMstets2Cd

sO¢C COok@dztzs &z COyjMmMlsej mMdsedsr n EMlstcts? Mise
BOtch clelsd - Psstce r A d Rout er B.
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L CRout er A dzOMmistets dzr o dzlsfjdaisy jtcifjr2 el a1 LM O s
10 RouterB dOfMmistetsj dz¥ d-dztizls ooy 2 M3 198.18RP/24 MOB
[ idHE EMbtts2Mmiso Odsd Rout er Alsddzip dzt er B dzOfMmilstets,

-_—— T T e -
- =~ -

~
-~ TyHHenbHble WHTEperchl ~

7/ Ipv4:198.18.202.0/30

GRE-TyHHeNb

|
SN eth1.2 eth1.2 TRe T
asa afes=2as

Ipv4: 198.18.2.1/24 Ipv4: 198.18.2.2/24

{ M8 B R j BO dzOfMis sk &dsj &R E

1042 CsOf " dzOMlstets?2 ¢ d

10421 1 s82HdIsd 9 tcd Y dd3 ¢ dztsB Odz' dzts 2 CtsdzW e ztc O
ZOMistets2 € 52

l1ted dOMstes?2C¢j Milsjotsects tBtozHtso Odzdw, HAd®
CodW JezteOydsdedzr 2 toj y dd3. s sdtiss zitgddicy dpddrd2s o to jC szt
Mstes ¢ d . J Csdef e ztcOyd sdedets s te§ 3 d d3d d3ts ) dzts gL
BZOwh ezlsdL Oyds, BjLBfOMdsmis! d Hwkzed] §OLOd] Ister

10422 1 OmMmlstes?21Isj Router A

104221 | OfMmMistets?2Isj detidj oW j 2 M

RouterA(config)iterface ethl
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#exit

104222 1 Ottt fZsh@% j 2 et hl. 2

RouterA(config)iterface ethl.2
RouterA(configf-[eth1.2])#vid 2 ethertype 0x8100
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RouterA(configf-[eth1.2])#o shutdown
RouterA(configf-[eth1.2])#p address 198.18.2.1/24
RauterA(configif-[ethl.2])#exit

104223 | Offlstets2Isj Iskzdzdzj dz' dzr 2 dudzlsj teW j2f tunnel 2

RouterA(config)iterface tunnel 2

RouterA(configtunnel2])#tunnel mode gre source 198.18.2.1 destination 198.18.2.2
RouterA(configtunnel2])#ho shutdown

RouterA(configtunnel2])#p mtu 1476

RouterA(configtunnel2])#p address 198.18.202.1/30

RouterA(configtunnel2])#p multicast

RouterA(configtunnel2])#exit

104224 | Ofplstets?2Isj ddalsjtew j2m vI an?2

RouterA(config)iterface vlian2
RouterA(configvlan2])#id 2 ethertype 0x8100
RouterA(cofig-[vlan2])#ho shutdown
RouterA(configvlan2])#p address 202.2.2.1/24
RouterA(configvlan2])#exit

104225 | OfmMlstets2Ilsj HBOwh tekzlsdL Oyds yJj tejunneld iz dzdzj dz' o

RouterA(config)ip route 201.1.2.0/24 198.18.202.2 tunnel2

10423 1 OmMlstes?21Isj Router B
104231 | OMmls tc tf Ads jj tcWethd M

RouterB(config)ititerface ethl
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#exit

104232 1 Ot 2 fzsi®# j 2 et hl. 2

RouterB(config)#terface ethl.2
RouterB(configf-[eth1.2])#id 2 ethertype 0x8100
RouterB(configf-[eth1.2])#o shutdown
RouterB(configf-[eth1.2])#p address 198.18.2.2/24
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RouterB(configf-[eth1.2])#exit

104233 | Offlstets21Isj Iskdzdzj dz' dz" 2 duadzlsj e j2f tunnel 2

RouterB(config)itaterface tunnel 2

RouterB(configtunnel2])#tunnel mode gre source 1988.2.2 destination 198.18.2.1
RouterB(configtunnel2])#ho shutdown

RouterB(configtunnel2])#p mtu 1476

RouterB(configtunnel2])#p address 198.18.202.2/30

RouterB(configtunnel2])#p multicast

RouterB(configtunnel2])#exit

104234 | Ot s Jdaj el j2f vl

RouterB(config)itaterface vian2
RouterBconfigvlan2])#id 2 ethertype 0x8100
RouterB(configvlan2])#ho shutdown
RouterB(configvlan2])#p address 202.2.2.2/24
RouterB(configvlan2])#exit

104235 1 Oflstets2lsj ®&BO®h wklsdL Oyd*¥

RouterB(config)ip route 201.1.2.0/24 198.18.202.1 tunnel2

10424 uRtOddlsj dzOMsts?Cd
RMY Sdz' L 22 Is jwrit sndgedzh 2" NS 6 0dzgj ded v dzOMlstetsj & dzO

1043 1 tetso JtcC O dzOMistetsy €
10431 1 §f sdzdzd Is§ shawdgedacds tunnel 2 dROuterA H dzv 9o " 9 tSH O
1 CteOdze dz@GREBIKGIsSGgEd] dzv

tunnel2

Link: UP

Mode: gre

Multicast: on

Source address: 198.18.2.1
Destination address: 198.18.2.2
IPv4 Address: 198.18.202.1/30
RX: 1512 bytes / 18 packets
TX: 1512 bytes / 18 packets
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MTU: 1476

10432 1" §f sdzdzd Isj s$hewdi@eadfacks tunnel 2 dgOuterB H dzv " 9 SH O  dzC
1 CteOdz dz@REILIsSdgd] dzv

tunnel2

Link: UP

Mode: gre

Multicast: on

Source address: 198.18.2.2
Destination address: 198.18.2.1
IPv4 Address: 198.18.202.2/30
RX: 3024 bytes / 36 packets
TX: 3024 bytes / 36 packets
MTU: 1476

10433 11" § s dzdd s 5O dpindz 202.2.2.1 repeat 2 0  &aiterA Hdzv o9 § 16
Mo v L O dzéamifgrid d RouterB

PING 202.2.2.1 (202.2.2.1) 56(84) bytes of data.

64 bytes from 202.2.2.1: icmp_seqg=1 ttI=64 time=1.16 ms
64 bytes from 202.2.2.1: icmp_seq=2 ttI=64 time=1.02 ms
64 bytes from 202.2.2.1: icmp_sed=3 ttI=64 time=1.09 ms
64 bytes from 202.2.2.1: icmp_seq=4 ttI=64 time=0.983 ms
64 bytes from 202.2.2.1: icmp_seq=5 ttl=64 time=1.08 ms

10434 ] f sdzdzd Is § {cixldg@p dathlr  dF@uterB H dzv 9T aHO ot
ddz€ Of Mzdzwv ydd, fHtesatsHWwh da yYjtejL Iskdadgj dzz, f OCjIsts

tcpdump: verbose output suppressed, useor-vv for full protocol decode

listening on ethl, linkkype EN10OMB (Ethernet), capture size 262144 bytes

10:55:12.696404 IP 198.18.2.2 > 188211: GREVO, length 88: IP 198.18.202.2 > 198.18.202.1: ICMP echc
request, id 27279, seq 3, length 64

10:55:12.696499 IP 198.18.2.1 > 198.18.2.2: GREVO, length 88: IP 198.18.202.1 > 198.18.202.2: ICMP ¢
id 27279, seq 3, length 64

10:55:13.69754%P 198.18.2.2 > 198.18.2.1: GREVO, length 88: IP 198.18.202.2 > 198.18.202.1: ICMP ec
request, id 27279, seq 4, length 64
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105 |1 Ofistes2¢0O | PI P

1051 [ dMOdedj deOMlstes2Cd

sOC {COk@ditz &z COyjMmse thdsedz » bkMstets2 Mise
BOtch ckelsd - Pstce r A d Rout er B.

1 ORouterA dzO s tc & jdels’ | tc W ;jethin2 - IP address 198.18.2.1/24, tunnel 2 - IP
address 198.18.202.1/30, vlan2 - IP address 201.1.2.1/24.

1 ORouterB dzO fls tc txfjdets’ | tc W ;jethin2 - IP address 198.18.2.2/24, tunnel 2 - IP
address 198.18.202.2/30, vlan2 - IP address 202.2.2.1/24.

[ idHE EMmMbbtes2MmMiso Odsd Rout er Als @ldzdRjodz't .er B dzOMmistets,

— - = - -
_ — — — ~
~
e TyHHenkbHble HHTEphENCHI N
7/ Ipv4: 198.18.202.0/30

—_

IPIP-TyHHeNb

e _—
O .I eth1.2 ( C ) ethl.2 0 OO0 .I
ala allalalala

Ipvd:198.18.2.1/24 Ipv4: 198.18.2.2/24

t dMEz A% R BO dzOMls EeAdRdgj dewP | P

1052 ClsOf ' &OMbtes2sd

10521 Iws2udlsj o tjydd coseOd ds?2 C(cdidczco:
ZOMsies? ¢ 52

1 6 &OMbbes2C] Mjlsjoscets SeBSGkHse Odd™, Hddds
Cod debteOydededzy 2 toj 3 . s sdiike beoddsdadz &) w5d B o
fMlstesSd. 1 SodWiddhdgaydadesds L &) dzvls'  &OMsts
BOEh tllsdL Oyds, BjLGfOMdsMms: d Hekzecd] §OwLOd] st

10522 1 € 0 dzv dzsRoutdpisotosiChjls S S 3O dzH T

105221 1 Ofis et 2 4 s @& j 2 f
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RouterA(config)iterface ethl.2
RouterA(configf-[eth1.2])#id 2 ethertype 0x8100
RouterA(configf-[eth1.2])#o shutdown
RouterA(configf-[eth1.2])#p address 198.18.2.1/24
RouterA(configf-[eth1.2])#exit

105222 | OMmilstets?2Isj ddalsjtew j2m tunnel 2

RouterA(config)iterface tunnel 2

RouterA(configtunnel2])#tunnel mode ipip source 198.18.2destination 198.18.2.2
RouterA(configtunnel2])#ho shutdown

RouterA(configtunnel2])#p mtu 1476

RouterA(configtunnel2])#p address 198.18.202.1/30

RouterA(configtunnel2])#p multicast

RouterA(configtunnel2])#exit

105223 | Ofplstets2Isj ddalsjtew j2Mm vI an?2

RoutaA(config)#nterface vlian2
RouterA(configf-[vlan2])#id 2 ethertype 0x8100
RouterA(configf-[vlan2])#ho shutdown
RouterA(configf-[vlan2])#p address 201.1.2.1/24
RouterA(configf-[vlan2])#exit

105224 1 Offstes2 s ®OwLh tekzlsdL Oyd®

RouterA(config)ip route 202.22.0/24 198.18.202.2 tunnel2

10523 | € ts 3O dzH dzsRoutdnBsoteotsjSijls € ts d3O dzH
105231 | O tets 2 4 jzlsfy @Y j 2 i

RouterB(config)#terface ethl.2
RouterB(configf-[eth1.2])#id 2 ethertype 0x8100
RouterB(configf-[eth1.2])#0o shutdown
RouterB(configf-[eth1.2])#p address 198.18.2.2/24
RouterB(configf-[eth1.2])#exit

105232 | Oflstets2lsj ddzdsjt® j2f tunnel 2
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RouterB(config)itaterface tunnel 2

RouterB(configtunnel2])#tunnel mode ipip source 198.18.2.2 destination 198.18.2.1
RouterB(configtunnel2])#o shutdown

RouterB(configtunnel2])#p mtu 1476

RouterB(configtunnel2])#p address 198.18.202.2/30

RouterB(configtunnel2])#p multicast

RouterB(configtunnel2])#exit

105233 | Ofplstets2Isj ddalsjteWw j2m vI an?2

RouterB(config)ititerface vian2
RouterB(configf-[vlan2])#id 2 ehertype 0x8100
RouterB(configf-[vlan2])}tho shutdown
RouterB(configf-[vlan2])#p address 202.2.2.1/24
RouterB(configf-[vlan2])#xit

105234 1 Offlstes2lsj BOBI wklsdL Oyd*¥

RouterB(config)ith route 201.1.2.0/24 198.18.202.1 tunnel2

10524 utntOddls] &OMes?Cd
R MY tsdzjL sk @rieidname> H dzv M R 6 O dzj dzd W

1053 1 tetso j 6C O dOMlstetsy &

10531 I f sdzdzed Isj shawdgfedacds tunnel 2  d@®uterA H dzW

1 COdz dZOMlstesj ¢ sk dzdzj dzv

tunnel2
Link: UP
Mode: ipip
Multicast: on
Source address: 198.18.2.1
Desthation address: 198.18.2.2
IPv4 Address: 198.18.202.1/30
RX: 2604 bytes / 31 packets
TX: 2604 bytes / 31 packets
MTU: 1476

&ZOMmlstes§ & dzO

9T 9tsH O

1 j to fyaom
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10532 I ftsdzdzd Isj shewdi®@eifaces tunnel 2 dgOuterB Hdzv o " 9 SH O
1 CteOdz dzOMistetsy € sz dzdzj dzw

tunnel2
Link: UP
Mode: ipip
Multicast: on
Source address: 198.18.2.2
Destination address: 198.18.2.1
IPv4 Address: 198.18.202.2/30
RX: 2604 bytes / 31 packets
TX: 2604 bytes / 31 packets
MTU: 1476

10533 11 § sdzded s pingi®ezH 28 .RRUteRA HizD' f toso j S d fow
&34 3 HRbuterA d RouterB

PING 198.18.2.2 (198.18.2.2) 56(84) bytes of data.

64 bytes from 198.18.2.2: icmp_seg=1 ttl=64 time=1.04 ms
64 bytes from 198.18.2.2: icmp_seq=2 ttl=64 time=1.01 ms
64 bytes from 198.18.2.2: icmp_seq=3 ttI=64 time=0.939 ms
64 bytes from 198.18.2.2: icmp_seq=4 ttl=64 time=1.02 ms
64 bytes from 198.18.2.2: icmp_seq=>5 ttI=64 time=0.974 ms

10534 | ' ftsdzdzd lsj ping t5D8zH 8 . RbutetB Hdd® ftotse j S d o w
&34 3 HRbuterA d RouterB

PING 198.18.2.1 (198.18.2.1) 56(84) bytes of data.

64 bytes from 198.18.2.1: icmp_seq=1 ttl=64 time=1.01 ms
64 bytes from 198.18.2.1: icmp_seq=2 ttl=64 time=0.954 ms
64 bytes from 198.18.2.1: icmp_seq=3 ttlI=64 time=1.00 ms
64 bytes from 198.18.2.1: icmp_seq=4 ttI=64 time=0.943 ms
64 bytes from 198.18.2.1cmp_sed=5 ttI=64 time=0.993 ms

10535 1 §tsdzdzdlsj Ping B2 12 . 2RouterAdz@ oo j ©Cd § j
fOCjilktce YjtjL Iskdedzj oz

PING 202.2.2.1 (202.2.2.1) 56(84) bytes of data.

64 bytes from 202.2.2.1: icmp_seq=1 ttl=64 time=1.16 ms
64 bytes from 202.2.2.1: igmn seq=2 ttI=64 time=1.02 ms
64 bytes from 202.2.2.1: icmp_seq=3 ttl=64 time=1.09 ms
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64 bytes from 202.2.2.1: icmp_seq=4 ttI=64 time=0.983 ms
64 bytes from 202.2.2.1: icmp_seq=5 ttl=64 time=1.08 ms

10536 11 ff sdzdzd Is § CEldp@ dmthz dFDuterB HdzW 9" 9 SH @S ( ot
ddzeS Of Mzdzv ydd, ftesatsHwhdn ydteiL Iskzdedej dz2, §OCJjlsts

tcpdump: verbose output suppressed, useor-vv for full protocol decode listening on ethl, litype EN1OMB
(Ethernet), capture size 262144 bytes

23:41:45.353327 IP 198.18.2.1 > 198.18.2.2918.202.1 > 202.2.2.1: ICMP echo request, id 5280, seq 6
length 64 (ipipproto-4)

23:41:45.353382 |IP 198.18.2.2 > 198.18.2.1: IP 202.2.2.1 > 198.18.202.1: ICMP echo reply, id 5280, sec
64 (ipipproto-4)

23:41:46.354485 |IP 198.18.2.1 > 198218. IP 198.18.202.1 > 202.2.2.1: ICMP echo request, id 5280, seq
length 64 (ipipproto-4)

23:41:46.354584 |P 198.18.2.2 > 198.18.2.1: IP 202.2.2.1 > 198.18.202.1: ICMP echo reply, id 5280, sec
64 (ipipproto-4)

23:41:47.355666 IP 198.18.2.1198.18.2.2: IP 198.18.202.1 > 202.2.2.1: ICMP echo request, id 5280, seq
length 64 (ipipproto-4)

106 1 Oflstes2C O L2TP

106.1 [ fdMOdedj deOMlstes2Cd

SsOC S Olc@dztz Gdad COyjMmlse thdsedz 1 bkMistets2 Mise
BOtch clelsd -Pststce r A d Rout er B.

1 CRouterA dzO s tc t Jdakz’j tc W jethTr} 1P address 198.18.0.1/24, ppp20 - IP address
198.18.2.1.

1 CGRouterB dzO M Is tafsdglsdg te W jethT'IP address 198.18.0.2/24, pppl0 - IP address
expect.

1 © Router A dOffpfstedsjitdz L2 TP

1 © Router B dOMmdkdisdlsz L2TP
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RouterA RouterB
Server Client
0 Dooo ghg etht pelcvoe
='n poono ='n poono

198.18.0.1/24 198.18.0.2/124

tdMzB G R B8O dOmMstts2¢d (sl sdO L2TF

1062 CsOf ' d&OMtes2 6 d

10621 Is2Hudlsj o tijydd chseOd ds?2 C(cdidczEo:

ZOMes? ¢ 52
) o ZOfjlsWjgAC) o 5S¢ 5 GBSk HEGO OdedV, GHdzdd dL

G dz

Codl dekteOyddd 2 )y dd. s sk eoddsdadz &) B B o

Mistets$ d . J CsdWdeztcOydsdedzsds tej ) d d3d d3ts ) dats
BOth czlsdL Oyde , B J L St OOdHgsdds! & sitdctzXeyflge .f Ots
10.6.2.2 1 OMistc hk2TR-f)) j tc © j Routdz®
10.6.22.1 1 Ofmlstets2lsj ddelsjteW j2f et hi

RouterA(config)ihterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#ip address 198.18.0.1/24
RouterA(configf-[ethl])#exit

10.6.222 | OMmMstets?Ilsjy ddzlsjteW i2fM ppp20

RouterA(config)#terface ppp 20
RouterA(configppp20])#o shutdown
RouterA(configppp20])#ntu 1450
RouterA(configppp20])#p address local 198.18.2.1
RouterA(configppp20])#pp authenticationchap
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RouterA(configppp20])#exit

106223 1 O sfj 2T e

RouterA(config)i2tp server SERVER

RouterA(config2tp-s-[SERVERP#ent lac 0.0.0.0 255.255.255.255
RouterA(config2tp-s-[SERVER]ptpool 198.18.2.10 198.18.2.20
RouterA(config2tp-s-[SERVER]p pool gateway 198.18.2.1
RouterA(config2tp-s-[SERVERP#ent authentication name <client> password <istokistok>
RouterA(config2tp-s[SERVERP#p interface 20

RouterA(config2tp-s-[SERVERP#® shutdown

RouterA(config2tp-s-[SERVERP#d

10.6.2.3 1 O IQust§2TP-C dzd j daRouter®
106231 | OfMistes2lsj ddasjteW j2f et hl

RouterB(config)itaterface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 198.18.0.2/24
RouterB(configf-[eth1])#exit

10.6.232 | Oftselsj ddzsjteW j2f ppplo

RouterB(config)itaterface pppl0
RouterB(configpppl10])#o shutdown
RouterB(configpppl10])#mtu 1450
RouterB(configpppl0])#p address expect
RouterB(configpppl10])#exit

10.6.233 | Offstets 2 Is-§ dzdf p @B

RouterB(config)i2tp client CLIENT

RouterB(config2tp-c-[CLIENT]gerver 198.18.0.1
RouterB(config2tp-c-[CLIENT]gtuthentication name <client> password <istokistok>
RouterB(config2tp-c-[CLIENT]@pp interface 10

RouterB(config2tp-c-[CLIENT] @b shutdown

RouterB(config2tp-c-[CLIENT#end
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10624 usRtOddlsj dzOMsts?Cd
RMY Sdz' L 22 Is jwrit sndgedzh 2" NS 60dzj ded W dzOMlstetsj & dzO

1063 } tets0 j 66 O &OMistesj §

10631 1 f sdzdzd Isj shawdiipdmerzer dzORouterA Hdzv o " 9a BH O dzO
dzOMmils dBTPHj tco j O

L2TP Server SERVER is ON

Allowed networks: 0.0.0-255.255.255.255
IP pool: 198.18.2.1098.18.2.10

IP pool gw: 198.18.2.1

Users: client
psw:gehRopxWSVWLIOAXpbUOOWA=
PPP interface number: 20

10632 | § sdzded lsj Shewdsdrpzalient dzORouterB Hdzv o' 9 5H O  dzO
O fls WBTPE dzd j dzls O

L2TP Clien€LIENT is ON

State: OFF

Server IP: 198.18.0.1

Username: client

passwd: gehRopxWSvWLIOAxpbUOOWA=
PPP interface number: 10

10.6.3.3 1 " f sdzded Is 4§ Pig d3®DdgH. 21 8 . RouterB ez@" 9" 9 BHO { i
ddz¢ Of Mzdzw ydd, ftsasHwhdas yjtejL Iskdedgj dzz, § OCjIsts

PING198.18.2.1 (198.18.2.1) 56(84) bytes of data.

64 bytes from 198.18.2.1: icmp_seqg=1 ttl=64 time=1.17 ms
64 bytes from 198.18.2.1: icmp_seq=2 ttl=64 time=1.05 ms
64 bytes from 198.18.2.1: icmp_seq=3 ttl=64 time=1.11 ms
64 bytes from 198.18.2.1: icmp_seq=K-6&4 time=1.13 ms
64 bytes from 198.18.2.1: icmp_seq=5 ttl=64 time=1.09 ms

10634 11 f sdzdzed Is j foxddnip dathiz d&@uterA H dzW 9" 9o sHO ot
dqdzC Of Mz dzv ydd, ftesatsHwhdn yjtojL Iskzdedgj dzz, f OCjIsts

tcpdump: verbose output suppressed, useor -vv for full protocoldecode
listening on ethl, linitype EN10MB (Ethernet), capture size 262144 bytes
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17:10:44.104815 IP 198.18.0.2.1701 > 198.18.0.1.11:[](24370/4408) {IP 198.18.2.10 > 198.18.2.1: IC}
echo request, id 5090, seq 1, length 64}

17:10:44.104928 IP 198D.1.1701 > 198.18.0.2.170Rtp:[](782/18942) {IP 198.18.2.1 > 198.18.2.10: ICM
echo reply, id 5090, seq 1, length 64}

17:10:45.105748 IP 198.18.0.2.1701 > 198.18.0.1.12:[](24370/4408) {IP 198.18.2.10 > 198.18.2.1: IC}
echo request, id 509Geq 2, length 64}

17:10:45.105807 IP 198.18.0.1.1701 > 198.18.0.2.11A:[](782/18942) {IP 198.18.2.1 > 198.18.2.10: ICM
echo reply, id 5090, seq 2, length 64}

17:10:46.106948 IP 198.18.0.2.1701 > 198.18.0.1.11A:[](24370/4408) {IP 198.18.201> 198.18.2.1: ICMP
echo request, id 5090, seq 3, length 64}

17:10:46.107025 IP 198.18.0.1.1701 > 198.18.0.2.11A:[](782/18942) {IP 198.18.2.1 > 198.18.2.10: ICM
echo reply, id 5090, seq 3, length 64}

17:10:47.108151 IP 198.18.0.2.1701 > 198.181701.: I2tp:[](24370/4408) {IP 198.18.2.10 > 198.18.2.1: IC}
echo request, id 5090, seq 4, length 64}

17:10:47.108280 IP 198.18.0.1.1701 > 198.18.0.2.110:[](782/18942) {IP 198.18.2.1 > 198.18.2.10: ICM
echo reply, id 5090, seq 4, length 64}

17:10:48.109345 IP 198.18.0.2.1701 > 198.18.0.1.1721p:[](24370/4408) {IP 198.18.2.10 > 198.18.2.1: IC}
echo request, id 5090, seq 5, length 64}

17:10:48.109452 IP 198.18.0.1.1701 > 198.18.0.2.11:[](782/18942) {IP 198.18.2.1 > 198.18.2.10: ICM
echo reply, id 5090, seq 5, length 64}

107 1 Offlstes2¢ 0O L2TPv 3

1071 [ §dMOdedj deOMlstes?2 ¢ d

s0¢ ¢ OUdatr G820 COyjMmlsej GMdaseader 1 EfMistets? Mls:e
BOtch czlsd -rPsBtce r A d Rout er B.

1© Router A dOmMbicxhdzr - dRddelfiréss 198.18.2.1/24, loopback-
Jozls j W j 240 1 .011. 2. 1/ 32, sk dzdzj oz IREd@esfldzle. /2y j 2 1) | 2t p

10 RouterB dOmistesj dz' - dPdzsigréss J98.48.2:2/24,e lbopbhck-
ddzls j oW j 220 2 .02L. 2. 1/ 32, Isk dzd2jpiiz IREdRessldzls.2/24% | 2

[ iYHE EMbtes2Mlso Odsd Router A dizRmzgjtd2r B dzOMmistets,
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| L2TPV3-TyHHeNb

L ethl eth1 TRe T
a2 afes=2as

Ipv4:198.18.2.1/24 Ipv4: 198.18.2.2/24
lo1:201.1.2.1/32 lo1:202.2.2.1/32

tdmMeza@d & - j BO dzOMis tcts-B L dadzli 2azFV P v 3

10.72 ClsOfr dzOMlstes?2¢Cd

10721 1 s82HdIj 9 tidd ¢ dzseOd dats? Codef ezt O
ZOMlstes?2 € 52

1 ted &OMbes2¢,j Milkjoscts BBStkHBo Oddw, ©Hdd®
CodWdekztcOydsdeder 2 tej ydd3s. s sdWsw zwOddi sdadz” & g B at
MlstetsC d . J CodW dezteOyd sdzdetsdz tej 3 d d3d d3ts ) dzts gL o
BOteh tclzlsdL Oyde, & jH sl OdjesfiiGEOdij ster kflstes?2 iseo .

10.7.22 | OfMiste k2TBVE Is iz dzdzRdmterAdzO

10.7.22.1 1 Ofpstets2Isj detidj teW j 2 M

RouterA(config)ihterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#p address 198.18.2.24
RouterA(configf-[eth1])#exit

10.7.2.22 | Oflstets2 Is j -d dalojptdiagekn

RouterA(config)iterface lol
RouterA(configf-[lo1])#ip address 201.1.2.1/32
RouterA(configf-[lo1])#no shutdown
RouterA(configf-[lo1])#exit
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10.7.223 | Offlstets2sj Isikzdzdzj dz' dz' 2 ddzlsjteW j2fp | 2t pl

RouterA(config)iterface 12tp 1

RouterA(config2tp[1])#tunnel source 198.18.2.1 destination 198.18.2.2 lo@&ll01 remoteid 102
encapsulation udp sourceport 1001 destinationport 2001

RouterA(config2tp[1])#session locald 1 remoteid 2

RouterA(confi-l2tp-ses[1])#p address 1.1.1.1/24

RouterA(config2tp-ses[1])#o shutdown

RouterA(config2tp-ses[1])#xit

RouterA(config2tp[1])#exit

10.7.22.4 1 Offlstets2lsj ®&BO®h wklsdL Oyd ¥

RouterA(config)i route 202.2.2.1/32 1.1.1.2

10.7.23 | Ofmlstets?21Isj L2TPv3 Iskzdzdzj dzz dzO Rout er B
10.7.23.1 | Ofplstets2Isj dedidj oW j 2 M

RouterB(config)itaterface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 198.18.2.2/24
RouterB(configf-[eth1])#exit

10.7.2.3.2 | Ofistets? Is j -d dalsojptdWagekin

RouterB(config)ititerface lol
RouterB(configf-[lo1])#ip address 202.2.2.1/32
RouterB(configf-[lo1])#no shutdown
RouterB(configf-[lo1])#exit

10.7.233 |1 Offstets2 s Iskdzgdzj dz dzr 2 dazlsjteW j2f | 2t pl

RouterB(config)iterface 12tp 1

RouterB(config2tp[1])#tunnel source 198.18.2.2 destination 198.18.2.1 loadl102 remoteid 101
encapsulation udp sourceport 2001 destinationport 1001

RouterB(config2tp[1])#session locald 2 remoteid 1

RouterB(config2tp-ses[2])4p address 1.1.1.2/24

RouterB(config2tp-ses[2])#ho shutdown

RouterB(config2tp-ses[2])#xit
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RouterB(config2tp[1])#exit

10.7.23.4 1 Oflstets2lsj ®&O®h wklsdL Oyd ¥

RouterB(configjip route 201.1.2.1/32 1.1.1.1

10.724 uRtOddlsj dzOMsts?Cd
RMY Sdz' L 22 Is jwrit sndg®edzh 2" NS 60dzj ded W dzOMlstetsj & dzO

1073 1 totse j O BIstets j €
10731 11 f sdzdzd Is ] shawdp@daeds 12tp dzCRouterAH dzv o' 9 SH O dzO
dzO M Is . BTPY3 Is Iz dzdzj dzw

12tp tunnel 1:

Local IP: 198.18.2.1

Remote IP: 198.18.2.2

Local ID: 101

Remote ID: 102

Encap: udp

Source port: 1001 Dest port: 2001 VRF: default
I2tp session: 12tplsl

Link: UP

Local ID: 1

Remote ID: 2

IPv4 Address: 1.1.1.1/24 RX: 0 bytes / 0 packets
TX: 738 bytes / 7 packets

10732 1" f sdzdzed Isj shdasvdgBedacds 12tp dzgGRouterBH dzv o' 9 SH O dzO
dzO fyls W BTPY3 Is iz dzdzj dzW

[2tp tunnel 1:

Local IP: 198.18.2
Remote IP: 198.18.2.1
Local ID: 102

Remote ID: 101
Encap: udp

Source port: 2001 Dest port: 1001
VREF: default

[2tp session: [2tp1s2
Link: UP

Local ID: 2

Remote ID: 1
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IPv4 Address: 1.1.1.2/24
RX: 19892 bytes / 186 packets
TX: 16922 bytes / 179 packets

10733 I f sdzdzd s j pinp®8zH 28 ROUtEPA HEDY f tetse jt6Cd Mo v
d3J 3 HRbuterA d RouterB

PING 198.18.2.2 (198.18.2.2) 56(84) bytes of data.

64 bytes from 198.18.2.2: icmp_seq=1 ttl=64 time=1.03 ms
64 bytes from 198.18.2.2: icmp_seq=2 ttl=64 tim&36. ms

64 bytes from 198.18.2.2: icmp_seq=3 ttI=64 time=0.998 ms
64 bytes from 198.18.2.2: icmp_seq=4 ttlI=64 time=0.958 ms
64 bytes from 198.18.2.2: icmp_seq=5 ttl=64 time=1.00 ms

10.734 1" § sdzded Is j pinpz®8zH 28 .RduteiB HizDY f totso jteC d Mo w
d3j B RouterA d RouterB

PING 198.18.2.1 (198.18.2.1) 56(84) bytes of data.

64 bytes from 198.18.2.1: icmp_seq=2 ttl=64 time=0.987 ms
64 bytes from 198.18.2.1: icmp_seq=3 ttI=64 time=0.949 ms
64 bytes from 198.18.2.1: icmp_seq=4 ttI=64 time=0.992 ms
64 bytesfrom 198.18.2.1: icmp_seq=5 ttI=64 time=0.935 ms

10.735 11 f sdzdzed Is § Piy dPO002H.z2 . 2RodterAdeOdzY o " 9 SHO {f tot
dqdzC Of Mz dzv ydd, ftesatsHwhdn yjtojL Iskzdedgj dzz, f OCjIsts

PING 202.2.2.1 (202.2.2.1) 56(84) bytes of data.

64 bytes from 202.2.2.1: icmp_seq=1 ttI®6%e=2.13 ms

64 bytes from 202.2.2.1: icmp_seq=2 ttI=64 time=1.04 ms
64 bytes from 202.2.2.1: icmp_seq=3 ttI=64 time=1.11 ms
64 bytes from 202.2.2.1: icmp_seq=4 ttI=64 time=1.02 ms
64 bytes from 202.2.2.1: icmp_seq=>5 ttI=64 time=1.11 ms

10.736 1" § sdzdzd Is§ & $cmldptpdathl d&@uterB H dzW 9" 9o sHO ot
qdzC Of ffzcdzv ydd, fesRtsHwh o yYjtejL bkzddzjdzr, §0OCjIts

tcpdump: verbose output suppressed, useor-vv for full protocol decode listening on ethl, litype EN1OMB
(Ethernet), capture size 262144 bytes

02:03:57.58652 IP 198.18.2.1.1001 > 198.18.2.2.2001: UDP, length 110

02:03:57.526764 IP 198.18.2.2.2001 > 198.18.2.1.1001: UDP, length 110
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02:03:58.527872 IP 198.18.2.1.1001 > 198.18.2.2.2001: UDP, length 110
02:03:58.527985 IP 198.18.2.2.2001 > 198.18.2.1.1001; lggh 110

02:03:59.529082 IP 198.18.2.1.1001 > 198.18.2.2.2001: UDP, length 110
02:03:59.529141 IP 198.18.2.2.2001 > 198.18.2.1.1001: UDP, length 110

108 1 OMlstets2 ¢ ©® OpenVPN

1081 [ dMOdedj deOMlstes2Cd

] HOdgdets a3 fted dzgd oy dMfBsd Lzjlsmw Opfgtm ViPils 990 CHC
sBiMfjujdd” BjLGYfOMdSEs HOM| discs HMisEfO ¢
or Mskzf Oj Is Emistets?2 Mise ts Router A, Coltstets sO¢C Yy j
BOtwh tczlsdL Olsstce®, RouterB or mMskzf Ojls € dzd j dzls ts d3.

[idHE EmMttts2Miso OBd Rotet g dzAO szt el B dzOMmls

[ dzv MM jh @kl sV dSOydd MmMddertesdzdL qicso Odets 9 to
[ dzv 1 stsets dzOMmMbtetsj dz0O Mddzr esded-MPgd § tctaB® dgdgds tc dzD M ls
mMdteoajtc dzO Router A d MddmtesdzdL Jtez2Ilsj otj &3 Rout

OpenVPN TYyHHeNb
““““““““““““““

100.0.0.0/24

RouterA »* RouterB
Server ,° “<  Client
Al

’
’

1.1.1.230 2.2.2.2/30

< R
® oo sl eth1
alaae N ipva.1.1.130

ofel
H

{ MG BO dOMmises?2Cd OpenVPN

1082 ClOf '  dzO M OEenPN
10821 Is2Hudls] o tijydd chseOd ds?2 C(cdidckzto:

ZOMIstets? € 52
) o dz2Ofbs?2S) Milkjosdts SBStbkHse Oddw, HdddH

Codl qezteOyd s il 6§ REGydsdd B tgmadg L iy dEBse
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MstetsC d . ) CosdzW e zteOydsdzdetsdz  toj  d d3d 35y dzts gL
BZOteh elzlsdL Oyde, BJLBYOMdesMis:  Httkzed] OO Ister
10822 1 OMmMtes?2Ilsj Mjtto jtec OpenVPN Router A
10.8.22.1 1 €S dz¢ ydIsjy THIPHodgVte § j toj HOWYd S Dylgtieds d EHOdAzd Is
Cdzt yd, JMmMdzd +Ists dzj sB R BBHJ S

RouterA(config)#tp on
RouterA(config)#tp clear-files

10.8.222 | OMmMlstets?2Ilsj oty d3W dzO Rout er A

RouterA(config)gystem clock date 01.01.2024
RouterA(config)gystem clock time 10:10

10.8.223 1 Oflstets2lsj ddzsjte¥ j2f et hil

RauterA(config)#hterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#p address 1.1.1.1/30
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#exit

10.8.224 1 OMmstets?2Ilsj BOwh tcklsdL Oyds Hts Cdzd j dals O

RouterA(config)i route 2.2.2.0/30 1.1.1.2

10.8.225 | Offlstets? Is j  OfpEtdNeV Pt

RouterA(config)#pn server SERVER

10.82251u 5L HO2Is] W O2dr Cdzs yO d Mjwelsd¥deoko fMj

RouterA(configrpnservef SERVERDP#ild-key server static
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1082252l s jHdls] ddWsttkOyds © Mjtojtej (o CoOHL
L 2@ 5 kdsdyodsds ) .

"1 ted d3j uOded §

[BYL O] d dZ 2 CairBeNang, stsmisOd dz j 4§ ydsdod

Country Name (2 letter code) [RE]J

State or Province Name (full name) [MSK]:

Locality Name (eg, city) [Moscow]:

Organization Name (eg, company) [YourCompany]:
Organizational Unit Name (eg, section) [changeme]:
Name [changeme]:

Email Address [mail@host.domain]:

Generating server key, please be patient ... OK

10.8.2253u 6 jdzj cdtelz2Is] f Otc-@ggzietzOdzOd Wi ez M tco j tcO
RouterA(configrpnservef[SERVERP#ild-key servettls verbose

[SYHdjM! GSCsdyOdkdY ¢jdjtoydd §Otod)sictss .
10.8.2254u ¢ j dzgj tqdelz2lsj W 0O2dr S yoO d Mmjelsdi¥ s olo

RouterA(configrpnserver SERVERP#ild-key client CLIENT

lojHdl] ddWtstedsOyds  SCdzdjddsj (9 Co9OHE©GOIsd R
2 dists dzy Odzed & ) .

"1 ted d3j uOded §

[BYL O] d d 2 CarBeN@nig, stsmlsOdz dz j 4§ ydsdod

Country Name (2 letter code) [RB]J
State or Province Name (full name) [MSK]:
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Locality Name (eg, city) [Moscow]:

Organization Name (eg, company) [YourCompany]:
Organizational Unilame (eg, section) [changeme]:
Name [changeme]:

Email Address [mail@host.domain]:

Generating client certificate and key ... OK

10.8.2.2550 € Oy dIsj tej 3 dL& udpllf dedzjsds"c sdz f j toj H Oyd H O dzdz'
dets dzd to thdptdpsdH tc j i d dzls waeW j 2 O

RouterA(configrpnservef|SERVER#&vice tun
RouterA(configrpnservef|SERVERP#otocol udp
RouterA(configrpnservef|SERVERP#rt 5000
RouterA(configrpnservef[SERVER]ptal address 1.1.1.1

10.8.22560C 0y dlsj OHtjf §oHMmikd dL CtkReB®] NPts
VPN ¢ dzd j dzls ts @

RouterA(configrpnservef|SERVERB#rveraddress 100.0.0.0/24

108226 |1 S d&z¢ ydlsj OpenVPN fMmjtco jts

RouterA(configrpnservef|SERVERP#® shutdown

108227 CC¢MYy stelsdtelz21Isjy M telsdW d ¢ OIs 'TFIP-MS desoRpdterdzO dz:

RouterA(configrpnservef|SERVERPB#port CLIENT url tftp 127.0.0.1
RouterA(configrpnservef| SERVERPB#d

10.823 1 OMmMlstes21Isjy Gdzdj dz2s OpenVPN RouterB
108231 | OfMlstets2Isj ddzlsjteW j2f et h2

RouterB(configf-[eth2])#interface eth2
RouterB(configf-[eth2])#ip address 2.2.2.1/30
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#exit
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10.8.232 1 Oflstets2lsj ®KGOwh tklsdL Oyds HE fMjtke j©O

RouterB(config)i# route 1.1.1.0/30 2.2.2.2

108233 v ddzmntctsdzgdL qtczj2Isj otj Y M Router A

RouterB(config)#tp server 1.1.1.1 iburst
RouterB(config)#tp on
RauterB(config)#ystem clock synchronize 1.1.1.1

10.8.23.4 | Offlstets?2sj Cdzdj dgls OPENVPN

RouterB(config)#pn client CLIENT
RouterB(configrpnclient[CLIENT]gerveraddress 1.1.1.1 port 5000
RouterB(configrpnclient[CLIENT]device tun
RouterB(configrpnclient[CLIENT#protocol udp

10.8235 RBf slsdlz2lsj Mj tolsd¥ d CTEM(Z HJO d&ddi j df) IsuQi tad j jL
jMmdzd st dzj 5B ASHJBS)

RouterB(configgpnclient[CLIENT])#hport url tftp 1.1.1.1
RouterB(configpnclient[ CLIENT] o shutdown
RouterB(configvpnclient[ CLIENT]¢éhd

10824 uthtOddls) dzOMistets2 C d
RMY Sdz L 22 Is jwrite sdg®edzh 20 MsRteOdzj dzgd v OMistetsj &  dzO

1083 1 toso jt6C O dOMtetsj & OpenVPN

10.831 1 tctse jtc! Is g EMmis Odzts o dzj @gpn-VPNN g J 6 | dizfe Gd Wq ¢ dzi
o f sdzdzd ©  Shvezl@giarpiz server SERVER dzORouterA, EBiHdIsj M+ do ¢ to
9" 9 tsH O.

Mon Nov 27 14:58:54 2023 us=56099 Initialization Sequence Completed

1tod EMfjhdiddsj WAsHEN JSCOydd, o yktwdzOdzj OpenVPN
L Of d Peer Connection Initiated
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Mon Nov 27 14:59:21 2023 us=202750 2.2.2.1:1194 [CLIENT] Peer tonimittated with
[AF_INET]2.2.2.1:1194

ltodzmt j " dgptisdg dzOfsld Oz @) Iz tc dz0OagnVPN M j tco @ Mizlsmis e Iz
L Of dOngtgoing Data Channel: Cipher 'AES-256-GCM, Incoming Data Channel: Cipher 'AES-
256-GCM

Mon Nov 27 14:59:22 2023 us=963745 CLIEN®2:2194 Data Channel: using negotiated cipher-2&5
GCM'

Mon Nov 27 14:59:22 2023 us=963837 CLIENT/2.2.2.1:1194 Data Channel MTU parms [ L:1550 D:1450
EF:50EB:406 ET:0 EL:3 ]

Mon Nov 27 14:59:22 2023 us=964542 CLIENT/2.2.2.1:1194 Outgoing Data Gliphee AER56-GCM'
initialized with 256 bit key

Mon Nov 27 14:59:22 2023 us=964609 CLIENT/2.2.2.1:1194 Incoming Data Channel: CipheGXEd
initialized with 256 bit key

10832 lwso jte! Isj EMf jnhder 2 LOfEMES OpenVPN Cdzdj

lteso jtoi Isj L Of dMm! dded wyozGddeod) yd=s o ' fhodzded avpn & 5 d3(
client client &zO Ro ultted Bz mils O dztB)ydsgeH dkdflaj dedw C dzd j dz2ls© fyp M tco
L Of d !

Mon Nov 27 14:59:22 2023 Initialization Sequence Complete

ltoso jto! Isj MmMewL Odzedetsis! Rouer B pimg R0.0.0.1gepdat D" § tsc
&ZO Router B

PING 100.0.0.1 (100.0.0.1) 56(84) bytes of data.

64 bytes from 100.0.0.1: icmp_seq=1 ttl=64 time=3.17 ms
64 bytes from 100.0.0.1: icmp_seq=2 ttl=64 time=2.64 ms
64 bytes from 100.0.0.1: icmp_seq=3 ttl=64 time=2.58 ms
64 hytes from 100.0.0.1: icmp_seq=4 ttI=64 time=2.58 ms
64 bytes from 100.0.0.1: icmp_seq=29 ttI=64 time=2.67 ms
64 bytes from 100.0.0.1: icmp_seq=30 ttI=64 time=2.65 ms
---100.0.0.1 ping statistics-

30 packets transmitted, 30 received, 0% packet loss #Bms
rtt min/avg/max/mdev = 2.515/2.671/3.171/0.169 ms
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I §f sdzdzd Is § CBd3OdzH Iz t cpdump kBejtHhdlls j figzO, Rwlats e

ddzt Of Mz dzd telz § Ismw

tcpdump: verbose output suppressed, useor-vv for full protocol decode
listening on ethl, linkype EN10MB (Bernet), capture size 262144 bytes
10:29:32.894270 IP 2.2.2.1.1194 > 1.1.1.1.5000: UDP, length 109
10:29:32.895073 IP 1.1.1.1.5000 > 2.2.2.1.1194: UDP, length 109
10:29:33.895362 IP 2.2.2.1.1194 > 1.1.1.1.5000: UDP, length 109
10:29:33.895904 IP 1.1.1.1@0> 2.2.2.1.1194: UDP, length 109
10:29:34.897303 IP 2.2.2.1.1194 > 1.1.1.1.5000: UDP, length 109
10:29:34.897816 1P 1.1.1.1.5000 > 2.2.2.1.1194: UDP, length 109
10:29:35.899129 IP 2.2.2.1.1194 > 1.1.1.1.5000: UDP, length 109
10:29:35.899598 IP 1.1.1.1@D> 2.2.2.1.1194: UDP, length 109

109 |1 OfMises2¢ O DMVPN

1091 [ dMOdedJ dzOMlstets?2 Cd

sOC COok@ditz &z COyjMmlsej thmdsedz 7 kMt
BOtch czlsd - PRsBtce r A, RouterB d RouterC.

10 dOthtekzlsdL OlsfpOr ddBpteE 2 M, BOth tclzls
L Oh dh jdedets] Iskzdzdz] dzdtetso Odzed j -BDMEBNEZY tcd § sdi3sh d

JenTTTTTTTTITTTTTT 0 oooo .
. Tunnel IP =0 0000 s
‘.

10.10.10.1/24

1 RouterB
1 Spoke-1
1

1
Tunnel IP = 0 DDo0 gl ® Tunnel IP
10.10.10.2124 ‘N oooo P 2221530 2B 10.10.10.3124
1
r

tdmMez@E - j BO dZ2OMstes2¢d DMVPN

2 fls ¢

gr e
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1092 C O ' d&OMtes2 6 d

10921 Is2Hdlsj ©® twjiydd cossOd ds?2 C(sSdidckto:

ZOMstes? ¢ 52

) 6dzOMses2¢ ] Mjlsjoscts GestkzHso OddY, GHddd (L
Cod dekieOydsdd 2 ) dd. s sk ool sdadz &) wd kE o

Mistets ¢ d . J CosdzW e zteOydsdzdetsdz  toj  d d3d dB3ts Y dzts
BOth czlsdL Oyds , B JkzddjOnNidinBGd, Isftc™ ez Mistcts?2 Mise .
10922 1 OMlstes?2Ilsjy Router A
109.221 | Ofmistets2Isj ddalsjtew j2m et hl

RouterA(config)iterface ethl
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#p address 3.3.3.1/30
RouterA(configf-[ethl])#exit

109222 1 Offlss2lsj MlsOlduj MSd2 &BOEh cizls

RouterA(config)i route 0.0.0.0/0 3.3.3.2

10.9.2.23 | Oflstes2lsj ddadsjtw® j2f tunnel 1

RouterA(config)ihterface tunnell
RouterA(configtunnell])#tunnel mode gre source ethl
RouterA(configtunnell])#ho shutdown
RouterA(configtunnell])#p mtu 1400
RouterA(configtunnell])#p address 10.10.10.1/24
RouterA(configtunnell])#p ttl 255
RouterA(configtunnell])#p nhrp
RouterA(configf-[tunnell-nhrp])#multicast dynamic
RouterA(configf-[tunnell-nhrp])#ciscoauthentication istok
RouterA(configf-[tunnell-nhrp])#exit
RouterA(configtunnell])#exit

109.224 1 OMmMtets?2Isj i Psec

gL
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RouterA(config)ipsec secret any password istokistok
RouterA(config)ipsec config ipsed
RouterA(configpseclipsecl])#connection start
RouterA(configpsec|ipsecl])#ike-version 2
RouterA(configpsec|ipsecl])#mode transport
RouterA(configpsec[ipsecl])#exit
RouterA(config)terface tunnell
RouterA(configtunnell])#ipsec apply ipsed
RouterA(configtunnell])#exit
RouterA(config)ip nhrp on
RouterA(config)énd

109.23 1 OMmMstes?2Isj Router B
109231 | Ofmistets2Isj ddelsjtew j2m et hl

RouterB(config)ititerface ethl
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#ip address 1.1.1.1/30
RouterB(configf-[eth1])#exit

109232 1 Offlss2lsj MlsOlduj MSd2 &BOEh cizls

RouterB(config)i route 0.0.0.0/0 1.1.1.2

109233 1 Oflstes2lsj ddsjw¥j2f tunnel 1

RouterB(config)ititerface tunnell
RouterB(configtunnell])#tunnel mode gre source ethl
RouterB(configtunnell])#ho shutdown
RouterB(configtunnell])#p mtu 1400
RouterB(configtunnell])#p address 10.10.10.2/24
RouterB(configtunnel1])#p ttl 255
RouterB(configtunnel1])#p nhrp
RouterB(configtunnell-nhrp])#multicast nhs
RouterB(configf-[tunnell-nhrp])#cisceauthentication istok
RouterB(configtunnell-nhrp])#map 10.10.10.1/24 3.3.3.1 register
RouterB(configtunnell-nhrp])#exit
RouterB(configtunnell])#exit

109.234 1 OMmMtets?2Isj i Psec
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RouterB(config)i#hsec secret any password istokistok
RouterB(config)ithsec configpsecl
RouterB(configpsec[ipsecl])#connection start
RouterB(configpsec[ipsecl])#ike-version 2
RouterB(configpsec[ipsecl])#¥mode transport
RouterB(configpsec[ipsecl1])#exit
RouterB(config)#terface tunnell
RouterB(configtunnell])#psecapply ipseel
RouterB(configtunnell])#exit
RouterB(config)# nhrp on
RouterB(config)énd
10924 1 OMmMstes?2Ilsj RouterC
109.241 | OMmMlstets2Ilsjy ddzlsjteW j2M et hl

RouterC(config)terface ethl

w 2 dzii S NZifget 2))ynd shadown

w 2 dzii S NZLifge® 2))ynd ip address dhcp
RouS N1 6 Oifeyh])daddress 2.2.2.1/30
w2 dzli S Nlifged )i 3

109242 1 Offlstes2lsj MlsOlsdyj MCk®

RouterC(configf route 0.0.0.0/0 2.2.2.2

10.9.243 | OfMlstets2Isj L O dh j dadetsj

RouterC(config)terface tunnell

w 2 dzii S NJtonGetl jj#Eirdn& mode gre source ethl

w 2 dzii S NJtonGet j#olsiFitdown

w 2 dzii S NJHtonGerL)#p mtd 1400

w 2 dzii S NJ[tonGer1})#p Ad8ress 10.10.10.3/24

w 2 dzii S NJtonGerL})#p #l 255

w 2 dzii S NJ[tonGer1})#p Rhip

w 2 dzii S NJtonGetlyiiFp})#nulticast nhs
RouterC(configf-[tunnell-nhrp])#cisceauthentication istok
w 2 dzii S NJton@elyilFp})#hap 10.10.10.1/24 3.3.3.1 register
w 2 dzii S NJ[tonGerlyiHFp})#@xit

w 2 dzii S NJ[tonGer#@xit 3

109.244 1 OMmMtets?2Isj i Psec

BOtch tclzlsdL Oyd s

sk dzdzj &zdteso Odzdj DM
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RouterC(configifssecsecret any password istokistok
RouterC(configissec config ipsed
RouterC(configpsec[ipsecl])#connection start
RouterC(configpsec[ipsecl])#ke-version 2
RouterC(configpsec[ipsecl])¥mode transport
RouterC(configpsec[ipsecl])#exit
RouterC(config)#terface tunnell

w 2 dzii S NJ[tonGetl)tipsecapply ipsed

w 2 dzii S NJtonOe1jf#xk 3
RouterC(configy# nhrp on

RouterC(config)nd

10925 uthtOdzdlsj dzOMstes?2 ¢ d

RMY Sdz L 22 Is jwrite sndg@etzh 2" MR e Odzj ded v  dzOflstetsj €

109.3 ) tot5jote S O &OMstets ¢

10931 1 §f sdzdzd Isj shawdp@hgpidz@RouterCH dzv o™ 9 tsSH O dzO

NHRPf totsls 5 C BHRO-L @ d 1 j 2

Status: ok

Interface: tunnell

Type: local

ProtocotAddress: 10.10.10.255/32
AliasAddress: 10.10.10.3

Flags: up

Interface: tunnell

Type: loal

ProtocotAddress: 10.10.10.3/32
Flags: up

Interface: tunnell

Type: local

ProtocotAddress: 10.10.10.255/32
AliasAddress: 10.10.10.3

Flags: up

Interface: tunnell

Type: local

ProtocotAddress: 10.10.10.3/32
Flags: up

Interface: tunnell

Type: static

ProtocolAddress: 10.10.10.1/24
NBMAAddress: 3.3.3.1

Flags: up

dzO

1 ¢ tg
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10932 I f sdzdzd Isj shdwdpOhge dz@RouterBH dzv o9 " 9 SHO dzO 1 € to!
NHRP{f tetsils s ¢ BHRO-L @ d finj 2

Status: ok

Interface: tunnell

Type: local

ProtocotAddress: 10.10.10.255/32
AliasAddress: 1A.0.10.2

Flags: up

Interface: tunnell

Type: local

ProtocotAddress: 10.10.10.2/32
Flags: up

Interface: tunnell

Type: local

ProtocotAddress: 10.10.10.255/32
AliasAddress: 10.10.10.2

Flags: up

Interface: tunnell

Type: local

ProtocotAddress: 10.10.10.2/32
Flags: up

Interface: tunnell

Type: static

ProtocotAddress: 10.10.10.1/24
NBMAAddress: 3.3.3.1

10933 I f sdzdzd Isj shdwdpOhge dz@RouterAH dzv o " 9 SHO dzO + € to!
NHRP {f tetsls 5 C BHRO-L @ d fij 2

Status: ok

Interface: tunnell

Type: local

ProtocotAddress: 10.10.10.255/32
AliasAddress: 10.10.10.1

Flags: up

Interface: tunnell

Type: local

ProtocotAddress: 10.10.10.1/32
Flags: up

Interface: tunnell
Type: local
ProtocotAddress: 10.10.10.255/32
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AliasAddress: 10.10.10.1

Flags: up

Interface: tunnell

Type: bcal

ProtocotAddress: 10.10.10.1/32

Flags: up

Interface: tunnell

Type: dynamic
ProtocotAddress: 10.10.10.2/32
NBMAAddress: 1.1.1.1

Flags: up

Expiresin: 118:21

Interface: tunnell

Type: dynamic
ProtocotAddress: 10.10.10.3/32
NBMAAddress: 2.2.2.1
Flagsup

Expiresin: 114:38

10934 Jr f sdzdzd Is § Shewz Gpdme Istatus all dzO RouterA H dzW or
ddev sted3OYddd SipsepEisly ddaz] ddzd v .

Status of IKE charon daemon (strongSwan 5.9.14, Linux 4-BfR:G5mips):

uptime: 17 minutes, since Sep 04 13:39:31 2024

malloc: sbrk 671744, mmap 0, used 351472, free 320272

worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 8

loaded plugins: charon aes des rc2 sha2 shal md5 mgfl random nonce x509 revocation constraints pu
pkcsl pkes7 plsd 2 pgp dnskey sshkey pem pkes8-fifsgmp curve25519 xcbc cmac hmac kdf gcm drbg att
kerneknetlink resolve sockedlefault stroke vici updown xautheneric counters
Listening IP addresses:

3.33.1

10.10.10.1
Connections:
ipsecl-tunnell: 3.3.3.1..%any |KEv2
ipsecl-tunnell: local: [3.3.3.1] uses prashared key authentication
ipsecl-tunnell: remote: uses preshared key authentication
ipsecl-tunnell: child: 3.3.3.1/32[gre] === 0.0.0.0/0[gre] TRANSPORT
ipsecl-tunnell-1.1.1.1:3.3.3.1...11.1.1 IKEv2
ipsecl-tunnell-1.1.1.1: local: [3.3.3.1] uses prashared key authentication
ipsecl-tunnell-1.1.1.1: remote: [1.1.1.1] uses prshared key authentication
ipsecl-tunnell-1.1.1.1: child: 3.3.3.1/32[gre] === 1.1.1.1/32[gre] TRANSPORT
ipsecl-tunnell-2.2.2.1:3.3.3.1...2.2.2.1IKEVv2
ipsecl-tunnell-2.2.2.1: local: [3.3.3.1] uses prshared key authentication
ipsecl-tunnell-2.2.2.1: remote: [2.2.2.1] uses prshared key authentication
ipsecl-tunnell-2.2.2.1: child: 3.3.3.1/32pre] === 2.2.2.1/32[gre] TRANSPORT
Security Associations (2 up, 0 connecting):
ipsecl-tunnell-2.2.2.1[4]: ESTABLISHED 2 minutes ago, 3.3.3.1[3.3.3.1]...2.2.2.1[2.2.2.1]
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ipsecl-tunnell-2.2.2.1[4]: IKEv2 SPIs: 879f7ecbd9f01f5f i* acb23e4c7367feb3-shared key
reauthentication in 2 hours

ipsecl-tunnell-2.2.2.1[4]: IKE proposal: AES_CBC_128/HMAC_SHA1_96/PRF_HMAC_SHA1/MODP_1!
ipsecl-tunnell-2.2.2.1{6}: INSTALLED, TRANSPORT, reqid 2, ESP SPIs: c439b2ec_i ceb33ae2_o
ipsecl-tunnell-2.2.2.1{6}: AES_CBQ28/HMAC_SHA1_96, 69 bytes_i (1 pkt, 177s ago), 218 bytes_o (2 p
177s ago), rekeying in 41 minutes

ipsecl-tunnell-2.2.2.1{6}: 3.3.3.1/32[gre] === 2.2.2.1/32[gre]

ipsecl-tunnell-1.1.1.1[2]: ESTABLISHED 12 minutes ago, 3.3.3.1[3.3.3.1]...1.1.1.1]J1.1
ipsecl-tunnell-1.1.1.1[2]: IKEv2 SPIs: aa3477acf2fe29b4_i* 8fa57ce86faaacd2shared key
reauthentication in 2 hours

ipsecl-tunnell-1.1.1.1[2]: IKE proposal: AES_CBC_128/HMAC_SHA1_96/PRF_HMAC_SHA1/MODP_1!
ipsecl-tunnell-1.1.1.1{2}: INSTALED, TRANSPORT, reqid 1, ESP SPIs: c77781cd_i cd7d5a3b_o
ipsecl-tunnell-1.1.1.1{2}: AES_CBC_128/HMAC_SHA1 96, 69 bytes i (1 pkt, 768s ago), 218 bytes o (2
768s ago), rekeying in 31 minutes

ipsecl-tunnell-1.1.1.1{2}: 3.3.3.1/32[gre] === 1.1.1.1/3@re]

10935 1 f sdzdzd Is § Shewiz Gpdme Istatus all dzO RouterB H dzw 9" o9 BH
ddeV ste3OYddd tsipseptEfisly ts1Woddz]) ddzd v .

Status of IKE charon daemon (strongSwan 5.9.14, Linux 4-BfR:EG5mips):

uptime: 13 minutes, since Jul 20 01:26:31 2024

malloc: sbrk671744, mmap 0, used 297448, free 374296

worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 4

loaded plugins: charon aes des rc2 sha2 shal md5 mgfl random nonce x509 revocation constraints pu
pkcs1 pkcs7 pkesl12 pgp dngleshkey pem pkes8 figpsf gmp curve25519 xcbe cmac hmac kdf gcm drbg att
kerneknetlink resolve sockedlefault stroke vici updown xautbeneric counters
Listening IP addresses:

1111

10.10.10.2
Connections:
ipsecl-tunnell: 1.1.1.1...%anyKEv2
ipsecl-tunnell: local: [1.1.1.1] uses prashared key authentication
ipsecl-tunnell: remote: uses preshared key authentication
ipsecl-tunnell: child: 1.1.1.1/32[gre] === 0.0.0.0/0[gre] TRANSPORT
ipsecl-tunnell-3.3.3.1:1.1.1.1...3.3.3. 1KEV2
ipsecl-tunnell-3.3.3.1: local: [1.1.1.1] uses prshared key authentication
ipsecl-tunnell-3.3.3.1: remote: [3.3.3.1] uses prshared key authentication
ipsecl-tunnell-3.3.3.1: child: 1.1.1.1/32[gre] === 3.3.3.1/32[gre] TRANSPORT
Security Assaations (1 up, O connecting):
ipsecl-tunnell-3.3.3.1[2]: ESTABLISHED 13 minutes ago, 1.1.1.1[1.1.1.1]...3.3.3.1[3.3.3.1]
ipsecl-tunnell-3.3.3.1[2]: IKEv2 SPIs: aa3477acf2fe29b4 i 8fa57ce86faaacd2 -sharexl key
reauthentication in 2 hours
ipsecl-tunnell-3.3.3.1[2]: IKE proposal: AES_CBC_128/HMAC_SHA1_96/PRF_HMAC_SHA1/MODP_1!
ipsecl-tunnell-3.3.3.1{3}: INSTALLED, TRANSPORT, reqid 1, ESP SPIs: cd7d5a3b_i c77781cd_o
ipsecl-tunnell-3.3.3.1{3} AES_CBC_128/HMAC_SHA1_96, 218 bytes_i (2 pkts, 8D18Sdnytes o (1 pkt,
801s ago), rekeying in 32 minutes
ipsecl-tunnell-3.3.3.1{3}: 1.1.1.1/32[gre] === 3.3.3.1/32[gre]
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10936 I ff sdzdzd Is § Shewlz Qpdre Izstatus all dzO RouterC H dzw 9" 9 SH
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Status of IKE charon daeméstrongSwan 5.9.14, Linux 4.4.16f&x, mips):

uptime: 3 minutes, since Sep 04 13:50:00 2024

malloc: sbrk 671744, mmap 0, used 304688, free 367056

worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 4

loaded plugins: ciron aes des rc2 sha2 shal md5 mgfl random nonce x509 revocation constraints publ
pkecsl pkes7 pkesl2 pgp dnskey sshkey pem pkeggrfigmp curve25519 xcbe cmac hmac kdf gecm drbg att
kerneknetlink resolve sockedlefault stroke vici updown xautbeneic counters
Listening IP addresses:

2221

10.10.10.3
Connections:
ipsecl-tunnell: 2.2.2.1...%anyKEv2
ipsecl-tunnell: local: [2.2.2.1] uses prashared key authentication
ipsecl-tunnell: remote: uses preshared key authentication
ipsecl-tunnell: child: 2.2.2.1/32[gre] === 0.0.0.0/0[gre] TRANSPORT
ipsecl-tunnell-3.3.3.1:2.2.2.1...3.3.3.1KEV2
ipsecl-tunnell-3.3.3.1: local: [2.2.2.1] uses prshared key authentication
ipsecl-tunnell-3.3.3.1: remote: [3.3.3.1] uses prehared kg authentication
ipsecl-tunnell-3.3.3.1: child: 2.2.2.1/32[gre] === 3.3.3.1/32[gre] TRANSPORT
Security Associations (1 up, 0 connecting):
ipsecl-tunnell-3.3.3.1[2]: ESTABLISHED 2 minutes ago, 2.2.2.1[2.2.2.1]...3.3.3.1[3.3.3.1]
ipsecl-tunnell-3.3.3.12]: IKEv2 SPIs: 879f7ecbd9f01f5f i ach23e4c7367feb3_rshaesd key
reauthentication in 2 hours
ipsec1-tunnel1-3.3.3.1[2]: IKE proposal: AES_CBC_128/HMAC_SHA1_96/PRF_HMAC_SHA1/MODP_1!
ipsecl-tunnell-3.3.3.1{3}: INSTALLED, TRANSPORT, reqid 1PESPeb33ae2_i c439b2ec_o
ipsecl-tunnell-3.3.3.1{3} AES_CBC_128/HMAC_SHA1 96, 218 bytes_i (2 pkts, 158s ago), 69 bytes_o (
158s ago), rekeying in 44 minutes
ipsecl-tunnell-3.3.3.1{3}: 2.2.2.1/32[gre] === 3.3.3.1/32[gre]

10.101 OMIstes2C O | Psec

10.10.1 [ §f d MPjdz dzOMistcts2 € d

sOC sCoLOizsz &@ COyjmlsej hdsedy = EkEMmistots?2 Ml
MitcodMmdzr = BROh-Ralstfe OBstcRout er B d Router C.

10 EmMlstets?2 Miso On RouterA, Router Bddacj ®RbOul g C
O 20y j d@H d jPnO. 1 tew iBtsé s MsmjHMlsea ® d3j yHE Router A

JtocOdzd L 59 Odzdzets MtsjHddzj dedjy dBg Y HE BEHOMzj dede’ dsd 1,
fl fsdish sskldRaeary, tBjMfjudoOsh jcéts hdWktse Oddj Is
IstcOdzL Isdzr 2 Rout elxHBj.ls Id fidfiAddzjLdiio MBls! Mw Oklsj dzlsd W d € C
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IPsec-TyHHenb

- ~
4 N
4 N\
/ \
/ \
l \
RouterA RouterB RouterC
0 .ﬂ:‘. etht etht 0 oooo EX eth2 _ .0 oooo
allalalala E:D ooon = N0 ooon

20.20.20.1/24 20.20.20.2/24 30.30.30.1/24 30.30.30.2/24
lo1: 10.10.10.1/32 lo1: 40.40.40.1/32

{ dMEzBAYG R ] B30 dzOMistes2¢d foslssStsdzO | Pse

10.10.2C 5O 1  d&zOMites2 ¢ d

101021 1 82 Hdlsj ©® twjydd cossOd ds?2 C(sSdidckto:
ZOMstes? ¢ 52

lted dOMistes?2Cj Milsjotsptzkd i ficzevodef %, h Octso,
CsdWJezteOydsdede 2 ted y d ds. s s-WistE s ddi sdadz” & B d oiH o
Mstets € d . ) CodWdekzcOydodzdzsdyz tod X d d3d B3y dzts gL
BOth cklsdL Oyde, BJjLtsfOMdzsmis:  Httkzedy §OttOd] Ister

10.10.22 1 OMmMsefs2Rout er A

10.10.2.2.11 Oflstets21Isj | psec

RouterA(config)ipsec config 1
RouterA(configpsec[1])#remote hashalgorithm shal
RouterA(configpsec[1])#remote dh-group modpl1536
RouterA(configpsec[1])#remote encryptiontalgorithm aes128
RouterA(configpsec[1])#remote authentication-method pre-sharedkey
RouterA(configpsec[1])#remote exchangemode main
RouterA(configpsec[1])#sa hashalgorithm shal
RouterA(configpsec[1])#sa encryptionalgorithm aes128
RouterA(configpsec[1])#connection start
RouterA(configpsec[1])#exit

RouterA(config)ibsec secret 30.30.30.2 password hello

10.10.2221 Ofylstets?2sj ddzasjte¥ j2fy | o1
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RouterA(config)iterface lol
RouterA(configf-[lo1])#no shutdown
RouterA(configf-[lo1])#p address 10.10.10.1/32
RouterA(configf-[lo1])#exit

10.10.2.2.3 Ofylstotslsjjte{j 2 ) et h 1

RouterA(config)iterface ethl

RouterA(configf-[eth1])#no shutdown

RouterA(configf-[eth1])#no ip address dhcp

RouterA(configf-[eth1])#ip address 20.20.20.1/24
RouterA(configf-[eth1])#psec apply 1

RouterA(configf-[eth1])#ipsec peer30.30.30.2 sourcasubnet 10.10.10.0/24
RouterA(configf-[eth1])#ipsec peer 30.30.30.2 destinatiesubnet 40.40.40.0/24
RouterA(configf-[eth1])#exit

10.10.2.241 Oflstes21lsj EO®I wklsdL Oyd ¥

RouterA(config)ip route 30.30.30.0/24 20.20.20.2
RouterA(config)ip route 40.40.40.0/24 30.30.30.2
RouterA(config)énd

10.10.23 1 OfMmMstes?2Isj Rout er B
10.10.2.3.1y OMmMlstets2 sy ddzlsj W 4 2Mm et hl

RouterB(config)ititerface ethl
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#ip address 20.20.20.2/24
RouterB(configf-[eth1])#exit

10.10.2.3.21 Oflstets2lj ddzsj W j2f et h2

RouterB(config)ititerface eth2
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#p address 30.30.30.1/24
RouterB(configf-[eth2])#end

1 j to fyaom
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10.10.24 1 OMmilstes?21Isyj Router C
10.10.24.11 Ofmlstets21Isj | psec

RouterC(caofig)#ipsec config 1
RouterC(configpsec[1])#remote hashalgorithm shal
RouterC(configpsec[1])#remote dh-group modp1536
RouterC(configpsec[1])#remote encryptionalgorithm aes128
RouterC(configpsec[1])#remote authenticationmethod pre-sharedkey
RouterC(configpsec[1])#remote exchanganode main
RouterC(configpsec[1])#sa hashkalgorithm shal
RouterC(configpsec[1])#sa encryptionalgorithm aes128
RouterC(configpsec[1])#connection start
RouterC(configpsec[1])#exit

RouterC(configissec seret 20.20.20.1 password hello

10.10.2.421 Oflstes2lsj ddgdsjw® j2f 1 o1

RouterC(config)#terface lol
RouterC(configf-[lo1])#no shutdown
RouterC(configf-[lo1])#ip address 40.40.40.1/32
RouterC(configf-[lo1])#exit

10.10.2.4.31 Oflstes2j ddzsjweW j2f et h2

RouterC(config)#iterface eth2

RouterC(configf-[eth2])#no shutdown

RouterC(configf-[eth2])#ip address 30.30.30.2/24
RouterC(configf-[eth2])#ipsec apply 1

RouterC(configf-[eth2])#ipsec peer 20.20.20.1 souremibnet 40.40.40.0/24
RouterC(configf-[eth2])#ipsec peer20.20.20.1 destinatiorsubnet 10.10.10.0/24
RouterC(configf-[eth2])#exit

10.10.2.441 Oflsts2lsj ®&EO®I wllsdL Oyd*¥

RouterC(configlf route 20.20.20.0/24 30.30.30.1
RouterC(configlf route 10.10.10.0/24 20.20.20.1
RouterC(config)nd

10.1025 4 5Nt Odzd s j dzOMstes? € d
RMY sdz 1€ IsIWOpleritE<name>H dzv MR teOdzj dzedwv dzOMmistetsj €
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10.103) tcs9 j 6 S O dzOfMmstesj ¢
101031 1 r f sdzdzd Isj shdsdpSedzstdtus all dzGRouterAH dzv o " 9 SH O
dz0 ) Is tdpseic €

Status of IKE charon daemon (strongSwan 5.9.1, Linux 4-BfR65mips):
uptime: 13 mindes, since Feb 14 14:24:11 2023
malloc: sbrk 675840, mmap 0, used 261904, free 413936
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 2
loaded plugins: charon aes des rc2 sha2 shal md5 mgfl random nonce x509 revoca
tion constaints pubkey pkcsl pkcs7 pkcs8 pkcsl2 pgp dnskey sshkey penf fips
gmp curve25519 xcbc cmac hmac drbg attr keneglink resolve sockedlefault st
roke vici updown xautigeneric counters
Listening IP addresses:
20.20.20.1
10.10.10.1
Connections:
1: 20.20.20.1...30.30.30.2 IKEv1/2
1: local: [20.20.20.1] uses pahared key authentication
1: remote: [30.30.30.2] uses pahared key authentication
1: child: 10.10.10.0/24 === 40.40.40.0/24 TUNNEL
Security Associations (1 up, 0 connecting):
1[2]: ESABLISHED 2 minutes ago, 20.20.20.1[20.20.20.1]...30.30.30.2[
30.30.30.2]
1[2]: IKEv2 SPIs: e9debdeab12fabd7 i 1154a6e0d9645852 +shared
key reauthentication in 2 hours
1[2]: IKE proposal: 3DES_CBC/HMAC_MD5_96/PRF_HMAC_MD5/MODP_1024
1{1}: INSTALLEDJNNEL, reqid 1, ESP SPIs: c6be2de4 i c851516¢_o
1{1}: AES_CBC_128/HMAC_SHA2 256 128, 0 bytes_i, O bytes_o, rekeying
in 41 minutes
1{1}: 10.10.10.0/24 === 40.40.40.0/24

10.103.2 1 7 f sdzdzd Is j shasvdp@edzetdeus all dz@RouterCH dzv o' 9 SH O
dzO f Is tdpseic €

Status of IKE charon daemon (strongSwan 5.9.1, Linux 4-BfR65mips):

uptime: 28 seconds, since Dec 12 14:17:23 2015

malloc: sbrk 675840, mmap 0, used 246144, free 429696

worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled:

3

loaded plugins: charon aes des rc2 sha2 shal md5 mgfl random nonce x509 revoca
tion constraints pubkey pkcsl pkcs7 pkcs8 pkesl12 pgp dnskey sshkey ppr fips
gmp curve25519 xcbc cmac hmac drbg attr kerneglink resolve sockedefault st
roke vici updavn xauthgeneric counters

Listening IP addresses:

30.30.30.2

40.40.40.1

dzO

dz0
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Connections:

1: 30.30.30.2...20.20.20.1 IKEVv1/2

1: local: [30.30.30.2] uses pshared key authentication

1: remote: [20.20.20.1] uses phared key authentication

1: child: ©.40.40.0/24 === 10.10.10.0/24 TUNNEL
Security Associations (1 up, O connecting):
1[1]: ESTABLISHED 14 seconds ago, 30.30.30.2[30.30.30.2]...20.20.20.1
[20.20.20.1]
1[1]: IKEv2 SPIs: e9de5dea512fa5d7_i* 1154a6e0d9645852-shared
key reauthenticationn 2 hours
1[1]: IKE proposal: 3DES_CBC/HMAC_MD5_96/PRF_HMAC_MD5/MODP_1024
1{1}: INSTALLED, TUNNEL, reqid 1, ESP SPIs: c851516c_i c6be2de4_o
1{1}: AES _CBC _128/HMAC_SHA2 256 128, 0 bytes i, O bytes o, rekeying
in 44 minutes
1{1}: 40.40.40.0/24 === 10.10.0(P4

10.10.33 1 r §f sdzdzd Is4  Bingd4@42Hlzl source 1 0. 1 0. 1 RouterA dz@rv
ftotso e WYL desfils! d3d YHEZ o dzzlstcj diplgdedzd MmJ Isw di3d € dzd § dzls

PING 40.40.40.1 (40.40.40.1) from 10.10.10.1 : 56(84) bytes of data.
64 bytes from 40.40.40.1: icmp_seq=1 ttlt6¥1e=0.808 ms

64 bytes from 40.40.40.1: icmp_seq=2 ttI=64 time=0.301 ms

64 bytes from 40.40.40.1: icmp_seq=3 ttI=64 time=0.354 ms

10.1034 1 r f sdzdzed Is j Cldg@dpthz dFOuterB HdzW o " 9 SHO {f tot
dqdzC Of Mzdzv ydd ftesatsHwhdn yjtejL Iskzdedzj dz2  OC jIstse

"1 ted d3j uOded §

1 5 EZdstsdzupSedzd ¢ Islzdzj dz' desads tej 3 d d3d , mMetslse jIBM
OHtcj BESPd Oc sdztso ts€

tcpdump: verbose output suppressed, useor-vv for full protocol decode

listening on ethl, linkype EN10OMB (Ethernet), capture size 262144 bytes

11:02:30.238016 IP 20.20.20.1 > 30.30.30.2: ESP(spi=0xc851516¢,seq=0x18), length 136
11:02:30.239071 IP 30.30.30.2 > 20.20.20.1: ESP(spi=0xc6be2de4,seq=0x18), length 136
11:02:31.239249 IP 20.20.20.1 > 30.30.30.2: ESP(spi=0xc851516¢,seq=0x19), length 136
11:02:31.240408 IP 30.30.30.2 > 20.20.20.1: ESP(spi=0xc6be2de4,seq=0x19), length 136
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1A dzS ydd MPLS
111 { OMftejHjdzjdedj o8jlssC f (UOBEH ' ¥ ioslssC tdo

1111 [ dMOdedj deOMlstes2Cd

s0¢ COoLQda Gz ¢ Oy Mmlsej thmddse dzvp B @& csR)htce
BOtch tclz Is d - Rdaterss RouterB, RouterC.

1 OMmstesj d20 S sBBzISOYJW fs MPLS &jls¢ Ods, H d da(
fiteiHOYd dBOteh tclzsddoj td WojoRpfipaec kd  teslstsCsdz | dp HdW

RouterA RouterB RouterC

] o oooo 192.18.0.0/24 : o oooo 192.18.1.0/24 : o oooo
S'n ooon e ethi ='n oooo BT eth2 S0 pooo

Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/124
lo0: 1.1.1.1/32 lo0: 2.2.2.2/32 l00: 3.3.3.3/32

{ IMEZEA BT | 5O OMYtej i dzj dzdv oj ISEC M s i v

1112 ClsOfr dzOMmilstes2¢d MmJIsd

11121 I s2HdIs ] ) teiydds ¢ dztsB Odz dzts 2 CodW e ztc O
ZOMmilstets2 € 52

lted d2OMbstets?2Cj Mjlsjotsets tsBtkzHS OdegdW, tsHded i
Codzf e zteOyYyd sdzgzts2le §g By d sdzedz 9ts egmdfas dL  tof y d d3tso
Mstets € d . ) CsdzW e ztcOydsdzdetsdz  toj  d d3d dB3ts Y dats gL «
BOth cklsdL Oyde, BJjLtsf OMdzesmis:  Htetkzedy §OttOd] Ister

11122 1 OMmMtes?2Ilsj Router A

111221 | Ofmistets2Isj ddaelsjtew j2m et hl

RouterA(config)terface ehl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#ip address 198.18.0.2/24
RouterA(configf-[eth1])#abel-switching
RouterA(configf-[eth1])#enableldp ipv4
RouterA(configf-[eth1])#exit
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11.1.222 10OMmistes2lsj ddadsjtW j2Mf 1 00

RouterA(config)iterface 100
RouterA(configf-[lo0])#no shutdown
RouterA(configf-[lo0)#ip address 1.1.1.1/32
RouterA(configf-[lo0])#exit

11.1.223 | Oflstes?2lj ObtdeBlkzls' fosyjmMn® LDP

RouterAconfig#router Idp
RouterAconfigrouter)#router-id 1.1.1.1
RouterAconfigrouter)#exit

11.1.2.2.4 | Ofjls to s DBPF-3Oth ezl dL Oy * f) Dk &0 izO ptied 5
d dzls j ¥ j 2PFEDCE jfif) © d3q

RouterAconfig#router ospfl

RouterAconfigrouter)#network 1.1.1.1 0.0.0.0 area 0.0.0.0
RouterA(configouter)#network 198.18.0.0 0.0.0.255 area 0.0.0.0
RouterA(configouter)#end

11123 1 OMmMstes?2Isj Router B
111231 | OMmMlstets?2 sy ddzlsj W j2Mm et hl

RouterB(config)itaterface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 198.18.0.1/24
RouterB(configf-[eth1])#label-switching
RouterB(configf-[eth1])#enableldp ipv4
RouterB(configf-[eth1])#exit

111232 | Oflstets2j ddzsjteW j2f et h2

RouterB(config)iterface eth2
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#p address 198.18.1.1/24
RouterB(configf-[eth2])#label-switching
RouterB(configf-[eth2])#enableldp ipv4
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RouterB(configf-[eth2])#exit

11.1.233 1 Oflstets2lsj ddzsjw® j2f | 00

RouterB(config)itaterface o0
RouterB(configf-[lo0])#no shutdown
RouterB(configf-[lo0])#ip address 2.2.2.2/32
RouterB(configf-[lo0])#exit

111234 | Oflstes?2lj ObtwdBlkzls' fosyjmMn® LDP

RouterB(config)buter Idp
RouterB(configouter)#router-id 2.2.2.2
RouterB(configouter)#exit

11.1.235 | Ofls t s DBPF-BOth tklsdL Oyd¥ M IDk &6 zOdpted &3 d
q dzls j oW j APFEDNCIS jfify O d3d

RouterB(config)buter ospf 1

RouterB(configouter)#network 2.2.2.2/32 area 0.0.0.0
RouterB(configouter)#network 198.18.0.0 0.0.0.255 area 0.0.0.0
RouterB(configouter)#network 198.18.1.0 0.0.0.255 area 0.0.0.0
RauterB(configrouter)#end

11124 1 OMmMstes?2Ilsj RouterC
111241 | Ofmistets2Isj ddalsjtew j2m et h2

RouterC(config)terface eth2
RouterC(configf-[eth2])#no shutdown
RouterC(configf-[eth2])#ip address 198.18.1.2/24
RouterC(configf-[eth2])#abel-switching
RouterC(configf-[eth2])#enableldp ipv4
RouterC(configdf-[eth2])#exit

111242 1 Offstes2l) ddadsjteW j2f 1 00

RouterC(config)#terface 100
RouterC(configf-[lo0])#no shutdown
RouterC(configf-[lo0])#p address 3.3.3.3/32
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RouterC(configf-[lo0])#exit

11.1.243 | Oflstes?2lj ObtdBlkzls' fosyj MmO LDP

RouterC(configyuter Idp
RouterC(configouter)#router-id 3.3.3.3
RouterC(configouter)#exit

11.1.2.4.4 1 Ofls t s DBPF-BOth tklsdL Oyd® M IDk &6 zOdpted &5 d
q dzls j oW j 2PFEDNGIS jfif O d3d

RouterC(configyguter ospf 1

RouterC(configouter)#network 3.3.3.3/32area 0.0.0.0
RouterC(configouter)#network 198.18.1.0 0.0.0.255 area 0.0.0.0
RouterC(configouter)#end

11125 uthtOdzdlsj dzOMstes?2 ¢ d
RMY Sdz' L 22 Is jwrite sndgedzh 2" NS 60dzj ded W dzOMlstetsj & dzO

1113 } 650 j 66 O d&OMises ] §
11131 | § sdzded lsj hawdy@dseskion dzORouterA H dzv  § e s dssls 8 O
fj MMd2, EkMlsOdase dzj dzgdzr B BjyHE ISjSCkhdds B3OEh ezlsdL O

Peer IP Address IF Name My Role State KeepAlive Uptime
22.2.2 ethl Passive OPERATIONAL30 01:53:37

11.132 11" f sdzdzd Isj shawdpplsderizarding-t abl e dzO Rout er A HC
sOBdzdy"r f§jtj OHtej MOYydd MPLS

Codes: >installed FTN, *selected FTN, pstale FTN, BBGP FTN,+CLIFTN, - LDP FTN, RRSVFAE FTN, S
SNMP FTN-IGRShortcut, U- unknown FTN

Code FEC FTNID Tunnetid Pri LSPType Out-Label Out

Intf Nextha

L> 2.2.2.2/32 1 0 Yes LSP_DEFAULT 3 ethl
198.18.0.1

L> 3.3.3.3/32 3 0 Yes LSP_DEFAULT 53122 ethl
198.18.0.1

L> 198.18.1.0/24 2 0 Yes LSP_DEFAULT 3 ethl

1§ te m8jow 246



ANezdz¢ ydd MPLS RAzMistclz €
stl]. 4

® o

198.18.0.1

11133 1" §f sdzdzd Isy  shawdz@pizH p session 2. 2. 2 . Routeda® dzw
SlstsB Oy § dzd WMPLSGRRAE == Iy MMdd 2. 2. 2. 2

Session state : OPERATIONAL
Session role . Passive
TCP Connection : Established
IP Address for TCP 12.2.2.2
Interface being used : ethl
Peer LDP ID :2.2.2.2.0
Peer LDP Password : Not Set
Adjacencies :198.18.0.1
Advertisement mode : Downstream Unsolicited
Label retention mode : Liberal
Graceful Restart : Not
Capable Keepalive Timeout30
Reconnect Interval 115
Addres List received :2.2.2.2
198.18.0.1
198.18.1.1
Received Labels : Fec Label Maps To

IPV4:3.3.3.3/32 53122  none
IPV4:2.2.2.2/32 impl-null  none
IPV4:198.18.0/24  impl-null none
IPV4:198.18.0.0/24 impl-null none
Sent Labels . Fec Label Maps To
IPV4:1.1.1.1/32 implnull  none
IPV4:198.18.0.0/24 impl-null none

11134 | § sdzded lsj hawdy@dseskion dzORouterB H dzv  § e s dssls 6 O
fjMMd2, EMlsOdse dj dd' &7 &jyHkE IsjSkhdd BOLh ckzlsdL O

Peer IP Address IF Name My Role State KeepAlive  Uptime
1111 ethl Active OPERATIONAI30 02:03:01
3.3.3.3 eth2 Passive OPERATIONAIZ0 02:04:09

11.135 11 f sdzdzed Isj shasdz@pigHlip session 1. 1. 1. RoutetBOH dzW
slstsBtc@Y j 2OMBLSIDPY s fj Mmdd 1. 1. 1.1

Session state : OPERATIONAL
Session role : Active
TCP Connection : Established
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IP Address for TCP 11111
Interface beiy used :ethl
Peer LDP ID :1.1.1.1:0
Peer LDP Password : Not Set
Adjacencies :198.18.0.2
Advertisement mode : Downstream Unsolicited
Label retentiormode : Liberal
Graceful Restart : Not Capable Keepalive
Timeout :30
Reconnect Interval - 15
Address List received 11111
198.18.0.2
Received Labels : Fec Label Maps To

IPV4:1.1.1.1/32  impl-null 53121
IPV4:198.18.0.0/24impl-null none

Sent Labels : Fec Label Maps To
IPV4:3.3.3.3/32 53122 impl-null
IPV4:2.2.2.2/32 impl-null none
IPV4:198.18.1.0/24mpl-null impl-null
IPV4:198.18.0.0/24mpl-null none

11136 1" §f sdzdzed Isj shasdz@pigH lldp session 3. 3. 3 . RoutetBOH dzw
slstsB tc Oy § dzd MPLS@RRdE'sm g Mmdd 3. 3. 3. 3

Session state : OPERATIONAL
Session role : Passive
TCP Connection : Established
IP Address for TCP :3.3.3.3
Interface being used : eth2
Peer LDP ID :3.3.3.3.0
Peer LDP Password : Not Set
Adjacencies :198.18.1.2
Advertisement node : Downstream Unsolicited
Label retention mode : Liberal
Graceful Restart : Not Capable Keepalive
Timeout :30
Reconnect Interval 115
Address List received :3.33.3
198.18.1.2
Received Labels : Fec Label Maps To

IPV4:3.3.3.3/32  impl-null 53122
IPV4:198.18.1.0/24impl-null  impl-null
Sent Labels : Fec Label Maps To
IPV4:1.1.1.1/32 53121 impl-null
IPV4:2.2.2.2/32 impl-null none
IPV4:198.18.1.0/24 imgiull none
IPV4:198.18.0.0/24 imgiull none
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11137 11 §f sdzded Isj shawdpplsderwarding-t abl e dzO Rout er B Hc
sOBdzdyr it OHtej MOYydd MPLS

Codes: >installed FTN, *selected FTN, pstale FTN, BBGP FTN, CLI
FTN, LDP FTN, RRSVAE FTN, SSNMP FTN-IGRShortcut, U- unknown

FTN

Code FEC FTNID  Tunnelid Pri  LSPType OutLabel OutiIntf Nexthop
L> 1.1.1.1/32 1 0 Yes LSP_DEFAULT ethl 198.18.0.2
L> 3.3.3.3/32 2 0 Yes LSP_DEFAULT ethl 198.18.1.2

112 L HOd]] odulskzOod dr i yOMmlsds 7 MRPISLBPN)stej Is:

1121 [ dMOdedj deOMlstes2Cd

sOC Y COLAday Gz COyd Mseoj thdsed » Efmistets? Mis:
BOteh tolz Is d - Rdaterss RouterB, RouterC, RouterD, RouterE.

[ idHE MitwodMmde d3d RBOwh tckzlsdL OlststeORRd dzOMistetsj dz -

RouterA d Rowtkkert sd PE (Provider Edge) &
Cdfyjor &d HdzWw wBeBifMfjujddy MmMeowiLd dixHk tOL dzd Yy
BZORBHWISMW dz20 ctOdzdyd Milsd fteso O2HJ LO.

RouterB o' ftsdzd"jls ttsd P (Provider) &Othtlkzls
fMd SR . 30tch ckzlsdL Olststc dzOr SHdIsMw o dzzlsted Mjlsd ftetso O
stcO¥W JSC O BjyHEZ PE &BOthtekzlsdL Olstste O dzd .

RouterD d RouterE or"fftsdzdaWt s totsdz CE (Custo
ftci HMMisQoadzw s Is MsBB?2 GtOddyk &BiyHE Milk: ¥ Cddj dlsO

RouterA RouterB RouterC —I
| (PE1) P (PE2)

- O Gooo 192.18.0.0/24 = 0 oooo 192.18.1.0/24 _ 0 oooo |
| 0 CCICH ethi 0 0000 e eth2 0 0000

eth2 Ipvé4: 198.18.0.2/124 lpv4: 198.18.1.1/24 lpv4: 198.18.1.2/24
lo0: 1.1.1.1/32 Ipv4: 198.18.0.1/24 l00: 2.2.2.2/32 lo0: 3.3.3.3/32

eth1

_ MP-BGP

OSPF
OSPF

eth1 eth1
Ipv4: 100.1.0.11/24 Ipv4: 100.1.0.12/24
lo0: 4.4.4.4/132

100: 5.5.5.5/32
O ooog _ O ooog
='n pooo ='n pooo
RouterD RouterE
(CE1) (CE2)

t MG R BO MELHOM]Y odlskzOd d' 7 yOfmlsdr 7 fjlsj?2
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11.22 ClsOfr dzOMlstes2¢d MmJlsd

11.221 1 s82HdIs ] ) teidd3s G dztsB Odz' dats 2 CsdW e ztc O
ZOMistets2 € 52

lted dzOMlstets?2 ¢y Milsjotsets BBBtokzHBE ®azd W Vv o dgw fdd fdg”
CsdW JezteOydsdzadzr 2 toj y dd3. s sdtse zwOddi sdadz’ & £ d g o
Mistets ¢ d . J CsdeVt e ztcOyd sdedets o3 tej 3 d d3d d3ts ) dats gL
BOh czlsdL Oyde, BJjLBYOMdzsMmMIs! d Htekzed] § OO Iste’

11222 1 Omlstes?21Ilsyj Router A (PE1)

11.2221 | OL dzOY' Isj  YRFJ st dastdlit d € Olstste dB3Oteh tclzlsdL O
mMfdmMts¢ ddif stelsdzr = d 1 SftehdedsdsrdmuBity Odgtc R tsStez Is ts o

RouterA(config)ip vrf CUST1
RouterA(configrrf)#router-id 1.1.1.1
RouterA(configurf)#d 65000:100
RouterA(configvrf)#route-target import 65000:101
RouterA(configvrf)#route-target export 65000:102
RouterA(configrrf)#exit

112222 1 Offlstets2 s ddzlsjte¥ j2f et hi

RouterA(config)iterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#description to_P
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#ip address 198.18.0.2/24
RouterA(configf-[eth1])#abel-switching
RouterA(configf-[eth1])#enableldp ipv4
RouterA(configf-[ethl])#exit

112223 | Offstets?2lsj ddasjte¥W j2f et h2

RoutaA(config)#interface eth2
RouterA(configf-[eth2])#description to_CE1
RouterA(configf-[eth2])#p vrf forwarding CUST1
RouterA(configf-[eth2])#no shutdown
RouterA(configf-[eth2])#ip address 100.1.0.1/24
RouterA(configf-[eth2])#exit
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112224 | Ofs s wW j 2] | 00

RouterAconfigi#interface o0
RouterAconfigif-[lo0])#no shutdown
RouterAconfigif-[lo0])#ip addressl.1.1.1/32
RouterAconfigif-[lo0])#exit

11.2.225 1 Oflstets2lsj L OF d fiPv4 H e | Wndiffy€ed» 02 1sj Oltds
ftesyimo

RouterAconfig#ip prefix-list permit-any seq 5 permit any
RouterA(config)tbuter Idp

RouterA(configouter)#router-id 1.1.1.1
RouterA(configouter)#receivelabels for permitany from any
RouterA(configouter)#advertisementmode downstreamon-demand
RouterA(onfig-router)#exit

112226 | Ofjls tc s DBPF-3Oth ezl dL Oy * f) Dk &0 izO ptied &5
d dzls j ¥ j 2PFEDACE jfif) © d3q

RouterA(config)tbuter ospf

RouterA(configouter)#network 1.1.1.1 0.0.0.0 area 0
RouterA(configouter)#network 198.18.0.0 0.0.0.255 area 0
RouterA(configouter)#exit

112227 1 Ofls 2] ftyj hhowO" te O fiin®Gydsg tj v d Ml
OSPF 50 tch tc HSR o

RouterA(config)tbuter ospf 1 CUST1
RouterA(configouter)#redistribute bgp
RouterA(configouter)#network 100.1.0.0 0.0.0.255 area O
RouerA(configrouter)#exit

112228 1 Oflsts?2lsj fsyj i BGP

RouterA(config)tbuter bgp 65000

RouterA(configouter)#neighbor 3.3.3.3 remoteas 65000
RouterA(configouter)#neighbor 3.3.3.3 updatesource 100
RouterA(configouter)#neighbor 3.3.3.30ft-reconfiguration inbound
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RouterA(configouter)#addressfamily vpnv4 unicast
RouterA(configouter-af)#eighbor 3.3.3.3 activate
RouterA(configouter-af)#neighbor 3.3.3.3oft-reconfiguration inbound
RouterA(configouter-af)#exit-addressfamily
RouterA(configouter)#addressfamily ipv4 vrif CUST1
RouterA(configouter-af)#redistribute connected
RouterA(configouter-af)#redistribute ospf 1
RouterA(configouter-af)#exit-addressfamily
RouterA(configouter)#end

11223 1 OMmMstes?2Ilsj Router C (PEZ2)
112231 | OL dz2OY€ls jj BIVRF tdlm | dzlsf Olsi®tish czlsd PSB! Is |
MY d ey tstelxddz’C ANt s telslais B8 Exketsled community H dzv 30 th ez lsts o

RouterC(configlf vrf CUST1
RouterC(configyrf)#router-id 3.3.3.3
RouterC(configyrf)#rd 65000:100
RouterC(configyrf)#route-target export65000:101
RouterC(configyrf)#route-target import 65000:102
RouterC(configyrf)#exit

112232 | Oflstets2j ddzdsjweW j2f et h2

RouterC(config)terface eth2
RouterC(configf-[eth2])#description to_P
RouterC(configf-[eth2])#no shutdown
RouterC(configf-[eth2])#ip address 198.18.1.2/24
RouterC(configf-[eth2])#label-switching
RouterC(configf-[eth2])#enableldp ipv4
RouterC(configf-[eth2])#exit

112233 | Oflstes2j dddsjweW j2f ethil

RouterC(config)#terface ethl
RouterC(configf-[eth1])}#no ip address dhcp
RouterC(configf-[eth1])#description to_CE2
RouterC(configf-[eth1])#ip vrf forwarding CUST1
RouterC(configf-[eth1])}#no shutdown
RouterC(configf-[eth1])#ip address 101.1.0.1/24
RouterC(configf-[eth1])#exit
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112234 1 Oflstets2lsj ddzsjw® j2f | 00

Router@config#interfacelo0
Router@configif-[lo0])#no shutdown
Router@configif-[lo0])#ip address3.3.3.3/32
RouterGconfigif-[lo0])#exit

112235 1 Oflstets2lsj L Of dfiPv4 H e | M YMEd 021 Olsteds
f tetsy JLDR) O

Router@config#ip prefix-list permit-any seg5 permitany
RouterC(configyduter Idp

RouterC(configouter)#router-id 3.3.3.3
RouterC(configouter)#receivelabels for permitany from any
RouterC(configouter)#advertisementmode downstream-on-demand
RouterC(configouter)#exit

112236 | Ofjls to s DBPF-3Oth ezl dL Oy * f) Dk &0 izO ptied &5
d dzls j ¥ j 2PFEDACE jfif) © d3q

RouterC(configybuter osrf

RouterC(configouter)#network 3.3.3.3 0.0.0.0 area 0
RouterC(configouter)#network 198.18.1.0 0.0.0.255 area 0
RouterC(configouter)#exit

112237 1 Ot lsj dPwE wiiigL Oydd OSPF

RouterC(configkbuter ospf 1 CUST1
RouterC(configouter)#redistribute bgp
RouterC(configouter)#network 101.1.0.0 0.0.0.255 area 0
RouterC(configouter)#exit

112238 1 OfMlsts?2lsj fsyj M BGP

RouterC(configkduter bgp 65000

RouterC(configouter)#neighbor 1.1.1.remote-as 65000
RouterC(configouter)#neighbor 1.1.1.Jupdate-source 100
RouterC(configouter)#neighbor 1.1.1.1soft-reconfiguration inbound
RouterC(configouter)#addressfamily vpnv4 unicast
RouterC(configouter-af)#neighbor1.1.1.1 activate
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RouterC(configouter-af)#neighbor 1.1.1.1soft-reconfiguration inbound
RouterC(configouter-af)#exit-addressfamily
RouterC(configouter)#addressfamily ipv4 vrf CUST1
RouterC(configouter-af)#redistribute connected
RouterC(configouter-af)#redistribute ospf 1
RouterC(configouter-af)#exit-addressfamily
RouterC(configouter)#end

11224 1 OMmMstes?2Ilsj Router B (P)
112241 | OMstets2Ilsjy ddzlsjteW j 2 et hl

RouterB(config)ititerface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#description to PE1
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 198.18.0.1/24
RouterB(configf-[eth1])#label-switching
RouterB(configf-[eth1])#enableldp ipv4
RouterB(configf-[eth1])#exit

112242 1 Oflstets2lsj ddzsjte¥ j2f et h2

RouterB(config)itaterface eth2
RouterB(configf-[eth2])#description to_ PE2
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#ip address 198.18.1.1/24
RouterB(configf-[eth2])#abel-switching
RouterB(configf-[eth2])#enableldp ipv4
RouterB(configf-[eth2])#exit

112243 | Offlstets?2sj ddzsjteW j2f 1 00

RouterEconfig#interface o0
RouterEconfigif-[lo0])#no shutdown
RouterEconfigif-[lo0])#ip address2.2.2.2/32
RouterEconfig-if-[lo0])#exit

112244 1 OMistes2lsj L Of dfPv4 H tizts | Wd ¢ fintd 02 Is j
ftesyimo

RouterBconfig#ip prefix-list permit-any seq5 permit any

Olsted B
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RouterB(config)ébuter Idp

RouterB(configouter)#router-id 2.2.2.2
RouterB(configouter)#receivelabels for permitany from any
RouterB(configouter)#advertisementmode downstream-on-demand
RouterB(configouter)#exit

11.2.2.45 | Ofjls to s DBPF-3Oth ezl dL Oy * f) Dk & ® zO fpted 5 d
q dzls j oW j 2PFEDHCL jfif) O A3

RouterB(config)buter ospf 1
RouterB(configouter)#network 2.2.2.2/32 area 0
RouterB(configouter)#network 198.18.0.0 0.0.0.255 area 0
RouterB(configouter)#network 198.18.1.0 0.0.0.255 area 0
RouterB(configouter)#end

11225 | Ofjlstes?2lsj RouterD (CE1)
112251 1 Oflstets?2lsj ddzsj ¥ j2f et hil

RouterD(config)itaterface ethl
RouterD(configf-[eth1])#no ip address dhcp
RouteD(configif-[eth1])#description to_PE1
RouterD(configf-[eth1])#no shutdown
RouterD(configf-[eth1])#ip address 100.1.0.2/24
RouterD(configf-[eth1])#exit

112252 1 Oflstets2lsj ddzsjw® j2f | 00

RouterD(config)itaterface 100
RouterD(configf-[lo0])#no shutdown
RouterD(configf-[lo0])#p address 4.4.4.4/32
RouterD(configf-[lo0])#exit

11.2.253 | OfMMistc s DBRF-BZ3Oth tclzlsdL Oyd® fn IDEz &8 ozOdped d3 o
ddzls j§ oW j IPFEMAte jfifn © d3d

RouterD(config)uter ospf
RouterD(configouter)#network 4.4.4.4/32 area 0.0.0.0
RouterD(conf-router)#network 100.1.0.0/24 area 0.0.0.0
RouterD(configouter)#end
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11226 1 Oflstes2lsj RouterE (CE2)
112261 |1 Oflstets2lsj dJdzsj ¥ j2fm et hil

RouterE(config)#iterface ethl
RouterE(configf-[eth1])#no ip address dhcp
RouterE(configf-[eth1])#description to_PE2
RouterE(configf-[eth1])#no shutdown
RouterE(configf-[eth1])#p address 101.1.0.2/24
RouterE(configf-[ethl])#exit

112262 | Oflstes?2lj ddlsjte¥j2f | 00

RouterE(config)y#terface 100
RouterE(configf-[lo0])#no shutdown
RouterE(configf-[lo0])#ip address 5.5.5.32
RouterE(configf-[lo0])#exit

112263 | Ofjls to s DBPF-3Oh ezl dL Oy * f) Dk &0 izO ptied &5
d dzls j ¥ j 2PFEDACE jfif) © d3q

RouterE(configybuter ospf
RouterE(configouter)#network 5.5.5.5/32 area 0.0.0.0
RouterE(configouter)#network 101.1.0.0/24 ared.0.0.0
RouterE(configouter)#end

11227 uthtOddlsj dzOMistets2 Cd
RMY Sdz L 22 Is jwrite sdg®edzh 20 MsRteOdzgj dgd v OMistetsj &  dzO

1123 1 totso j86C O dzOfistets j §
11.231 11" f sdzdzed Isj shawdgplsaddzneighbor dzGRouterA H dzv  tsIstsB tc Oy |
H O dzdVIFLS LDP

IP Address Mode Intf Name Holdtime LDRIdentifier
198.18.0.1 Interface ethl 15 2.2.2.2.0

11232 | § sdzded lsj shawdgPladenzardingt ab |l e dzOH ®D uf €6 B ESk
kOB ddy' §jtjOHtej MOydd MPLS
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Codes: >installed FTN, *selected FTN, pstale FTN, BBGP FTN,+CLI FTN,¢.LDP FTN, RRSVPAE FTN, S
SNMP FTN;IGRShortcut, U- unknown FTN

Code FEC FTNID  OutlIntf Nexthop Tunrel-id Pri LSP

Type Out-Label

L> 2.2.2.2/32 1 0 Yes LSP_DEFAULT 3 ethl
198.18.0.1

L> 3.3.3.3/32 2 0 Yes LSP_DEFAULT 53121 ethl
198.18.0.1

L> 198.181.0/24 4 0 Yes LSP_DEFAULT 3 ethl
198.18.0.1

11.233 I " fsdzdzedlsy S BOdzHlz s htoavb Imgp | O f Ro wtae rdC nigc
IsOB dzd W j njtc j MOYydd MPLS

Codes: >installed FTN, *selected FTN, pstale FTN, BBGP FTN,4CLI FTN,1LDP FTN, RRSVAE FTN, S
SNMP FTN-IGRShortcut,U- unknown FTN

Code FEC FTNID OutIntf  Nexthop  Tunnelid Pri LSPType Out
tibel 1.1.1.1/32 1 0 Yes LSP_DEFAULTK3120 eth2 198.1
E.>1.1 2.2.2.2/32 2 0 Yes LSP_DEFAULT eth2 198.1
E.>1.1 198.18.0.0/32 3 0 Yes LSP_DEFAULTB eth2 198.1
8.1.1

11.234 1" f sdzdzd Isj shdwdgOrdemelzrf CUST1  d@OuterA H dzvv ff tots M d3ts Is
sOB dzd yr oBOh telzlsdL Oydd

Codes: kkernel, G connected, Sstatic, R- RIP, BBGP G OSPF, IA
OSPF inter area

N1- OSPF NSSA external type 1; IEPF NSSA external type 2
E1- OSPF external type 1, EQSPF external type 2

i-ISIS, LEISIS levell, L2- ISIS level, ia- ISIS inter area

* - candidate default

IP Route Table for VRF "QuSs

0] 4.4.4.4/32 [110/20] via 100.1.0.2, eth2, 01:44:35
B 5.5.5.5/32 [200/20] via 3.3.3.3, 01:45:41

C 100.1.0.0/24 is directly connected, eth2

B 101.1.0.0/24 [200/0] via 3.3.3.3, 01:27:01

Gatewayof last resort is not set

11235 1 r §f sdzdzed Is | shawig®glzmpiva vif CUST1  @®@@uterAH dzv  f tots fp d3ts ks
d dz¥ tstc 3O YuPyva f ts
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Status codes: s suppressed, d damped, h history, * valid, > béstetinal,
| - labeled

S Stale

Origin codes:4IGP, e EGP, ?incomplete

Network Next Hop Metric  LocPrf Weight

Path Route Distinguisher: 65000:100 (Default for VRF CUST1)

*>| 4.4.4.4/32 100.1.0.220 100 32768 ?

*>i 5555/32 3333 20 100 O ?
*>| 101.1.0.0/240.0.00 O 100 32768 2
*>i 100.1.0.0/243333 0 100 O ?

Announced routes count = 2
Accepted routes count = 2

11.236 1" §f sdzdzdIlsj  Shon3iP daute dzORouterD H dzv e B Istc O

BOh tklsdL Oydd

Codes: kkernel, G connected, Sstatic, R- RIP, BBGP G OSPF, IA
OSPF inter area

N1- OSPF NSSA external type 1; EPF NSSA external type 2
E1l- OSPF external type 1, EQSPF external type 2

i-ISIS, LEISIS levell, L2- ISIS levelR, ia- ISIS inter area

* - candidate default

IP Route Table for VRF "default"

C 4.4.4.4/32 is directly connected, 100

OIA 5.5.5.5/32[110/21] via 100.1.0.1, ethl, 01:52:37

C 100.1.00/24 is directly connected, ethl

OE2 101.1.0.0/24 [110/1] via 100.1.0.1, eth1, 01:35:40

C 127.0.0.0/8 is directly connected, lo

Gateway of last resort is not set

11237 Jr fsdzdedIsj ping GOSE lepeat 4  dEDuterD H dzw
L Of e d@MPetstsB M j dad 2

PING 5.5.5.5 (5.5.5.5) 56(84) bytes of data.

64 bytes from 5.5.5.5: icmp_seq=1 ttI=62 time=2.97 ms

64 bytes from 5.5.5.5: icmp_seq=2 ttI=62 time=2.94 ms

64 bytes from 5.5.5.5: icmp_seq=3 ttI=62 time=2.99 ms

64 bytes from 5.5.5.5: icmp_sefttI=62 time=2.89 ms
---5.5.5.5 ping statistics-

4 packets transmitted, 4 received, 0% packet loss, time 7ms
rtt min/avg/max/mdev = 2.887/2.944/2.990/0.066 ms

slsf ©Oo €
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11.238 1" f sdzdzed s tCosplslodmalz et h2 filter "mpls &&
PE2 Hdv @ddedeicg® yd d

tcpdump: verbose output suppressed, useor-vv for full protocol decode

listening on eth2, linklype EN10MB (Ethernet), capture size 262144 bytes

06:38:07.798169 MPLS (label 53120, exp O, ttl 255) (label 52481, exp 0, [S], ttl 255)3P-3.6(61.0.2: ICMP
echo reply, id 8362, seq 1, length 64

06:38:08.799440 MPLS (label 53120, exp 0, ttl 255) (label 52481, exp 0, [S], ttl 255) IP 5.5.5.5 > 100.1.0
echo reply, id 8362, seq 2, length 64

06:38:09.800652 MPLS (label 53120, expl@55) (label 52481, exp 0, [S], ttl 255) IP 5.5.5.5 > 100.1.0.2: IC
echo reply, id 8362, seq 3, length 64

06:38:10.801734 MPLS (label 53120, exp O, ttl 255) (label 52481, exp O, [S], ttl 255) IP 5.5.5.5 > 100.1.0
echo reply, id 8362, seq 4, lehgp4

"C

4 packets captured

4 packets received by filter

0 packets dropped by kernel

113 utsLHOdd] odtlskzOdz dzr » YOfmisdzr = MBLSKHZVPN)o Ististds ts
Is j A dats dzts\EPYVS o3

1131 [ dMOdedJ dzOMlstets?2 ¢ d

sOC ¢ Olc@dztz BAMADS Oy MlsoJ BGmdesodzr = EfMmistes2 Miso
3Ot h tclz Is d - Rdaterss RouterB, RouterC, RouterD, RouterE.

[ixHE MmMjtweadmde di3d BOWh tcklsdL OlsstcOBRd dzOMiIstetsy dz
VPWS.

Router A d RouterC or"ftsdzdgve s tetsdzz PEWpHE& imd
Cdfyjor &dd HdAv wteBifMmfjujddy MmMowiLd d&ixHk tOL dzd y
ZOr SHWIsMY d&O cteOdzdyd Mdlsd fteso O2HJBO.

RouterB o' ftsdzdVjls tctsd P (Provider) &Othtlkzls
Milsd. P ®&OwhtcklsdL Oiste dzOnsHdEMBIse flzif Gl MP s tc @tz
sStcOWdEC O dBBJyHE PE &BOthtkzlsdL OlststcOd3q .

RouterD d RouterE 9o" fftsdzdgve s totsdz CE (Custo
ftoj HMsQodzw e Is MsBB2 SOyl dBiYHE Milss v Cdzd j dzls O

10 RouterA (PE1) dzOMmis te s j dzaddredsdd9g.118.9.3/24)n eth2,e t h 1
loopback-d dzls j teW j 2fp | 00 (I P address 1.1.1.1/32).

10 RouterB (P) ZzOMmilstets j dzr ddzlsj teW j 2 iy efllhh1 (
address 198.18.1.1/24), loopback-d dzls j eW j 2 | o0 (I P address 2.2.2
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10 RouterC (PE2)dzsgz0¥&R]j dz'e(Phatldress el98h2.1.2/24),
loopback-d dzls j eW j 29 | 00 (I P address 3.3.3.3/32).

10 RouterD (CEl1l) dOfmlstetsjdz dqdelsjteW j2m et h1l (I

1 CGRouterE (CE2) dzO iy Is tedsdglslg te Weth2 (R address 100.1.0.12/24).

I_ - - - - - - - - - - - - - - - - - - - = = = = =0
RouterA RouterB RouterC |
I (PE1) (P) (PE2)
| _ .0 oooo 192.18.0.0124 - .0 oooo 192.18.1.0124 _ O ooog
‘0 ooon e i 0 000 M e 0 oooo
eth2 Ipv4: 198.18.0.2124 Ipv4: 198.18.1.1/24 Ipva: 198.18.1.2/24 eth1
| lo0: 1.1.1.1/32 Ipv4: 198.18.0.1/24 lo0: 2.2.2.2/32 lo0: 3.3.3.3/32
_ e - - - e e e e — 4
LSP-TyHHenb
Ipv4: 100.1.0.11/24 Ipv4: 100.1.0.12/24
_ .0 ooog _ .0 ooog
=:p pooo ='p pooo

RouterD

RouterE
(CE1)

(CE2)

{ M@ R j B0 dOMsts?2¢d odulskzOd dr 7 yOMmlsdy 7 Mmjlsj
fts lsjrndsksedwyd VPWS

1132 S Ofr &OMtes? ¢ d

11321 I s2Hdls] o ®©jydd chssBOd ds?2 Scdidckto:
ZOMes? ¢ 52

ltod dOMlstets?2 ¢ Milsjotscts GBBtokzH®e ®azd v Vv o dg fdd fgv
Codt e ztcOydsdadz 2 64 ) d d&s. s S-dzWlsts FisOdadi sdadz” & B d o3 o
Mstets € d . ) CodWdekzcOydodzdzsdyz tod X d d3d B35y dzts gL
BZOteh tezlsdL Oyde, BJLBYOMdesMIis:  Htkzed] §OttOd] Ister

11322 1 OMmlstes?21sj Router A (PEL1l)

11.3221 | OMmMlstets?2 sy ddzlsj W j2Mm et hl

RouterA(config)terface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#description to_P
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#p address 198.18.0.2/24
RouterA(configf-[eth1])#abel-switching
RouterA(configf-[eth1])#enableldp ipv4
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RouterA(configf-[eth1])#exit

113222 | Oflstes2j dddsjtweW j2f et h2

RouterA(config)iterface eth2
RouterA(configf-[eth2])#no shutdown
RouterA(configf-[eth2])#exit

113223 1 Oflstets2lsj ddzsjw® j2f | 00

RouterA(config)iterface 100
RouterA(configf-[lo0])#no shutdown
RouterA(configf-[lo0])#ip address 1.1.1.1/32
RouterA(configf-[lo0])#exit

113224 1 Ofjlstets?2lsj ddzsj e j2f eth2. 100

RouterA(config)#terface eth2.100
RouterA(configf-[eth2.100])#id 100 etheryype 0x8100
RouterA(configf-[eth2.100])#escription to_ CE1
RouterA(configf-[eth2.100])#o shutdown
RouterA(configf-[eth2.100])#xit

113225 Y tedowy dlsj ddZsjw® j2f) € Virtual Circuit

RouterA(config)iterface eth2.100
RouterA(configf-[eth2.100])#pls-12-circuit CUST1 ethernet
RouterA(configf-[eth2.100])#xit

113226 4BLHO2I] 1 CLjdfdvte odilskOdIPdss LigHjCR s,
OltedB kST HA&LDA tetsyj MO

RouterA(config)tpls 12circuit CUST1 100 3.3.3.3
RouterA(config)tbuter Idp

RouterA(configouter)#router-id 1.1.1.1
RouterA(configouter)#argeted-peer ipv4 3.3.3.3
RouterA(configouter-targeted-peer)#exit-targeted-peer-mode
RouterA(configouter)#ransport-address ipv4 1.1.1.1
RouterA(configmpls)#exit
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113227 1 Offls 2] § okl GO BOE OSPF

RouterA(config)uter ospf

RouterA(configouter)#network 1.1.1.1 0.0.0.0 area O
RouterA(configouter)#network 198.18.0.0 0.0.0.255 area 0
RouterA(configouter)#end

11323 1 OMmMstes?2Ilsj Router B (P)
11.3231 | Ofmistets?2Isj ddalsjtew j2m et hl

RouterB(config)ititerface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#description to_PE1
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 198.18.0.1/24
RouterB(configf-[eth1])#abel-switching
RouterB(configf-[eth1])#enableldp ipv4
RouterB(configf-[eth1])#exit

113232 1 Oflstets?2lsj ddzsjte¥ j2f et h2

RouterB(config)itaterface eth2
RouterB(configf-[eth2])#description to_ PE2
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#ip address 198.8.1.1/24
RouterB(configf-[eth2])#abel-switching
RouterB(configf-[eth2])#enableldp ipv4
RouterB(configf-[eth2])#exit

113233 | Offstets?2sj ddzsjteW j2f 1 00

RouterB(config)i#terface o0
RouterB(configf-[lo0])#no shutdown
RouterB(configf-[lo0])#ip address2.2.2.2/32
RouterB(configf-[lo0])#exit

113234 1 OHO2k] Oltdekzl' H&" fwtsyj MO LDP

RouterB(config)ébuter Idp
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RouterB(configouter)#router-id 2.2.2.2
RouterB(configouter)#ransport-address ipv4 2.2.2.2
RouterB(configouter)#exit

113235 1 Offls 2 s | IPwE wizfsifL Oydd OSPF

RouterB(config)ébuter ospf

RouterB(configouter)#network 2.2.2.2/32 area 0
RouterB(configouter)#network 198.18.0.0 0.0.0.255 area 0
RouterB(configouter)#network 198.18.1.0 0.0.0.255 area 0
RouterB(configouter)#end

11.3.2.4 1 Ofls tc RAUELC (PE2)
113241 1 Oflstets?2lsj ddzsjte¥ j2f et h2

RouterC(config)#iterface eth2
RouterC(configf-[eth2])#description to_P
RouterC(configf-[eth2])#no shutdown
RouterC(configf-[eth2])#ip address 198.18.1.2/24
RouterC(configf-[eth2])#label-switching
RouterC(cofig-if-[eth2])#enableldp ipv4
RouterC(configf-[eth2])#exit

11.32.42 | Oflstets2j dddsjweW j2f ethil

RouterC(config)#iterface ethl
RouterC(configf-[eth1])#no shutdown
RouterC(configf-[eth1])#exit

113243 1 Oflstets2lsj ddzsjw® j2f | 00

RouterC(config)#terface 100
RouterC(configf-[lo0])#no shutdown
RouterC(configf-[lo0])#ip address 3.3.3.3/32
RouterC(configf-[lo0])#exit

113244 | Offlstets2 s ddzasjte® j2im ethl. 100

RouterC(config)#terface eth1.100
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RouterC(configf-[eth1.100])#id 100 ethertype 0x8100
RouterC(configf-[eth1.100])#lescription to_ CE2
RouterC(configf-[eth1.100])#ho shutdown
RouterC(configf-[eth1.100])#xit

11.3245 1 tedowyydlsy ddzsjteWwj2m € Virtual Circuit

RouterC(config)#iterface eth1.100
RouterC(configf-[eth1.100])#)#npls-I2-circuit CUST&thernet
RouterC(configmpls)#exit

11.3246 dtsLHO2Is] L CLjJBfdzvie o dtelslzOdAPHa=? LigHjO0R IS,
OstcdBlzls H®&LDA sy MO

RouterC(configpls I2circuit CUST1 100 1.1.1.1
RouterC(configyduter Idp

RouterC(configouter)#router-id 3.3.3.3
RouterC(configouter)#targeted-peer ipv4 1.1.1.1
RouterC(configouter-targeted-peer)#xit-targeted-peer-mode
RouterC(configouter)#transport-address ipv4 3.3.3.3
RouterC(configouter)#exit

113247 1 Ol fsyj M EOLh cklsdL Oydd OSPF

RouterC(configpbuter ospf

RouterC(configouter)#network 3.3.3.3 0.0.0.0 area 0
RouterC(configouter)#network 198.18.1.0 0.0.0.255 area 0
RouterC(configouter)#end

11325 | Ofjlstes2lj RouterD (CE1)
113251 | Offstets?2sj ddasjte¥W j2f et hil

RouterD(config)ititerface ethl
RouterD(configf-[eth1])#no shutdown
RouterD(configf-[eth1])#exit

113252 | Offlstets2Isj ddzasjte® j2i ethil. 100

RouterD(config)ithterface eth1.100
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RouterD(configf-[eth1.100])#id 100 ethertype 0x8100
RouterD(configf-[eth1.100])#ho shutdown
RouterD(configf-[eth1.100])#p addressl00.1.0.11/24
RouterD(configf-[eth1.100])#nd

11326 1 OMmMstes?2Ilsj RouterE (CEZ2)
11.3.26.1 | OMstets2Ilsj ddzlsjteW j2fm et hl

RouterE(config)titerface ethl
RouterE(configf-[eth1])#no shutdown
RouterE(configf-[eth1])#exit

113262 | Oflstes?2lj ddasj W j2f ethl. 100

RouterEconfig#interface eth1.100
RouterEconfigif-[eth1.100])#id 100ethertype 0x8100
RouterEconfigif-[eth1.100])#o shutdown
RouterEconfigif-[eth1.100])#p address100.1.0.12/24
RouterEconfigif-[eth1.100])#nd

11327 uRtOddlsj dzOMstes?Cd
RMY Sdz' L 22 Is jwrite sndgedzh 2" NS 6 0dzgj ded v dzOMlstesj &  dzO

1133 1 o5 j6C O dzOMbstetsj €

11.3.3.1 1 r ff t5dzdzd IsdeH ghasdglp mpls-12-circuit dzGRouterA, yYlstsB ™ SIstsB f
Mo S Hdzlz & ddz? stedzOyd ® o dtcls zOdzlLadps-2 Vidgal jCaguit) Iz tsB dsdzve My
odtelsizOdz dz" NMIPLB,- jdgDigls tetz® daddz) Sz j d3 BOteh czlsd LR tstej

Transport Client VvC VvC Local Remote Destination
VC ID Binding  State Type VC Label VC Labelddress
100 eth2.100 UP Ethernet 53120 52480 3.3.3.3

11.332 1" f sdzdzd s j piIBOUpHlZrepeatd d@GuterDH dzv  f totso j 6 €
d3j 3 HRbuterD d RouterE

PING 100.1.0.12 (100.1.0.12) 56(84) bytes of data.
64 bytes from 100.1.0.12: icmp_seq=1 ttl=64 time=2.98 ms
64 bytes from 100.1.0.12: icmp_seq=2 ttl=64 time=2.88 ms
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64 bytes from 100.1.0.12: icmp_seq=3 ttI=64 time=2.92 ms

64 bytes from 100.1.0.12: icmp_seq=4 ttI=64 time=2.86 ms

---100.1.0.12 ping statigts---

4 packets transmitted, 4 received, 0% packet loss, time 7ms rtt min/avg/max/mdev
= 2.858/2.910/2.984/0.071 ms

11333 | { sdzdzdlsj Shona@da@outerDH dzv f s f s SARD s OB dzd

State: |- incomplete R- reachable S- stale D - delay P- probe F-failed N - noarp M - manual
IP address HW type Flags HW address Device
100.1.0.12 ether R 94:3f:bb:00:00:3aeth1.100

114 utsLHOdd] odtlskzOdz dzr = YOfmisdzr = MBLSKHZVPN)o Ististds ts
Is j A dats dzts\PHS' o3

1141 [ fdmMOdedj deOMistes?2 € d

sOC YCOKOdséX® COyjmkse] thdseod - EfmMistes?2 Mis:
BOtch tclzlsdL Olsster ( Rout er A, Router B, RouterC, Rou

17 5dzdzj dzts YdLrdud MS sy f sHCdzs yj dzdsp tstalz H 820 @ ztf
mMoslke jIsMisaedd Mt Mnaj @32 .

MPL S Layer 2 Virtual Circuit Hslgsgy € @ 2 Mtslg t
st OdzgdL 5o OdzO@ yjtejL MPLS Mmjlk! d ftej HsSMIsOo dzv j Isfyw

]l dgOh j2 MmMhojddi dBiYHE Router A (PE1) dskRaajtde r,
YydtedL SClsister 2 dzOHsdpjOdf.o O 4 Isfpw L 2

10 RouterA (PE) dzOMmls tc s j- AP addfedds JOB U8 P.2/83 eth2, t h 1
loopback-d dzls j to W j 2IRjadtres©1.1.1.1/32.

10 RouterB (P) dzO0Mmlistets j-der addiedsls1P8cl®.(. 122, eth2e-t IR 1
address 198.18.1.1/24, loopback-d dzls j teW j 2IRadtres®2.2.2.2/32.

10 RouterC (PE) dZOMmiste s § dzr - tPdaddressy 198.181.2/24,t h 1,
loopback-d dzls j oW Jj 2 IRadtres$ 3.3.3.3/32.

1 © RouterD (CE1) dzOfmls-ttPagldigssdloRl4.9.624 2 et h1l

1 GRouterE (CE2) dzO i Is tedfisdglslz te Weth 2 -fif address 198.1.0.2/24.

Router A d RouterC or" ffsdzdgv e Is tctsdz PE (Provid
Cdfyjor &dd HdAW tBifMmfjujddy MmMowiLd d&ixHE tOL dzd y
ZORsHWIsMY d2O0 ctOdd®.j MJlsd Hteso O2HJ 6
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RouterB o' ftsdzdg¥ j Is tetsdz P (Provider) di30thtlkls
Mikd. P dBOhtizlsdL Olstste dzOmrBBHdIsMY o dzzlsted Mmjlsd e
stcO¥JS O B@BiHEZ PE ®BOhttkzlsdL Olstste ©did .

RouterD d RouterE orfftsdzdgvels twBdezIs@EOK tatsd .o
ftocjHMsOQoadzwe s MsBB?2 cteOddyk BiyxHE Milk! s Cdzdj dzlsO

O ooog 192.18.0.0/24 O oooo 192.18.1.0124 O ooog

| 5:p opoo =" 0 pooo 2’0 oooo |
eth1 eth1 eth2 eth2
| eth2 Ipv4: 198.18.0.2/24 Ipv4: 198.18.1.1/24 Ipvd: 198.18.1.2/24 eth1
100: 1.1.1.1/32 Ipv4: 198.18.0.1124 100: 2.2.2.2/32 l00: 3.3.3.3/32 |
ethl

ethl
| Ipv4: 100.1.0.11/24 v 100.1.0.12/24|
| 0 ooog _ 0 ooog |

S:p pooo ='n pooo
| RouterD RouterE |

tdMz@AG R j O ML HOdIY odlskzOd dr @ yOmlsdy R Mjlsj:
fts lsjrdsesedvd VPLS

1142 ClsOffr dOmlstets2¢d Mmjlsd

11421 1 s82HdIs] ) tc joR dodis 2 G dESBAEN ezt Oydd &z0 kml
ZOMmistets2 € 52

lted dOMstets?2 ¢ Milsjoets tsBBtokzHS Oded W, S Hdzd 3
Codt e ztcOydsdadz 2 64 ) d ds. s S-dzWistw FisOdadt sdadz” & g o3 o
Mstes € d . ) CodeW e zteOyd sdzdzts d3  toge® if I3t ts 2 @31 3 dztb dzls d e
BZOteh tezlsdL Oydes, BJLBYOMdesMIis:  Htkzed] §OttOd] Ister

11422 1 OMmMstes?2Ilsj Router A (PE1)

114221 | OMmMlstets?2 sy ddzlsj W j2M et hl

RouterA(config)iterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#description to_P
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#p address 198.18.0.2/24
RouterA(configf-[eth1])#abel-switching
RouterA(configf-[eth1])#enableldp ipv4
RouterA(configf-[eth1])#exit
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114222 1 Oflstets2lsj ddzsjte¥ j2f et h2

RouterA(config)iterface eth2
RouterA(configf-[eth2])#no shutdown
RouterA(configf-[eth2])#exit

114223 | Ofstes?2lj ddgsjte¥%j2f | 00

RouterA(config)iterface 100
RouterA(configf-[lo0])#no shutdown
RouterA(configf-[lo0])#ip address 1.1.1.1/32
RouterA(configf-[lo0])#exit

114224 | 02 flstets2lsj dodzsjte® j2fM eth2. 100

RouterA(config)iterface eth2.100
RouterA(configf-[eth2.100])#id 100 ethertype 0x8100
RouterA(configf-[eth2.100])#escription to_ CE1
RouterA(configf-[eth2.100])#o shutdown
RouterA(configf-[eth2.100])#npls-vpls CUST1 ethernet
RouterA(configf-[eth2.100])#xit

114225 1 OHO2kj] Obtdekzlk' H&" fwtsyjfMn® LDP

RouterA(config)tbuter Idp

RouterA(configouter)#router-id 1.1.1.1
RouterA(configouter)#argeted-peer ipv4 3.3.3.3
RouterA(configouter-targeted-peer)#exit-targeted-peer-mode
RouterA(configouter)#ransport-address ipv4 1.1.1.1
RouterA(configouter)#exit

114226 4L H OQ & j BIVELStezGs ) dzsMPLS d dzO ) Is to s leizfs to O dz6 5 0 !
L jveds

RouterA(config)#pls vpls CUST1 100
RouterA(configvpls)#signaling Idp
RouterA(configvplssig)#pls-peer 3.3.3.3
RouterA(configrplssig)#exit-signaling
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RouterA(configypls)#exit

114227 1 Ofstes2lsj ftsyj M EOLh cklsdL Oydd OSPF

RouterA(config)tbuter ospf

RouterA(configouter)#network 1.1.1.1 0.0.0.0 area O
RouterA(configouter)#network 198.18.0.0 0.0.0.255 area 0
RouterA(configouter)#end

11423 1 OMmMstes?2Ilsjy Router B (P)
114231 | OMmMlstets?2 sy ddzlsj W j2Mm et hl

RouterB(config)itaterface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#description to_PE1
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 198.18.0.1/24
RouterB(configf-[eth1])#label-switching
RouterB(configf-[eth1])#enableldp ipv4
RouterB(configf-[eth1])#exit

114232 | Oflstets2lj dddsjweW j2f et h2

RouterB(config)ititerface eth2
RouterB(configf-[eth2])#description to_PE2
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#ip address 198.18.1.1/24
RouterB(configf-[eth2])#label-switching
RouterB(configf-[eth2])#enableldp ipv4
RouterB(configf-[eth2])#exit

114233 | Ofglis2sj ddzlsjte j2f | 00

RouterB(config)itaterface o0
RouterB(configf-[lo0])#no shutdown
RouterB(configf-[lo0])#ip address 2.2.2.2/32
RouterB(configf-[lo0])#exit

114234 1 OH 02l Obtedelklsr Hd&v fesyjfnno LDP
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RouterB(config)ébuter Idp
RouterB(configouter)#router-id 2.2.2.2
RouterB(configouter)#ransport-address ipv4 2.2.2.2
RouterB(configouter)#exit

114235 1 Offlstes2ls] fosyjmMm EOwh tklsdL Oydd OSPF

RouterB(config)buter ospf

RouterB(configouter)#network 2.2.2.2/32 area 0
RouterB(configouter)#network 198.18.00 0.0.0.255 area 0
RouterB(configouter)#network 198.18.1.0 0.0.0.255 area 0
RouterB(configouter)#exitRouterB(config)énd

11424 1 OMmMstes?2Ilsj Router C (PE2)
114241 | OMmMlstets?2 sy ddzlsj W j2Mm et h?2

RouterC(config)#iterface eth2
RouterC(configf-[eth2])#description to_P
RouterC(configf-[eth2])#no shutdown
RouterC(configf-[eth2])#ip address 198.18.1.2/24
RouterC(configf-[eth2])#label-switching
RouterC(configf-[eth2])#enableldp ipv4
RouterC(configf-[eth2])#exit

11.42.42 | Oflstes2j dddsjweW j2f ethil

RouterC(config)terface ethl
RouterC(configf-[eth1])#no shutdown
RouterC(configf-[eth1])#exit

114243 1 Oflstets2lsj ddzsjw®h j2f | 00

RouterC(config)#terface 100
RouterC(configf-[lo0])#no shutdown
RouterC(configf-[lo0])#ip address 3.3.3.3/32
RouterC(configf-[loQ])#exit

11.424.4 1 Ofjlstets?2lsj ddzsj e j2f ethil. 100
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RouterC(config)#iterface eth1.100
RouterC(configf-[eth1.100])#id 100 ethertype 0x8100
RouterC(configf-[eth1.100])#lescription to_CE2
RouterC(configf-[eth1.100])#ho shutdown
RouterC(configf-[eth1.100])#plsvpls CUST1
RouterC(configf-[eth1.100])#xit

114245 1 OH0O2kj] Obtdekzlk' Hd&" fwsyjfMn® LDP

Router (config#router Idp

Router (configrouter)#router-id 3.3.3.3

Router (configrouter)#targeted-peeripv4 1.1.1.1

Router (configrouter-targeted-peen#exit-targeted-peer-mode
Router (configrouter)#transport-addressipv4 3.3.3.3

Router (configrouter)#exit

114246 4SLHO2Is] | YRLS dgP sty MRS [ dzOMstes2lsj Hds
kL jveLs

Router@config#mplsvpls CUST 100
Router@configvpls)#edundancyrole primary
RouterC(configypls)ssignaling Idp
RouterC(configyplssig)#plspeer 1.1.1.1
RouterC(configyplssig)#xit-signaling
RouterC(configypls)#xit

114247 1 Ofstes2ls] fsyj M EOLhcklsdL Oydd OSPF

RouterC(configsbuter ospf

RouterC(configouter)#network 3.3.3.3 0.0.00 area 0
RouterC(configouter)#network 198.18.1.0 0.0.0.255 area 0
RouterC(configouter)#exit

RouterC(config}nd

11425 | Ofjlstes?2lsj RouterD (CE1)
114251 1 Oflstets?2lsj ddzsj ¥ j2f et hil

RouterD(config)ititerface ethl
RouterD(configf-[eth1])#no shutdown
RouterD(configf-[eth1])#exit
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114252 | Ofglstets2 s ddzasjte® j2f ethil. 100

RouterD(config)i#terface eth1.100
RouterD(configf-[eth1.100])#id 100 ethertype 0x8100
RouterD(configf-[eth1.100])#o shutdown
RouterD(configf-[eth1.100])#p address 100.1.0.11/24
RouteD(configif-[eth1.100])#nd

11426 1 OMmMstes?2Ilsj RouterE (CEZ2)
11.426.1 | Ofmistets2Isj ddalsjtew j2m et hl

RouterE(config)titerface ethl
RouterE(configf-[eth1])#no shutdown
RouterE(configf-[eth1])#exit

114262 1 Oflstets?2lsj ddzsjte¥ j2f ethil. 100

RouterEconfig#interface eth1.100
RouterEconfigif-[eth1.100])#id 100ethertype 0x8100
RouterEconfigif-[ethl1.100])#ho shutdown
RouterEconfigif-[eth1.100])#p address100.1.0.12/24
RouterEconfigif-[eth1.100])#nd

11427 uthtOddls) dzOMistets2 Cd
RMY Sdz L 22 Is jwrite sdg®edzh 20 MsRteOdzgj dgd v OMistetsj &  dzO

1143 1 so j6S O &zOMistetsj §
11.43.1 ] r ff tsdzdzd Is gzH $hawdg@ls vpls mesh dzORouterA H d&z¥ BlssB Oy
d dz¥ ts tc d30 MHL$ VRLS Mesh Forwarding

VPLSD Peer Addr TunneiLabel In-Label NetworkIntf Out-

Label Opcode State  SIGProtocol Status
100 BRORCEE 53120 53120 ethl 52480 Push and Lookup for
VC Up LDP Active
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11432 11 f sdzdzed Isj shaswdpPlsiderimarding-t abl e dzOH RO uf BB B BE L
sOBdzdyr it OHtej MOYydd MPLS

Codes: >installed FTN, #selected FTN, pstale FTN, BBGP FTN, CLI FTN,
L-LDP FTN, fRRSVHAE FTN, SSNMP FTN-I1GRShortcut, U- unknown FTN

Code FEC FTNID Tunnelid Pri  LSPType OutLabel OutIntf Nexthop

L> 222232 1 0 Yes LSP_DEFAULB ethl 198.18.0.1
L> 3.3.3332 2 0 Yes LSP_DEFAUL®H3120 ethl 198.18.0.1
L> 198.18.1.0/24 3 0 Yes LSP_DEFAULB ethl 198.18.0.1

11433 1" §f sdzdzed Is | PFncB@dpHLZrepeat4 dGuterDH dzv f totso j o€
fRouterE

PING 100.1.0.12 (100.1.0.12) 56(84) bytes of data.

64 bytes from 100.1.0.12: icmp_seq=1 ttI=64 time=2.98 ms

64 bytes fromL00.1.0.12: icmp_seq=2 ttI=64 time=2.88 ms

64 bytes from 100.1.0.12: icmp_seg=3 ttI=64 time=2.92 ms

64 bytes from 100.1.0.12: icmp_seq=4 ttl=64 time=2.86 ms

---100.1.0.12 ping statistics-

4 packets transmitted, 4 received, 0% packet loss, time 7nminttavg/max/mdev
= 2.858/2.910/2.984/0.071 ms

11434 11" f sdzded Isj shawdatpdea@RouterD H dzv ff totso j t6C dARPL Of d
IsOB dzd Y

State: |-incomplete R reachable Sstale D- delay P- probe F-failed N-noarp M - manual
IP address HW type Flags HW address Device
100.1.0.12 ether R 94:3f:bb:00:00:3a eth1.100

115 t O tej Hj dzj ded™ Bj ssC f) YRSWBTE ¢ f tetslstsC ts5dzO

1151 [ dMOdedy dzOMlstets?2 ¢ d

sO¢ Cok@dgi édzgph COyjMmlse] mMdsedsr n EMlsttts? Mise
BOth tclz s d - Rdaters 'RouterB, RouterC.

lteslsCtsdz wOMf tesMistcO-MEddY Oy BEE BRBERBS2 Miseo On 1
RSVP-TE ©® d3ddzd d30dz! dets? S tsdeW delzteOydd .

10 RouterA d RouterC dzOMmlstesdls: RSVP Trunk.
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Router A d RouterC or" ftsdzdzveéls ttsdzz PE (Provider
Cdf yjor &3d Hdzw wBeBifMfjujddy MmMowiLd dixHE tOL dzd Yy
RZORsHWIsMw dz20 ctOdzdyy MJlsd ftesoa OIHJO.

RouterB ortftsdadv,jls tsdz P (Provi der )s QG dg zds
Mdlsd. P &@OthwikzlsdL Olsste dzZOntsHdIsMwY o dzzlsted Mjlsd ¢ ts
stcO¥W JS O BjyHEZ PE ®BOthtokzlsdL Olstste Odzd .

OSPF OSPF
RouterA (PE1) — RouterB (P) —> RouterC (PE2)

o ooog 192.18.0.0/24 o gooo 192.18.1.0/24 O ooog
B: B: _H
o2 eth1 eth1 O DOCC R ethz flezec

Ipv4: 198.18.0.2/124 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24
lo0: 1.1.1.1/32 Ipv4: 198.18.0.1/24 100: 2.2.2.2/32 lo0: 3.3.3.3/32

{dMza@ N j 50 dZOMsts2Cd wWOMTtj Hj dj ddY o&j TESC f

1152 CIsOfr dOmlstets?2 ¢ d

11521 I 82Hdds] tejydd3 ¢ dztsB Odz dzts 2 CsdzWdezteOydd
ZOMmilstets?2 € 52

lted d2OMbstets?2Cj Mjlsjotsets tsBBtkzHS Odegdw, tsHded B
CodzW e ztcOydsdadz 2 teoj 3 d d3. s S-dzWlstw Fisoddi sdadz” & g o3 o
Mstets € d . ) CBde e z2tcOyYg pdadzts d3f L B oz 34 &ZOoMmistes2 € d
BZOteh tezlsdL Oydes, BJLBYOMdesMis:  Httkzed] §OttOd] Ister

11522 1 OMmMstes?2Ilsj Router A (PE1)

115221 | OfMstets2Ilsj ddzlsjteW j2f et hl

RouterA(config)iterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#description to_P
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#p address 198.18.0.2/24
RouterA(configf-[eth1])#abel-switching
RouterA(configf-[eth1])#enablersvp
RouterA(configf-[eth1])#exit

115222 1 Ofstes2l] ddisjteWj2f 100
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RouterA(config)iterface 100
RouterA(configf-[lo0])#no shutdown
RouterA(configf-[lo0])#ip address 1.1.1.1/32
RouterA(configf-[lo0])#exit

115223 1 Cdzs yqdlsj Hj d&ssdz RSVP

RouterA(config)tbuter rsvp
RouterA(configsvp)#xit

115224 1 Oflstes2ls] sy MMOIKOEh tllsdL Oydd

RouterA(config)tbuter ospf

RouterA(configouter)#network 1.1.1.1 0.0.0.0 area 0
RouterA(configouter)#network 198.18.0.0 0.0.0.255 area 0
RouterA(configouter)#exit

115225 | Ofmlstets21sj dBOGcdmlstcOdz t 211 Hdzw Resour ce
LSP

RouterA(config)isvp-trunk T1 ipv4
RouterA(configsvp)#rom 1.1.1.1
RouterA(configsvp)#o 3.3.3.3
RouterA(configsvp)#nd

11523 1 OMmMstes?2Ilsj Router B (P)
115231 | OMmistets?2Isj ddalsjtew j2m et hl

RouterB(config)itaterface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#description to_PE1
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 198.18.0.1/24
RouterB(configf-[eth1])#abel-switching
RouterB(configf-[eth1])#enablersvp
RouterB(configf-[eth1])#exit

115232 | Ofskf2ddzs jte¥ j 2 et h2
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RouterB(config)itaterface eth2
RouterB(configf-[eth2])#description to_ PE2
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#ip address 198.18.1.1/24
RouterB(configf-[eth2])#abel-switching
RouterB(configf-[eth2])#enablersvp
RouterB(configf-[eth2])#exit

115233 | Ofstes?2lj ddlsjte¥j2f | 00

RouterB(config)itaterface lo0
RouterB(configf-[lo0])#no shutdown
RouterB(configf-[lo0])#p address 2.2.2.2/32
RouterB(configf-[lo0])#exit

115234 1 Offlstes2ls] fwsyj M EOwh tklsdL Oydd OSPF

RauterB(config)#outer ospf

RouterB(configouter)#network 2.2.2.2/32 area 0
RouterB(configouter)#network 198.18.0.0 0.0.0.255 area 0
RouterB(configouter)#network 198.18.1.0 0.0.0.255 area 0
RouterB(configouter)#end

11524 1 OMmMstes?2Ilsj Router C (PE2)
115241 | OmMstcdsj eW J 2 et h?2

RouterC(config)iterface eth2
RouterC(configf-[eth2])#description to_P
RouterC(configf-[eth2])#no shutdown
RouterC(configf-[eth2])#ip address 198.18.1.2/24
RouterC(configf-[eth2])#label-switching
RouterC(configf-[eth2])#enablersvp
RouterC(configf-[eth2])#exit

115242 1 Oflstets2lsj ddzsjw® j2f | 00

RouterC(config)#terface 100
RouterC(configf-[lo0])#no shutdown
RouterC(configf-[lo0])#ip address 3.3.3.3/32
RouterC(configf-[lo0])#exit
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115243 1 Cdz¢ ydlsj Hj ®sdz RSVP

Router@config#router rsvp
Router@configrsvp/#exit

115244 1 Offlses2ls] sy MMOIWOEh tllsdL Oydd

Router@config#router ospf

Router@configrouter)#network 3.3.3.3 0.0.0.Garea0
RouterC(configouter)#network 198.18.1.0 0.0.0.255 area O
RouterC(configouter)#end

11.5.245 | Ofmls tc w{OIE jd M ls tc © dz! t 211 HdzZ" Resource Res
LSP

RouterC(configkgvp-trunk T1 ipv4
RouterC(configsvp)#rom 3.3.3.3
RouterC(configsvp)#o 1.1.1.1
RouterC(configsvp)#xit
RouterC(config}nd

11525 uthtOdzdlsy dzOMmlstets? § d
RMYE Sdz L 22 Is jwrite sndg@edzi Bz MR e Odzj dzd v dzOMstets j € dzO

1153 1 tcs9 j S O dOfmstesj ¢
11531 1" §f sdzdzd Is§ shawdpCrdate zizCRouterA H dzv  f tesidi3slsc O dO
IPv4

Codes: kkernel, G connected, Sstatic, R- RIP, BBGP G OSPF, IA
OSPF inter area

N1- OSPF NSSA ental type 1, N2 OSPF NSSA external type 2
E1l- OSPF external type 1, EQSPF external type 2

i-ISIS, LEISIS levell, L2- ISIS levelR, ia- ISIS inter area

* - candidate default

IP Route Table for VRF "default"

1.1.1.1/32is directly connected, 00

2.2.2.2/32 [110/11] via 198.18.0.1, eth1, 00:16:07
3.3.3.3/32 [110/12] via 198.18.0.1, eth1, 00:16:07
127.0.0.0/8 is directly connected, lo

198.18.0.0/24 is directly connected, ethl

198.18.1.0/24 [110/2] via 198.18.0.1, eth1, 00:16:07

ONONONONONQ)
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Gateway of last resort is not set

11532 11 f tsdzdzed Is | shawdz@gisi forwarding-table  dzO RouterA  H dzw
SlstsBtcOy jdedWw IsOB dzd y™MPUSj tcj OHte ] MOYydd

Codes: >installed FTN, *selected FTN, pstale FTNB- BGP FTN, CLI
FTN, LDP FTN, RRSVAE FTN, SSNMP FTN-IGRShortcut, U- unknown

FTN
Code FEC FTNID Tunnetid Pri LSPType  OutLabel Outintf Nexthop
R> 3.333/321 5001 Yes LSP_DEFAUL®%2481 ethl 198.18.0.1

11533 | f sdzdedlsj hawdgevgzisdssion dzORouterA H dzv  ©lssB Oy j
gt stecBOYdd, MovwL Odzgdets?2 ) MESAMd )2, HdY &OMsEs ddz

Ingress RSVP:

To From State Pri Rt Styleabelin Labelout LSPNameDSType
3333 1111 Up Yesl1SE - 53481 T1 DEFAULT
Total 1 displayed, Up 1, Down O.

Egress RSVP:

To From State Pri Rt Style Labelin Labelout LSR& DSType
1111 3333 Up Yesll1SE 3 - T1 ELSP_CON
Total 1 displayed, Up 1, Down O.

11534 11 §f sdzdzed Isj shasvdg@plzseksion transit dzORouterB H dzv  ff tetso | to
ddeV stedBOYdd ¢t IsteOdaL dlsdg' &5 M Mpd W d3

Transit RSVP:

To From State Pri Rt Style Labelin Labelout LSPNameéDSType
1.1.1.13.3.3.3 Up Yes1l 1SE 52480 3 T1 ELSP_CON
3.3.3.31.1.1.1 Up Yes1l 1SE 52481 3 T1 ELSP_CON
Total 2 displayed, Up 2, Down 0.

11535 Jrfsdzddd PPsdz@dzHidz 3. 3.3 source 1.1.1.1
ftoetso jteCd Mo W -dfdzldn td Wojodpfipadg kRout er C

PING 3.3.3.3(3.3.3.3) from 1.1.1.1 : 56(84) byfetata.

64 bytes from 3.3.3.3: icmp_seq=1 ttI=64 time=1.57 ms
64 bytes from 3.3.3.3: icmp_seq=2 ttI=64 time=1.50 ms
64 bytes from 3.3.3.3: icmp_seq=3 ttI=64 time=1.50 ms
64 bytes from 3.3.3.3: icmp_seq=4 ttI=64 time=1.44 ms
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---3.3.3.3 ping statistics-
4 packets transmitted, 4 received, 0% packet loss, time 8ms rtt min/avg/max/mdev
= 1.443/1.502/1.569/0.065 ms

11536 1" f sdzdzed Isj t€ptdudy® ddrliAfilter "mpls && icmp" RButerB H dzw
OdzOdzdL O IstcOW d R@terd® Mmls stcts dalz

tcpdump: verbose output suppressed, useor-vv for full protocol decode

listening on eth2, linktype EN1OMB (Ethernet), capture size 262144 bytes

04:20:25.172277 MPLS (label 52480, exp 0, [S], ttl 255) IP 3.3.3.3 > 1.1.1.1:ICMP echo reply, id 18734, :
length 64

04:20:26.174127 MPLS (ElI52480, exp 0, [S], ttl 255) IP 3.3.3.3 > 1.1.1.1:ICMP echo reply, id 18734, sec
length 64

04:20:27.175860 MPLS (label 52480, exp 0, [S], ttl 255) IP 3.3.3.3 > 1.1.1.1:ICMP echo reply, id 18734, :
length 64

04:20:28.177492 MPLS (label 52480, ex[s], ttl 255) IP 3.3.3.3 > 1.1.1.1:ICMP echo reply, id 18734, seq ¢
length 64

4 packets captured
4 packets received by filter
0 packets dropped by kernel

116 utsLHOdd] odtlskzOd dzr = YOfmisdzr = MBLSIHZVPN)o Ististds ts
Is j A dats dzts\PHS'IPBGP i d ¢ dzO e  j 2

1161 [ dMOdedd dzOMlstets?2 g

SsOC S Olc@dztz @zad COyjMmlse] thdsedz » bkMistets2 Mise
3Ot h tclz Is d - Rdaterss RouterB, RouterC, RouterD, RouterE.

17 f sdzdzj dzts WdLduj mMS sy f sHC dz¢ yd dzd js B s5ds 2 HAE® it
omMstslse jIsmMlsadd Mt Mnj @Bs2.

Router A d RouterC o' ftsdzdgve Is toctsdz PE (Provid
Cdfyjor &dd Hdv wteBifMmfjujddy MmMowiLd d&ixHk tOL dzd y
ZORBHWISMW 20 ctOdzdyd Milsd fteso O2HJ LO.

RouterB o' ftsdzttPj v ictber ) PBOth ckelsdL Olststce® d IsO
Mdlsd. P &@OthikzlsdL Olsste dzOmtsHdIsMwY o dzzlsted Mmjlsd ¢t
stcOWdSCO dBiYHE PE ®BOthtkzlsdL OlststcOdzd .

RouterD d RouterE orf ftsdzdgvt s toctsdz CE (Custo
ftcj HiMig@so dsB 52 Gt Odzd ykz @iy HbE Ml v Cdzdjdz2s©O d Mmyd
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MPLS Virtual Private LAN Service (VPLS) ig]

ColssteOY ftsLodwjls Bl jHdWIs! tOMf ] H |- zisdzdedai W 1g
LIssd3 L O MdedzOdzdL Oy d etslgfo jsup@igtds M- RIBHS ¢ &PdE

RouterA (PE1) RouterB (P) RouterC (PE2)

.0 ooog 192.18.0.0/24 _ 0 oooo 192.18.1.0/24 = O ooog
=0 0Don ethl ethl 0 0ooo eth2 ethz aflazzaa)

—|
Ipv4: 198.18.0.2/24 Ipva: 198.18.1.1/24 Ipvd: 198.18.1.2/24
eth2 I L Ipva: 198.18.0.1/24 ¥ d

100: 1.1.1,1132 100: 2222132 Io0: 3.3.3.3/32 sthl

|

|

|
Ipvd: 135?1113.1_1124 Ipva: 1;311,0,12124 |
|

|

.0 ooog .0 ooog
='pn oooo E'n pooo
RouterD (CE1) RouterE (CE2)

{dMzea®@ Rt j 580 dzOMmlstes?2Cd odlskzOd dr 7 yOfmlsdey & fMjlsj
fs joidsksedyd VPLS f BGP MmdddOddL O

1162 ClsOfr deOMmMbtes?2 S d

11621 1 s82HdIs] ) tejydd3s G dztsB Odz' dats 2 CsdW e ztc O
ZBPlstets?2 C =2

lted dOMlstets?2 ¢ Milsjotsets BBBtezHB Odzdw, GHdd®B
CodzW deztcOydBdadz 2 toj y dd3. s tsdiew wOdditsdadz &J g g o
Mistets ¢ d . J Csdef e ztcOyd sdedets s tej 3 d d3d d3ts ) dzts gL ¢
BOth tezlsd L OY drm,dztseEndst s d Htekzed] § OLOdjIster EMmlstets2 Mis

11622 1 Omlstes?21Ilsj Router A (PE1)

11.6.221 | OMmMstts?2Ilsy ddzlsjteW j2M et hl

RouterA(config)ihterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#description to_P
RouterA(configf-[eth1])#no shutdown
RouterA(onfig-if-[eth1])#p address 198.18.0.2/24
RouterA(configf-[eth1])#abel-switching
RouterA(configf-[eth1])#enableldp ipv4
RouterA(configf-[eth1])#exit
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116222 | Oflstets2j dddsjweW j2f et h2

RouterA(config)iterface eth2
RouterA(configf-[eth2])#no shutdown
RouterA(configf-[eth2])#exit

116223 |1 Oflstes?2lsj ddzsj W j2f | 00

RouterA(config)iterface 100
RouterA(configf-[lo0])#no shutdown
RouterA(configf-[lo0])#ip address 1.1.1.1/32
RouterA(configf-[lo0])#exit

116224 | Offlstets2 s ddzasjte® j2f et h2.100

RouterA(config)#terface eth2.100
RouterA(configf-[eth2.100])#id 100 ethertype 0x8100
RouterA(configf-[eth2.100])#escription to_CE1
RouterA(configf-[eth2.100])#o shutdown
RouterA(configf-[eth2.100])#xit

116225 Y tedowy dlsj ddzsj W j 2 VBLS S L O OPdij rieOusta dz"
f tetsy J LR O

RouterA(config)iterface eth2.100
RouterA(configf-[eth2.100])#mpls-vpls CUST1
RouterA(configf-[eth2.100])#xit
RouterA(config)tbuter Idp
RouterA(configouter)#router-id 1.1.1.1
RouterA(configouter)#ransport-address ipv4l.1.1.1
RouterA(configouter)#exit

116226 4 SLHO2I] 1 UYRLS P s MRS [ dOMmsts2ls sHds
kL jV&LS

RouterA(config)#pls vpls CUSTIOO
RouterA(configvpls)#edundancyrole primary
RouterA(configvpls)#pls-mtu 1400
RouterA(configvpls)#ignding bgp
RouterA(configvplssig)#e-id 1
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RouterA(configyplssig)#exit-signaling
RouterA(configypls)#exit

116227 1 Ofstes2lsj fsyj M EOLh cklsdL Oydd OSPF

RouterA(config)tbuter ospf

RouterA(configouter)#network 1.1.1.1 0.0.0.0 area O
RouterA(configouter)#network 198.18.0.0 0.0.0.255 area 0
RouterA(configouter)#exit

116228 1 Of fisdlsj §tesyj M BGP

RouterA(config)tbuter bgp 65000
RouterA(configouter)#neighbor 3.3.3.3 remoteas 65000
RouterA(configouter)#neighbor 3.3.3.3 updatesource 100
RouterA(configouter)#addressfamily 12vpn vpls
RouterA(configouter-af)#eighbor 3.3.3.3 activate
RouterA¢onfigrouter-af)#exit-addressfamily
RouterA(configouter)#exitRouterA(config)énd

11623 1 OmMlstes?21Ilsyj RouterB (P)
116.231 | OMmMstts21Ilsy ddzlsjteW j2M et hl

RouterB(conify)#interface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#description to_PE1
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 198.18.0.1/24
RouterB(configf-[eth1])#label-switching
RouterB(configf-[eth1])#enableldp ipv4
RouterB(configf-[eth1])#exit

116232 | Oflstets2lj ddzsjteW j2f et h2

RouterB(config)ititerface eth2
RouterB(configf-[eth2])#description to_PE2
RouterB(configf-[eth2])#ip address 198.18.1.1/24
RouterB(configf-[eth2])#label-switching
RouterB(configf-[eth2])#enableldp ipv4
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#exit

1§ te m8jow 282



AzdzS ydd MPLS RdMIstez C ydw
1

t
stl1q1.465614

116233 | Ofstes?2lj ddlsjte¥%j2f | 00

RouterB(config)#terface 100
RouterB(configf-[lo0])#no shutdown
RouterB(configf-[lo0])#p address 2.2.2.2/32
RouterB(configf-[lo0])#exit

116234 1 OHO2kj] Obtdelzlk' Hd&' fwsyjfMn® LDP

RouterB(config)ébuter Idp
RouterB(configouter)#router-id 2.2.2.2
RouterB(configouter)#ransport-address ipv4 2.2.2.2
RouterB(configouter)#exit

116235 1 Offlstes2ls] fwsyj M EOwh wklsdL Oydd OSPF

RouterB(config)buter ospf

RouterB(configouter)#network 2.2.2.2/32 area 0
RouterB(configouter)#network 198.18.0.0 0.0.0.255 area O
RouterB(configouter)#network 198.18.1.0 0.0.0.255 area O
RouterB(configouter)#end

11624 1 OMmMstes?2Ilsj Router C (PE2)
116241 | OMmMlstets?2 sy ddzlsj W j2Mm et h?2

RouterC(config)terface eth2
RouterC(configf-[eth2])#description to_P
RouterC(configf-[eth2])#no shutdown
RouterC(configf-[eth2])#ip address 198.18.1.2/24
RouterC(configf-[eth2])#abel-switching
RouterC(configf-[eth2]}#enableldp ipv4
RouterC(configf-[eth2])#exit

11.62.42 | Oflstets2lj ddzsjeW j2f et hil

RouterC(config)#terface ethl
RouterC(configf-[eth1])}#no shutdown
RouterC(configf-[eth1])#exit
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ping 100.1.0.12 repeat 4
11.6.243 | OmMstets21Isjy ddzlsj W j2m | o0

RouterC(config)#iterface loO
RouterC(configf-[lo0])#no shutdown
RouterC(configf-[lo0])#p address 3.3.3.3/32
RouterC(configf-[lo0])#exit

116244 | Offlstets2 s ddasjte® j2f ethil. 100

Router@config#interface eth1.100
Router@configif-[eth1.100])#id 100 ethertype 0x8100
RouterGconfigif-{eth1.100])#lescriptionto_ CR
Router@configif-[eth1.100])#ho shutdown
Router@configif-{eth1.100])#xit

116245 Y tedowy dlsj ddzsj W j 2 VBLS S L OO dgf dzOusts d B
f tetsydLDR O

Router@config#interface eth1.100
Router@configif-[eth1.100])#npls vpls CUSTIOO0
RouterC(configf-[eth1.100])#xit
RouterC(configbuter Idp
RouterC(configouter)#router-id 3.3.3.3
RouterC(configouter)#transport-address ipv4 3.3.3.3
RouterC(configouter)#exit

116246 eatsL HO2Is] 1 VRLy P zsthMRS  dZOMlstes2 sy ©Hdats
L jveis

RouterC(configppls vpls CUSTIOO0
RouterC(configypls)#edundancyrole primary
RouterC(configypls)#pls-mtu 1400
RouterC(configypls)#ignaling bgp
RouterC(configyplssig)#e-id 2
RouterC(configyplssig)#xit-signaling
RouterC(configypls)#xit
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116247 1 Ofstes?2lsj fsyj M EOLh cklsdL Oydd OSPF

RouterC(configyputer ospf

RouterC(configouter)#network 3.3.3.3 0.0.0.0 area 0
RouterC(configouter)#network 198.18.1.0 0.0.0.255 area 0
RouterC(configouter)#exit

116248 1 Of B sy j My BGP

RouterC(configksuter bgp 65000
RouterC(configouter)#neighbor 1.1.1.1 remoteas 65000
RouterC(configouter)#neighbor 1.1.1.1 updatesource 100
RouterC(configouter)#addressfamily 12vpn vpls
RouterC(configouter-af)#neighbor 1.1.1.1 actiate
RouterC(configouter-af)#exit-addressfamily
RouterC(configouter)#end

11625 | Offlstes?2lsj RouterD (CE1)
116251 1 Oflstets?2lsj ddzsjte¥ j2f et hil

RouterD(config)itaiterface ethl
RouterD(configf-[eth1])#no shutdown
RouterD(configf-[eth1])#exit

116252 | Offstets?2sj o dzbjo®Y j 2y et h

RouterD(config)itaterface eth1.100
RouterD(configf-[eth1.100])#id 100 ethertype 0x8100
RouterD(configf-[eth1.100])#ho shutdown
RouterD(configf-[eth1.100])#p address 100.1.0.11/24
RouterD(configf-[eth1.100])#xit

RouterD(config)énd

11626 1 OMmlstes?21sj Router E (CEZ2)
11.6.26.1 |\ OMmMlstets?2Isj ddzlsj W j2M et hl

RouterE(configytterface ethl
RouterE(configf-[eth1])#no shutdown
RouterE(configf-[eth1])#exit
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116262 | Offlstets2 s ddzasjte® j2f ethi. 100

RouterE(configterface eth1.100
RouterE(configf-[eth1.100])#id 100ethertype 0x8100
RouterE(configf-[eth1.100])#0 shutdown
RouterE(configf-[eth1.100])#p address 100.1.0.12/24
RouterE(configf-[eth1.100])#xit

RouterE(config)nd

11627 uthtOddlsj dzOMstes?2 S d

RMY GSdz' L 22 Is jwrite sndgedzh 2" NS 60dzj ded v @M BOFS  dzO

1163 1 o0 j 66 O dzOMbtets S

11631 1" § sdzdzd s j shasdgOmanezdzORouterA H dzv f tetso j eS d § 5

BOEh ckls® HEs 3.3.3.08PB2 5 feskss sdb

Codes: Kkernel, G connected, Sstatic, R-RIP, BBGP QG OSPF, IA
OSPF inter area

N1- OSPF NSSA external typeN2- OSPF NSSA external type 2
E1l- OSPF external type 1, EQSPF external type 2

i -1SIS, LE ISIS levell, L2- ISIS level, ia- ISIS inter area

* - candidate default

IP Route Table for VRF "default"

1.1.1.1/32 is directly connectedb0

2.2.2.2/32 [110/20] via 198.18.0.1, eth1, 01:42:30
3.3.3.3/32 [110/21] via 198.18.0.1, eth1, 01:36:18
127.0.0.0/8 is directly connected, lo

198.18.0.0/24 is directly connected, ethl

198.18.1.0/24 [110/11] via98.18.0.1, eth1, 01:42:30

000000

11632 1 ' §f sdzdzd Is§ shawadplsthiplzession2 . 2 . 2Ro@terAzCdzw
YbstdPfmj Midw k& fyls GRautesBdzj dzO )

Session state : OPERATIONAL
Session role : Passive

TCP Connection Established
IP Address for TCP2.2.2.2
Interface being used: ethl
Peer LDP ID 2.2.2.2:0

Peer LDP Password\ot Set

fletso j to

1 j to fyaom
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Adjacencies: 198.18.0.1
Advertisement mode: Downstream Unsolicited
Label retention mode: Liberal
Graceful Restart: Not Capable
Keepalive Timeout: 30
Reconnect Interval: 15
Address List received : 2.2.2.2
198.18.0.1
198.18.1.1
Received LabelsFec Label Maps To
IPV4:3.3.3.3/32 53120 none
IPV4:198.18.1.0/24 impl-null none
IPV4:198.18.0.0/24 impl-null none
IPV4:2.2.2.2/32 impl-null  none
Sent Labels: Fec Label Maps To
IPV4:198.18.0.0/24 impl-null none
IPV4:1.1.1.1/32 impl-null  none

11633 1 § sdzded ls j shawdslezfotmarding-table dzGRouterA H &z o590 j to
o7 Hjdzj degd v IstcOdziy s BECRIBI3/3B] IsC d H dzw

Codes: >installed FTN, #selected FTN, pstale FTN, BBGP FTN,CLI FTN,L
LDP FTN, RRSVAE FTN, SSNMP FTN;IGRShortcut, U unknown FTN

Code FEC FTNID Tunnelid Pri LSPType OutLabel OutIntf  Nexthop

L> 2222/32 1 0 Yes LSP_DEFAULSB ethl 198.18.0.1
L> 3.3.3.3/32 2 0 Yes LSP_DEFAUL®3120 ethl 198.18.0.1
L> 198.18.1.0/24 3 0 Yes LSP_DEFAULB ethl 19818.0.1

11634 1" f sdzdzd Isj shawdg(ldzmpls mesh dzCRouterA H dzv  f tetso j t6 € d
LSR-lts j H d dzjRizoteyC tifyls O dzts 0 dzj dzts

VPLSD Peer Addr TunnetLabel In-Label NetworkIntf  Out-Label Opcode State
SIGProtocol Status

100 3.3.33 53120 53762 ethl 53121 Push and Lookup
for VC Up BGP Active

11635 11" §f sdzdzd Isj pPineROQUHIR repeat4 d®QuterD, ylssB"™ kB J HC
Ylsts d dzls j RéuterD figr RouterE dzOfls tots j dz' sHighHzF2 d dzZORSHWIST
hdqesCsojh Olsj d dzsd3 HBd3J dzaj .

PING 100.1.0.12 (100.1.0.12) 56(84) bytes of data.
64 bytes from 100.1.0.12: icmp_seg=1 ttI=64 time=3.03 ms
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64 bytes from 100.1.0.12: icmp_seq=2 ttI=64 time=2.96 ms

64 bytes from 100.1.0.12: icmp_seqtt364 time=2.82 ms

64 bytes from 100.1.0.12: icmp_seq=4 ttI=64 time=2.98 ms

---100.1.0.12 ping statistics-

4 packets transmitted, 4 received, 0% packet loss, time 7ms rtt min/avg/max/mdev
= 2.823/2.946/3.026/0.092 ms

11636 | ' f sdzdzd Is j shawdgP dz@RauterD H dzv 1 to SARP-l © 8 dzd Y !

State: |- incomplete R reachable Sstale D- delay

P-probe F-failed N-noarp M -manual IP addressHW
HW addressDevice type Flags

100.1.0.12 ether R 94:3f:bb:00:00:3ath1.100

117 1 OmMlstets2 ¢ ©® MPLS access |i st

1171 [ dMOdedj deOMlstes2Cd

sO¢C COo0@dtz @z COyjMmMlse]j Mdsedz n EMlstets? Mise
BOteh tolz Is d - Rdaterss RouterB, RouterC.

Il fsdzdey des WL duyd M& sy f SHXAG Yy Mmdzdnds © odO  dEOsfdstddz
Moslse jIsMisadd Mts Mrj d3s?2 Hteso jHjdedw ftese jtold.

[ idHE by IsjMmisdqekzj &3 &3d EMlstcts2 Miseo ORBd Rout €
CsdBzlsOydwy s MPLS dj s O, Hd 203 yd ME OW dBROth to
loopback-d dzls j oW j 2 Mtse IJd ff cistks Cts@ MY tetsMistcOdzj dad v dzj sts€ .

RouterA Routerg RouterC
192.18.1.0i24

'O Booo 192430024 'O Dogg 'O Booo
=0 oooo g et =:n oooo KEE etz =0 oooo

Ipva: 198.18.0.2/24 . Ipva: 198.18.1.1/24 Ipv4: 198.18.1.2/24
101:1.1.1.1/32 Ipv4: 198.18.0.1124 l01:2.2.2.2/32 lo1:3.3.3.3i32

{dMzaE& R j 50 dOMmsts?2Cd odulskzOd dr 7 yOmlsdey 7 fMmjlsj
fts lsjodsesedwd VPWS
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1172 ClsOfr dzOMlstes2 ¢ d

11.721 1 s2HdIsj ) tejdd3 ¢ dzsB Odz' dzts? CsdWdekztcO-
ZOMlstes?2 € 52

lted MB®E2C ] Mjlkjotccets GBSEEZHEBO Odedw, HAJE L
CosdW qekztcOydsdade 2 toj Y dd3. s sdallew wOdidt sdadz B B d ok o
MstetsC d . J Codel e ztcOyd sdedets s tej 3 d d3d By dzts gL«
BOh tezlsdL Oyde , B J Ldsif Offf@asGds)’ |s taff HAdEStets2 Mise .

11722 1 Omlstes?21Isyj Router A

11.7.221 | Ofstets2Isj ddzlsjtcW j2m et hl

RouterA(config)hterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#p address 198.18.0.2/24
RouterA(configf-[eth1])#abel-switching
RouterA(configf-[ethl])#enableldp ipv4
RouterA(configf-[eth1])#exit

117222 | Oflstes2lsj ddadsjwe® j2f 101

RouterA(config)iterface lol
RouterA(configf-[lo1])#no shutdown
RouterA(configf-[lol)#ip address 1.1.1.1/32
RouterA(configf-[lol])#exit

117223 1 OH02kj Obtdelklsr fsyjmMnO® LDP

RouterAconfig#router Idp
RouterAconfigrouter)#router-id 1.1.1.1
RouterAconfigrouter)#exit

11.7.22.4 1 € dz¢ yOPF-BOtLh tklsdL Oyd* sk &On6 ddztze® d dzls j
MIP-OH ts j O d3d

RouterAconfig#router ospfl

RouterAconfigrouter)#network 1.1.1.1 0.0.0.0 area 0.0.0.0
RouterA(configouter)#network 198.18.0.0 0.0.0.255 area 0.0.0.0
RouterA(configouter)#end
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11723 1 OMmMlstes?2Isj Router B
11.7231 | Ofmistets?2Isj ddalsjtew j2m et hl

RouterB(config)itaterface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 198.18.0.1/24
RouterB(configf-[eth1])#abel-switching
RouterB(configf-[eth1])#enableldp ipv4
RouterB(configf-[eth1])#exit

117232 1 Oflstets?2lsj ddzsjte¥ j2f et h2

RouterB(config)itaterface eth2
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#ip address 198.18.1.1/24
RouterB(configf-[eth2])#abel-switching
RouterB(configf-[eth2])#enableldp ipv4
RouterB(configf-[eth2])#exit

117233 | Offstets?2sj ddzasjte¥ j2f | o1l

RouterB(config)itaterface lol
RouterB(configf-[lo1])#no shutdown
RouterB(configf-[lo1])#p address 2.2.2.2/32
RouterB(configf-[lo1])#exit

117234 1 OH0O2kj Obtdekzlkr ftsyj MmO LDP

RouterB(config)ébuter Idp
RouterB(configouter)#router-id 2.2.2.2
RouterB(configouter)#exit

11.7.235 | € dz¢ yOPF-BOtLh tklsdL Oyd* Mk &On6 ddztze® d dzls j
MIP-OH 6] O] .

RouterB(config)buter ospf 1
RouterB(configouter)#network 2.2.2.2/32 area 0.0.0.0
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RouterB(configouter)#network 198.18.0.0 0.0.0.255 area 0.0.0.0
RouterB(configouter)#network 198.18.1.0 0.0.0.255 area 0.0.0.0
RouterB(configouter)#exit

117236 1 Offlss2lsj % dd ssOoyds §MPBfdMSE HsMiskzyi o

RouterB(config)#hpls accesdist 5 label 53121
RouterB(config)#pls filter PREMPLS deny accdiss 5
RouterB(config)énd

11.724 1 OmMlstes?21Ilsyj RouterC
11.7.241 | OMmstets21Ilsy ddzlsjteW j 2 et h2

RouterC(config)#iterface eth2
RouterC(configf-[eth2])#no shutdown
RouterC(configf-[eth2])#ip address 198.18.1.2/24
RouterC(configf-[eth2])#abel-switching
RouterC(configf-[eth2])#enableldp ipv4
RouterC(configf-[eth2])#exit

11.72.42 | Oflstes2lsj ddadsjw® j2f 101

RouterC(config)i#terface lol
RouterC(configf-[lo1])#no shutdown
RouterC(configf-[lo1])#p address 3.3.3.3/32
RouterC(configf-[lo1])#exit

117243 1 OH02j Obtdeklsr fsyjmMnO® LDP

Router@config#router Idp
RouterQconfigrouter)#router-id 3.3.3.3
Router@configrouter)#exit

11.7.2.44 1 € dzt¢ YyOIPHF-RB3Otch eizlsdL Oyds Mk ZOMG dedzdz® d dals j |
MIP-OH tc j] MO 3] .

Router@config#router ospfl
Router@configrouter)#network 3.3.3.3/32 area 0.0.0.0
RouterC(configouter)#network 198.18.1.0 0.0.0.255 area 0.0.0.0
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RouterC(configouter)#end

11725 utntOdzdlsj dzOMlstets2 §
RMY Sdz L 22 Is jwrite sndgBedzh lizv MR e Odzj dzd v dzOMistetsj € dzO

1173 1 totso j 0 @Istetsj C
11.731 1" f sdzdzd Isj shawdgsimsian dz@RouterAH dzv o " 9 SH O LBIRO 1+ €

fd mMhdd

Peer IP Address IF Name My Role State KeepAlive Uptime
2.2.2.2 eth2 Active OPERATIONAL 30 1d19h21m

11.7.32 1 " f sdzded IsJ showigosession dzQRouterBH dzv 9 " 9 SH O LDRO { ©
fd Mdd

Peer IP Address IF Name My Role State KeepAlive Uptime
1111 ethl Active OPERATIONAI30 1d00h06m
3.3.33 eth2 Passive OPERATIONAI30 1d19h22m

11.733 1" f sdzdzd Is j showigOsdmsion dz@RouterCH dzv o " o9 sH O LBRO 1 €
fnd mMidd

Peer IP Address IF Name My Role State KeepAlive Uptime
2.2.2.2 eth2 Active OPERATIONAL 30 1d19h22m

11734 17 §f sdzdzd Is § PINgdPO. d3H.z3 . Rduterdg@ dzv  f tetseo JteC d Mo
RouterA d RouterC

PING 3.3.3.3 (3.3.3.3) 56(84) bytes of data.

64 bytes from 3.3.3.3: icmp_seq=1 ttI=63 time=1.96 ms

64 bytes from 3.3.3.3: icmp_seq=2 ttI=63 time=1.89 ms

64 bytes from3.3.3.3: icmp_seq=3 ttI=63 time=1.91 ms

--- 3.3.3.3 ping statistics-

3 packets transmitted, 3 received, 0% packet loss, time 5ms
rtt min/avg/max/mdev = 1.893/1.921/1.964/0.047 ms

1§ te m8jow 292



ANezdz¢ ydd MPLS RAzMstez € yd
6

w u’t
stl)].465614

11735 17 §f sdzdzd Is § Py diO didH. 1 . Rbuter@zi dzv f tetseo jJteG d Mo
RouterA d RouterC

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.

64 bytes from 1.1.1.1: icmp_seq=1 ttI=63 time=1.91 ms

64 bytes from 1.1.1.1: icmp_seq=2 ttI=63 time=1.92 ms

64 bytes from 1.1.1.1: icmp_seq=3 ttI=63 time=1.90 ms
---1.1.1.1 ping statistics-

3 packets transmitted, 3 received, 0% packet loss, time 4ms
rtt min/avg/max/mdev = 1.897/1.911/1.924/0.051 ms

11.736 1" f sdzdzd Isj <hasvdglddddzsession 1. 1 . 1 RouterBz®dz¥ o' 9 SH
dzO0 + LBREYE Md d

Session state . OPERATIONAL

Session role . Active

TCP Connection . Established

IP Address for TCP 1111

Interface being used : ethl

Peer LDP ID : 1.1.1.1:.0

Peer LDP Password : Not Set

Adjacencies :198.18.0.2

Advertisement mode : Downstream Unsolicited

Label retention mode : Liberal

Graceful Restart . Not Capable

Keepalive Timeout . 30

Reconnet Interval . 15

Address Listreceived : 1.1.1.1

198.18.0.2

Received Labels: Fec Label Maps To
IPV4:198.18.0.0/24 impl-null impl-null
IPV4:1.1.1.1/32 impl-null 53120

Sent Labels : Fec Label Maps To
IPV4:198.18.1.0/24 impl-null impl-null
IPV4:198.18.0.0/24 impl-null none
IPV4:3.3.3.3/32 53121 impl-null
IPV4:2.2.2.2/32 impl-null none

11.737 11" f sdzdzed Isj <hdsvdglddddzsession 3 . 3 . 3 RdditerBz®dz" o' 9 SH
zO0 1 SLE®fdgl Md d

Session state . OPERATIONAL
Session role . Passive
TCP Connection . Established
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IP Address for TCP  : 3.3.3.3

Interface being used : eth2

Peer LDP ID : 3.3.3.3.0

Peer LDP Password : Not Set

Adjacencies :198.18.1.2

Advertisement mode : Downstream Unsolicited

Label retention mode : Liberal

Graceful Restart . Not Capable

Keepalive Timeout : 30

Reconnect Interval : 15

Address Listreceived : 3.3.3.3

198.18.1.2

Received Labels: Fec Label Maps To
IPV4:198.18.1.0/24 impl-null impl-null
IPV4:3.3.3.3/32 impl-null 53121

Sent Labels : Fec Label Maps To
IPV4:11.1.1/32 53120 impl-null
IPV4:198.18.0.0/24 impl-null none
IPV4:198.18.1.0/24 impl-null none
IPV4:2.2.2.2/32 impl-null none

11738 | { sdzdzd Isj  PigdgO ddi.b3 . Routerde@® dzv  f oo j 6Cd e

loopback d3j » HRbuterA d RouterC

PING 3.3.3.3 (3.3.3.3) 56(84) bytes of data.
--- 3.3.3.3 ping statistics-

3 packets transmitted) received, 100% packet loss, time 9ms

11739 1" §sdzdzdlsj PitgddO dan. izl . Router@®i dzv  f tetso j 6Sd Mo

loopback d3j 3 HRbuterC d RouterA

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data.

64 bytes from 1.1.1.1: icmp_seq-=1 ttI=63 time=1.97 ms

64 bytes from 11.1.1: icmp_seq=2 ttI=63 time=1.95 ms

64 bytes from 1.1.1.1: icmp_seq=3 ttI=63 time=1.93 ms
---1.1.1.1 ping statistics-

3 packets transmitted, 3 received, 0% packet loss, time 4ms
rtt min/avg/max/mdev = 1.925/1.945/1.965/0.053 ms
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12f dz' sd o j h Odad j
121 1 OMs&€®2 PI M d | GMP

1211 [ dMOdedj deOMlstes2Cd

sO¢ S OoLQday Gz COydMmlseo] thdtseodz m EfMmlstets2 Ml
mMd tco dMmdzr 7 d30 tc h- Rdntierd, IRQURIB tc O

1 OMstes2C O dzO fteddid ted MJ tco j tcO kzfpls®ifiziste @) diadaizdizs A
vlic Ctltstcr 2 BEkHJjIs o jh-Obtcj ) RJB! 2&0O. 66t 2é6AsbdH,
Ampd4do. Router A d RouterB BEHEIS o ff c5dzdgW Is Wik
f tod dzd i3@l&'H j Is -C\HA] G dzls Zmils Odzts o dzj dzdz" 2 dz0 Cdzdf3if d3 & IS
s jteOydsdedzts?2 MmdMmilsj s .

VLC cepBep VLC KknueHt

RouterA RouterB

eth1 === 2 oth eth2 — 0 BO00 geene

198.18.1.2/124 198.18.1.1/24 100.1.0.2/24 100.1.0.1/24 198.18.2.1/24 198.18.2.2/24

oo
oo
o
o
m =
oo
oo
oo

tdmMz@A G nj 8O0 dOMmlstes2¢d PIM d | GMP

1212 ClsOfr dzOMlstets2Cd M lsd

12121 1 82HdIsd 9 tcd ydd3 ¢ dztsB Odz' dzts 2 CtsdzW e ztc O
ZOMistets2 € 52

lted dOMstes?2C¢j Milsjotsects tBttozHtso Odzdw Y ®BHR ded d3¢
CodW JezteOydsdedzr 2 toj ydd3. s sdtss zwOddi sdadz & g B o
Mstes ¢ d . J Csdef e ztcOyd sdedets s tej 3 d d3d d3ts ) dzts gL
BZOwh czlsdL Oyds, BjLBfOMdsmis! d Hkzed] OLOd] Ister

12122 1 OMmlstes?21Ilsj Router A

12.1.221 | Oflstets2Isj ddzlsj oW j 2 Mmr

RouterA(config)ihterface ethl
RouterA(configf-[eth1])#no ip address dhcp
RouterA(configf-[eth1])#no shutdown
RouterA(configf-[eth1])#ip address 198.18.1.1/24
RouterA(configf-[eth1])#exit
RouterA(config)terface eth2
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RouterA(configf-[eth2])#no shutdown
RouterA(configf-[eth2])#ip address 100.1.0.2/24
RouterA(configf-[eth2])#exit

121222 1 Offstets2lsj PI M

RouterA(config)i pim interface ethl igmp 3
RouterA(config)i pim interface eth2 igmp 3
RouterA(config)ip pim rp 100.1.0.2 grougprefix 239.255.255.250/32

121223 1 Ol tes2j MsOlduj MSké &OwEh cklsdL Oyd?s

RouterA(config)i route 198.18.2.0/24 100.1.0.1
RouterA(config)énd

12123 1 Omlstes?21Isj Router B
121231 | Omlstets?2Isj ddzsjtwWw j2mM ethl d et h?2

RouterB(config)itaterface ethl
RouterB(configf-[eth1])#no ip address dhg
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 198.18.2.1/24
RouterB(configf-[eth1])#exit
RouterB(config)ititerface eth2
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#p address 100.1.0.1/24
RouterB(confi-if-[eth2])#exit

121232 | Offstets?2Ilsj PI M d | GMP

RouterBconfig#ip pim interface eth2 igmp 3
RouterBconfig#ip pim interface ethl igmp 3
RouterBconfig#ip pim rp 100.1.0.2group-prefix 239.255.255.250/32

121233 1 OfMstes2lsj MkOlduj Mk &OLh cklsdL Oyd*

RouterBconfig#ip route 198.18.1.0/24 100.1.0.2
RouterBconfig#end
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12124 utnteOddlsj dzOmistets? ¢
RMY Sdz' L 22 Is jwrit sndgedzh 2" NS 60dzj ded W dzOMlstetsj & dzO

1213 } o590 j 66 O &OMistesj §
12131 1 § sdzded s j shawdg@idzuiaBRouterAH dzv f tetso j 6 S FIMdzO M s to

IPv4 PIM state: ON
Enalbed interfaces:
eth2 igmp 3
RP:
interface 100.1.0.2 grouprefix 239.255.255.250/32
BFD state: OFF

12132 1 § sdzded Is j showdg@idzuiaBRouterBH dzv f totso j S FIMdzO M s to

IPv4 PIM state: ON
Enabled interfaces:
eth2 igmp 3
ethl igmp 3
RP:
interface100.1.0.2 grougprefix 239.255.255.250/32
BFD state: OFF

10 VLC fljteojtej LOfkmisdlsj odHjt §slstsS &O &kd
12133 11 § sdzdzd ls j t€ptusPeatad b ®QuterBylsse ' bkBjHdls! fw,
dHj BlcCdzd j dzls iz

tcpdump: verbose outpusuppressed, uses or-vv for full protocol decode

listening on eth2, linktype EN10MB (Ethernet), capture size 262144 bytes
18:44:53.682772 IP 198.18.1.2.60278 > 239.255.255.250.1234: UDP, length 1328
18:44:53.696207 IP 198.18.1.2.60278 > 239.255.255128@: UDP, length 1328
18:44:53.709834 IP 198.18.1.2.60278 > 239.255.255.250.1234: UDP, length 1328
18:44:53.723412 IP 198.18.1.2.60278 > 239.255.255.250.1234: UDP, length 1328
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13s Oyd Mlsoats sBMdzZEY do Oded W
131 1 OMtes?2 C O QeOweEigyd dzd dz tsB MEEQ d 9 O dzd W

13.11 [ § d mdjdze dzOMistets?2 € d

sOC COt@dtz &Rz ¢ OyjMmMlsej thdsedz » bkMistets2 Mise
BOtch clzlsdL Olsster (HOAZjJ Router A, RouterB, Router

17 5dzdzd dzts YdLduyd mE sy f sHCdzt yJ ded J d dzO M s te
omtsslse fgmips MrJ B2 fHtetseo jH]jddy fttse j 6 d.

r d mydt dzd dz’ sBMmdozzy do Odzedw kO d¢ O, fsLotsdzw b Is
sBtcOB OIs’ 9 Ols+ ontHWh ) MmMikjoerj Hf0OC jlIsr o Mtsslse j |
fiodstedlsjilstsdz, O SOCYJ] teteOdzdydoe Ols: f(OEEHD. et 2

10 Router A dzOflstcts j-dP adciiplssjl88Wlg.R2f4.e t h 1

1 ORouterB dzO s te t8f jdalz'j tc W JethT}rIP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

1 CGRouterC dzO M Is tafsoglsdyg te Weth2: iR address 198.18.1.2/24.

RouterA RouterB RouterC

o oooo B 192.18.0.0/24 eth1 0 oooo B 192.18.1.0/24 eth2 .0 ooog
='n pooo ='n oooo ='p pooo

Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 lpv4: 198.18.1.2/24

{ k@& S ] 8O dOMkies?2¢d ©OBSIT Q0SS HdMydy dd dz

1312 ClsOfr dzOfMlstets2¢d fjlsd

13121 I 82Hdlj o tjydd cdasBOd ds?2 SCtdVidckto:
ZOfMistets? § t52

ltod dz2OMbstets?2Cj Mjlsjotsets tsBBikzHS Odegdw, tSHdzed
Cod e kzte @ydidsjdadef 5. stsdal dE e Oy dtsdzde | das jdr d dg j ¥ d B o
MstetsC d . ) CsdWdJeztecOydsdedzsds tej 3 d d3d dB3ts Y dats gL
ROteh elzlsdL Oyde, BjLtsf Omdatsls: o Htezedj §OtOiIster
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13122 1 OMmMstes?2Ilsy Router A
13.1.221 | OMmMlstets?2 sy ddzlsj W j 2 M

RouterAconfig#interface ethl
RouterAconfigif-[ethl])#no ip addressdhcp
RouterAconfigif-[ethl])#no shutdown
RouterAconfigif-[ethl])#p address198.18.0.2/24
RouterAconfigif-[ethl])#exit

13.1.2.2.2 | Ofyls tc tP¥ 4O " ez Is

RouterAconfig#ip route 0.0.0.0/0 198.18.0.1

13.1.2.3 1 Ofls tc RAURB
13.1.2.3.1 | Ofls to i s jj tc YehR fn

RouterBconfig)#nterface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 192.18.0.1/24
RouterB(configf-[eth1])#exit

131232 | Ot Adsj ol j 21 et h2

RouterB(config)itaterface eth2
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#ip address 198.18.1.1/24
RouterB(configf-[eth2])#exit

13124 1 OmMilstets?21Isy Rout er
131241 | Omstets?Isjy ddzlsj oW j 2 M

w2 dzii S NJ ibtéfacs &thi23 0 |

w 2 dzii S NZifged2))ynd shadown

w 2 dzii S Nlifged2])ipFakidiess 198.18.1.2/24
w 2 dzii S NZXifge®2])ye¥kith 3

et hil

et h2

1 j to fyaom
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13.1.242 |1 Offlstes?2kj | Pv4 &EOthtekzls

w 2 dzii S NJ ip O@e/0DD.H/B198.18.1.1

13.1.25 uthtOdzdlsj dzOMstes?2 ¢ d
RMYE Sdz L 22 Is jwrite sndg@edzi 2w Bz dzd v OMbstesj ¢ &O Efls

1313 1 tes9 jt6C O dOfmlstesj ¢
13131 1" f sdzdzd Isj pingz®ezH 28 .RbutePAHA® ftetso jtoCd Mo wi

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data.
64 bytes from 198.18.1.2: icmp_seg=1 ttI=63 time=3.80 ms
64 bytes from 198.18.1.Zcmp_seq=2 ttl=63 time=1.87 ms

13132 | § sdzded lsj howdg@Bdrht ®RGuterB Yl sef's sl ls!  fy
fOCjlstso

gdisc pfifo_fast O: root refcnt 2 bands 3 priomd®2 22120011111111
Sent 738 bytes 7 pkt (dropped 0, overlimits O requeues 0)
backlog Ob Op requeues 0

13133 1" f sdzdzdIsj Shonziezetk2 dROuterB ylstsB T’ B jHdIs! M
Mud sizd§ dzd ude 04 lsfmv

qdisc pfifo_fast 0: root refcnt 2 bands 3 priomd@222120011111111
Sent 1172 bytes 12 pkt (dropped 0, overlimits 0 requél)es
backlog Ob Op requeues 0

132 1 OMtets?2 C O QOB ERY] J dzd dzr 5B MEER d o Oded W

1321 [ dMOdedy dzOMlstets?2 ¢ d

sOC fYoCowddizdEap COyjmse] GMdsedtsesrs EfMmistots?2 Ml
BOtch czlsdL Olsster ( HOdzj RouRlCut er A, Router B,

17 f 5dzdzj dzts WdL duj M s fsHCdzs yd ded g d dz0 i Is te
ofmMtstslse jlsMlsaedd Mt Maj @32 Htese jHjddw ftose jtot d.
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r dmyd{ dzd dz’ sBfdzzy do Odedw IIstcOW d ¢ O, fsLosdzvels
sBtcOB Ol 90Is: ontsHWhdj Mmilsjor j f OChIls fotsd ts tisle Ol
ftoedstcdlsjlssdz, O IsO¢Cy | BGetOddydo Ols! fohshkz ftesf iz

10 Router A dzOfmistetsj-dP addirlssjl188g.R224.e t h 1

1 ORouterB dzO M s tc 5 jdzlz'] tc W ptR1fy 1P address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

1 CGRouterC dzO M Is tafdglalg te Weth2 R address 198.18.1.2/24.

RouterA RouterB RouterC

o oooo Kad 192.18.0.0/24 eth1 0 oooo Eud 192.18.1.0/24 eth2 O ooog
='n pooo E'n oooo ='n pooo

Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24

[ dMza &S j B0 dZOMsts2¢d ©OB®IST Q0S HdMydy dd dz

1322 ClsOffr dzOMmlstes2¢d MmJlsd

13221 I s2HdIsj ) teiydds ¢ dztsB Odz dzts 2 CodW e ztc O
ZOMmilstets?2 € 52

l odlzOMlstets?2Cj Miljotsets etttkzHBso OdedwW, tsHdaddz (L
CodzW JeoztcOydsdadz 2 teoj 3 d 3. s s-dzWlstw Fisodadt sdadz” & g o3 o
Mstets € d . ) CsdeW e tcOydsdzdetsdz  toj  d d3d dB3ts Y dats gL «
BOtwh tclzlsdL Oyde , B JlkzdsdjO Mt ®d3j lIsfte™H ez Mistes?2 Mis o .

13222 1 OMmMtes?2Ilsj Router A

132221 1 OfMstets2Ilsj ddzsjteW j2f et hl

RouterAconfig#interface ethl
RouterAconfigif-[eth1])#no ip addressdhcp
RouterAconfigif-[ethl])#no shutdown
RouterAconfigif-[ethl])#p address198.18.0.2/24
RouterAconfigif-[ethl])#exit

13.2.2.2.2 | Ofls to P40 e h to iz Is
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RouterAconfig#ip route 0.0.0.0/0 198.18.0.1

13.2.2.3 1 OMmls tc RAukePB
13.2.2.3.1 | Ofls tc tf s jj tc Veth?

RouterBconfig)#dnterface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 198.18.0.1/24
RouterB(configf-[eth1])#exit

132232 | Oflstets2j ddzdsjweW j2f et h2

RouterEconfig#interface eth2
RouterEconfigif-[eth2])#no shutdown
RouterBconfigif-[eth2])#ip address198.18.1.1/24
RouterBconfigif-[eth2])#exit

13.2233 | Offls e tBlPBLjdzOMMr tBteOBslIsCd Mjlsjor n §0O0C]jIst
13.2.2331 OMmistets2Isjy HdMydy dzd dz@ tBMdzzy do GlEB[ W ¢ dzOM

RouterBconfig#gos eth2

RouterB(configyos[eth2])#os type htb 1 parent root rate 10Mbit selecticaize 1500
RouterB(configjos[eth2])#lass type htb 1:2 parent 1:1 rate 5Mbit selectiegize 1500 priority 1
RouterB(configjos[eth2])#lass type htb 1:3 parent 1:1 rate 3Mbit selectiegize 1500 priority 2
RouterB(configyos[eth2])#lass type htb 1:4 parent 1:1 rate 1Mbit selectiegize 150@riority 3
RouterB(configyos[eth2])#xit

1322332 Offstes?2sj ket §O0C ko

RouterB(config)i# accesdist 1 protocol udp destinationports 5001
RouterB(config)i#h manglelist prerouting accesdist 1 setflow-id 1
RouterB(config)# accesdist 2 protocol udp estinationports 5002
RouterB(config)i#h manglelist prerouting accesdist 2 setflow-id 2
RouterB(config)i accesdist 3 sourceip 0.0.0.0/0 destinationip 0.0.0.0/0
RouterB(config)i manglelist PREROUTING position 1 aceksis3 setflow-id 3

13.2.2.3.3.3] OMIQWsy W ddz ster € &OMMEe
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RouterB(config)gos eth2
RouterB(configjos[eth2])#lass 1:2 include flow 1
RouterB(configqos[eth2])#lass 1:3 include flow 2
RouterB(configgos[eth2])#lass 1:4 include flow 3
RouterB(configyos[eth2])#xit

13224 1 OMmMlstes?2Ilsj Router s
132241 | OfMstets2Ilsjy ddzlsjteW j 2 et h2

Router (config#interface eth2

Router (configif-[eth2])#no shutdown

Router (configif-{eth2])#ip address198.18.1.2/24
Router (configif-[eth2])#exit

13.2.2.42 | Ofls o tP¥4s jd3O" iz Is

Router @onfig#ip route 0.0.0.0/0 198.18.1.1

13225 usRtOddlsj dzOmsts?Cd
RMY Sdz' L 22 Is jwrit sndgedzh 2" NS 6 0dzgj ded v dzOMlstetsj & dzO

1323 1 tetso JtcC O dzOMmistetsy €
13231 1" f sdzded IsJ ifets dg@veprudp port 50 01 RaaerC Hdzv ftetse § t6
cOBtslsr ¢ d&zOMMO 1: 2

13232 11 f sdzded Isj ifets djentA9®18.1.2 udp port 5001 bandwidth 20M dzO
RouterAH d&zv L Of M ¢ O Is tRGUtedAY BoutlgCY H Iz

[ 3] local 198.18.1.2 port 5001 connected with 198.18.0.2 port 49527
[ID] Interval Transfer Bandwidth Jitter Lost/Total Datagrams
[ 3] 0.012.4 sec 7.20 MBytes 4.86 Mbits/sec 0.25712881/17416 (71%)

13233 1" § sdzdzd IsJ iffets ag@ezrudp port 50 0 2 RazerC H dzv  f tcts9 § to
OB tslsT € &ZOMMO 1: 3

13234 11" f sdzdzd Isj iffets cientiA9@z18.1.2 udp port 5002 bandwidth 20M dzO
RouterAH dzv ftetseo jtcCd OBl o twjyxddj ¢ dzdj dzls©

[ 3] local 198.18.1.2 po&002 connected with 198.18.0.2 port 43398
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[ ID] Interval Transfer Bandwidth Jitter Lost/Total Datagrams
[ 3] 0.014.0 sec 4.88 Mbytes 2.92 Mbits/sec 0.042 ms 13934/17415 (80%)

13235 11" §f sdzdzd Isj ifetf dgpDvezHudp port 50 0 3 Raz®rC H dzv  f tetso j t6
tcOB tslsOM§@z 1: 4

13.236 1" §f sdzdzd Is§ ifets djentAd&18.1.2 udp port 5003 bandwidth 20M dzO
RouterAH dzv f tctse jtcCd OBl o tjyxdd3jy ¢ dzdj dzls©

[ 4] local 198.18.1.2 port 5001 connected with 198.18.0.2 port 55204
[ ID] Interval Transfer Bandwidth
[ 4] 0.015.2 sec 1.75 Miges 966 Kbits/sec

133 1 OMbts2C 0O QOB @GSy dzd dr 5B I &BQ d o Odzd ™

1331 [ dMOdedj deOMbstes2Cd

s0C¢ o éEap ¢ OyjMmlse thdse dsets Lkfisters? il
BOtch clzlsdL Olsster (HOdZjjJ Router A, RouterB, Router

17 f tsdzdzj dzts WdL dud mM¢ sy f sHCdzs yJ dad J d dzO M Is te
ofmMstslse jlIsMisedd Mts Mnj Bs?2 ftoseo jHjddw ftese jtol d.

r dmydf dzd dzr sBfdzzy do Odedw IIstcOW ¢ O, ftsLotdzwe s
sBtcOB Ols’ 9 Ols! ontsHWhdj Mmilkjerj §0O0Cjlsr 9o Gisisdzp sl
ftedstcdlsjlssdz, O IO¢Cy ] BGetOddydo Ols! fohshkz fftesf iz

1 © Router A dzOfyls tcts j-dP adciiplssjl88Wlg.R2f4.e t h 1

1 ORouterB dzO M s tc 5 jdzlz’ ] tc W ptR1fij 1P address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

1 GRouterC dz0O M Is tafdglalg tc Weth2 @ address 198.18.1.2/24.

RouterA RouterB RouterC

0 oooo 192.18.0.0/24 ethi o oooo Bug 192.18.1.0/24 eth2 'O oooo
5‘n pooo S'n pooo 5'n pooo

Ipv4: 198.18.0.2/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.2/24

t k@& D j 8O dOMtes?2¢d ©OBSIST QoS HIMydy dd dz
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1332 ClsOfr dzOMlstes2¢d Mmilsd

13321 I s2HdIs] ) teiydds ¢ dztsB Odz dats 2 CsdW e ztc O
ZOMmilstets2 € 52

ltod dzOmMigtsY disets tBtStczHtso Odedw, Hddd dL ¢ dzO
CodW deokztcOyddedz 2 toj ydd3. s sdWes zZtclOoddgtsdadz & ] B d B o
Mistets$ d . J CsdWdekztcOydsdedzsds teoj ) d d3d BBts ) dzts gL
BOth clzlsdL Oyde, BJjL B OMidsigils! ifsBekGldg. § OtcOXR

13322 1 OMmMstes?2Ilsjy Router A

133221 | OfMstets2Ilsjy ddzlsjteW j2fm et hl

RouterAconfig#interface ethl
RouterAconfigif-[ethl])#no ip addressdhcp
RouterAconfigif-[ethl])#no shutdown
RouterAconfigif-[ethl])#ip address198.18.0.2/24
RouterAconfigif-[ethl])#exit

13.3.2.2.2 | Ofls to P40 e h to iz Is

RouterAconfig#ip route 0.0.0.0/0 198.18.0.1

13.3.2.3 1 Ofls tc ROURB
13.3.23.1 | Ofyls to t 26 jj tc Weth? fi

RouterBconfig)#nterface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 198.18.0.1/24
RouterB(configf-[eth1])#exit

133232 | Offstets?2sj dadzsjte¥W j2f et h2

RouterEconfig#interface eth2
RouterEconfigif-[eth2])#no shutdown
RouterBconfigif-[eth2])#ip address198.18.1.1/24
RouterBconfigif-[eth2])#exit
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133233 1 Sz ydlsj BJMMC ZOMMBMEY HdMmydy dd dakz

RouterBconfig#qoseth2
RouterBconfigqodeth2])#gostype sfq 1 parentroot queues2048 rehashtime 120 selectiorsize 1500

13324 1 OMmMlstes?2Ilsj Router s
13.324.1 | Ofmistets2Isj ddalsjtew j2m et h2

Router, (config#interface eth2

Router (configif-[eth2])#no shutdown

Router (configif-[eth2])#ip address198.18.1.2/24
Router, (configif-[eth2])#exit

13.3.2.42 | Ofyls tc tP¥ds j3Oteh iz Is

Router @onfig#ip route 0.0.0.0/0 198.18.1.1

13325 utntOddlsy dzOMistes2 ¢ d
RMY Sdz L 22 Is jwrite sdg®edzh 20 MsRteOdzgj dzgd v OMistetsj &  dzO

1333 1 tetso j S O dzOMistetsj ¢

13331 I f sdzdzd Isj ifets se@alzAzERouterC H dzv L Of EMC O OB BIST
Mdtce j 6O

13332 I " §f sdzdzd Isj  esfdpiedrHlR8.18.1.2 time 60 bandwidth 500M dzO
RouterBH dz%" L Of EMC O ttOBBIsr 9o twjyddsy ¢ dzdj dzlsO

13.3.33 1 " § sdkdzd € ts djpedziclient 198.18.1.2 parallel 4 bandwidth 200M dzO
RouterAes ftotsdzi Y klsSyd M 10 Hts 2iperfg@RéutkedBh ddff s fifj txfs o | & I ) &
o twiNddj Cdzd] dels©

13.334 [ sy HdIj M L O9 | tohigedzd v dB®@eG BB j H ]IS My IS
Y rtejd3 fslssC O3 MEstesMmis! B@iyHE s OB HEsdzy dzO

[ID] Interval Transfer Bandwidth

[ 5] 0.010.1 sec 226 MBytes 188 Mbits/sec
[ 8] 0.010.1 sec 226 MBytes 188 Mbits/sec
[ 7] 0.010.1 sec 226 MBytes 188 Mbits/sec
[ 6] 0.010.1 sec 226 MBytes 188 Mbits/sec
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[SUM] 0.010.1 sec 903 MBytes 751 Mbits/sec
[4] 0.0-60.0 sec 3.58 GBytes 512 Mbits/sec

134 1 OMtes2 S0 QOB éigydy dzd dz@ 5B M@EBQY d 9 Odzed W

1341 [§dMOdedj dOMistes2Cd

sO0¢ ¢ O0t@detelz?0a0 C Oyl Mlseoaj BGMdco dsets bkMistes2 Ml
BOtch czlsdL Olsste ( Rout er B)

I 7 f tsdzdzj dzts WdL dud mME sy f sHCdzs yJ dad J d dzO M Is te
ofmMstslse jlsMiseaedd Mts Mnj Bs?2 ftoso jHjddWw fHtese jtol d.

r dmydt dzd dzr sBMdzzy do Odzdv IstcOW ¢ O, tfldsd totdsod®Is s
sBtcOB OIs’ 9 Ols! ontsHwWhdj Mmikjerj Y0O0Cjlsr o MmMtslse jl
ftedstcdlsjlssdz, O IsO¢Cy ]| BGectOddydo Ols! fohshkz ftesf iz

skzOmMmse OW HdMydf dzddzO e MdzEy do Odedw tsyjted H 2
My smtse d20] HePdgWIls! (et Z2MC dzzy MY sMse dzts Mists s 1§ OJEAOMGOe d
LOHOdzdzts?2 SCtsdaWdekztcOydy 2.

1 ORouterB dzO ) ls tc 5 jdzlz'] tc W ptR1fg 1P address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

PC1 RouterB PC2

192.18.0.0/24 5 oooo 192.18.1.0/24
198.18.0.101/24 etn SMEREEEEN on2 198.18.1.101/24
18.0. Ipva: 198.18.0.1/24 Ipv4: 198.18.1.1/24 18.1.

{ k@& o j 8O dOMkies?2¢d ©OBSIT QoS HdMydy dd dz

1342 ClsOfr dzOftets2Sd Mmjlsd

13421 I 82Hdlj o tjydd chsBOd ds?2 StdVidckto:
ZOfMistets? § t52

ltoed d2OMbstets2Cj Mjlsjotsets tsBBtkzHSs Odegdw, tsHdzed i
CodW deoztcOyYyd s dzlets2eV b By d sdzedz Bts teigmafag dL toj  d s e
flstetsC d . J CodW dekteOydsdadzsds oy d 63§ By dzs  dL
ROth tzlsdL Oyds, BjLBfOMdshis! d Htekéd] OLOR] ster
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13422 1 OmMstes2PEjip@zOcj i 198. 18.0. 101/ 24 d BOth tc
13423 1 OfmMstets2PEYip@zOtcj i 198. 18. 1. 101/ 24 d dBOth ts
13424 1 OMmMlstes?2Isj Router B

134241 | OfMstets2Ilsjy ddzlsjteW j2fm et hl

RouterB(config)itaterface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 198.18.0.1/24
RouterB(configf-[eth1])#exit

13.42.42 | Oflstes2j dddsjweW j2f et h2

RouterB(config)ititerface eth2
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#ip address 198.18.1.1/24
RouterB(configf-[eth2])#exit

134243 1 O eEAByd Y dzd dz Bfdkzy do Odedy BYjtej Hj 2

RouterB(config)gos eth2

RouterB(configjos[eth2])#jos type cbg 1 parent root avgacketsize 1000 selectiosize 1500 bandwidth
1000Mbit

RouterB(confignos[eth2])#lass type cbq 1:2 parent 1:1 rate 35Mbit selectisize 1500 avgacketsize 100
bounded

RouterB(configyos[eth2])#lass type cbq 1:3 parent 1:2 priority 1 rate 25Mbit selectisize 1500 avgacket
size1000

RouterB(configjos[eth2])#lass type cbq 1:4 parent 1:2 priority 2 rate 15Mbit selectisize 1500avg-packet
size1000

RouterB(configjos[eth2])#xit

13.4.2.44 | Ofls 6 € 2O/ T d ¥ dI€ O WOs dzDECP

RouterB(config)i# accesdist 1 dscp 8

RouterB(config)i# manglelist prerouting accesdist 1 setflow-id 1
RouterB(config)#i accesdist 2 dscp 16

RouterB(config)i# manglelist prerouting accesdist 2 setflow-id 2

134245 Y wdovwydlsj Wdd swer ¢ € &zOMMOd
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RouterBconfig#gos eth2
RouterBconfigqodeth2])#classl:3includeflow 1
RouterBconfiggodeth2])#classl:4 includeflow 2

13425 utsRtOdzdlsj dzOMlstets? C d
RMY Sdz' L 22 Is jwrite sndgBeczh 2 MK 6 Odzj dzd v dzOMlstetsj &  dzO

1343 1 tetso j 6C O dzOMlstets§ €

13431 1 § sdzdzd Isj ietf3dz® o £98.18.1.101 -p 5201 & iperf3 -s -B
198.18.1.101-p52 0 2PC2ZGI dzv L Of ¢ Perflrls egzdflddzj MmJjtco j tcO

13432 17" f sdzdzd IsJ ifedEdelEa8H&1.101 -p 5201 -u -S 32 -b50m -T Stream1
& iperf3 -c 198.18.1.101 -p 5202 T u -S 64 -b50m -T Stream2 d®&CL H &V L Of Emipe® ks
o tiNdhj Cdzd] dels©

vBjH(dIsj M Yybsts tj Odz' dzOw ftotstf zM¢ dzOW mMf st &
[ dzv stcOWdE O B RC &208 MY smtse desmlis BlzHjls MmlisC
[ d&zv IsteOWJEO M DSCP = 16 ftsfkzmtdovw mMf smtsse dsmls!
Streaml:------------omoomaoon
Stream1:[ ID] Interval Transfer Bitrate Jitter Lost/Total
Datagrams
Stream1:[5] 0.00-10.00 sec59.6 MBytes50.0 Mbits/sec 0.000ms 0/43160
(0%)sender

Stream1:[5] 0.00-10.00 sec29.2 MBytes24.5 Mbits/sec 0.464ms 19969/41120
(49%)receiver Stream1:

Streaml:iperf Done.

Strean®:[ 5] 9.00-10.00 sec5.96 MBytes50.0 Mbits/sec 4317

Stream2:[ ID] Interval Transfer  Bitrate Jitter Lost/Total

Datagrams

Stream2:[5] 0.00-10.00 sec59.6 MBytes50.0 Mbits/sec 0.000ms 0/43160
(0%)sender

Stream2:[5] 0.00-10.00 sec 17.5 MByted 4.7 Mbits/sec 0.340ms 27076/39755
(68%)receiver

Stream2:

Stream2:iperf Done.

135 1 OfMbtets?2C O QB eigydf dzd dzr tsB Md@ Y d o Odad v

1351 [ dMOdzdj dzOMstets2Cd

sO¢ COok@dztig @D C Oyl Mlsej Mo dsets EMistes? Ml
BOtch clzlsdL Olsste ( Rout er B) .
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17 sdzdzj dzts WdL duyj M s fsH G dzs Yd ded d dzO f Is te
omtsslseo jIsMisaedd Mts Mrj BBs?2 fteseo jHjddw ftetso jtel d.

rdmudy dspdgdzizy do Oded™" BYjtejHj? ftsLotsdvels d&OEh
sBtcOB OIsT 9 Ols ontHWh ] MmMikjoerj H0OC jlIsr o Mbtslse j I
ftcdtedlsjIstsdz, O SOCYJ teteOdzduydoe Ols! sdzshikz st iz

r dmydy dzd dz© e Mdzzy do Odadw o mMsiytjys @Yy @ u iPMg )( PsB tc OB
M zOMmMdzes dr ftedtstedIlsj s O®b.

1 ORouterB dzO M s tc 5 jdzlz' ] tc W ptR1fj 1P address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

PC1 RouterB PC2

192.18.0.0/24 O oooo 192.18.1.0/24
eth1 ='n pooo T
198.18.0.101/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 198.18.1.101/24

{dMz@i® R j B0 dzOMstes2Cd Ok’ QoS HdMydy dd dz

1352 ClsOf ' dzOMmistes2¢d fjlsd
13521 I s2Hdls] o t®©jydd chssBOd ds?2 Scdidckto:
ZOMsies?2 ¢ 52
lted d2OMbstets2Cj Mjlsjotsets tsBBtkzHSs OdegdW, tsHded i
CodV qebtcOydodedy 2 toj ydd3. s sdbles beOdd sdadz & Bd B o
MstesCd. Ccd¥deeOydoddsd tjyddi &Eoyds dJLdjdvle
BOtLh tklsdL Oyds, BjLsfOMmdshmls: d Heked] §O0LOR| st
13522 |1 OfflstesPEJip@EOcjfy 198. 18.0. 101/ 24 d &Othts
13523 |1 OfjlstesPEFip@aOsj ) 198. 18. 1. 101/ A98.180.0BOtch to
13524 1 Omlstes?21Ilsj Router B
135241 1 Oflstets?2lsj ddzsjte¥ j2f et hil

RouterB(config)ititerface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#p address 198.18.0.1/24
RouterB(configf-[eth1])#exit
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135242 1 Oflstets2lsj ddzsjte¥ j2f et h2

RouterB(config)iterface eth2

RouterB(configf-[eth2])#no shutdown

RouterB(configf-[eth2])#ip address 198.18.1.1/24
RouterB(configf-[eth2])#autonegotiation off duplex full speed 100
RouterB(configf-[eth2])#exit

135243 | OMmistets?2Isjy HdMydy dzddz tBMdzZEZY o OdzdW™w Y te

RouterRconfig#qoseth2
RouterBconfigqogeth2])#gostype pq 1 parent root queues8
RouterBconfigqgogeth2])#exit

135244 1 Offlses2ls] C ZOMMd¥ S Oydy TdSEOW¥ SO 5 L dO

RouterBconfig#ip accesdist 1 tos 224

RouterBconfig#ip accesdist 2 tos 192

RouterB(config)ih accesdist 3 tos 160

RouterB(config)i$h accesdist 4 tos 128

RouterB(config)i#h accesdist 5 tos 96

RouterB(config)ip accesdist 6 tos 64

RouterB(config)ih accesdist 7 tos 32

RouterB(confj)#p accesdist 8 tos 0

RouterB(config)i#h manglelist prerouting accesdist 1 setflow-id 1
RouterB(config)i#h manglelist prerouting accesdist 2 setflow-id 2
RouterB(config) manglelist prerouting accessist 3 setflow-id 3
RouterB(config)i#h manglelist prerouting accesdist 4 setflow-id 4
RouterB(config)i#h manglelist prerouting accesdist 5 setflow-id 5
RouterB(config)i#h manglelist prerouting accesdist 6 setflow-id 6
RouterB(config)i#h manglelist prerouting accesdist 7 setflow-id 7
RouterB(config)i#h manglelist prerouting accesdist 8 setflow-id 8

135245 |1 Oflstes2] fwdowL Sk Wdd steses € € &zOMMOds

RouterEconfig#qoseth2

RouterBconfigqogeth2])#classl:1includeflow 1
RouterBconfigqogeth2])#classl:2 includeflow 2
RouterBconfigqodeth2])#classl:3includeflow 3
RouterEconfigqogeth2])#classl:4includeflow 4
RouterBconfigqodeth2])#classl:5includeflow 5
RouterBconfigqodeth2])#classl:6includeflow 6
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RouterBconfigqodeth2])#classl:7 includeflow 7
RouterBconfigqodeth2])#classl:8includeflow 8

13525 utsntOdzdlsj dzOMlstets2 €
RMY Sdz L 22 Is jwrite sndgBedzh lizv MR e Odzj dzd v dzOMistetsj € dzO

1353 1 tets9 JtcC O dzOMilstetsy ¢

13531 1 ' f sdzdzed Isj iSeti3dz® oA 1£98.18.1.101 -p 5201 & iperf3 -s -B
198.18.1.101-p52 0 2 PGZO HIA® Y EMC O ipdsfe dzdblg ™ &3y Mmjtco j 6O

13532 1 f sdzdzd Is | ifesAizO®B18.1.101 -u -b60m -p 5201 -S 224 -i 10 -T
Stream1 & iperf3 -¢ 198.18.1.101 -u -b100m -p 5202 -S 0 -i 10 -T Stream8 &®&OG1 Hdzv L Of &
Zlsd dziplsfe toj ¥y ddsd € dzd j dzls ©

vBjJHdIsj M buyd dE®RY I ToS = 224 Streaml {totstl
MemMlisOo dzw Is! fteddsj tedzs 60 [ BdIs/ M

[ d&zv IsteOWdECO M ToS = 0 Stream8 s zms dzOW M
40 [Bdls/ My

Stream8:[ ID] Interval Transfer Bitrate Total Datagrams
Stream8:[ 5] 0.0€10.00sec 119 Mbytes 100 Mbits/sec 86319

Stream8:[ ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams

Stream8:[ 5] 0.0€10.00 sec 119 Mbytes 100 Mbits/sec 0.000 ms 0/86319 (0%) sender
Sream8:[ 5] 0.0610.13 sec 43.9 Mbytes 36.4 Mbits/sec 0.361 ms 54493/86317 (63%)receiver
Stream8:

Stream8: iperf Done.

Stream1:[ ID] Interval Transfer Bitrate Total Datagrams

Stream1:[ 5] 0.01L0.00 sec 71.5 Mbytes 60.0 Mbits/sec 51792

Stream1:[ ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams

Stream1:[ 5] 0.0€00.00 sec 71.5 Mbytes 60.0 Mbits/sec 0.000 ms 0/51792 (0%) sender
Stream1:[ 5] (0%)receiver
Stream1:

Stream1: iperf Done.

136 1 Oflstes2C 0O QeOBERYJ Y dzd dz' B M WEQ d o Odzd W

1361 [ dMOdedj dzOMlstes? Cd

sO¢ Ok diBagh) C Oyl mMlse Mo dsets EmMistes? Ml
BOtch tclzlsdL Olsstc ( Rout er B) .
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17 sdzdzj dzts WdL duyj M s fsH G dzs Yd ded d dzO f Is te
ofMtstslse jIsMisadd Mt Mrnj i3s?2 Htetseo jHjdedw fHtetse jtol (.

r d mydt dzd dz' sz do Odedw tsyJtedHJ?2 HoLotsdwsls
sBtcOB OIS 90Is! ontsHwWhdj Mmiljoerj §0O0Cjilkr o MmMtstslse jlI
ftedstcdlsjlssdd, O IOCy ] BGcetOddyde Ols! fodhshkz ftosf iz

rdmydyf dzd dz©@ wsBMdZEY d9o OdedWw ByYydtejHg?2 WFQ (Wei gl
MftcOo jHdzdo s j kPN GF ezl §tosfkzmMC Oddw d&ixHE Oalt
fslsCOBd LtOWdECO M Eyjbtsd dr oj MO.

1 ORouterB dzO M s tc 5 jdzlz’] tc W ptR1fij 1P address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

PC1 RouterB PC2

198.18.0.0/24 O ooog 198.18.1.0/24
eth =0 oooo BT
198.18.0.101/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 198.18.1.101/24

{dMzdm @D j B0 dzOMmsts? ¢ ¢ Qe lszd diho BB fdky d o Odzd "

136.2 ClsOffr dzOMmlstets2¢d MmJlsd

13621 1 s2HdIsj ) tejydd3 ¢ dzsB Odz! dzts 2 CodW ezt ©
ZOMmilstets?2 € 52

lted d2OMbstes2Cj Mjlsjotsets tsBBtkzHSs Odegdw, tsHded i
CodzW e ztcOydsdadz 2 teoj 3 d d3. s s-dzWists Iz tfHDdy dfcty dedf' ds o to JC szt
Mstets € d . ) CsdeW e ktcOydsdzdetsdz  toj  d d3d dB3ts Y dats gL «
BZOteh tezlsdL Oyde, BJLBYOMdesMis:  Httkzed] OO Ister

13.6.22 1 OfMstes?2 IspPCl dpOOH LI 8. 18. 0. 101/ 24 d BOtc!
198.18.1.0/24

136.23 |1 OfmMstes2PEIip@rcj M 198. 18. 1. 101/ 24 d dBBOtwh tc

13.6.24 1 OfMmlstes?21sj Rout er B

13.6.24.1 | Ofmistets?2Isj ddaelsjtew j2m et hl

RouterB(config)i#terface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#no shutdown
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RouterB(configf-[eth1])#p address198.18.0.1/24
RouterB(configf-[eth1])#exit

13.62.42 | Oflstets2j dddsjtweW j2f et h2

RouterB(config)itaterface eth2

RouterB(configf-[eth2])#ip address 198.18.1.1/24
RouterB(configf-[eth2])#autonegotiation off duplex full speed 100
RouterB(configf-[eth2])#no shutdown

RouterB(configf-[eth2])#exit

13.62.43 1 OfMlstes2j HIMydydddkz sefmdkzyde Oddw syjt

RouterBconfig#gos eth2
RouterBconfigqgodeth2])#gostype wfq 1 parent root queue-count 1024length 512
RouterBconfiggodeth2])#exit

13625 utntOddls) dzOMistets? ¢ d
RMY sdz L 22 Is jwrite sdg®edzh 20 MsRteOdzgj dgd v OMistetsj &  dzO

1363 1 tetso j 6C O dOMlstetsy &

13631 1" §f sdzdzd Isg iffers33® dA 298.18.1.101 -p 5201 & iperf3 -s -B
198.18.1.101 -p 5207 dz@C2 H d&zv L Of MmipeBo s fegzd g MmJ tco j 6O

13.6.32 | " f sdzdzd IsJ ifetf3oz@l@®i118.1.101 -u -b100m -p 5201 -S 224 -i 10 -T
Stream1& iperf3 -¢ 198.18.1.101 T u -b100m -p 5207 -S 0 -i 10 -T Stream7 &OG1L Hdzv L Of &
Zlsd dziptsfo toj 3y dd3zy € dzd j dzls ©

UBJHdIs] MHdzv YdstdssO¥W JEC O M I P Precedence = 7 (St
BkzH,jIs mMemlsOo dzv Is! ftod d3j todats i 86 [ BdIs/ :
rdzv kstcoOWdecoO© M I P Precedence = 0 (Stream7) i tot
f tcd d3J tc dzts 10 i 12 I BdlIs/ -

t OLdzed yoO ftoesf zmMCdes? M s desMisd By HE s Odd
9 8 twOL

Streaml1: [ IDInterval Transfer Bitrate Total Datagrams
Stream1: [ 5] 0.0400.00 sec 119 Mbytes 100 Mbits/sec 86319

Streaml: [ ID] Interval Transfer Bitrate Jitter Lost/Total
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Datagrams

Stream1: [ 5] 0.0400.00 £c 119 Mbytes 100 Mbits/sec 0.000 ms 0/86319

(0%) sender

Stream1: [ 5] 0.040.13 sec 101 Mbytes 84.0 Mbits/sec 0.216 ms12868/86319
(15%) receiver

Stream1:

Stream1: iperf

Done.

Stream?7: [ ID] Interval Transfer Bitrate Total Datagrams

Stream7: [ 5] 0.0400.00 sec 119 Mbytes 100 Mbits/sec 86319

Stream7: -------------------------

Stream?7: [ ID] Interval Transfer Bitrate Jitter Lost/Total

Datagrams

Stream7: [ 5] 0.040L0.00 sec 119 Mbytes 100 Mbits/sec 0.000 ms 0/86319
(0%) sender

Strean7: [ 5] 0.0010.13 sec 14.0 Mbytes 11.6 Mbits/sec 1.146 ms 76158/86310
(88%) receiver

Stream7:

Stream?: iperf Done.

13.7 1 OfMtes2C 0 ftoj HBlotcOM jdzdw fjtejctelzL € Byd te,

13.71 [ dMOdedy dzOMlstets?2 ¢ d

sO¢ COok@didadd C Oyl mkses Mo dets bkmMistes? Ml
BOth tclz s - RAutetB.tc

17 5dzdzj dzts YdLrdud MS sy f sHCdzt yJ ded J d dzO M s te
omMtsslse jlsmMisaedd Mt Mrjd@ds?2 fteseo jHjddw fteso jtel d.

r d mydt dzd dzr sBMdzzy o Odedw tsyjtejHJ?2 (oLotsdwsEls
sBtcOB OIsT 9 Ols! ontsHWhN ] MmMjlsjorj J0OCjIsr 9 MmMtsslse j |
ftodtstcdlsjIstsdz, O ISOCY ] tettOdduydeo Ol Mz iz

¢ dzc stcdIs d3 RED (Random Early Detection) C
fidted fsdzdzj dedj B8 suUffei udR0Oj fdo SBFsYds] ShsgPi]add
fted keojddujddd jj ©OLABILO, Isjd3 MOdf sh dsdrOy drotos'c
ftoj HslsoteON jdedw  jtej tf tsdzdzj ded v .

1 CGRouterB dzO M s te t§f jdzlz'j te W jeth®}-'IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24
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PC1 PC2
Ipef3 KnueHT Router Ipef3 cepeep

192.18.0.0124 0 oooo 192.18.1.0/24
eth1 5'pn pooo ETE

Ipv4: 198.18.0.101/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.101/24

tdMEdA G R BO &OMses?2Cd ftojHislsotOh jddw §jtejd

1372 ClsOfr dzOMlstets2Cd M lsd

13.721 1 s82HdIs] 9 o Y dd3 6 dzse Odz' dzts?2 CsdW e ztc O
ZOMistets2 € 52

lted dOMstets2Cj] Milsjotsets tsBBlzHS® Qdaedvo,dzv {5 is fizef d3 ¢
CodW JezteOydsdedzr 2 to ydd3. s sdtss zwOddisdadz & g B o
Mstes ¢ d . J CsdWdezteOydsdedzsdz tej 3 d d3d d3ts ) dats gL
BZOwh ezlsdL Oyds, BjLBYfOMdsmis! d Hkzed] §OLOd] Ister

13.7.22 1 Ot 2PEip@zOcj B. 18. 0. 101/ 24 d BOwLh ekl H

13723 1 Ot 2PEIip@aMcjf 198.18.1.101/ 24 d BOwh 6

13.724 1 Omlstes?21Isj Router B

13.7.241 1 Ofmlstets2Ilsj ddalsjteW j2f et hi

RouterB(config)ititerface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 198.18.0.1/24
RouterB(configf-[eth1])#exit

13.7.242 | Offstets?2lsj ddzsjte¥W j2fy et h2

RouterB(config)ititerface eth2

RouterB(configf-[eth2])#no shutdown

RouterB(configf-[eth2])#p addres 198.18.1.1/24
RouterB(configf-[eth2])#autonegotiation off duplex full speed 100
RouterB(configf-[eth2])#exit
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13.7.243 1 Oflsets2lsj] Odeswdlsd k§tcOo dzj dzRED  j t6 § 15 dzck

RouterB(config)gos eth2

RouterB(configjos[eth2])#jos type red 1 parent root quee-size 1000000 min 150000 max 300000 avpkt 1(
burst 200 ecn probability 1
RouterB(configjos[eth2])#xit

13.725 usRtOddlsj dzOmsts?Cd
RMY Sdz' L 22 Is jwrit sndgedzh 2" NS 60dzj ded W dzOMlstetsj & dzO

1373 1 tetso j 6C O dOMlstetsy &

13.731 1" f sdzdzd Is4 ifef3zS dzB 4198.18.1.101 -p 5201& iperf3 -s -B
198.18.1.101 -p 5202& iperf3 -s 1 B 198.18.1.101 -p 5203& iperf3 -s -B 198.18.1.101-p 5204 dz
PC2 Hdzv LOfEMCO Elddzdlsr iperf o tijyxdd MJjte jtcO

13732 1 f sdzded Is ] ipeEMzORA.18.1.101 -u -b26m -p 5201 -S 224 -i 10 -T
Streaml & iperf3 -c 198.18.1.101 -u -b26m -p 5202 -S 96 -i 10 -T Stream2 & iperf3 -c
198.18.1.101 -u -b26m -p 5203 -S 32 -i 10 -T Stream3 & iperf3 -¢ 198.18.1.101 -u -b26m -p 5204
-S0-i10-TStream4ddzO0 PC1l H&W LOfEMCO Elsddzdlsr iperf o tc]

UVBjJHdIylds ,9 MlstesSCj] receiver, o Ctdtsdt]j Lost/
gizj s Ismw ot oefMmjr Yjbrtejr folssCOR odzj L Ooadmd Bsmls

Streaml: [ID] Interval Transfer Bitrate Total Datagrams
Stream1: [5] 0.0€10.00 sec 31.0 Mbytes 26.0 Mbits/se2443

Streaml: [ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams

Stream1: [5] 0.0€00.00 sec 31.0 Mbytes 26.0 Mbits/sec 0.000 ms 0/22443 (0%) sender

Stream1: [5] 0.0€10.03 sec 28.7 Mbytez4.0 Mbits/sec0.278 ms 1688/22443 (7.5%) receiver Stream1.:
Streaml1: iperf Done.

Stream?2: [ID] Interval Transfer Bitrate Total Datagrams

Stream?2: [5] 0.0€10.00 sec 31.0 Mbytes 26.0 Mbits/sec 22443

Stream?2: [ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams

Stream?2: [5] 0.0€10.00 sec 31.0 Mbytes 26.0 Mbits/sec 0.000 ms 0/22443 (0%) sender
Stream?2: [5] 0.0€10.03 sec 28.6 Mbytes 23.9 Mbits/sec 0.304 ms 1723/22443 (7.7%) receiver
Stream2:

Stream2: iperf Done.

Stream3: [ID] Interval Transfer Bitrate Total Datagrams

Stream3: [5] 0.0€1L0.00 sec 31.0 Mbytes 26.0 Mbits/sec 22443

Stream3: [ID] Interval Transfer Bitrate Jitter Lost/Total Dedens
Stream3: [5] 0.010.00 sec 31.0 Mbytes 26.0 Mbits/sec 0.000 ms 0/22443 (0%) sender
Stream3: [5] 0.0€10.03 sec 28.6 Mbytes 23.9 Mbits/sec 0.246 ms 1726/22443 (7.7%) receiver
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Stream3:

Streamg3: iperf Done.

Streamd4: [ID] Interval Transfer Bitrate Tdbatagrams

Stream4: [5] 0.0400.01 sec 31.0 Mbytes 26.0 Mbits/sec 22443

Streamd4: [ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams

Stream4: [5] 0.0€10.01 sec 31.0 Mbytes 26.0 Mbits/se©@0 ms 0/22443 (0%3ender

Stream4: [5] 0.0€10.03 sec 28.4 Mbytes 23.8 Mbits/sec 0.271 ms 1844/22442 (8.2%) receiver
Stream4:

Stream4: iperf Done.

138 1 OfMbtes?2C 0O ftjHislsoteOn jddw §jtejctekL Sd yjts,

1381 [ fdMOdedj deOMlstes2Cd

sOC COLdglr dfizgp C OyYd Mlso ] s dsets EMmlstes?2 Ml
BOth tclz Is - RAuterB.tc

17 5dzdzj dzts YdLrdud MS s f sHCdzs yJ dzd J d dzOmls te
omMtstslse jIsMisaedd Mt Mnj @Bs2.

r d mydt dzd der sz do Odedw tsydted HI 2 ety dtsdrOdsls
sBtcOB OIsT 9 Ols ontHWh ) MmMikjoerj H0OC jlIsr o Mbtslse j I
fiodstedlsjilstsdz, O SOCYJ] teteOdzduydoe Ols! fsdztshkz st iz

ddzcstedlsds GRED (Gentl e RED) wodzw jIssttp @igtcdzts [
dzi M sdzsUdgdd HY B3, COYHOW dJL Ctkt'-B8ylftjmMmlsOs dzv j

1 GRouterB dzO M Is te t8f jdzlz'j tc W Jjeth®}-'IP address 198.18.0.1/24, eth2 - IP address
198.18.1.1/24.

pcL RouterB pcz
Iperf3 knuent Iperf3 cepsep

198.18.0.0/24 O ooog 198.18.1.0/24
=
ethl =0 Dooo ™)
Ipv4: 198.18.0.101/24 Ipv4: 198.18.0.1/24 Ipv4: 198.18.1.1/24 Ipv4: 198.18.1.101/24

M@ ® D ] BO dzOMtes?2¢d ftojHislsotcOn jddw §jtejct
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1382 ClsOfr dzOMbstets2¢d fjlsd

13821 It2Hdl] ©® twiydd cdsBOd ds?2 C(tdidckzto:
ZOMistets2 § t52

l1tod dzOfMlstets?2Cj Milsjoscets tBtstckzHtso OdedwV, tsH dzd o3
Codzf JezteOydsdedz 2 tej ydd3. s sVl O disdadz’ & ®Bd B o
st d. J CodW JekzteOydodzdesds  tod 3 d d3d By dzs  dL
BOwh ekzlsdL Oyds, BjLEBTOMdtsmis! d Httkzéd] §OwLOdR] Ister

13822 1 Ofistets?2 Is jPC1 dd@ OHtej M 198.18.0.101/ 24 g
f)j 1498.18.1.0/24

13.823 | OfMistetsPEFip@adec j f 198. 18. 1. 1HOL /fipjdls of 10§08 h 1tck

13824 1 OMmMlstes?2Isj Router B

13.8.241 1 Ofmlstes?2Ilsj ddasj W j2f et hi

RouterB(config)ititerface ethl
RouterB(configf-[eth1])#no ip address dhcp
RouterB(configf-[eth1])#no shutdown
RouterB(configf-[eth1])#ip address 198.18.0.1/24
RouterB(configf-[eth1])#exit

13.82.42 | Oflstes2j dddsjweW j2f et h2

RouterB(config)ititerface ethaR

outerB(configif-[eth2])#p address 198.18.1.1/24
RouterB(configf-[eth2])#no shutdown
RouterB(configf-[eth2])#autonegotiation off duplex full speed 100
RouterB¢onfigif-[eth2])#exit

13.8243 1 Oflses2ls] Odeswdlsd 0o dzj dzdSRED] j 6 § 5 dzch

RouterB(config)gos eth2

RouterB(configyos[eth2])#jos type gred 1 parent root queues 4 defatdqueue 0
RouterB(configjos[eth2])#irtual-queue type gred parent 1 Queuesize 1000000 min 150000 max 300000
avpkt 1000 burst 200

RouterB(configjos[eth2])#irtual-queue type gred parent 1 1 queusize 1000000 min 150000 max 300000
avpkt 1000 burst 200

RouterB(configjos[eth2])#irtual-queue type gred parent 1 2 queugsize1000000 min 150000 max 300000
avpkt 1000 burst 200

RouterB(configyos[eth2])#irtual-queue type gred parent 1 3 queusize 1000000 min 150000 max 300000
avpkt 1000 burst 200
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RouterB(configjos[eth2])#xit

13825 utntOdzdlsj dzOMlstets2 §
RMY Sdz L 22 Is jwrite sndgBedzn 2w MR e Odzj dzd v dzOMistetsj € dzO

1383 } tets0 j 66 O &OMistesj §
13831 | ' f sdzdzd lsj shawdp@eth2z d@QuterBH dzv f teso j 6 d MisOls

gdisc gred 1: root refcnt 2 vgs 4 default O

vg 0 prio 8 limit 2000000b min 150000b max 300000b ewma 6 probability 0.02
Scelllog 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early 0 pdrop 0 other O Total packets: 13 (978b)

vq 1 prio 8 limit 2000000b min 150000b max 300000b ewma 6 probability 0.02
Scell_log 16

Queue size: average Ob current Ob

Dropped packetdorced 0 early O pdrop 0 other O Total packets: 0 (Ob)

vq 2 prio 8 limit 2000000b min 150000b max 300000b ewma 6 probability 0.02
Scell_log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early 0 pdrop 0 other 0 Total packets: 0 (Ob)

vg 3 pio 8 limit 2000000b min 150000b max 300000b ewma 6 probability 0.02
Scell log 16

Queue size: average 0Ob current Ob

Dropped packets: forced 0 early 0 pdrop 0 other 0 Total packets: 0 (Ob)

Sent 978 bytes 13 pkt (dropped 0, overlimits 0 requeues 0)

backlog ODp requeues 0

13832 1 §f sdzdzd Is § C ts d3@sdzB 1198.18p1401f -8 5201 & iperf3 -s -B
198.18.1.101 -p 5202 & iperf3 -s -B 198.18.1.101 -p 5203 & iperf3 -s -B 198.18.1.101-p 52 04 dz
PC2Hdzw LOfEkEMCO Elsdqdzdlsr i perf o tjyddy MmMJjtco j tc®

13.833 I " § sdzdzd Isj ifed3zOH28.18.1.101 -u -b26m -p 5201 -S 16 -i 10 -T
Streaml &OGL HdA&zv L Of Mmipedo isg szd 8] CTdaeflodzls © M

13834 | " f sdzdzd Isj shawdys3 dth2rizGRouterBH dzv  f tetse j oG d MIsOls

gdisc gred 1: root refcnt 2 vgs 4 default O

vq O prio 8 limit 2000000b mibh50000b max 300000b ewma 6 probability 0.02
Scell_log 16

Queue size: average Ob current Ob

Dropped packets: forced 0 early 0 pdrop O other O Total packets: 22481
(33443193b)

vq 1 prio 8 limit 2000000b min 150000b max 300000b ewma 6 probability 0.02

1§ te m8jow 320











































































































































































































































































































































































































































































