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ɺʚʝʜʝʥʠʝ 

ʅʘʩʪʦʷʱʘʷ ʠʥʩʪʨʫʢʮʠʷ ʩʦʜʝʨʞʠʪ ʩʮʝʥʘʨʠʠ ʠ ʥʘʩʪʨʦʡʢʠ ʩʝʨʚʠʩʥʦʛʦ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ 

ʂʈʇɻ.465614.001 (ʜʘʣʝʝ ʧʦ ʪʝʢʩʪʫ ï ʤʘʨʰʨʫʪʠʟʘʪʦʨ, ʠʟʜʝʣʠʝ) ʠ ʚʘʨʠʘʥʪʦʚ ʝʛʦ ʠʩʧʦʣʥʝʥʠʷ 

ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʘʙʣʠʮʝʡ 1. 

ʊʘʙʣʠʮʘ 1 ï ɺʘʨʠʘʥʪʳ ʠʩʧʦʣʥʝʥʠʷ ʠʟʜʝʣʠʷ 

ˤ͙͊ͪ͊ͤͭ ͙͔͙ͫͨͦͤͤ͡Ύ ͙͔͙͒͘͡Ύ ͍͔̂ͫͦͤͦ͡ ͦ͋ͦͤ͊͘;͔͙͔ͤ ͙͔͙͒͘͡Ύ ˶͙͔ͭͪ͊ 

˴˾˽˥ΦпсрсмпΦллм ISN41508T3 1˻ 

˴˾˽˥ΦпсрсмпΦллм-01 ISN41508T3 1˻ 

˴˾˽˥ΦпсрсмпΦллм-02 ISN41508T3-M/ISES1004 1˻ 

˴˾˽˥ΦпсрсмпΦллм-03 ISN41508T3-M 1˻ 

˴˾˽˥ΦпсрсмпΦллм-04 ISN41508T4 1˻ 

˴˾˽˥ΦпсрсмпΦллм-05 ISN41508T4 1˻ 

˴˾˽˥ΦпсрсмпΦллм-06 ISN41508T3-M-AC/ISES1004 1˻ 

˴˾˽˥ΦпсрсмпΦллм-07 ISN41508T3-M-AC 1˻ 

˴˾˽˥ΦпсрсмпΦллм-08 ISN41508T3-M/ISES1004 1˻ 

˴˾˽˥ΦпсрсмпΦллм-09 ISN41508T3-M/ISES0108 1˻ 

˴˾˽˥ΦпсрсмпΦллм-11 ISN41508T3-M/ISES0116 1˻ 

˴˾˽˥ΦпсрсмпΦллм-13 ISN41508T3-M-AC/ISES1004 1˻ 

˴˾˽˥ΦпсрсмпΦллм-14 ISN41508T3-M-AC/ISES0108 1˻ 

˴˾˽˥ΦпсрсмпΦллм-16 ISN41508T3-M-AC/ISES0116 1˻ 

˴˾˽˥ΦпсрсмпΦллм-30 ISN41508T3-M-AC/ISES9112 ς 

˴˾˽˥ΦпсрсмпΦллм-31 ISN41508T3-M-AC/ISES7312 ς 

˴˾˽˥ΦпсрсмпΦллм-32 ISN41508T3-M-AC/ISES3901 ς 

ɺ ʜʦʢʫʤʝʥʪʝ ʦʧʠʩʘʥʳ ʪʦʧʦʣʦʛʠʠ ʠ ʥʘʩʪʨʦʡʢʠ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ, ʬʫʥʢʮʠʠ ʦʙʝʩʧʝʯʝʥʠʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ, ʥʘʩʪʨʦʡʢʠ ʧʦʣʫʯʝʥʠʷ ʩʪʘʪʠʯʝʩʢʠʭ ʠ ʜʠʥʘʤʠʯʝʩʢʠʭ IP-

ʘʜʨʝʩʦʚ, ʥʘʩʪʨʦʡʢʠ L2TP- ʠ PPPoE-ʢʣʠʝʥʪʘ ʥʘ ʤʘʨʰʨʫʪʠʟʘʪʦʨʝ. 

ʇʝʨʝʜ ʥʘʯʘʣʦʤ ʥʘʩʪʨʦʡʢʠ ʥʝʦʙʭʦʜʠʤʦ ʚʥʠʤʘʪʝʣʴʥʦ ʦʟʥʘʢʦʤʠʪʴʩʷ ʩ ʨʫʢʦʚʦʜʩʪʚʦʤ 

ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ ʂʈʇɻ.465614.001ʈʕ ʠ ʠʥʩʪʨʫʢʮʠʝʡ ʧʦ ʫʩʪʘʥʦʚʢʝ ʠ ʙʳʩʪʨʦʤʫ ʟʘʧʫʩʢʫ 

ʂʈʇɻ.465614.001ʀʉ26. 
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ʀʥʩʪʨʫʢʮʠʷ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʪʝʭʥʠʯʝʩʢʦʛʦ ʧʝʨʩʦʥʘʣʘ, ʚʳʧʦʣʥʷʶʱʝʛʦ ʥʘʩʪʨʦʡʢʫ 

ʠʟʜʝʣʠʷ ʧʦʩʨʝʜʩʪʚʦʤ ʠʥʪʝʨʬʝʡʩʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ (CLI), ʘ ʪʘʢʞʝ ʧʨʦʮʝʜʫʨʳ ʧʦ 

ʦʙʩʣʫʞʠʚʘʥʠʶ ʩʠʩʪʝʤʳ. 
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1 ʋʩʣʦʚʥʳʝ ʦʙʦʟʥʘʯʝʥʠʷ 

ɼʣʷ ʥʘʛʣʷʜʥʦʩʪʠ ʚ ʪʝʢʩʪʝ ʜʦʢʫʤʝʥʪʘ ʠʩʧʦʣʴʟʦʚʘʥʳ ʨʘʟʣʠʯʥʳʝ ʩʪʠʣʠ ʦʬʦʨʤʣʝʥʠʷ. 

ʆʙʣʘʩʪʠ ʧʨʠʤʝʥʝʥʠʷ ʩʪʠʣʝʡ ï ʊʘʙʣʠʮʘ 2. 

ʊʘʙʣʠʮʘ 2 ï ʉʪʠʣʠ ʦʬʦʨʤʣʝʥʠʷ ʚ ʜʦʢʫʤʝʥʪʝ 

˿͙ͭ͡Έ ͦͺ͔͙ͦͪͣͤ͡Ύ ˻͋͊ͫͭ͡Έ ͙͔͔͙ͨͪͣͤͤΎ ˽͙͔ͪͣͪ 

˽͙ͦͯ͗ͪͤ͡·͚ ͔ͭͫͭ͟ ˤ·͔͒͡Ύ͔ͭ ͙͔ͣͤ͊ ͦͣ͊ͤ͒͟ ͦͣ͊ͤ͒͟· name 

͙̊ͪͺͭ /ŀƭƛōǊƛ ˤ·͔͒͡Ύ͔ͭ ͙͔ͨͪͣͪ· ͙͙ͫͤͭ͊ͫͫ͊͟ ͦͣ͊ͤ͒͟ admin@sr-be#configure terminal 

˽͙ͦͯ͗ͪͤ͡·͚ ΄͙ͪͺͭ Calibri ˤ·͔͒͡Ύ͔ͭ ͍·͍ͦ͒ /[L Name  #  Rule 

 100   1   src: 192.168.1.1/32 

 500   1   src: 0.0.0.0/0 

ʋʩʪʨʦʡʩʪʚʦ ʠʤʝʝʪ ʥʝʩʢʦʣʴʢʦ ʨʝʞʠʤʦʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ï ʊʘʙʣʠʮʘ 3. 

ʊʘʙʣʠʮʘ 3 ï ʈʝʞʠʤʳ ʢʦʥʬʠʛʫʨʘʮʠʠ 

˾͔͙͗ͣ· ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ˿ͨͦͫͦ͋ ͒ͦͫͭͯͨ͊ ˽͙͎ͪ͊͡΄͔͙͔ͤ 
 ͍͟ ͚ͦͣ͊ͤ͒ͤͦ ͔ͫͭͪͦ͟ 

˿ͨͦͫͦ͋ ͍·ͻͦ͒͊ 
͙ ͪ͘ ͔͙͗ͣ͊ 

˽͙͍͙͔͎͙͍ͪͪͦ͊ͤͤ͡·͚ ͔͙ͪ͗ͣ ˢ͍͙͚͔ͭͦͪͯͭͫ͘Έ admin@sr-be#  

˾͔͙͗ͣ ͎ͦ͋͊͡͡Έ͚ͤͦ 
ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ 

ˤ·͙͔ͨͦͤͭ͡ ͦͣ͊ͤ͒ͯ͟ 
configure terminal 

admin@sr-be(config)# ˿ ͨͦͣͦ΅ΈΌ 
ͦͣ͊ͤ͒͟· exit, end 
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ʥʘʩʪʨʦʡʢʠ ʫʩʪʨʦʡʩʪʚʘ 

ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʥʘʩʪʨʦʡʢʝ  
ʂʈʇɻ.465614.001ʀʉ3  

 

ɺʝʨʩʠʷ 8.0 12 

 

2 ʉʭʝʤʘ ʩʝʪʠ ʠ ʦʧʠʩʘʥʠʝ ʦʙʱʝʛʦ ʩʮʝʥʘʨʠʷ ʥʘʩʪʨʦʡʢʠ ʫʩʪʨʦʡʩʪʚʘ 

ʈʘʩʩʤʦʪʨʠʤ ʩʮʝʥʘʨʠʡ, ʢʦʛʜʘ ʥʫʞʥʦ ʦʨʛʘʥʠʟʦʚʘʪʴ ʙʝʟʦʧʘʩʥʳʡ ʜʦʩʪʫʧ ʚ ʩʝʪʴ ʀʥʪʝʨʥʝʪ 

ʜʣʷ ʥʝʙʦʣʴʰʦʛʦ ʦʬʠʩʘ. ʇʨʠʚʝʜʝʤ ʧʨʠʤʝʨ ʦʨʛʘʥʠʟʘʮʠʠ, ʥʘ ʢʦʪʦʨʫʶ ʨʘʩʩʯʠʪʘʥʘ 

ʠʥʩʪʨʫʢʮʠʷ. 

ʂ ʦʜʥʦʡ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʜʦʣʞʥʳ ʙʳʪʴ ʧʦʜʢʣʶʯʝʥʳ: 

o ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʝ ʨʘʙʦʯʝʝ ʤʝʩʪʦ (ʜʘʣʝʝ ʧʦ ʪʝʢʩʪʫ  ɸʈʄ)  4 ʰʪ.; 

o ʬʘʡʣʦʚʳʡ ʩʝʨʚʝʨ ï 1 ʰʪ.; 

o ʧʨʠʥʪʝʨ ï 1 ʰʪ. 

ʄʘʨʰʨʫʪʠʟʘʪʦʨ ʯʝʨʝʟ WAN-ʧʦʨʪ ʧʦʜʢʣʶʯʝʥʦ ʢ ʦʙʦʨʫʜʦʚʘʥʠʶ ʠʥʪʝʨʥʝʪ-ʧʨʦʚʘʡʜʝʨʘ. 

ʂ LAN-ʧʦʨʪʘʤ LAN 1  LAN 4 ʠʟʜʝʣʠʷ ʧʦʜʢʣʶʯʝʥʳ ɸʈʄʳ, LAN 5  ʬʘʡʣʦʚʳʡ ʩʝʨʚʝʨ, 

LAN 6  ʧʨʠʥʪʝʨ. 

ɸʈʄʳ, ʩʝʨʚʝʨ ʠ ʧʨʠʥʪʝʨ ʦʨʛʘʥʠʟʘʮʠʠ ʜʦʣʞʥʳ ʙʳʪʴ ʟʘʱʠʱʝʥʳ 

ʦʪ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʧʦ ʢʘʥʘʣʫ ʩʝʪʠ ʀʥʪʝʨʥʝʪ. 

ʇʨʦʚʘʡʜʝʨ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʦʨʛʘʥʠʟʘʮʠʠ ʩʝʪʝʚʦʡ ʠʥʪʝʨʬʝʡʩ, ʦʜʠʥ 

ʩʪʘʪʠʯʝʩʢʠʡ/ʜʠʥʘʤʠʯʝʩʢʠʡ IP-ʘʜʨʝʩ, IP-ʘʜʨʝʩ ʰʣʶʟʘ ʠ DNS. 

ʆʙʱʘʷ ʩʭʝʤʘ ʩʝʪʠ ( ʈʠʩʫʥʦʢ 1). 

 

ʈʠʩʫʥʦʢ 1 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ 
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3 ʇʨʦʚʝʨʢʘ ʚʝʨʩʠʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ 

ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ʚ ʢʦʥʩʦʣʠ show version ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʚʝʨʩʠʠ 

ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ 

 

Version:3.24.08 mips sr-be 4.4.165-bfkx mpls 
Build date: Fri Dec 20 MSK 2024 

 

ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ʚ ʢʦʥʩʦʣʠ show platform ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ 

ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʝʨʚʠʩʥʦʛʦ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ, ʚʢʣʶʯʘʷ ʚʝʨʩʠʠ U-boot ʠ BMC 

 

Platform: ISN41508 
Serial number: RS3010011C0014 
BMC Firmware version: 1.8.1 
U-boot version: 1.3.6 
CPU model: Baikal-T1; MIPS P5600 V3.0 FPU V2.0 
CPU cores: 2 
Memory: 2 GB 
Network: 
   2 X WAN 1000Base-LX 
   8 X LAN 1000Base-TX (speed 10/100/1000) 
Internal SSD: connected 
USB Flash Drive: no Flash drive connected 
LTE USB Modem: no LTE modem connected 
PCI: not found 

 

ʇʦʣʫʯʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʝʨʩʠʠ U-boot ʠ BMC ʤʦʞʥʦ ʯʝʨʝʟ U-Boot menu, ʜʣʷ ʵʪʦʛʦ: 

ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ system reboot ʜʣʷ ʧʝʨʝʟʘʛʨʫʟʢʠ ʩʝʨʚʠʩʥʦʛʦ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ ʠ 

ʧʦʧʘʜʘʥʠʷ ʚ U-Boot menu 

ʀʩʧʦʣʴʟʫʷ ʢʣʘʚʠʘʪʫʨʫ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ U-Boot console 

 

--== RT1MB boot menu ==-- 
          Normal boot 
          FW update   
          BMC console 
          U-Boot console 
Press UP/DOWN to move, ENTER to select menu entry 1 

 

ʆʪʢʨʦʝʪʩʷ ʢʦʥʩʦʣʴ ʚʩʪʨʦʝʥʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ U-boot. 
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ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ version, ʯʪʦʙʳ ʫʟʥʘʪʴ ʚʝʨʩʠʶ ʚʩʪʨʦʝʥʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ U-boot 

ʠ BMC version 

 

U-Boot 2014.10 / SDK 4.18 (May 18 2023 - 11:10:34) 
mipsel-unknown-linux-gnu-gcc (crosstool-NG 1.24.0-rc3) 8.3.0 
GNU ld (crosstool-NG 1.24.0-rc3) 2.32 
Istok U-Boot build: 1.3.6 
Istok BMC build: 1.8.1 

 

 ʇʨʠʤʝʯʘʥʠʝ 

ɼʣʷ ʚʦʟʚʨʘʱʝʥʠʷ ʢ ʰʪʘʪʥʦʡ ʨʘʙʦʪʝ ʧʝʨʝʟʘʛʨʫʟʠʪʝ ʩʝʨʚʠʩʥʳʡ ʤʘʨʰʨʫʪʠʟʘʪʦʨ 
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4 ʅʘʩʪʨʦʡʢʘ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ 

4.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 2 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʚʳʙʨʘʥ ʩʝʨʚʠʩʥʳʡ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨ (RouterA). ɺʩʝ ʫʩʪʨʦʡʩʪʚʘ, ʧʦʜʢʣʶʯʝʥʥʳʝ ʢ RouterA: PC1ïPC4, ʧʨʠʥʪʝʨ ʠ 

ʩʝʨʚʝʨ, ʦʙʲʝʜʠʥʝʥʳ ʚ ʦʜʥʫ ʚʠʨʪʫʘʣʴʥʫʶ ʩʝʪʴ VLAN100 ʩ ʘʜʨʝʩʦʤ ʧʦʜʩʝʪʠ 192.168.3.0/24. 

ʅʘ ʫʩʪʨʦʡʩʪʚʝ RouterA VLAN-ʠʥʪʝʨʬʝʡʩ c ʧʨʠʩʚʦʝʥʥʳʤ ʝʤʫ IP-ʘʜʨʝʩʦʤ 192.168.3.1/24. 

ɺʢʣʶʯʝʥ DHCP-ʩʝʨʚʝʨ ʥʘ ʫʩʪʨʦʡʩʪʚʝ RouterA ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ IP-ʘʜʨʝʩʦʚ ʢʣʠʝʥʪʘʤ. ʉ 

ʧʦʤʦʱʴʶ DHCP-ʩʝʨʚʝʨʘ, ʨʘʟʚʝʨʥʫʪʦʛʦ ʥʘ ʫʩʪʨʦʡʩʪʚʝ RouterA ʥʘʟʥʘʯʝʥʳ IP-ʘʜʨʝʩʘ ʜʣʷ 

PC: PC1  192.168.3.2, PC2  192.168.3.3, PC3  192.168.3.4, PC4  192.168.3.5. IP-ʘʜʨʝʩ 

ʧʨʠʥʪʝʨʘ - 192.168.3.6, IP-ʘʜʨʝʩ ʩʝʨʚʝʨʘ - 192.168.3.7 ʥʘʩʪʨʦʝʥʳ ʩʪʘʪʠʯʝʩʢʠ. PC ʧʦʣʫʯʘʶʪ 

ʚʤʝʩʪʦ ʩʣʫʯʘʡʥʳʭ IP-ʘʜʨʝʩʦʚ ʠʟ ʧʫʣʘ DHCP ʪʦʣʴʢʦ ʞʝʩʪʢʦ ʟʘʢʨʝʧʣʝʥʥʳʝ ʟʘ ʥʠʤʠ IP-

ʘʜʨʝʩʘ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʦʧʦʣʦʛʠʝʡ ʩʭʝʤʳ. DHCP-ʩʝʨʚʝʨ ʥʘʩʪʨʦʝʥ ʪʘʢ, ʯʪʦʙʳ ʦʥ ʨʘʟʜʘʚʘʣ 

ʦʧʨʝʜʝʣʝʥʥʳʝ IP-ʘʜʨʝʩʘ ʢʘʞʜʦʤʫ PC ʩ ʧʨʠʚʷʟʢʦʡ ʢ MAC-ʘʜʨʝʩʫ/ʥʦʤʝʨʫ ʩʝʪʝʚʦʡ ʢʘʨʪʳ 

(NIC). 

 

ʈʠʩʫʥʦʢ 2 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ 
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4.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. ɺ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, ʤʘʨʰʨʫʪʠʟʘʮʠʶ, 

ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

4.2.1 ʅʘʩʪʨʦʡʪʝ LAN-ʠʥʪʝʨʬʝʡʩʳ ʥʘ RouterA 

 

RouterA(config)#interface switchport1 
RouterA(config-switchport1)#no shutdown 
RouterA(config-switchport1)#exit 
RouterA(config)#interface switchport2 
RouterA(config-switchport2)#no shutdown 
RouterA(config-switchport2)#exit 
RouterA(config)#interface switchport3 
RouterA(config-switchport3)#no shutdown 
RouterA(config-switchport3)#exit 
RouterA(config)#interface switchport4 
RouterA(config-switchport4)#no shutdown 
RouterA(config-switchport4)#exit 
RouterA(config)#interface switchport5 
RouterA(config-switchport5)#no shutdown 
RouterA(config-switchport5)#exit 
RouterA(config)#interface switchport6 
RouterA(config-switchport6)#no shutdown 
RouterA(config-switchport6)#exit 

 

 ʇʨʠʤʝʯʘʥʠʝ 

switchport <ʥʦʤʝʨ ʧʦʨʪʘ>  ʠʤʷ ʩʝʪʝʚʦʛʦ LAN-ʠʥʪʝʨʬʝʡʩʘ. <ʅʦʤʝʨ ʧʦʨʪʘ> 

ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʤʘʨʢʠʨʦʚʢʝ ʥʘ ʧʝʨʝʜʥʝʡ ʧʘʥʝʣʠ ʫʩʪʨʦʡʩʪʚʘ: LAN 1, LAN 2 ʠ ʪ.ʜ. 

ʅʘʧʨʠʤʝʨ, çLAN 1è  ʵʪʦ çswitchport1è, çLAN 5è  çswitchport5è 

4.2.2 ʅʘʩʪʨʦʡʪʝ VLAN-ʠʥʪʝʨʬʝʡʩ 

4.2.2.1 ɺʚʝʜʠʪʝ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʡ ʥʦʤʝʨ VLAN-ID (vid) ʜʣʷ ʩʦʟʜʘʥʠʷ VLAN 

 

RouterA(config)#vlan 100 
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 ʇʨʠʤʝʯʘʥʠʝ 

vlan <Id or id list | VLAN id list (1-4091)>, ʛʜʝ ʯʠʩʣʦ ʦʙʦʟʥʘʯʘʝʪ ʥʦʤʝʨ ʚʠʨʪʫʘʣʴʥʦʡ 

ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ, ʢʦʪʦʨʘʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʝʛʤʝʥʪʘʮʠʠ ʪʨʘʬʠʢʘ ʩʝʪʠ. 

 

4.2.2.2 ʅʘʩʪʨʦʡʪʝ IP-ʘʜʨʝʩ ʫ VLAN-ʠʥʪʝʨʬʝʡʩʘ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ 

 

RouterA(config)#interface vlan100 
RouterA(config-if-[vlan100])#vid 100 
RouterA(config-if-[vlan100])#ip address 192.168.3.1 255.255.255.0 
RouterA(config-if-[vlan100])#no shutdown 
RouterA(config-if-[vlan100])#exit 

 

 ʇʨʠʤʝʯʘʥʠʝ 

ʅʘʩʪʨʦʝʥʥʳʡ IP-ʘʜʨʝʩ ʙʫʜʝʪ ʤʘʨʰʨʫʪʦʤ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʚʩʝʭ ʢʦʥʝʯʥʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ VLAN 100 

 

4.2.2.3 ɼʦʙʘʚʴʪʝ ʠʥʪʝʨʬʝʡʩ LAN 1 ʚ VLAN 100 ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ 

 

RouterA(config)#interface switchport1 
RouterA(config-switchport1)#switchport mode access 
RouterA(config-switchport1)#switchport access vlan 100 
RouterA(config-switchport1)#exit 

 

ʇʦʚʪʦʨʠʪʝ ʦʧʠʩʘʥʥʳʝ ʚʳʰʝ ʜʝʡʩʪʚʠʷ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʠʥʪʝʨʬʝʡʩʦʚ LAN 2, LAN 3, 

LAN 4, LAN 5, LAN 6 ʚ VLAN 100 

4.2.3 ʅʘʩʪʨʦʡʪʝ DHCP-ʩʝʨʚʝʨ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ IP-ʘʜʨʝʩʦʚ 

ʢʣʠʝʥʪʘʤ 

 

RouterA(config)#ip dhcp pool 1 
RouterA(config-dhcp[1])#network 192.168.3.0/24 
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RouterA(config-dhcp[1])#range 192.168.3.2 192.168.3.5 
RouterA(config-dhcp[1])#option routers 192.168.3.1 
RouterA(config-dhcp[1])#option domain-name-server 192.168.3.1 
RouterA(config-dhcp[1])#exit 

 

 ʇʨʠʤʝʯʘʥʠʝ 

ip dhcp pool <name>, ʛʜʝ ʯʠʩʣʦ ʦʙʦʟʥʘʯʘʝʪ ʠʤʷ  ʧʫʣʘ DHCP, ʢʦʪʦʨʦʝ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʛʨʫʧʧʠʨʦʚʢʠ ʥʘʩʪʨʦʝʢ DHCP ʜʣʷ ʦʧʨʝʜʝʣʝʥʥʳʭ ʢʣʠʝʥʪʦʚ ʠʣʠ 

ʫʩʪʨʦʡʩʪʚ ʚ ʩʝʪʠ. ʅʦʤʝʨ ʧʫʣʘ ʜʦʣʞʝʥ ʙʳʪʴ ʥʘʟʥʘʯʝʥ ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ 1 ʜʦ 65535. 

4.2.4 ʅʘʩʪʨʦʡʪʝ ʨʝʟʝʨʚʠʨʦʚʘʥʠʝ IP-ʘʜʨʝʩʘ ʧʦ DHCP ʥʘ ʫʩʪʨʦʡʩʪʚʝ. ɼʣʷ ʵʪʦʛʦ 

ʟʘʢʨʝʧʠʪʝ IP-ʘʜʨʝʩ ʟʘ ʢʣʠʝʥʪʦʤ AʈM1 ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ 

 

RouterA(config)#ip dhcp pool 1 
RouterA(config-dhcp[1])#host PC1 hardware-address 00:0c:29:58:6c:9f 
RouterA(config-dhcp[1-<default>-<PC1>])#ip 192.168.3.2 
RouterA(config-dhcp[1-<default>-<PC1>])#end 

 

 ʇʨʠʤʝʯʘʥʠʝ 

<00:0c:29:58:6c:9f>  MAC-ʘʜʨʝʩ ʢʣʠʝʥʪʘ PC1 

 

ʇʦʚʪʦʨʠʪʝ ʢʦʤʘʥʜʳ ʨʝʟʝʨʚʠʨʦʚʘʥʠʷ IP-ʘʜʨʝʩʘ ʜʣʷ ʜʨʫʛʠʭ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ PC2, 

PC3, PC4. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʨʝʟʝʨʚʠʨʦʚʘʥʠʷ IP-ʘʜʨʝʩʦʚ ʨʘʙʦʯʠʝ ʩʪʘʥʮʠʠ PC1, PC2, PC3, PC4 

(ʢʣʠʝʥʪʳ) ʙʫʜʫʪ ʧʦʣʫʯʘʪʴ IP-ʘʜʨʝʩʘ, ʥʘʟʥʘʯʝʥʥʳʝ ʧʦ MAC-ʘʜʨʝʩʫ/ʥʦʤʝʨʫ ʠʭ ʩʝʪʝʚʦʡ ʢʘʨʪʳ 

(NIC). 

4.2.5 ʇʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʚʢʣʶʯʠʪʝ DHCP-ʩʝʨʚʝʨ ʩ 

ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ: 

 

RouterA(config)#ip dhcp server on 
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ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ 

4.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ 

4.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show interfaces brief ʥʘ RouterA ʜʣʷ ʚʳʚʦʜʘ ʩʪʘʪʫʩʦʚ 

ʠʥʪʝʨʬʝʡʩʦʚ 

 

Interface         HW Address             IPv4 Address       Admin/Link              DHCPv4    Description 
eth1               94:3f:bb:4b:7a:36       unassigned         UP/DOWN              ON        
eth2               94:3f:bb:4b:7b:b8      unassigned          DOWN/DOWN       OFF         
vlan1              94:3f:bb:00:2d:ff        192.168.0.1/24     UP/UP                    OFF 
vlan100          94:3f:bb:00:2d:ff        192.168.3.1/24     UP/DOWN              OFF 
switchport1                                    n/a                     UP/DOWN              n/a 
switchport2                                    n/a                     UP/DOWN              n/a 
switchport3                                    n/a                     UP/DOWN              n/a 
switchport4                                    n/a                     UP/DOWN              n/a 
switchport5                                    n/a                     UP/DOWN              n/a 
switchport6                                    n/a                     UP/DOWN              n/a 
switchport7                                    n/a                     UP/UP                     n/a 
switchport8                                    n/a                     UP/DOWN              n/a 

4.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show vlan 100 ʥʘ RouterA ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʧʘʨʘʤʝʪʨʦʚ 

ʥʘʩʪʨʦʡʢʠ 

 

VLAN id  Name      Member ports (t-tagged, u-untagged) 
100     Vlan0100  swp1(u),swp2(u),swp3(u),swp4(u),swp5(u),swp6(u) 

4.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show vlan all ʥʘ RouterA ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ 

ʠʥʬʦʨʤʘʮʠʠ ʦʙʦ ʚʩʝʭ ʩʫʱʝʩʪʚʫʶʱʠʭ VLAN 

 

VLAN id   Name      Member ports (t-tagged, u-untagged) 
1          default   swp7(u),swp8(u) 
100      Vlan0100  swp1(u),swp2(u),swp3(u),swp4(u),swp5(u),swp6(u) 

4.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show interfaces vlan ʥʘ RouterA ʜʣʷ ʧʨʦʩʤʦʪʨʘ 

ʧʦʜʨʦʙʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ VLAN-ʠʥʪʝʨʬʝʡʩʦʚ 

 

vlan1 vid 1: 
Link: UP 
IPv4 Address: 192.168.0.1/24 
RX: 55915 bytes / 532 packets 
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TX: 54857 bytes / 270 packets 
MTU: 1500 
Tx buffer: 1000 
HW Address: 94:3f:bb:00:2d:ff 
IPv6 Address: fe80::963f:bbff:fe00:2dff/64 
EtherType: 0x8100 
Encapsulation: dot1q 

vlan100 vid 100: 
Link: DOWN 
IPv4 Address: 192.168.3.1/24 
RX: 0 bytes / 0 packets 
TX: 0 bytes / 0 packets 
MTU: 1500 
Tx buffer: 1000 
HW Address: 94:3f:bb:00:2d:ff 
IPv6 Address: fe80::963f:bbff:fe00:2dff/64 
EtherType: 0x8100 
Encapsulation: dot1q 

4.3.5 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip dhcp ʥʘ RouterA ʠʟ ʨʝʞʠʤʘ ʛʣʦʙʘʣʴʥʦʡ 

ʢʦʥʬʠʛʫʨʘʮʠʠ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʥʘʩʪʨʦʝʢ 

 

VRF: default 
default-lease-time 600; 
Pool: 1 
subnet 192.168.3.0 netmask 255.255.255.0 { 
   option routers 192.168.3.1; 
   option domain-name-servers 192.168.3.1; 
   range 192.168.3.2 192.168.3.5; 
   group default { 
      host PC1 { 
         hardware ethernet 00:0c:29:58:6c:9f; 
         fixed-address 192.168.3.2; 
      } 
      host PC2 { 
         hardware ethernet 00:0c:29:58:6c:9d; 
         fixed-address 192.168.3.3; 
      } 
      host PC3 { 
         hardware ethernet 00:0c:29:58:6c:9e; 
         fixed-address 192.168.3.4; 
      } 
      host PC4 { 
         hardware ethernet 00:0c:29:58:6c:9c; 
         fixed-address 192.168.3.5; 
      } 
   } 
} 
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DHCP server is started but awaiting for network 

4.3.6 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip dhcp pool 1 ʥʘ RouterA ʜʣʷ ʧʨʦʩʤʦʪʨʘ 

ʥʘʩʪʨʦʝʢ DHCP-ʩʝʨʚʝʨʘ 

 

Pool: 1 VRF: default 
subnet 192.168.3.0 netmask 255.255.255.0 { 
  option routers 192.168.3.1; 
  option domain-name-servers 192.168.3.1; 
  range 192.168.3.2 192.168.3.5; 
  group default { 
      host PC1 { 
         hardware ethernet 00:0c:29:58:6c:9f; 
         fixed-address 192.168.3.2; 
      } 
      host PC2 { 
         hardware ethernet 00:0c:29:58:6c:9d; 
         fixed-address 192.168.3.3; 
      } 
      host PC3 { 
         hardware ethernet 00:0c:29:58:6c:9e; 
         fixed-address 192.168.3.4; 
      } 
      host PC4 { 
         hardware ethernet 00:0c:29:58:6c:9c; 
         fixed-address 192.168.3.5; 
      } 
   } 
} 



 
ʅʘʩʪʨʦʡʢʘ ʬʫʥʢʮʠʡ ʦʙʝʩʧʝʯʝʥʠʷ 
ʙʝʟʦʧʘʩʥʦʩʪʠ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ 
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5 ʅʘʩʪʨʦʡʢʘ ʬʫʥʢʮʠʡ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ 

5.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ɼʣʷ ʢʦʥʪʨʦʣʷ ʧʦʜʢʣʶʯʝʥʥʳʭ ʢ ʤʘʨʰʨʫʪʠʟʘʪʦʨʫ (RouterA) ʫʩʪʨʦʡʩʪʚ ʚ ʣʦʢʘʣʴʥʦʡ 

ʩʝʪʠ, ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʡ ʩʤʝʥʳ MAC-ʘʜʨʝʩʘ ʩʝʪʝʚʦʛʦ ʧʦʜʢʣʶʯʝʥʠʷ, ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ 

ʘʪʘʢ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʧʝʨʝʧʦʣʥʝʥʠʝ ʪʘʙʣʠʮʳ MAC-ʘʜʨʝʩʦʚ, ʥʝʦʙʭʦʜʠʤʦ ʚʢʣʶʯʠʪʴ 

ʬʫʥʢʮʠʶ çPort Securityè. 

5.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

5.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. ɺ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, ʤʘʨʰʨʫʪʠʟʘʮʠʶ, 

ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

5.2.2 ɺʢʣʶʯʠʪʝ Port-Security ʥʘ ʠʥʪʝʨʬʝʡʩʝ LAN 1 

 

RouterA(config)#interface switchport 1 
RouterA(config-switchport1)#switchport port-security 
RouterA(config-switchport1)#exit 

 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʚʳʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜʳ MAC-ʘʜʨʝʩ ʨʘʙʦʯʝʡ ʩʪʘʥʮʠʠ AʈM 1 ʧʨʠʚʷʞʝʪʩʷ 

ʢ ʧʦʨʪʫ LAN 1. ʇʦ ʫʤʦʣʯʘʥʠʶ ʤʘʢʩʠʤʘʣʴʥʦ ʢʦʣʠʯʝʩʪʚʦ ʘʜʨʝʩʦʚ ʥʘ ʧʦʨʪʫ LAN 1 ʙʫʜʝʪ ʨʘʚʝʥ 

1. MAC-ʘʜʨʝʩ ʨʘʙʦʯʝʡ ʩʪʘʥʮʠʠ AʈM1 ʙʫʜʝʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʚ ʪʘʙʣʠʮʝ MAC-ʘʜʨʝʩʦʚ. 

ɺʢʣʶʯʠʪʝ Port-Security ʥʘ ʠʥʪʝʨʬʝʡʩʘʭ LAN 2  LAN 4. 

 

 ʇʨʠʤʝʯʘʥʠʝ 

ɼʣʷ ʦʪʢʣʶʯʝʥʠʷ Port-Security ʥʘ ʠʥʪʝʨʬʝʡʩʝ LAN 1 ʚʚʝʜʠʪʝ ʢʦʤʘʥʜʳ: 

RouterA(config)#interface switchport1 

RouterA(config-switchport1)#no port security 

RouterA(config-switchport1)#exit 

5.2.3 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ 
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5.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

5.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ  show port-security interface switchport1 ʜʣʷ ʚʳʚʦʜʘ 

ʠʥʬʦʨʤʘʮʠʠ ʦ ʪʝʢʫʱʠʭ ʥʘʩʪʨʦʡʢʘʭ port-security ʥʘ ʠʥʪʝʨʬʝʡʩʝ LAN1  

 

Port Security: Enabled 
Maximum MAC Addresses: 1 
Total MAC Addresses: 0 
Configured MAC Addresses: 0 

5.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show port-security ʜʣʷ ʚʳʚʦʜʘ ʠʥʬʦʨʤʘʮʠʠ ʦ 

ʪʝʢʫʱʠʭ ʥʘʩʪʨʦʡʢʘʭ çPort-securityè ʥʘ ʚʩʝʭ LAN-ʠʥʪʝʨʬʝʡʩʘʭ 

 

Secure Port   MaxSecureAddr CurrentAdd 
switchport1   1                        0 
switchport2   1                        0 
switchport3   1                        0 
switchport4   1                        0 



 
ʋʜʘʣʝʥʥʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʩʝʨʚʠʩʥʦʤʫ 
ʤʘʨʰʨʫʪʠʟʘʪʦʨʫ 
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6 ʋʜʘʣʝʥʥʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʩʝʨʚʠʩʥʦʤʫ ʤʘʨʰʨʫʪʠʟʘʪʦʨʫ 

ʐʘʛ 1. ʇʦʜʢʣʶʯʠʪʝ ʩʝʪʝʚʦʡ ʢʘʙʝʣʴ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ (ʧʘʪʯ-ʢʦʨʜ) ʢ ʣʶʙʦʤʫ LAN 

ʧʦʨʪʫ, ʚʭʦʜʷʱʝʤʫ ʚ ʟʦʥʫ çSPè ʠ ʢ ʫʩʪʨʦʡʩʪʚʫ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʤʫ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ. 

 

 ʇʨʠʤʝʯʘʥʠʝ 

ɺʦʟʤʦʞʥʘ ʧʦʩʪʘʚʢʘ ʩʝʨʚʠʩʥʦʛʦ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ ʙʦʣʝʝ ʨʘʥʥʝʡ ʚʝʨʩʠʠ ʩ 

ʦʙʦʟʥʘʯʝʥʠʷʤʠ LAN ʧʦʨʪʦʚ ʢʘʢ çLAN1è - çLAN8è 

 

ʐʘʛ 2. ʆʪʢʦʨʨʝʢʪʠʨʫʡʪʝ IP-ʘʜʨʝʩ ʠʥʪʝʨʬʝʡʩʘ ʫʧʨʘʚʣʷʶʱʝʛʦ ʫʩʪʨʦʡʩʪʚʘ, ʝʛʦ ʤʘʩʢʫ 

ʠ ʘʜʨʝʩ ʰʣʶʟʘ. 

 

 ʇʨʠʤʝʯʘʥʠʝ 

ʇʦ ʫʤʦʣʯʘʥʠʶ IP-ʘʜʨʝʩ ï 192.168.0.100, ʤʘʩʢʘ ʧʦʜʩʝʪʠ ï 255.255.255.0, ʘʜʨʝʩ 

ʰʣʶʟʘ ï 192.168.0.1 

 

ʐʘʛ 3. ɼʣʷ ʧʨʦʚʝʨʢʠ ʩʚʷʟʥʦʩʪʠ ʚʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 192.168.0.1 ʩ ʧʦʤʦʱʴʶ 

ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 

 

C:\User\admin>ping 192.168.0.1 

 

ʈʝʟʫʣʴʪʘʪ ʚʳʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜʳ: 

 

Pinging 192.168.0.1 with 32 bytes of data: 
Reply from 192.168.0.1: bytes=32 time<1ms TTL=64 
Reply from 192.168.0.1: bytes=32 time<1ms TTL=64 
Reply from 192.168.0.1: bytes=32 time<1ms TTL=64 
Reply from 192.168.0.1: bytes=32 time=1ms TTL=64 

Ping statistics for 192.168.0.1: 
   Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 
Approximate round trip times in milli-seconds: 
   Minimum = 0ms, Maximum = 1ms, Average = 0msyes 
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ʐʘʛ 4. ʉ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʦʩʫʱʝʩʪʚʠʪʝ ʫʜʘʣʝʥʥʦʝ ʧʦʜʢʣʶʯʝʥʠʝ, 

ʚʳʧʦʣʥʠʚ ʢʦʤʘʥʜʫ 

 

C:\User\admin>ssh admin@192.168.0.1 

 

 ʇʨʠʤʝʯʘʥʠʝ 

ssh <username>@<ipaddress> 

ʛʜʝ: <username> ï ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ; <ipaddress> ï ip-ʘʜʨʝʩ ʩʝʨʚʠʩʥʦʛʦ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ. 

 

ʐʘʛ 5. ʇʦʜʪʚʝʨʜʠʪʝ ʫʜʘʣʝʥʥʦʝ ʧʦʜʢʣʶʯʝʥʠʝ, ʚʚʝʜʷ ʚ ʢʦʥʩʦʣʴ ʢʦʤʘʥʜʫ yes 

 

¢ƘŜ ŀǳǘƘŜƴǘƛŎƛǘȅ ƻŦ Ƙƻǎǘ ΨмфнΦмсуΦлΦм όмфнΦмсуΦлΦмύΩ ŎŀƴΩǘ ōŜ ŜǎǘŀōƭƛǎƘŜŘΦ 
RSA key fingerprint is SHA256:FzmnRyWGBJFxGjMEEiWLOv87Bim1hH1EmwwxDidEi9o. 
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes 

 

ʐʘʛ 6. ɺʚʝʜʠʪʝ ʧʘʨʦʣʴ ʜʣʷ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʚʭʦʜʘ ʧʦʣʴʟʦʚʘʪʝʣʷ 

 

²ŀǊƴƛƴƎΥ tŜǊƳŀƴŜƴǘƭȅ ŀŘŘŜŘ ΨмфнΦмсуΦлΦмΩ όw{!ύ ǘƻ ǘƘŜ ƭƛǎǘ ƻŦ ƪƴƻǿƴ ƘƻǎǘǎΦ 
admin@192.168.0.1Ωǎ ǇŀǎǎǿƻǊŘΥ 

 

 ʇʨʠʤʝʯʘʥʠʝ 

ʇʘʨʦʣʴ ʧʦ ʫʤʦʣʯʘʥʠʶ admin, ʧʨʠ ʚʚʦʜʝ ʧʘʨʦʣʷ ʩʠʤʚʦʣʳ ʥʘ ʵʢʨʘʥʝ ʥʝ 

ʦʪʦʙʨʘʞʘʶʪʩʷ 

 

ʋʜʘʣʝʥʥʳʡ ʚʭʦʜ ʚ ʩʠʩʪʝʤʫ ʚʳʧʦʣʥʝʥ. 

ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show interfaces brief ʯʪʦʙʳ ʫʟʥʘʪʴ IP-ʘʜʨʝʩʘ ʠʥʪʝʨʬʝʡʩʦʚ ʥʘ 

ʩʝʨʚʠʩʥʦʤ ʤʘʨʰʨʫʪʠʟʘʪʦʨʝ. 

 



 
ʋʜʘʣʝʥʥʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʩʝʨʚʠʩʥʦʤʫ 
ʤʘʨʰʨʫʪʠʟʘʪʦʨʫ 
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Interface      HW Address           IPv4 Address     Admin/Link         DHCPv4  Description 
eth1             94:3f:bb:00:2d:e3    unassigned       UP/DOWN          ON 
eth2             94:3f:bb:00:2d:fe     unassigned       DOWN/DOWN   OFF 
vlan1            94:3f:bb:00:2d:ff     192.168.0.1/24  UP/UP                 OFF 
switchport1                                 n/a                    UP/DOWN          n/a 
switchport2                                 n/a                    UP/UP                 n/a 
switchport3                                 n/a                    UP/DOWN          n/a 
switchport4                                 n/a                    UP/DOWN          n/a 
switchport5                                 n/a                    UP/DOWN          n/a 
switchport6                                 n/a                    UP/DOWN          n/a 
switchport7                                 n/a                    UP/DOWN          n/a 
switchport8                                 n/a                    UP/DOWN          n/a 

 



 
ʌʫʥʢʮʠʠ L2 ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʥʘʩʪʨʦʡʢʝ  

ʂʈʇɻ.465614.001ʀʉ3  

 

ɺʝʨʩʠʷ 8.0 27 

 

7 ʌʫʥʢʮʠʠ L2 

7.1 ʅʘʩʪʨʦʡʢʘ ʤʦʩʪʘ (bridge) 

7.1.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 3 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʚʳʙʨʘʥ ʩʝʨʚʠʩʥʳʡ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨ (ʜʘʣʝʝ RouterA). ɺʩʝ ʫʩʪʨʦʡʩʪʚʘ ʧʦʜʢʣʶʯʝʥʳ ʢ RouterA: PC1, PC2. 

ʅʘ RouterA ʥʘʩʪʨʦʝʥ ʤʦʩʪ - 198.18.2.1/24, ʢʦʪʦʨʳʡ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʦʙʲʝʜʠʥʝʥʠʷ 

ʩʝʛʤʝʥʪʦʚ ʩʝʪʠ 192.18.2.2/24 (PC1) ʠ 198.18.2.3/24 (PC2) ʚ ʦʜʥʫ ʩʝʪʴ.   

 

ʈʠʩʫʥʦʢ 3 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʤʦʩʪʘ 

 

7.1.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

7.1.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. ɺ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, ʤʘʨʰʨʫʪʠʟʘʮʠʶ, 

ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

7.1.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

7.1.2.2.1 ɺʢʣʶʯʠʪʝ ʠʥʪʝʨʬʝʡʩʳ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no shutdown 
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RouterA(config-if-[eth1])#exit 

 

7.1.2.2.2 ɺʢʣʶʯʠʪʝ ʠʥʪʝʨʬʝʡʩʳ eth2 

 

RouterA(config)#interface eth2 
RouterA(config-if-[eth2])#no shutdown 
RouterA(config-if-[eth2])#exit 

 

7.1.2.2.3 ʉʦʟʜʘʡʪʝ ʤʦʩʪʦʚʦʡ ʠʥʪʝʨʬʝʡʩ ʠ ʜʦʙʘʚʴʪʝ ʠʥʪʝʨʬʝʡʩʳ eth1 ʠ eth2 ʚ ʤʦʩʪ 

 

RouterA(config)#interface br1 
RouterA(config-if-[br1])#ip address 198.18.2.1/24 
RouterA(config-if-[br1])#include eth1 
RouterA(config-if-[br1])#include eth2 

 

7.1.2.2.4 ʋʩʪʘʥʦʚʠʪʝ ʚʨʝʤʷ ʫʩʪʘʨʝʚʘʥʠʷ ʟʘʧʠʩʠ ʚ ʪʘʙʣʠʮʝ ʢʦʤʤʫʪʘʮʠʠ ʚ ʩʝʢʫʥʜʘʭ ʠ 

ʣʠʤʠʪ ʪʘʙʣʠʮʳ ʢʦʤʤʫʪʘʮʠʠ 

 

RouterA(config-if-[br1])#ageing-time 600 
RouterA(config-if-[br1])#max-mac-addresses 100 
RouterA(config-if-[br1])#no shutdown 
RouterA(config-if-[br1])#end 

 

7.1.2.3 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ 

7.1.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

7.1.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show interfaces br1 ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʩʪʨʦʡʢʠ 

ʤʦʩʪʘ 

 

br1:  
 Link: UP 
 IPv4 Address: 198.18.2.1/24 
RX: 16066 bytes / 197 packets   
TX: 14796 bytes / 172 packets 
MTU: 1500 
HW Address: 94:3f:bb:00:00:31 
IPv6 Address: fe80::963f:bbff:fe00:31/64 
Ageing time (s): 600 
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Max MAC number on port: 100 
STP disabled 
Mode: 0 
Connected interfaces: 
eth1 
eth2 

7.2 ʅʘʩʪʨʦʡʢʘ ʣʦʛʠʯʝʩʢʠʭ ʠʥʪʝʨʬʝʡʩʦʚ (sub interface) ʥʘ WAN-ʧʦʨʪʘʭ 

7.2.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 4 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥʳ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ RouterA ʠ RouterB. 

ʋʩʪʨʦʡʩʪʚʘ ʦʙʲʝʜʠʥʝʥʳ ʚ ʦʜʥʫ ʩʝʪʴ - VLAN10, ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ ʥʘ ʧʦʨʪʘʭ 

ʫʩʪʨʦʡʩʪʚ. 

ʅʘ RouterA ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth1.10 - IP address 198.18.2.1/24. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth1.10 - IP address 198.18.2.2/24. 

 

ʈʠʩʫʥʦʢ 4 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʣʦʛʠʯʝʩʢʠʭ ʠʥʪʝʨʬʝʡʩʦʚ (sub interface) ʥʘ WAN-ʧʦʨʪʘʭ 

 

7.2.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

7.2.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 
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7.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 ʥʘ RouterA, ʟʘʜʘʡʪʝ ʠʥʜʠʬʠʢʘʪʦʨ ʠ ʪʠʧ ʢʘʜʨʘ 

ʠʥʪʝʨʬʝʡʩʘ VLAN ʢʦʤʘʥʜʦʡ vid <vid> [ethertype (0x88a8 | 0x8100)], ʛʜʝ 0x88a8 - ʪʠʧ ʬʨʝʡʤʘ: 

Q-in-Q, ʘ 0x8100 - ʪʠʧ ʬʨʝʡʤʘ: dot1q  

 

RouterA(config)#interface eth1.10 
RouterA(config-if-[eth1.10])#vid 10 ethertype 0x8100 
RouterA(config-if-[eth1.10])#ip address 198.18.2.1/24 
RouterA(config-if-[eth1.10])#no shutdown 
RouterA(config-if-[eth1.10])#exit 
RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#end 

 

7.2.2.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 ʥʘ RouterB, ʟʘʜʘʡʪʝ ʠʥʜʠʬʠʢʘʪʦʨ ʠ ʪʠʧ ʢʘʜʨʘ 

ʠʥʪʝʨʬʝʡʩʘ VLAN ʢʦʤʘʥʜʦʡ vid <vid> [ethertype (0x88a8 | 0x8100)], ʛʜʝ 0x88a8 - ʪʠʧ ʬʨʝʡʤʘ: 

Q-in-Q, ʘ 0x8100 - ʪʠʧ ʬʨʝʡʤʘ: dot1q 

 

RouterB(config)#interface eth1.10 
RouterB(config-if-[eth1.10])#vid 10 ethertype 0x8100 
RouterB(config-if-[eth1.10])#ip address 198.18.2.2/24 
RouterB(config-if-[eth1.10])#no shutdown 
RouterB(config-if-[eth1.10])#exit 
RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#end 

 

7.2.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ 

7.2.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ  

7.2.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show interfaces vlan ʥʘ RouterA ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʧʦʜʨʦʙʥʦʡ 

ʢʦʥʬʠʛʫʨʘʮʠʠ VLAN ʠʥʪʝʨʬʝʡʩʦʚ  

 

eth1.10 vid 10: 
Link: UP 
IPv4 Address: 198.18.2.1/24 
RX: 103036 bytes / 1256 packets 
TX: 119402 bytes / 1247 packets 
MTU: 1500 
HW Address: 94:3f:bb:00:00:31 
IPv6 Address: fe80::963f:bbff:fe00:31/64 
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EtherType: 0x8100 
Encapsulation: dot1q 

 

7.2.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show interfaces vlan ʥʘ RouterB ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʧʦʜʨʦʙʥʦʡ 

ʢʦʥʬʠʛʫʨʘʮʠʠ VLAN ʠʥʪʝʨʬʝʡʩʦʚ  

 

eth1.10 vid 10: 
Link: UP 
IPv4 Address: 198.18.2.2/24 
RX: 142156 bytes / 1728 packets 
TX: 165938 bytes / 1739 packets 
MTU: 1500 
HW Address: 7a:72:6c:4b:7a:36 
IPv6 Address: fe80::7872:6cff:fe4b:7a36/64 
EtherType: 0x8100 
Encapsulation: dot1q 

7.3 ʅʘʩʪʨʦʡʢʘ ʧʨʦʪʦʢʦʣʘ LLDP 

7.3.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 5 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥʳ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ - RouterA ʠ RouterB. 

ɺʳʧʦʣʥʝʥʦ ʬʠʟʠʯʝʩʢʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʩʦʩʪʘʚʘ ʦʙʦʨʫʜʦʚʘʥʠʷ 

ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʭʝʤʦʡ ʧʨʦʚʝʜʝʥʠʷ ʧʨʦʚʝʨʢʠ. 

ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ ʥʘʩʪʨʦʝʥ ʧʨʦʪʦʢʦʣ LLDP.  

 

ʈʠʩʫʥʦʢ 5 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ LLDP 
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7.3.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

7.3.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

7.3.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

7.3.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 ʠ ʚʢʣʶʯʠʪʝ ʧʨʦʪʦʢʦʣ LLDP ʥʘ ʠʥʪʝʨʬʝʡʩʝ 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#exit 
RouterA(config)#lldp on 

 

7.3.2.3 ʅʘʩʪʨʦʡʪʝ RouterB   

7.3.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 ʠ ʚʢʣʶʯʠʪʝ ʧʨʦʪʦʢʦʣ LLDP ʥʘ ʠʥʪʝʨʬʝʡʩʝ 

 

RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#exit 
RouterB(config)#lldp on 

 

7.3.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

7.3.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

7.3.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show lldp neighbors ʥʘ RouterA ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ 

ʥʘʩʪʨʦʡʢʠ 

 

------------------------------------------------------------------------------- 
LLDP neighbors: 
------------------------------------------------------------------------------- 
Interface:    eth1, via: LLDP, RID: 1, Time: 0 day, 00:00:09 
  Chassis:      
    ChassisID:    mac 94:3f:bb:00:2d:c5 
    SysName:      RouterB.test.do 
    SysDescr:     SR-BE Linux 4.4.165-bfkx #0 SMP 2019-08-30 12:36:11.0784 mips 
    Capability:   Bridge, off 
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    Capability:   Router, on 
    Capability:   Wlan, off 
    Capability:   Station, off 
  Port:         
    PortID:       mac 94:3f:bb:00:2d:c6 
    PortDescr:    eth2 
    TTL:          3600 
------------------------------------------------------------------------------- 

 

7.3.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show lldp neighbors ʥʘ RouterB ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ 

ʥʘʩʪʨʦʡʢʠ 

 

------------------------------------------------------------------------------- 
LLDP neighbors: 
------------------------------------------------------------------------------- 
Interface:    eth2, via: LLDP, RID: 1, Time: 0 day, 00:00:02 
  Chassis:      
    ChassisID:    mac 94:3f:bb:00:30:35 
    SysName:      RouterA.test.do 
    SysDescr:     SR-BE Linux 4.4.165-bfkx #0 SMP 2019-08-30 12:36:11.0784 mips 
    Capability:   Bridge, off 
    Capability:   Router, on 
    Capability:   Wlan, off 
    Capability:   Station, off 
  Port:         
    PortID:       mac 94:3f:bb:00:30:35 
    PortDescr:    eth1 
    TTL:          3600 
------------------------------------------------------------------------------- 

7.4 ʅʘʩʪʨʦʡʢʘ ʧʨʦʪʦʢʦʣʘ STP 

7.4.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 6 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥʳ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ - RouterA ʠ RouterB. 

ɺʳʧʦʣʥʝʥʦ ʬʠʟʠʯʝʩʢʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʩʦʩʪʘʚʘ ʦʙʦʨʫʜʦʚʘʥʠʷ 

ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʭʝʤʦʡ ʧʨʦʚʝʜʝʥʠʷ ʧʨʦʚʝʨʢʠ. 

ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ ʥʘʩʪʨʦʝʥ ʧʨʦʪʦʢʦʣ STP. 
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ʈʠʩʫʥʦʢ 6 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ STP 

 

7.4.2  ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

7.4.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

7.4.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

7.4.2.2.1 ɺ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚʢʣʶʯʠʪʝ LAN ʠʥʪʝʨʬʝʡʩʳ switchport3 ʠ switchport4 

 

RouterA(config)#interface switchport 3 
RouterA(config-switchport3)#no shutdown 
RouterA(config-switchport3)#exit 
RouterA(config)#interface switchport 4 
RouterA(config-switchport4)#no shutdown 
RouterA(config-switchport4)#exit 

 

7.4.2.2.2 ʋʩʪʘʥʦʚʠʪʝ ʪʠʧ ʧʨʦʪʦʢʦʣʘ STP ʢʦʤʘʥʜʦʡ spanning-tree mode 

 

RouterA(config)#spanning-tree mode stp 

 

7.4.2.2.3 ɺʢʣʶʯʠʪʝ ʘʣʛʦʨʠʪʤ spanning-tree ʥʘ ʫʩʪʨʦʡʩʪʚʝ (ʧʨʦʪʦʢʦʣ STP ʙʝʟ 

ʧʨʠʦʨʠʪʝʪʘ) 
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RouterA(config)#spanning-tree on 

 

7.4.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

7.4.2.3.1 ɺ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚʢʣʶʯʠʪʝ LAN ʠʥʪʝʨʬʝʡʩʳ switchport3 ʠ switchport4 

 

RouterB(config)#interface switchport 3 
RouterB(config-switchport3)#no shutdown 
RouterB(config-switchport3)#exit 
RouterB(config)#interface switchport 4 
RouterB(config-switchport4)#no shutdown 
RouterB(config-switchport4)#exit 

 

7.4.2.3.2 ʋʩʪʘʥʦʚʠʪʝ ʪʠʧ ʧʨʦʪʦʢʦʣʘ STP ʢʦʤʘʥʜʦʡ spanning-tree mode 

 

RouterB(config)#spanning-tree mode stp 

 

7.4.2.3.3 ɺʢʣʶʯʠʪʝ ʘʣʛʦʨʠʪʤ spanning-tree ʥʘ ʫʩʪʨʦʡʩʪʚʝ 

 

RouterB(config)#spanning-tree on  

 

7.4.2.3.4 ʋʩʪʘʥʦʚʠʪʝ ʧʨʠʦʨʠʪʝʪ STP - 4096, ʯʪʦʙʳ ʦʥ ʙʳʣ ʚʳʙʨʘʥ ʢʦʨʥʝʚʳʤ 

 

RouterB(config)#spanning-tree priority 4096 

 

7.4.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

7.4.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ  

7.4.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show spanning-tree ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʩʪʨʦʝʢ 

 

stpbr CIST info 
enabled         yes 
bridge id       32768.0.943FBB000036 
designated root 32768.0.943FBB000030 
regional root   32768.0.943FBB000036 
root port       switchport3 (#3) 
path cost         27                  internal path cost         0 
max age          6                    bridge max age            6 
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forward delay 15                   bridge forward delay   15 
tx hold count  6                     max hops                     7 
hello time       2                     ageing time                 300 
force protocol version           stp 
time since topology change  4295 
topology change count         11 
topology change                    no 
topology change port            switchport4 
last topology change port     switchport3 

 

7.4.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show spanning-tree ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʩʪʨʦʝʢ 

 

stpbr CIST info   
enabled                 yes 
bridge id               4096.0.943FBB000036 
designated root    4096.0.943FBB000036 
regional root         4096.0.943FBB000036 
root port               none 
path cost         0                      internal path cost       0 
max age          6                      bridge max age          6 
forward delay 15                    bridge forward delay  15 
tx hold count  6                     max hops                     7 
hello time       2                     ageing time                 300 
force protocol version           stp 
time since topology change  5 
topology change count         0 
topology change                   no 
topology change port           None 
last topology change port    None 

7.5 ʅʘʩʪʨʦʡʢʘ ʧʨʦʪʦʢʦʣʘ RSTP 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 7 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥʳ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ - RouterA ʠ RouterB. 

ɺʳʧʦʣʥʝʥʦ ʬʠʟʠʯʝʩʢʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʩʦʩʪʘʚʘ ʦʙʦʨʫʜʦʚʘʥʠʷ 

ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʭʝʤʦʡ ʧʨʦʚʝʜʝʥʠʷ ʧʨʦʚʝʨʢʠ. 

ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ ʥʘʩʪʨʦʝʥ ʧʨʦʪʦʢʦʣ RSTP. 
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ʈʠʩʫʥʦʢ 7 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ RSTP 

 

7.5.1 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

7.5.1.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

7.5.1.2 ʅʘʩʪʨʦʡʪʝ RouterA 

7.5.1.2.1 ɺ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚʢʣʶʯʠʪʝ LAN ʠʥʪʝʨʬʝʡʩʳ switchport3 ʠ switchport4 

 

RouterA(config)#interface switchport3 
RouterA(config-switchport3)#no shutdown 
RouterA(config-switchport3)#exit 
RouterA(config)#interface switchport4 
RouterA(config-switchport4)#no shutdown 
RouterA(config-switchport4)#exit 

 

7.5.1.2.2 ʋʩʪʘʥʦʚʠʪʝ ʪʠʧ ʧʨʦʪʦʢʦʣʘ RSTP ʢʦʤʘʥʜʦʡ spanning-tree mode 

 

RouterA(config)#spanning-tree mode rstp 
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7.5.1.2.3 ɺʢʣʶʯʠʪʝ ʘʣʛʦʨʠʪʤʘ spanning-tree (ʧʨʦʪʦʢʦʣ RSTP ʙʝʟ ʧʨʠʦʨʠʪʝʪʘ) ʥʘ 

ʫʩʪʨʦʡʩʪʚʝ 

 

RouterA(config)#spanning-tree on 

 

7.5.1.3 ʅʘʩʪʨʦʡʪʝ RouterB 

7.5.1.3.1 ɺ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚʢʣʶʯʠʪʝ LAN ʠʥʪʝʨʬʝʡʩʳ switchport3 ʠ switchport4 

 

RouterB(config)#interface switchport 3 
RouterB(config-switchport3)#no shutdown 
RouterB(config-switchport3)#exit 
RouterB(config)#interface switchport 4 
RouterB(config-switchport4)#no shutdown 
RouterB(config-switchport4)#exit 

 

7.5.1.3.2 ʋʩʪʘʥʦʚʠʪʝ ʪʠʧ ʧʨʦʪʦʢʦʣʘ RSTP ʢʦʤʘʥʜʦʡ spanning-tree mode 

 

RouterB(config)#spanning-tree mode rstp 

 

7.5.1.3.3 ɺʢʣʶʯʠʪʝ ʘʣʛʦʨʠʪʤʘ spanning-tree ʥʘ ʫʩʪʨʦʡʩʪʚʝ 

 

RouterB(config)#spanning-tree on  

 

7.5.1.3.4 ʋʩʪʘʥʦʚʠʪʝ ʧʨʠʦʨʠʪʝʪ RSTP - 4096, ʯʪʦʙʳ ʦʥ ʙʳʣ ʚʳʙʨʘʥ ʢʦʨʥʝʚʳʤ 

 

RouterB(config)#spanning-tree priority 4096 

 

7.5.1.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

7.5.2 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ  

7.5.2.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show spanning-tree ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʩʪʨʦʝʢ 

 

stpbr CIST info 
enabled                yes 
bridge id              32768.0.943FBB000036 
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designated root   32768.0.943FBB000030 
regional root        32768.0.943FBB000036 
root port              switchport3 (#3) 
path cost           27                internal path cost          0 
max age            6                   bridge max age            6 
forward delay   15                  bridge forward delay   15 
tx hold count    6                    max hops                     7 
hello time         2                    ageing time                 300 
force protocol version            rstp 
time since topology change   4295 
topology change count          11 
topology change                    no 
topology change port            switchport4 
last topology change port     switchport3 

 

7.5.2.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show spanning-tree ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʩʪʨʦʝʢ 

 

stpbr CIST info 
enabled               yes 
bridge id             4096.0.943FBB000036 
designated root  4096.0.943FBB000036 
regional root      4096.0.943FBB000036 
root port            none 
path cost          0                    internal path cost        0 
max age           6                    bridge max age           6 
forward delay  15                  bridge forward delay   15 
tx hold count   6                    max hops                     7 
hello time        2                    ageing time                 300 
force protocol version           rstp 
time since topology change  5 
topology change count         0 
topology change                   no 
topology change port           None 
last topology change port    None 

7.6 ʅʘʩʪʨʦʡʢʘ ʧʨʦʪʦʢʦʣʘ MSTP 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ  ʨʠʩʫʥʢʝ 8 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥʳ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ - RouterA, RouterB, RouterC. 

ɺʳʧʦʣʥʝʥʦ ʬʠʟʠʯʝʩʢʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʩʦʩʪʘʚʘ ʦʙʦʨʫʜʦʚʘʥʠʷ 

ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʭʝʤʦʡ ʧʨʦʚʝʜʝʥʠʷ ʧʨʦʚʝʨʢʠ. 

ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ ʥʘʩʪʨʦʝʥ ʧʨʦʪʦʢʦʣ MSTP. 
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ʈʠʩʫʥʦʢ 8 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ MSTP 

 

7.6.1 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

7.6.1.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

7.6.1.2 ʅʘʩʪʨʦʡʪʝ RouterA (ʩ ʧʨʠʦʨʠʪʝʪʦʤ 4096 ʜʣʷ VLAN10) 

7.6.1.2.1 ɺ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚʢʣʶʯʠʪʝ LAN ʠʥʪʝʨʬʝʡʩ switchport3 ʥʘ RouterA 

 

RouterA(config)#interface switchport3 
RouterA(config-switchport3)#no shutdown 

 

7.6.1.2.2 ʅʘʟʥʘʯʴʪʝ ʜʘʥʥʦʤʫ ʧʦʨʪʫ ʨʝʞʠʤ trunk ʜʣʷ ʨʘʙʦʪʳ ʩ VLAN 
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RouterA(config-switchport3)#switchport mode trunk 

 

7.6.1.2.3 ʅʘʟʥʘʯʴʪʝ VLAN10 ʠ VLAN20 ʜʘʥʥʦʤʫ trunk-ʧʦʨʪʫ 

 

RouterA(config-switchport3)#switchport trunk allowed vlan add 10,20 
RouterA(config-switchport3)#exit 

 

7.6.1.2.4 ɸʥʘʣʦʛʠʯʥʳʝ ʜʝʡʩʪʚʠʷ ʧʨʦʠʟʚʝʜʠʪʝ ʧʨʠ ʥʘʩʪʨʦʡʢʝ switchport4 ʥʘ RouterA 

 

RouterA(config)#interface switchport4 
RouterA(config-switchport4)#no shutdown 
RouterA(config-switchport4)#switchport mode trunk 
RouterA(config-switchport4)#switchport trunk allowed vlan add 10,20 
RouterA(config-switchport4)#exit 

 

7.6.1.2.5 ɺʥʝʩʠʪʝ VLAN10 ʠ VLAN20 ʚ ʙʘʟʫ ʜʘʥʥʳʭ 

 

RouterA(config)#vlan 10,20 

 

7.6.1.2.6 ʋʩʪʘʥʦʚʠʪʝ ʪʠʧ ʧʨʦʪʦʢʦʣʘ MSTP ʢʦʤʘʥʜʦʡ spanning-tree mode ʠ ʚʢʣʶʯʠʪʝ 

ʝʛʦ ʥʘ ʫʩʪʨʦʡʩʪʚʝ  

 

RouterA(config)#spanning-tree on 
RouterA(config)#spanning-tree mode mstp 

 

7.6.1.2.7 ɿʘʜʘʡʪʝ ʠʤʷ ʨʝʛʠʦʥʘ ʠ ʥʦʤʝʨ ʨʝʚʠʟʠʠ ʥʘ ʜʘʥʥʦʤ ʫʩʪʨʦʡʩʪʚʝ 

 

RouterA(config)#spanning-tree mst region 1 revision 1 

 

7.6.1.2.8 ʋʩʪʘʥʦʚʠʪʝ ʧʘʨʘʤʝʪʨʳ MSTI ʠ ʧʨʠʦʨʠʪʝʪ 4096 

 

RouterA(config)#spanning-tree mst instance 10 vlan 10 
RouterA(config)#spanning-tree mst instance 10 priority 4096 
RouterA(config)#spanning-tree mst instance 20 vlan 20 
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7.6.1.3 ʅʘʩʪʨʦʡʪʝ RouterB (ʩ ʧʨʠʦʨʠʪʝʪʦʤ 16834 ʜʣʷ VLAN 20) 

7.6.1.3.1 ɺ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚʢʣʶʯʠʪʝ LAN ʠʥʪʝʨʬʝʡʩ switchport3 

 

RouterB(config)#interface switchport3 
RouterB(config-switchport3)#no shutdown 

 

7.6.1.3.2 ʅʘʟʥʘʯʴʪʝ ʜʘʥʥʦʤʫ ʧʦʨʪʫ ʨʝʞʠʤ trunk ʜʣʷ ʨʘʙʦʪʳ ʩ VLAN 

 

RouterB(config-switchport3)#switchport mode trunk 

 

7.6.1.3.3 ʅʘʟʥʘʯʴʪʝ VLAN10 ʠ VLAN20 ʜʘʥʥʦʤʫ trunk-ʧʦʨʪʫ 

 

RouterB(config-switchport3)#switchport trunk allowed vlan add 10,20 
RouterB(config-switchport3)#exit 

 

7.6.1.3.4 ɸʥʘʣʦʛʠʯʥʳʝ ʜʝʡʩʪʚʠʷ ʧʨʦʠʟʚʝʜʠʪʝ ʧʨʠ ʥʘʩʪʨʦʡʢʝ switchport4 ʥʘ RouterB 

 

RouterB(config)#interface switchport4 
RouterB(config-switchport4)#no shutdown 
RouterB(config-switchport4)#switchport mode trunk 
RouterB(config-switchport4)#switchport trunk allowed vlan add 10,20 
RouterB(config-switchport4)#exit 

 

7.6.1.3.5 ɺʥʝʩʠʪʝ VLAN10 ʠ VLAN20 ʚ ʙʘʟʫ ʜʘʥʥʳʭ 

 

RouterB(config)#vlan 10,20 

 

7.6.1.3.6 ʋʩʪʘʥʦʚʠʪʝ ʪʠʧ ʧʨʦʪʦʢʦʣʘ MSTP ʢʦʤʘʥʜʦʡ spanning-tree mode ʠ ʚʢʣʶʯʠʪʝ 

ʝʛʦ ʥʘ ʫʩʪʨʦʡʩʪʚʝ  

 

RouterB(config)#spanning-tree on 
RouterB(config)#spanning-tree mode mstp 

 

7.6.1.3.7 ɿʘʜʘʡʪʝ ʠʤʷ ʨʝʛʠʦʥʘ ʠ ʥʦʤʝʨ ʨʝʚʠʟʠʠ ʥʘ ʜʘʥʥʦʤ ʫʩʪʨʦʡʩʪʚʝ 
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RouterB(config)#spanning-tree mst region 1 revision 1    

 

7.6.1.3.8 ʋʩʪʘʥʦʚʠʪʝ ʧʘʨʘʤʝʪʨʳ MSTI ʠ ʧʨʠʦʨʠʪʝʪ 16384 

 

RouterB(config)#spanning-tree mst instance 10 vlan 10 
RouterB(config)#spanning-tree mst instance 20 vlan 20 
RouterB(config)#spanning-tree mst instance 20 priority 16384 

 

7.6.1.4 ʅʘʩʪʨʦʡʪʝ RouterC (ʧʨʦʪʦʢʦʣ MSTP) 

7.6.1.4.1 ɺ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚʢʣʶʯʠʪʝ LAN ʠʥʪʝʨʬʝʡʩ switchport3 

 

RouterC(config)#interface switchport3 
RouterC(config-switchport3)#no shutdown 

 

7.6.1.4.2 ʅʘʟʥʘʯʴʪʝ ʜʘʥʥʦʤʫ ʧʦʨʪʫ ʨʝʞʠʤ trunk ʜʣʷ ʨʘʙʦʪʳ ʩ VLAN 

 

RouterC(config-switchport3)#switchport mode trunk 

 

7.6.1.4.3 ʅʘʟʥʘʯʴʪʝ VLAN10 ʠ VLAN20 ʜʘʥʥʦʤʫ trunk-ʧʦʨʪʫ 

 

RouterC(config-switchport3)#switchport trunk allowed vlan add 10,20 
RouterC(config-switchport3)#exit 

 

7.6.1.4.4 ɸʥʘʣʦʛʠʯʥʳʝ ʜʝʡʩʪʚʠʷ ʧʨʦʠʟʚʝʜʠʪʝ ʧʨʠ ʥʘʩʪʨʦʡʢʝ switchport4 ʥʘ RouterC 

 

RouterC(config)#interface switchport4 
RouterC(config-switchport4)#no shutdown 
RouterC(config-switchport4)#switchport mode trunk 
RouterC(config-switchport4)#switchport trunk allowed vlan add 10,20 
RouterC(config-switchport4)#exit 

 

7.6.1.4.5 ɺʥʝʩʠʪʝ VLAN10 ʠ VLAN20 ʚ ʙʘʟʫ ʜʘʥʥʳʭ 

 

RouterC(config)#vlan 10,20 
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7.6.1.4.6 ʋʩʪʘʥʦʚʠʪʝ ʪʠʧ ʧʨʦʪʦʢʦʣʘ MSTP ʢʦʤʘʥʜʦʡ spanning-tree mode ʠ ʚʢʣʶʯʠʪʝ 

ʝʛʦ ʥʘ ʫʩʪʨʦʡʩʪʚʝ  

 

RouterC(config)#spanning-tree on 
RouterC(config)#spanning-tree mode mstp 

 

7.6.1.4.7 ɿʘʜʘʡʪʝ ʠʤʷ ʨʝʛʠʦʥʘ ʠ ʥʦʤʝʨ ʨʝʚʠʟʠʠ ʥʘ ʜʘʥʥʦʤ ʫʩʪʨʦʡʩʪʚʝ 

 

RouterC(config)#spanning-tree mst region 1 revision 1 

 

7.6.1.4.8 ʋʩʪʘʥʦʚʠʪʝ ʧʘʨʘʤʝʪʨʳ MSTI 

 

RouterC(config)#spanning-tree mst instance 10 vlan 10 
RouterC(config)#spanning-tree mst instance 20 vlan 20 

 

7.6.1.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

7.6.2 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ  

7.6.2.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show spanning-tree mst instance 10 ʥʘ RouterA ʜʣʷ 

ʧʨʦʩʤʦʪʨʘ ʧʘʨʘʤʝʪʨʘ MSTI ʩʦ ʩʚʷʟʘʥʥʳʤ VLAN10 

 

stpbr MSTI 10 info 
bridge id          32768.10.7A726C4B7CA3 
regional root   4096.10.943FBB000033 
root port         switchport4 (#4) 
internal path cost  20000 
time since topology change  53209 
topology change count         15 
topology change                   no 
topology change port           switchport3 
last topology change port    switchport3 

 

7.6.2.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show spanning-tree mst instance 20 ʥʘ RouterA ʜʣʷ 

ʧʨʦʩʤʦʪʨʘ ʧʘʨʘʤʝʪʨʘ MSTI ʩʦ ʩʚʷʟʘʥʥʳʤ VLAN20 

 

stpbr MSTI 20 info 
bridge id           32768.20.943FBB000033 
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regional root    16384.20.7A726C4B7CA3 
root port           switchport3 (#3) 
internal path cost   20000 
time since topology change   53035 
topology change count          1 
topology change                    no 
topology change port            None 
last topology change port     switchport3 

 

7.6.2.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show spanning-tree mst instance 10 ʥʘ RouterB ʜʣʷ 

ʧʨʦʩʤʦʪʨʘ ʧʘʨʘʤʝʪʨʘ MSTI ʩʦ ʩʚʷʟʘʥʥʳʤ VLAN10 

 

stpbr MSTI 10 info 
bridge id         32768.10.7A726C4B7CA3 
regional root  4096.10.943FBB000033 
root port        switchport4 (#4) 
internal path cost  20000 
time since topology change   53209 
topology change count          15 
topology change                    no 
topology change port            switchport3 
last topology change port     switchport3 

 

7.6.2.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show spanning-tree mst instance 20 ʥʘ RouterB ʜʣʷ 

ʧʨʦʩʤʦʪʨʘ ʧʘʨʘʤʝʪʨʘ MSTI ʩʦ ʩʚʷʟʘʥʥʳʤ VLAN20 

 

stpbr MSTI 20 info   
bridge id         16384.20.7A726C4B7CA3 
regional root  16384.20.7A726C4B7CA3 
root port         none 
internal path   cost 0 
time since topology change      53224 
topology change count             13 
topology change                       no 
topology change port               switchport3 
last topology change port        switchport3 

 

7.6.2.5 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show spanning-tree mst instance 10 ʥʘ RouterC ʜʣʷ 

ʧʨʦʩʤʦʪʨʘ ʧʘʨʘʤʝʪʨʘ MSTI ʩʦ ʩʚʷʟʘʥʥʳʤ VLAN10 

 

stpbr MSTI 10 info 
bridge id         32768.10.943FBB000045 
regional root  4096.10.943FBB000033 
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root port        switchport4 (#4) 
internal path cost   40000 
time since topology change   54061 
topology change count          3 
topology change                    no 
topology change port           switchport4 
last topology change port    switchport4 

 

7.6.2.6 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show spanning-tree mst instance 20 ʥʘ RouterC ʜʣʷ 

ʧʨʦʩʤʦʪʨʘ ʧʘʨʘʤʝʪʨʘ MSTI ʩʦ ʩʚʷʟʘʥʥʳʤ VLAN20 

 

stpbr MSTI 20 
info bridge id     32768.20.943FBB000045 
regional root     16384.20.7A726C4B7CA3 
root port            switchport4 (#4) 
internal path cost    20000 
time since topology change   54064 
topology change count          2 
topology change                    no 
topology change port           switchport4 
last topology change port    switchport4 

7.7 ʅʘʩʪʨʦʡʢʘ L2 acl, L2 filter ʠ L2 mangle list 

7.7.1 ʅʘʩʪʨʦʡʢʘ L2 ACL 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 9 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʚʘ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA ʠ RouterB. 

ʂ ʤʘʨʰʨʫʪʠʟʘʪʦʨʫ RouterA ʧʦʜʢʣʶʯʝʥ PC, ʥʘ ʢʦʪʦʨʦʤ ʥʘʩʪʨʦʝʥ IP-ʘʜʨʝʩ 

192.168.0.1/24. 

ʅʘ RouterA ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ eth1 ʠ eth2, ʤʦʩʪʦʚʦʡ ʠʥʪʝʨʬʝʡʩ br0 ʠ L2 ACL 

ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ ʪʨʘʬʠʢʘ, ʦʩʥʦʚʘʥʥʘʷ ʥʘ VLAN.  

ʅʘ RouterB ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth1, ʩʘʙ ʠʥʪʝʨʬʝʡʩ eth1.10 ʩ ʤʝʪʢʦʡ vlan 10. 
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ʈʠʩʫʥʦʢ 9 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ L2 ACL 

 

7.7.1.1 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

7.7.1.1.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ ʥʘ PC ʠ ʥʘʟʥʘʯʴʪʝ ʝʤʫ IP-ʘʜʨʝʩ -192.168.0.1/24, 

ʥʘʟʥʘʯʴʪʝ ʤʝʪʢʫ vlan id 10 

7.7.1.1.2 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

7.7.1.1.3 ʅʘʩʪʨʦʡʪʝ RouterA 

7.7.1.1.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ eth1 ʠ eth2 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#exit 
RouterA(config)#interface eth2 
RouterA(config-if-[eth2])#no shutdown 
RouterA(config-if-[eth1])#exit 

 

7.7.1.1.3.2 ʅʘʩʪʨʦʡʪʝ ʤʦʩʪʦʚʦʡ ʠʥʪʝʨʬʝʡʩ 

 

RouterA(config)#interface br0 
RouterA(config-if-[br0])#no shutdown 
RouterA(config-if-[br0])#include eth1 
RouterA(config-if-[br0])#include eth2 
RouterA(config-if-[br0])#exit 
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7.7.1.1.3.3 ʅʘʩʪʨʦʡʪʝ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ 

 

RouterA(config)#l2 access-list vid protocol 0x8100 vlan-id 10 
RouterA(config)#l2 filter forward deny access-list vid 

 

7.7.1.1.4 ʅʘʩʪʨʦʡʪʝ RouterB      

7.7.1.1.4.1 ʆʪʢʣʶʯʠʪʝ ʪʝʢʫʱʠʡ vlan ʠʩʧʦʣʴʟʫʝʤʳʡ ʧʦ ʫʤʦʣʯʘʥʠʶ 

 

RouterB(config)#no interface vlan1 

 

7.7.1.1.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#exit 

 

7.7.1.1.4.3 ʅʘʩʪʨʦʡʪʝ ʩʘʙ-ʠʥʪʝʨʬʝʡʩ eth1.10 

 

RouterB(config)#interface eth1.10 
RouterB(config-if-[eth1.10])#vid 10 ethertype 0x8100 
RouterB(config-if-[eth1.10])#no shutdown 
RouterB(config-if-[eth1.10])#ip address 192.168.0.3/24 
RouterB(config-if-[eth1.10])#end 

 

7.7.1.1.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

7.7.1.2 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

7.7.1.2.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 192.168.0.3 ʥʘ PC ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʩʪʨʦʝʥʥʳʭ 

ʠʥʪʝʨʬʝʡʩʦʚ 

 

PING 192.168.0.3 (192.168.0.3) 56(84) bytes of data. 
--- 192.168.0.3 ping statistics ---  
2 packets transmitted, 0 received, 100% packet loss, time 1002ms 
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7.7.1.2.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show l2 filter ʥʘ RouterA ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʥʘʩʪʨʦʡʢʠ L2 

filter 

 

Bridge table: filter 
Bridge chain: INPUT, entries: 0, policy: ACCEPT 
Bridge chain: FORWARD, entries: 1, policy: ACCEPT 
1. -p 802_1Q --vlan-id 10 -j DROP , pcnt = 13 -- bcnt = 1902 
Bridge chain: OUTPUT, entries: 0, policy: ACCEPT 

7.7.2 ʅʘʩʪʨʦʡʢʘ L2 mangle list ʧʫʪʝʤ ʠʟʤʝʥʝʥʠʷ ʤʝʪʢʠ vlan-id 

7.7.2.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 10 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʚʘ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA ʠ RouterB. 

ʂ ʤʘʨʰʨʫʪʠʟʘʪʦʨʫ RouterA ʧʦʜʢʣʶʯʝʥ PC, ʥʘ ʢʦʪʦʨʦʤ ʥʘʩʪʨʦʝʥ IP-ʘʜʨʝʩ 

192.168.0.1/24. 

ʅʘ RouterA ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ eth1 ʠ eth2, ʤʦʩʪʦʚʦʡ ʠʥʪʝʨʬʝʡʩ br0 ʠ ʠʟʤʝʥʝʥʘ 

ʤʝʪʢʘ vlan-id ʚ L2 ACL. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth1, ʩʘʙ ʠʥʪʝʨʬʝʡʩ eth1.10 ʩ ʤʝʪʢʦʡ vlan 10. 

 

ʈʠʩʫʥʦʢ 10 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ L2 mangle list 

 

7.7.2.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ  

7.7.2.2.1 ʅʘʟʥʘʯʴʪʝ IP-ʘʜʨʝʩ - 192.68.0.1/24 ʥʘ PC 

7.7.2.2.2 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 
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7.7.2.2.3 ʅʘʩʪʨʦʡʪʝ RouterA 

7.7.2.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#exit 

 

7.7.2.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterA(config)#interface eth2 
RouterA(config-if-[eth2])#no shutdown 
RouterA(config-if-[eth2])#exit 

 

7.7.2.2.3.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ br0 

 

RouterA(config)#interface br0 
RouterA(config-if-[br0])#no shutdown 
RouterA(config-if-[br0])#include eth1 
RouterA(config-if-[br0])#include eth2 
RouterA(config-if-[br0])#exit 

 

7.7.2.2.3.4 ʅʘʩʪʨʦʡʪʝ ʠʟʤʝʥʝʥʠʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ vlan id ʩ 10 ʥʘ 20 

 

RouterA(config)#l2 access-list vid protocol 0x8100 vlan-id 10 
RouterA(config)#l2 mangle-list PREROUTING access-list vid set-vlan-id 20 

 

7.7.2.2.4 ʅʘʩʪʨʦʡʪʝ RouterB 

7.7.2.2.4.1 ʆʪʢʣʶʯʠʪʝ ʪʝʢʫʱʠʡ vlan ʠʩʧʦʣʴʟʫʝʤʳʡ ʧʦ ʫʤʦʣʯʘʥʠʶ 

 

RouterB(config)#no interface vlan1 

 

7.7.2.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#exit 
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7.7.2.2.4.3 ʅʘʩʪʨʦʡʪʝ ʩʘʙ-ʠʥʪʝʨʬʝʡʩ eth1.10 

 

RouterB(config)#interface eth1.10 
RouterB(config-if-[eth1.10])#vid 10 ethertype 0x8100 
RouterB(config-if-[eth1.10])#no shutdown 
RouterB(config-if-[eth1.10])#ip address 192.168.0.3/24 
RouterB(config-if-[eth1.10])#exit 

 

7.7.2.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

7.7.2.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

7.7.2.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 192.168.0.3 ʥʘ PC ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʩʪʨʦʝʥʥʳʭ 

ʠʥʪʝʨʬʝʡʩʦʚ 

 

PING 192.168.0.3 (192.168.0.3) 56(84) bytes of data. 

--- 192.168.0.3 ping statistics --- 2 
packets transmitted, 0 received, 100% packet loss, time 1016ms 

 

7.7.2.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show l2 mangle-list ʥʘ RouterA ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʪʘʙʣʠʮʳ 

mangle list  

 

Bridge table: nat 
Bridge chain: PREROUTING, entries: 1, policy: ACCEPT 
1. -p 802_1Q --vlan-id 10 -j VLAN --set-vlan-id 0x14 --vlan-target CONTINUE, pcnt = 14 -- bcnt = 188 
Bridge chain: OUTPUT, entries: 0, policy: ACCEPT 
Bridge chain: POSTROUTING, entries: 0, policy: ACCEPT 

7.7.3 ʅʘʩʪʨʦʡʢʘ ʨʘʙʦʪʳ L2 filter 

7.7.3.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ  ʨʠʩʫʥʢʝ 11 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʚʳʙʨʘʥ ʩʝʨʚʠʩʥʳʡ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨ (ʜʘʣʝʝ RouterA).  

ʅʘ PC, ʧʦʜʢʣʶʯʝʥʥʦʤʫ ʢ RouterA, ʥʘʩʪʨʦʝʥ IP-ʘʜʨʝʩ 192.168.0.1/24. 

ʅʘ RouterA ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ switchport1, ʤʦʩʪʦʚʦʡ ʠʥʪʝʨʬʝʡʩ br0, vlan10 ʠ L2 

ACL ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ ʪʨʘʬʠʢʘ, ʦʩʥʦʚʘʥʥʘʷ ʥʘ MAC. 
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ʈʠʩʫʥʦʢ 11 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʨʘʙʦʪʳ L2 filter 

 

7.7.3.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ  

7.7.3.2.1 ʅʘʟʥʘʯʴʪʝ  IP-ʘʜʨʝʩ - 192.168.0.1/24 ʠ ʥʘʟʥʘʯʴʪʝ ʤʝʪʢʫ vlan id 10 ʥʘ PC 

7.7.3.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

7.7.3.2.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

7.7.3.2.2.2 ʆʪʢʣʶʯʠʪʝ ʪʝʢʫʱʠʡ vlan ʠʩʧʦʣʴʟʫʝʤʳʡ ʧʦ ʫʤʦʣʯʘʥʠʶ 

 

RouterA(config)#no interface vlan1 

 

7.7.3.2.2.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ switchport1 

 

RouterA(config)#interface switchport1 
RouterA(config-switchport1)#no shutdown 
RouterA(config-switchport1)#switchport access vlan 10 
RouterA(config-switchport1)#exit 

 

7.7.3.2.2.4 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ vlan10 

 

RouterA(config)#interface vlan10 
RouterA(config-if-[vlan10])#vid 10 ethertype 0x8100 
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RouterA(config-if-[vlan10])#no shutdown 
RouterA(config-if-[vlan10])#exit 

 

7.7.3.2.2.5 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ br0 

 

RouterA(config)#interface br0 
RouterA(config-if-[br0])#no shutdown 
RouterA(config-if-[br0])#ip address 192.168.0.2/24 
RouterA(config-if-[br0])#include vlan10 
RouterA(config-if-[br0])#exit 

 

7.7.3.2.2.6 ɿʘʧʨʝʪʠʪʝ ʪʨʘʬʠʢ ʩ PC ʠʩʧʦʣʴʟʫʷ not ʠ ʩʣʫʯʘʡʥʳʡ ʘʜʨʝʩ mac 

 

RouterA(config)#l2 access-list macs mac-source not b4:96:91:01:7e:c0 
RouterA(config)#l2 filter INPUT deny access-list macs 

 

7.7.3.2.2.7 ʈʘʟʨʝʰʠʪʝ ʪʨʘʬʠʢ ʩ mac ʘʜʨʝʩʘ ʠʥʪʝʨʬʝʡʩʘ PC ʠʩʧʦʣʴʟʫʷ ʥʦʚʳʡ ʩʧʠʩʦʢ 

ʜʦʩʪʫʧʘ ʠ ʧʦʣʠʪʠʢʫ permit ʧʦʤʝʩʪʠʚ ʧʨʘʚʠʣʦ ʥʘ 1 ʧʦʟʠʮʠʶ 

 

RouterA(config)#l2 access-list macs2 mac-source b4:96:91:99:7e:c0 
RouterA(config)#l2 filter input position 1 permit access-list macs2RouterA(config)#end 

 

7.7.3.2.3 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

7.7.3.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

7.7.3.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 192.168.0.2 ʥʘ PC ʜʣʷ ʟʘʧʫʩʢʘ ICMP ʪʨʘʬʠʢʘ 

 

PING 192.168.0.2 (192.168.0.2) 56(84) bytes of data. 
--- 192.168.0.2 ping statistics --- 
2 packets transmitted, 0 received, 100% packet loss, time 1001ms 

 

7.7.3.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show l2 filter ʥʘ RouterA ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʥʘʩʪʨʦʡʢʠ L2 

filter ʥʘ ʫʩʪʨʦʡʩʪʚʝ 

 

Bridge chain: INPUT, entries: 2, policy: ACCEPT 
1. -s b4:96:91:99:7e:c0 -j ACCEPT , pcnt = 3 -- bcnt = 214 
2. -s ! b4:96:91:1:7e:c0 -j DROP , pcnt = 13 -- bcnt = 1218 
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Bridge chain: FORWARD, entries: 0, policy: ACCEPT 
Bridge chain: OUTPUT, entries: 0, policy: ACCEPT 

7.8 ʅʘʩʪʨʦʡʢʘ ʬʫʥʢʮʠʠ Storm-control 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 12 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ - RouterA ʠ RouterB. 

ʅʘ RouterA ʠ RouterB ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ ʠ storm-control. 

 

 

ʈʠʩʫʥʦʢ 12 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ Storm-control 

 

7.8.1 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

7.8.1.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

7.8.1.2 ʅʘʩʪʨʦʡʪʝ RouterA 

7.8.1.2.1 Cʦʟʜʘʡʪʝ ʧʝʪʣʶ ʠ ʦʪʢʣʶʯʠʪʝ ʧʨʦʪʦʢʦʣ STP 

 

RouterA(config)#interface vlan10 
RouterA(config-if-[vlan10])#vid 10 ethertype 0x8100 
RouterA(config-if-[vlan10])#no shutdown 
RouterA(config-if-[vlan10])#ip address 100.10.10.10/24 
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RouterA(config-if-[vlan10])#exit 
RouterA(config)#interface switchport1 
RouterA(config-switchport1)#no shutdown 
RouterA(config-switchport1)#switchport mode trunk 
RouterA(config-switchport1)#switchport trunk allowed vlan 10 
RouterA(config-switchport1)#exit 
RouterA(config)#interface switchport2 
RouterA(config-switchport2)#no shutdown 
RouterA(config-switchport2)#switchport mode trunk 
RouterA(config-switchport2)#switchport trunk allowed vlan 10 
RouterA(config-switchport2)#exit 

 

7.8.1.3 ʅʘʩʪʨʦʡʪʝ RouterB 

7.8.1.3.1 ʉʦʟʜʘʡʪʝ ʧʝʪʣʶ ʠ ʦʪʢʣʶʯʠʪʝ ʧʨʦʪʦʢʦʣ STP 

 

RouterB(config)#interface vlan10 
RouterB(config-if-[vlan10])#vid 10 ethertype 0x8100 
RouterB(config-if-[vlan10])#no shutdown 
RouterB(config-if-[vlan10])#ip address 100.10.10.20/24 
RouterB(config-if-[vlan10])#exit 
RouterB(config)#interface switchport1 
RouterB(config-switchport1)#no shutdown 
RouterB(config-switchport1)#switchport mode trunk 
RouterB(config-switchport1)#switchport trunk allowed vlan 10 
RouterB(config-switchport1)#exit 
RouterB(config)#interface switchport2 
RouterB(config-switchport2)#no shutdown 
RouterB(config-switchport2)#switchport mode trunk 
RouterB(config-switchport2)#switchport trunk allowed vlan 10 
RouterB(config-switchport2)#exit 

 

7.8.1.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

7.8.2 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

7.8.2.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 100.10.10.15 ʥʘ RouterA ʜʣʷ ʧʫʩʢʘ ARP ʟʘʧʨʦʩʘ ʥʘ 

ʘʜʨʝʩ 100.10.10.15  

 

PING 100.10.10.15 (100.10.10.15) 56(84) bytes of data. 
From 100.10.10.10 icmp_seq=1 Destination Host Unreachable 
From 100.10.10.10 icmp_seq=2 Destination Host Unreachable 
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7.8.2.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show bandwidth-monitor ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʟʘʛʨʫʞʝʥʥʦʩʪʠ ʠʥʪʝʨʬʝʡʩʦʚ  

 

bwm-ng v0.6.2 (delay 1.000s); 
    input: /proc/net/dev; press 'ctrl-c' to end this 
    \              iface                                  Rx                                Tx                                    Total 
=================================================================== 
                       lo:                         0.00 B/s                      0.00 B/s                             0.00 B/s 
     mpls-master:                          0.00 B/s                      0.00 B/s                             0.00 B/s 
      switchport1:                     90.86 MB/s                 90.86 MB/s                     181.71 MB/s 
      switchport2:                     90.86 MB/s                 90.85 MB/s                     181.71 MB/s 
              vlan10:                       7.34 MB/s                      0.00 B/s                         7.34 MB/s 
------------------------------------------------------------------------------------------------------------------------------------- 
                  total:                  189.06 MB/s               181.71 MB/s                     370.77 MB/s 

 

7.8.2.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ tcpdump vlan10 ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ ʪʨʘʬʠʢʘ  

 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode 
listening on vlan10, link-type EN10MB (Ethernet), capture size 262144 bytes 
12:36:44.850449 ARP, Request who-has 100.10.10.15 tell 100.10.10.20, length 42 
12:36:44.850455 ARP, Request who-has 100.10.10.15 tell 100.10.10.20, length 42 
12:36:44.850468 ARP, Request who-has 100.10.10.15 tell 100.10.10.20, length 42 
12:36:44.850475 ARP, Request who-has 100.10.10.15 tell 100.10.10.20, length 42 
12:36:44.850480 ARP, Request who-has 100.10.10.15 tell 100.10.10.20, length 42 

 

7.8.2.4 ʅʘʩʪʨʦʡʪʝ storm-control ʥʘ ʠʥʪʝʨʬʝʡʩʘʭ switcport1 ʠ switchport2 ʥʘ RouterB  

 

RouterB(config)#interface switchport 1 
RouterB(config-switchport1)#storm-control arp min-rate 306Kbit max-rate 310Kbit 
RouterB(config-switchport1)#exit 
RouterB(config)#interface switchport 2 
RouterB(config-switchport2)#storm-control arp min-rate 306Kbit max-rate 310Kbit 

 

7.8.2.5 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show bandwidth-monitor ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʟʘʛʨʫʞʝʥʥʦʩʪʠ ʠʥʪʝʨʬʝʡʩʦʚ ʧʦʩʣʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʢʦʥʪʨʦʣʷ ʨʘʩʩʳʣʢʠ ARP ʧʘʢʝʪʦʚ 

 

bwm-ng v0.6.2 (delay 1.000s); 
    input: /proc/net/dev; press 'ctrl-c' to end this 
    \              iface                                  Rx                                Tx                                    Total 
=================================================================== 
                       lo:                        0.00 B/s                      0.00 B/s                             0.00 B/s 
      mpls-master:                        0.00 B/s                      0.00 B/s                             0.00 B/s 
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       switchport1:                    13.92 KB/s                  13.86 KB/s                         27.78 KB/s 
       switchport2:                    13.92 KB/s                  13.86 KB/s                         27.78 KB/s 
               vlan10:                    18.20 KB/s                      0.00 B/s                         18.20 KB/s 
------------------------------------------------------------------------------------------------------------------------------------- 
                  total:                    46.04 KB/s                  27.73 KB/s                         73.76 KB/s 

 

7.8.2.6 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show storm-control cyclic-counters ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ 

ʥʘ ʵʢʨʘʥ ʥʘʩʪʨʦʝʢ storm-control  

 

Interface              Frame type           Bytes received             Bytes dropped 
  switchport1             arp                       12189445                    13874101 
  switchport2             arp                         6921420                          68880 

 

7.8.2.7 ɺʳʧʦʣʥʠʪʝ ʧʦʚʪʦʨʥʦ ʢʦʤʘʥʜʫ show storm-control cyclic-counters ʥʘ RouterB 

ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ ʥʘʩʪʨʦʝʢ storm-control  

 

Interface              Frame type           Bytes received             Bytes dropped 
  switchport1             arp                       12272437                    13874437 
  switchport2             arp                         7004412                         69216 

7.9 ʅʘʩʪʨʦʡʢʘ ʨʘʙʦʪʳ ʪʫʥʥʝʣʷ L2GRE/GRETAP 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 13 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ - RouterA, RouterB, RouterC, RouterD. 

ʅʘ ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʭ ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ ʠ ʥʘʟʥʘʯʝʥʳ IP-ʘʜʨʝʩʘ.  

ʅʘ RouterA ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth1 - IP address 192.168.0.1/24. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth1 - IP address 100.10.10.10/24. 

ʅʘ RouterC ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth1- IP address 100.10.10.20/24. 

ʅʘ RouterD ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth1- IP address 192.168.0.2/24. 

ʄʝʞʜʫ ʩʝʨʚʠʩʥʳʤʠ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʤʠ ʥʘʩʪʨʦʝʥ L2GRE/GRETAP ʪʫʥʥʝʣʴ. 

 

 

ʈʠʩʫʥʦʢ 13 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ L2GRE/GRETAP ʪʫʥʥʝʣʷ 
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7.9.1 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ 

7.9.1.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

7.9.1.2 ʅʘʩʪʨʦʡʪʝ RouterA 

7.9.1.2.1 ʆʪʢʣʶʯʠʪʝ ʪʝʢʫʱʠʡ vlan ʠʩʧʦʣʴʟʫʝʤʳʡ ʧʦ ʫʤʦʣʯʘʥʠʶ 

 

RouterA(config)#no interface vlan1 

 

7.9.1.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ip address 192.168.0.1/24 
RouterA(config-if-[eth1])#exit 

 

7.9.1.3 ʅʘʩʪʨʦʡʪʝ RouterB 

7.9.1.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1  

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ip address 100.10.10.10/24 
RouterB(config-if-[eth1])#exit 

 

7.9.1.3.2 ʉʦʟʜʘʡʪʝ ʪʫʥʥʝʣʴ GRETAP 

 

RouterB(config)#interface tunnel1 
RouterB(config-[tunnel1])#tunnel mode gretap source 100.10.10.10 destination 100.10.10.20 
RouterB(config-[tunnel1])#no shutdown 
RouterB(config-[tunnel1])#ip multicast 
RouterB(config-[tunnel1])#exit 
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7.9.1.3.3 ʉʦʟʜʘʡʪʝ ʠʥʪʝʨʬʝʡʩ vlan10 ʠ ʥʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ br0 

 

RouterB(config)#interface vlan10 
RouterB(config-if-[vlan10])#vid 10 ethertype 0x8100 
RouterB(config-if-[vlan10])#no shutdown 
RouterB(config-if-[vlan10])#exit 
RouterB(config)#interface br0 
RouterB(config-if-[br0])#no shutdown 
RouterB(config-if-[br0])#include vlan10 
RouterB(config-if-[br0])#include tunnel1 
RouterB(config-if-[br0])#exit 

 

7.9.1.3.4 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ switchport1 

 

RouterB(config)#interface switchport1 
RouterB(config-switchport1)#no shutdown 
RouterB(config-switchport1)#switchport access vlan 10 
RouterB(config-switchport1)#exit 

 

7.9.1.3.5 ɼʦʙʘʚʴʪʝ ʤʘʨʰʨʫʪ ʜʦ ʩʝʪʠ  

 

RouterB(config)#ip route 192.168.0.0/24 tunnel1 

 

7.9.1.4 ʅʘʩʪʨʦʡʪʝ RouterC 

7.9.1.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1  

 

RouterC(config)#interface eth1 
RouterC(config-if-[eth1])#no ip address dhcp 
RouterC(config-if-[eth1])#no shutdown 
RouterC(config-if-[eth1])#ip address 100.10.10.20/24 
RouterC(config-if-[eth1])#exit 

 

7.9.1.4.2 ʉʦʟʜʘʡʪʝ ʪʫʥʥʝʣʴ GRETAP 

 

RouterC(config)#interface tunnel 1 
RouterC(config-[tunnel1])#tunnel mode gretap source 100.10.10.20 destination 100.10.10.10 
RouterC(config-[tunnel1])#no shutdown 
RouterC(config-[tunnel1])#ip multicast 
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RouterC(config-[tunnel1])#exit 

 

7.9.1.4.3 ʉʦʟʜʘʡʪʝ ʠʥʪʝʨʬʝʡʩ vlan10 ʠ ʥʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ br0 

 

RouterC(config)#interface vlan10 
RouterC(config-if-[vlan10])#vid 10 ethertype 0x8100 
RouterC(config-if-[vlan10])#no shutdown 
RouterC(config-if-[vlan10])#exit 
RouterC(config)#interface br0 
RouterC(config-if-[br0])#no shutdown 
RouterC(config-if-[br0])#include vlan10 
RouterC(config-if-[br0])#include tunnel1 
RouterC(config-if-[br0])#exit 

 

7.9.1.4.4 ʅʘʩʪʨʦʡʪʝ ʧʦʨʪ switchport1 

 

RouterC(config)#interface switchport1 
RouterC(config-switchport1)#no shutdown 
RouterC(config-switchport1)#switchport access vlan 10 
RouterC(config-switchport1)#exit 

 

7.9.1.4.5 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪ ʜʦ ʩʝʪʠ 

 

RouterC(config)#ip route 192.168.0.0/24 tunnel1 

 

7.9.1.5 ʅʘʩʪʨʦʡʪʝ RouterD 

7.9.1.5.1 ʆʪʢʣʶʯʠʪʝ ʪʝʢʫʱʠʡ vlan ʠʩʧʦʣʴʟʫʝʤʳʡ ʧʦ ʫʤʦʣʯʘʥʠʶ 

 

RouterD(config)#no interface vlan1 

 

7.9.1.5.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterD(config)#interface eth1 
RouterD(config-if-[eth1])#no ip address dhcp 
RouterD(config-if-[eth1])#no shutdown 
RouterD(config-if-[eth1])#ip address 192.168.0.2/24 
RouterD(config-if-[eth1])#exit 
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7.9.1.6 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

7.9.2 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

7.9.2.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 100.10.10.20 repeat 2 ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ ʥʘ 

ʵʢʨʘʥ ʩʚʷʟʥʦʩʪʠ ʰʣʶʟʦʚ  

 

PING 100.10.10.20 (100.10.10.20) 56(84) bytes of data. 
64 bytes from 100.10.10.20: icmp_seq=1 ttl=64 time=1.02 ms 
64 bytes from 100.10.10.20: icmp_seq=2 ttl=64 time=0.971 ms 
--- 100.10.10.20 ping statistics --- 
2 packets transmitted, 2 received, 0% packet loss, time 2ms 
rtt  min/avg/max/mdev = 0.971/0.994/1.018/0.039 ms 

 

7.9.2.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 192.168.0.2  ʥʘ RouterA ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʩʚʷʟʥʦʩʪʠ ʢʣʠʝʥʪʦʚ  

 

PING 192.168.0.2 (192.168.0.2) 56(84) bytes of data. 
64 bytes from 192.168.0.2: icmp_seq=1 ttl=64 time=2.34 ms 
64 bytes from 192.168.0.2: icmp_seq=2 ttl=64 time=2.20 ms 
--- 192.168.0.2 ping statistics --- 
2 packets transmitted, 2 received, 0% packet loss, time 3ms 
rtt min/avg/max/mdev = 2.204/2.272/2.340/0.068 ms 

 

7.9.2.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ tcpdump eth1 ʥʘ Routerʉ ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ GRETAP ʪʫʥʥʝʣʷ  

 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode 
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes 
13:35:28.420781 IP 100.10.10.10 > 100.10.10.20: GREv0, length 102: IP 192.168.0.1 > 192.168.0.2: ICMP echo 
request, id 5071, seq 22, length 64 
13:35:28.421464 IP 100.10.10.20 > 100.10.10.10: GREv0, length 102: IP 192.168.0.2 > 192.168.0.1: ICMP echo 
reply, id 5071, seq 22, length 64 

7.10 ʅʘʩʪʨʦʡʢʘ VLAN 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ  ʨʠʩʫʥʢʝ 14 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʩʝʨʚʠʩʥʳʡ ʤʘʨʰʨʫʪʠʟʘʪʦʨ - RouterA. 

ʂ ʤʘʨʰʨʫʪʠʟʘʪʦʨʫ RouterA ʧʦʜʢʣʶʯʝʥ PC, ʥʘ ʢʦʪʦʨʦʤ ʥʘʩʪʨʦʝʥ IP-ʘʜʨʝʩ 

192.168.3.2/24. 
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ʅʘ RouterA ʥʘʩʪʨʦʝʥ VLAN, ʢʦʪʦʨʳʡ ʥʘʟʥʘʯʝʥ ʠʥʪʝʨʬʝʡʩʫ switchport1, ʥʘʟʥʘʯʝʥʳ IP-

ʘʜʨʝʩʘ ʠ ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ ʚ ʨʝʞʠʤʝ trunk. 

 

 

ʈʠʩʫʥʦʢ 14 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ VLAN 

 

7.10.1 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

7.10.1.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

7.10.1.2 ʉʦʟʜʘʡʪʝ VLAN ʥʘ ʫʩʪʨʦʡʩʪʚʝ 

 

RouterA(config)#vlan 20 

 

7.10.1.3 ʅʘʟʥʘʯʠʤ VLAN20 ʠʥʪʝʨʬʝʡʩʫ switchport1 

 

RouterA(config)#interface switchport1 
RouterA(config-switchport1)#switchport mode access 
RouterA(config-switchport1)#switchport access vlan 20 
RouterA(config-switchport1)#no shutdown 
RouterA(config-switchport1)#exit 
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7.10.1.4 ʅʘʩʪʨʦʡʪʝ IP-ʘʜʨʝʩ ʥʘ VLAN-ʠʥʪʝʨʬʝʡʩʝ 

7.10.1.4.1 ʅʘʟʥʘʯʴʪʝ ʩʪʘʪʠʯʝʩʢʠʡ IP-ʘʜʨʝʩ 

 

RouterA(config)#interface vlan20 
RouterA(config-if-[vlan20])#vid 20 
RouterA(config-if-[vlan20])#ip address 192.168.3.1/24 
RouterA(config-if-[vlan20])#no shutdown 
RouterA(config-if-[vlan20])#exit 

 

7.10.1.5 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ ʚ ʨʝʞʠʤʝ Trunk 

7.10.1.5.1 ʅʘʩʪʨʦʡʪʝ switchport5 ʚ ʢʘʯʝʩʪʚʝ ʤʘʛʠʩʪʨʘʣʴʥʦʛʦ ʧʦʨʪʘ 

 

RouterA(config)#interface switchport5 
RouterA(config-switchport5)#switchport mode trunk 
RouterA(config-switchport5)#exit 

 

7.10.1.6 ʅʘʟʥʘʯʴʪʝ trunk-ʧʦʨʪʫ ʩʧʠʩʦʢ ʨʘʟʨʝʰʝʥʥʳʭ VLAN 

7.10.1.6.1 ʅʘʟʥʘʯʴʪʝ ʧʝʨʝʯʝʥʴ ʨʘʟʨʝʰʝʥʥʳʭ VLAN ʜʣʷ trunk-ʧʦʨʪʘ 

 

RouterA(config)#interface switchport5 
RouterA(config-switchport5)#switchport trunk allowed vlan none 
RouterA(config-switchport5)#switchport trunk allowed vlan add 20 
RouterA(config-switchport5)#no shutdown 
RouterA(config-switchport5)#end 

 

7.10.1.7 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʝ 

7.10.2 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

7.10.2.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show vlan all ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʦʟʜʘʥʥʳʭ VLAN  

 

VLAN id    Name            Member ports (t-tagged, u-untagged) 
1               default          swp2 (u), swp3 (u), swp4 (u), swp6 (u), swp7 (u), swp8 (u) 
20             Vlan0020       swp1(u), swp5(t) 
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 ʇʨʠʤʝʯʘʥʠʝ 

ɼʣʷ ʫʜʘʣʝʥʠʷ VLAN ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ no vlan 20 

 

7.10.2.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show interfaces switchport1 ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʦʩʪʦʷʥʠʷ 

switchport1 

 

switchport1: 
Link: DOWN 
MTU: 10240 
Duplex: full 
AUtonegotivation: on 
Speed: 1000 
Supported speed (Mb/s): 10, 100, 1000 
Switchport mode access 
Switchport access vlan: 20 

 

7.10.2.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show interfaces vlan20 ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʩʪʨʦʡʢʠ vlan20 

 

vlan20 vid 20: 
Link: UP 
Ipv4 Address: 192.168.3.1/24 
RX: 13908 bytes / 88 packets 
TX: 1764 bytes / 10 packets 
MUT: 1500 
HW Address: b4:81:bf:00:00:85 
Ipv6 Address: fe80::b681:bfff:fe00:85/64 
EtherType: 0x8100 
Encapsulation: dotlq 

 

7.10.2.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show interfaces switchport5 ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʦʩʪʦʷʥʠʷ 

switchport5 

 

switchport5: 
Link: DOWN 
MTU: 10240 
Duplex: full 
AUtonegotivation: on 
Speed: 1000 
Supported speed (Mb/s): 10, 100, 1000 
Switchport mode trunk 
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Switchport trunk allowed vlans: 20 
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8 ʋʧʨʘʚʣʝʥʠʝ IP-ʘʜʨʝʩʘʮʠʝʡ 

8.1 ʅʘʟʥʘʯʝʥʠʝ ʩʪʘʪʠʯʝʩʢʠʭ IP-ʘʜʨʝʩʦʚ ʥʘ ʬʠʟʠʯʝʩʢʠʝ ʠ ʣʦʛʠʯʝʩʢʠʝ 

ʠʥʪʝʨʬʝʡʩʳ 

8.1.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ɺ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʚʳʙʨʘʥ ʩʝʨʚʠʩʥʳʡ ʤʘʨʰʨʫʪʠʟʘʪʦʨ - RouterA. 

ʅʘ RouterA ʥʘʩʪʨʦʝʥʳ ʣʦʛʠʯʝʩʢʠʝ ʠʥʪʝʨʬʝʡʩʳ eth1 ʠ eth2, ʥʘʟʥʘʯʝʥʳ ʩʪʘʪʠʯʝʩʢʠʝ 

IP-ʘʜʨʝʩʘ. 

8.1.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ 

8.1.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 

ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. ɺ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, ʤʘʨʰʨʫʪʠʟʘʮʠʶ, 

ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

8.1.2.2 ʅʘʩʪʨʦʡʪʝ IP-ʘʜʨʝʩ ʥʘ ʬʠʟʠʯʝʩʢʠʭ ʠʥʪʝʨʬʝʡʩʘʭ eth1 ʠ eth2 

8.1.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 ʠ ʥʘʟʥʘʯʴʪʝ IP-ʘʜʨʝʩ 

 

RouterA(config)#interface eth1  
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown  
RouterA(config-if-[eth1])#ip address 198.18.1.1/24  
RouterA(config-if-[eth1])#exit 

 

8.1.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 ʠ ʥʘʟʥʘʯʴʪʝ IP-ʘʜʨʝʩ 

 

RouterA(config)#interface eth2  
RouterA(config-if-[eth2])#no shutdown  
RouterA(config-if-[eth2])#ip address 198.18.2.1/24 
RouterA(config-if-[eth2])#exit 

 

8.1.2.3 ʅʘʩʪʨʦʡʪʝ IP-ʘʜʨʝʩ ʥʘ ʣʦʛʠʯʝʩʢʠʭ ʠʥʪʝʨʬʝʡʩʘʭ eth1.100 , lo1, vlan10 

8.1.2.3.1 ʉʦʟʜʘʡʪʝ ʩʘʙ-ʠʥʪʝʨʬʝʡʩ eth1.100 ʠ ʥʘʩʪʨʦʡʪʝ IP-ʘʜʨʝʩ 

 

RouterA(config)#interface eth1.100  
RouterA(config-if-[eth1.100])#vid 100  
RouterA(config-if-[eth1.100])#ip address 198.18.100.1/24  
RouterA(config-if-[eth1.100])#no shutdown  
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RouterA(config-if-[eth1.100])#exit 

 

8.1.2.3.2 ʉʦʟʜʘʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 ʠ ʥʘʩʪʨʦʡʪʝ IP-ʘʜʨʝʩ 

 

RouterA(config)#interface lo1  
RouterA(config-if-[lo1])#no shutdown  
RouterA(config-if-[lo1])#ip address 198.18.3.1/32  
RouterA(config-if-[lo1])#exit 

 

8.1.2.3.3 ʉʦʟʜʘʡʪʝ ʠʥʪʝʨʬʝʡʩ vlan 10 ʠ ʥʘʩʪʨʦʡʪʝ IP-ʘʜʨʝʩ 

 

RouterA(config)#interface vlan 10 
RouterA(config-if-[vlan10])#vid 10  
RouterA(config-if-[vlan10])#ip address 198.18.10.1/24  
RouterA(config-if-[vlan10])#no shutdown  
RouterA(config-if-[vlan10])#end 

 

8.1.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ 

8.1.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

8.1.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show interfaces brief ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʩʪʨʦʡʢʠ 

ʠʥʪʝʨʬʝʡʩʦʚ ʥʘ RouterA 

 

Interface                HW Address               IPv4 
Address                 Admin/Link              DHCPv4                  Descriptioneth1            
eth1                     94:3f:bb:00:00:3a         198.18.1.1/24                  UP/UP                      OFF 
eth2                     94:3f:bb:00:00:3b         198.18.2.1/24                  UP/DOWN               OFF 
lo1                       4e:f4:aa:9e:4d:e7          198.18.3.1/32                  UP/UP                      OFF 
eth1.100              94:3f:bb:00:2d:e3         198.18.100.1/24              UP/DOWN               OFF 
vlan1                   94:3f:bb:00:2d:ff           192.168.0.1/24                 UP/UP                     OFF 
vlan10                 94:3f:bb:00:2d:ff           198.18.10.1/24                UP/DOWN               OFF 
switchport1                                                      n/a                         UP/UP                      n/a 
switchport2                                                      n/a                         DOWN/DOWN        n/a 
switchport3                                                      n/a                         DOWN/DOWN        n/a 
switchport4                                                      n/a                         DOWN/DOWN        n/a 
switchport5                                                      n/a                         DOWN/DOWN        n/a 
switchport6                                                      n/a                         DOWN/DOWN        n/a 
switchport7                                                      n/a                         DOWN/DOWN        n/a 
switchport8                                                      n/a                         DOWN/DOWN        n/a 
(END) 
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8.2 ʅʘʩʪʨʦʡʢʘ DHCP Relay Option 82 

8.2.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 15 ʩʝʪʴ ʥʘʩʪʨʦʝʥʘ ʧʨʠ ʧʦʤʦʱʠ ʜʚʫʭ ʩʝʨʚʠʩʥʳʭ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʚ, ʢʦʪʦʨʳʝ ʥʘʭʦʜʷʪʩʷ ʚ ʦʜʥʦʡ ʩʝʪʠ - 198.18.1.0/24, ʛʜʝ ʦʜʠʥ ʨʘʙʦʪʘʝʪ, ʢʘʢ 

DHCP-ʩʝʨʚʝʨ (RouterA), ʘ ʜʨʫʛʦʡ ʢʘʢ DHCP Relay Agent (RouterB). 

Relay-ʘʛʝʥʪ ʜʦʙʘʚʣʷʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ (ʦʧʮʠʶ 82) ʚ ʩʦʦʙʱʝʥʠʷ 

DHCP, ʧʝʨʝʜʘʚʘʝʤʳʝ ʢʣʠʝʥʪʦʤ DHCP-ʩʝʨʚʝʨʫ. ʕʪʘ ʠʥʬʦʨʤʘʮʠʷ ʧʦʟʚʦʣʷʝʪ 

ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʪʦʯʢʫ ʧʦʜʢʣʶʯʝʥʠʷ ʢʣʠʝʥʪʘ (PC). 

ʅʘ RouterA  ʥʘʩʪʨʦʝʥ IP-ʘʜʨʝʩ ʥʘ eth1 - 10.0.0.1/24. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥ IP-ʘʜʨʝʩ ʥʘ eth1 - 10.0.0.2/24, switchport ʠ Vlan1 - 198.18.1.1/24. 
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8.2.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

8.2.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

8.2.2.2 ʅʘʩʪʨʦʡʪʝ RouterB 

8.2.2.2.1 ɺʢʣʶʯʠʪʝ switchport1 

 

RouterB(config)#interface switchport1  
RouterB(config-switchport1)#no shutdown  
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RouterB(config-switchport1)#exit 

 

8.2.2.2.2 ʉʦʟʜʘʡʪʝ vlan ʠ ʝʛʦ ʠʥʜʝʥʪʠʬʠʢʘʪʦʨ 

 

RouterB(config)#interface vlan 1 
RouterB(config-if-[vlan1])#vid 1 
RouterB(config-if-[vlan1])#no shutdown 
RouterB(config-if-[vlan1])#ip address 198.18.1.1/24  
RouterB(config-if-[vlan1])#exit 

 

8.2.2.2.3 ɿʘʜʘʡʪʝ IP-address ʥʘ ʠʥʪʝʨʬʝʡʩʝ eth1 

 

RouterB(config)#interface eth1  
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#ip address 10.0.0.2/24  
RouterB(config-if-[eth1])#no shutdown  
RouterB(config-if-[eth1])#exit 

 

8.2.2.2.4 ʅʘʩʪʨʦʡʪʝ dhcp relay ʠ dhcp option 82 

 

RouterB(config)#ip dhcp relay 1  
RouterB(config-dhcp-relay-[1])#interface eth1  
RouterB(config-dhcp-relay-[1])#interface vlan1  
RouterB(config-dhcp-relay-[1])#server 10.0.0.1  
RouterB(config-dhcp-relay-[1])#option 82 remote-id 7a:72:6c:4b:7c:a3  
RouterB(config-dhcp-relay-[1])#manage-agent-option append  
RouterB(config-dhcp-relay-[1])#Append-agent-option  
RouterB(config-dhcp-relay-[1])#no shutdown  
RouterB(config-dhcp-relay-[1])#end 

 

 ʇʨʠʤʝʯʘʥʠʝ 

ɿʥʘʯʝʥʠʝ remote-id ï ʵʪʦ MAC-ʘʜʨʝʩ vlan-ʠʥʪʝʨʬʝʡʩʘ DUT2 

 

8.2.2.3 ʅʘʩʪʨʦʡʪʝ RouterA 

8.2.2.3.1 ɿʘʜʘʡʪʝ IP-ʘʜʨʝʩ ʥʘ ʠʥʪʝʨʬʝʡʩʝ eth1 
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RouterA(config)#interface eth1  
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#ip address 10.0.0.1/24  
RouterA(config-if-[eth1])#no shutdown  
RouterA(config-if-[eth1])#exit  

 

8.2.2.3.2 ʉʦʟʜʘʡʪʝ ʧʝʨʚʳʡ ʥʘʙʦʨ IPv4-ʘʜʨʝʩʦʚ 

 

RouterA(config)#ip dhcp pool 1  
RouterA(config-dhcp[1])#network 10.0.0.0/24  
RouterA(config-dhcp[1])#range 10.0.0.100 10.0.0.200  
RouterA(config-dhcp[1])#exit 

 

8.2.2.3.3 ʉʦʟʜʘʡʪʝ ʚʪʦʨʦʡ ʧʫʣ IPv4-ʘʜʨʝʩʦʚ 

 

RouterA(config)#ip dhcp pool 2  
RouterA(config-dhcp[2])#network 198.18.1.0/24  
RouterA(config-dhcp[2])#range 198.18.1.2 198.18.1.100  
RouterA(config-dhcp[2])#exit 

 

8.2.2.3.4 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪ ʠ ʚʢʣʶʯʠʪʝ DHCPv4-ʩʝʨʚʝʨ 

 

RouterA(config)#ip route 198.18.1.0/24 10.0.0.2  
RouterA(config)#ip dhcp server on  
RouterA(config)#end 

 

8.2.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

8.2.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ ʥʘ RouterA 

8.2.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ tcpdump eth1 verbose ʥʘ RouterA, ʫʙʝʜʠʪʝʩʴ ʯʪʦ ʦʧʮʠʷ 82 

ʙʳʣʘ ʧʝʨʝʜʘʥʘ  

 

10.0.0.2.67 > 10.0.0.1.67: [udp sum ok] BOOTP/DHCP, Request from 08:00:27:da:41:ed, 
length 300, hops 1, xid 0xbc6b9468, secs 214, Flags [none] (0x0000) 
  Gateway-IP 198.18.1.1 
  Client-Ethernet-Address 08:00:27:da:41:ed 
  Vendor-rfc1048 Extensions 
    Magic Cookie 0x63825363 
    DHCP-Message Option 53, length 1: Discover 
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    Hostname Option 12, length 5: "side2" 
    Parameter-Request Option 55, length 13: 
      Subnet-Mask, BR, Time-Zone, Default-Gateway 
      Domain-Name, Domain-Name-Server, Option 119, Hostname 
      Netbios-Name-Server, Netbios-Scope, MTU, Classless-Static-Route 
      NTP 
   Agent-Information Option 82, length 26: 
      Circuit-ID SubOption 1, length 5: vlan1 
      Remote-ID SubOption 2, length 17: 7a:72:6c:4b:7c:a3 
   END Option 255, length 0 
   PAD Option 0, length 0, occurs 6 

8.3 ʅʘʩʪʨʦʡʢʘ DHCPv4 relay 

8.3.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 16, ʧʨʝʜʧʨʠʷʪʠʝ ʠʩʧʦʣʴʟʫʝʪ DHCP server ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ 

IP-ʘʜʨʝʩʦʚ ʢʣʠʝʥʪʘʤ DHCP. ʉʝʨʚʝʨ ʧʦ ʘʜʨʝʩʫ 100.10.10.0/24 ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ 

ʧʨʠʤʝʨʘ ʜʣʷ ʦʧʠʩʘʥʠʷ ʥʘʩʪʨʦʡʢʠ ʘʛʝʥʪʘ ʨʝʪʨʘʥʩʣʷʮʠʠ DHCP relay.  

DHCP client ʥʘʭʦʜʠʪʩʷ ʚ ʩʝʛʤʝʥʪʝ ʩʝʪʠ 192.168.0.0/24, ʘ DHCP server ð  ʚ ʩʝʛʤʝʥʪʝ 

ʩʝʪʠ 100.10.10.0/24. ʂʣʠʝʥʪʳ DHCP ʤʦʛʫʪ ʧʦʣʫʯʘʪʴ IP-ʘʜʨʝʩʘ ʦʪ DHCP server ʯʝʨʝʟ RouterA 

ʩ ʚʢʣʶʯʝʥʥʦʡ ʨʝʪʨʘʥʩʣʷʮʠʝʡ DHCP. 

ɸʜʨʝʩ ʠʥʪʝʨʬʝʡʩʘ eth1 RouterA, ʧʦʜʢʣʶʯʝʥʥʦʛʦ ʢ DHCP client - 192.168.0.2/24, ʘ 

ʘʜʨʝʩ ʠʥʪʝʨʬʝʡʩʘ eth2 RouterA, ʧʦʜʢʣʶʯʝʥʥʦʛʦ ʢ DHCP server - 100.10.10.20/24. 

ɸʜʨʝʩ ʠʥʪʝʨʬʝʡʩʘ eth1 DHCP server, ʧʦʜʢʣʶʯʝʥʥʦʛʦ ʢ RouterA - 100.10.10.10/24. 
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8.3.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ DHCP Relay  

8.3.2.1 ɺʦʡʜʠʪʝ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. 

ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. ɺ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, ʤʘʨʰʨʫʪʠʟʘʮʠʶ, 

ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ.  
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8.3.2.2 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʠʝ IP-ʘʜʨʝʩʘ ʥʘ RouterA. 

8.3.2.2.1 ʆʪʢʣʶʯʠʪʝ ʪʝʢʫʱʠʡ vlan ʠʩʧʦʣʴʟʫʝʤʳʡ ʧʦ ʫʤʦʣʯʘʥʠʶ 

 

RouterA(config)#no interface vlan1 

 

8.3.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 ʥʘ RouterA. 

 

RouterA(config)#interface eth1   
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ip address 192.168.0.2/24   
RouterA(config-if-[eth1])#exit  

 

8.3.2.2.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 ʥʘ RouterA. 

 

RouterA(config)#interface eth2   
RouterA(config-if-[eth2])#no shutdown  
RouterA(config-if-[eth2])#ip address 100.10.10.20/24   
RouterA(config-if-[eth2])#exit  

 

8.3.2.3 ʅʘʩʪʨʦʡʪʝ ʢʦʥʬʠʛʫʨʘʮʠʶ DHCP relay ʩʝʨʚʠʩʘ ʥʘ  RouterA. 

8.3.2.3.1 ʉʦʟʜʘʡʪʝ DHCP relay ʥʘ RouterA, ʫʢʘʟʘʚ ʠʤʷ DHCP relay <dhcp-pool> 

 

RouterA(config)#ip dhcp relay dhcp-pool 

 

8.3.2.3.2 ʋʢʘʞʠʪʝ IP-ʘʜʨʝʩ DHCP server ʜʣʷ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ  DHCP-ʟʘʧʨʦʩʦʚ ʦʪ 

ʢʣʠʝʥʪʦʚ ʥʘ DHCP server, ʚʢʣʶʯʠʪʝ ʬʫʥʢʮʠʶ ʜʦʙʘʚʣʝʥʠʷ ʧʦʣʷ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦʙ ʘʛʝʥʪʝ, 

ʫʢʘʞʠʪʝ ʠʥʪʝʨʬʝʡʩʳ ʥʘ ʢʦʪʦʨʳʭ ʨʘʙʦʪʘʝʪ DHCP Relay.  

 

RouterA(config-dhcp-relay-[dhcp-pool])#server 100.10.10.10  
RouterA(config-dhcp-relay-[dhcp-pool])#append-agent-option   
RouterA(config-dhcp-relay-[dhcp-pool])#interface eth1 
RouterA(config-dhcp-relay-[dhcp-pool])#interface eth2 
RouterA(config-dhcp-relay-[dhcp-pool])#no shutdown 
RouterA(config-dhcp-relay-[dhcp-pool])#end 
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8.3.2.4 ʅʘʩʪʨʦʡʢʘ ʤʘʨʰʨʫʪʦʚ ʥʘ DHCP Server 

ʅʝʦʙʭʦʜʠʤʦ ʜʦʙʘʚʠʪʴ ʤʘʨʰʨʫʪ ʥʘ DHCP Server ʜʦ ʠʩʢʦʤʦʡ ʧʦʜʩʝʪʠ 192.168.0.0/24 

 

DHCP Server(config)# ip route 192.168.0.0 255.255.255.0 100.10.10.20/24  

 

8.3.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <config_name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ 

8.3.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ DHCP relay ʥʘ RouterA  

ʋʙʝʜʠʪʝʩʴ ʯʪʦ ʢʣʠʝʥʪ ʧʦʣʫʯʠʣ ʘʜʨʝʩ ʠʟ ʧʫʣʘ DHCP ʩʝʨʚʝʨʘ 

8.4 ʅʘʩʪʨʦʡʢʘ DNS proxy 

8.4.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 17 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʚʘ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA ʠ RouterB. 

ʂ ʤʘʨʰʨʫʪʠʟʘʪʦʨʫ RouterA ʧʦʜʢʣʶʯʝʥ PC, ʥʘ ʢʦʪʦʨʦʤ ʥʘʩʪʨʦʝʥ IP-ʘʜʨʝʩ 

192.168.0.1/24. 

RouterA ʥʘʩʪʨʦʝʥ ʢʘʢ Proxy DNS ʩʝʨʚʝʨ. ʅʘ ʫʩʪʨʦʡʩʪʚʝ ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ - eth1 

(IP-ʘʜʨʝʩ - 192.168.0.2/24) ʠ eth2 (IP-ʘʜʨʝʩ - 100.10.10.20/24). 

RouterB ʥʘʩʪʨʦʝʥ ʢʘʢ DNS ʩʝʨʚʝʨ. ʅʘ ʫʩʪʨʦʡʩʪʚʝ ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩ eth1 (IP-

ʘʜʨʝʩ - 100.10.10.10/24) ʠ loopback ʠʥʪʝʨʬʝʡʩ lo1 (IP-ʘʜʨʝʩ - 1.1.1.1/32). 

 

ʈʠʩʫʥʦʢ 17 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ DNS proxy 
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8.4.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ  

8.4.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ PC 

8.4.2.1.1 ʅʘʟʥʘʯʴʪʝ IP-ʘʜʨʝʩ  192.168.0.1/24 

8.4.2.1.2 ʅʘʟʥʘʯʴʪʝ ʤʝʪʢʫ vlan id 10 

8.4.2.2 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

8.4.2.3 ʅʘʩʪʨʦʡʪʝ RouterA 

8.4.2.3.1 ʆʪʢʣʶʯʠʪʝ ʪʝʢʫʱʠʡ vlan ʠʩʧʦʣʴʟʫʝʤʳʡ ʧʦ ʫʤʦʣʯʘʥʠʶ 

 

RouterA(config)#no interface vlan1 

 

8.4.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1  
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ip address 192.168.0.2/24 
RouterA(config-if-[eth1])#exit 

 

8.4.2.3.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterA(config)#interface eth2 
RouterA(config-if-[eth2])#no shutdown 
RouterA(config-if-[eth2])#ip address 100.10.10.20/24 
RouterA(config-if-[eth2])#exit 

 

8.4.2.3.4 ʅʘʩʪʨʦʡʪʝ DNS ʧʨʦʢʩʠ ʥʘ RouterA 

 

RouterA(config)#name-server first 100.10.10.10  
RouterA(config)#ip route 1.1.1.0/24 100.10.10.10 
RouterA(config)#dns-proxy  
RouterA(dns-proxy-default)#option listen 192.168.0.2   
RouterA(dns-proxy-default)#option authoritative 100.10.10.10   
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RouterA(dns-proxy-default)#option recursive 100.10.10.10   
RouterA(dns-proxy-default)#option internal 192.168.0.0/24   
RouterA(dns-proxy-default)#dns-proxy on   
RouterA(dns-proxy-default)#end 

 

8.4.2.4 ʅʘʩʪʨʦʡʪʝ RouterB 

8.4.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1  
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ip address 100.10.10.10/24   
RouterB(config-if-[eth1])#exit 

 

8.4.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterB(config)#interface lo1 
RouterB(config-if-[lo1])#no shutdown 
RouterB(config-if-[lo1])#ip address 1.1.1.1/32 
RouterB(config-if-[lo1])#exit 

 

8.4.2.4.3 ʅʘʩʪʨʦʡʪʝ DNS ʩʝʨʚʝʨ ʥʘ RouterB 

 

RouterB(config)#ip route 0.0.0.0/0 100.10.10.20   
RouterB(config)#dns-server 
RouterB(dns-server)#zone master test.do  
RouterB(config-dnszone-[test.do])#set ns ns1  
RouterB(config-dnszone-[test.do])#set refresh 300 sec 
RouterB(config-dnszone-[test.do])#entry a 192.168.0.1 pc 
RouterB(config-dnszone-[test.do])#entry a 192.168.0.2 ns2  
RouterB(config-dnszone-[test.do])#entry a 100.10.10.10 ns1 
RouterB(config-dnszone-[test.do])#entry a 1.1.1.1 lo1 
RouterB(config-dnszone-[test.do])#entry ns ns1  
RouterB(config-dnszone-[test.do])#exit 
RouterB(dns-server)#dns-server on  
RouterB(dns-server)#exit 

 

8.4.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

http://test.do/
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8.4.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

8.4.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ nslookup pc.test.do 100.10.10.10 ʥʘ PC ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʟʘʧʠʩʝʡ ʩʝʨʚʝʨʘ DNS  

 

Server:      100.10.10.10 
Address:   100.10.10.10#53 
Name:      pc.test.do 
Address:  192.168.0.1 

 

8.4.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ nslookup pc.test.do 192.168.0.2 ʠ nslookup ns2.test.do 

192.168.0.2 ʥʘ PC ʜʣʷ ʧʨʦʚʝʨʢʠ ʟʘʧʠʩʠ DNS ʩʝʨʚʝʨʘ (RouterB) ʯʝʨʝʟ ʧʨʦʢʩʠ ʩʝʨʚʝʨ 

(RouterA) 

       nslookup pc.test.do 192.168.0.2 

 

Server:     192.168.0.2 
Address:  192.168.0.2#53 
Name:     pc.test.do 
Address: 192.168.0.1 

 

      nslookup ns2.test.do 192.168.0.2 

 

Server:      192.168.0.2 
Address:   192.168.0.2#53 
Name:       ns2.test.do 
Address:   192.168.0.2 

8.5 ʅʘʩʪʨʦʡʢʘ DNS-ʩʝʨʚʝʨʘ 

8.5.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 18 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʚʘ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA ʠ RouterB. 

ʂ ʤʘʨʰʨʫʪʠʟʘʪʦʨʫ RouterA ʧʦʜʢʣʶʯʝʥ PC, ʥʘ ʢʦʪʦʨʦʤ ʥʘʩʪʨʦʝʥ IP-ʘʜʨʝʩ 

192.168.0.1/24. 

RouterA ʥʘʩʪʨʦʝʥ ʢʘʢ Slave (ʚʝʜʦʤʳʡ) DNS ʩʝʨʚʝʨ. ʅʘ ʫʩʪʨʦʡʩʪʚʝ ʥʘʩʪʨʦʝʥʳ 

ʠʥʪʝʨʬʝʡʩʳ - eth1 (IP-ʘʜʨʝʩ - 192.168.0.2/24) ʠ eth2 (IP-ʘʜʨʝʩ - 100.10.10.20/24). 

RouterB ʥʘʩʪʨʦʝʥ ʢʘʢ Master (ʛʣʘʚʥʳʡ) DNS ʩʝʨʚʝʨ. ʅʘ ʫʩʪʨʦʡʩʪʚʝ ʥʘʩʪʨʦʝʥʳ 

ʠʥʪʝʨʬʝʡʩ - eth1 (IP-ʘʜʨʝʩ - 100.10.10.10/24) ʠ loopback ʠʥʪʝʨʬʝʡʩ (IP-ʘʜʨʝʩ - 1.1.1.1/32). 
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ʈʠʩʫʥʦʢ 18 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ DNS server 

 

8.5.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

8.5.2.1 ʅʘʩʪʨʦʡʪʝ PC 

8.5.2.1.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ ʠ ʥʘʟʥʘʯʴʪʝ IP-ʘʜʨʝʩ - 192.168.0.1/24 

8.5.2.1.2 ʅʘʟʥʘʯʴʪʝ ʘʜʨʝʩ DNS ʩʝʨʚʝʨʘ - 192.168.0.2 

8.5.2.1.3 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪʠʟʘʮʠʶ ʜʦ ʜʨʫʛʠʭ ʫʩʪʨʦʡʩʪʚ 

8.5.2.2 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

8.5.2.3 ʅʘʩʪʨʦʡʪʝ RouterA 

8.5.2.3.1 ʆʪʢʣʶʯʠʪʝ ʪʝʢʫʱʠʡ vlan ʠʩʧʦʣʴʟʫʝʤʳʡ ʧʦ ʫʤʦʣʯʘʥʠʶ 

 

RouterA(config)#no interface vlan1 

 

8.5.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1    
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown    
RouterA(config-if-[eth1])#ip address 192.168.0.2/24    
RouterA(config-if-[eth1])#exit 
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8.5.2.3.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterA(config)#interface eth2    
RouterA(config-if-[eth2])#no shutdown    
RouterA(config-if-[eth2])#ip address 100.10.10.20/24    
RouterA(config-if-[eth2])#exit 

 

8.5.2.3.4 ɼʦʙʘʚʴʪʝ ʧʦʜʯʠʥʝʥʥʫʶ DNS ʟʦʥʫ 

 

RouterA(config)#dns-server    
RouterA(dns-server)#zone slave test.do master_ip 100.10.10.10    
RouterA(dns-server)#dns-server on    
RouterA(dns-server)#exit 

 

8.5.2.3.5 ʋʢʘʞʠʪʝ ʠʤʷ ʭʦʩʪʘ, ʜʦʤʝʥʥʦʝ ʠʤʷ ʩʠʩʪʝʤʳ, ʤʘʨʰʨʫʪ ʠ IP-ʘʜʨʝʩ DNS 

ʩʝʨʚʝʨʘ ʩ master ʟʦʥʦʡ 

 

RouterA(config)#system host-name ns2 domain-name test.do  
RouterA(config)#name-server first 100.10.10.10  
RouterA(config)#ip route 1.1.1.0/24 100.10.10.10 

 

8.5.2.4 ʅʘʩʪʨʦʡʪʝ RouterB 

8.5.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1  
RouteB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ip address 100.10.10.10/24 
RouterB(config-if-[eth1])#exit 

 

8.5.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterB(config)#interface lo1 
RouterB(config-if-[lo1])#no shutdown 
RouterB(config-if-[lo1])#ip address 1.1.1.1/32 
RouterB(config-if-[lo1])#exit 
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8.5.2.4.3 ʅʘʩʪʨʦʡʪʝ master ʟʦʥʫ 

 

RouterB(config)#dns-server 
RouterB(dns-server)#zone master test.do  
RouterB(config-dnszone-[test.do])#set ns ns1  
RouterB(config-dnszone-[test.do])#set refresh 300 sec  
RouterB(config-dnszone-[test.do])#entry a 192.168.0.1 pc  
RouterB(config-dnszone-[test.do])#entry a 192.168.0.2 ns2 
RouterB(config-dnszone-[test.do])#entry a 100.10.10.10 ns1 
RouterB(config-dnszone-[test.do])#entry a 1.1.1.1 lo1 
RouterB(config-dnszone-[test.do])#entry ns ns1  
RouterB(config-dnszone-[test.do])#exit 
RouterB(dns-server)#dns-server on  
RouterB(dns-server)#exit 

 

8.5.2.4.4 ʋʢʘʞʠʪʝ ʠʤʷ ʭʦʩʪʘ, ʜʦʤʝʥʥʦʝ ʠʤʷ ʩʠʩʪʝʤʳ ʠ ʤʘʨʰʨʫʪ ʧʦ ʫʤʦʣʯʘʥʠʶ 

 

RouterB(config)#system host-name ns1 domain-name test.do  
RouterB(config)#ip route 0.0.0.0/0 100.10.10.20 

 

8.5.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

8.5.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

8.5.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ nslookup ns1.test.do 100.10.10.10 ʥʘ PC ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʨʘʙʦʪʳ DNS ʩʝʨʚʝʨʘ master 

 

Server:       100.10.10.10 
Address:    100.10.10.10#53 
Name:        ns1.test.do 
Address:    100.10.10.10 

 

8.5.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ nslookup ns1.test.do 192.168.0.2 ʥʘ PC ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʨʘʙʦʪʳ DNS ʩʝʨʚʝʨʘ slave  

 

Server:      192.168.0.2 
Address:   192.168.0.2#53 
Name:       ns1.test.do 
Address:   100.10.10.10 
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8.5.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ nslookup lo1.test.do 100.10.10.10 ʥʘ PC ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʨʘʙʦʪʳ DNS ʩʝʨʚʝʨʘ master ʥʘ loopback ʠʥʪʝʨʬʝʡʩʝ  

 

Server:      100.10.10.10 
Address:   100.10.10.10#53 
Name:       lo1.test.do 
Address:   1.1.1.1 

8.6 ʅʘʩʪʨʦʡʢʘ ʚʩʪʨʦʝʥʥʦʛʦ ʩʝʨʚʝʨʘ ʠ ʢʣʠʝʥʪʘ DHCPv4 

8.6.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 19 ʩʝʪʴ ʥʘʩʪʨʦʝʥʘ ʧʨʠ ʧʦʤʦʱʠ ʜʚʫʭ ʩʝʨʚʠʩʥʳʭ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʚ, ʢʦʪʦʨʳʝ ʥʘʭʦʜʷʪʩʷ ʚ ʦʜʥʦʡ ʩʝʪʠ - 198.18.1.0/24, ʛʜʝ ʦʜʠʥ ʨʘʙʦʪʘʝʪ, ʢʘʢ 

DHCP-ʩʝʨʚʝʨ (RouterA), ʘ ʜʨʫʛʦʡ, ʢʘʢ DHCP-ʢʣʠʝʥʪ (RouterB). 

ʅʘ RouterA IP-ʘʜʨʝʩ ʥʘʩʪʨʦʝʥ ʩʪʘʪʠʯʝʩʢʠ - 198.18.1.1/24. 

ʅʘ RouterB IP-ʘʜʨʝʩʘ ʥʘʟʥʘʯʘʶʪʩʷ ʜʠʥʘʤʠʯʝʩʢʠ DHCP-ʩʝʨʚʝʨʦʤ. 

 

ʈʠʩʫʥʦʢ 19 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʚʩʪʨʦʝʥʥʦʛʦ ʩʝʨʚʝʨʘ ʠ ʢʣʠʝʥʪʘ DHCPv4 

 

8.6.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

8.6.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 
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8.6.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

8.6.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1  
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#ip address 198.18.1.1/24   
RouterA(config-if-[eth1])#no shutdown  
RouterA(config-if-[eth1])#exit 

 

8.6.2.2.2 ʅʘʩʪʨʦʡʪʝ DHCP-ʩʝʨʚʝʨ  

 

RouterA(config)#ip dhcp pool 1 
RouterA(config-dhcp[1])#network 198.18.1.0/24 
RouterA(config-dhcp[1])#range 198.18.1.2 198.18.1.100 
RouterA(config-dhcp[1])#exit 
RouterA(config)#ip dhcp server on 
RouterA(config)#end 

 

8.6.2.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 ʥʘ RouterB 

 

RouterB(config)#interface eth1  
RouterB(config-if-[eth1])#ip address dhcp   
RouterB(config-if-[eth1])#no shutdown  
RouterB(config-if-[eth1])#end 

 

8.6.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

8.6.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

8.6.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip dhcp server-leases ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘ ʫʩʪʨʦʡʩʪʚʝ 

RouterA ʥʘʟʥʘʯʝʥʠʝ ʢʣʠʝʥʪʫ IP-ʘʜʨʝʩʘ 

 

authoring-byte-order little-endian; 
server-duid "\000\001\000\001\307\232a\301\224?\273\000\000:"; 
lease 198.18.1.2 { 
    starts 2 1970/01/06 19:17:27; 
    ends 2 1970/01/06 19:27:27; 
    cltt 2 1970/01/06 19:17:27; 
    binding state active; 
    next binding state free; 
    rewind binding state free; 
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    hardware ethernet 7a:72:6c:4b:7a:36; 
    client-hostname "t3m-black"; 
} 

 

8.6.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show interfaces brief ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘ RouterB ʥʘʣʠʯʠʝ 

ʥʘʟʥʘʯʝʥʥʦʛʦ ʢʣʠʝʥʪʫ IP-ʘʜʨʝʩʘ 

 

Interface                HW Address           IPv4 Address      Admin/Link            DHCPv4     Descriptioneth1            
eth1                      94:3f:bb:00:00:3a     198.18.1.2/24       UP/UP                   ON 
eth2                      94:3f:bb:00:00:3b     unassigned        DOWN/DOWN       OFF  
switchport1                                             n/a                      UP/UP                     n/a 
switchport2                                             n/a                      DOWN/DOWN       n/a 
switchport3                                             n/a                      DOWN/DOWN       n/a 
switchport4                                             n/a                      DOWN/DOWN       n/a 
switchport5                                             n/a                      DOWN/DOWN       n/a 
switchport6                                             n/a                      DOWN/DOWN       n/a 
switchport7                                             n/a                      DOWN/DOWN       n/a 
switchport8                                             n/a                      DOWN/DOWN       n/a 

8.7 ʅʘʩʪʨʦʡʢʘ ʚʩʪʨʦʝʥʥʦʛʦ ʩʝʨʚʝʨʘ ʠ ʢʣʠʝʥʪʘ DHCPv6 

8.7.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 20 ʩʝʪʴ ʥʘʩʪʨʦʝʥʘ ʧʨʠ ʧʦʤʦʱʠ ʜʚʫʭ ʩʝʨʚʠʩʥʳʭ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʚ, ʢʦʪʦʨʳʝ ʥʘʭʦʜʷʪʩʷ ʚ ʦʜʥʦʡ ʩʝʪʠ - 2001:db8:1::1/64, ʛʜʝ ʦʜʠʥ ʨʘʙʦʪʘʝʪ, 

ʢʘʢ DHCP-ʩʝʨʚʝʨ (RouterA), ʘ ʜʨʫʛʦʡ, ʢʘʢ DHCP-ʢʣʠʝʥʪ (RouterB). 

ʅʘ RouterA IP-ʘʜʨʝʩ ʥʘʩʪʨʦʝʥ ʩʪʘʪʠʯʝʩʢʠ - 2001:db8:1::1/64. 

ʅʘ RouterB IP-ʘʜʨʝʩʘ ʥʘʟʥʘʯʘʶʪʩʷ ʜʠʥʘʤʠʯʝʩʢʠ DHCP-ʩʝʨʚʝʨʦʤ. 

 

 

ʈʠʩʫʥʦʢ 20 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʚʩʪʨʦʝʥʥʦʛʦ ʩʝʨʚʝʨʘ ʠ ʢʣʠʝʥʪʘ DHCPv6 
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8.7.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

8.7.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

8.7.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

8.7.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1  
RouterA(config-if-[eth1])#ipv6 address 2001:db8:1::1/64  
RouterA(config-if-[eth1])#no shutdown   
RouterA(config-if-[eth1])#exit 

 

8.7.2.2.2 ʅʘʩʪʨʦʡʪʝ ʩʝʨʚʝʨ DHCPv6 

 

RouterA(config)#ipv6 dhcp pool 1  
RouterA(config-dhcp6[1])#network 2001:db8:1::/64  
RouterA(config-dhcp6[1])#range 2001:db8:1::2 2001:db8:1::100   
RouterA(config-dhcp6[1])#exit  
RouterA(config)#ipv6 dhcp server on  
RouterA(config)#end 

 

8.7.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

8.7.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 ʜʣʷ ʧʦʣʫʯʝʥʠʷ IP-ʘʜʨʝʩʘ ʧʦ ʧʨʦʪʦʢʦʣʫ DHCPv6 

ʥʘ RouterB 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#ipv6 address dhcp 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#end 

 

8.7.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 
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8.7.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

8.7.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ipv6 dhcp server-leases ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʟʥʘʯʝʥʠʷ ʥʘ 

ʫʩʪʨʦʡʩʪʚʝ RouterA IP-ʘʜʨʝʩʘ  

 

authoring-byte-order little-endian; 
server-duid "\000\001\000\001\307\224b\322zrlKz6"; 
ia-na ":\000\000\273\000\001\000\001\307\2248b\224?\273\000\000:" { 
  cltt 5 1970/01/02 06:02:31; 
  iaaddr 2001:db8:1::100 { 
    binding state active; 
    preferred-life 375; 
    max-life 600; 
    ends 5 1970/01/02 06:12:31; 
  } 
} 

 

8.7.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ipv6 interfaces brief ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘ ʫʩʪʨʦʡʩʪʚʝ 

RouterB ʥʘʣʠʯʠʝ ʥʘʟʥʘʯʝʥʥʦʛʦ ʢʣʠʝʥʪʫ IP-ʘʜʨʝʩʘ 

 

Interface               HW Address                    Link-local                             IPv6 
Address                           Admin/Link          DHCPv6           Description 
eth1                     94:3f:bb:00:00:3a              fe80::963f:bbff:fe00:3a             2001:db8:1::100/128                 UP/UP      
            ON                  fe80::963f:bbff:fe00:3a/64 
eth2                     94:3f:bb:00:00:3b              fe80::963f:bbff:fe00:3b            unassigned                             DOWN/DOW
N      OFF 
switchport1           n/a                                n/a                                           n/a                                    UP/UP 
switchport2           n/a                                n/a                                           n/a                                    DOWN/DOWN 
switchport3           n/a                                n/a                                           n/a                                    DOWN/DOWN 
switchport4           n/a                                n/a                                           n/a                                    DOWN/DOWN 
switchport5           n/a                                n/a                                           n/a                                    DOWN/DOWN 
switchport6           n/a                                n/a                                           n/a                                    DOWN/DOWN 
switchport7           n/a                                n/a                                           n/a                                    DOWN/DOWN 
switchport8           n/a                                n/a                                           n/a                                    DOWN/DOWN  
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9 ʌʫʥʢʮʠʠ L3 

9.1 ʅʘʟʥʘʯʝʥʠʝ ʩʪʘʪʠʯʝʩʢʠʭ IP-ʘʜʨʝʩʦʚ WAN ʠʥʪʝʨʬʝʡʩʘʤ 

9.1.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ɺ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʝʨʚʠʩʥʳʡ ʤʘʨʰʨʫʪʠʟʘʪʦʨ - RouterA. 

ʅʘ RouterA ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth1 - IP address 172.16.0.2/16. 

9.1.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.1.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.1.2.2 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʠʡ IP-ʘʜʨʝʩ 172.16.0.2 ʩ ʤʘʩʢʦʡ ʧʦʜʩʝʪʠ 255.255.0.0 ʜʣʷ 

WAN-ʠʥʪʝʨʬʝʡʩʘ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#ip address 172.16.0.2 255.255.0.0 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#exit 

 

9.1.2.3 ɼʣʷ ʦʪʤʝʥʳ ʩʪʘʪʠʯʝʩʢʦʛʦ IP-ʘʜʨʝʩʘ ʚʚʝʜʠʪʝ ʢʦʤʘʥʜʳ: 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address 
RouterA(config-if-[eth1])#exit 

 

9.1.2.4 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʠʡ IP-ʘʜʨʝʩ 172.16.0.2 ʩ ʤʘʩʢʦʡ ʧʦʜʩʝʪʠ 255.255.0.0 ʜʣʷ 

WAN-ʠʥʪʝʨʬʝʡʩʘ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#ip address 172.16.0.2/16 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#exit 
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9.1.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.1.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.1.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show interfaces eth1 ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʥʘʟʥʘʯʝʥʥʦʛʦ ʘʜʨʝʩʘ 

ʥʘ ʠʥʪʝʨʬʝʡʩ  

 

eth1: 
Link: UP 
IPv4 Address: 172.16.0.2/16 
RX: 0 bytes / 0 packets 
TX: 968 bytes / 8 packets 
MTU: 1500 
HW Address: 94:3f:bb:ff:ff:03 
IPv6 Address: fe80::963f:bbff:feff:ff03/64 

Autonegotiation: on 
Duplex: Full 
Speed: 1000 
Supported speeds (Mb/s): 10, 100, 1000 

 

9.1.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show interfaces brief ʜʣʷ ʧʨʦʚʝʨʢʠ IP-ʘʜʨʝʩʘ ʠʥʪʝʨʬʝʡʩʘ 

 

Interface           HW Address                IPv4 Address      Admin/Link        DHCPv4   Description 
eth1                 7a:72:6c:4b:7a:36          172.16.0.2/16       UP/UP                OFF 
eth2                 7a:72:6c:4b:7b:b8          unassigned        DOWN/DOWN    OFF 
switchport1       n/a                                                      DOWN/DOWN    n/a 
switchport2       n/a                                                      DOWN/DOWN    n/a 
switchport3       n/a                                                      DOWN/DOWN    n/a 
switchport4       n/a                                                      DOWN/DOWN    n/a 
switchport5       n/a                                                      DOWN/DOWN    n/a 
switchport6       n/a                                                      DOWN/DOWN    n/a 
switchport7       n/a                                                      DOWN/DOWN    n/a 
switchport8       n/a                                                      DOWN/DOWN    n/a 

9.2 ʉʦʟʜʘʥʠʝ loopback-ʠʥʪʝʨʬʝʡʩʘ 

9.2.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ɺ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʝʨʚʠʩʥʳʡ ʤʘʨʰʨʫʪʠʟʘʪʦʨ - RouterA. 

ʅʘ ʫʩʪʨʦʡʩʪʚʝ ʩʦʟʜʘʥ ʠ ʥʘʩʪʨʦʝʥ loopback ʠʥʪʝʨʬʝʡʩ  lo1 - IP address 

198.18.100.10/32 . 
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9.2.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ RouterA 

9.2.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.2.2.2 ʉʦʟʜʘʡʪʝ ʠ ʥʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ loopback 

 

RouterA(config)#interface lo1 
RouterA(config-if-[lo1])#no shutdown 
RouterA(config-if-[lo1])#ip address 198.18.100.10/32 
RouterA(config-if-[lo1])#end 

 

9.2.2.3 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.2.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.2.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 198.18.100.10 repeat 4 ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʥʘʩʪʨʦʝʢ ʠʥʪʝʨʬʝʡʩʘ loopback1 

 

PING 198.18.100.10 (198.18.100.10) 56(84) bytes of data. 
64 bytes from 198.18.100.10: icmp_seq=1 ttl=64 time=0.057 ms 
64 bytes from 198.18.100.10: icmp_seq=2 ttl=64 time=0.064 ms 
64 bytes from 198.18.100.10: icmp_seq=3 ttl=64 time=0.039 ms 
64 bytes from 198.18.100.10: icmp_seq=4 ttl=64 time=0.045 ms 

--- 198.18.100.10 ping statistics --- 
4 packets transmitted, 4 received, 0% packet loss, time 999ms 
rtt min/avg/max/mdev = 0.039/0.051/0.064/0.011 ms 

9.3 ʅʘʩʪʨʦʡʢʘ ʩʪʘʪʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 

9.3.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 21 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʚʳʙʨʘʥ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ - RouterA ʠ RouterB.  

ʅʘ ʫʩʪʨʦʡʩʪʚʘʭ ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ eth, loopback ʠʥʪʝʨʬʝʡʩʳ ʠ ʩʪʘʪʠʯʝʩʢʘʷ 

ʤʘʨʰʨʫʪʠʟʘʮʠʷ ʤʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ.  
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ʈʠʩʫʥʦʢ 21 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʩʪʘʪʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 

 

9.3.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.3.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.3.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

9.3.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ip address 198.18.1.1/24 
RouterA(config-if-[eth1])#exit 

 

9.3.2.2.2 ʅʘʩʪʨʦʡʪʝ loopback ʠʥʪʝʨʬʝʡʩ 

 

RouterA(config)#interface lo1 
RouterA(config-if-[lo1])#ip address 1.1.1.1/32 
RouterA(config-if-[lo1])#no shutdown 
RouterA(config-if-[lo1])#exit 
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9.3.2.2.3 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʫʶ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterA(config)#ip route 2.2.2.0/24 198.18.1.2 
RouterA(config)#end 

 

9.3.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.3.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ip address 198.18.1.2/24 
RouterB(config-if-[eth1])#exit 

 

9.3.2.3.2 ʅʘʩʪʨʦʡʪʝ loopback ʠʥʪʝʨʬʝʡʩ 

 

RouterB(config)#interface lo1 
RouterB(config-if-[lo1])#ip address 2.2.2.1/32 
RouterB(config-if-[lo1])#no shutdown 
RouterB(config-if-[lo1])#exit 

 

9.3.2.3.3 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʫʶ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterB(config)#ip route 1.1.1.0/24 198.18.1.1 
RouterB(config)#end 

 

9.3.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.3.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ  

9.3.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 2.2.2.1 repeat 8 ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʩʪʨʦʝʢ 

ʩʪʘʪʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 

 

PING 2.2.2.1 (2.2.2.1) 56(84) bytes of data. 
64 bytes from 2.2.2.1: icmp_seq=1 ttl=64 time=1.01 ms 
64 bytes from 2.2.2.1: icmp_seq=2 ttl=64 time=0.995 ms 
64 bytes from 2.2.2.1: icmp_seq=3 ttl=64 time=0.972 ms 
64 bytes from 2.2.2.1: icmp_seq=4 ttl=64 time=0.931 ms 
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64 bytes from 2.2.2.1: icmp_seq=5 ttl=64 time=0.991 ms 
64 bytes from 2.2.2.1: icmp_seq=6 ttl=64 time=0.937 ms 
64 bytes from 2.2.2.1: icmp_seq=7 ttl=64 time=1.00 ms 
64 bytes from 2.2.2.1: icmp_seq=8 ttl=64 time=0.953 ms 
--- 2.2.2.1 ping statistics --- 
8 packets transmitted, 8 received, 0% packet loss, time 14ms rtt min/avg/max/mdev = 0.931/0.973/1.011/0.047 
ms 

 

9.3.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 1.1.1.1 repeat 8 ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʩʪʨʦʝʢ 

ʩʪʘʪʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 

 

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data. 
64 bytes from 1.1.1.1: icmp_seq=1 ttl=64 time=0.984 ms 
64 bytes from 1.1.1.1: icmp_seq=2 ttl=64 time=0.969 ms 
64 bytes from 1.1.1.1: icmp_seq=3 ttl=64 time=0.966 ms 
64 bytes from 1.1.1.1: icmp_seq=4 ttl=64 time=0.941 ms 
64 bytes from 1.1.1.1: icmp_seq=5 ttl=64 time=0.975 ms 
64 bytes from 1.1.1.1: icmp_seq=6 ttl=64 time=0.964 ms 
64 bytes from 1.1.1.1: icmp_seq=7 ttl=64 time=0.941 ms 
64 bytes from 1.1.1.1: icmp_seq=8 ttl=64 time=0.974 ms 
--- 1.1.1.1 ping statistics --- 
8 packets transmitted, 8 received, 0% packet loss, time 14ms rtt min/avg/max/mdev = 0.941/0.964/0.984/0.026 
ms 

9.4 ʅʘʩʪʨʦʡʢʘ ʩʪʘʪʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ IPv6 

9.4.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 22 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʚʘ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA ʠ RouterB. 

ʅʘ ʫʩʪʨʦʡʩʪʚʘʭ ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ eth, loopback ʠʥʪʝʨʬʝʡʩʳ ʠ ʩʪʘʪʠʯʝʩʢʘʷ 

ʤʘʨʰʨʫʪʠʟʘʮʠʷ ʤʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ. 
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ʈʠʩʫʥʦʢ 22 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʩʪʘʪʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ IPv6 

 

9.4.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.4.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.4.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

9.4.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ipv6 address 2001:db8:1234::1/64 
RouterA(config-if-[eth1])#exit 

 

9.4.2.2.2 ʅʘʩʪʨʦʡʪʝ loopback ʠʥʪʝʨʬʝʡʩ 

 

RouterA(config)#interface lo1 
RouterA(config-if-[lo1])#ipv6 address 1:1:1:1::1/128 
RouterA(config-if-[lo1])#no shutdown 
RouterA(config-if-[lo1])#exit 

 

9.4.2.2.3 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʫʶ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 
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RouterA(config)#ipv6 route 2:2:2:2::1/64 2001:db8:1234::2 
RouterA(config)#end 

 

9.4.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.4.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ipv6 address 2001:db8:1234::2/64 
RouterB(config-if-[eth1])#exit 

 

9.4.2.3.2 ʅʘʩʪʨʦʡʪʝ loopback ʠʥʪʝʨʬʝʡʩ 

 

RouterB(config)#interface lo1 
RouterB(config-if-[lo1])#ipv6 address 2:2:2:2::1/128 
RouterB(config-if-[lo1])#no shutdown 
RouterB(config-if-[lo1])#exit 

 

9.4.2.3.3 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʫʶ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterB(config)#ipv6 route 1:1:1:1::/64 2001:db8:1234::1 
RouterB(config)#end 

 

9.4.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.4.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ  

9.4.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping ipv6 2:2:2:2::1 repeat 8 ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʥʘʩʪʨʦʝʢ ʩʪʘʪʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 

 

PING 2:2:2:2::1(2:2:2:2::1) 56 data bytes 
64 bytes from 2:2:2:2::1: icmp_seq=1 ttl=64 time=2.04 ms 
64 bytes from 2:2:2:2::1: icmp_seq=2 ttl=64 time=1.03 ms 
64 bytes from 2:2:2:2::1: icmp_seq=3 ttl=64 time=0.967 ms 
64 bytes from 2:2:2:2::1: icmp_seq=4 ttl=64 time=1.00 ms 
64 bytes from 2:2:2:2::1: icmp_seq=5 ttl=64 time=0.980 ms 
64 bytes from 2:2:2:2::1: icmp_seq=6 ttl=64 time=0.950 ms 
64 bytes from 2:2:2:2::1: icmp_seq=7 ttl=64 time=0.971 ms 
64 bytes from 2:2:2:2::1: icmp_seq=8 ttl=64 time=0.985 ms 
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--- 2:2:2:2::1 ping statistics --- 
8 packets transmitted, 8 received, 0% packet loss, time 15ms rtt min/avg/max/mdev = 0.950/1.115/2.038/0.351 
ms 

 

9.4.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping ipv6 1:1:1:1::1 ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʩʪʨʦʝʢ 

ʩʪʘʪʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 

 

PING 1:1:1:1::1(1:1:1:1::1) 56 data bytes 
64 bytes from 1:1:1:1::1: icmp_seq=1 ttl=64 time=1.03 ms 
64 bytes from 1:1:1:1::1: icmp_seq=2 ttl=64 time=1.01 ms 
64 bytes from 1:1:1:1::1: icmp_seq=3 ttl=64 time=1.02 ms 
64 bytes from 1:1:1:1::1: icmp_seq=4 ttl=64 time=0.956 ms 
64 bytes from 1:1:1:1::1: icmp_seq=5 ttl=64 time=0.959 ms 

9.5 ʅʘʩʪʨʦʡʢʘ ʧʨʦʪʦʢʦʣʘ ʜʠʥʘʤʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ RIPv2 

9.5.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 23 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʚʘ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA ʠ RouterB. 

ʅʘ RouterA ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth1 - IP address 198.18.1.1/24, loopback ʠʥʪʝʨʬʝʡʩ 

- IP address 100.1.1.1/32 ʠ RIP ʧʨʦʪʦʢʦʣ. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth1 - IP address 198.18.1.2/24, loopback ʠʥʪʝʨʬʝʡʩʳ 

- IP address 200.1.1.1/32 ʠ 200.1.1.3/32. 

ʅʘ ʫʩʪʨʦʡʩʪʚʝ ʥʘʩʪʨʦʝʥ RIP ʧʨʦʪʦʢʦʣ. 

 

ʈʠʩʫʥʦʢ 23 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ ʜʠʥʘʤʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 
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9.5.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.5.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.5.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

9.5.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ip address 198.18.1.1/24 
RouterA(config-if-[eth1])#exit 

 

9.5.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterA(config)#interface lo1 
RouterA(config-if-[lo1])#no shutdown 
RouterA(config-if-[lo1])#ip address 100.1.1.1/32 
RouterA(config-if-[lo1])#exit 

 

9.5.2.2.3 ʅʘʩʪʨʦʡʪʝ ʧʨʦʪʦʢʦʣ RIP 

 

RouterA(config)#router rip 
RouterA(config-router)#network eth1 
RouterA(config-router)#network lo1 
RouterA(config-router)#default-information originate 
RouterA(config-router)#timers basic 15 90 150 
RouterA(config-router)#end 

 

9.5.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.5.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#ip address 198.18.1.2/24 
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RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#exit 

 

9.5.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterB(config)#interface lo1 
RouterB(config-if-[lo1])#no shutdown 
RouterB(config-if-[lo1])#ip address 200.1.1.1/32 
RouterB(config-if-[lo1])#exit 

 

9.5.2.3.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo3 

 

RouterB(config)#interface lo3 
RouterB(config-if-[lo3])#no shutdown 
RouterB(config-if-[lo3])#ip address 200.1.1.3/32 
RouterB(config-if-[lo3])#exit 

 

9.5.2.3.4 ʅʘʩʪʨʦʡʪʝ ʧʨʦʪʦʢʦʣ RIP 

 

RouterB(config)#router rip 
RouterB(config-router)#network eth1 
RouterB(config-router)#network lo1 
RouterB(config-router)#network lo3  
RouterB(config-router)#default-information originate 
RouterB(config-router)#timers basic 15 90 150 
RouterB(config-router)#end 

 

9.5.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.5.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.5.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip rip ʥʘ RouterA ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʤʘʨʰʨʫʪʦʚ RIPv2 

 

Codes: R - RIP, Rc - RIP connected, Rs - RIP static, K - Kernel, C - Connected, S - Static, O - OSPF, I - IS-IS, B - BGP, X 
- Default   
Network      Next                    Hop                Metric                From                If                       Time 
Rc               100.1.1.1/32                                                          1                                                lo1 
Rc               198.18.1.0/24                                                        1                                                eth1 
R                 200.1.1.1/32       01:04               198.18.1.2           2                     198.18.1.2          eth1 
R                 200.1.1.3/32       01:04               198.18.1.2           2                     198.18.1.2         eth1 



 
ʌʫʥʢʮʠʠ L3 ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʥʘʩʪʨʦʡʢʝ  

ʂʈʇɻ.465614.001ʀʉ3  

 

ɺʝʨʩʠʷ 8.0 96 

 

 

9.5.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip route rip ʥʘ RouterA ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʪʘʙʣʠʮʳ 

ʤʘʨʰʨʫʪʦʚ 

 

IP Route Table for VRF "default" 
R          200.1.1.1/32 [120/2] via 198.18.1.2, eth1, 01:02:43 
R          200.1.1.3/32 [120/2] via 198.18.1.2, eth1, 00:54:25 
Gateway of last resort is not set 

 

9.5.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip rip ʥʘ RouterB ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʤʘʨʰʨʫʪʦʚ RIPv2 

 

Codes: R - RIP, Rc - RIP connected, Rs - RIP static, K - Kernel, C - Connected, S - Static, O - OSPF, I - IS-IS, B - BGP, X 
- Default   
Network     Next                Hop     Metric         From      If                Time 
R                100.1.1.1/32                198.18.1.1   2            198.18.1.1   eth 
Rc               198.18.1.0/24                                1                                eth 
Rc               200.1.1.1/32                                  1                                lo1 
Rc               200.1.1.3/32                                  1                                lo3 

 

9.5.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip route rip ʥʘ RouterB ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʪʘʙʣʠʮʳ 

ʤʘʨʰʨʫʪʦʚ 

 

IP    Route     Table for VRF "default" 
R           100.1.1.1/32 [120/2] via 198.18.1.1, eth1, 01:04:41 
Gateway of last resort is not set 

 

9.5.3.5 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 200.1.1.1 ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʩʪʨʦʝʥʥʦʛʦ 

ʤʘʨʰʨʫʪʘ 

 

PING 200.1.1.1 (200.1.1.1) 56(84) bytes of data. 
64 bytes from 200.1.1.1: icmp_seq=1 ttl=64 time=1.04 ms 
64 bytes from 200.1.1.1: icmp_seq=2 ttl=64 time=0.955 ms 
64 bytes from 200.1.1.1: icmp_seq=3 ttl=64 time=1.01 ms 
64 bytes from 200.1.1.1: icmp_seq=4 ttl=64 time=0.957 ms 

 

9.5.3.6 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 200.1.1.3 ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʩʪʨʦʝʥʥʦʛʦ 

ʤʘʨʰʨʫʪʘ 
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PING 200.1.1.3 (200.1.1.3) 56(84) bytes of data. 
64 bytes from 200.1.1.3: icmp_seq=1 ttl=64 time=1.03 ms 
64 bytes from 200.1.1.3: icmp_seq=2 ttl=64 time=1.02 ms 
64 bytes from 200.1.1.3: icmp_seq=3 ttl=64 time=0.945 ms 
64 bytes from 200.1.1.3: icmp_seq=4 ttl=64 time=1.06 ms 

 

9.5.3.7 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 100.1.1.1 ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʩʪʨʦʝʥʥʦʛʦ 

ʤʘʨʰʨʫʪʘ 

 

PING 100.1.1.1 (100.1.1.1) 56(84) bytes of data. 
64 bytes from 100.1.1.1: icmp_seq=1 ttl=64 time=1.01 ms 
64 bytes from 100.1.1.1: icmp_seq=2 ttl=64 time=0.978 ms 
64 bytes from 100.1.1.1: icmp_seq=3 ttl=64 time=0.921 ms 
64 bytes from 100.1.1.1: icmp_seq=4 ttl=64 time=0.978 ms 

9.6 ʅʘʩʪʨʦʡʢʘ ʧʨʦʪʦʢʦʣʘ ʜʠʥʘʤʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ RIPng 

9.6.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 24 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʚʘ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA ʠ RouterB. 

ʅʘ RouterA ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth1 - IP address 2001:2::1/127, loopback ʠʥʪʝʨʬʝʡʩ 

- IP address 2001:2::ffff:1/128 ʠ RIP ʧʨʦʪʦʢʦʣ. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth1 - IP address 2001:2::2/127, loopback ʠʥʪʝʨʬʝʡʩʳ 

- IP address 2001:2::eeee:1/128 ʠ 2001:2::eeee:2/128. ʅʘ ʫʩʪʨʦʡʩʪʚʝ ʥʘʩʪʨʦʝʥ RIP ʧʨʦʪʦʢʦʣ. 

 

 

ʈʠʩʫʥʦʢ 24 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ ʜʠʥʘʤʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ RIPng 
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9.6.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.6.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.6.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

9.6.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ipv6 address 2001:2::1/127 
RouterA(config-if-[eth1])#ipv6 router rip  
RouterA(config-if-[eth1])#exit 

 

9.6.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterA(config)#interface lo1 
RouterA(config-if-[lo1])#no shutdown 
RouterA(config-if-[lo1])#ipv6 address 2001:2::ffff:1/128 
RouterA(config-if-[lo1])#ipv6 router rip 
RouterA(config-if-[lo1])#exit 

 

9.6.2.2.3 ʅʘʩʪʨʦʡʪʝ ʧʨʦʪʦʢʦʣ RIP 

 

RouterA(config)#router ipv6 rip 
RouterA(config-router)#redistribute connected 
RouterA(config-router)#end 

 

9.6.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.6.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#ipv6 address 2001:2::2/127 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ipv6 router rip 
RouterB(config-if-[eth1])#exit 
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9.6.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterB(config)#interface lo1 
RouterB(config-if-[lo1])#no shutdown 
RouterB(config-if-[lo1])#ipv6 address 2001:2::eeee:1/128 
RouterB(config-if-[lo1])#ipv6 router rip 
RouterB(config-if-[lo1])#exit 

 

9.6.2.3.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo2 

 

RouterB(config)#interface lo2 
RouterB(config-if-[lo2])#no shutdown 
RouterB(config-if-[lo2])#ipv6 address 2001:2::eeee:2/128 
RouterB(config-if-[lo2])#ipv6 router rip 
RouterB(config-if-[lo2])#exit 

 

9.6.2.3.4 ʅʘʩʪʨʦʡʪʝ ʧʨʦʪʦʢʦʣ RIP 

 

RouterB(config)#router ipv6 rip 
RouterB(config-router)#redistribute connected 
RouterB(config-router)#end 

 

9.6.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.6.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.6.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ipv6 rip ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʤʘʨʰʨʫʪʦʚ 

 

Codes: R - RIP, Rc - RIP connected, Rs - RIP static, Ra - RIP aggregated, 
       Rcx - RIP connect suppressed, Rsx - RIP static suppressed, 
       K - Kernel, C - Connected, S - Static, O - OSPF, I - IS-IS, B - BGP 
   Network                                    Next Hop                                               If        Met  Tag  Time 
Rc 2001:2::/127                             ::                                                          eth1     1      0   
R  2001:2::eeee:1/128                  fe80::963f:bbff:fe00:3041             eth1     2      0      02:55 
R  2001:2::eeee:2/128                  fe80::963f:bbff:fe00:3041              eth1     2      0      02:55 
Rc 2001:2::ffff:1/128                    ::                                                           lo1       1      0   

 

9.6.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ipv6 route rip ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʤʘʨʰʨʫʪʦʚ 
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IP Route Table for VRF "default" 
R 2001:2::eeee:1/128 [120/2] via fe80::7872:6cff:fe4b:7a36, eth1, 00:17:08 
R 2001:2::eeee:2/128 [120/2] via fe80::7872:6cff:fe4b:7a36, eth1, 00:17:08 

 

9.6.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ipv6 rip ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ ʤʘʨʰʨʫʪʦʚ 

 

Codes: R - RIP, Rc - RIP connected, Rs - RIP static, Ra - RIP aggregated, 
       Rcx - RIP connect suppressed, Rsx - RIP static suppressed, 
       K - Kernel, C - Connected, S - Static, O - OSPF, I - IS-IS, B - BGP 
   Network                                   Next Hop                                       If     Met   Tag  Time 
Rc 2001:2::/127                            ::                                                   eth1     1      0   
Rc 2001:2::eeee:1/128                  ::                                                   lo1       1      0   
Rc 2001:2::eeee:2/128                  ::                                                   lo2       1      0   
R  2001:2::ffff:1/128                     fe80::963f:bbff:fe00:3035        eth1     2      0      02:27 

 

9.6.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ipv6 route rip ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ ʤʘʨʰʨʫʪʦʚ 

 

IP Route Table for VRF "default" 
R 2001:2::ffff:1/128 [120/2] via fe80::963f:bbff:fe00:31, eth1, 00:19:52 

 

9.6.3.5 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 2001:2::eeee:1 ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʜʦʩʪʫʧʥʦʩʪʠ 

ʤʘʨʰʨʫʪʦʚ   

 

PING 2001:2::eeee:1(2001:2::eeee:1) 56 data bytes 
64 bytes from 2001:2::eeee:1: icmp_seq=1 ttl=64 time=1.05 ms 
64 bytes from 2001:2::eeee:1: icmp_seq=2 ttl=64 time=1.05 ms 
64 bytes from 2001:2::eeee:1: icmp_seq=3 ttl=64 time=0.938 ms 

 

9.6.3.6 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 2001:2::eeee:2 ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʜʦʩʪʫʧʥʦʩʪʠ 

ʤʘʨʰʨʫʪʦʚ 

 

PING 2001:2::eeee:2(2001:2::eeee:2) 56 data bytes 
64 bytes from 2001:2::eeee:2: icmp_seq=1 ttl=64 time=1.04 ms 
64 bytes from 2001:2::eeee:2: icmp_seq=2 ttl=64 time=0.974 ms 
64 bytes from 2001:2::eeee:2: icmp_seq=3 ttl=64 time=1.03 ms 

 

9.6.3.7 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 2001:2::ffff:1 ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ ʜʦʩʪʫʧʥʦʩʪʠ 

ʤʘʨʰʨʫʪʦʚ 
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PING 2001:2::ffff:1(2001:2::ffff:1) 56 data bytes 
64 bytes from 2001:2::ffff:1: icmp_seq=1 ttl=64 time=1.01 ms 
64 bytes from 2001:2::ffff:1: icmp_seq=2 ttl=64 time=0.964 ms 
64 bytes from 2001:2::ffff:1: icmp_seq=3 ttl=64 time=1.02 ms 

9.7 ʅʘʩʪʨʦʡʢʘ ʜʠʥʘʤʠʯʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ OSPFv2 

9.7.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 25 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʚʘ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA ʠ RouterB. 

ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ RouterA ʠ RouterB ʥʘʩʪʨʦʝʥʘ ʜʠʥʘʤʠʯʝʩʢʘʷ ʤʘʨʰʨʫʪʠʟʘʮʠʷ ʧʦ 

ʧʨʦʪʦʢʦʣʫ OSPF. ʅʘ ʢʘʞʜʦʤ ʠʟ ʫʩʪʨʦʡʩʪʚ ʥʘʩʪʨʦʝʥʳ loopback-ʠʥʪʝʨʬʝʡʩʳ ʠ ʥʘʟʥʘʯʝʥʳ IP-

ʘʜʨʝʩʘ. 

Loopback-ʠʥʪʝʨʬʝʡʩʳ ʘʥʦʥʩʠʨʫʶʪʩʷ ʩʚʦʠʤ ʩʦʩʝʜʷʤ. ʅʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʨʦʚʝʨʷʝʪʩʷ 

ʧʦʣʫʯʝʥʠʝ ʤʘʨʰʨʫʪʦʚ ʦʪ ʩʦʩʝʜʝʡ. 

 

 

ʈʠʩʫʥʦʢ 25 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʜʠʥʘʤʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ OSPFv2 

 

9.7.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.7.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 
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9.7.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

9.7.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterA(config)#interface eth2 
RouterA(config-if-[eth2])#no shutdown  
RouterA(config-if-[eth2])#ip address 198.18.1.1/24 
RouterA(config-if-[eth2])#exit 

 

9.7.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterA(config)#interface lo0 
RouterA(config-if-[lo0])#ip address 1.1.1.1/32 
RouterA(config-if-[lo0])#no shutdown 
RouterA(config-if-[lo0])#exit 

 

9.7.2.2.3 ʅʘʩʪʨʦʡʪʝ ʧʨʦʪʦʢʦʣ OSPF  

 

RouterA(config)#router ospf 1  
RouterA(config-router)#router-id 1.1.1.1  
RouterA(config-router)#network 198.18.1.0/24 area 0  
RouterA(config-router)#network 1.1.1.1/32 area 0  
RouterA(config-router)#no shutdown 
RouterA(config-router)#end 

 

9.7.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.7.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#no shutdown    
RouterB(config-if-[eth2])#ip address 198.18.1.2/24 
RouterB(config-if-[eth2])#exit 

 

9.7.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterB(config)#interface lo0 
RouterB(config-if-[lo0])#ip address 2.2.2.2/32 
RouterB(config-if-[lo0])#no shutdown 
RouterB(config-if-[lo0])#exit 
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9.7.2.3.3 ʅʘʩʪʨʦʡʪʝ ʧʨʦʪʦʢʦʣ OSPF 

 

RouterB(config)#router ospf 1  
RouterB(config-router)#router-id 2.2.2.2 
RouterB(config-router)#network 2.2.2.2/32 area 0  
RouterB(config-router)#network 198.18.1.0/24 area 0  
RouterB(config-router)#no shutdown 
RouterB(config-router)#end 

 

9.7.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.7.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.7.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip route ospf ʥʘ RouterA ʯʪʦʙʳ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ 

ʤʘʨʰʨʫʪ 2.2.2.2/32 ʧʦʣʫʯʝʥ ʧʦ ʧʨʦʪʦʢʦʣʫ OSPF 

 

IP Route Table for VRF "default" 
O        2.2.2.2/32 [110/11] via 198.18.1.2, eth2, 00:08:28 
Gateway of last resort is not set 

 

9.7.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip route ospf ʥʘ RouterB ʯʪʦʙʳ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ 

ʤʘʨʰʨʫʪ 1.1.1.1/32 ʧʦʣʫʯʝʥ ʧʦ ʧʨʦʪʦʢʦʣʫ OSPF 

 

IP Route Table for VRF "default" 
O       1.1.1.1/32 [110/20] via 198.18.1.1, eth2, 00:09:33 
Gateway of last resort is not set 

9.8 ʅʘʩʪʨʦʡʢʘ ʜʠʥʘʤʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ OSPFv3 

9.8.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 26 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʚʘ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA ʠ RouterB. 

ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ RouterA ʠ RouterB ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʜʠʥʘʤʠʯʝʩʢʘʷ 

ʤʘʨʰʨʫʪʠʟʘʮʠʷ ʧʦ ʧʨʦʪʦʢʦʣʫ OSPF. ʅʘ ʢʘʞʜʦʤ ʠʟ ʫʩʪʨʦʡʩʪʚ ʧʦʜʥʠʤʘʶʪʩʷ loopback-

ʠʥʪʝʨʬʝʡʩʳ ʠ ʥʘʟʥʘʯʘʶʪʩʷ IP-ʘʜʨʝʩʘ. 

Loopback-ʠʥʪʝʨʬʝʡʩʳ ʘʥʦʥʩʠʨʫʶʪʩʷ ʩʚʦʠʤ ʩʦʩʝʜʷʤ. ʅʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʨʦʚʝʨʷʝʪʩʷ 

ʧʦʣʫʯʝʥʠʝ ʤʘʨʰʨʫʪʦʚ ʦʪ ʩʦʩʝʜʝʡ. 
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ʈʠʩʫʥʦʢ 26 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʜʠʥʘʤʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ OSPFv3 

 

9.8.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.8.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.8.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

9.8.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterA(config)#interface eth2    
RouterA(config-if-[eth2])#ipv6 address 2001:db8::198:18:1:1/96 
RouterA(config-if-[eth2])#no shutdown    
RouterA(config-if-[eth2])#exit 

 

9.8.2.2.2 ʅʘʩʪʨʦʡʪʝ loopback ʠʥʪʝʨʬʝʡʩ 

 

RouterA(config)#interface lo0 
RouterA(config-if-[lo0])#ipv6 address 2001:db8::1:1:1:1/128  
RouterA(config-if-[lo0])#no shutdown 
RouterA(config-if-[lo0])#exit 

 

9.8.2.2.3 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʩ ʫʥʠʢʘʣʴʥʳʤ ID ʜʣʷ ʧʨʦʮʝʩʩʦʚ OSPF 

 

RouterA(config)#router ipv6 ospf  
RouterA(config-router)#router-id 1.1.1.1  
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RouterA(config-router)#exit 

 

9.8.2.2.4 ʅʘʩʪʨʦʡʪʝ ʨʘʟʨʝʰʝʥʠʝ ʧʨʦʪʦʢʦʣʘ OSPFv3 ʥʘ ʠʥʪʝʨʬʝʡʩʘʭ 

 

RouterA(config)#interface eth2  
RouterA(config-if-[eth2])#shutdown  
RouterA(config-if-[eth2])#ipv6 router ospf area 0  
RouterA(config-if-[eth2])#no shutdown  
RouterA(config-if-[eth2])#exit  
RouterA(config)#interface lo0  
RouterA(config-if-[lo0])#ipv6 router ospf area 0  
RouterA(config-if-[lo0])#end 

 

9.8.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.8.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2    
RouterB(config-if-[eth2])#no shutdown    
RouterB(config-if-[eth2])#ipv6 address 2001:db8::198:18:1:2/96 
RouterB(config-if-[eth2])#exit 

 

9.8.2.3.2 ʅʘʩʪʨʦʡʪʝ loopback ʠʥʪʝʨʬʝʡʩ 

 

RouterB(config)#interface lo0 
RouterB(config-if-[lo0])#no shutdown 
RouterB(config-if-[lo0])#ipv6 address 2001:db8::2:2:2:2/128 
RouterB(config-if-[lo0])#exit 

 

9.8.2.3.3 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʩ ʫʥʠʢʘʣʴʥʳʤ ID ʜʣʷ ʧʨʦʮʝʩʩʦʚ OSPF 

 

RouterB(config)#router ipv6 ospf 
RouterB(config-router)#router-id 2.2.2.2  
RouterB(config-router)#exit 

 

9.8.2.3.4 ʅʘʩʪʨʦʡʪʝ ʨʘʟʨʝʰʝʥʠʝ ʧʨʦʪʦʢʦʣʘ OSPFv3 ʥʘ ʠʥʪʝʨʬʝʡʩʘʭ 

 

RouterB(config)#interface eth2  
RouterB(config-if-[eth2])#shutdown 
RouterB(config-if-[eth2])#ipv6 router ospf area 0  
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RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#exit 
RouterB(config)#interface lo0 
RouterB(config-if-[lo0])#ipv6 router ospf area 0  
RouterB(config-if-[lo0])#end 

 

9.8.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.8.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.8.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ipv6 route ospf ʥʘ RouterA ʯʪʦʙʳ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ 

ʤʘʨʰʨʫʪ 2001:db8::2:2:2:2/128 ʧʦʣʫʯʝʥ ʧʦ ʧʨʦʪʦʢʦʣʫ OSPF 

 

IP Route Table for VRF "default" 
O       2001:db8::2:2:2:2/128 [110/1] via fe80::c600:adff:fea4:1348, eth2, 00:02:58 

 

9.8.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ipv6 route ospf ʥʘ RouterB ʯʪʦʙʳ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ 

ʤʘʨʰʨʫʪ 2001:db8::1:1:1:1/128 ʧʦʣʫʯʝʥ ʧʦ ʧʨʦʪʦʢʦʣʫ OSPF 

 

IP Route Table for VRF "default" 
O      2001:db8::1:1:1:1/128 [110/1] via fe80::963f:bbff:fe00:38, eth2, 00:03:24 

9.9 ʅʘʩʪʨʦʡʢʘ ʧʨʦʪʦʢʦʣʘ ʜʠʥʘʤʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ IS-IS 

9.9.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 27 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʚʘ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA ʠ RouterB. 

ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ RouterA ʠ RouterB ʥʘʩʪʨʦʝʥʘ ʜʠʥʘʤʠʯʝʩʢʘʷ ʤʘʨʰʨʫʪʠʟʘʮʠʷ ʧʦ 

ʧʨʦʪʦʢʦʣʫ IS-IS. ʅʘ ʢʘʞʜʦʤ ʠʟ ʫʩʪʨʦʡʩʪʚ ʧʦʜʥʷʪʳ loopback-ʠʥʪʝʨʬʝʡʩʳ ʠ ʥʘʟʥʘʯʝʥʳ IP-

ʘʜʨʝʩʘ. 

Loopback-ʠʥʪʝʨʬʝʡʩʳ ʘʥʦʥʩʠʨʦʚʘʥʳ ʩʚʦʠʤ ʩʦʩʝʜʷʤ.  
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ʈʠʩʫʥʦʢ 27 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ ʜʠʥʘʤʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ IS-IS 

 

9.9.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.9.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.9.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

9.9.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterA(config)#interface eth2    
RouterA(config-if-[eth2])#no shutdown  
RouterA(config-if-[eth2])#ip address 198.18.1.1/24 
RouterA(config-if-[eth2])#exit 

 

9.9.2.2.2 ʅʘʩʪʨʦʡʪʝ ʧʨʦʪʦʢʦʣ IS-IS 

 

RouterA(config)#router isis  
RouterA(config-router)#net 49.0010.0255.0000.0001.00  
RouterA(config-router)#is-type level-1  
RouterA(config-router)#metric-style wide  
RouterA(config-router)#exit 

 

9.9.2.2.3 ɺʢʣʶʯʠʪʝ ʤʘʨʰʨʫʪʠʟʘʮʠʶ IS-IS ʥʘ ʠʥʪʝʨʬʝʡʩʝ eth2 
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RouterA(config)#interface eth2  
RouterA(config-if-[eth2])#ip router isis  
RouterA(config-if-[eth2])#exit 

 

9.9.2.2.4 ʅʘʩʪʨʦʡʪʝ loopback-ʠʥʪʝʨʬʝʡʩ 

 

RouterA(config)#interface lo0  
RouterA(config-if-[lo0])#ip address 1.1.1.1/32  
RouterA(config-if-[lo0])#ip router isis  
RouterA(config-if-[lo0])#no shutdown  
RouterA(config-if-[lo0])#end 

 

9.9.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.9.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#no shutdown    
RouterB(config-if-[eth2])#ip address 198.18.1.2/24 
RouterB(config-if-[eth1])#exit 

 

9.9.2.3.2 ʅʘʩʪʨʦʡʪʝ ʧʨʦʪʦʢʦʣ ISIS 

 

RouterB(config)#router isis  
RouterB(config-router)#net 49.0010.0001.0000.0010.00  
RouterB(config-router)#is-type level-1  
RouterB(config-router)#metric-style wide  
RouterB(config-router)#exit 

 

9.9.2.3.3 ɺʢʣʶʯʠʪʝ ʤʘʨʰʨʫʪʠʟʘʮʠʶ IS-IS ʥʘ ʠʥʪʝʨʬʝʡʩʝ eth2 

 

RouterB(config)#interface eth2  
RouterB(config-if-[eth2])#ip router isis  
RouterB(config-if-[eth2])#exit 

 

9.9.2.3.4 ɺʢʣʶʯʠʪʝ ʤʘʨʰʨʫʪʠʟʘʮʠʶ IS-IS ʥʘ loopback-ʠʥʪʝʨʬʝʡʩʝ 

 

RouterB(config)#interface lo0  
RouterB(config-if-[lo0])#ip address 2.2.2.2/32  
RouterB(config-if-[lo0])#ip router isis  
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RouterB(config-if-[lo0])#no shutdown  
RouterB(config-if-[lo0])#end 

 

9.9.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.9.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.9.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip route isis ʥʘ RouterA ʯʪʦʙʳ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ 

ʤʘʨʰʨʫʪ 2.2.2.2/32 ʧʦʣʫʯʝʥ ʧʦ ʧʨʦʪʦʢʦʣʫ IS-IS 

 

IP Route Table for VRF "default" 
i  L1        2.2.2.2/32 [115/20] via 198.18.1.2, eth2, 00:03:39 
Gateway of last resort is not set 

 

9.9.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip route isis ʥʘ RouterB ʯʪʦʙʳ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ 

ʤʘʨʰʨʫʪ 1.1.1.1/32 ʧʦʣʫʯʝʥ ʧʦ ʧʨʦʪʦʢʦʣʫ IS-IS 

 

IP Route Table for VRF "default" 
i   L1     1.1.1.1/32 [115/20] via 198.18.1.1, eth2, 00:03:48 
Gateway of last resort is not set 

9.10 ʅʘʩʪʨʦʡʢʘ ʧʨʦʪʦʢʦʣʘ ʜʠʥʘʤʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ BGP 

9.10.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 28 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʨʠ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA, RouterB ʠ RouterC. 

ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ RouterA, RouterB ʠ RouterC ʥʘʩʪʨʦʝʥʘ ʜʠʥʘʤʠʯʝʩʢʘʷ 

ʤʘʨʰʨʫʪʠʟʘʮʠʷ ʧʦ ʧʨʦʪʦʢʦʣʫ BGP. ʉʦʩʝʜʩʪʚʦ ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʤʝʞʜʫ RouterA ʠ RouterB, 

RouterB ʠ RouterC. ʇʨʷʤʦʛʦ ʩʦʩʝʜʩʪʚʘ ʤʝʞʜʫ RouterA ʠ RouterC ʥʝʪ. ʅʘ ʢʘʞʜʦʤ ʠʟ 

ʫʩʪʨʦʡʩʪʚ ʧʦʜʥʷʪʳ loopback-ʠʥʪʝʨʬʝʡʩʳ ʠ ʥʘʟʥʘʯʝʥʳ IP-ʘʜʨʝʩʘ. Loopback-ʠʥʪʝʨʬʝʡʩʳ 

ʘʥʦʥʩʠʨʦʚʘʥʳ ʩʚʦʠʤ ʩʦʩʝʜʷʤ.  
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ʈʠʩʫʥʦʢ 28 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ ʜʠʥʘʤʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ BGP 

 

9.10.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.10.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

 

9.10.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

9.10.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ eth1 

 

RouterA(config)#interface eth1  
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown  
RouterA(config-if-[eth1])#ip address 198.18.0.2/24  
RouterA(config-if-[eth1])#exit 

 

9.10.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterA(config)#interface lo0 
RouterA(config-if-[lo0])#no shutdown 
RouterA(config-if-[lo0])#ip address 1.1.1.1/32 
RouterA(config-if-[lo0])#exit 

 

9.10.2.2.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterA(config)#interface lo1 
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RouterA(config-if-[lo1])#no shutdown 
RouterA(config-if-[lo1])#ip address 100.1.1.1/24 
RouterA(config-if-[lo1])#exit 

 

9.10.2.2.4 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo2 

 

RouterA(config)#interface lo2 
RouterA(config-if-[lo2])#no shutdown 
RouterA(config-if-[lo2])#ip address 100.1.2.1/24 
RouterA(config-if-[lo2])#exit 

 

9.10.2.2.5 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo3 

 

RouterA(config)#interface lo3 
RouterA(config-if-[lo3])#no shutdown 
RouterA(config-if-[lo3])#ip address 100.1.3.1/24 
RouterA(config-if-[lo3])#exit 

 

9.10.2.2.6 ʅʘʩʪʨʦʡʪʝ ʧʨʦʪʦʢʦʣ BGP 

 

RouterA(config)#router bgp 64501 
RouterA(config-router)#bgp router-id 1.1.1.1 
RouterA(config-router)#network 100.1.1.0/24 
RouterA(config-router)#network 100.1.2.0/24 
RouterA(config-router)#network 100.1.3.0/24 
RouterA(config-router)#neighbor 198.18.0.1 remote-as 64502 
RouterA(config-router)#end 

 

9.10.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.10.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ eth1 

 

RouterB(config)#interface eth1  
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#no shutdown  
RouterB(config-if-[eth1])#ip address 198.18.0.1/24  
RouterB(config-if-[eth1])#exit 

 

9.10.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ eth2 
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RouterB(config)#interface eth2  
RouterB(config-if-[eth2])#no shutdown  
RouterB(config-if-[eth2])#ip address 198.18.1.1/24  
RouterB(config-if-[eth2])#exit 

 

9.10.2.3.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterB(config)#interface lo0 
RouterB(config-if-[lo0])#no shutdown 
RouterB(config-if-[lo0])#ip address 2.2.2.2/32 
RouterB(config-if-[lo0])#exit 

 

9.10.2.3.4 ʅʘʩʪʨʦʡʪʝ ʧʨʦʪʦʢʦʣ BGP 

 

RouterB(config)#router bgp 64502 
RouterB(config-router)#bgp router-id 2.2.2.2  
RouterB(config-router)#network 2.2.2.2/32 
RouterB(config-router)#neighbor 198.18.0.2 remote-as 64501 
RouterB(config-router)#neighbor 198.18.1.2 remote-as 64503  
RouterB(config-router)#end 

 

9.10.2.4 ʅʘʩʪʨʦʡʪʝ RouterC 

9.10.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ eth2 

 

wƻǳǘŜǊ˿όŎƻƴŦƛƎύІinterface eth2  
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth2])#no shutdown  
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth2])#ip address 198.18.1.2/24  
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth2])#exit 

 

9.10.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterC(config)#interface lo0 
RouterC(config-if-[lo0])#no shutdown 
RouterC(config-if-[lo0])#ip address 3.3.3.3/32 
RouterC(config-if-[lo0])#exit 

 

9.10.2.4.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterC(config)#interface lo1 
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RouterC(config-if-[lo1])#no shutdown 
RouterC(config-if-[lo1])#ip address 200.1.1.1/24 
RouterC(config-if-[lo1])#exit 

 

9.10.2.4.4 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo2 

 

RouterC(config)#interface lo2 
RouterC(config-if-[lo2])#no shutdown 
RouterC(config-if-[lo2])#ip address 200.1.2.1/24 
RouterC(config-if-[lo2])#exit 

 

9.10.2.4.5 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo3 

 

RouterC(config)#interface lo3 
RouterC(config-if-[lo3])#no shutdown 
RouterC(config-if-[lo3])#ip address 200.1.3.1/24 
RouterC(config-if-[lo3])#exit 

 

9.10.2.4.6 ʅʘʩʪʨʦʡʪʝ ʧʨʦʪʦʢʦʣ BGP 

 

RouterC(config)#router bgp 64503 
RouterC(config-router)#bgp router-id 3.3.3.3 
RouterC(config-router)#network 200.1.1.0/24 
RouterC(config-router)#network 200.1.2.0/24 
RouterC(config-router)#network 200.1.3.0/24 
RouterC(config-router)#neighbor 198.18.1.1 remote-as 64502 
RouterC(config-router)#end 

 

9.10.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.10.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.10.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip bgp neighbors 198.18.0.2 routes ʯʪʦʙʳ 

ʫʙʝʜʠʪʴʩʷ, ʯʪʦ RouterB ʧʦʣʫʯʠʣ ʧʨʝʬʠʢʩʳ ʧʦ ʧʨʦʪʦʢʦʣʫ BGP ʦʪ RouterA 

 

BGP table version is 19, local router ID is 2.2.2.2 
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, l - labeled, S Stale 
Origin codes: i - IGP, e - EGP, ? - incomplete 
         Network           Next            Hop    Metric    LocPrf    Weight    Path 
*>     100.1.1.0/24     198.18.0.2    0        100         0            64501      i 
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*>     100.1.2.0/24     198.18.0.2    0        100         0            64501      i 
*>     100.1.3.0/24     198.18.0.2    0        100         0            64501      i 
Total number of prefixes 3 

 

9.10.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip bgp neighbors 198.18.1.2 routes, ʯʪʦʙʳ 

ʫʙʝʜʠʪʴʩʷ, ʯʪʦ RouterB ʧʦʣʫʯʠʣ ʧʨʝʬʠʢʩʳ ʧʦ ʧʨʦʪʦʢʦʣʫ BGP ʦʪ Routerʉ 

 

BGP table version is 22, local router ID is 2.2.2.2 
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, l - labeled, S Stale 
Origin codes: i - IGP, e - EGP, ? - incomplete 
          Network         Next            Hop    Metric   LocPrf    Weight   Path 
*>      200.1.1.0/24   198.18.1.2   0         100        0            64503     i 
*>      200.1.2.0/24   198.18.1.2   0         100        0            64503     i 
*>      200.1.3.0/24   198.18.1.2   0         100        0            64503     i 
Total number of prefixes 3 

9.11 ʅʘʩʪʨʦʡʢʘ ʧʨʦʪʦʢʦʣʘ ʜʠʥʘʤʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ MP-BGP 

9.11.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 29 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʨʠ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA, RouterB ʠ RouterC. 

ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ RouterA, RouterB ʠ RouterC ʥʘʩʪʨʦʝʥʘ ʜʠʥʘʤʠʯʝʩʢʘʷ 

ʤʘʨʰʨʫʪʠʟʘʮʠʷ ʧʦ ʧʨʦʪʦʢʦʣʫ BGP. ʉʦʩʝʜʩʪʚʦ ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʤʝʞʜʫ RouterA ʠ RouterB, 

RouterB ʠ RouterC. ʇʨʷʤʦʛʦ ʩʦʩʝʜʩʪʚʘ ʤʝʞʜʫ RouterA ʠ RouterC ʥʝʪ. ʅʘ ʢʘʞʜʦʤ ʠʟ 

ʫʩʪʨʦʡʩʪʚ ʧʦʜʥʷʪʳ loopback-ʠʥʪʝʨʬʝʡʩʳ ʠ ʥʘʟʥʘʯʝʥʳ IP-ʘʜʨʝʩʘ. Loopback-ʠʥʪʝʨʬʝʡʩʳ 

ʘʥʦʥʩʠʨʦʚʘʥʳ ʩʚʦʠʤ ʩʦʩʝʜʷʤ.  

 

 

ʈʠʩʫʥʦʢ 29 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ ʜʠʥʘʤʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ MP-BGP 

 



 
ʌʫʥʢʮʠʠ L3 ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʥʘʩʪʨʦʡʢʝ  

ʂʈʇɻ.465614.001ʀʉ3  

 

ɺʝʨʩʠʷ 8.0 115 

 

9.11.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.11.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.11.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

9.11.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1  
RouterA(config-if-[eth1])#no shutdown  
RouterA(config-if-[eth1])#ipv6 address 2001::1/64 
RouterA(config-if-[eth1])#exit 

 

9.11.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterA(config)#interface lo1 
RouterA(config-if-[lo1])#no shutdown 
RouterA(config-if-[lo1])#ipv6 address 101::1/128 
RouterA(config-if-[lo1])#exit 

 

9.11.2.2.3 ʅʘʩʪʨʦʡʪʝ ʧʨʦʪʦʢʦʣ MP-BGP 

 

RouterA(config)#router bgp 100 
RouterA(config-router)#bgp router-id 1.1.1.1 
RouterA(config-router)#neighbor 2001::2 remote-as 200 
RouterA(config-router)#address-family ipv6 unicast 
RouterA(config-router-af)#network 101::/64 
RouterA(config-router-af)#neighbor 2001::2 activate 
RouterA(config-router-af)#exit-address-family 
RouterA(config-router)#exit 

 

9.11.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.11.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1  

 

RouterB(config)#interface eth1  
RouterB(config-if-[eth1])#no shutdown  
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RouterB(config-if-[eth1])#ipv6 address 2001::2/64 
RouterB(config-if-[eth1])#exit 

 

9.11.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2  
RouterB(config-if-[eth2])#no shutdown  
RouterB(config-if-[eth2])#ipv6 address 2000::2/64 
RouterB(config-if-[eth2])#exit 

 

9.11.2.3.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterB(config)#interface lo1 
RouterB(config-if-[lo1])#no shutdown 
RouterB(config-if-[lo1])#ipv6 address 102::1/128 
RouterB(config-if-[lo1])#exit 

 

9.11.2.3.4 ʅʘʩʪʨʦʡʪʝ ʧʨʦʪʦʢʦʣ MP-BGP 

 

RouterB(config)#router bgp 200 
RouterB(config-router)#bgp router-id 2.2.2.2 
RouterB(config-router)#neighbor 2001::1 remote-as 100 
RouterB(config-router)#neighbor 2000::1 remote-as 300 
RouterB(config-router)#address-family ipv6 unicast 
RouterB(config-router-af)#network 102::/64 
RouterB(config-router-af)#neighbor 2000::1 activate 
RouterB(config-router-af)#neighbor 2001::1 activate 
RouterB(config-router-af)#exit-address-family 
RouterB(config-router)#exit 

 

9.11.2.4 ʅʘʩʪʨʦʡʪʝ Routerʉ 

9.11.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterC(config)#interface eth1  
RouterC(config-if-[eth1])#no shutdown  
RouterC(config-if-[eth1])#ipv6 address 2000::1/64 
RouterC(config-if-[eth1])#exit 

 

9.11.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 
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RouterC(config)#interface lo1 
RouterC(config-if-[lo1])#no shutdown 
RouterC(config-if-[lo1])#ipv6 address 103::1/128 
RouterC(config-if-[lo1])#exit 

 

9.11.2.4.3 ʅʘʩʪʨʦʡʪʝ ʧʨʦʪʦʢʦʣ MP-BGP 

 

RouterC(config)#router bgp 300 
RouterC(config-router)#bgp router-id 3.3.3.3 
RouterC(config-router)#neighbor 2000::2 remote-as 200 
RouterC(config-router)#address-family ipv6 unicast 
RouterC(config-router-af)#network 103::/64 
RouterC(config-router-af)#neighbor 2000::2 activate 
RouterC(config-router-af)#exit-address-family 
RouterC(config-router)#exit 

 

9.11.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.11.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.11.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show bgp ipv6 neighbors 2001::1 routes, ʯʪʦʙʳ 

ʫʙʝʜʠʪʴʩʷ, ʯʪʦ RouterB ʧʦʣʫʯʠʣ ʧʨʝʬʠʢʩʳ ʧʦ ʧʨʦʪʦʢʦʣʫ MP-BGP ʦʪ RouterA 

 

BGP table version is 1005, local router ID is 2.2.2.2 
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, l - labeled 
              S Stale 
Origin codes: i - IGP, e - EGP, ? - incomplete 
       Network        Next Hop                                        Metric    LocPrf   Weight Path 
*>   101::/64         2000::2(fe80::963f:bbff:fe00:3b)      0            100        0       100 i 
Total number of prefixes 1 

 

9.11.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show bgp ipv6 neighbors 2000::1 routes, ʯʪʦʙʳ 

ʫʙʝʜʠʪʴʩʷ, ʯʪʦ RouterB ʧʦʣʫʯʠʣ ʧʨʝʬʠʢʩʳ ʧʦ ʧʨʦʪʦʢʦʣʫ MP-BGP ʦʪ RouterC 

 

BGP table version is 1007, local router ID is 2.2.2.2 
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, l - labeled 
              S Stale 
Origin codes: i - IGP, e - EGP, ? - incomplete 
       Network          Next Hop                                       Metric    LocPrf   Weight Path 
*>   103::/64           2001::2(fe80::963f:bbff:fe00:2e)      0           100        0      300 i 
Total number of prefixes 1 
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9.12 ʅʘʩʪʨʦʡʢʘ ʬʠʣʴʪʨʘʮʠʠ ʤʘʨʰʨʫʪʦʚ ʩ ʧʦʤʦʱʴʶ prefix-list 

9.12.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ   

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 30 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʨʠ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA, RouterB ʠ RouterC. 

ʅʘ ʢʘʞʜʦʤ ʠʟ ʫʩʪʨʦʡʩʪʚ ʧʦʜʥʷʪʳ loopback-ʠʥʪʝʨʬʝʡʩʳ ʠ ʥʘʟʥʘʯʝʥʳ IP-ʘʜʨʝʩʘ. 

ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ RouterA, RouterB ʠ RouterC ʥʘʩʪʨʦʝʥʘ ʜʠʥʘʤʠʯʝʩʢʘʷ ʤʘʨʰʨʫʪʠʟʘʮʠʷ 

ʧʦ ʧʨʦʪʦʢʦʣʫ BGP. ʉʦʩʝʜʩʪʚʦ ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʤʝʞʜʫ RouterA ʠ RouterB, RouterB ʠ RouterC. 

ʇʨʷʤʦʛʦ ʩʦʩʝʜʩʪʚʘ ʤʝʞʜʫ RouterA ʠ RouterC ʥʝʪ. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥ prefix-list, ʙʣʘʛʦʜʘʨʷ ʢʦʪʦʨʦʤʫ ʬʠʣʴʪʨʫʶʪʩʷ ʤʘʨʰʨʫʪʳ ʚ ʩʝʪʠ 

ʥʘ ʦʩʥʦʚʘʥʠʠ IP-ʘʜʨʝʩʦʚ ʠ ʜʠʘʧʘʟʦʥʦʚ ʩʝʪʝʡ. 

 

 

ʈʠʩʫʥʦʢ 30 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʬʠʣʴʨʘʮʠʠ ʤʘʨʰʨʫʪʦʚ ʩ ʧʦʤʦʱʴʶ prefix-list 

 

9.12.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.12.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.12.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

9.12.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1  
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown  
RouterA(config-if-[eth1])#ip address 198.18.0.2/24  
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RouterA(config-if-[eth1])#exit 

 

9.12.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterA(config)#interface lo0 
RouterA(config-if-[lo0])#no shutdown 
RouterA(config-if-[lo0])#ip address 1.1.1.1/32 
RouterA(config-if-[lo0])#exit 

 

9.12.2.2.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterA(config)#interface lo1 
RouterA(config-if-[lo1])#no shutdown 
RouterA(config-if-[lo1])#ip address 100.1.1.1/24 
RouterA(config-if-[lo1])#exit 

 

9.12.2.2.4 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo2 

 

RouterA(config)#interface lo2 
RouterA(config-if-[lo2])#no shutdown 
RouterA(config-if-[lo2])#ip address 100.1.2.1/24 
RouterA(config-if-[lo2])#exit 

 

9.12.2.2.5 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo3 

 

RouterA(config)#interface lo3 
RouterA(config-if-[lo3])#no shutdown 
RouterA(config-if-[lo3])#ip address 100.1.3.1/24 
RouterA(config-if-[lo3])#exit 

 

9.12.2.2.6 ʅʘʩʪʨʦʡʪʝ ʧʨʦʪʦʢʦʣ BGP 

 

RouterA(config)#router bgp 64501 
RouterA(config-router)#bgp router-id 1.1.1.1 
RouterA(config-router)#network 100.1.1.0/24 
RouterA(config-router)#network 100.1.2.0/24 
RouterA(config-router)#network 100.1.3.0/24 
RouterA(config-router)#neighbor 198.18.0.1 remote-as 64502 
RouterA(config-router)#end 
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9.12.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.12.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1  
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#no shutdown  
RouterB(config-if-[eth1])#ip address 198.18.0.1/24  
RouterB(config-if-[eth1])#exit 

 

9.12.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2  
RouterB(config-if-[eth2])#no shutdown  
RouterB(config-if-[eth2])#ip address 198.18.1.1/24  
RouterB(config-if-[eth2])#exit 

 

9.12.2.3.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterB(config)#interface lo0 
RouterB(config-if-[lo0])#no shutdown 
RouterB(config-if-[lo0])#ip address 2.2.2.2/32 
RouterB(config-if-[lo0])#exit 

 

9.12.2.3.4 ʅʘʩʪʨʦʡʪʝ ʧʨʦʪʦʢʦʣ BGP 

 

RouterB(config)#router bgp 64502 
RouterB(config-router)#bgp router-id 2.2.2.2  
RouterB(config-router)#network 2.2.2.2/32 
RouterB(config-router)#neighbor 198.18.0.2 remote-as 64501 
RouterB(config-router)#neighbor 198.18.1.2 remote-as 64503  
RouterB(config-router)#exit 

 

9.12.2.3.5 ʅʘʩʪʨʦʡʪʝ prefix-list 

 

RouterB(config)#ip prefix-list 1 seq 10 permit 100.1.3.0/24 eq 24 
RouterB(config)#router bgp 64502 
RouterB(config-router)#neighbor 198.18.1.2 prefix-list 1 out  
RouterB(config-router)#end 
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9.12.2.4 ʅʘʩʪʨʦʡʪʝ RouterC 

9.12.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

wƻǳǘŜǊ˿όŎƻƴŦƛƎύІinterface eth2  
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth2])#no shutdown  
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth2])#ip address 198.18.1.2/24  
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth2])#exit 

 

9.12.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterC(config)#interface lo0 
RouterC(config-if-[lo0])#no shutdown 
RouterC(config-if-[lo0])#ip address 3.3.3.3/32 
RouterC(config-if-[lo0])#exit 

 

9.12.2.4.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterC(config)#interface lo1 
RouterC(config-if-[lo1])#no shutdown 
RouterC(config-if-[lo1])#ip address 200.1.1.1/24 
RouterC(config-if-[lo1])#exit 

 

9.12.2.4.4 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo2 

 

RouterC(config)#interface lo2 
RouterC(config-if-[lo2])#no shutdown 
RouterC(config-if-[lo2])#ip address 200.1.2.1/24 
RouterC(config-if-[lo2])#exit 

 

9.12.2.4.5 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo3 

 

RouterC(config)#interface lo3 
RouterC(config-if-[lo3])#no shutdown 
RouterC(config-if-[lo3])#ip address 200.1.3.1/24 
RouterC(config-if-[lo3])#exit 
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9.12.2.4.6 ʅʘʩʪʨʦʡʪʝ ʧʨʦʪʦʢʦʣ BGP 

 

RouterC(config)#router bgp 64503 
RouterC(config-router)#bgp router-id 3.3.3.3 
RouterC(config-router)#network 200.1.1.0/24 
RouterC(config-router)#network 200.1.2.0/24 
RouterC(config-router)#network 200.1.3.0/24 
RouterC(config-router)#neighbor 198.18.1.1 remote-as 64502 
RouterC(config-router)#end 

 

9.12.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.12.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.12.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip route bgp ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ ʧʨʠʥʷʪʳʭ 

ʧʨʝʬʠʢʩʦʚ ʢʦʤʘʥʜ 

 

IP Route Table for VRF "default" 
B       100.1.1.0/24 [20/0] via 198.18.0.2, eth1, 00:12:14 
B       100.1.2.0/24 [20/0] via 198.18.0.2, eth1, 00:12:14 
B       100.1.3.0/24 [20/0] via 198.18.0.2, eth1, 00:12:14 
B       200.1.1.0/24 [20/0] via 198.18.1.2, eth2, 00:12:14 
B       200.1.2.0/24 [20/0] via 198.18.1.2, eth2, 00:12:14 
B       200.1.3.0/24 [20/0] via 198.18.1.2, eth2, 00:12:14 
Gateway of last resort is not set 

9.13 ʅʘʩʪʨʦʡʢʘ ʧʨʦʪʦʢʦʣʘ BFD ʜʣʷ ʜʠʥʘʤʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 

9.13.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 31 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥʳ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ - RouterA, RouterB, RouterC.  

ʄʝʞʜʫ RouterA RouterB RouterC ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʜʠʥʘʤʠʯʝʩʢʘʷ ʤʘʨʰʨʫʪʠʟʘʮʠʷ ʧʦ 

ʧʨʦʪʦʢʦʣʫ OSPF,  ʚʢʣʶʯʘʝʪʩʷ ʧʨʦʪʦʢʦʣ BFD.  ʅʘ ʢʘʞʜʦʤ ʠʟ ʫʩʪʨʦʡʩʪʚ ʧʦʜʥʠʤʘʝʪʩʷ 

loopback-ʠʥʪʝʨʬʝʡʩ ʠ ʥʘʟʥʘʯʘʝʪʩʷ IP-ʘʜʨʝʩʘ. 

Loopback-ʠʥʪʝʨʬʝʡʩʳ ʘʥʦʥʩʠʨʫʶʪʩʷ ʩʚʦʠʤ ʩʦʩʝʜʷʤ. ʅʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʨʦʚʝʨʷʝʪʩʷ 

ʧʦʣʫʯʝʥʠʝ ʤʘʨʰʨʫʪʦʚ ʦʪ ʩʦʩʝʜʝʡ. 
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ʈʠʩʫʥʦʢ 31 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ BFD ʜʣʷ ʜʠʥʘʤʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 

 

9.13.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ 

9.13.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.13.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

9.13.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ip address 198.18.0.2/24 
RouterA(config-if-[eth1])#exit 

 

9.13.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterA(config)#interface lo0 
RouterA(config-if-[lo0])#no shutdown 
RouterA(config-if-[lo0])#ip address 1.1.1.1/32 
RouterA(config-if-[lo0])#exit 

 

9.13.2.2.3 ʅʘʩʪʨʦʡʪʝ ʧʨʦʪʦʢʦʣ OSPF 

 

RouterA(config)#router ospf 1 
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RouterA(config-router)#ospf router-id 1.1.1.1 
RouterA(config-router)#network 1.1.1.1/32 area 0.0.0.0 
RouterA(config-router)#network 198.18.0.0/24 area 0.0.0.0 
RouterA(config-router)#exit 

 

9.13.2.2.4 ʅʘʩʪʨʦʡʪʝ ʧʨʦʪʦʢʦʣ BFD 

 

RouterA(config)#router ospf 1 
RouterA(config-router)#bfd all-interfaces 
RouterA(config-router)#end 

 

9.13.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.13.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ eth1 ʠ eth2 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ip address 198.18.0.1/24 
RouterB(config-if-[eth1])#exit 
RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#ip address 198.18.1.1/24 
RouterB(config-if-[eth2])#exit 

 

9.13.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterB(config)#interface lo0 
RouterB(config-if-[lo0])#no shutdown 
RouterB(config-if-[lo0])#ip address 2.2.2.2/32 
RouterB(config-if-[lo0])#exit 

 

9.13.2.3.3 ʅʘʩʪʨʦʡʪʝ ʧʨʦʪʦʢʦʣ OSPF 

 

RouterB(config)#router ospf 1 
RouterB(config-router)#ospf router-id 2.2.2.2 
RouterB(config-router)#network 2.2.2.2/32 area 0.0.0.0 
RouterB(config-router)#network 198.18.0.0/24 area 0.0.0.0 
RouterB(config-router)#network 198.18.1.0/24 area 0.0.0.0 
RouterB(config-router)#exit 
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9.13.2.3.4 ʅʘʩʪʨʦʡʪʝ ʧʨʦʪʦʢʦʣ BFD 

 

RouterB(config)#router ospf 1 
RouterB(config-router)#bfd all-interfaces 
RouterB(config-router)#end 

 

9.13.2.4 ʅʘʩʪʨʦʡʪʝ RouterC 

9.13.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterC(config)#interface eth2 
RouterC(config-if-[eth2])#no shutdown 
RouterC(config-if-[eth2])#ip address 198.18.1.2/24 
RouterC(config-if-[eth2])#exit 

 

9.13.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterC(config)#interface lo0 
RouterC(config-if-[lo0])#no shutdown 
RouterC(config-if-[lo0])#ip address 3.3.3.3/32 
RouterC(config-if-[lo0])#exit 

 

9.13.2.4.3 ʅʘʩʪʨʦʡʪʝ ʧʨʦʪʦʢʦʣ OSPF 

 

RouterC(config)#router ospf 1 
RouterC(config-router)#ospf router-id 3.3.3.3 
RouterC(config-router)#network 3.3.3.3/32 area 0.0.0.0 
RouterC(config-router)#network 198.18.1.0/24 area 0.0.0.0 
RouterC(config-router)#exit 

 

9.13.2.4.4 ʅʘʩʪʨʦʡʪʝ ʧʨʦʪʦʢʦʣ BFD 

 

RouterC(config)#router ospf 1 
RouterC(config-router)#bfd all-interfacesRouterC(config-router)#end 

 

9.13.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 
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9.13.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.13.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip ospf route ʥʘ RouterC ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʣʠʯʠʷ 

ʤʘʨʰʨʫʪʦʚ  

 

OSPF process 1: 
Codes: C - connected, D - Discard, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2 
O  1.1.1.1/32 [21] via 198.18.1.1, eth2, Area 0.0.0.0 
O  2.2.2.2/32 [20] via 198.18.1.1, eth2, Area 0.0.0.0 
C  3.3.3.3/32 [10] is directly connected, lo0, Area 0.0.0.0 
O  198.18.0.0/24 [11] via 198.18.1.1, eth2, Area 0.0.0.0 
C  198.18.1.0/24 [10] is directly connected, eth2, Area 0.0.0.0 

 

9.13.3.2 ɺʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʢʦʤʘʥʜʳ ʜʣʷ ʧʨʦʚʝʨʢʠ ʤʘʨʰʨʫʪʦʚ ʥʘ RouterC:  

ʅʘ RouterA ʦʪʢʣʶʯʠʪʝ ʠʥʪʝʨʬʝʡʩ  

 

RouterA#configure terminal 
RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#shutdown 

 

ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip ospf route ʥʘ RouterC ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʣʠʯʠʷ ʤʘʨʰʨʫʪʦʚ 

 

OSPF process 1: 
Codes: C - connected, D - Discard, O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2 
O  2.2.2.2/32 [20] via 198.18.1.1, eth2, Area 0.0.0.0 
C  3.3.3.3/32 [10] is directly connected, lo0, Area 0.0.0.0 
O  198.18.0.0/24 [11] via 198.18.1.1, eth2, Area 0.0.0.0 
C  198.18.1.0/24 [10] is directly connected, eth2, Area 0.0.0.0 

9.14 ʅʘʩʪʨʦʡʢʘ ʧʨʦʪʦʢʦʣʘ BFD IPv6 ʜʣʷ ʜʠʥʘʤʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 

9.14.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 32  ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʨʠ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA, RouterB, RouterC. 

ʅʘ ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʭ ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ, ʥʘʟʥʘʯʝʥʳ IP-ʘʜʨʝʩʘ ʠ 

ʥʘʩʪʨʦʝʥ ʧʨʦʪʦʢʦʣ OSPF, ʛʜʝ ʚʢʣʶʯʘʝʪʩʷ BFD. 
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ʈʠʩʫʥʦʢ 32 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ BFD IPv6 ʜʣʷ ʜʠʥʘʤʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 

 

9.14.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ 

9.14.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʨhʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.14.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

9.14.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 ʠ ʧʨʦʪʦʢʦʣ OSPF 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ipv6 address 2000::1/64 
RouterA(config-if-[eth1])#ipv6 ospf network broadcast 
RouterA(config-if-[eth1])#ipv6 router ospf area 0.0.0.0 
RouterA(config-if-[eth1])#exit 

 

9.14.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 ʠ ʧʨʦʪʦʢʦʣ OSPF 

 

RouterA(config)#interface lo1 
RouterA(config-if-[lo1])#no shutdown 
RouterA(config-if-[lo1])#ipv6 address 101::1/128 
RouterA(config-if-[lo1])#ipv6 router ospf area 0.0.0.0 
RouterA(config-if-[lo1])#exit 
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9.14.2.2.3 ɿʘʧʫʩʪʠʪʝ ʧʨʦʮʝʩʩ ʤʘʨʰʨʫʪʠʟʘʮʠʠ OSPF ʠ ʫʩʪʘʥʦʚʠʪʝ ID 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ 

 

RouterA(config)#router ipv6 ospf 
RouterA(config-router)#router-id 191.0.0.1RouterA(config-router)#bfd all-interfaces 
RouterA(config-router)#end 

 

9.14.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.14.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 ʠ ʧʨʦʪʦʢʦʣ OSPF ʥʘ ʠʥʪʝʨʬʝʡʩʝ 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ipv6 address 2000::2/64 
RouterB(config-if-[eth1])#ipv6 ospf network broadcast 
RouterB(config-if-[eth1])#ipv6 router ospf area 0.0.0.0 
RouterB(config-if-[eth1])#exit 

 

9.14.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 ʠ ʧʨʦʪʦʢʦʣ OSPF ʥʘ ʠʥʪʝʨʬʝʡʩʝ 

 

RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#ipv6 address 2001::2/64 
RouterB(config-if-[eth2])#ipv6 ospf network broadcast 
RouterB(config-if-[eth2])#ipv6 router ospf area 0.0.0.0 
RouterB(config-if-[eth2])#exit 

 

9.14.2.3.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 ʠ ʧʨʦʪʦʢʦʣ OSPF ʥʘ ʠʥʪʝʨʬʝʡʩʝ 

 

RouterB(config)#interface lo1 
RouterB(config-if-[lo1])#no shutdown 
RouterB(config-if-[lo1])#ipv6 address 102::1/128 
RouterB(config-if-[lo1])#ipv6 router ospf area 0.0.0.0 
RouterB(config-if-[lo1])#exit 

 

9.14.2.3.4 ɿʘʧʫʩʪʠʪʝ ʧʨʦʮʝʩʩ ʤʘʨʰʨʫʪʠʟʘʮʠʠ OSPF ʠ ʫʩʪʘʥʦʚʠʪʝ ID 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ 

 

RouterB(config)#router ipv6 ospf 
RouterB(config-router)#router-id 192.0.0.1 
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RouterB(config-router)#bfd all-interfaces 
RouterB(config-router)#end 

 

9.14.2.4 ʅʘʩʪʨʦʡʪʝ RouterC 

9.14.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 ʠ ʧʨʦʪʦʢʦʣ OSPF ʥʘ ʠʥʪʝʨʬʝʡʩʝ 

 

RouterC(config)#interface eth1 
RouterC(config-if-[eth1])#no shutdown 
RouterC(config-if-[eth1])#ipv6 address 2001::1/64 
RouterC(config-if-[eth1])#ipv6 ospf network broadcast 
RouterC(config-if-[eth1])#ipv6 router ospf area 0.0.0.0 
RouterC(config-if-[eth1])#exit 

 

9.14.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 ʠ ʧʨʦʪʦʢʦʣ OSPF ʥʘ ʠʥʪʝʨʬʝʡʩʝ 

 

RouterC(config)#interface lo1 
RouterC(config-if-[lo1])#no shutdown 
RouterC(config-if-[lo1])#ipv6 address 103::1/128 
RouterC(config-if-[lo1])#ipv6 router ospf area 0.0.0.0 
RouterC(config-if-[lo1])#exit 

 

9.14.2.4.3 ɿʘʧʫʩʪʠʪʝ ʧʨʦʮʝʩʩ ʤʘʨʰʨʫʪʠʟʘʮʠʠ OSPF ʠ ʫʩʪʘʥʦʚʠʪʝ ID 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ 

 

RouterC(config)#router ipv6 ospf 
RouterC(config-router)#router-id 193.0.0.1 
RouterC(config-router)#bfd all-interfaces 
RouterC(config-router)#end 

 

9.14.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.14.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.14.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ipv6 route ospf ʥʘ RouterC ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʤʘʨʰʨʫʪʘ ʧʦʣʫʯʝʥʥʦʛʦ ʧʦ ʧʨʦʪʦʢʦʣʫ OSPF  

 

IP Route Table for VRF "default" 
O             101::1/128 [110/11] via fe80::963f:bbff:fe00:3b, eth1, 01:08:29 
O             102::1/128 [110/1] via fe80::963f:bbff:fe00:3b, eth1, 00:55:43 
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O             2000::/64 [110/11] via fe80::963f:bbff:fe00:3b, eth1, 01:12:40 

 

9.14.3.2 ɺʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʢʦʤʘʥʜʳ ʜʣʷ ʧʨʦʚʝʨʢʠ, ʯʪʦ ʙʝʟ ʧʨʦʪʦʢʦʣʘ BFD ʧʨʠ 

ʦʪʢʣʶʯʝʥʠʠ ʠʥʪʝʨʬʝʡʩʘ ʥʘ RouterA, ʥʘ RouterC ʤʘʨʰʨʫʪ 100::1/128 ʙʫʜʝʪ ʥʘʭʦʜʠʪʴʩʷ ʚ 

ʪʘʙʣʠʮʝ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʧʨʠʤʝʨʥʦ 40 ʩʝʢʫʥʜ: 

9.14.3.2.1 ʆʪʢʣʶʯʠʪʝ ʠʥʪʝʨʬʝʡʩ eth1 ʥʘ RouterA ʠ ʟʘʩʝʢʠʪʝ ʚʨʝʤʷ 

 

RouterA#configure terminal 
RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#shutdown 

 

9.14.3.2.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ipv6 route ospf ʥʘ RouterC ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʥʘʣʠʯʠʷ ʤʘʨʰʨʫʪʘ 100::1/128 

 

IP Route Table for VRF "default" 
O            101::1/128 [110/11] via fe80::963f:bbff:fe00:3b, eth1, 01:08:29 
O            102::1/128 [110/1] via fe80::963f:bbff:fe00:3b, eth1, 00:55:43 
O            2000::/64 [110/11] via fe80::963f:bbff:fe00:3b, eth1, 01:12:40 

 

9.14.3.2.3 ʇʦʚʪʦʨʥʦ ʟʘʧʫʩʢʘʡʪʝ ʢʦʤʘʥʜʫ show ipv6 route ospf ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ 

ʤʘʨʰʨʫʪ ʥʝ ʧʨʦʧʘʜʝʪ ʠʟ ʪʘʙʣʠʮʳ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 

ɹʝʟ ʚʢʣʶʯʝʥʥʦʛʦ ʧʨʦʪʦʢʦʣʘ BFD ʤʘʨʰʨʫʪ ʙʫʜʝʪ ʜʦʩʪʫʧʝʥ ʧʨʠʤʝʨʥʦ 40 ʩʝʢʫʥʜ 

 

IP Route Table for VRF "default" 
O           102::1/128 [110/1] via fe80::963f:bbff:fe00:3b, eth1, 01:03:52 

 

9.14.3.3 ɺʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʢʦʤʘʥʜʳ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʠʥʪʝʨʬʝʡʩʘ ʦʙʨʘʪʥʦ: 

9.14.3.3.1 ɺʢʣʶʯʠʪʝ ʠʥʪʝʨʬʝʡʩ eth1 ʥʘ RouterA 

 

RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#exit 

 

9.14.3.3.2 ɺʢʣʶʯʠʪʝ ʧʨʦʪʦʢʦʣ BFD ʥʘ RouterA 

 

RouterA(config)#router ipv6 ospf 
RouterA(config-router)#bfd all-interfaces 
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RouterA(config-router)#end 

 

9.14.3.3.3 ɺʢʣʶʯʠʪʝ ʧʨʦʪʦʢʦʣ BFD ʥʘ RouterB 

 

RouterB#configure terminal 
RouterB(config)#router ipv6 ospf 
RouterB(config-router)#bfd all-interfaces 
RouterB(config-router)#end 

 

9.14.3.3.4 ɺʢʣʶʯʠʪʝ ʧʨʦʪʦʢʦʣ BFD ʥʘ RouterC 

 

RouterC#configure terminal 
RouterC(config)#router ipv6 ospf 
RouterC(config-router)#bfd all-interfaces 
RouterC(config-router)#end 

 

9.14.3.3.5 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show bfd session ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʝʩʩʠʠ 

BFD 

 

BFD process for VRF: (DEFAULT VRF) 
================================================================================= 
Sess-Idx         Remote-Disc         Lower-Layer         Sess-Type             Sess-State                          UP-Time 
Remote-Addr 
1                     2                               IPv6                       Single-Hop     Up                                               00:09:22 
fe80::963f:bbff:fe00:3b/128 
Number of Sessions: 1 

 

9.14.3.3.6 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show bfd session ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʝʩʩʠʠ 

BFD 

 

BFD process for VRF: (DEFAULT VRF) 
================================================================================= 
Sess-Idx         Remote-Disc         Lower-Layer         Sess-Type             Sess-State                          UP-Time 
Remote-Addr 
1                     2                               IPv6                       Single-Hop     Up                                               00:10:22 
fe80::963f:bbff:fe00:3b/128 
Number of Sessions: 1 
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9.14.3.3.7 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show bfd session ʥʘ RouterC ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʝʩʩʠʠ 

BFD 

 

BFD process for VRF: (DEFAULT VRF) 
================================================================================= 
Sess-Idx         Remote-Disc         Lower-Layer         Sess-Type             Sess-State                          UP-Time 
Remote-Addr 
1                     2                               IPv6                       Single-Hop     Up                                               00:11:22 
fe80::963f:bbff:fe00:3b/128 
Number of Sessions: 1 

 

9.14.3.4 ɺʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʢʦʤʘʥʜʳ ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ, ʯʪʦ ʩ ʧʨʦʪʦʢʦʣʦʤ BFD 

ʧʨʠ ʦʪʢʣʶʯʝʥʠʠ ʠʥʪʝʨʬʝʡʩʘ ʥʘ RouterA, ʥʘ RouterC ʤʘʨʰʨʫʪ 100::1/128 ʫʜʘʣʷʝʪʩʷ 

ʤʦʤʝʥʪʘʣʴʥʦ 

9.14.3.4.1 ʆʪʢʣʶʯʠʪʝ ʥʘ RouterA ʠʥʪʝʨʬʝʡʩ eth1 ʠ ʟʘʩʝʢʠʪʝ ʚʨʝʤʷ 

 

RouterA#configure terminal 
RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#shutdown 

 

9.14.3.4.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ipv6 route ospf ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʣʠʯʠʷ 

ʤʘʨʰʨʫʪʘ 100::1/128 

 

IP Route Table for VRF "default" 

O          102::1/128 [110/1] via fe80::963f:bbff:fe00:3b, eth1, 01:36:21 

9.15 ʅʘʩʪʨʦʡʢʘ ʧʨʦʪʦʢʦʣʘ BFD ʜʣʷ ʩʪʘʪʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 

9.15.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 33 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʨʠ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA, RouterB ʠ RouterC. 

ʋʩʪʨʦʡʩʪʚʘ RouterA ʠ RouterC ʧʦʜʢʣʶʯʝʥʳ ʤʝʞʜʫ ʩʦʙʦʡ ʯʝʨʝʟ RouterB, ʥʘ ʢʦʪʦʨʦʤ 

ʥʘʩʪʨʦʝʥ ʩʝʪʝʚʦʡ ʤʦʩʪ. ʅʘ RouterA ʠ RouterC ʥʘʩʪʨʦʝʥʳ loopback-ʠʥʪʝʨʬʝʡʩʳ. ʅʘ RouterA 

ʠ RouterC ʥʘʩʪʨʦʝʥʳ ʩʪʘʪʠʯʝʩʢʠʝ ʤʘʨʰʨʫʪʳ ʜʦ loopback-ʠʥʪʝʨʬʝʡʩʦʚ. ʅʘ RouterB 

ʚʳʢʣʶʯʝʥ ʧʦʨʪ ʚ ʩʪʦʨʦʥʫ RouterA. 

ʅʘ RouterC ʧʨʦʚʝʨʷʝʪʩʷ, ʯʪʦ ʟʘʧʠʩʴ ʥʘʩʪʨʦʝʥʥʦʛʦ ʩʪʘʪʠʯʝʩʢʦʛʦ ʤʘʨʰʨʫʪʘ ʜʦ 

loopback-ʠʥʪʝʨʬʝʡʩʘ RouterA ʫʜʘʣʝʥʘ ʠʟ ʪʘʙʣʠʮʳ ʤʘʨʰʨʫʪʠʟʘʮʠʠ. 



 
ʌʫʥʢʮʠʠ L3 ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʥʘʩʪʨʦʡʢʝ  

ʂʈʇɻ.465614.001ʀʉ3  

 

ɺʝʨʩʠʷ 8.0 133 

 

 

ʈʠʩʫʥʦʢ 33 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ BFD 

 

9.15.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.15.2.1 ʇʨʝʞʜʝ, ʯʝʤ ʚʢʣʶʯʘʪʴ ʧʨʦʪʦʢʦʣ BFD, ʥʝʦʙʭʦʜʠʤʦ ʠʩʢʣʶʯʠʪʴ ʨʘʙʦʪʫ 

ʧʨʦʪʦʢʦʣʘ ʥʘ ʩʪʘʪʠʯʝʩʢʦʤ ʤʘʨʰʨʫʪʝ, ʧʦ ʢʦʪʦʨʦʤʫ ʦʨʛʘʥʠʟʦʚʘʥ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ. 

ip static A.B.C.D/E A.B.C.D fall-over bfd disable 

9.15.2.2 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.15.2.3 ʅʘʩʪʨʦʡʪʝ RouterA 

9.15.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ eth1 

 

RouterA(config)#interface eth1  
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown  
RouterA(config-if-[eth1])#ip address 198.18.0.2/24  
RouterA(config-if-[eth1])#exit 

 

9.15.2.3.2 ʉʦʟʜʘʡʪʝ ʠ ʥʘʩʪʨʦʡʪʝ loopback-ʠʥʪʝʨʬʝʡʩ 

 

RouterA(config)#interface lo0 
RouterA(config-if-[lo0])#no shutdown 
RouterA(config-if-[lo0])#ip address 1.1.1.1/32 
RouterA(config-if-[lo0])#exit 

 



 
ʌʫʥʢʮʠʠ L3 ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʥʘʩʪʨʦʡʢʝ  

ʂʈʇɻ.465614.001ʀʉ3  

 

ɺʝʨʩʠʷ 8.0 134 

 

9.15.2.3.3 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪ ʠ ʚʢʣʶʯʠʪʝ ʧʦʜʜʝʨʞʢʫ BFD ʜʣʷ ʩʪʘʪʠʯʝʩʢʠʭ 

ʤʘʨʰʨʫʪʦʚ 

 

RouterA(config)#ip route 3.3.3.3/32 198.18.0.1 
RouterA(config)#ip bfd static all-interfaces 

 

9.15.2.4 ʅʘʩʪʨʦʡʪʝ RouterB 

9.15.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ eth1 

 

RouterB(config)#interface eth1  
RouterB(config-if-[eth1])#no shutdown  
RouterB(config-if-[eth1])#exit 

 

9.15.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ eth2 

 

RouterB(config)#interface eth2  
RouterB(config-if-[eth2])#no shutdown  
RouterB(config-if-[eth2])#exit 

 

9.15.2.4.3 ʉʦʟʜʘʡʪʝ ʠʥʪʝʨʬʝʡʩ br1 

 

RouterB(config)#interface br1 
RouterB(config-if-[br1])#no shutdown 
RouterB(config-if-[br1])#include eth1 
RouterB(config-if-[br1])#include eth2 
RouterB(config-if-[br1])#exit 

 

9.15.2.5 ʅʘʩʪʨʦʡʪʝ RouterC 

9.15.2.5.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ eth2 

 

wƻǳǘŜǊ˿όŎƻƴŦƛƎύІinterface eth2  
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth2])#no shutdown  
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth2])#ip address 198.18.1.2/24  
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth2])#exit 

 

9.15.2.5.2 ʉʦʟʜʘʡʪʝ ʠ ʥʘʩʪʨʦʡʪʝ loopback-ʠʥʪʝʨʬʝʡʩ 
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RouterC(config)#interface lo0 
RouterC(config-if-[lo0])#no shutdown 
RouterC(config-if-[lo0])#ip address 3.3.3.3/32 
RouterC(config-if-[lo0])#exit 

 

9.15.2.5.3 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪ ʠ ʚʢʣʶʯʠʪʝ ʧʦʜʜʝʨʞʢʫ BFD ʜʣʷ ʩʪʘʪʠʯʝʩʢʠʭ 

ʤʘʨʰʨʫʪʦʚ 

 

RouterC(config)#ip route 1.1.1.1/32 198.18.0.2 
RouterC(config)#ip bfd static all-interfaces 

 

9.15.2.6 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.15.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.15.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip route static ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʩʪʨʦʝʢ 

ʩʪʘʪʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 

 

IP Route Table for VRF "default" 
S        3.3.3.3/32 [1/0] via 198.18.0.1, eth1 
Gateway of last resort is not set 

 

9.15.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip route static ʥʘ Routerʉ ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʩʪʨʦʝʢ 

ʩʪʘʪʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 

 

IP Route Table for VRF "default"  
S        1.1.1.1/32 [1/0] via 198.18.0.2, eth2 
Gateway of last resort is not set 

 

9.15.3.3 ʆʪʢʣʶʯʠʪʝ ʥʘ RouterB ʠʥʪʝʨʬʝʡʩ, ʧʦʜʢʣʶʯʝʥʥʳʡ ʚ ʩʪʦʨʦʥʫ RouterA 

 

RouterB#configure terminal  
RouterB(config)#interface eth1  
RouterB(config-if-[eth1])#shutdown 
RouterB(config-if-[eth1])#end 
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9.15.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip route static ʥʘ RouterC ʜʣʷ ʧʨʦʚʝʨʢʠ ʪʘʙʣʠʮʳ 

ʩʪʘʪʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 

 

IP Route Table for VRF "default" 
Gateway of last resort is not set 

 

9.15.3.5 ʏʪʦʙʳ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʟʘʧʠʩʴ ʜʦ ʤʘʨʰʨʫʪʘ 1.1.1.1/32 ʧʨʦʧʘʣʘ, ʚʢʣʶʯʠʪʝ ʥʘ 

RouterB ʠʥʪʝʨʬʝʡʩ, ʧʦʜʢʣʶʯʝʥʥʳʡ ʚ ʩʪʦʨʦʥʫ RouterA 

 

RouterB#configure terminal  
RouterB(config)#interface eth1  
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#end 

 

9.15.3.6 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip route static ʥʘ RouterC ʜʣʷ ʧʨʦʚʝʨʢʠ ʪʘʙʣʠʮʳ 

ʩʪʘʪʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ  

 

IP Route Table for VRF "default" 
S        1.1.1.1/32 [1/0] via 198.18.0.2, eth2 
Gateway of last resort is not set 

 

9.15.3.7 ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʟʘʧʠʩʴ ʜʦ ʤʘʨʰʨʫʪʘ 1.1.1.1/32 ʧʦʷʚʠʣʘʩʴ. 

9.16 ʅʘʩʪʨʦʡʢʘ ʧʨʦʪʦʢʦʣʘ BFD IPv6 ʜʣʷ ʩʪʘʪʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 

9.16.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ34  ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʨʠ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA, RouterB, RouterC. 

ʅʘ ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʭ ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ ʠ ʥʘʟʥʘʯʝʥʳ IP-ʘʜʨʝʩʘ. 

ʋʩʪʨʦʡʩʪʚʘ RouterA ʠ RouterB ʧʦʜʢʣʶʯʝʥʳ ʤʝʞʜʫ ʩʦʙʦʡ ʯʝʨʝʟ RouterB, ʥʘ ʢʦʪʦʨʦʤ 

ʥʘʩʪʨʦʝʥ ʩʝʪʝʚʦʡ ʤʦʩʪ. 

ʅʘ RouterA ʠ RouterC ʥʘʩʪʨʘʠʚʘʶʪʩʷ ʩʪʘʪʠʯʝʩʢʠʝ ʤʘʨʰʨʫʪʳ ʜʦ loopback-

ʠʥʪʝʨʬʝʡʩʦʚ.  
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ʈʠʩʫʥʦʢ 34 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ BFD IPv6 ʜʣʷ ʩʪʘʪʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 

 

9.16.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ 

 

 ʇʨʠʤʝʯʘʥʠʝ 

ʇʨʝʞʜʝ, ʯʝʤ ʚʢʣʶʯʘʪʴ ʧʨʦʪʦʢʦʣ BFD, ʥʝʦʙʭʦʜʠʤʦ ʠʩʢʣʶʯʠʪʴ ʨʘʙʦʪʫ 

ʧʨʦʪʦʢʦʣʘ ʥʘ ʩʪʘʪʠʯʝʩʢʦʤ ʤʘʨʰʨʫʪʝ, ʧʦ ʢʦʪʦʨʦʤʫ ʦʨʛʘʥʠʟʦʚʘʥ ʫʜʘʣʝʥʥʳʡ 

ʜʦʩʪʫʧ, ʚʳʧʦʣʥʠʚ ʢʦʤʘʥʜʫ: 

Router#Ipv6 static X:X::X:X/M X:X::X:X fall-over bfd disable 

 

9.16.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.16.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

9.16.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ipv6 address 2000::1/64 
RouterA(config-if-[eth1])#exit 
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9.16.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterA(config)#interface lo1 
RouterA(config-if-[lo1])#no shutdown 
RouterA(config-if-[lo1])#ipv6 address 101::1/128 
RouterA(config-if-[lo1])#exit 

 

9.16.2.2.3 ʅʘʩʪʨʦʡʪʝ IPv6 ʤʘʨʰʨʫʪ ʠ ʚʢʣʶʯʠʪʝ BFD 

 

RouterA(config)#ipv6 route 102::1/128 2000::2 
RouterA(config)#ipv6 bfd static all-interfaces 

 

9.16.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.16.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ eth1 ʠ eth2 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#exit 
RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#exit 

 

9.16.2.3.2 ʉʦʟʜʘʡʪʝ ʤʦʩʪʦʚʦʡ ʠʥʪʝʨʬʝʡʩ br1 

 

RouterB(config)#interface br1 
RouterB(config-if-[br1])#no shutdown 
RouterB(config-if-[br1])#include eth1 
RouterB(config-if-[br1])#include eth2 
RouterB(config-if-[br1])#exit 

 

9.16.2.4 ʅʘʩʪʨʦʡʪʝ RouterC 

9.16.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1  

 

RouterC(config)#interface eth1 
RouterC(config-if-[eth1])#no shutdown 
RouterC(config-if-[eth1])#ipv6 address 2000::2/64 
RouterC(config-if-[eth1])#exit 
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9.16.2.4.2 ʉʦʟʜʘʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterC(config)#interface lo1 
RouterC(config-if-[lo1])#no shutdown 
RouterC(config-if-[lo1])#ipv6 address 102::1/128 
RouterC(config-if-[lo1])#exit 

 

9.16.2.4.3 ʉʦʟʜʘʡʪʝ ipv6 ʤʘʨʰʨʫʪ ʠ ʚʢʣʶʯʠʪʝ BFD 

 

RouterC(config)#ipv6 route 101::1/128 2000::1 
RouterC(config)#ipv6 bfd static all-interfaces 

 

9.16.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.16.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.16.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show bfd session ʥʘ RouterA ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʟʘʧʫʱʝʥʥʦʡ ʩʝʩʩʠʠ BFD  

 

BFD process for VRF: (DEFAULT VRF) 
================================================================== 
Sess-Idx    Remote-Disc   Lower-Layer    Sess-Type    Sess-State  UP-Time Remote- 
Addr 
1                       1                          IPv6                          Single-Hop   Up               02:13:44 
2000::2/128 
Number of Sessions:   1 

 

9.16.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show bfd session ʥʘ RouterC ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʟʘʧʫʱʝʥʥʦʡ ʩʝʩʩʠʠ BFD  

 

BFD process for VRF: (DEFAULT VRF) 
================================================================== 
Sess-Idx    Remote-Disc   Lower-Layer    Sess-Type    Sess-State  UP-Time Remote- 
Addr 
1                       1                          IPv6                          Single-Hop   Up               02:15:05 
2000::1/128 
Number of Sessions:   1 
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9.16.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ipv6 route static ʥʘ RouterA ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʩʪʘʪʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ  

 

IP Route Table for VRF "default" 
S     102::1/128 [1/0] via 2000::2, eth1, 01:56:31 

 

9.16.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ipv6 route static ʥʘ RouterC ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʩʪʘʪʠʯʝʩʢʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʠ  

 

IP Route Table for VRF "default" 
S    101::1/128 [1/0] via 2000::1, eth1, 02:18:59 

 

9.16.3.5 ɺʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʢʦʤʘʥʜʳ ʜʣʷ ʧʨʦʚʝʨʢʠ  ʧʨʝʨʳʚʘʥʠʷ ʟʘʧʠʩʠ ʜʦ 

ʤʘʨʰʨʫʪʘ 101::1/128: 

9.16.3.5.1 ʆʪʢʣʶʯʠʪʝ ʥʘ RouterB ʠʥʪʝʨʬʝʡʩ, ʧʦʜʢʣʶʯʝʥʥʳʡ ʚ ʩʪʦʨʦʥʫ RouterA 

 

RouterB#configure terminal 
RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#shutdown 
RouterB(config-if-[eth1])#end 

 

9.16.3.5.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show bfd session ʥʘ RouterA ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʧʨʝʨʚʘʥʥʦʡ ʩʝʩʩʠʠ  

 

BFD process for VRF: (DEFAULT VRF) 
================================================================== 
Sess-Idx    Remote-Disc   Lower-Layer    Sess-Type    Sess-State  UP-Time Remote- 
Addr 
1                       1                          IPv6                          Single-Hop   Down               00:00:00 
2000::2/128 
Number of Sessions:   1 

 

9.16.3.5.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show bfd session ʥʘ Routerʉ ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʧʨʝʨʚʘʥʥʦʡ ʩʝʩʩʠʠ 

 

BFD process for VRF: (DEFAULT VRF) 
================================================================== 
Sess-Idx    Remote-Disc   Lower-Layer    Sess-Type    Sess-State  UP-Time Remote- 
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Addr 
1                       1                          IPv6                          Single-Hop   Down               00:00:00 
2000::1/128 
Number of Sessions:   1 

 

9.16.3.6 ɺʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʢʦʤʘʥʜʳ ʜʣʷ ʧʨʦʚʝʨʢʠ ʚʢʣʶʯʝʥʠʷ ʟʘʧʠʩʠ ʜʦ 

ʤʘʨʰʨʫʪʘ 101::1/128: 

9.16.3.6.1 ɺʢʣʶʯʠʪʝ ʥʘ RouterB ʠʥʪʝʨʬʝʡʩ, ʧʦʜʢʣʶʯʝʥʥʳʡ ʚ ʩʪʦʨʦʥʫ RouterA 

 

RouterB#configure terminal 
RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#end 

 

9.16.3.6.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip route static ʥʘ RouterC ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ 

ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʤʘʨʰʨʫʪ ʩʥʦʚʘ ʧʦʷʚʠʣʩʷ  

 

IP Route Table for VRF "default" 
S    101::1/128 [1/0] via 2000::1, eth1, 02:38:16 

9.17 ʅʘʩʪʨʦʡʢʘ Source NAT 

9.17.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 35 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʨʠ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA, RouterB ʠ RouterC. 

ʅʘ ʫʩʪʨʦʡʩʪʚʘʭ RouterA, RouterB ʠ RouterC ʥʘʩʪʨʦʝʥʳ loopback-ʠʥʪʝʨʬʝʡʩʳ ʠ 

ʥʘʟʥʘʯʝʥʳ IP-ʘʜʨʝʩʘ. ʇʨʷʤʦʛʦ ʩʦʩʝʜʩʪʚʘ ʤʝʞʜʫ RouterA ʠ RouterC ʥʝʪ.  

ʅʘ RouterB ʥʘʩʪʨʦʝʥʘ ʪʝʭʥʦʣʦʛʠʷ SNAT. ʊʝʭʥʦʣʦʛʠʷ Source NAT ʧʦʟʚʦʣʷʝʪ 

ʧʨʝʦʙʨʘʟʦʚʳʚʘʪʴ IP-ʘʜʨʝʩʘ ʠʟ ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ ʚʦ ʚʥʝʰʥʠʝ IP-ʘʜʨʝʩʘ ʦʜʠʥ ʚ ʦʜʠʥ. RouterA 

ʧʦʜʢʣʶʯʝʥ ʢ RouterB ʠ ʥʘʭʦʜʠʪʩʷ ʚʦ ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ. RouterB ʧʦʜʢʣʶʯʝʥ ʢ RouterC ʠ 

ʥʘʭʦʜʠʪʩʷ ʚʦ ʚʥʝʰʥʝʡ ʩʝʪʠ. 
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ʈʠʩʫʥʦʢ 35 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ  Source NAT 

 

9.17.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.17.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.17.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

9.17.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1  
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown  
RouterA(config-if-[eth1])#ip address 198.18.0.2/24  
RouterA(config-if-[eth1])#exit 

 

9.17.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterA(config)#interface lo0 
RouterA(config-if-[lo0])#no shutdown 
RouterA(config-if-[lo0])#ip address 1.1.1.1/32 
RouterA(config-if-[lo0])#exit 

 

9.17.2.2.3 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪ, ʧʨʠʤʝʥʷʶʱʠʡʩʷ ʧʨʠ ʫʩʪʘʥʦʚʣʝʥʠʠ ʩʦʝʜʠʥʝʥʠʷ 

 

RouterA(config)#ip route 3.3.3.3/32 198.18.0.1 
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9.17.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.17.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#description INSIDE 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ip address 198.18.0.1/24 
RouterB(config-if-[eth1])#exit 

 

9.17.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#description OUTSIDE 
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#ip address 198.18.1.1/24 
RouterB(config-if-[eth2])#exit 

 

9.17.2.3.3 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪʳ, ʧʨʠʤʝʥʷʶʱʠʡʩʷ ʧʨʠ ʫʩʪʘʥʦʚʣʝʥʠʠ ʩʦʝʜʠʥʝʥʠʷ 

 

RouterB(config)#ip route 1.1.1.1/32 198.18.0.2 
RouterB(config)#ip route 3.3.3.3/32 198.18.1.2 

 

9.17.2.3.4 ʅʘʩʪʨʦʡʪʝ ʧʨʘʚʠʣʘ ʪʨʘʥʩʣʷʮʠʠ ʘʜʨʝʩʦʚ ʠʟ ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ ʚʦ ʚʥʝʰʥʶʶ 

 

RouterB(config)#ip access-list SNAT1 sourceip 198.18.0.0/24 
RouterB(config)#ip nat access-list SNAT1 source position 10 ip 198.18.1.1  
RouterB(config)#ip connections statistics on 
RouterB(config)#end 

 

9.17.2.4 ʅʘʩʪʨʦʡʪʝ Routerʉ 

9.17.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterC(config)#interface eth2  
RouterC(config-if-[eth2])#no shutdown  
RouterC(config-if-[eth2])#ip address 198.18.1.2/24  
RouterC(config-if-[eth2])#exit 
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9.17.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterC(config)#interface lo0 
RouterC(config-if-[lo0])#no shutdown 
RouterC(config-if-[lo0])#ip address 3.3.3.3/32 
RouterC(config-if-[lo0])#exit 

 

9.17.2.4.3 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪ, ʧʨʠʤʝʥʷʶʱʠʡʩʷ ʧʨʠ ʫʩʪʘʥʦʚʣʝʥʠʠ ʩʦʝʜʠʥʝʥʠʷ 

 

RouterC(config)#ip route 1.1.1.1/32 198.18.1.1 

 

9.17.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.17.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.17.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 3.3.3.3 ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʮʝʣʦʩʪʥʦʩʪʠ ʠ 

ʢʘʯʝʩʪʚʦ ʩʦʝʜʠʥʝʥʠʷ ʩ RouterC 

 

PING 3.3.3.3 (3.3.3.3) 56(84) bytes of data. 
64 bytes from 3.3.3.3: icmp_seq=1 ttl=63 time=2.92 ms 
64 bytes from 3.3.3.3: icmp_seq=2 ttl=63 time=1.97 ms 
64 bytes from 3.3.3.3: icmp_seq=3 ttl=63 time=1.94 ms 
--- 3.3.3.3 ping statistics --- 
3 packets transmitted, 3 received, 0% packet loss, time 4ms 
rtt min/avg/max/mdev = 1.942/2.274/2.917/0.457 ms 

 

9.17.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ tcpdump eth2 ʥʘ RouterB ʜʣʷ ʘʥʘʣʠʟʘ ʪʨʘʬʠʢʘ 

 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on eth2, link-type EN10MB 
(Ethernet), capture size 262144 bytes 
07:57:09.158719 ARP, Request who-has 198.18.1.1 tell 198.18.1.2, length 46 
07:57:09.158786 ARP, Reply 198.18.1.1 is-at 94:3f:bb:00:00:38, length 28 
07:57:09.164879 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 14723, seq 6, length 64 
07:57:09.165372 IP 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 14723, seq 6, length 64 
07:57:10.166472 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 14723, seq 7, length 64 
07:57:10.166962 IP 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 14723, seq 7, length 64 
07:57:11.168089 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 14723, seq 8, length 64 
07:57:11.168588 IP 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 14723, seq 8, length 64 
07:57:11.193909 LLDP, length 328: EX3400-STACK^C 
9 packets captured 
packets received by filter 
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packets dropped by kernel 

 

9.17.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip connections statistics ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʩʪʘʪʠʩʪʠʢʠ 

 

ipv4     2 icmp 1 23 src=198.18.0.2 dst=3.3.3.3 type=8 code=0 id=14723 packets=38 bytes=3192 src=3.3.3.3 
dst=198.18.1.1 type=0 code=0 id=14723 packets=37 bytes=3108 mark=0 zone=0 use=2 

9.18 ʅʘʩʪʨʦʡʢʘ Destination NAT 

9.18.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 36 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʨʠ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA, RouterB ʠ RouterC. 

ʅʘ ʫʩʪʨʦʡʩʪʚʘʭ RouterA, RouterB ʠ RouterC ʥʘʩʪʨʦʝʥʳ loopback-ʠʥʪʝʨʬʝʡʩʳ ʠ 

ʥʘʟʥʘʯʝʥʳ IP-ʘʜʨʝʩʘ. ʇʨʷʤʦʛʦ ʩʦʩʝʜʩʪʚʘ ʤʝʞʜʫ RouterA ʠ RouterC ʥʝʪ.  

ʅʘ RouterB ʥʘʩʪʨʦʝʥʘ ʪʝʭʥʦʣʦʛʠʷ Destination NAT. ʊʝʭʥʦʣʦʛʠʷ Destination NAT 

ʧʦʟʚʦʣʷʝʪ ʧʦʣʫʯʘʪʴ ʜʦʩʪʫʧ ʠʟ ʚʥʝʰʥʝʡ ʩʝʪʠ ʥʘ ʚʥʫʪʨʝʥʥʠʝ ʨʝʩʫʨʩʳ, ʚʟʘʠʤʦʜʝʡʩʪʚʫʷ ʩ 

ʚʥʝʰʥʠʤ ʘʜʨʝʩʦʤ ʠ ʧʦʨʪʦʤ ʪʨʘʥʩʣʠʨʫʝʤʦʛʦ ʫʩʪʨʦʡʩʪʚʘ. RouterA ʧʦʜʢʣʶʯʝʥ ʢ RouterB ʠ 

ʥʘʭʦʜʠʪʩʷ ʚʦ ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ. RouterB ʧʦʜʢʣʶʯʝʥ ʢ RouterC ʠ ʥʘʭʦʜʠʪʩʷ ʚʦ ʚʥʝʰʥʝʡ ʩʝʪʠ. 

 

ʈʠʩʫʥʦʢ 36 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ Destination NAT 

 

9.18.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.18.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 
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ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.18.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

9.18.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ eth1 

 

RouterA(config)#interface eth1  
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown  
RouterA(config-if-[eth1])#ip address 198.18.0.2/24  
RouterA(config-if-[eth1])#exit 

 

9.18.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterA(config)#interface lo0 
RouterA(config-if-[lo0])#no shutdown 
RouterA(config-if-[lo0])#ip address 1.1.1.1/32 
RouterA(config-if-[lo0])#exit 

 

9.18.2.2.3 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʫʶ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterA(config)#ip route 3.3.3.3/32 198.18.0.1 
RouterA(config)#ip route 198.18.1.0/24 198.18.0.1 

 

9.18.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.18.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ eth1 ʠ eth2 

 

RouterB(config)#interface eth1  
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#description INSIDE 
RouterB(config-if-[eth1])#no shutdown  
RouterB(config-if-[eth1])#ip address 198.18.0.1/24 
RouterB(config-if-[eth1])#exit 
RouterB(config)#interface eth2  
RouterB(config-if-[eth2])#description OUTSIDE 
RouterB(config-if-[eth2])#no shutdown  
RouterB(config-if-[eth2])#ip address 198.18.1.1/24 
RouterB(config-if-[eth2])#exit 

 

9.18.2.3.2 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʫʶ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 



 
ʌʫʥʢʮʠʠ L3 ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʥʘʩʪʨʦʡʢʝ  

ʂʈʇɻ.465614.001ʀʉ3  

 

ɺʝʨʩʠʷ 8.0 147 

 

RouterB(config)#ip route 1.1.1.1/32 198.18.0.2 
RouterB(config)#ip route 3.3.3.3/32 198.18.1.2 

 

9.18.2.3.3 ʅʘʩʪʨʦʡʪʝ ʧʨʘʚʠʣʘ ʪʨʘʥʩʣʷʮʠʠ ʘʜʨʝʩʦʚ ʠʟ ʚʥʝʰʥʝʡ ʩʝʪʠ ʚʦ ʚʥʫʪʨʝʥʥʶʶ 

 

RouterB(config)#ip access-list DNAT1 destinationip 198.18.1.1/32 protocol tcp  
RouterB(config)#destinationports 1023 
RouterB(config)#ip nat access-list DNAT1 destination ip 1.1.1.1 port 22 position 10 
RouterB(config)#ip connections statistics on 
RouterB(config)#end 

 

9.18.2.4 ʅʘʩʪʨʦʡʪʝ RouterC 

9.18.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ eth2 

 

wƻǳǘŜǊ˿όŎƻƴŦƛƎύІinterface eth2  
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth2])#no shutdown  
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth2])#ip address 198.18.1.2/24  
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth2])#exit 

 

9.18.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterC(config)#interface lo0 
RouterC(config-if-[lo0])#no shutdown 
RouterC(config-if-[lo0])#ip address 3.3.3.3/32 
RouterC(config-if-[lo0])#exit 

 

9.18.2.4.3 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʫʶ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterC(config)#ip route 1.1.1.1/32 198.18.1.1 

 

9.18.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.18.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.18.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip nat ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʦʟʜʘʥʥʦʛʦ 

ʧʨʘʚʠʣʘ 
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Chain PREROUTING (policy ACCEPT 0 packets, 0 bytes) 
#        Pkts   Bytes         Action                              Rule config 
0        0       0            First IP: 1.1.1.1 Port: 22          dst:198.18.1.1/32 dp: 1023 prot: 6        Action: dnat 

 

9.18.3.2 ɿʘʧʫʩʪʠʪʝ ʫʪʠʣʠʪʫ, ʚʳʧʦʣʥʠʚ ʢʦʤʘʥʜʫ ssh admin@198.18.1.1 port 1023 ʥʘ 

RouterC, ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ RouterA, ʠʩʧʦʣʴʟʫʷ ʘʜʨʝʩ RouterB 

9.18.3.3 ɿʘʧʫʩʪʠʪʝ ʫʪʠʣʠʪʫ, ʚʳʧʦʣʥʠʚ ʢʦʤʘʥʜʫ tcpdump eth2 ʥʘ RouterB, ʜʣʷ 

ʘʥʘʣʠʟʘ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ 

 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode 
listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes 
08:35:28.574449 IP 198.18.1.2.36262 > 198.18.1.1.1023: Flags [S], seq 1123643842, win 29200, options [mss 
1460,nop,nop,sackOK,nop,wscale 7], length 0 
08:35:28.575569 IP 198.18.1.1.1023 > 198.18.1.2.36262: Flags [S.], seq 3032896446, ack 1123643843, win 29200, 
options [mss 1460,nop,nop,sackOK,nop,wscale 4], length 0 
08:35:28.576084 IP 198.18.1.2.36262 > 198.18.1.1.1023: Flags [.], ack 1, win 229, length 0 
08:35:28.576922 IP 198.18.1.2.36262 > 198.18.1.1.1023: Flags [P.], seq 1:22, ack 1, win 229, length 21 
08:35:28.577878 IP 198.18.1.1.1023 > 198.18.1.2.36262: Flags [.], ack 22, win 1825, length 0 
08:35:28.611818 IP 198.18.1.1.1023 > 198.18.1.2.36262: Flags [P.], seq 1:22, ack 22, win 1825, length 21 
08:35:28.612330 IP 198.18.1.2.36262 > 198.18.1.1.1023: Flags [.], ack 22, win 229, length 0 
08:35:28.613047 IP 198.18.1.2.36262 > 198.18.1.1.1023: Flags [P.], seq 22:1534, ack 22, win 229, length 1512 
08:35:28.614042 IP 198.18.1.1.1023 > 198.18.1.2.36262: Flags [.], ack 1534, win 2014, length 0 

 

9.18.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip connections statistics ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʪʘʪʠʩʪʠʢʠ 

ʥʘ RouterB 

 

ipv4     2 tcp  6 431943 ESTABLISHED src=198.18.1.2 dst=198.18.1.1 sport=36262 
dport=1023 packets=18 bytes=3225 src=1.1.1.1 dst=198.18.1.2 sport=22 dport=36262 packets=20 bytes=3633 
[ASSURED] mark=0 zone=0 use=2 

 

9.18.3.5 ʅʘʩʪʨʦʡʢʘ ʩʯʠʪʘʝʪʩʷ ʚʳʧʦʣʥʝʥʥʦʡ ʫʩʧʝʰʥʦ, ʝʩʣʠ ʧʦʩʣʝ ʥʘʩʪʨʦʡʢʠ 

ʪʨʘʥʩʣʷʮʠʠ ʘʜʨʝʩʦʚ DNAT ʧʦʜʢʣʶʯʝʥʠʝ ʧʦ ssh ʥʘ ʘʜʨʝʩ 198.1.1.1 ʧʦʨʪ 1023 

ʧʝʨʝʧʨʘʚʣʷʝʪʩʷ ʥʘ ʘʜʨʝʩ 1.1.1.1 ʧʦʨʪ 22. 

9.19 ʅʘʩʪʨʦʡʢʘ NAT masquerade 

9.19.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 37 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʨʠ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA, RouterB ʠ RouterC. 
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ʅʘ ʫʩʪʨʦʡʩʪʚʘʭ RouterA, RouterB ʠ RouterC ʥʘʩʪʨʦʝʥʳ loopback-ʠʥʪʝʨʬʝʡʩʳ ʠ 

ʥʘʟʥʘʯʝʥʳ IP-ʘʜʨʝʩʘ. ʇʨʷʤʦʛʦ ʩʦʩʝʜʩʪʚʘ ʤʝʞʜʫ RouterA ʠ RouterC ʥʝʪ.  

ʅʘ RouterB ʥʘʩʪʨʦʝʥʘ ʪʝʭʥʦʣʦʛʠʷ NAT Masquerade, ʢʦʪʦʨʘʷ  ʧʦʟʚʦʣʷʝʪ 

ʧʨʝʦʙʨʘʟʦʚʳʚʘʪʴ IP-ʘʜʨʝʩʘ ʠʟ ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ ʚʦ ʚʥʝʰʥʠʡ IP-ʘʜʨʝʩ. RouterA ʧʦʜʢʣʶʯʝʥ ʢ 

RouterB ʠ ʥʘʭʦʜʠʪʩʷ ʚʦ ʚʥʫʪʨʝʥʥʝʡ ʩʝʪʠ. RouterB ʧʦʜʢʣʶʯʝʥ ʢ RouterC ʠ ʥʘʭʦʜʠʪʩʷ ʚʦ 

ʚʥʝʰʥʝʡ ʩʝʪʠ. 

 

ʈʠʩʫʥʦʢ 37 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ NAT masquarad 

 

9.19.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.19.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.19.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

9.19.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1  
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown  
RouterA(config-if-[eth1])#ip address 198.18.0.2/24  
RouterA(config-if-[eth1])#exit 

 

9.19.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterA(config)#interface lo0 
RouterA(config-if-[lo0])#no shutdown 
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RouterA(config-if-[lo0])#ip address 1.1.1.1/32 
RouterA(config-if-[lo0])#exit 

 

9.19.2.2.3 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪ, ʧʨʠʤʝʥʷʶʱʠʡʩʷ ʧʨʠ ʫʩʪʘʥʦʚʣʝʥʠʠ ʩʦʝʜʠʥʝʥʠʷ 

 

RouterA(config)#ip route 3.3.3.3/32 198.18.0.1 

 

9.19.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.19.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#description INSIDE 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ip address 198.18.0.1/24 
RouterB(config-if-[eth1])#exit 

 

9.19.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#description OUTSIDE 
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#ip address 198.18.1.1/24 
RouterB(config-if-[eth2])#exit 

 

9.19.2.3.3 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪʳ, ʧʨʠʤʝʥʷʶʱʠʡʩʷ ʧʨʠ ʫʩʪʘʥʦʚʣʝʥʠʠ ʩʦʝʜʠʥʝʥʠʷ 

 

RouterB(config)#ip route 1.1.1.1/32 198.18.0.2 
RouterB(config)#ip route 3.3.3.3/32 198.18.1.2 

 

9.19.2.3.4 ʅʘʩʪʨʦʡʪʝ ʪʝʭʥʦʣʦʛʠʶ NAT Masquerade 

 

RouterB(config)#ip access-list 1 outinterface eth2 
RouterB(config)#ip nat access-list 1 source masquerade 
RouterB(config)#ip connections statistics on 
RouterB(config)#end 
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9.19.2.4 ʅʘʩʪʨʦʡʪʝ RouterC 

9.19.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterC(config)#interface eth2 
RouterC(config-if-[eth2])#no ip address dhcp 
RouterC(config-if-[eth2])#no shutdown 
RouterC(config-if-[eth2])#ip address 198.18.1.2/24 
RouterC(config-if-[eth2])#exit 

 

9.19.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterC(config)#interface lo0 
RouterC(config-if-[lo0])#no shutdown 
RouterC(config-if-[lo0])#ip address 3.3.3.3/32 
RouterC(config-if-[lo0])#exit 

 

9.19.2.4.3 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪ, ʧʨʠʤʝʥʷʶʱʠʡʩʷ ʧʨʠ ʫʩʪʘʥʦʚʣʝʥʠʠ ʩʦʝʜʠʥʝʥʠʷ 

 

RouterC(config)#ip route 1.1.1.1/32 198.18.1.1 

 

9.19.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.19.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.19.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip nat ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʦʟʜʘʥʥʦʛʦ 

ʧʨʘʚʠʣʘ ʪʨʘʥʩʣʷʮʠʠ 

 

Chain POSTROUTING (policy ACCEPT 0 packets, 0 bytes) 
#        Pkts        Bytes              Action                   Rule config 
0        0            0                                                    io: eth2 
                                     Action: masquerade 

 

9.19.3.2 ɿʘʧʫʩʪʠʪʝ ʫʪʠʣʠʪʫ ʢʦʤʘʥʜʦʡ ping 3.3.3.3 source 1.1.1.1 ʥʘ RouterA 

9.19.3.3 ɿʘʧʫʩʪʠʪʝ ʫʪʠʣʠʪʫ ʢʦʤʘʥʜʦʡ tcpdump eth2 ʥʘ RouterB 

 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on eth2, link-type EN10MB 
(Ethernet), capture size 262144 bytes 23:12:11.394713 LLDP, length 328: EX3400-STACK 
23:12:15.913459 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 15067, seq 1, length 64 
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23:12:15.913970 IP 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 15067, seq 1, length 64 
23:12:16.915169 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 15067, seq 2, length 64 
23:12:16.915663 IP 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 15067, seq 2, length 64 
23:12:17.916792 IP 198.18.1.1 > 3.3.3.3: ICMP echo request, id 15067, seq 3, length 64 
23:12:17.917282 IP 3.3.3.3 > 198.18.1.1: ICMP echo reply, id 15067, seq 3, length 64 
^C 
7 packets captured 
7 packets received by filter 
0 packets dropped by kernel 

 

9.19.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip connections statistics ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʩʪʘʪʠʩʪʠʢʠ 

 

ipv4     2 icmp 1 5 src=1.1.1.1 dst=3.3.3.3 type=8 code=0 id=15067 packets=3 bytes=252 src=3.3.3.3 
dst=198.18.1.1 type=0 code=0 id=15067 packets=3 bytes=252 mark=0 zone=0 use=2 

9.20 ʅʘʩʪʨʦʡʢʘ VRF Lite 

9.20.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ   

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 38 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʨʠ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA, RouterB ʠ RouterC. 

ʅʘ ʫʩʪʨʦʡʩʪʚʘʭ RouterA, RouterB ʠ RouterC ʥʘʩʪʨʦʝʥʳ IP-ʘʜʨʝʩʘ. ʇʨʷʤʦʛʦ ʩʦʩʝʜʩʪʚʘ 

ʤʝʞʜʫ RouterA ʠ RouterC ʥʝʪ.  

ʅʘ RouterB ʥʘʩʪʨʦʝʥʘ ʪʝʭʥʦʣʦʛʠʷ VRF Lite, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ ʨʘʟʜʝʣʠʪʴ 

ʬʠʟʠʯʝʩʢʠʡ ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʥʘ ʥʝʩʢʦʣʴʢʦ ʣʦʛʠʯʝʩʢʠʭ (ʚʠʨʪʫʘʣʴʥʳʭ). 

 

ʈʠʩʫʥʦʢ 38 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ VRF Lite 
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9.20.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.20.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.20.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 ʥʘ RouterA 

 

RouterA(config)#interface eth1  
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown  
RouterA(config-if-[eth1])#ip address 198.18.0.2/24  
RouterA(config-if-[eth1])#exit 

 

9.20.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.20.2.3.1 ʅʘʟʥʘʯʴʪʝ ʵʢʟʝʤʧʣʷʨʳ VPN Routing Forwarding 

 

RouterB(config)#ip vrf RouterA 
RouterB(config-vrf)#exit 
RouterB(config)#ƛǇ ǾǊŦ wƻǳǘŜǊ˿ 
RouterB(config-vrf)#exit 

 

9.20.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ eth1 ʠ eth2 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#ip vrf forwarding RouterA 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ip address 198.18.0.1/24 
RouterB(config-if-[eth1])#exit 
RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#ip vrf forwarding RouterC 
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#ip address 198.18.1.1/24 
RouterB(config-if-[eth2])#exit 

 

9.20.2.3.3 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪʳ, ʧʨʠʤʝʥʷʶʱʠʡʩʷ ʧʨʠ ʫʩʪʘʥʦʚʣʝʥʠʠ ʩʦʝʜʠʥʝʥʠʷ 
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RouterB(config)#ip route vrf RouterA 1.1.1.1/32 198.18.0.2 eth1 
RouterB(config)#ip route vrf RouterC 3.3.3.3/32 198.18.1.2 eth2 
RouterB(config)#end 

 

9.20.2.4 ʅʘʩʪʨʦʡʪʝ Routerʉ 

9.20.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ eth2 

 

RouterC(config)#interface eth2  
RouterC(config-if-[eth2])#no shutdown  
RouterC(config-if-[eth2])#ip address 198.18.1.2/24  
RouterC(config-if-[eth2])#exit 

 

9.20.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.20.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.20.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip vrf RouterA ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʩʦʟʜʘʥʥʦʛʦ ʵʢʟʝʤʧʣʷʨʘ 

 

VRF RouterA, FIB ID 1 
Router ID: 198.18.0.1 (automatic) 
Interfaces: 
    eth1 
VRF RouterA; (id=1); RIP is not enabled 
VRF RouterA; RD is not defined 
Interfaces: 
    eth1 
No export VPN route-target community 
No import VPN route-target community 
No import route-map 

 

9.20.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip vrf RouterC ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʩʦʟʜʘʥʥʦʛʦ ʵʢʟʝʤʧʣʷʨʘ 

 

VRF RouterC, FIB ID 2 
Router ID: 198.18.1.1 (automatic) 
Interfaces: 
    eth2 
VRF RouterC; (id=2); RIP is not enabled 
VRF RouterC; RD is not defined 
Interfaces: 



 
ʌʫʥʢʮʠʠ L3 ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʥʘʩʪʨʦʡʢʝ  

ʂʈʇɻ.465614.001ʀʉ3  

 

ɺʝʨʩʠʷ 8.0 155 

 

    eth2 
No export VPN route-target community 
No import VPN route-target community 
No import route-map 

 

9.20.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip route ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ ʪʘʙʣʠʮʳ 

ʤʘʨʰʨʫʪʠʟʘʮʠʠ 

 

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP 
       O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2 
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
       * - candidate default 
IP Route Table for VRF "default" 
C        127.0.0.0/8 is directly connected, lo 
Gateway of last resort is not set 

 

9.20.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip route vrf RouterA  ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʪʘʙʣʠʮʳ ʤʘʨʰʨʫʪʠʟʘʮʠʠ VRF RouterA 

 

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP 
       O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2 
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
       * - candidate default 
IP Route Table for VRF "RouterA" 
S      1.1.1.1/32 [1/0] via 198.18.0.2, eth1 
C      198.18.0.0/24 is directly connected, eth1 
Gateway of last resort is not set 

 

9.20.3.5 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip route vrf RouterC ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʪʘʙʣʠʮʳ ʤʘʨʰʨʫʪʠʟʘʮʠʠ VRF Routerʉ 

 

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP 
       O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2 
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
       * - candidate default IP Route Table for VRF "RouterC" 
S      3.3.3.3/32 [1/0] via 198.18.1.2, eth2 
C      198.18.1.0/24 is directly connected, eth2       
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Gateway of last resort is not set 

9.21 ʅʘʩʪʨʦʡʢʘ VRF Lite IPv6 

9.21.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 39 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʨʠ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA, RouterB ʠ RouterC. 

ʅʘ ʫʩʪʨʦʡʩʪʚʘʭ RouterA, RouterB ʠ RouterC ʥʘʩʪʨʦʝʥʳ IP-ʘʜʨʝʩʘ. ʇʨʷʤʦʛʦ ʩʦʩʝʜʩʪʚʘ 

ʤʝʞʜʫ RouterA ʠ RouterC ʥʝʪ.  

ʅʘ RouterB ʥʘʩʪʨʦʝʥʘ ʪʝʭʥʦʣʦʛʠʷ VRF Lite IPv6, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ ʨʘʟʜʝʣʠʪʴ 

ʬʠʟʠʯʝʩʢʠʡ ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʥʘ ʥʝʩʢʦʣʴʢʦ ʣʦʛʠʯʝʩʢʠʭ (ʚʠʨʪʫʘʣʴʥʳʭ). 

 

ʈʠʩʫʥʦʢ 39 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ VRF Lite Ipv6 

 

9.21.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ 

9.21.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.21.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

9.21.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ipv6 address 2000::2/64 
RouterA(config-if-[eth1])#exit 
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9.21.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterA(config)#interface lo1 
RouterA(config-if-[lo1])#no shutdown 
RouterA(config-if-[lo1])#ipv6 address 101::1/128 
RouterA(config-if-[lo1])#end 

 

9.21.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.21.2.3.1 ʉʦʟʜʘʡʪʝ ʚʠʨʪʫʘʣʴʥʳʡ ʤʘʨʰʨʫʪʠʟʘʪʦʨ RouterA 

 

RouterB(config)#ip vrf RouterA 
RouterB(config-vrf)#exit 

 

9.21.2.3.2 ʉʦʟʜʘʡʪʝ ʚʠʨʪʫʘʣʴʥʳʡ ʤʘʨʰʨʫʪʠʟʘʪʦʨ RouterC 

 

RouterB(config)#ip vrf RouterC 
RouterB(config-vrf)#exit 

 

9.21.2.3.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#ip vrf forwarding RouterA 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ipv6 address 2000::1/64 
RouterB(config-if-[eth1])#exit 

 

9.21.2.3.4 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#ip vrf forwarding RouterC 
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#ipv6 address 2001::1/64 
RouterB(config-if-[eth2])#exit 

 

9.21.2.3.5 ʅʘʩʪʨʦʡʪʝ VRF ʤʘʨʰʨʫʪ RouterA 

 

RouterB(config)#ipv6 route vrf RouterA 101::1/128 2000::2 eth1 
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9.21.2.3.6 ʅʘʩʪʨʦʡʪʝ VRF ʤʘʨʰʨʫʪ RouterC 

 

RouterB(config)#ipv6 route vrf RouterC 102::1/128 2001::2 eth2 

 

9.21.2.4 ʅʘʩʪʨʦʡʪʝ RouterC 

9.21.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterC(config)#interface eth2 
RouterC(config-if-[eth2])#no shutdown 
RouterC(config-if-[eth2])#ipv6 address 2001::2/64 
RouterC(config-if-[eth2])#exit 

 

9.21.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterC(config)#interface lo1 
RouterC(config-if-[lo1])#no shutdown 
RouterC(config-if-[lo1])#ipv6 address 102::1/128 
RouterC(config-if-[lo1])#end 

 

9.21.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.21.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.21.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ipv6 route ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʪʘʙʣʠʮʳ ʤʘʨʰʨʫʪʠʟʘʮʠʠ  

 

IPv6 Routing Table 
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP 
             O - OSPF, IA - OSPF inter area 
             N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
             E1 - OSPF external type 1, E2 - OSPF external type 2 
             i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
Timers: Uptime 
IP Route Table for VRF "default" 
C         ::1/128 via ::, lo, 00:44:08 

 

9.21.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ipv6 route vrf RouterA ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ 

ʪʘʙʣʠʮʳ ʤʘʨʰʨʫʪʠʟʘʮʠʠ VRF RouterA  
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IPv6 Routing Table 
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP 
             O - OSPF, IA - OSPF inter area 
             N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
             E1 - OSPF external type 1, E2 - OSPF external type 2 
             i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
Timers: Uptime 
IP Route Table for VRF "DUT1" 
S         101::1/128 [1/0] via 2000::2, eth1, 00:34:03 
C         2000::/64 via ::, eth1, 00:36:03 
C         fe80::/64 via ::, eth1, 00:36:03 

 

9.21.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ipv6 route vrf RouterC ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ 

ʪʘʙʣʠʮʳ ʤʘʨʰʨʫʪʠʟʘʮʠʠ VRF RouterC  

 

IPv6 Routing Table 
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP 
             O - OSPF, IA - OSPF inter area 
             N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
             E1 - OSPF external type 1, E2 - OSPF external type 2 
             i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
Timers: Uptime 
IP Route Table for VRF "DUT3" 
S         102::1/128 [1/0] via 2001::2, eth2, 00:32:02 
C         2001::/64 via ::, eth2, 00:35:40 
C         fe80::/64 via ::, eth2, 00:35:39 

 

9.21.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 101::1 vrf RouterA ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʜʦʩʪʫʧʥʦʩʪʠ 101::1  

 

PING 101::1(101::1) 56 data bytes 
64 bytes from 101::1: icmp_seq=1 ttl=64 time=1.03 ms 
64 bytes from 101::1: icmp_seq=2 ttl=64 time=1.01 ms 
64 bytes from 101::1: icmp_seq=3 ttl=64 time=0.975 ms 

--- 101::1 ping statistics --- 
3 packets transmitted, 3 received, 0% packet loss, time 4ms 
rtt min/avg/max/mdev = 0.975/1.005/1.034/0.035 ms 

 

9.21.3.5 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 102::1 vrf RouterC ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʜʦʩʪʫʧʥʦʩʪʠ 102::1  

 

PING 102::1(102::1) 56 data bytes 
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64 bytes from 102::1: icmp_seq=1 ttl=64 time=1.03 ms 
64 bytes from 102::1: icmp_seq=2 ttl=64 time=0.976 ms 
64 bytes from 102::1: icmp_seq=3 ttl=64 time=0.958 ms 

--- 102::1 ping statistics --- 
3 packets transmitted, 3 received, 0% packet loss, time 4ms 
rtt min/avg/max/mdev = 0.958/0.989/1.033/0.031 ms 

9.22 ʅʘʩʪʨʦʡʢʘ Policy Based Routing ʥʘ ʦʩʥʦʚʝ IP-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ 

9.22.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 40 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʨʠ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA, RouterB ʠ RouterC. 

ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ RouterA, RouterB ʠ RouterC ʥʘʩʪʨʦʝʥʘ ʩʪʘʪʠʯʝʩʢʘʷ 

ʤʘʨʰʨʫʪʠʟʘʮʠʷ. ʉʦʩʝʜʩʪʚʦ ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʤʝʞʜʫ RouterA ʠ RouterB, RouterA ʠ RouterC. 

ʇʨʷʤʦʛʦ ʩʦʩʝʜʩʪʚʘ ʤʝʞʜʫ RouterB ʠ RouterC ʥʝʪ. ʅʘ ʢʘʞʜʦʤ ʠʟ ʫʩʪʨʦʡʩʪʚ ʥʘʩʪʨʦʝʥʳ 

ʠʥʪʝʨʬʝʡʩʳ, ʥʘʟʥʘʯʝʥʳ IP-ʘʜʨʝʩʘ ʠ ʧʦʜʥʷʪʳ loopback-ʠʥʪʝʨʬʝʡʩʳ. 

ʅʘ RouterA ʥʘʩʪʨʦʝʥʘ ʪʝʭʥʦʣʦʛʠʷ Policy Based Routing ʥʘ ʦʩʥʦʚʝ IP-ʘʜʨʝʩʘ 

ʠʩʪʦʯʥʠʢʘ. 

 

ʈʠʩʫʥʦʢ 40 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ PBR ʥʘ ʦʩʥʦʚʝ IP-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ 

 

9.22.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.22.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 
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9.22.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

9.22.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ eth1 ʠ eth2 

 

RouterA(config)#interface eth1  
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown  
RouterA(config-if-[eth1])#ip address 198.18.1.1/24  
RouterA(config-if-[eth1])#exitRouterA(config)#interface eth2  
RouterA(config-if-[eth2])#no shutdown  
RouterA(config-if-[eth2])#ip address 198.18.2.1/24  
RouterA(config-if-[eth2])#exit 

 

9.22.2.2.2 ʉʦʟʜʘʡʪʝ ʠ ʥʘʩʪʨʦʡʪʝ loopback-ʠʥʪʝʨʬʝʡʩ 

 

RouterA(config)#interface lo1 
RouterA(config-if-[lo1])#no shutdown 
RouterA(config-if-[lo1])#ip address 1.1.1.1/32 
RouterA(config-if-[lo1])#exit 

 

9.22.2.2.3 ʋʢʘʞʠʪʝ ʤʘʨʰʨʫʪ ʜʦ ʩʝʪʠ 2.2.2.2/32 ʯʝʨʝʟ RouterB 

 

RouterA(config)#ip route 2.2.2.2/32 198.18.1.2 

 

9.22.2.2.4 ʅʘʩʪʨʦʡʪʝ ʘʜʨʝʩ RouterC ʢʘʢ ʰʣʶʟ ʧʦ ʫʤʦʣʯʘʥʠʶ ʠ ʩʦʭʨʘʥʠʪʝ ʚ ʪʘʙʣʠʮʫ 

21. ʅʘʩʪʨʦʡʪʝ PBR ʠ ʫʢʘʞʠʪʝ ʠʩʪʦʯʥʠʢʫ 1.1.1.1/32 ʩʤʦʪʨʝʪʴ ʚ ʪʘʙʣʠʮʫ 21 

 

RouterA(config)#ip route 0.0.0.0/0 198.18.2.2 table 21 
RouterA(config)#ip access-list PBR_SRC_IP sourceip 1.1.1.1/32 
RouterA(config)#ip policy rule access-list PBR_SRC_IP output lookup 21 

 

9.22.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.22.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ip address 198.18.1.2/24 
RouterB(config-if-[eth1])#exit 

 



 
ʌʫʥʢʮʠʠ L3 ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʥʘʩʪʨʦʡʢʝ  

ʂʈʇɻ.465614.001ʀʉ3  

 

ɺʝʨʩʠʷ 8.0 162 

 

9.22.2.3.2 ʉʦʟʜʘʡʪʝ ʠ ʥʘʩʪʨʦʡʪʝ loopback-ʠʥʪʝʨʬʝʡʩ 

 

RouterB(config)#interface lo1 
RouterB(config-if-[lo1])#no shutdown 
RouterB(config-if-[lo1])#ip address 2.2.2.2/32 
RouterB(config-if-[lo1])#exit 

 

9.22.2.3.3 ʋʢʘʞʠʪʝ ʤʘʨʰʨʫʪʳ, ʧʨʠʤʝʥʷʶʱʠʡʩʷ ʧʨʠ ʫʩʪʘʥʦʚʣʝʥʠʠ ʩʦʝʜʠʥʝʥʠʷ 

 

RouterB(config)#ip route 1.1.1.1/32 198.18.1.1 
RouterB(config)#end 

 

9.22.2.4 ʅʘʩʪʨʦʡʪʝ Routerʉ 

9.22.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

wƻǳǘŜǊ˿όŎƻƴŦƛƎύІinterface eth2 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth2])#no shutdown 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth2])#ip address 198.18.2.2/24 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth2])#exit 

 

9.22.2.4.2 ʉʦʟʜʘʡʪʝ ʠ ʥʘʩʪʨʦʡʪʝ loopback-ʠʥʪʝʨʬʝʡʩ 

 

RouterC(config)#interface lo1 
RouterC(config-if-[lo1])#no shutdown 
RouterC(config-if-[lo1])#ip address 2.2.2.2/32 
RouterC(config-if-[lo1])#exit 

 

9.22.2.4.3 ʋʢʘʞʠʪʝ ʤʘʨʰʨʫʪ, ʧʨʠʤʝʥʷʶʱʠʡʩʷ ʧʨʠ ʫʩʪʘʥʦʚʣʝʥʠʠ ʩʦʝʜʠʥʝʥʠʷ 

 

RouterC(config)#ip route 1.1.1.1/32 198.18.2.1 

 

9.22.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 
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9.22.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.22.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 2.2.2.2 source 1.1.1.1 ʥʘ RouterA, ʯʪʦʙʳ 

ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʪʨʘʬʠʢ ʧʦʩʣʝ ʧʨʠʤʝʥʝʥʠʷ ʧʦʣʠʪʠʢʠ ʠʜʝʪ ʯʝʨʝʟ RouterC 

 

PING 2.2.2.2 (2.2.2.2) from 1.1.1.1 : 56(84) bytes of data. 
64 bytes from 2.2.2.2: icmp_seq=1 ttl=64 time=1.08 ms 
64 bytes from 2.2.2.2: icmp_seq=2 ttl=64 time=1.04 ms 
64 bytes from 2.2.2.2: icmp_seq=3 ttl=64 time=0.971 ms 

 

9.22.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ tcpdump eth2 ʥʘ RouterC ʜʣʷ ʘʥʘʣʠʟʘ ʩʝʪʝʚʦʛʦ 

ʪʨʘʬʠʢʘ 

 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode 
listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes 
01:40:25.345345 IP 1.1.1.1 > 2.2.2.2: ICMP echo request, id 15267, seq 4, length 64 
01:40:25.345400 IP 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 15267, seq 4, length 64 
01:40:26.346493 IP 1.1.1.1 > 2.2.2.2: ICMP echo request, id 15267, seq 5, length 64 
01:40:26.346578 IP 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 15267, seq 5, length 64 

9.23 ʅʘʩʪʨʦʡʢʘ Policy Based Routing ʥʘ ʦʩʥʦʚʝ IP-ʘʜʨʝʩʘ ʥʘʟʥʘʯʝʥʠʷ 

9.23.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 41 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʨʠ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA, RouterB ʠ RouterC. 

ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ RouterA, RouterB ʠ RouterC ʥʘʩʪʨʦʝʥʘ ʩʪʘʪʠʯʝʩʢʘʷ 

ʤʘʨʰʨʫʪʠʟʘʮʠʷ. ʉʦʩʝʜʩʪʚʦ ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʤʝʞʜʫ RouterA ʠ RouterB, RouterA ʠ RouterC. 

ʇʨʷʤʦʛʦ ʩʦʩʝʜʩʪʚʘ ʤʝʞʜʫ RouterB ʠ RouterC ʥʝʪ. ʅʘ ʢʘʞʜʦʤ ʠʟ ʫʩʪʨʦʡʩʪʚ ʥʘʩʪʨʦʝʥʳ 

ʠʥʪʝʨʬʝʡʩʳ, ʥʘʟʥʘʯʝʥʳ IP-ʘʜʨʝʩʘ ʠ ʧʦʜʥʷʪʳ loopback-ʠʥʪʝʨʬʝʡʩʳ. 

ʅʘ RouterA ʥʘʩʪʨʦʝʥʘ ʪʝʭʥʦʣʦʛʠʷ Policy Based Routing ʥʘ ʦʩʥʦʚʝ IP-ʘʜʨʝʩʘ 

ʥʘʟʥʘʯʝʥʠʷ. 
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ʈʠʩʫʥʦʢ 41 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ PBR ʥʘ ʦʩʥʦʚʝ IP-ʘʜʨʝʩʘ ʥʘʟʥʘʯʝʥʠʷ 

 

9.23.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.23.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.23.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

9.23.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ eth1 ʠ eth2 

 

RouterA(config)#interface eth1  
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown  
RouterA(config-if-[eth1])#ip address 198.18.1.1/24  
RouterA(config-if-[eth1])#exit 
RouterA(config)#interface eth2  
RouterA(config-if-[eth2])#no shutdown  
RouterA(config-if-[eth2])#ip address 198.18.2.1/24  
RouterA(config-if-[eth2])#exit 

 

9.23.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterA(config)#interface lo1 
RouterA(config-if-[lo1])#no shutdown 
RouterA(config-if-[lo1])#ip address 1.1.1.1/32 
RouterA(config-if-[lo1])#exit 
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9.23.2.2.3 ʋʢʘʞʠʪʝ ʤʘʨʰʨʫʪ ʜʦ ʩʝʪʠ 2.2.2.2/32 ʯʝʨʝʟ RouterB 

 

RouterA(config)#ip route 2.2.2.2/32 198.18.1.2 

 

9.23.2.2.4 ʅʘʩʪʨʦʡʪʝ ʘʜʨʝʩ RouterC ʢʘʢ ʰʣʶʟ ʧʦ ʫʤʦʣʯʘʥʠʶ ʠ ʩʦʭʨʘʥʠʪʝ ʚ ʪʘʙʣʠʮʫ 

21. ʅʘʩʪʨʦʡʪʝ PBR ʠ ʫʢʘʞʠʪʝ ʧʨʠ ʘʜʨʝʩʝ ʥʘʟʥʘʯʝʥʠʷ 2.2.2.2/32 ʩʤʦʪʨʝʪʴ ʚ ʪʘʙʣʠʮʫ 21 

 

RouterA(config)#ip route 0.0.0.0/0 198.18.2.2 table 21 
RouterA(config)#ip access-list PBR_DES_IP destinationip 2.2.2.2/32 
RouterA(config)#ip policy rule access-list PBR_DES_IP output lookup 21 
RouterA(config)#end 

 

9.23.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.23.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ip address 198.18.1.2/24 
RouterB(config-if-[eth1])#exit 

 

9.23.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterB(config)#interface lo1 
RouterB(config-if-[lo1])#no shutdown 
RouterB(config-if-[lo1])#ip address 2.2.2.2/32 
RouterB(config-if-[lo1])#exit 

 

9.23.2.3.3 ʋʢʘʞʠʪʝ ʤʘʨʰʨʫʪ ʜʦ ʩʝʪʠ 1.1.1.1/32 ʯʝʨʝʟ RouterA 

 

RouterB(config)#ip route 1.1.1.1/32 198.18.1.1 
RouterB(config)#end 

 

9.23.2.4 ʅʘʩʪʨʦʡʪʝ Routerʉ 

9.23.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

wƻǳǘŜǊ˿όŎƻƴŦƛƎύІinterface eth1 



 
ʌʫʥʢʮʠʠ L3 ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʥʘʩʪʨʦʡʢʝ  

ʂʈʇɻ.465614.001ʀʉ3  

 

ɺʝʨʩʠʷ 8.0 166 

 

RouterC(config-if-[eth1])#no ip address dhcp 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth1])#no shutdown 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth1])#ip address 198.18.2.2/24 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth1])#exit 

 

9.23.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterC(config)#interface lo1 
RouterC(config-if-[lo1])#no shutdown 
RouterC(config-if-[lo1])#ip address 2.2.2.2/32 
RouterC(config-if-[lo1])#exit 

 

9.23.2.4.3 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʫʶ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterC(config)#ip route 1.1.1.1/32 198.18.2.1 

 

9.23.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.23.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.23.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 2.2.2.2 source 1.1.1.1 ʥʘ RouterA, ʯʪʦʙʳ 

ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʪʨʘʬʠʢ ʧʦʩʣʝ ʧʨʠʤʝʥʝʥʠʷ ʧʦʣʠʪʠʢʠ ʠʜʝʪ ʯʝʨʝʟ RouterC, ʠʩʧʦʣʴʟʫʷ ʪʘʙʣʠʮʫ 

21 

 

PING 2.2.2.2 (2.2.2.2) from 1.1.1.1 : 56(84) bytes of data. 
64 bytes from 2.2.2.2: icmp_seq=1 ttl=64 time=1.04 ms 
64 bytes from 2.2.2.2: icmp_seq=2 ttl=64 time=1.00 ms 
64 bytes from 2.2.2.2: icmp_seq=3 ttl=64 time=0.945 ms 

 

9.23.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ tcpdump eth1 ʥʘ RouterC ʜʣʷ ʘʥʘʣʠʟʘ ʩʝʪʝʚʦʛʦ 

ʪʨʘʬʠʢʘ 

 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode 
listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes 
12:11:03.689069 IP 1.1.1.1 > 2.2.2.2: ICMP echo request, id 14396, seq 15, length 64 
12:11:03.689124 IP 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 14396, seq 15, length 64 
12:11:04.690203 IP 1.1.1.1 > 2.2.2.2: ICMP echo request, id 14396, seq 16, length 64 
12:11:04.690245 IP 2.2.2.2 > 1.1.1.1: ICMP echo reply, id 14396, seq 16, length 64 
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9.24 ʅʘʩʪʨʦʡʢʘ Policy Based Routing ʥʘ ʦʩʥʦʚʝ ʥʦʤʝʨʘ ʧʦʨʪʘ (TCP/UDP) 

ʠʩʪʦʯʥʠʢʘ 

9.24.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 42 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʨʠ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA, RouterB ʠ RouterC. 

ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ RouterA, RouterB ʠ RouterC ʥʘʩʪʨʦʝʥʘ ʩʪʘʪʠʯʝʩʢʘʷ 

ʤʘʨʰʨʫʪʠʟʘʮʠʷ. ʉʦʩʝʜʩʪʚʦ ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʤʝʞʜʫ RouterA ʠ RouterB, RouterA ʠ RouterC. 

ʇʨ̫ ʤʦʛʦ ʩʦʩʝʜʩʪʚʘ ʤʝʞʜʫ RouterB ʠ RouterC ʥʝʪ. ʅʘ ʢʘʞʜʦʤ ʠʟ ʫʩʪʨʦʡʩʪʚ ʥʘʩʪʨʦʝʥʳ 

ʠʥʪʝʨʬʝʡʩʳ, ʥʘʟʥʘʯʝʥʳ IP-ʘʜʨʝʩʘ ʠ ʧʦʜʥʷʪʳ loopback-ʠʥʪʝʨʬʝʡʩʳ. 

ʅʘ RouterA ʠ RouterB ʩʦʟʜʘʥʳ ʠ ʥʘʩʪʨʦʝʥʳ ʚʠʨʪʫʘʣʴʥʳʝ ʠʥʪʝʨʬʝʡʩʳ. 

ʅʘ RouterA ʥʘʩʪʨʦʝʥʘ ʪʝʭʥʦʣʦʛʠʷ Policy Based Routing ʥʘ ʦʩʥʦʚʝ ʥʘ ʦʩʥʦʚʝ ʥʦʤʝʨʘ 

ʧʦʨʪʘ (TCP/UDP) ʠʩʪʦʯʥʠʢʘ. 

 

ʈʠʩʫʥʦʢ 42 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ PBR ʥʘ ʦʩʥʦʚʝ ʥʦʤʝʨʘ ʧʦʨʪʘ ʠʩʪʦʯʥʠʢʘ 

 

9.24.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.24.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.24.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

9.24.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ eth1 ʠ eth2 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address dhcp  
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RouterA(config-if-[eth1])#no shutdown  
RouterA(config-if-[eth1])#ip address 198.18.1.1/24  
RouterA(config-if-[eth1])#exit 
RouterA(config)#interface eth2  
RouterA(config-if-[eth2])#no shutdown  
RouterA(config-if-[eth2])#exit 

 

9.24.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ  eth2.10 ʠ eth2.20 

 

RouterA(config)#interface eth2.10 
RouterA(config-if-[eth2.10])#vid 10 ethertype 0x8100 
RouterA(config-if-[eth2.10])#no shutdown  
RouterA(config-if-[eth2.10])#ip address 198.18.10.1/24  
RouterA(config-if-[eth2.10])#exit 
RouterA(config)#interface eth2.20  
RouterA(config-if-[eth2.20])#vid 20 ethertype 0x8100 
RouterA(config-if-[eth2.20])#no shutdown  
RouterA(config-if-[eth2.10])#ip address 198.18.20.1/24 
RouterA(config-if-[eth2.20])#exit 

 

9.24.2.2.3 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʫʶ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterA(config)#ip route 1.1.1.1/32 198.18.1.2 
RouterA(config)#ip route 2.2.2.2/32 198.18.10.2 

 

9.24.2.2.4 ʅʘʩʪʨʦʡʪʝ ʘʜʨʝʩ eth2.20 RouterB ʢʘʢ ʰʣʶʟ ʧʦ ʫʤʦʣʯʘʥʠʶ ʠ ʩʦʭʨʘʥʠʪʝ ʚ 

ʪʘʙʣʠʮʫ 21, ʥʘʩʪʨʦʡʪʝ PBR ʠ ʫʢʘʞʠʪʝ ʠʩʪʦʯʥʠʢʫ ʩ ʧʦʨʪʦʤ 10000 ʧʝʨʝʥʘʧʨʘʚʣʷʪʴ ʪʨʘʬʠʢ 

ʩʣʝʜʫʷ ʪʘʙʣʠʮʝ 21. 

 

RouterA(config)#ip route 0.0.0.0/0 198.18.20.2 table 21 
RouterA(config)#ip access-list PBR_S_PORT protocol 6 sourceports 10000 
RouterA(config)#ip policy rule access-list PBR_S_PORT prerouting lookup 21 
RouterA(config)#end 

 

9.24.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.24.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#exit 
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9.24.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterB(config)#interface lo1 
RouterB(config-if-[lo1])#no shutdown 
RouterB(config-if-[lo1])#ip address 2.2.2.2/32 
RouterB(config-if-[lo1])#exit 

 

9.24.2.3.3 ʉʦʟʜʘʡʪʝ ʠʥʪʝʨʬʝʡʩʳ eth2.10 ʠ eth2.20 

 

RouterB(config)#interface eth2.10 
RouterB(config-if-[eth2.10])#vid 10 ethertype 0x8100 
RouterB(config-if-[eth2.10])#no shutdown  
RouterB(config-if-[eth2.10])#ip address 198.18.10.2/24  
RouterB(config-if-[eth2.10])#exit 
RouterB(config)#interface eth2.20  
RouterB(config-if-[eth2.20])#vid 20 ethertype 0x8100 
RouterB(config-if-[eth2.20])#no shutdown  
RouterB(config-if-[eth2.10])#ip address 198.18.20.2/24 
RouterB(config-if-[eth2.20])#exit 

 

9.24.2.3.4 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʫʶ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterB(config)#ip route 0.0.0.0/0 198.18.10.1 
RouterB(config)#end 

 

9.24.2.4 ʅʘʩʪʨʦʡʪʝ Routerʉ 

9.24.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

wƻǳǘŜǊ˿όŎƻƴŦƛƎύІinterface eth1 
RouterC(config-if-[eth1])#no ip address dhcp 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth1])#no shutdown 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth1])#ip address 198.18.1.2/24 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth1])#exit 

 

9.24.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterC(config)#interface lo1 
RouterC(config-if-[lo1])#no shutdown 
RouterC(config-if-[lo1])#ip address 1.1.1.1/32 



 
ʌʫʥʢʮʠʠ L3 ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʥʘʩʪʨʦʡʢʝ  

ʂʈʇɻ.465614.001ʀʉ3  

 

ɺʝʨʩʠʷ 8.0 170 

 

RouterC(config-if-[lo1])#exit 

 

9.24.2.4.3 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʫʶ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterC(config)#ip route 0.0.0.0/0 198.18.1.1  
RouterC(config)#end 

 

9.24.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.24.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.24.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf server port 10000 bind 1.1.1.1 ʥʘ Routerʉ ʜʣʷ 

ʧʨʦʚʝʨʢʠ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ ʚ ʨʝʞʠʤʝ ʩʝʨʚʝʨʘ 

 

Server listening on TCP port 10000 Binding to local address 1.1.1.1 
TCP window size: 85.3 KByte (default) 
------------------------------------------------------------ 
[  4] local 1.1.1.1 port 10000 connected with 198.18.10.2 port 33725 
[ ID] Interval       Transfer      Bandwidth 
[  4] 0.0-10.0 sec   918 MBytes    769 Mbits/sec 

 

9.24.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf client 1.1.1.1 port 10000 bind 198.18.10.2 ʥʘ 

RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ ʚ ʨʝʞʠʤʝ ʢʣʠʝʥʪʘ 

 

Client connecting to 1.1.1.1, TCP port 10000 Binding to local address 198.18.10.2 
TCP window size: 76.5 KByte (default) 
------------------------------------------------------------ 
[  3] local 198.18.10.2 port 33725 connected with 1.1.1.1 port 10000 
[ ID] Interval       Transfer      Bandwidth 
[  3] 0.0-10.0 sec   918 MBytes    770 Mbits/sec 

 

9.24.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ tcpdump eth2.20 ʥʘ RouterA ʜʣʷ ʘʥʘʣʠʟʘ ʩʝʪʝʚʦʛʦ 

ʪʨʘʬʠʢʘ, ʫʙʝʜʠʪʝʩʴ ʯʪʦ ʪʨʘʬʠʢ ʙʳʣ ʧʝʨʝʥʘʧʨʘʚʣʝʥ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʘʙʣʠʮʝʡ 21. 

 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode 
listening on eth2.20, link-type EN10MB (Ethernet), capture size 262144 bytes 
19:58:12.072820 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [S.], seq 3929972981, ack 2471004496, win 29200, 
options [mss 1460,nop,nop,sackOK,nop,wscale 4], length 0 
19:58:12.075426 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 10221, win 3103, length 0 
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19:58:12.077406 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 16061, win 3833, length 0 
19:58:12.077420 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 26281, win 5110, length 0 
19:58:12.079286 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 29201, win 5475, length 0 
19:58:12.079301 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 36501, win 6388, length 0 
19:58:12.081261 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 51101, win 8213, length 0 
19:58:12.083132 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 55481, win 8760, length 0 
19:58:12.083146 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 59861, win 9308, length 0 
19:58:12.083158 IP 1.1.1.1.10000 > 198.18.10.2.33725: Flags [.], ack 61321, win 9490, length 0 

9.25 ʅʘʩʪʨʦʡʢʘ Policy Based Routing ʥʘ ʦʩʥʦʚʝ ʥʦʤʝʨʘ ʧʦʨʪʘ (TCP/UDP) 

ʥʘʟʥʘʯʝʥʠʷ 

9.25.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 43 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʨʠ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA, RouterB ʠ RouterC. 

ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ RouterA, RouterB ʠ RouterC ʥʘʩʪʨʦʝʥʘ ʩʪʘʪʠʯʝʩʢʘʷ 

ʤʘʨʰʨʫʪʠʟʘʮʠʷ. ʉʦʩʝʜʩʪʚʦ ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʤʝʞʜʫ RouterA ʠ RouterB, RouterA ʠ RouterC. 

ʇʨ̫ ʤʦʛʦ ʩʦʩʝʜʩʪʚʘ ʤʝʞʜʫ RouterB ʠ RouterC ʥʝʪ. ʅʘ ʢʘʞʜʦʤ ʠʟ ʫʩʪʨʦʡʩʪʚ ʥʘʩʪʨʦʝʥʳ 

ʠʥʪʝʨʬʝʡʩʳ, ʥʘʟʥʘʯʝʥʳ IP-ʘʜʨʝʩʘ ʠ ʧʦʜʥʷʪʳ loopback-ʠʥʪʝʨʬʝʡʩʳ. 

ʅʘ RouterA ʠ RouterB ʩʦʟʜʘʥʳ ʠ ʥʘʩʪʨʦʝʥʳ ʚʠʨʪʫʘʣʴʥʳʝ ʠʥʪʝʨʬʝʡʩʳ. 

ʅʘ RouterA ʥʘʩʪʨʦʝʥʘ ʪʝʭʥʦʣʦʛʠʷ Policy Based Routing ʥʘ ʦʩʥʦʚʝ ʥʘ ʦʩʥʦʚʝ ʥʦʤʝʨʘ 

ʧʦʨʪʘ (TCP/UDP) ʥʘʟʥʘʯʝʥʠʷ. 

 

ʈʠʩʫʥʦʢ 43 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ PBR ʥʘ ʦʩʥʦʚʝ ʥʦʤʝʨʘ ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ 

 

9.25.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.25.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 
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ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.25.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

9.25.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1  
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown  
RouterA(config-if-[eth1])#ip address 198.18.1.1/24  
RouterA(config-if-[eth1])#exit 

 

9.25.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterA(config)#interface eth2  
RouterA(config-if-[eth2])#no shutdown  
RouterA(config-if-[eth2])#exit 

 

9.25.2.2.3 ʅʘʩʪʨʦʡʪʝ ʚʠʨʪʫʘʣʴʥʳʡ ʠʥʪʝʨʬʝʡʩ eth2.10 

 

RouterA(config)#interface eth2.10 
RouterA(config-if-[eth2.10])#vid 10 ethertype 0x8100 
RouterA(config-if-[eth2.10])#no shutdown  
RouterA(config-if-[eth2.10])#ip address 198.18.10.1/24  
RouterA(config-if-[eth2.10])#exit 

 

9.25.2.2.4 ʅʘʩʪʨʦʡʪʝ ʚʠʨʪʫʘʣʴʥʳʡ ʠʥʪʝʨʬʝʡʩ eth2.20 

 

RouterA(config)#interface eth2.20  
RouterA(config-if-[eth2.20])#vid 20 ethertype 0x8100 
RouterA(config-if-[eth2.20])#no shutdown  
RouterA(config-if-[eth2.10])#ip address 198.18.20.1/24 
RouterA(config-if-[eth2.20])#exit 

 

9.25.2.2.5 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪʳ, ʧʨʠʤʝʥʷʶʱʠʝʩʷ ʧʨʠ ʫʩʪʘʥʦʚʣʝʥʠʠ ʩʦʝʜʠʥʝʥʠʷ 

 

RouterA(config)#ip route 1.1.1.1/32 198.18.1.2 
RouterA(config)#ip route 2.2.2.2/32 198.18.10.2 
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9.25.2.2.6 ʅʘʩʪʨʦʡʪʝ ʧʦʣʠʪʠʢʫ PBR ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ 

 

RouterA(config)#ip route 0.0.0.0/0 198.18.20.2 table 21 
RouterA(config)#ip access-list PBR_D_PORT protocol 6 destinationports 10000 
RouterA(config)#ip policy rule access-list PBR_D_PORT prerouting lookup 21 

 

9.25.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.25.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#exit 

 

9.25.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#exit 

 

9.25.2.3.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterB(config)#interface lo1 
RouterB(config-if-[lo1])#no shutdown 
RouterB(config-if-[lo1])#ip address 2.2.2.2/32 
RouterB(config-if-[lo1])#exit 

 

9.25.2.3.4 ʅʘʩʪʨʦʡʪʝ ʚʠʨʪʫʘʣʴʥʳʡ ʠʥʪʝʨʬʝʡʩ eth2.10 

 

RouterB(config)#interface eth2.10 
RouterB(config-if-[eth2.10])#vid 10 ethertype 0x8100 
RouterB(config-if-[eth2.10])#no shutdown  
RouterB(config-if-[eth2.10])#ip address 198.18.10.2/24  
RouterB(config-if-[eth2.10])#exit 

 

9.25.2.3.5 ʅʘʩʪʨʦʡʪʝ ʚʠʨʪʫʘʣʴʥʳʡ ʠʥʪʝʨʬʝʡʩ eth2.20 

 

RouterB(config)#interface eth2.20  
RouterB(config-if-[eth2.20])#vid 20 ethertype 0x8100 
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RouterB(config-if-[eth2.20])#no shutdown  
RouterB(config-if-[eth2.10])#ip address 198.18.20.2/24 
RouterB(config-if-[eth2.20])#exit 

 

9.25.2.3.6 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪ, ʧʨʠʤʝʥʷʶʱʠʡʩʷ ʧʨʠ ʫʩʪʘʥʦʚʣʝʥʠʠ ʩʦʝʜʠʥʝʥʠʷ 

 

RouterB(config)#ip route 0.0.0.0/0 198.18.10.1 
RouterB(config)#end 

 

9.25.2.4 ʅʘʩʪʨʦʡʪʝ Routerʉ 

9.25.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

wƻǳǘŜǊ˿όŎƻƴŦƛƎύІinterface eth1 
RouterC(config-if-[eth1])#no ip address dhcp 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth1])#no shutdown 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth1])#ip address 198.18.1.2/24 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth1])#exit 

 

9.25.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterC(config)#interface lo1 
RouterC(config-if-[lo1])#no shutdown 
RouterC(config-if-[lo1])#ip address 1.1.1.1/32 
RouterC(config-if-[lo1])#exit 

 

9.25.2.4.3 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪ, ʧʨʠʤʝʥʷʶʱʠʡʩʷ ʧʨʠ ʫʩʪʘʥʦʚʣʝʥʠʠ ʩʦʝʜʠʥʝʥʠʷ 

 

RouterC(config)#ip route 0.0.0.0/0 198.18.1.1  
RouterC(config)#end 

 

9.25.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.25.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.25.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf server port 10000 ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ ʚ ʨʝʞʠʤʝ ʩʝʨʚʝʨʘ 
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Server listening on TCP port 10000 
TCP window size: 85.3 KByte (default) 
------------------------------------------------------------ 
[  4] local 2.2.2.2 port 10000 connected with 1.1.1.1 port 47220 
[ ID] Interval       Transfer           Bandwidth 
[  4] 0.0-10.0 sec   1.08 GBytes         925 Mbits/sec 

 

9.25.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf client 2.2.2.2 port 10000 bind 1.1.1.1 ʥʘ RouterC ʜʣʷ 

ʧʨʦʚʝʨʢʠ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ ʚ ʨʝʞʠʤʝ ʢʣʠʝʥʪʘ 

 

Client connecting to 2.2.2.2, TCP port 10000 
Binding to local address 1.1.1.1 
TCP window size: 104 KByte (default) 
------------------------------------------------------------ 
[  3] local 1.1.1.1 port 47220 connected with 2.2.2.2 port 10000 
[ ID] Interval       Transfer       Bandwidth 
[  3] 0.0-10.0 sec   1.08 GBytes    927 Mbits/sec 

 

9.25.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ tcpdump eth2.10 ʥʘ RouterA ʜʣʷ ʘʥʘʣʠʟʘ ʩʝʪʝʚʦʛʦ 

ʪʨʘʬʠʢʘ 

 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode 
listening on eth2.10, link-type EN10MB (Ethernet), capture size 262144 bytes  
13:26:28.473203 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [S], seq 2762057523, win 29200, options [mss 
1460,nop,nop,sackOK,nop,wscale 4], length 0 
13:26:28.474204 IP 2.2.2.2.10000 > 1.1.1.1.60520: Flags [S.], seq 3612333970, ack 2762057524, win 29200, 
options [mss 1460,nop,nop,sackOK,nop,wscale 4], length 0 
13:26:28.475177 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], ack 1, win 1825, length 0 
13:26:28.475840 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 1:1461, ack 1, win 1825, length 1460 
13:26:28.475849 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 1461:2921, ack 1, win 1825, length 1460 
13:26:28.475857 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 2921:4381, ack 1, win 1825, length 1460 
13:26:28.475865 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 4381:5841, ack 1, win 1825, length 1460 
13:26:28.475872 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 5841:7301, ack 1, win 1825, length 1460 
13:26:28.475879 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 7301:8761, ack 1, win 1825, length 1460 
13:26:28.475885 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 8761:10221, ack 1, win 1825, length 1460 
13:26:28.475893 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 10221:11681, ack 1, win 1825, length 1460 
13:26:28.475900 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 11681:13141, ack 1, win 1825, length 1460 
13:26:28.475906 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 13141:14601, ack 1, win 1825, length 1460 
13:26:28.476809 IP 2.2.2.2.10000 > 1.1.1.1.60520: Flags [.], ack 14601, win 3650, length 0 
13:26:28.477796 IP 1.1.1.1.60520 > 2.2.2.2.10000: Flags [.], seq 14601:16061, ack 1, win 1825, length 1460 

 

9.25.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf server port 10000 ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ ʚ ʨʝʞʠʤʝ ʩʝʨʚʝʨʘ 
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Server listening on TCP port 10000 
TCP window size: 85.3 KByte (default) 
------------------------------------------------------------ 
[  4] local 2.2.2.2 port 10000 connected with 1.1.1.1 port 47717 
[ ID] Interval       Transfer            Bandwidth 
[  4] 0.0-10.0 sec   1.08 GBytes         930 Mbits/sec 

 

9.25.3.5 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf client 2.2.2.2 port 10000 bind 1.1.1.1 ʥʘ RouterC ʜʣʷ 

ʧʨʦʚʝʨʢʠ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ ʚ ʨʝʞʠʤʝ ʢʣʠʝʥʪʘ 

 

Client connecting to 2.2.2.2, TCP port 10000 
Binding to local address 1.1.1.1 
TCP window size: 99.0 KByte (default) 
------------------------------------------------------------ 
[  3] local 1.1.1.1 port 47717 connected with 2.2.2.2 port 10000 
[ ID] Interval         Transfer          Bandwidth 
[  3]   0.0-10.0 sec   1.08 GBytes       931 Mbits/sec 

 

9.25.3.6 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ tcpdump eth2.20 ʥʘ RouterA ʜʣʷ ʘʥʘʣʠʟʘ ʩʝʪʝʚʦʛʦ 

ʪʨʘʬʠʢʘ 

 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode 
listening on eth2.20, link-type EN10MB (Ethernet), capture size 262144 bytes 
13:37:07.981666 IP 1.1.1.1.47717 > 2.2.2.2.10000: Flags [S], seq 2278507345, win 29200, options [mss 
1460,nop,nop,sackOK,nop,wscale 4], length 0 
13:37:07.983684 IP 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], ack 2702062680, win 1825, length 0 
13:37:07.984343 IP 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 0:1460, ack 1, win 1825, length 1460 
13:37:07.984354 IP 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 1460:2920, ack 1, win 1825, length 1460 
13:37:07.984360 IP 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 2920:4380, ack 1, win 1825, length 1460 
13:37:07.984366 IP 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 4380:5840, ack 1, win 1825, length 1460 
13:37:07.984372 IP 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 5840:7300, ack 1, win 1825, length 1460 
13:37:07.984377 IP 1.1.1.1.47717 > 2.2.2.2.10000: Flags [.], seq 7300:8760, ack 1, win 1825, length 1460 

9.26 ʅʘʩʪʨʦʡʢʘ ʬʠʟʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʚ ʢʘʯʝʩʪʚʝ next-hop ʜʣʷ 

ʩʪʘʪʠʯʝʩʢʦʛʦ ʤʘʨʰʨʫʪʘ 

9.26.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 44 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʚʘ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA, RouterB. 

ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ ʥʘʩʪʨʦʝʥʘ ʩʪʘʪʠʯʝʩʢʘʷ ʤʘʨʰʨʫʪʠʟʘʮʠʷ. ʅʘ ʢʘʞʜʦʤ ʠʟ 

ʫʩʪʨʦʡʩʪʚ ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ, ʥʘʟʥʘʯʝʥʳ IP-ʘʜʨʝʩʘ ʠ ʧʦʜʥʷʪʳ loopback-ʠʥʪʝʨʬʝʡʩʳ. 
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ʈʠʩʫʥʦʢ 44 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʬʠʟʠʯʝʩʢʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʚ ʢʘʯʝʩʪʚʝ next-hop 

 

9.26.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.26.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.26.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

9.26.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1  
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown  
RouterA(config-if-[eth1])#ip address 198.18.1.1/24 
RouterA(config-if-[eth1])#exit 

 

9.26.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterA(config)#interface lo1 
RouterA(config-if-[lo1])#ip address 1.1.1.1/32 
RouterA(config-if-[lo1])#no shutdown  
RouterA(config-if-[lo1])#exit 
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9.26.2.2.3 ʅʘʩʪʨʦʡʪʝ ʨʝʞʠʤ ʦʪʧʨʘʚʢʠ ʦʪʚʝʪʦʚ ʚ ʦʪʚʝʪ ʥʘ ʧʦʣʫʯʝʥʥʳʝ ARP-ʟʘʧʨʦʩʳ, 

ʢʦʪʦʨʳʝ ʨʘʟʨʝʰʘʶʪ ʣʦʢʘʣʴʥʳʝ ʮʝʣʝʚʳʝ IP-ʘʜʨʝʩʘ 

 

RouterA(config)#arp reply global  

 

9.26.2.2.4 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʫʶ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterA(config)#ip route 2.2.2.0/24 eth1RouterA(config)#end 

 

9.26.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.26.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ip address 198.18.1.2/24  
RouterB(config-if-[eth1])#exit 

 

9.26.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterB(config)#interface lo1 
RouterB(config-if-[lo1])#ip address 2.2.2.1/32 
RouterB(config-if-[lo1])#no shutdown  
RouterB(config-if-[lo1])#exit 

 

9.26.2.3.3 ʅʘʩʪʨʦʡʪʝ ʨʝʞʠʤ ʦʪʧʨʘʚʢʠ ʦʪʚʝʪʦʚ ʚ ʦʪʚʝʪ ʥʘ ʧʦʣʫʯʝʥʥʳʝ ARP-ʟʘʧʨʦʩʳ, 

ʢʦʪʦʨʳʝ ʨʘʟʨʝʰʘʶʪ ʣʦʢʘʣʴʥʳʝ ʮʝʣʝʚʳʝ IP-ʘʜʨʝʩʘ 

 

RouterB(config)#arp reply global  

 

9.26.2.3.4 ʉʦʟʜʘʡʪʝ ʩʪʘʪʠʯʝʩʢʫʶ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterB(config)#ip route 1.1.1.0/24 eth1 
RouterB(config)#end 
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9.26.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.26.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.26.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip route ʥʘ RouterA ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ ʩʧʠʩʢʘ 

ʤʘʨʰʨʫʪʦʚ  

 

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP 
       O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2 
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
       * - candidate default 
IP Route Table for VRF "default" 
C       1.1.1.0/24 is directly connected, lo1 
S       2.2.2.0/24 [1/0] is directly connected, eth1 
C       127.0.0.0/8 is directly connected, lo 
C       198.18.1.0/24 is directly connected, eth1 
Gateway of last resort is not set 

 

9.26.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip route ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ ʩʧʠʩʢʘ 

ʤʘʨʰʨʫʪʦʚ  

 

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP 
       O - OSPF, IA - OSPF inter area 
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2 
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
       * - candidate default 
IP Route Table for VRF "default" 
S       1.1.1.0/24 [1/0] is directly connected, eth1 
C       2.2.2.0/24 is directly connected, lo1 
C       127.0.0.0/8 is directly connected, lo 
C       198.18.1.0/24 is directly connected, eth1 
Gateway of last resort is not set 

9.27 ʅʘʟʥʘʯʝʥʠʝ ʚ ʢʘʯʝʩʪʚʝ next-hop ʜʣʷ ʩʪʘʪʠʯʝʩʢʦʛʦ ʤʘʨʰʨʫʪʘ ʜʚʫʭ 

ʠʥʪʝʨʬʝʡʩʦʚ 

9.27.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 45 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʚʘ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA ʠ RouterB. 
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ʅʘ RouterA ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth1 - IP address 10.10.10.1/24, eth2 - IP address 

20.20.20.1/24, loopback ʠʥʪʝʨʬʝʡʩ - IP address 1.1.1.1/32. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth1 - IP address 10.10.10.2/24, eth2 - IP address 

20.20.20.2/24, loopback ʠʥʪʝʨʬʝʡʩ - IP address 2.2.2.1/32. 

ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ ʥʘʩʪʨʦʝʥʘ ʩʪʘʪʠʯʝʩʢʘʷ ʤʘʨʰʨʫʪʠʟʘʮʠʷ. 

 

ʈʠʩʫʥʦʢ 45 ï ɺʘʨʠʘʥʪ ʥʘʟʥʘʯʝʥʠʷ ʚ ʢʘʯʝʩʪʚʝ next-hop ʜʣʷ ʩʪʘʪʠʯʝʩʢʦʛʦ ʤʘʨʰʨʫʪʘ ʜʚʫʭ 

ʠʥʪʝʨʬʝʡʩʦʚ 

 

9.27.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.27.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.27.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

9.27.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1    
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#ip address 10.10.10.1/24 
RouterA(config-if-[eth1])#no shutdown  
RouterA(config-if-[eth1])#exit 

 

9.27.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 
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RouterA(config)#interface lo1 
RouterA(config-if-[lo1])#no shutdown 
RouterA(config-if-[lo1])#ip address 1.1.1.1/32 
RouterA(config-if-[lo1])#exit 

 

9.27.2.2.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterA(config)#interface eth2    
RouterA(config-if-[eth2])#ip address 20.20.20.1/24 
RouterA(config-if-[eth2])#no shutdown   
RouterA(config-if-[eth2])#exit 

 

9.27.2.2.4 ʅʘʩʪʨʦʡʪʝ ʛʣʦʙʘʣʴʥʳʡ ʨʝʞʠʤ ʦʪʧʨʘʚʢʠ ʦʪʚʝʪʦʚ ʥʘ ʧʦʣʫʯʝʥʥʳʝ ARP-

ʟʘʧʨʦʩʳ 

 

RouterA(config)#arp reply global 

 

9.27.2.2.5 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʫʶ ʤʘʨʰʨʫʪʠʟʘʮʠʶ  

 

RouterA(config)#ip route 0.0.0.0/0 eth1 10  
RouterA(config)#ip route 0.0.0.0/0 eth2 20 
RouterA(config)#end 

 

9.27.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.27.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1    
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#ip address 10.10.10.2/24 
RouterB(config-if-[eth1])#no shutdown   
RouterB(config-if-[eth1])#exit 

 

9.27.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterB(config)#interface lo1 
RouterB(config-if-[lo1])#no shutdown 
RouterB(config-if-[lo1])#ip address 2.2.2.1/32 
RouterB(config-if-[lo1])#exit 
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9.27.2.3.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2    
RouterB(config-if-[eth2])#ip address 20.20.20.2/24 
RouterB(config-if-[eth2])#no shutdown   
RouterB(config-if-[eth2])#exit 

 

9.27.2.3.4 ʅʘʩʪʨʦʡʪʝ ʛʣʦʙʘʣʴʥʳʡ ʨʝʞʠʤ ʦʪʧʨʘʚʢʠ ʦʪʚʝʪʦʚ ʥʘ ʧʦʣʫʯʝʥʥʳʝ ARP-

ʟʘʧʨʦʩʳ 

 

RouterB(config)#arp reply global 

 

9.27.2.3.5 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʫʶ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterB(config)#ip route 0.0.0.0/0 eth1 10 
RouterB(config)#ip route 0.0.0.0/0 eth2 20 
RouterB(config)#end 

 

9.27.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ 

9.27.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.27.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 2.2.2.1 ʥʘ RouterA ʜʣʷ ʦʪʧʨʘʚʢʠ ICMP-ʟʘʧʨʦʩʘ 

 

PING 2.2.2.1 (2.2.2.1) 56(84) bytes of data. 
64 bytes from 2.2.2.1: icmp_seq=1 ttl=64 time=0.983 ms 
64 bytes from 2.2.2.1: icmp_seq=2 ttl=64 time=0.962 ms 
64 bytes from 2.2.2.1: icmp_seq=3 ttl=64 time=0.949 ms 
64 bytes from 2.2.2.1: icmp_seq=4 ttl=64 time=0.977 ms 

 

9.27.3.2 ɺʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʢʦʤʘʥʜʳ ʜʣʷ ʦʪʢʣʶʯʝʥʠʷ ʠʥʪʝʨʬʝʡʩʘ ʥʘ Router B: 

 

RouterB#configure terminal 
RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#shutdown 

 



 
ʌʫʥʢʮʠʠ L3 ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʥʘʩʪʨʦʡʢʝ  

ʂʈʇɻ.465614.001ʀʉ3  

 

ɺʝʨʩʠʷ 8.0 183 

 

9.27.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 2.2.2.1 ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʜʦʩʪʫʧʥʦʩʪʠ 

ʨʝʟʝʨʚʥʦʛʦ ʩʪʘʪʠʯʝʩʢʦʛʦ ʤʘʨʰʨʫʪʘ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ eth2 

 

PING 2.2.2.1 (2.2.2.1) 56(84) bytes of data. 
64 bytes from 2.2.2.1: icmp_seq=5 ttl=64 time=0.933 ms 
64 bytes from 2.2.2.1: icmp_seq=6 ttl=64 time=0.932 ms 
64 bytes from 2.2.2.1: icmp_seq=7 ttl=64 time=0.929 ms 
64 bytes from 2.2.2.1: icmp_seq=8 ttl=64 time=0.987 ms 

9.28 ʅʘʩʪʨʦʡʢʘ loopback-ʠʥʪʝʨʬʝʡʩʘ ʚ ʢʘʯʝʩʪʚʝ next-hop ʜʣʷ ʩʪʘʪʠʯʝʩʢʦʛʦ 

ʤʘʨʰʨʫʪʘ 

9.28.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 46  ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʚʘ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA, RouterB. 

ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ ʥʘʩʪʨʦʝʥʘ ʩʪʘʪʠʯʝʩʢʘʷ ʤʘʨʰʨʫʪʠʟʘʮʠʷ. ʅʘ ʢʘʞʜʦʤ ʠʟ 

ʫʩʪʨʦʡʩʪʚ ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ, ʥʘʟʥʘʯʝʥʳ IP-ʘʜʨʝʩʘ ʠ ʧʦʜʥʷʪʳ loopback-ʠʥʪʝʨʬʝʡʩʳ. 

 

ʈʠʩʫʥʦʢ 46 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ  loopback-ʠʥʪʝʨʬʝʡʩʘ ʚ ʢʘʯʝʩʪʚʝ next-hop ʜʣʷ 

ʩʪʘʪʠʯʝʩʢʦʛʦ ʤʘʨʰʨʫʪʘ 

 

9.28.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.28.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 
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9.28.2.2 ʅʘʩʪʨʦʡʪʝ ʥʘ PC IP-ʘʜʨʝʩ 198.18.1.3/24  

9.28.2.3 ʅʘʩʪʨʦʡʪʝ RouterA 

9.28.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ eth1 ʠ eth2 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address dhcp  
RouterA(config-if-[eth1])#no shutdown  
RouterA(config-if-[eth1])#ip address 10.10.10.1/24  
RouterA(config-if-[eth1])#exit 
RouterA(config)#interface eth2  
RouterA(config-if-[eth2])#no shutdown  
RouterA(config-if-[eth2])#ip address 198.18.1.1/24  
RouterA(config-if-[eth2])#exit 

 

9.28.2.3.2 ʉʦʟʜʘʡʪʝ ʠ ʥʘʩʪʨʦʡʪʝ loopback-ʠʥʪʝʨʬʝʡʩ 

 

RouterA(config)#interface lo1 
RouterA(config-if-[lo1])#ip address 1.1.1.1/32 
RouterA(config-if-[lo1])#no shutdown  
RouterA(config-if-[lo1])#exit 

 

9.28.2.3.3 ʅʘʩʪʨʦʡʪʝ ʨʝʞʠʤ ʦʪʧʨʘʚʢʠ ʦʪʚʝʪʦʚ ʚ ʦʪʚʝʪ ʥʘ ʧʦʣʫʯʝʥʥʳʝ ARP-ʟʘʧʨʦʩʳ, 

ʢʦʪʦʨʳʝ ʨʘʟʨʝʰʘʶʪ ʣʦʢʘʣʴʥʳʝ ʮʝʣʝʚʳʝ IP-ʘʜʨʝʩʘ 

 

RouterA(config)#arp reply global  

 

9.28.2.3.4 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʫʶ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterA(config)#ip route 2.2.2.0/24 lo1 
RouterA(config)#ip route 0.0.0.0/0 10.10.10.2 eth1 
RouterA(config)#end 

 

9.28.2.4 ʅʘʩʪʨʦʡʪʝ RouterB 

9.28.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp  
RouterB(config-if-[eth1])#no shutdown  
RouterB(config-if-[eth1])#ip address 10.10.10.2/24  
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RouterB(config-if-[eth1])#exit 

 

9.28.2.4.2 ʉʦʟʜʘʡʪʝ ʠ ʥʘʩʪʨʦʡʪʝ loopback-ʠʥʪʝʨʬʝʡʩʳ 

 

RouterB(config)#interface lo2 
RouterB(config-if-[lo2])#ip address 2.2.2.2/32 
RouterB(config-if-[lo2])#no shutdown  
RouterB(config-if-[lo2])#exit 
RouterB(config)#interface lo3 
RouterB(config-if-[lo3])#ip address 3.3.3.3/32 
RouterB(config-if-[lo3])#no shutdown  
RouterB(config-if-[lo3])#exit 

 

9.28.2.4.3 ʅʘʩʪʨʦʡʪʝ ʨʝʞʠʤ ʦʪʧʨʘʚʢʠ ʦʪʚʝʪʦʚ ʚ ʦʪʚʝʪ ʥʘ ʧʦʣʫʯʝʥʥʳʝ ARP-ʟʘʧʨʦʩʳ, 

ʢʦʪʦʨʳʝ ʨʘʟʨʝʰʘʶʪ ʣʦʢʘʣʴʥʳʝ ʮʝʣʝʚʳʝ IP-ʘʜʨʝʩʘ 

 

RouterB(config)#arp reply global  

 

9.28.2.4.4 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʫʶ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterB(config)#ip route 0.0.0.0/0 10.10.10.1 eth1 
RouterB(config)#end 

 

9.28.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.28.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.28.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 2.2.2.2 ʥʘ PC ʜʣʷ ʦʪʧʨʘʚʢʠ ICMP-ʟʘʧʨʦʩʘ  

 

Pinging 2.2.2.2 with 32 bytes of data: 
Request timed out. 
Request timed out. 
Request timed out. 
Request timed out. 

Ping statistics for 2.2.2.2: 
    Packets: Sent = 4, Received = 0, Lost = 4 (100% loss) 

 

ICMP-ʦʪʚʝʪ ʦʪ 2.2.2.2 ʥʝ ʜʦʣʞʝʥ ʙʳʪʴ ʧʦʣʫʯʝʥ. 
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9.28.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ tcpdump lo1 ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ICMP ʟʘʧʨʦʩʦʚ 

ʦʪ PC  

 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode 
listening on lo1, link-type EN10MB (Ethernet), capture size 262144 bytes 
13:07:38.576533 IP 198.18.1.3 > 2.2.2.2: ICMP echo request, id 1, seq 56, length 40 
13:07:43.185698 IP 198.18.1.3 > 2.2.2.2: ICMP echo request, id 1, seq 57, length 40 
13:07:48.173453 IP 198.18.1.3 > 2.2.2.2: ICMP echo request, id 1, seq 58, length 40 
13:07:53.162208 IP 198.18.1.3 > 2.2.2.2: ICMP echo request, id 1, seq 59, length 40 

 

9.28.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 3.3.3.3 ʥʘ PC ʜʣʷ ʦʪʧʨʘʚʢʠ ICMP-ʟʘʧʨʦʩʘ  

 

Pinging 3.3.3.3 with 32 bytes of data: 
Reply from 3.3.3.3: bytes=32 time=1ms TTL=63 
Reply from 3.3.3.3: bytes=32 time=1ms TTL=63 
Reply from 3.3.3.3: bytes=32 time=1ms TTL=63 
Reply from 3.3.3.3: bytes=32 time=1ms TTL=63 

Ping statistics for 3.3.3.3: 
    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 
Approximate round trip times in milli-seconds: 
    Minimum = 1ms, Maximum = 1ms, Average = 1ms 

 

ICMP-ʦʪʚʝʪʳ ʦʪ 3.3.3.3 ʜʦʣʞʥʳ ʙʳʪʴ ʧʦʣʫʯʝʥʳ. 

9.29 ʅʘʩʪʨʦʡʢʘ ʟʝʨʢʘʣʠʨʦʚʘʥʠʷ ʪʨʘʬʠʢʘ 

9.29.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 47  ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʨʠ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA, RouterB, RouterC. 

ʅʘ ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʭ ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ ʠ ʥʘʟʥʘʯʝʥʳ IP-ʘʜʨʝʩʘ. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥʦ ʟʝʨʢʘʣʠʨʦʚʘʥʠʝ ʪʨʘʬʠʢʘ. 
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ʈʠʩʫʥʦʢ 47 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ 

 

9.29.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ 

9.29.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.29.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 ʥʘ RouterA 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#ip address 198.18.0.2/24 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#end 

 

9.29.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

9.29.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ eth1 ʠ eth2 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#ip address 198.18.0.1/24 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#exit 
RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#ip address 198.18.1.1/24 
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#exit 
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9.29.2.3.2 ʅʘʩʪʨʦʡʪʝ ʟʝʨʢʘʣʠʨʦʚʘʥʠʝ ʪʨʘʬʠʢʘ 

 

RouterB(config)#ip access-list MIRRORING destinationip 198.18.0.0/24 
RouterB(config)#ip clone INPUT access-list MIRRORING gateway 198.18.1.2 
RouterB(config)#end 

 

9.29.2.4 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 ʥʘ RouterC 

 

RouterC(config)#interface eth2 
RouterC(config-if-[eth2])#ip address 198.18.1.2/24 
RouterC(config-if-[eth2])#no shutdown 
RouterC(config-if-[eth2])#end 

 

9.29.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

9.29.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

9.29.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 198.18.1.2 repeat 4 ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʩʚʷʟʥʦʩʪʴ ʤʝʞʜʫ RouterB ʠ RouterC  

 

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data. 
64 bytes from 198.18.1.2: icmp_seq=1 ttl=64 time=1.93 ms 
64 bytes from 198.18.1.2: icmp_seq=2 ttl=64 time=0.944 ms 

--- 198.18.1.2 ping statistics --- 
2 packets transmitted, 2 received, 0% packet loss, time 2ms 
rtt min/avg/max/mdev = 0.944/1.438/1.933/0.495 ms 

 

9.29.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 198.18.0.2 repeat 4 ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʩʚʷʟʥʦʩʪʴ ʤʝʞʜʫ RouterB ʠ RouterA  

 

PING 198.18.0.2 (198.18.0.2) 56(84) bytes of data. 
64 bytes from 198.18.0.2: icmp_seq=1 ttl=64 time=1.96 ms 
64 bytes from 198.18.0.2: icmp_seq=2 ttl=64 time=0.944 ms 

--- 198.18.0.2 ping statistics --- 
2 packets transmitted, 2 received, 0% packet loss, time 2ms 
rtt min/avg/max/mdev = 0.944/1.449/1.955/0.506 ms 
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9.29.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 198.18.0.1 ʥʘ RouterB ʜʣʷ ʦʪʧʨʘʚʢʠ icmp-ʟʘʧʨʦʩʦʚ  

 

PING 198.18.0.1 (198.18.0.1) 56(84) bytes of data. 
64 bytes from 198.18.0.1: icmp_seq=1 ttl=64 time=1.04 ms 
64 bytes from 198.18.0.1: icmp_seq=2 ttl=64 time=0.989 ms 

 

9.29.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ tcpdump eth2 ʥʘ RouterC ʜʣʷ ʧʨʦʚʝʨʢʠ ʧʨʠʩʫʪʩʪʚʠʷ 

icmp-ʟʘʧʨʦʩʦʚ  

 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode 
listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes 
21:53:10.982481 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 1, length 64 
21:53:11.982596 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 2, length 64 
21:53:12.983683 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 3, length 64 
21:53:13.984744 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 4, length 64 
21:53:14.985864 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 5, length 64 
21:53:15.986919 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 6, length 64 
21:53:16.988029 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 7, length 64 
21:53:17.988380 IP 198.18.0.1 > 198.18.0.1: ICMP echo request, id 16764, seq 8, length 64 

9.30 ʅʘʩʪʨʦʡʢʘ Jumbo Frames ʥʘ ʠʥʪʝʨʬʝʡʩʘʭ Ethernet 

9.30.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 48 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʚʳʙʨʘʥ ʩʝʨʚʠʩʥʳʡ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨ - RouterA. 

ʋʩʪʨʦʡʩʪʚʘ ʦʙʲʝʜʠʥʝʥʳ ʚ ʦʜʥʫ ʩʝʪʴ - VLAN10, ʫʩʪʘʥʦʚʣʝʥ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ 

ʢʘʜʨʘ MTU ʥʘ ʧʦʨʪʘʭ. 

ʅʘ PC1 ʥʘʩʪʨʦʝʥ IP address 100.1.0.2/24. 

ʅʘ PC2 ʥʘʩʪʨʦʝʥ IP address 100.1.0.3/24. 
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ʈʠʩʫʥʦʢ 48 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ Jumbo Frames 

 

9.30.2  ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

9.30.2.1 ʅʘʩʪʨʦʡʪʝ ʥʘ PC1 IP ʘʜʨʝʩ 100.1.0.2/24  

9.30.2.2 ʅʘʩʪʨʦʡʪʝ ʥʘ PC2 IP ʘʜʨʝʩ 100.1.0.3/24 

9.30.2.3 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʝ RouterA ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

9.30.2.4 ʅʘʟʥʘʯʴʪʝ VLAN10 ʠ ʫʩʪʘʥʦʚʠʪʝ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʢʘʜʨʘ MTU ʥʘ 

switchport1 ʥʘ RouterA 

 

RouterA(config)#interface switchport1 
RouterA(config-if-[switchport1])#no shutdown  
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RouterA(config-if-[switchport1])#switchport access vlan 10 
RouterA(config-if-[switchport1])#mtu 10240 
RouterA(config-if-[switchport1])#exit  

 

9.30.2.5 ʅʘʟʥʘʯʴʪʝ VLAN10 ʠ ʫʩʪʘʥʦʚʠʪʝ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʢʘʜʨʘ MTU ʥʘ 

switchport2 ʠ ʥʘ RouterA 

 

RouterA(config)#interface switchport2 
RouterA(config-if-[switchport2])#no shutdown  
RouterA(config-if-[switchport2])#switchport access vlan 10 
RouterA(config-if-[switchport2])#mtu 10240 
RouterA(config-if-[switchport2])#end 

 

9.30.2.6 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ 

9.30.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ  

9.30.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show interfaces switchports 1 ʥʘ RouterA ʜʣʷ ʧʨʦʩʤʦʪʨʘ 

ʥʘʩʪʨʦʡʢʠ ʨʘʟʤʝʨʘ ʢʘʜʨʘ MTU  

 

switchport1: 
Link: UP 
MTU: 10240 
Duplex: full 
Autonegotiation: on 
Speed: 1000 
Supported speeds (Mb/s): 10, 100, 1000 
Switchport mode access 
Switchport access vlan: 10 
 
 Mode: Access 
VLAN: 10 

 

9.30.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show interfaces switchports 2 ʥʘ RouterA ʜʣʷ ʧʨʦʩʤʦʪʨʘ 

ʥʘʩʪʨʦʡʢʠ ʨʘʟʤʝʨʘ ʢʘʜʨʘ MTU 

 

switchport2: 
Link: UP 
MTU: 10240 
Duplex: full 
Autonegotiation: on 
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Speed: 1000 
Supported speeds (Mb/s): 10, 100, 1000 
Switchport mode access 
Switchport access vlan: 10 
 
 Mode: Access 
VLAN: 10 

 

9.30.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf3 -s -B 100.1.0.3 -p 5000 ʥʘ PC2 ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʧʝʨʝʜʘʯʠ ʧʘʢʝʪʘ ʙʦʣʴʰʦʛʦ ʨʘʟʤʝʨʘ  

 

------------------------------------------------------------ 
Server listening on TCP port 5000 
TCP window size: 128 KByte (default) 
------------------------------------------------------------ 
[  1] local 100.1.0.3 port 5000 connected with 100.1.0.3 port 33170 
[ ID] Interval       Transfer     Bandwidth 
[  1] 0.0000-10.0306 sec   1.15 GBytes   987 Mbits/sec 

 

9.30.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf3 -c 100.1.0.3 -b 470m -p 5000 --set-mss 9000 ʥʘ 

PC1 ʜʣʷ ʧʨʦʚʝʨʢʠ ʧʝʨʝʜʘʯʠ ʧʘʢʝʪʘ ʙʦʣʴʰʦʛʦ ʨʘʟʤʝʨʘ 

 

----------------------------------------------------------- 
Client connecting to 100.1.0.3, TCP port 5000 
TCP window size: 325 KByte (default) 
------------------------------------------------------------ 

[  1] local 100.1.0.3 port 33170 connected with 100.1.0.3 port 5000 (MSS=8948) 
[ ID] Interval       Transfer     Bandwidth 
[  1] 0.0000-10.0403 sec   1.15 GBytes   986 Mbits/sec 
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10 ʊʫʥʥʝʣʠʨʦʚʘʥʠʝ 

10.1 ʅʘʩʪʨʦʡʢʘ PPTP 

10.1.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 49 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥʳ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ - RouterA ʠ RouterB. 

ʅʘ RouterA ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ: eth1 - IP address 198.18.2.1/24, loopback-

ʠʥʪʝʨʬʝʡʩ lo1 - IP address 201.1.2.1/32. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ: eth1 - IP address 198.18.2.2/24, loopback-

ʠʥʪʝʨʬʝʡʩ lo1 - IP address 202.2.2.1/32. 

ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ RouterA ʠ RouterB ʥʘʩʪʨʦʝʥ PPTP-ʪʫʥʥʝʣʴ. ʅʘ RouterA 

ʧʨʦʠʟʚʝʜʝʥʘ ʥʘʩʪʨʦʡʢʘ ʩʝʨʚʝʨʘ, ʥʘ RouterB ʧʨʦʠʟʚʝʜʝʥʘ ʥʘʩʪʨʦʡʢʘ ʢʣʠʝʥʪʘ. 

 

 

ʈʠʩʫʥʦʢ 49 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ PPTP 

 

10.1.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ 

10.1.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 
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10.1.2.2 ʅʘʩʪʨʦʡʪʝ PPTP-ʩʝʨʚʝʨ ʥʘ RouterA 

10.1.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#ip address 198.18.2.1/24 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#exit 

 

10.1.2.2.2 ʅʘʩʪʨʦʡʪʝ loopback-ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterA(config)#interface lo1 
RouterA(config-if-[lo1])#ip address 201.1.2.1/32  
RouterA(config-if-[lo1])#no shutdown 
RouterA(config-if-[lo1])#exit 

 

10.1.2.2.3 ʅʘʩʪʨʦʡʪʝ PPTP-ʩʝʨʚʝʨ 

 

RouterA(config)#pptp server SERVER 
RouterA(config-pptp-s-[SERVER])#ppp authentication chap 
RouterA(config-pptp-s-[SERVER])#ip address 198.18.2.1 port 1723 
RouterA(config-pptp-s-[SERVER])#ip pool 2.2.2.3-10 
RouterA(config-pptp-s-[SERVER])#ip pool gateway 2.2.2.2 
RouterA(config-pptp-s-[SERVER])#client range 198.18.2.0/24 
RouterA(config-pptp-s-[SERVER])#client authentication name <client> password <istokistok> 
RouterA(config-pptp-s-[SERVER])#no shutdown 
RouterA(config-pptp-s-[SERVER])#exit 

 

10.1.2.2.4 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterA(config)#ip route 202.2.2.1/32 2.2.2.3 
RouterA(config)#end 

 

10.1.2.3 ʅʘʩʪʨʦʡʪʝ PPTP-ʢʣʠʝʥʪ ʥʘ RouterB 

10.1.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#ip address 198.18.2.2/24 
RouterB(config-if-[eth1])#no shutdown 
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RouterB(config-if-[eth1])#exit 

 

10.1.2.3.2 ʅʘʩʪʨʦʡʪʝ loopback-ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterB(config)#interface lo1 
RouterB(config-if-[lo1])#ip address 202.2.2.1/32 
RouterB(config-if-[lo1])#no shutdown 
RouterB(config-if-[lo1])#exit 

 

10.1.2.3.3 ʅʘʩʪʨʦʡʪʝ PPTP-ʢʣʠʝʥʪ 

 

RouterB(config)#pptp client CLIENT 
RouterB(config-pptp-c-[CLIENT])#server 198.18.2.1 port 1723 
RouterB(config-pptp-c-[CLIENT])#authentication name <client> password <istokistok> 
RouterB(config-pptp-c-[CLIENT])#unit 1 
RouterB(config-pptp-c-[CLIENT])#holdoff 10 
RouterB(config-pptp-c-[CLIENT])#maxfail 30 
RouterB(config-pptp-c-[CLIENT])#no shutdown 
RouterB(config-pptp-c-[CLIENT])#exit 

 

10.1.2.3.4 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterB(config)#ip route 201.1.2.1/32 2.2.2.2 
RouterB(config)#end 

 

10.1.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

10.1.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ  

10.1.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show pptp server ʥʘ RouterA ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʥʘʩʪʨʦʝʢ PPTP-ʩʝʨʚʝʨʘ 

 

PPTP Server SERVER is ON 
    Allowed networks: 198.18.2.0/24 
    Listen: 198.18.2.1:1723 
    IP pools: 2.2.2.3-10 
    Auth type: chap 
    IP pool gw: 2.2.2.2 
    Users: client psw: GQxbNXEmynaED23oFsQ4jAA= 
    IPv6 peer interface ID: don\ 't accept 
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    LCP echo failure: 3 
    LCP echo interval: 20 
    MTU: 1400 
    Min MTU: 1280 
    MRU: 1400 

 

10.1.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show pptp client ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʥʘʩʪʨʦʝʢ PPTP-ʢʣʠʝʥʪʘ 

 

PPTP Client CLIENT is ON 
    State: ON 
    Interface: ppp1 
    Server IP: 198.18.2.1 
    Server port: 1723 
    IP-address: 2.2.2.3 
    Username: client 
    passwd: GQxbNXEmynaED23oFsQ4jAA= 
    MTU: 1400 
    MRU: 1400 
    Server route: False 
    Persistent: False 
    MaxFail: 30 
    Holdoff: 10 
    LCP echo failure: 3 LCP 
    echo interval: 5 
    Default route enabled 

 

10.1.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 198.18.2.2 ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʚʷʟʘʥʥʦʩʪʠ 

ʤʝʞʜʫ RouterA ʠ RouterB 

 

PING 198.18.2.2 (198.18.2.2) 56(84) bytes of data. 
64 bytes from 198.18.2.2: icmp_seq=1 ttl=64 time=1.02 ms 
64 bytes from 198.18.2.2: icmp_seq=2 ttl=64 time=0.957 ms 
64 bytes from 198.18.2.2: icmp_seq=3 ttl=64 time=1.00 ms 
64 bytes from 198.18.2.2: icmp_seq=4 ttl=64 time=0.942 ms 
64 bytes from 198.18.2.2: icmp_seq=5 ttl=64 time=1.01 ms 

 

10.1.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 198.18.2.1 ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʚʷʟʘʥʥʦʩʪʠ 

ʤʝʞʜʫ RouterA ʠ RouterB 

 

PING 198.18.2.1 (198.18.2.1) 56(84) bytes of data. 
64 bytes from 198.18.2.1: icmp_seq=1 ttl=64 time=0.981 ms 
64 bytes from 198.18.2.1: icmp_seq=2 ttl=64 time=0.977 ms 
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64 bytes from 198.18.2.1: icmp_seq=3 ttl=64 time=0.953 ms 
64 bytes from 198.18.2.1: icmp_seq=4 ttl=64 time=0.981 ms 
64 bytes from 198.18.2.1: icmp_seq=5 ttl=64 time=0.951 ms 

 

10.1.3.5 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 202.2.2.1 ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʧʝʨʝʜʘʯʠ 

ʧʘʢʝʪʦʚ ʯʝʨʝʟ ʪʫʥʥʝʣʴ 

 

PING 202.2.2.1 (202.2.2.1) 56(84) bytes of data. 
64 bytes from 202.2.2.1: icmp_seq=1 ttl=64 time=1.28 ms 
64 bytes from 202.2.2.1: icmp_seq=2 ttl=64 time=1.08 ms 
64 bytes from 202.2.2.1: icmp_seq=3 ttl=64 time=1.22 ms 
64 bytes from 202.2.2.1: icmp_seq=4 ttl=64 time=1.10 ms 
64 bytes from 202.2.2.1: icmp_seq=5 ttl=64 time=1.04 ms 

 

10.1.3.6 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ tcpdump eth1 ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ ʧʨʦʚʝʨʢʠ 

ʠʥʢʘʧʩʫʣʷʮʠʠ, ʧʨʦʭʦʜʷʱʠʭ ʯʝʨʝʟ ʪʫʥʥʝʣʴ, ʧʘʢʝʪʦʚ 

 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on eth1, 
link-type EN10MB (Ethernet), capture size 262144 bytes 
05:44:29.648214 IP 198.18.2.1 > 198.18.2.2: GREv1, call 29163, seq 491, length 100: IP 2.2.2.2 > 202.2.2.1: ICMP 
echo request, id 15698, seq 12, length 64 
05:44:29.648384 IP 198.18.2.2 > 198.18.2.1: GREv1, call 2, seq 497, ack 491, length 104: IP 202.2.2.1 > 2.2.2.2: 
ICMP echo reply, id 15698, seq 12, length 64 
05:44:30.648527 IP 198.18.2.1 > 198.18.2.2: GREv1, call 29163, seq 492, ack 497, length 104: IP 2.2.2.2 > 
202.2.2.1: ICMP echo request, id 15698, seq 13, length 64 
05:44:30.648755 IP 198.18.2.2 > 198.18.2.1: GREv1, call 2, seq 498, ack 492, length 104: IP 202.2.2.1 > 2.2.2.2: 
ICMP echo reply, id 15698, seq 13, length 64 
05:44:31.648982 IP 198.18.2.1 > 198.18.2.2: GREv1, call 29163, seq 493, ack 498, length 104: IP 2.2.2.2 > 
202.2.2.1: ICMP echo request, id 15698, seq 14, length 64 
05:44:31.649375 IP 198.18.2.2 > 198.18.2.1: GREv1, call 2, seq 499, ack 493, length 104: IP 202.2.2.1 > 2.2.2.2: 
ICMP echo reply, id 15698, seq 14, length 64 

10.2 ʅʘʩʪʨʦʡʢʘ PPPoE 

10.2.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 50 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥʳ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ - RouterA ʠ RouterB. 

ʅʘ RouterA ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ: eth1, loopback-ʠʥʪʝʨʬʝʡʩ lo1 - IP address 

201.1.2.1/32. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ: eth1, loopback-ʠʥʪʝʨʬʝʡʩ lo1 - IP address 

202.2.2.1/32. 
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ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ RouterA ʠ RouterB ʥʘʩʪʨʦʝʥ PPPoE ʪʫʥʥʝʣʴ. ʅʘ RouterA 

ʧʨʦʠʟʚʝʜʝʥʘ ʥʘʩʪʨʦʡʢʘ ʩʝʨʚʝʨʘ, ʥʘ  RouterB ʧʨʦʠʟʚʝʜʝʥʘ ʥʘʩʪʨʦʡʢʘ ʢʣʠʝʥʪʘ. 

 

 

ʈʠʩʫʥʦʢ 50 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ PPPoE 

 

 

10.2.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ 

10.2.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

10.2.2.2 ʅʘʩʪʨʦʡʪʝ ʩʝʨʚʝʨ PPPoE ʥʘ RouterA 

10.2.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#exit 

 

10.2.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterA(config)#interface lo1 
RouterA(config-if-[lo1])#ip address 201.1.2.1/32 
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RouterA(config-if-[lo1])#no shutdown 
RouterA(config-if-[lo1])#exit 

 

10.2.2.2.3 ʅʘʩʪʨʦʡʪʝ pppoe server 

 

RouterA(config)#pppoe server SERVER 
RouterA(config-pppoe-s-[SERVER])#ppp authentication chap 
RouterA(config-pppoe-s-[SERVER])#ip pool chap gateway 2.2.2.2 
RouterA(config-pppoe-s-[SERVER])#ip pool 2.2.2.3-10 
RouterA(config-pppoe-s-[SERVER])#username <client> password <istokistok> address 2.2.2.3 
RouterA(config-pppoe-s-[SERVER])#use-interface eth1 
RouterA(config-pppoe-s-[SERVER])#no shutdown  
RouterA(config-pppoe-s-[SERVER])#exit 

 

10.2.2.2.4 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterA(config)#ip route 202.2.2.1/32 2.2.2.3 

 

10.2.2.3 ʅʘʩʪʨʦʡʪʝ ʢʣʠʝʥʪ PPPoE ʥʘ RouterB 

10.2.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no shutdown  
RouterB(config-if-[eth1])#exit 

 

10.2.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterB(config)#interface lo1 
RouterB(config-if-[lo1])#ip address 202.2.2.1/32 
RouterB(config-if-[lo1])#no shutdown 
RouterB(config-if-[lo1])#exit 

 

10.2.2.3.3 ʅʘʩʪʨʦʡʪʝ ʢʣʠʝʥʪ pppoe 

 

RouterB(config)#pppoe client CLIENT  
RouterB(config-pppoe-c-[CLIENT])#persistent 
RouterB(config-pppoe-c-[CLIENT])#chap login <client> password <istokistok>  
RouterB(config-pppoe-c-[CLIENT])#unit 0 
RouterB(config-pppoe-c-[CLIENT])#use-interface eth1 
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RouterB(config-pppoe-c-[CLIENT])#holdoff 10 
RouterB(config-pppoe-c-[CLIENT])#maxfail 15 
RouterB(config-pppoe-c-[CLIENT])#lcp-echo-failure 10 
RouterB(config-pppoe-c-[CLIENT])#lcp-echo-interval 15  
RouterB(config-pppoe-c-[CLIENT])#no shutdown 
RouterB(config-pppoe-c-[CLIENT])#exit 

 

10.2.2.3.4 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterB(config)#ip route 201.1.2.1/32 2.2.2.2 

 

10.2.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

10.2.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

10.2.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show pppoe server ʥʘ RouterA ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʥʘʩʪʨʦʝʢ PPPoE-ʩʝʨʚʝʨʘ 

 

pppoe server SERVER is ON 
Duplicate session: replace 
IPv4: require 
IPv6: deny 
    IP pools: 2.2.2.3-10 
    Auth type: chap 
    CHAP IP pool gw: 2.2.2.2 
Users: client 
psw: GQxbNXEmynaED23oFsQ4jAA= 
ip: 2.2.2.3 
IPv6 peer interface 
ID: don't accept 
LCP echo failure: 3 
LCP echo interval: 20 
MTU: 1400 
Min MTU: 1280 
MRU: 1400 
Interfaces used: eth1 

 

10.2.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show pppoe client ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʥʘʩʪʨʦʝʢ PPPoE-ʢʣʠʝʥʪʘ 

 

pppoe client CLIENT 
VRF: default 
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State: ON 
Interface: ppp0     
Link: UP 
Connected to: eth1 
IP Address: 2.2.2.3 
CHAP Host name: client 
psw: GQxbNXEmynaED23oFsQ4jAA= 
MTU: 1400 
MRU: 1400 
Persistent: ON 
Maxfail: 0 
LCP echo failure: 10 
LCP echo interval: 15 

 

10.2.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 202.2.2.1 repeat 20 ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʩʚʷʟʘʥʥʦʩʪʠ ʫʩʪʨʦʡʩʪʚ 

 

PING 202.2.2.1 (202.2.2.1) from 201.1.2.1 : 56(84) bytes of data. 
64 bytes from 202.2.2.1: icmp_seq=1 ttl=64 time=1.10 ms 
64 bytes from 202.2.2.1: icmp_seq=2 ttl=64 time=1.05 ms 
64 bytes from 202.2.2.1: icmp_seq=3 ttl=64 time=1.00 ms 
64 bytes from 202.2.2.1: icmp_seq=4 ttl=64 time=1.06 ms 
64 bytes from 202.2.2.1: icmp_seq=5 ttl=64 time=0.974 ms 

 

10.2.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ tcpdump eth1 ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ ʧʨʦʚʝʨʢʠ 

ʠʥʢʘʧʩʫʣʷʮʠʠ, ʧʨʦʭʦʜʷʱʠʭ ʯʝʨʝʟ ʪʫʥʥʝʣʴ, ʧʘʢʝʪʦʚ 

 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on eth1,link-type EN10MB 
(Ethernet), capture size 262144 bytes 
08:52:58.237914 PPPoE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo request, id 21797, seq 11, length 64 
08:52:58.237997 PPPoE [ses 0x140] IP 202.2.2.1 > 201.1.2.1: ICMP echo reply, id 21797, seq 11, length 64 
08:52:59.239118 PPPoE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo request, id 21797, seq 12, length 64 
08:52:59.239200 PPPoE [ses 0x140] IP 202.2.2.1 > 201.1.2.1: ICMP echo reply, id 21797, seq 12, length 64 
08:53:00.240284 PPPoE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo request, id 21797, seq 13, length 64 
08:53:00.240369 PPPoE [ses 0x140] IP 202.2.2.1 > 201.1.2.1: ICMP echo reply, id 21797, seq 13, length 64 
08:53:01.241436 PPPoE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo request, id 21797, seq 14, length 64 
08:53:01.241474 PPPoE [ses 0x140] IP 202.2.2.1 > 201.1.2.1: ICMP echo reply, id 21797, seq 14, length 64 
08:53:02.242572 PPPoE [ses 0x140] IP 201.1.2.1 > 202.2.2.1: ICMP echo request, id 21797, seq 15, length 64 

10.3 ʅʘʩʪʨʦʡʢʘ PPPoE IPv6 

10.3.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 51 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥʳ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ - RouterA ʠ RouterB. 
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ʅʘ RouterA ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ eth1 - IP address 2001::1/64, loopback-ʠʥʪʝʨʬʝʡʩ 

lo0 - IP address 100::1/128. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth1 - IP address 2001::2/64. 

ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ RouterA ʠ RouterB ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʧʨʦʪʦʢʦʣ PPPoE IPv6.  

 

 

ʈʠʩʫʥʦʢ 51 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ PPPoE IPv6 

 

 

10.3.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ 

10.3.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

10.3.2.2 ʅʘʩʪʨʦʡʪʝ ʩʝʨʚʝʨ PPPoE ʥʘ RouterA 

10.3.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ipv6 address 2001::1/64 
RouterA(config-if-[eth1])#exit 
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10.3.2.2.2 ʅʘʩʪʨʦʡʪʝ loopback-ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterA(config)#interface lo0 
RouterA(config-if-[lo0])#no shutdown 
RouterA(config-if-[lo0])#ipv6 address 100::1/128 
RouterA(config-if-[lo0])#exit 

 

10.3.2.2.3 ʅʘʩʪʨʦʡʪʝ PPPoE-ʩʝʨʚʝʨ 

 

RouterA(config)#pppoe server 1 
RouterA(config-pppoe-s-[SERVER])#ppp authentication chap 
RouterA(config-pppoe-s-[SERVER])#ipv4 deny 
RouterA(config-pppoe-s-[SERVER])#ipv6 require 
RouterA(config-pppoe-s-[SERVER])#ipv6 pool 2001:1:1::/48 64 
RouterA(config-pppoe-s-[SERVER])#ipv6 pool delegate 2001:1:1::/36 48 
RouterA(config-pppoe-s-[SERVER])#ipv6 dhcp 
RouterA(config-pppoe-s-[SERVER])#ipv6 dhcp pref-lifetime 12000 
RouterA(config-pppoe-s-[SERVER])#ipv6 dhcp valid-lifetime 240000 
RouterA(config-pppoe-s-[SERVER])#ipv6 dhcp route-via-gw on 
RouterA(config-pppoe-s-[SERVER])#username <client> password <istokistok> 
RouterA(config-pppoe-s-[SERVER])#lcp-echo-failure 3 
RouterA(config-pppoe-s-[SERVER])#lcp-echo-interval 5 
RouterA(config-pppoe-s-[SERVER])#use-interface eth1 
RouterA(config-pppoe-s-[SERVER])#no shutdown 
RouterA(config-pppoe-s-[SERVER])#exit 

 

10.3.2.3 ʅʘʩʪʨʦʡʪʝ PPPoE-ʢʣʠʝʥʪ ʥʘ RouterB 

10.3.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ipv6 address 2001::2/64 
RouterB(config-if-[eth1])#exit 

 

10.3.2.3.2 ʅʘʩʪʨʦʡʪʝ PPPoE-ʢʣʠʝʥʪ  

 

RouterB(config)#pppoe client 1 
RouterB(config-pppoe-c-[1])#unit 1 
RouterB(config-pppoe-c-[1])#use-interface eth1 
RouterB(config-pppoe-c-[1])#chap login <client> password <istokistok> 
RouterB(config-pppoe-c-[1])#persistent 
RouterB(config-pppoe-c-[1])#maxfail 0 
RouterB(config-pppoe-c-[1])#holdoff 30 
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RouterB(config-pppoe-c-[1])#lcp-echo-failure 3 
RouterB(config-pppoe-c-[1])#lcp-echo-interval 5 
RouterB(config-pppoe-c-[1])#use-dns 
RouterB(config-pppoe-c-[1])#use-default-route 
RouterB(config-pppoe-c-[1])#ipv4 off 
RouterB(config-pppoe-c-[1])#ipv6 on 
RouterB(config-pppoe-c-[1])#no shutdown 
RouterB(config-pppoe-c-[1])#exit 

 

10.3.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

10.3.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

10.3.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show pppoe server ʥʘ RouterA ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʥʘʩʪʨʦʝʢ PPPoE-ʩʝʨʚʝʨʘ 

 

pppoe server 1 is ON 
Duplicate session: replace 
IPv4: deny IPv6: require 
IPv6 pools: 2001:1:1::/48,64 
IPv6 pool delegate: 2001:1:1::/36,48 
Auth type: chap 
Users: client 
psw: qehRopxWSvWLl0AxpbU00wA= 
ip: None 
IPv6 peer interface ID: don't accept 
LCP echo failure: 3 
LCP echo interval: 5 
MTU: 1400 
Min MTU: 1280 
MRU: 1400 
Interfaces used: eth1 
IPv6 DHCP: 
  PrefLifeTime: 12000 
  ValidLifeTime: 240000 
  RouteViaGw: On 

 

10.3.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show pppoe client ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʥʘʩʪʨʦʝʢ PPPoE-ʢʣʠʝʥʪʘ 

 

pppoe client 1 
VRF: default 
State: ON 
Interface: ppp1  
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Link: UP 
Connected to: eth1 
CHAP Host name: client 
psw: qehRopxWSvWLl0AxpbU00wA= 
MTU: 1400 
MRU: 1400 
Persistent: ON 
 Maxfail: 0 
 Holdoff: 30 
LCP echo failure: 3 
LCP echo interval: 5 
 DNS usage enabled 
Default route enabled 

 

10.3.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping ipv6 100::1 ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʚʷʟʘʥʥʦʩʪʠ 

RouterA ʠ RouterB 

 

PING 100::1(100::1) 56 data bytes 
64 bytes from 100::1: icmp_seq=1 ttl=64 time=1.07 ms 
64 bytes from 100::1: icmp_seq=2 ttl=64 time=1.03 ms 
64 bytes from 100::1: icmp_seq=3 ttl=64 time=0.997 ms 
64 bytes from 100::1: icmp_seq=4 ttl=64 time=1.07 ms 
64 bytes from 100::1: icmp_seq=5 ttl=64 time=1.07 ms 

 

10.3.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ tcpdump eth1 ʥʘ RouterA ʜʣʷ ʚʳʚʦʜʘ ʧʨʦʚʝʨʢʠ 

ʠʥʢʘʧʩʫʣʷʮʠʠ, ʧʨʦʭʦʜʷʱʠʭ ʯʝʨʝʟ ʪʫʥʥʝʣʴ, ʧʘʢʝʪʦʚ 

 

11:15:15.147142 PPPoE  [ses 0x1] LCP, Echo-Request (0x09), id 149, length 10 
11:15:15.148144 PPPoE  [ses 0x1] LCP, Echo-Reply (0x0a), id 149, length 10 
11:15:15.163604 PPPoE  [ses 0x1] LCP, Echo-Request (0x09), id 232, length 10 
11:15:15.163676 PPPoE  [ses 0x1] LCP, Echo-Reply (0x0a), id 232, length 10 
11:15:20.147143 PPPoE  [ses 0x1] LCP, Echo-Request (0x09), id 150, length 10 
11:15:20.148156 PPPoE  [ses 0x1] LCP, Echo-Reply (0x0a), id 150, length 10 
11:15:20.163646 PPPoE  [ses 0x1] LCP, Echo-Request (0x09), id 233, length 10 
11:15:20.163719 PPPoE  [ses 0x1] LCP, Echo-Reply (0x0a), id 233, length 10 
11:15:25.147107 PPPoE  [ses 0x1] LCP, Echo-Request (0x09), id 151, length 10 
11:15:25.148086 PPPoE  [ses 0x1] LCP, Echo-Reply (0x0a), id 151, length 10 

10.4 ʅʘʩʪʨʦʡʢʘ GRE 

10.4.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 52 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥʳ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ - RouterA ʠ RouterB. 
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ʅʘ RouterA ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ eth1 ʠ ʩʘʙ-ʠʥʪʝʨʬʝʡʩ eth1.2 - 198.18.2.1/24. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ eth1 ʠ ʩʘʙ-ʠʥʪʝʨʬʝʡʩ eth1.2 - 198.18.2.2/24. 

ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ RouterA ʠ RouterB ʥʘʩʪʨʦʝʥ GRE-ʪʫʥʥʝʣʴ.  

 

 

ʈʠʩʫʥʦʢ 52 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ GRE-ʪʫʥʥʝʣʷ 

 

 

10.4.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ 

10.4.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

10.4.2.2 ʅʘʩʪʨʦʡʪʝ RouterA  

10.4.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ  eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#exit 

 

10.4.2.2.2 ʅʘʩʪʨʦʡʪʝ ʩʘʙ-ʠʥʪʝʨʬʝʡʩ eth1.2  

 

RouterA(config)#interface eth1.2 
RouterA(config-if-[eth1.2])#vid 2 ethertype 0x8100  
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RouterA(config-if-[eth1.2])#no shutdown 
RouterA(config-if-[eth1.2])#ip address 198.18.2.1/24 
RouterA(config-if-[eth1.2])#exit 

 

10.4.2.2.3 ʅʘʩʪʨʦʡʪʝ ʪʫʥʥʝʣʴʥʳʡ ʠʥʪʝʨʬʝʡʩ tunnel2  

 

RouterA(config)#interface tunnel 2 
RouterA(config-[tunnel2])#tunnel mode gre source 198.18.2.1 destination 198.18.2.2 
RouterA(config-[tunnel2])#no shutdown 
RouterA(config-[tunnel2])#ip mtu 1476 
RouterA(config-[tunnel2])#ip address 198.18.202.1/30  
RouterA(config-[tunnel2])#ip multicast 
RouterA(config-[tunnel2])#exit 

 

10.4.2.2.4 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ vlan2 

 

RouterA(config)#interface vlan2 
RouterA(config-[vlan2])#vid 2 ethertype 0x8100  
RouterA(config-[vlan2])#no shutdown 
RouterA(config-[vlan2])#ip address 202.2.2.1/24 
RouterA(config-[vlan2])#exit 

 

10.4.2.2.5 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪʠʟʘʮʠʶ ʯʝʨʝʟ ʪʫʥʥʝʣʴʥʳʡ ʠʥʪʝʨʬʝʡʩ tunnel2 

 

RouterA(config)#ip route 201.1.2.0/24 198.18.202.2 tunnel2 

 

10.4.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

10.4.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ  eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#exit 

 

10.4.2.3.2 ʅʘʩʪʨʦʡʪʝ ʩʘʙ-ʠʥʪʝʨʬʝʡʩ eth1.2  

 

RouterB(config)#interface eth1.2 
RouterB(config-if-[eth1.2])#vid 2 ethertype 0x8100  
RouterB(config-if-[eth1.2])#no shutdown 
RouterB(config-if-[eth1.2])#ip address 198.18.2.2/24 
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RouterB(config-if-[eth1.2])#exit 

 

10.4.2.3.3 ʅʘʩʪʨʦʡʪʝ ʪʫʥʥʝʣʴʥʳʡ ʠʥʪʝʨʬʝʡʩ tunnel2  

 

RouterB(config)#interface tunnel 2 
RouterB(config-[tunnel2])#tunnel mode gre source 198.18.2.2 destination 198.18.2.1  
RouterB(config-[tunnel2])#no shutdown 
RouterB(config-[tunnel2])#ip mtu 1476 
RouterB(config-[tunnel2])#ip address 198.18.202.2/30  
RouterB(config-[tunnel2])#ip multicast 
RouterB(config-[tunnel2])#exit 

 

10.4.2.3.4 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ vlan2 

 

RouterB(config)#interface vlan2 
RouterBconfig-[vlan2])#vid 2 ethertype 0x8100  
RouterB(config-[vlan2])#no shutdown 
RouterB(config-[vlan2])#ip address 202.2.2.2/24 
RouterB(config-[vlan2])#exit 

 

10.4.2.3.5 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterB(config)#ip route 201.1.2.0/24 198.18.202.1 tunnel2 

 

10.4.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

10.4.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

10.4.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show interfaces tunnel 2 ʥʘ RouterA ʜʣʷ ʚʳʚʦʜʘ ʥʘ 

ʵʢʨʘʥ ʥʘʩʪʨʦʝʢ GRE ʪʫʥʥʝʣʷ  

 

tunnel2 
 Link: UP 
 Mode: gre 
 Multicast: on 
 Source address: 198.18.2.1 
 Destination address: 198.18.2.2 
 IPv4 Address: 198.18.202.1/30 
 RX: 1512 bytes / 18 packets 
 TX: 1512 bytes / 18 packets 
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MTU: 1476 

 

10.4.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show interfaces tunnel 2 ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ ʥʘ 

ʵʢʨʘʥ ʥʘʩʪʨʦʝʢ GRE ʪʫʥʥʝʣʷ  

 

 tunnel2 
 Link: UP 
 Mode: gre 
 Multicast: on 
 Source address: 198.18.2.2 
 Destination address: 198.18.2.1 
 IPv4 Address: 198.18.202.2/30 
 RX: 3024 bytes / 36 packets 
 TX: 3024 bytes / 36 packets 
MTU: 1476 

 

10.4.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 202.2.2.1 repeat 20 ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʩʚʷʟʘʥʥʦʩʪʠ RouterA ʠ RouterB 

 

PING 202.2.2.1 (202.2.2.1) 56(84) bytes of data. 
64 bytes from 202.2.2.1: icmp_seq=1 ttl=64 time=1.16 ms 
64 bytes from 202.2.2.1: icmp_seq=2 ttl=64 time=1.02 ms 
64 bytes from 202.2.2.1: icmp_seq=3 ttl=64 time=1.09 ms 
64 bytes from 202.2.2.1: icmp_seq=4 ttl=64 time=0.983 ms 
64 bytes from 202.2.2.1: icmp_seq=5 ttl=64 time=1.08 ms 

 

10.4.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ tcpdump eth1 ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ ʧʨʦʚʝʨʢʠ 

ʠʥʢʘʧʩʫʣʷʮʠʠ, ʧʨʦʭʦʜʷʱʠʭ ʯʝʨʝʟ ʪʫʥʥʝʣʴ, ʧʘʢʝʪʦʚ 

 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode 
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes 
10:55:12.696404 IP 198.18.2.2 > 198.18.2.1: GREv0, length 88: IP 198.18.202.2 > 198.18.202.1: ICMP echo 
request, id 27279, seq 3, length 64 
10:55:12.696499 IP 198.18.2.1 > 198.18.2.2: GREv0, length 88: IP 198.18.202.1 > 198.18.202.2: ICMP echo reply, 
id 27279, seq 3, length 64 
10:55:13.697545 IP 198.18.2.2 > 198.18.2.1: GREv0, length 88: IP 198.18.202.2 > 198.18.202.1: ICMP echo 
request, id 27279, seq 4, length 64 
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10.5 ʅʘʩʪʨʦʡʢʘ IPIP 

10.5.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 53 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥʳ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ - RouterA ʠ RouterB. 

ʅʘ RouterA ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ: eth1.2 - IP address 198.18.2.1/24, tunnel 2 - IP 

address 198.18.202.1/30, vlan2 - IP address 201.1.2.1/24. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ: eth1.2 - IP address 198.18.2.2/24, tunnel 2 - IP 

address 198.18.202.2/30, vlan2 - IP address 202.2.2.1/24. 

ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ RouterA ʠ RouterB ʥʘʩʪʨʦʝʥ IPIP-ʪʫʥʥʝʣʴ. 

 

 

ʈʠʩʫʥʦʢ 53 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ IPIP-ʪʫʥʥʝʣʷ 

 

 

10.5.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ 

10.5.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

10.5.2.2 ɺ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ RouterA ʚʚʝʩʪʠ ʢʦʤʘʥʜʳ: 

10.5.2.2.1 ʅʘʩʪʨʦʡʪʝ ʩʘʙ-ʠʥʪʝʨʬʝʡʩ 
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RouterA(config)#interface eth1.2 
RouterA(config-if-[eth1.2])#vid 2 ethertype 0x8100 
RouterA(config-if-[eth1.2])#no shutdown 
RouterA(config-if-[eth1.2])#ip address 198.18.2.1/24 
RouterA(config-if-[eth1.2])#exit 

 

10.5.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ tunnel2 

 

RouterA(config)#interface tunnel 2 
RouterA(config-[tunnel2])#tunnel mode ipip source 198.18.2.1 destination 198.18.2.2 
RouterA(config-[tunnel2])#no shutdown 
RouterA(config-[tunnel2])#ip mtu 1476 
RouterA(config-[tunnel2])#ip address 198.18.202.1/30 
RouterA(config-[tunnel2])#ip multicast 
RouterA(config-[tunnel2])#exit 

 

10.5.2.2.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ vlan2 

 

RouterA(config)#interface vlan2 
RouterA(config-if-[vlan2])#vid 2 ethertype 0x8100 
RouterA(config-if-[vlan2])#no shutdown 
RouterA(config-if-[vlan2])#ip address 201.1.2.1/24 
RouterA(config-if-[vlan2])#exit 

 

10.5.2.2.4 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterA(config)#ip route 202.2.2.0/24 198.18.202.2 tunnel2 

 

10.5.2.3 ɺ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ RouterB ʚʚʝʩʪʠ ʢʦʤʘʥʜʳ: 

10.5.2.3.1 ʅʘʩʪʨʦʡʪʝ ʩʘʙ-ʠʥʪʝʨʬʝʡʩ 

 

RouterB(config)#interface eth1.2 
RouterB(config-if-[eth1.2])#vid 2 ethertype 0x8100 
RouterB(config-if-[eth1.2])#no shutdown 
RouterB(config-if-[eth1.2])#ip address 198.18.2.2/24 
RouterB(config-if-[eth1.2])#exit 

 

10.5.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ tunnel2 
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RouterB(config)#interface tunnel 2 
RouterB(config-[tunnel2])#tunnel mode ipip source 198.18.2.2 destination 198.18.2.1 
RouterB(config-[tunnel2])#no shutdown 
RouterB(config-[tunnel2])#ip mtu 1476 
RouterB(config-[tunnel2])#ip address 198.18.202.2/30 
RouterB(config-[tunnel2])#ip multicast 
RouterB(config-[tunnel2])#exit 

 

10.5.2.3.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ vlan2 

 

RouterB(config)#interface vlan2 
RouterB(config-if-[vlan2])#vid 2 ethertype 0x8100 
RouterB(config-if-[vlan2])#no shutdown 
RouterB(config-if-[vlan2])#ip address 202.2.2.1/24 
RouterB(config-if-[vlan2])#exit 

 

10.5.2.3.4 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterB(config)#ip route 201.1.2.0/24 198.18.202.1 tunnel2 

 

10.5.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

10.5.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

10.5.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show interfaces tunnel 2 ʥʘ RouterA ʜʣʷ ʚʳʚʦʜʘ ʥʘ 

ʵʢʨʘʥ ʥʘʩʪʨʦʝʢ ʪʫʥʥʝʣʷ 

 

tunnel2 
  Link: UP 
  Mode: ipip 
  Multicast: on 
  Source address: 198.18.2.1 
  Destination address: 198.18.2.2 
  IPv4 Address: 198.18.202.1/30 
  RX: 2604 bytes / 31 packets 
  TX: 2604 bytes / 31 packets 
  MTU: 1476 
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10.5.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show interfaces tunnel 2 ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ ʥʘ 

ʵʢʨʘʥ ʥʘʩʪʨʦʝʢ ʪʫʥʥʝʣʷ 

 

tunnel2 
  Link: UP 
  Mode: ipip 
  Multicast: on 
  Source address: 198.18.2.2 
  Destination address: 198.18.2.1 
  IPv4 Address: 198.18.202.2/30 
  RX: 2604 bytes / 31 packets 
  TX: 2604 bytes / 31 packets 
  MTU: 1476 

 

10.5.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 198.18.2.2 ʥʘ RouterA  ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʚʷʟʘʥʥʦʩʪʠ 

ʤʝʞʜʫ RouterA ʠ RouterB 

 

PING 198.18.2.2 (198.18.2.2) 56(84) bytes of data. 
64 bytes from 198.18.2.2: icmp_seq=1 ttl=64 time=1.04 ms 
64 bytes from 198.18.2.2: icmp_seq=2 ttl=64 time=1.01 ms 
64 bytes from 198.18.2.2: icmp_seq=3 ttl=64 time=0.939 ms 
64 bytes from 198.18.2.2: icmp_seq=4 ttl=64 time=1.02 ms 
64 bytes from 198.18.2.2: icmp_seq=5 ttl=64 time=0.974 ms 

 

10.5.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 198.18.2.1 ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʚʷʟʘʥʥʦʩʪʠ 

ʤʝʞʜʫ RouterA ʠ RouterB 

 

PING 198.18.2.1 (198.18.2.1) 56(84) bytes of data. 
64 bytes from 198.18.2.1: icmp_seq=1 ttl=64 time=1.01 ms 
64 bytes from 198.18.2.1: icmp_seq=2 ttl=64 time=0.954 ms 
64 bytes from 198.18.2.1: icmp_seq=3 ttl=64 time=1.00 ms 
64 bytes from 198.18.2.1: icmp_seq=4 ttl=64 time=0.943 ms 
64 bytes from 198.18.2.1: icmp_seq=5 ttl=64 time=0.993 ms 

 

10.5.3.5 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 202.2.2.1 ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʧʝʨʝʜʘʯʠ 

ʧʘʢʝʪʦʚ ʯʝʨʝʟ ʪʫʥʥʝʣʴ 

 

PING 202.2.2.1 (202.2.2.1) 56(84) bytes of data. 
64 bytes from 202.2.2.1: icmp_seq=1 ttl=64 time=1.16 ms 
64 bytes from 202.2.2.1: icmp_seq=2 ttl=64 time=1.02 ms 
64 bytes from 202.2.2.1: icmp_seq=3 ttl=64 time=1.09 ms 
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64 bytes from 202.2.2.1: icmp_seq=4 ttl=64 time=0.983 ms 
64 bytes from 202.2.2.1: icmp_seq=5 ttl=64 time=1.08 ms 

 

10.5.3.6 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ tcpdump eth1 ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ ʧʨʦʚʝʨʢʠ 

ʠʥʢʘʧʩʫʣʷʮʠʠ, ʧʨʦʭʦʜʷʱʠʭ ʯʝʨʝʟ ʪʫʥʥʝʣʴ, ʧʘʢʝʪʦʚ 

 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on eth1, link-type EN10MB 
(Ethernet), capture size 262144 bytes  
23:41:45.353327 IP 198.18.2.1 > 198.18.2.2: IP 198.18.202.1 > 202.2.2.1: ICMP echo request, id 5280, seq 6, 
length 64 (ipip-proto-4) 
23:41:45.353382 IP 198.18.2.2 > 198.18.2.1: IP 202.2.2.1 > 198.18.202.1: ICMP echo reply, id 5280, seq 6, length 
64 (ipip-proto-4) 
23:41:46.354485 IP 198.18.2.1 > 198.18.2.2: IP 198.18.202.1 > 202.2.2.1: ICMP echo request, id 5280, seq 7, 
length 64 (ipip-proto-4) 
23:41:46.354584 IP 198.18.2.2 > 198.18.2.1: IP 202.2.2.1 > 198.18.202.1: ICMP echo reply, id 5280, seq 7, length 
64 (ipip-proto-4) 
23:41:47.355666 IP 198.18.2.1 > 198.18.2.2: IP 198.18.202.1 > 202.2.2.1: ICMP echo request, id 5280, seq 8, 
length 64 (ipip-proto-4) 

10.6 ʅʘʩʪʨʦʡʢʘ L2TP 

10.6.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 54 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥʳ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ - RouterA ʠ RouterB. 

ʅʘ RouterA ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ: eth1 - IP address 198.18.0.1/24, ppp20 - IP address 

198.18.2.1. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩʳ: eth1 - IP address 198.18.0.2/24, ppp10 - IP address 

expect. 

ʅʘ RouterA ʥʘʩʪʨʦʝʥ L2TP-ʩʝʨʚʝʨ. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥ L2TP-ʢʣʠʝʥʪ. 
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ʈʠʩʫʥʦʢ 54 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ L2TP 

 

10.6.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ 

10.6.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

10.6.2.2 ʅʘʩʪʨʦʡʪʝ L2TP-ʩʝʨʚʝʨ ʥʘ RouterA 

10.6.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ip address 198.18.0.1/24 
RouterA(config-if-[eth1])#exit 

 

10.6.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ ppp20 

 

RouterA(config)#interface ppp 20 
RouterA(config-[ppp20])#no shutdown 
RouterA(config-[ppp20])#mtu 1450 
RouterA(config-[ppp20])#ip address local 198.18.2.1 
RouterA(config-[ppp20])#ppp authentication chap 
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RouterA(config-[ppp20])#exit 

 

10.6.2.2.3 ʅʘʩʪʨʦʡʪʝ L2TP-ʩʝʨʚʝʨ 

 

RouterA(config)#l2tp server SERVER 
RouterA(config-l2tp-s-[SERVER])#client lac 0.0.0.0 255.255.255.255 
RouterA(config-l2tp-s-[SERVER])#ip pool 198.18.2.10 198.18.2.20 
RouterA(config-l2tp-s-[SERVER])#ip pool gateway 198.18.2.1 
RouterA(config-l2tp-s-[SERVER])#client authentication name <client> password <istokistok> 
RouterA(config-l2tp-s-[SERVER])#ppp interface 20 
RouterA(config-l2tp-s-[SERVER])#no shutdown 
RouterA(config-l2tp-s-[SERVER])#end 

 

10.6.2.3 ʅʘʩʪʨʦʡʪʝ L2TP-ʢʣʠʝʥʪ ʥʘ RouterB 

10.6.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ip address 198.18.0.2/24 
RouterB(config-if-[eth1])#exit 

 

10.6.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ ppp10 

 

RouterB(config)#interface ppp 10 
RouterB(config-[ppp10])#no shutdown 
RouterB(config-[ppp10])#mtu 1450 
RouterB(config-[ppp10])#ip address expect 
RouterB(config-[ppp10])#exit 

 

10.6.2.3.3 ʅʘʩʪʨʦʡʪʝ L2TP-ʢʣʠʝʥʪ 

 

RouterB(config)#l2tp client CLIENT 
RouterB(config-l2tp-c-[CLIENT])#server 198.18.0.1 
RouterB(config-l2tp-c-[CLIENT])#authentication name <client> password <istokistok> 
RouterB(config-l2tp-c-[CLIENT])#ppp interface 10 
RouterB(config-l2tp-c-[CLIENT])#no shutdown 
RouterB(config-l2tp-c-[CLIENT])#end 
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10.6.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

10.6.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

10.6.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show l2tp server ʥʘ RouterA ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʥʘʩʪʨʦʝʢ L2TP ʩʝʨʚʝʨʘ  

 

L2TP Server SERVER is ON 
 Allowed networks: 0.0.0.0-255.255.255.255 
 IP pool: 198.18.2.10-198.18.2.10 
 IP pool gw: 198.18.2.1 
 Users: client 
 psw:qehRopxWSvWLl0AxpbU00wA= 
 PPP interface number: 20 

 

10.6.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show l2tp client ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʥʘʩʪʨʦʝʢ L2TP ʢʣʠʝʥʪʘ  

 

L2TP Client CLIENT is ON 
 State: OFF 
 Server IP: 198.18.0.1 
 Username: client 
 passwd: qehRopxWSvWLl0AxpbU00wA= 
 PPP interface number: 10 

 

10.6.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 198.18.2.1 ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ ʧʨʦʚʝʨʢʠ 

ʠʥʢʘʧʩʫʣʷʮʠʠ, ʧʨʦʭʦʜʷʱʠʭ ʯʝʨʝʟ ʪʫʥʥʝʣʴ, ʧʘʢʝʪʦʚ 

 

PING 198.18.2.1 (198.18.2.1) 56(84) bytes of data. 
64 bytes from 198.18.2.1: icmp_seq=1 ttl=64 time=1.17 ms 
64 bytes from 198.18.2.1: icmp_seq=2 ttl=64 time=1.05 ms 
64 bytes from 198.18.2.1: icmp_seq=3 ttl=64 time=1.11 ms 
64 bytes from 198.18.2.1: icmp_seq=4 ttl=64 time=1.13 ms 
64 bytes from 198.18.2.1: icmp_seq=5 ttl=64 time=1.09 ms 

 

10.6.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ tcpdump eth1 ʥʘ RouterA ʜʣʷ ʚʳʚʦʜʘ ʧʨʦʚʝʨʢʠ 

ʠʥʢʘʧʩʫʣʷʮʠʠ, ʧʨʦʭʦʜʷʱʠʭ ʯʝʨʝʟ ʪʫʥʥʝʣʴ, ʧʘʢʝʪʦʚ 

 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode 
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes 
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17:10:44.104815 IP 198.18.0.2.1701 > 198.18.0.1.1701:  l2tp:[](24370/4408) {IP 198.18.2.10 > 198.18.2.1: ICMP 
echo request, id 5090, seq 1, length 64} 
17:10:44.104928 IP 198.18.0.1.1701 > 198.18.0.2.1701:  l2tp:[](782/18942) {IP 198.18.2.1 > 198.18.2.10: ICMP 
echo reply, id 5090, seq 1, length 64} 
17:10:45.105748 IP 198.18.0.2.1701 > 198.18.0.1.1701:  l2tp:[](24370/4408) {IP 198.18.2.10 > 198.18.2.1: ICMP 
echo request, id 5090, seq 2, length 64} 
17:10:45.105807 IP 198.18.0.1.1701 > 198.18.0.2.1701:  l2tp:[](782/18942) {IP 198.18.2.1 > 198.18.2.10: ICMP 
echo reply, id 5090, seq 2, length 64} 
17:10:46.106948 IP 198.18.0.2.1701 > 198.18.0.1.1701:  l2tp:[](24370/4408) {IP 198.18.2.10 > 198.18.2.1: ICMP 
echo request, id 5090, seq 3, length 64} 
17:10:46.107025 IP 198.18.0.1.1701 > 198.18.0.2.1701:  l2tp:[](782/18942) {IP 198.18.2.1 > 198.18.2.10: ICMP 
echo reply, id 5090, seq 3, length 64} 
17:10:47.108151 IP 198.18.0.2.1701 > 198.18.0.1.1701:  l2tp:[](24370/4408) {IP 198.18.2.10 > 198.18.2.1: ICMP 
echo request, id 5090, seq 4, length 64} 
17:10:47.108280 IP 198.18.0.1.1701 > 198.18.0.2.1701:  l2tp:[](782/18942) {IP 198.18.2.1 > 198.18.2.10: ICMP 
echo reply, id 5090, seq 4, length 64} 
17:10:48.109345 IP 198.18.0.2.1701 > 198.18.0.1.1701:  l2tp:[](24370/4408) {IP 198.18.2.10 > 198.18.2.1: ICMP 
echo request, id 5090, seq 5, length 64} 
17:10:48.109452 IP 198.18.0.1.1701 > 198.18.0.2.1701:  l2tp:[](782/18942) {IP 198.18.2.1 > 198.18.2.10: ICMP 
echo reply, id 5090, seq 5, length 64} 

10.7 ʅʘʩʪʨʦʡʢʘ L2TPv3 

10.7.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ  ʨʠʩʫʥʢʝ 55  ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥʳ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ - RouterA ʠ RouterB. 

ʅʘ RouterA ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ: eth1 - IP address 198.18.2.1/24, loopback-

ʠʥʪʝʨʬʝʡʩ lo1 - 201.1.2.1/32, ʪʫʥʥʝʣʴʥʳʡ ʠʥʪʝʨʬʝʡʩ l2tp1 - IP address 1.1.1.1/24. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ: eth1 - IP address 198.18.2.2/24, loopback-

ʠʥʪʝʨʬʝʡʩ lo1 - 202.2.2.1/32, ʪʫʥʥʝʣʴʥʳʡ ʠʥʪʝʨʬʝʡʩ l2tp1 - IP address 1.1.1.2/24.  

ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ RouterA ʠ RouterB ʥʘʩʪʨʦʝʥ L2TPv3-ʪʫʥʥʝʣʴ.  
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ʈʠʩʫʥʦʢ 55 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ L2TPv3-ʪʫʥʥʝʣʷ 

 

 

10.7.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ 

10.7.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

10.7.2.2 ʅʘʩʪʨʦʡʪʝ L2TPv3 ʪʫʥʥʝʣʴ ʥʘ RouterA 

10.7.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ  eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ip address 198.18.2.1/24 
RouterA(config-if-[eth1])#exit 

 

10.7.2.2.2 ʅʘʩʪʨʦʡʪʝ loopback-ʠʥʪʝʨʬʝʡʩ  lo1 

 

RouterA(config)#interface lo1 
RouterA(config-if-[lo1])#ip address 201.1.2.1/32 
RouterA(config-if-[lo1])#no shutdown 
RouterA(config-if-[lo1])#exit 
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10.7.2.2.3 ʅʘʩʪʨʦʡʪʝ ʪʫʥʥʝʣʴʥʳʡ ʠʥʪʝʨʬʝʡʩ l2tp1 

 

RouterA(config)#interface l2tp 1 
RouterA(config-l2tp[1])#tunnel source 198.18.2.1 destination 198.18.2.2 local-id 101 remote-id 102 
encapsulation udp sourceport 1001 destinationport 2001 
RouterA(config-l2tp[1])#session local-id 1 remote-id 2 
RouterA(config-l2tp-ses[1])#ip address 1.1.1.1/24 
RouterA(config-l2tp-ses[1])#no shutdown 
RouterA(config-l2tp-ses[1])#exit 
RouterA(config-l2tp[1])#exit 

 

10.7.2.2.4 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterA(config)#ip route 202.2.2.1/32 1.1.1.2 

 

10.7.2.3 ʅʘʩʪʨʦʡʪʝ L2TPv3 ʪʫʥʥʝʣʴ ʥʘ RouterB 

10.7.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ  eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ip address 198.18.2.2/24 
RouterB(config-if-[eth1])#exit 

 

10.7.2.3.2 ʅʘʩʪʨʦʡʪʝ loopback-ʠʥʪʝʨʬʝʡʩ  lo1 

 

RouterB(config)#interface lo1 
RouterB(config-if-[lo1])#ip address 202.2.2.1/32 
RouterB(config-if-[lo1])#no shutdown 
RouterB(config-if-[lo1])#exit 

 

10.7.2.3.3 ʅʘʩʪʨʦʡʪʝ ʪʫʥʥʝʣʴʥʳʡ ʠʥʪʝʨʬʝʡʩ l2tp1 

 

RouterB(config)#interface l2tp 1 
RouterB(config-l2tp[1])#tunnel source 198.18.2.2 destination 198.18.2.1 local-id 102 remote-id 101 
encapsulation udp sourceport 2001 destinationport 1001 
RouterB(config-l2tp[1])#session local-id 2 remote-id 1 
RouterB(config-l2tp-ses[2])#ip address 1.1.1.2/24 
RouterB(config-l2tp-ses[2])#no shutdown 
RouterB(config-l2tp-ses[2])#exit 
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RouterB(config-l2tp[1])#exit 

 

10.7.2.3.4 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterB(config)#ip route 201.1.2.1/32 1.1.1.1 

 

10.7.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

10.7.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

10.7.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show interfaces l2tp ʥʘ RouterA ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʥʘʩʪʨʦʝʢ L2TPv3 ʪʫʥʥʝʣʷ  

 

l2tp tunnel 1: 
Local IP: 198.18.2.1 
Remote IP: 198.18.2.2 
Local ID: 101 
Remote ID: 102 
Encap: udp 
Source port: 1001 Dest port: 2001 VRF: default 
l2tp session: l2tp1s1 
Link: UP  
Local ID: 1 
Remote ID: 2 
IPv4 Address: 1.1.1.1/24 RX: 0 bytes / 0 packets 
TX: 738 bytes / 7 packets 

 

10.7.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show interfaces l2tp ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʥʘʩʪʨʦʝʢ L2TPv3 ʪʫʥʥʝʣʷ  

 

l2tp tunnel 1: 
Local IP: 198.18.2.2 
Remote IP: 198.18.2.1 
Local ID: 102 
Remote ID: 101 
Encap: udp 
Source port: 2001 Dest port: 1001 
VRF: default 
l2tp session: l2tp1s2 
Link: UP 
Local ID: 2 
Remote ID: 1 
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IPv4 Address: 1.1.1.2/24 
RX: 19892 bytes / 186 packets 
TX: 16922 bytes / 179 packets 

 

10.7.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 198.18.2.2 ʥʘ RouterA  ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʚʷʟʘʥʥʦʩʪʠ 

ʤʝʞʜʫ RouterA ʠ RouterB 

 

PING 198.18.2.2 (198.18.2.2) 56(84) bytes of data. 
64 bytes from 198.18.2.2: icmp_seq=1 ttl=64 time=1.03 ms 
64 bytes from 198.18.2.2: icmp_seq=2 ttl=64 time=0.935 ms 
64 bytes from 198.18.2.2: icmp_seq=3 ttl=64 time=0.998 ms 
64 bytes from 198.18.2.2: icmp_seq=4 ttl=64 time=0.958 ms 
64 bytes from 198.18.2.2: icmp_seq=5 ttl=64 time=1.00 ms 

 

10.7.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 198.18.2.1 ʥʘ RouterB  ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʚʷʟʘʥʥʦʩʪʠ 

ʤʝʞʜʫ RouterA ʠ RouterB 

 

PING 198.18.2.1 (198.18.2.1) 56(84) bytes of data. 
64 bytes from 198.18.2.1: icmp_seq=2 ttl=64 time=0.987 ms 
64 bytes from 198.18.2.1: icmp_seq=3 ttl=64 time=0.949 ms 
64 bytes from 198.18.2.1: icmp_seq=4 ttl=64 time=0.992 ms 
64 bytes from 198.18.2.1: icmp_seq=5 ttl=64 time=0.935 ms 

 

10.7.3.5 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 202.2.2.1 ʥʘ RouterA ʜʣʷ ʚʳʚʦʜʘ ʧʨʦʚʝʨʢʠ 

ʠʥʢʘʧʩʫʣʷʮʠʠ, ʧʨʦʭʦʜʷʱʠʭ ʯʝʨʝʟ ʪʫʥʥʝʣʴ, ʧʘʢʝʪʦʚ  

 

PING 202.2.2.1 (202.2.2.1) 56(84) bytes of data. 
64 bytes from 202.2.2.1: icmp_seq=1 ttl=64 time=2.13 ms 
64 bytes from 202.2.2.1: icmp_seq=2 ttl=64 time=1.04 ms 
64 bytes from 202.2.2.1: icmp_seq=3 ttl=64 time=1.11 ms 
64 bytes from 202.2.2.1: icmp_seq=4 ttl=64 time=1.02 ms 
64 bytes from 202.2.2.1: icmp_seq=5 ttl=64 time=1.11 ms 

 

10.7.3.6 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ tcpdump eth1 ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ ʧʨʦʚʝʨʢʠ 

ʠʥʢʘʧʩʫʣʷʮʠʠ, ʧʨʦʭʦʜʷʱʠʭ ʯʝʨʝʟ ʪʫʥʥʝʣʴ, ʧʘʢʝʪʦʚ 

 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on eth1, link-type EN10MB 
(Ethernet), capture size 262144 bytes  
02:03:57.526652 IP 198.18.2.1.1001 > 198.18.2.2.2001: UDP, length 110 
02:03:57.526764 IP 198.18.2.2.2001 > 198.18.2.1.1001: UDP, length 110 
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02:03:58.527872 IP 198.18.2.1.1001 > 198.18.2.2.2001: UDP, length 110 
02:03:58.527985 IP 198.18.2.2.2001 > 198.18.2.1.1001: UDP, length 110 
02:03:59.529082 IP 198.18.2.1.1001 > 198.18.2.2.2001: UDP, length 110 
02:03:59.529141 IP 198.18.2.2.2001 > 198.18.2.1.1001: UDP, length 110 

10.8 ʅʘʩʪʨʦʡʢʘ OpenVPN 

10.8.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʠʩʧʦʣʴʟʫʝʪʩʷ OpenVPN ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʦʛʦ ʩʨʝʜʩʪʚʘ ʜʣʷ 

ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʛʦ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʩʝʪʠ ʦʬʠʩʘ. ɺ ʢʘʯʝʩʪʚʝ ʩʝʨʚʝʨʘ OpenVPN 

ʚʳʩʪʫʧʘʝʪ ʫʩʪʨʦʡʩʪʚʦ RouterA, ʢʦʪʦʨʦʝ ʪʘʢʞʝ ʚʳʧʦʣʥʷʝʪ ʬʫʥʢʮʠʠ ʩʝʨʚʠʩʥʦʛʦ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ, RouterB ʚʳʩʪʫʧʘʝʪ ʢʣʠʝʥʪʦʤ.  

ʄʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ RouterA ʠ RouterB ʥʘʩʪʨʦʝʥ OpenVPN-ʪʫʥʥʝʣʴ. 

ɼʣʷ ʫʩʧʝʰʥʦʡ TLS-ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʥʦ ʚʨʝʤʷ ʤʝʞʜʫ ʫʩʪʨʦʡʩʪʚʘʤʠ. 

ɼʣʷ ʵʪʦʛʦ ʥʘʩʪʨʦʝʥʘ ʩʠʥʭʨʦʥʠʟʘʮʠʶ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʩ ntp-ʩʝʨʚʝʨʦʤ ʠʣʠ ʥʘʩʪʨʦʡʪʝ ntp-

ʩʝʨʚʝʨ ʥʘ RouterA ʠ ʩʠʥʭʨʦʥʠʟʠʨʫʡʪʝ ʚʨʝʤʷ RouterB ʩ RouterA. 

 

 

ʈʠʩʫʥʦʢ 56 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ OpenVPN 

 

 

10.8.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ  OpenVPN 

10.8.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 
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ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

10.8.2.2 ʅʘʩʪʨʦʡʪʝ ʩʝʨʚʝʨ OpenVPN RouterA 

10.8.2.2.1 ɺʢʣʶʯʠʪʝ ʩʝʨʚʝʨ TFTP ʜʣʷ ʧʝʨʝʜʘʯʠ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠ ʫʜʘʣʠʪʝ ʩʪʘʨʳʝ 

ʢʣʶʯʠ, ʝʩʣʠ ʵʪʦ ʥʝʦʙʭʦʜʠʤʦ 

 

RouterA(config)#tftp on 
RouterA(config)#tftp clear-files 

 

10.8.2.2.2 ʅʘʩʪʨʦʡʪʝ ʚʨʝʤʷ ʥʘ RouterA 

 

RouterA(config)#system clock date 01.01.2024 
RouterA(config)#system clock time 10:10 

 

10.8.2.2.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#ip address 1.1.1.1/30 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#exit 

 

10.8.2.2.4 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪʠʟʘʮʠʶ ʜʦ ʢʣʠʝʥʪʘ 

 

RouterA(config)#ip route 2.2.2.0/30 1.1.1.2 

 

10.8.2.2.5 ʅʘʩʪʨʦʡʪʝ OPENVPN  ʩʝʨʚʝʨ 

 

RouterA(config)#vpn server SERVER 

 

10.8.2.2.5.1 ʉʦʟʜʘʡʪʝ ʬʘʡʣʳ ʢʣʶʯʘ ʠ ʩʝʨʪʠʬʠʢʘʪʘ ʩʝʨʚʝʨʘ 

 

RouterA(config-vpnserver-[SERVER])#build-key server static 
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10.8.2.2.5.2 ɺʚʝʜʠʪʝ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʝʨʚʝʨʝ (ʚ ʢʚʘʜʨʘʪʥʳʭ ʩʢʦʙʢʘʭ ʫʢʘʟʳʚʘʶʪʩʷ 

ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ). 

 

 ʇʨʠʤʝʯʘʥʠʝ 

ʆʙʷʟʘʪʝʣʴʥʳʡ ʧʘʨʘʤʝʪʨ Counrty Name, ʦʩʪʘʣʴʥʳʝ ʦʧʮʠʦʥʘʣʴʥʦ. 

 

Country Name (2 letter code) [RU]:RU 
State or Province Name (full name) [MSK]: 
Locality Name (eg, city) [Moscow]: 
Organization Name (eg, company) [YourCompany]: 
Organizational Unit Name (eg, section) [changeme]: 
Name [changeme]: 
Email Address [mail@host.domain]: 
Generating server key, please be patient ... OK 

 

10.8.2.2.5.3 ʉʛʝʥʝʨʠʨʫʡʪʝ ʧʘʨʘʤʝʪʨʳ ɼʠʬʬʠ-ʍʝʣʣʤʘʥʘ ʜʣʷ ʩʝʨʚʝʨʘ 

 

RouterA(config-vpnserver-[SERVER])#build-key server tls verbose 

 

ɼʦʞʜʠʪʝʩʴ ʦʢʦʥʯʘʥʠʷ ʛʝʥʝʨʘʮʠʠ ʧʘʨʘʤʝʪʨʦʚ. 

10.8.2.2.5.4 ʉʛʝʥʝʨʠʨʫʡʪʝ ʬʘʡʣʳ ʢʣʶʯʘ ʠ ʩʝʨʪʠʬʠʢʘʪʘ ʜʣʷ ʢʣʠʝʥʪʘ 

 

RouterA(config-vpnserver-[SERVER])#build-key client CLIENT 

 

ɺʚʝʜʠʪʝ ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʣʠʝʥʪʝ (ʚ ʢʚʘʜʨʘʪʥʳʭ ʩʢʦʙʢʘʭ ʫʢʘʟʳʚʘʶʪʩʷ ʟʥʘʯʝʥʠʷ ʧʦ 

ʫʤʦʣʯʘʥʠʶ). 

 

 ʇʨʠʤʝʯʘʥʠʝ 

ʆʙʷʟʘʪʝʣʴʥʳʡ ʧʘʨʘʤʝʪʨ Counrty Name, ʦʩʪʘʣʴʥʳʝ ʦʧʮʠʦʥʘʣʴʥʦ. 

 

Country Name (2 letter code) [RU]:RU 
State or Province Name (full name) [MSK]: 
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Locality Name (eg, city) [Moscow]: 
Organization Name (eg, company) [YourCompany]: 
Organizational Unit Name (eg, section) [changeme]: 
Name [changeme]: 
Email Address [mail@host.domain]: 
Generating client certificate and key ... OK 

 

10.8.2.2.5.5 ʋʢʘʞʠʪʝ ʨʝʞʠʤ ʪʫʥʥʝʣʷ L3, udp ʧʨʦʪʦʢʦʣ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʧʦ ʪʫʥʥʝʣʶ, 

ʥʦʤʝʨ ʧʦʨʪʘ udp, ip-ʘʜʨʝʩ ʠʥʪʝʨʬʝʡʩʘ wan 

 

RouterA(config-vpnserver-[SERVER])#device tun 
RouterA(config-vpnserver-[SERVER])#protocol udp 
RouterA(config-vpnserver-[SERVER])#port 5000 
RouterA(config-vpnserver-[SERVER])#local address 1.1.1.1 

 

10.8.2.2.5.6 ʋʢʘʞʠʪʝ ʘʜʨʝʩ ʧʦʜʩʝʪʠ ʠʟ ʢʦʪʦʨʦʡ ʩʝʨʚʝʨ ʙʫʜʝʪ ʚʳʜʘʚʘʪʴ IP-ʘʜʨʝʩʘ ʜʣʷ 

VPN ʢʣʠʝʥʪʦʚ 

 

RouterA(config-vpnserver-[SERVER])#server-address 100.0.0.0/24 

 

10.8.2.2.6  ɺʢʣʶʯʠʪʝ OpenVPN ʩʝʨʚʝʨ 

 

RouterA(config-vpnserver-[SERVER])#no shutdown 

 

10.8.2.2.7 ʕʢʩʧʦʨʪʠʨʫʡʪʝ ʩʝʨʪʠʬʠʢʘʪʳ ʠ ʢʣʶʯʠ ʥʘ ʣʦʢʘʣʴʥʳʡ  TFTP-ʩʝʨʚʝʨ RouterA 

 

RouterA(config-vpnserver-[SERVER])#export CLIENT url tftp 127.0.0.1 
RouterA(config-vpnserver-[SERVER])#end 

 

10.8.2.3 ʅʘʩʪʨʦʡʪʝ ʢʣʠʝʥʪ OpenVPN RouterB 

10.8.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config-if-[eth2])#interface eth2 
RouterB(config-if-[eth2])#ip address 2.2.2.1/30 
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#exit 
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10.8.2.3.2 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪʠʟʘʮʠʶ ʜʦ ʩʝʨʚʝʨʘ 

 

RouterB(config)#ip route 1.1.1.0/30 2.2.2.2 

 

10.8.2.3.3 ʉʠʥʭʨʦʥʠʟʠʨʫʝʡʪʝ ʚʨʝʤʷ ʩ RouterA 

 

RouterB(config)#ntp server 1.1.1.1 iburst  
RouterB(config)#ntp on 
RouterB(config)#system clock synchronize 1.1.1.1 

 

10.8.2.3.4 ʅʘʩʪʨʦʡʪʝ ʢʣʠʝʥʪ OPENVPN 

 

RouterB(config)#vpn client CLIENT 
RouterB(config-vpnclient-[CLIENT])#server-address 1.1.1.1 port 5000 
RouterB(config-vpnclient-[CLIENT])#device tun 
RouterB(config-vpnclient-[CLIENT])#protocol udp 

 

10.8.2.3.5 ʀʤʧʦʨʪʠʨʫʡʪʝ ʩʝʨʪʠʬʠʢʘʪʳ ʠ ʢʣʶʯʠ ʯʝʨʝʟ TFTP (ʫʜʘʣʠʪʝ ʩʪʘʨʳʝ ʢʣʶʯʠ 

ʝʩʣʠ ʵʪʦ ʥʝʦʙʭʦʜʠʤʦ)  

 

RouterB(config-vpnclient-[CLIENT])#import url tftp 1.1.1.1 
RouterB(config-vpnclient-[CLIENT])#no shutdown 
RouterB(config-vpnclient-[CLIENT])#end 

 

10.8.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

10.8.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ OpenVPN 

10.8.3.1 ʇʨʦʚʝʨʴʪʝ ʫʩʪʘʥʦʚʣʝʥʠʝ ʩʦʝʜʠʥʝʥʠʷ Open-VPN ʩʝʨʚʝʨʘ ʠ ʢʣʠʝʥʪʘ 

ʚʳʧʦʣʥʠʚ ʢʦʤʘʥʜʫ show log vpn server SERVER ʥʘ RouterA, ʫʙʝʜʠʪʝʩʴ ʚ ʧʨʠʩʫʪʩʪʚʠʠ 

ʚʳʚʦʜʘ. 

 

Mon Nov 27 14:58:54 2023 us=56099 Initialization Sequence Completed 

 

ʇʨʠ ʫʩʧʝʰʥʦʡ TLS-ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʚ ʞʫʨʥʘʣʝ OpenVPN ʩʝʨʚʝʨʘ ʧʨʠʩʫʪʩʪʚʫʝʪ 

ʟʘʧʠʩʴ Peer Connection Initiated 
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Mon Nov 27 14:59:21 2023 us=202750 2.2.2.1:1194 [CLIENT] Peer Connection Initiated with 
[AF_INET]2.2.2.1:1194 

 

ʇʨʠ ʫʩʧʝʰʥʦʤ ʩʦʛʣʘʩʦʚʘʥʠʠ ʰʠʬʨʘ ʚ ʞʫʨʥʘʣʝ OpenVPN ʩʝʨʚʝʨʘ ʧʨʠʩʫʪʩʪʚʫʝʪ 

ʟʘʧʠʩʠ Outgoing Data Channel: Cipher 'AES-256-GCM, Incoming Data Channel: Cipher 'AES-

256-GCM 

 

Mon Nov 27 14:59:22 2023 us=963745 CLIENT/2.2.2.1:1194 Data Channel: using negotiated cipher 'AES-256-
GCM' 
Mon Nov 27 14:59:22 2023 us=963837 CLIENT/2.2.2.1:1194 Data Channel MTU parms [ L:1550 D:1450 
EF:50EB:406 ET:0 EL:3 ] 
Mon Nov 27 14:59:22 2023 us=964542 CLIENT/2.2.2.1:1194 Outgoing Data Channel: Cipher'AES-256-GCM' 
initialized with 256 bit key 
Mon Nov 27 14:59:22 2023 us=964609 CLIENT/2.2.2.1:1194 Incoming Data Channel: Cipher'AES-256-GCM' 
initialized with 256 bit key 

 

10.8.3.2 ʇʨʦʚʝʨʴʪʝ ʫʩʧʝʰʥʳʡ ʟʘʧʫʩʢ OpenVPN ʢʣʠʝʥʪʘ 

ʇʨʦʚʝʨʴʪʝ ʟʘʧʠʩʴ ʚ ʞʫʨʥʘʣʝ ʦʙ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʚʳʧʦʣʥʠʚ ʢʦʤʘʜʫ show log vpn 

client  client ʥʘ RouterB. ʇʨʠ ʫʩʪʘʥʦʚʣʝʥʠʠ  ʩʦʝʜʠʥʝʥʠʷ ʢʣʠʝʥʪʘ ʩ ʩʝʨʚʝʨʦʤ ʧʨʠʩʫʪʩʚʫʝʪ 

ʟʘʧʠʩʴ 

 

Mon Nov 27 14:59:22 2023 Initialization Sequence Complete 

 

ʇʨʦʚʝʨʴʪʝ ʩʚʷʟʘʥʥʦʩʪʴ RouerB ʩ RouterA ʚʳʧʦʣʥʠʚ ʢʦʤʘʥʜʫ ping 100.0.0.1 repeat 30 

ʥʘ RouterB 

 

PING 100.0.0.1 (100.0.0.1) 56(84) bytes of data. 
64 bytes from 100.0.0.1: icmp_seq=1 ttl=64 time=3.17 ms 
64 bytes from 100.0.0.1: icmp_seq=2 ttl=64 time=2.64 ms 
64 bytes from 100.0.0.1: icmp_seq=3 ttl=64 time=2.58 ms 
64 bytes from 100.0.0.1: icmp_seq=4 ttl=64 time=2.58 ms 
64 bytes from 100.0.0.1: icmp_seq=29 ttl=64 time=2.67 ms 
64 bytes from 100.0.0.1: icmp_seq=30 ttl=64 time=2.65 ms 
--- 100.0.0.1 ping statistics --- 
30 packets transmitted, 30 received, 0% packet loss, time 76ms 
rtt min/avg/max/mdev = 2.515/2.671/3.171/0.169 ms 
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ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ tcpdump eth1 ʥʘ RouterA,  ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʪʨʘʬʠʢ 

ʠʥʢʘʧʩʫʣʠʨʫʝʪʩʷ 

 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode 
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes 
10:29:32.894270 IP 2.2.2.1.1194 > 1.1.1.1.5000: UDP, length 109 
10:29:32.895073 IP 1.1.1.1.5000 > 2.2.2.1.1194: UDP, length 109 
10:29:33.895362 IP 2.2.2.1.1194 > 1.1.1.1.5000: UDP, length 109 
10:29:33.895904 IP 1.1.1.1.5000 > 2.2.2.1.1194: UDP, length 109 
10:29:34.897303 IP 2.2.2.1.1194 > 1.1.1.1.5000: UDP, length 109 
10:29:34.897816 IP 1.1.1.1.5000 > 2.2.2.1.1194: UDP, length 109 
10:29:35.899129 IP 2.2.2.1.1194 > 1.1.1.1.5000: UDP, length 109 
10:29:35.899598 IP 1.1.1.1.5000 > 2.2.2.1.1194: UDP, length 109 

10.9 ʅʘʩʪʨʦʡʢʘ DMVPN 

10.9.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 57 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥʳ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ - RouterA, RouterB ʠ RouterC. 

ʅʘ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʭ ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ, ʤʘʨʰʨʫʪʳ, ʧʨʦʪʦʢʦʣ IPsec ʠ 

ʟʘʱʠʱʝʥʥʦʝ ʪʫʥʥʝʣʠʨʦʚʘʥʠʝ DMVPN ʧʨʠ ʧʦʤʦʱʠ gre-ʪʫʥʥʝʣʷ. 

 

 

ʈʠʩʫʥʦʢ 57 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ DMVPN 
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10.9.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ 

10.9.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

10.9.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

10.9.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#ip address 3.3.3.1/30 
RouterA(config-if-[eth1])#exit 

 

10.9.2.2.2 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʠʡ ʤʘʨʰʨʫʪ 

 

RouterA(config)#ip route 0.0.0.0/0 3.3.3.2 

 

10.9.2.2.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ tunnel1 

 

RouterA(config)#interface tunnel1 
RouterA(config-[tunnel1])#tunnel mode gre source eth1 
RouterA(config-[tunnel1])#no shutdown 
RouterA(config-[tunnel1])#ip mtu 1400 
RouterA(config-[tunnel1])#ip address 10.10.10.1/24 
RouterA(config-[tunnel1])#ip ttl 255 
RouterA(config-[tunnel1])#ip nhrp 
RouterA(config-if-[tunnel1-nhrp])#multicast dynamic 
RouterA(config-if-[tunnel1-nhrp])#cisco-authentication istok 
RouterA(config-if-[tunnel1-nhrp])#exit 
RouterA(config-[tunnel1])#exit 

 

10.9.2.2.4 ʅʘʩʪʨʦʡʪʝ iPsec 
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RouterA(config)#ipsec secret any password istokistok 
RouterA(config)#ipsec config ipsec-1 
RouterA(config-ipsec-[ipsec-1])#connection start 
RouterA(config-ipsec-[ipsec-1])#ike-version 2 
RouterA(config-ipsec-[ipsec-1])#mode transport 
RouterA(config-ipsec-[ipsec-1])#exit 
RouterA(config)#interface tunnel1 
RouterA(config-[tunnel1])#ipsec apply ipsec-1 
RouterA(config-[tunnel1])#exit 
RouterA(config)#ip nhrp on  
RouterA(config)#end 

 

10.9.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

10.9.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#ip address 1.1.1.1/30 
RouterB(config-if-[eth1])#exit 

 

10.9.2.3.2 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʠʡ ʤʘʨʰʨʫʪ 

 

RouterB(config)#ip route 0.0.0.0/0 1.1.1.2 

 

10.9.2.3.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ tunnel1 

 

RouterB(config)#interface tunnel1 
RouterB(config-[tunnel1])#tunnel mode gre source eth1 
RouterB(config-[tunnel1])#no shutdown 
RouterB(config-[tunnel1])#ip mtu 1400 
RouterB(config-[tunnel1])#ip address 10.10.10.2/24 
RouterB(config-[tunnel1])#ip ttl 255 
RouterB(config-[tunnel1])#ip nhrp 
RouterB(config-[tunnel1-nhrp])#multicast nhs 
RouterB(config-if-[tunnel1-nhrp])#cisco-authentication istok 
RouterB(config-[tunnel1-nhrp])#map 10.10.10.1/24 3.3.3.1 register 
RouterB(config-[tunnel1-nhrp])#exit 
RouterB(config-[tunnel1])#exit 

 

10.9.2.3.4 ʅʘʩʪʨʦʡʪʝ iPsec 
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RouterB(config)#ipsec secret any password istokistok 
RouterB(config)#ipsec config ipsec-1 
RouterB(config-ipsec-[ipsec-1])#connection start 
RouterB(config-ipsec-[ipsec-1])#ike-version 2 
RouterB(config-ipsec-[ipsec-1])#mode transport 
RouterB(config-ipsec-[ipsec-1])#exit 
RouterB(config)#interface tunnel1 
RouterB(config-[tunnel1])#ipsec apply ipsec-1 
RouterB(config-[tunnel1])#exit 
RouterB(config)#ip nhrp on 
RouterB(config)#end 

 

10.9.2.4 ʅʘʩʪʨʦʡʪʝ RouterC 

10.9.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterC(config)#interface eth1 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth1])#no shutdown 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth1])#no ip address dhcp 
RoutŜǊ˿όŎƻƴŦƛƎ-if-[eth1])#ip address 2.2.2.1/30 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth1])#exit 

 

10.9.2.4.2 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʫʶ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterC(config)#ip route 0.0.0.0/0 2.2.2.2 

 

10.9.2.4.3 ʅʘʩʪʨʦʡʪʝ ʟʘʱʠʱʝʥʥʦʝ ʪʫʥʥʝʣʠʨʦʚʘʥʠʝ DMVPN 

 

RouterC(config)#interface tunnel1 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-[tunnel1])#tunnel mode gre source eth1 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-[tunnel1])#no shutdown 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-[tunnel1])#ip mtu 1400 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-[tunnel1])#ip address 10.10.10.3/24 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-[tunnel1])#ip ttl 255 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-[tunnel1])#ip nhrp 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-[tunnel1-nhrp])#multicast nhs 
RouterC(config-if-[tunnel1-nhrp])#cisco-authentication istok 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-[tunnel1-nhrp])#map 10.10.10.1/24 3.3.3.1 register 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-[tunnel1-nhrp])#exit 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-[tunnel1])#exit 

 

10.9.2.4.4 ʅʘʩʪʨʦʡʪʝ iPsec 
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RouterC(config)#ipsec secret any password istokistok 
RouterC(config)#ipsec config ipsec-1 
RouterC(config-ipsec-[ipsec-1])#connection start 
RouterC(config-ipsec-[ipsec-1])#ike-version 2 
RouterC(config-ipsec-[ipsec-1])#mode transport 
RouterC(config-ipsec-[ipsec-1])#exit 
RouterC(config)#interface tunnel1 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-[tunnel1])#ipsec apply ipsec-1 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-[tunnel1])#exit 
RouterC(config)#ip nhrp on 
RouterC(config)#end 

 

10.9.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

10.9.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

10.9.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip nhrp ʥʘ RouterC ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ ʩʪʘʪʫʩʘ 

NHRP ʧʨʦʪʦʢʦʣʘ ʠ NHRP-ʟʘʧʠʩʝʡ  

 

Status: ok 

Interface: tunnel1 
Type: local 
Protocol-Address: 10.10.10.255/32 
Alias-Address: 10.10.10.3 
Flags: up 

Interface: tunnel1 
Type: local 
Protocol-Address: 10.10.10.3/32 
Flags: up 

Interface: tunnel1 
Type: local 
Protocol-Address: 10.10.10.255/32 
Alias-Address: 10.10.10.3 
Flags: up 

Interface: tunnel1 
Type: local 
Protocol-Address: 10.10.10.3/32 
Flags: up 

Interface: tunnel1 
Type: static 
Protocol-Address: 10.10.10.1/24 
NBMA-Address: 3.3.3.1 
Flags: up 
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10.9.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip nhrp ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ ʩʪʘʪʫʩʘ 

NHRP ʧʨʦʪʦʢʦʣʘ ʠ NHRP-ʟʘʧʠʩʝʡ 

 

Status: ok 

Interface: tunnel1 
Type: local 
Protocol-Address: 10.10.10.255/32 
Alias-Address: 10.10.10.2 
Flags: up 

Interface: tunnel1 
Type: local 
Protocol-Address: 10.10.10.2/32 
Flags: up 

Interface: tunnel1 
Type: local 
Protocol-Address: 10.10.10.255/32 
Alias-Address: 10.10.10.2 
Flags: up 

Interface: tunnel1 
Type: local 
Protocol-Address: 10.10.10.2/32 
Flags: up 

Interface: tunnel1 
Type: static 
Protocol-Address: 10.10.10.1/24 
NBMA-Address: 3.3.3.1 

 

10.9.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip nhrp ʥʘ RouterA ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ ʩʪʘʪʫʩʘ 

NHRP ʧʨʦʪʦʢʦʣʘ ʠ NHRP-ʟʘʧʠʩʝʡ 

 

 Status: ok 

Interface: tunnel1 
Type: local 
Protocol-Address: 10.10.10.255/32 
Alias-Address: 10.10.10.1 
Flags: up 

Interface: tunnel1 
Type: local 
Protocol-Address: 10.10.10.1/32 
Flags: up 

Interface: tunnel1 
Type: local 
Protocol-Address: 10.10.10.255/32 
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Alias-Address: 10.10.10.1 
Flags: up 

Interface: tunnel1 
Type: local 
Protocol-Address: 10.10.10.1/32 
Flags: up 

Interface: tunnel1 
Type: dynamic 
Protocol-Address: 10.10.10.2/32 
NBMA-Address: 1.1.1.1 
Flags: up 
Expires-In: 118:21 

Interface: tunnel1 
Type: dynamic 
Protocol-Address: 10.10.10.3/32 
NBMA-Address: 2.2.2.1 
Flags: up 
Expires-In: 114:38 

 

10.9.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ipsec status all ʥʘ RouterA ʜʣʷ ʚʳʚʦʜʘ 

ʠʥʬʦʨʤʘʮʠʠʠ ʦ ʩʦʩʪʦʷʥʠʠ ipsec-ʩʦʝʜʠʥʝʥʠʷ. 

 

Status of IKE charon daemon (strongSwan 5.9.14, Linux 4.4.165-bfkx, mips): 
  uptime: 17 minutes, since Sep 04 13:39:31 2024 
  malloc: sbrk 671744, mmap 0, used 351472, free 320272 
  worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 8 
  loaded plugins: charon aes des rc2 sha2 sha1 md5 mgf1 random nonce x509 revocation constraints pubkey 
pkcs1 pkcs7 pkcs12 pgp dnskey sshkey pem pkcs8 fips-prf gmp curve25519 xcbc cmac hmac kdf gcm drbg attr 
kernel-netlink resolve socket-default stroke vici updown xauth-generic counters 
Listening IP addresses: 
  3.3.3.1 
  10.10.10.1 
Connections: 
ipsec-1-tunnel1:  3.3.3.1...%any  IKEv2 
ipsec-1-tunnel1:   local:  [3.3.3.1] uses pre-shared key authentication 
ipsec-1-tunnel1:   remote: uses pre-shared key authentication 
ipsec-1-tunnel1:   child:  3.3.3.1/32[gre] === 0.0.0.0/0[gre] TRANSPORT 
ipsec-1-tunnel1-1.1.1.1:  3.3.3.1...1.1.1.1  IKEv2 
ipsec-1-tunnel1-1.1.1.1:   local:  [3.3.3.1] uses pre-shared key authentication 
ipsec-1-tunnel1-1.1.1.1:   remote: [1.1.1.1] uses pre-shared key authentication 
ipsec-1-tunnel1-1.1.1.1:   child:  3.3.3.1/32[gre] === 1.1.1.1/32[gre] TRANSPORT 
ipsec-1-tunnel1-2.2.2.1:  3.3.3.1...2.2.2.1  IKEv2 
ipsec-1-tunnel1-2.2.2.1:   local:  [3.3.3.1] uses pre-shared key authentication 
ipsec-1-tunnel1-2.2.2.1:   remote: [2.2.2.1] uses pre-shared key authentication 
ipsec-1-tunnel1-2.2.2.1:   child:  3.3.3.1/32[gre] === 2.2.2.1/32[gre] TRANSPORT 
Security Associations (2 up, 0 connecting): 
ipsec-1-tunnel1-2.2.2.1[4]: ESTABLISHED 2 minutes ago, 3.3.3.1[3.3.3.1]...2.2.2.1[2.2.2.1] 
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ipsec-1-tunnel1-2.2.2.1[4]: IKEv2 SPIs: 879f7ecbd9f01f5f_i* acb23e4c7367feb3_r, pre-shared key 
reauthentication in 2 hours 
ipsec-1-tunnel1-2.2.2.1[4]: IKE proposal: AES_CBC_128/HMAC_SHA1_96/PRF_HMAC_SHA1/MODP_1536 
ipsec-1-tunnel1-2.2.2.1{6}:  INSTALLED, TRANSPORT, reqid 2, ESP SPIs: c439b2ec_i ceb33ae2_o 
ipsec-1-tunnel1-2.2.2.1{6}:  AES_CBC_128/HMAC_SHA1_96, 69 bytes_i (1 pkt, 177s ago), 218 bytes_o (2 pkts, 
177s ago), rekeying in 41 minutes 
ipsec-1-tunnel1-2.2.2.1{6}:   3.3.3.1/32[gre] === 2.2.2.1/32[gre] 
ipsec-1-tunnel1-1.1.1.1[2]: ESTABLISHED 12 minutes ago, 3.3.3.1[3.3.3.1]...1.1.1.1[1.1.1.1] 
ipsec-1-tunnel1-1.1.1.1[2]: IKEv2 SPIs: aa3477acf2fe29b4_i* 8fa57ce86faaacd2_r, pre-shared key 
reauthentication in 2 hours 
ipsec-1-tunnel1-1.1.1.1[2]: IKE proposal: AES_CBC_128/HMAC_SHA1_96/PRF_HMAC_SHA1/MODP_1536 
ipsec-1-tunnel1-1.1.1.1{2}:  INSTALLED, TRANSPORT, reqid 1, ESP SPIs: c77781cd_i cd7d5a3b_o 
ipsec-1-tunnel1-1.1.1.1{2}:  AES_CBC_128/HMAC_SHA1_96, 69 bytes_i (1 pkt, 768s ago), 218 bytes_o (2 pkts, 
768s ago), rekeying in 31 minutes 
ipsec-1-tunnel1-1.1.1.1{2}:   3.3.3.1/32[gre] === 1.1.1.1/32[gre]  

 

10.9.3.5 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ipsec status all ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ 

ʠʥʬʦʨʤʘʮʠʠʠ ʦ ʩʦʩʪʦʷʥʠʠ ipsec-ʩʦʝʜʠʥʝʥʠʷ. 

 

 Status of IKE charon daemon (strongSwan 5.9.14, Linux 4.4.165-bfkx, mips): 
  uptime: 13 minutes, since Jul 20 01:26:31 2024 
  malloc: sbrk 671744, mmap 0, used 297448, free 374296 
  worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 4 
  loaded plugins: charon aes des rc2 sha2 sha1 md5 mgf1 random nonce x509 revocation constraints pubkey 
pkcs1 pkcs7 pkcs12 pgp dnskey sshkey pem pkcs8 fips-prf gmp curve25519 xcbc cmac hmac kdf gcm drbg attr 
kernel-netlink resolve socket-default stroke vici updown xauth-generic counters 
Listening IP addresses: 
  1.1.1.1 
  10.10.10.2 
Connections: 
ipsec-1-tunnel1:  1.1.1.1...%any  IKEv2 
ipsec-1-tunnel1:   local:  [1.1.1.1] uses pre-shared key authentication 
ipsec-1-tunnel1:   remote: uses pre-shared key authentication 
ipsec-1-tunnel1:   child:  1.1.1.1/32[gre] === 0.0.0.0/0[gre] TRANSPORT 
ipsec-1-tunnel1-3.3.3.1:  1.1.1.1...3.3.3.1  IKEv2 
ipsec-1-tunnel1-3.3.3.1:   local:  [1.1.1.1] uses pre-shared key authentication 
ipsec-1-tunnel1-3.3.3.1:   remote: [3.3.3.1] uses pre-shared key authentication 
ipsec-1-tunnel1-3.3.3.1:   child:  1.1.1.1/32[gre] === 3.3.3.1/32[gre] TRANSPORT 
Security Associations (1 up, 0 connecting): 
ipsec-1-tunnel1-3.3.3.1[2]: ESTABLISHED 13 minutes ago, 1.1.1.1[1.1.1.1]...3.3.3.1[3.3.3.1] 
ipsec-1-tunnel1-3.3.3.1[2]: IKEv2 SPIs: aa3477acf2fe29b4_i 8fa57ce86faaacd2_r*, pre-shared key 
reauthentication in 2 hours 
ipsec-1-tunnel1-3.3.3.1[2]: IKE proposal: AES_CBC_128/HMAC_SHA1_96/PRF_HMAC_SHA1/MODP_1536 
ipsec-1-tunnel1-3.3.3.1{3}:  INSTALLED, TRANSPORT, reqid 1, ESP SPIs: cd7d5a3b_i c77781cd_o 
ipsec-1-tunnel1-3.3.3.1{3}:  AES_CBC_128/HMAC_SHA1_96, 218 bytes_i (2 pkts, 801s ago), 69 bytes_o (1 pkt, 
801s ago), rekeying in 32 minutes 
ipsec-1-tunnel1-3.3.3.1{3}:   1.1.1.1/32[gre] === 3.3.3.1/32[gre] 

 



 
ʊʫʥʥʝʣʠʨʦʚʘʥʠʝ ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʥʘʩʪʨʦʡʢʝ  

ʂʈʇɻ.465614.001ʀʉ3  

 

ɺʝʨʩʠʷ 8.0 237 

 

10.9.3.6 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ipsec status all ʥʘ RouterC ʜʣʷ ʚʳʚʦʜʘ 

ʠʥʬʦʨʤʘʮʠʠʠ ʦ ʩʦʩʪʦʷʥʠʠ ipsec-ʩʦʝʜʠʥʝʥʠʷ. 

 

 Status of IKE charon daemon (strongSwan 5.9.14, Linux 4.4.165-bfkx, mips): 
  uptime: 3 minutes, since Sep 04 13:50:00 2024 
  malloc: sbrk 671744, mmap 0, used 304688, free 367056 
  worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 4 
  loaded plugins: charon aes des rc2 sha2 sha1 md5 mgf1 random nonce x509 revocation constraints pubkey 
pkcs1 pkcs7 pkcs12 pgp dnskey sshkey pem pkcs8 fips-prf gmp curve25519 xcbc cmac hmac kdf gcm drbg attr 
kernel-netlink resolve socket-default stroke vici updown xauth-generic counters 
Listening IP addresses: 
  2.2.2.1 
  10.10.10.3 
Connections: 
ipsec-1-tunnel1:  2.2.2.1...%any  IKEv2 
ipsec-1-tunnel1:   local:  [2.2.2.1] uses pre-shared key authentication 
ipsec-1-tunnel1:   remote: uses pre-shared key authentication 
ipsec-1-tunnel1:   child:  2.2.2.1/32[gre] === 0.0.0.0/0[gre] TRANSPORT 
ipsec-1-tunnel1-3.3.3.1:  2.2.2.1...3.3.3.1  IKEv2 
ipsec-1-tunnel1-3.3.3.1:   local:  [2.2.2.1] uses pre-shared key authentication 
ipsec-1-tunnel1-3.3.3.1:   remote: [3.3.3.1] uses pre-shared key authentication 
ipsec-1-tunnel1-3.3.3.1:   child:  2.2.2.1/32[gre] === 3.3.3.1/32[gre] TRANSPORT 
Security Associations (1 up, 0 connecting): 
ipsec-1-tunnel1-3.3.3.1[2]: ESTABLISHED 2 minutes ago, 2.2.2.1[2.2.2.1]...3.3.3.1[3.3.3.1] 
ipsec-1-tunnel1-3.3.3.1[2]: IKEv2 SPIs: 879f7ecbd9f01f5f_i acb23e4c7367feb3_r*, pre-shared key 
reauthentication in 2 hours 
ipsec-1-tunnel1-3.3.3.1[2]: IKE proposal: AES_CBC_128/HMAC_SHA1_96/PRF_HMAC_SHA1/MODP_1536 
ipsec-1-tunnel1-3.3.3.1{3}:  INSTALLED, TRANSPORT, reqid 1, ESP SPIs: ceb33ae2_i c439b2ec_o 
ipsec-1-tunnel1-3.3.3.1{3}:  AES_CBC_128/HMAC_SHA1_96, 218 bytes_i (2 pkts, 158s ago), 69 bytes_o (1 pkt, 
158s ago), rekeying in 44 minutes 
ipsec-1-tunnel1-3.3.3.1{3}:   2.2.2.1/32[gre] === 3.3.3.1/32[gre] 

10.10 ʅʘʩʪʨʦʡʢʘ IPsec 

10.10.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ  ʨʠʩʫʥʢʝ 58 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʨʠ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA, RouterB ʠ RouterC. 

ʅʘ ʫʩʪʨʦʡʩʪʚʘʭ RouterA, RouterB ʠ RouterC ʥʘʩʪʨʦʝʥʳ IPsec-ʠʥʪʝʨʬʝʡʩʳ ʠ 

ʥʘʟʥʘʯʝʥʳ IP-ʘʜʨʝʩʘ. ʇʨʷʤʦʛʦ ʩʦʩʝʜʩʪʚʘ ʤʝʞʜʫ RouterA ʠ RouterC ʥʝʪ.  

ʆʨʛʘʥʠʟʦʚʘʥʥʦ ʩʦʝʜʠʥʝʥʠʝ ʤʝʞʜʫ ʫʜʘʣʝʥʥʳʤʠ ʩʝʪʷʤʠ 10.10.10.0/24 ʠ 40.40.40.0/24 

ʩ ʧʦʤʦʱʴʶ IPsec-ʪʫʥʥʝʣʷ, ʦʙʝʩʧʝʯʠʚʘʶʱʝʛʦ ʰʠʬʨʦʚʘʥʠʝ ʪʨʘʬʠʢʘ, ʧʨʦʭʦʜʷʱʝʛʦ ʯʝʨʝʟ 

ʪʨʘʥʟʠʪʥʳʡ RouterB. ɺ ʪʫʥʥʝʣʝ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʧʦ ʢʣʶʯʫ (ʧʘʨʦʣʶ). 
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ʈʠʩʫʥʦʢ 58 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʧʨʦʪʦʢʦʣʘ IPsec 

 

 

10.10.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ 

10.10.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

10.10.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

10.10.2.2.1 ʅʘʩʪʨʦʡʪʝ Ipsec 

 

RouterA(config)#ipsec config 1 
RouterA(config-ipsec-[1])#remote hash-algorithm sha1 
RouterA(config-ipsec-[1])#remote dh-group modp1536 
RouterA(config-ipsec-[1])#remote encryption-algorithm aes128 
RouterA(config-ipsec-[1])#remote authentication-method pre-shared-key 
RouterA(config-ipsec-[1])#remote exchange-mode main 
RouterA(config-ipsec-[1])#sa hash-algorithm sha1 
RouterA(config-ipsec-[1])#sa encryption-algorithm aes128 
RouterA(config-ipsec-[1])#connection start 
RouterA(config-ipsec-[1])#exit 
RouterA(config)#ipsec secret 30.30.30.2 password hello 

 

10.10.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 
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RouterA(config)#interface lo1 
RouterA(config-if-[lo1])#no shutdown 
RouterA(config-if-[lo1])#ip address 10.10.10.1/32 
RouterA(config-if-[lo1])#exit 

 

10.10.2.2.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#ip address 20.20.20.1/24 
RouterA(config-if-[eth1])#ipsec apply 1 
RouterA(config-if-[eth1])#ipsec peer 30.30.30.2 source-subnet 10.10.10.0/24 
RouterA(config-if-[eth1])#ipsec peer 30.30.30.2 destination-subnet 40.40.40.0/24 
RouterA(config-if-[eth1])#exit 

 

10.10.2.2.4 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterA(config)#ip route 30.30.30.0/24 20.20.20.2 
RouterA(config)#ip route 40.40.40.0/24 30.30.30.2 
RouterA(config)#end 

 

10.10.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

10.10.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#ip address 20.20.20.2/24 
RouterB(config-if-[eth1])#exit 

 

10.10.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#ip address 30.30.30.1/24 
RouterB(config-if-[eth2])#end 
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10.10.2.4 ʅʘʩʪʨʦʡʪʝ RouterC 

10.10.2.4.1 ʅʘʩʪʨʦʡʪʝ Ipsec 

 

RouterC(config)#ipsec config 1 
RouterC(config-ipsec-[1])#remote hash-algorithm sha1 
RouterC(config-ipsec-[1])#remote dh-group modp1536 
RouterC(config-ipsec-[1])#remote encryption-algorithm aes128 
RouterC(config-ipsec-[1])#remote authentication-method pre-shared-key 
RouterC(config-ipsec-[1])#remote exchange-mode main 
RouterC(config-ipsec-[1])#sa hash-algorithm sha1 
RouterC(config-ipsec-[1])#sa encryption-algorithm aes128 
RouterC(config-ipsec-[1])#connection start 
RouterC(config-ipsec-[1])#exit 
RouterC(config)#ipsec secret 20.20.20.1 password hello 

 

10.10.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterC(config)#interface lo1 
RouterC(config-if-[lo1])#no shutdown 
RouterC(config-if-[lo1])#ip address 40.40.40.1/32 
RouterC(config-if-[lo1])#exit 

 

10.10.2.4.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterC(config)#interface eth2 
RouterC(config-if-[eth2])#no shutdown 
RouterC(config-if-[eth2])#ip address 30.30.30.2/24 
RouterC(config-if-[eth2])#ipsec apply 1 
RouterC(config-if-[eth2])#ipsec peer 20.20.20.1 source-subnet 40.40.40.0/24 
RouterC(config-if-[eth2])#ipsec peer 20.20.20.1 destination-subnet 10.10.10.0/24 
RouterC(config-if-[eth2])#exit 

 

10.10.2.4.4 ʅʘʩʪʨʦʡʪʝ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterC(config)#ip route 20.20.20.0/24 30.30.30.1 
RouterC(config)#ip route 10.10.10.0/24 20.20.20.1 
RouterC(config)#end 

 

10.10.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 



 
ʊʫʥʥʝʣʠʨʦʚʘʥʠʝ ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʥʘʩʪʨʦʡʢʝ  

ʂʈʇɻ.465614.001ʀʉ3  

 

ɺʝʨʩʠʷ 8.0 241 

 

10.10.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

10.10.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ipsec status all ʥʘ RouterA ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʥʘʩʪʨʦʝʢ ipsec  

 

Status of IKE charon daemon (strongSwan 5.9.1, Linux 4.4.165-bfkx, mips): 
uptime: 13 minutes, since Feb 14 14:24:11 2023 
malloc: sbrk 675840, mmap 0, used 261904, free 413936 
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 2 
loaded plugins: charon aes des rc2 sha2 sha1 md5 mgf1 random nonce x509 revoca 
tion constraints pubkey pkcs1 pkcs7 pkcs8 pkcs12 pgp dnskey sshkey pem fips-prf 
gmp curve25519 xcbc cmac hmac drbg attr kernel-netlink resolve socket-default st 
roke vici updown xauth-generic counters 
Listening IP addresses: 
20.20.20.1 
10.10.10.1 
Connections: 
  1: 20.20.20.1...30.30.30.2 IKEv1/2 
  1: local: [20.20.20.1] uses pre-shared key authentication 
  1: remote: [30.30.30.2] uses pre-shared key authentication 
  1: child: 10.10.10.0/24 === 40.40.40.0/24 TUNNEL 
Security Associations (1 up, 0 connecting): 
1[2]: ESTABLISHED 2 minutes ago, 20.20.20.1[20.20.20.1]...30.30.30.2[ 
30.30.30.2] 
1[2]: IKEv2 SPIs: e9de5dea512fa5d7_i 1154a6e0d9645852_r*, pre-shared 
key reauthentication in 2 hours 
1[2]: IKE proposal: 3DES_CBC/HMAC_MD5_96/PRF_HMAC_MD5/MODP_1024 
1{1}: INSTALLED, TUNNEL, reqid 1, ESP SPIs: c6be2de4_i c851516c_o 
1{1}: AES_CBC_128/HMAC_SHA2_256_128, 0 bytes_i, 0 bytes_o, rekeying 
in 41 minutes 
1{1}: 10.10.10.0/24 === 40.40.40.0/24 

 

10.10.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ipsec status all ʥʘ RouterC ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ 

ʥʘʩʪʨʦʝʢ ipsec  

 

Status of IKE charon daemon (strongSwan 5.9.1, Linux 4.4.165-bfkx, mips): 
uptime: 28 seconds, since Dec 12 14:17:23 2015 
malloc: sbrk 675840, mmap 0, used 246144, free 429696 
worker threads: 11 of 16 idle, 5/0/0/0 working, job queue: 0/0/0/0, scheduled: 
3 
loaded plugins: charon aes des rc2 sha2 sha1 md5 mgf1 random nonce x509 revoca 
tion constraints pubkey pkcs1 pkcs7 pkcs8 pkcs12 pgp dnskey sshkey pem fips-prf 
gmp curve25519 xcbc cmac hmac drbg attr kernel-netlink resolve socket-default st 
roke vici updown xauth-generic counters 
Listening IP addresses: 
30.30.30.2 
40.40.40.1 
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Connections: 
  1: 30.30.30.2...20.20.20.1 IKEv1/2 
  1: local: [30.30.30.2] uses pre-shared key authentication 
  1: remote: [20.20.20.1] uses pre-shared key authentication 
  1: child: 40.40.40.0/24 === 10.10.10.0/24 TUNNEL 
Security Associations (1 up, 0 connecting): 
1[1]: ESTABLISHED 14 seconds ago, 30.30.30.2[30.30.30.2]...20.20.20.1 
[20.20.20.1] 
1[1]: IKEv2 SPIs: e9de5dea512fa5d7_i* 1154a6e0d9645852_r, pre-shared 
key reauthentication in 2 hours 
1[1]: IKE proposal: 3DES_CBC/HMAC_MD5_96/PRF_HMAC_MD5/MODP_1024 
1{1}: INSTALLED, TUNNEL, reqid 1, ESP SPIs: c851516c_i c6be2de4_o 
1{1}: AES_CBC_128/HMAC_SHA2_256_128, 0 bytes_i, 0 bytes_o, rekeying 
in 44 minutes  
1{1}: 40.40.40.0/24 === 10.10.10.0/24 

 

10.10.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 40.40.40.1 source 10.10.10.1 ʥʘ RouterA ʜʣʷ 

ʧʨʦʚʝʨʢʠ  ʩʚʷʟʥʦʩʪʴ ʤʝʞʜʫ ʚʥʫʪʨʝʥʥʠʤʠ ʩʝʪʷʤʠ ʢʣʠʝʥʪʦʚ Ipsec  

 

PING 40.40.40.1 (40.40.40.1) from 10.10.10.1 : 56(84) bytes of data. 
64 bytes from 40.40.40.1: icmp_seq=1 ttl=64 time=0.808 ms 
64 bytes from 40.40.40.1: icmp_seq=2 ttl=64 time=0.301 ms 
64 bytes from 40.40.40.1: icmp_seq=3 ttl=64 time=0.354 ms 

 

10.10.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ tcpdump eth1 ʥʘ RouterB  ʜʣʷ ʚʳʚʦʜʘ ʧʨʦʚʝʨʢʠ 

ʠʥʢʘʧʩʫʣʷʮʠʠ ʧʨʦʭʦʜʷʱʠʭ ʯʝʨʝʟ ʪʫʥʥʝʣʴ ʧʘʢʝʪʦʚ 

 

 ʇʨʠʤʝʯʘʥʠʝ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ipsec ʚ ʪʫʥʝʣʴʥʦʤ ʨʝʞʠʤʝ, ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ ʚʠʜʝʥ ʚʥʝʰʥʠʡ IP 

ʘʜʨʝʩ ʠ ESP ʟʘʛʦʣʦʚʦʢ 

 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode 
listening on eth1, link-type EN10MB (Ethernet), capture size 262144 bytes 
11:02:30.238016 IP 20.20.20.1 > 30.30.30.2: ESP(spi=0xc851516c,seq=0x18), length 136 
11:02:30.239071 IP 30.30.30.2 > 20.20.20.1: ESP(spi=0xc6be2de4,seq=0x18), length 136 
11:02:31.239249 IP 20.20.20.1 > 30.30.30.2: ESP(spi=0xc851516c,seq=0x19), length 136 
11:02:31.240408 IP 30.30.30.2 > 20.20.20.1: ESP(spi=0xc6be2de4,seq=0x19), length 136 
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11 ʌʫʥʢʮʠʠ MPLS 

11.1 ʈʘʩʧʨʝʜʝʣʝʥʠʝ ʤʝʪʦʢ ʩ ʧʦʤʦʱʴʶ ʧʨʦʪʦʢʦʣʘ LDP 

11.1.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ  ʨʠʩʫʥʢʝ 59 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥʳ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ - RouterA, RouterB, RouterC. 

ʅʘʩʪʨʦʝʥʘ ʢʦʤʤʫʪʘʮʠʷ ʧʦ MPLS ʤʝʪʢʘʤ, ʜʠʥʘʤʠʯʝʩʢʘʷ ʤʘʨʰʨʫʪʠʟʘʮʠʷ ʜʣʷ 

ʧʝʨʝʜʘʯʠ ʤʘʨʰʨʫʪʦʚ loopback-ʠʥʪʝʨʬʝʡʩʦʚ ʠ ʧʨʦʪʦʢʦʣ ldp ʜʣʷ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʤʝʪʦʢ. 

 

ʈʠʩʫʥʦʢ 59 ï ʉʭʝʤʘ ʨʘʩʧʨʝʜʝʣʝʥʠʷ ʤʝʪʦʢ ʩ ʧʦʤʦʱʴʶ ʧʨʦʪʦʢʦʣʘ LDP 

 

11.1.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

11.1.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

11.1.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

11.1.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ip address 198.18.0.2/24 
RouterA(config-if-[eth1])#label-switching 
RouterA(config-if-[eth1])#enable-ldp ipv4 
RouterA(config-if-[eth1])#exit 
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11.1.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterA(config)#interface lo0 
RouterA(config-if-[lo0])#no shutdown 
RouterA(config-if-[lo0)#ip address 1.1.1.1/32 
RouterA(config-if-[lo0])#exit 

 

11.1.2.2.3 ʅʘʩʪʨʦʡʪʝ ʘʪʨʠʙʫʪʳ ʧʨʦʮʝʩʩʘ LDP 

 

RouterA(config)#router ldp 
RouterA(config-router)#router-id 1.1.1.1  
RouterA(config-router)#exit 

 

11.1.2.2.4 ʅʘʩʪʨʦʡʪʝ OSPF-ʤʘʨʰʨʫʪʠʟʘʮʠʶ ʩ ʫʢʘʟʘʥʥʳʤ ID ʦʙʣʘʩʪʠ ʥʘ 

ʠʥʪʝʨʬʝʡʩʘʭ ʩ IP-ʘʜʨʝʩʘʤʠ 

 

RouterA(config)#router ospf 1 
RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0.0.0.0 
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0.0.0.0 
RouterA(config-router)#end 

 

11.1.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

11.1.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ip address 198.18.0.1/24  
RouterB(config-if-[eth1])#label-switching 
RouterB(config-if-[eth1])#enable-ldp ipv4 
RouterB(config-if-[eth1])#exit 

 

11.1.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#ip address 198.18.1.1/24  
RouterB(config-if-[eth2])#label-switching 
RouterB(config-if-[eth2])#enable-ldp ipv4 
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RouterB(config-if-[eth2])#exit 

 

11.1.2.3.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterB(config)#interface lo0 
RouterB(config-if-[lo0])#no shutdown 
RouterB(config-if-[lo0])#ip address 2.2.2.2/32  
RouterB(config-if-[lo0])#exit 

 

11.1.2.3.4 ʅʘʩʪʨʦʡʪʝ ʘʪʨʠʙʫʪʳ ʧʨʦʮʝʩʩʘ LDP 

 

RouterB(config)#router ldp 
RouterB(config-router)#router-id 2.2.2.2 
RouterB(config-router)#exit 

 

11.1.2.3.5 ʅʘʩʪʨʦʡʪʝ OSPF-ʤʘʨʰʨʫʪʠʟʘʮʠʶ ʩ ʫʢʘʟʘʥʥʳʤ ID ʦʙʣʘʩʪʠ ʥʘ 

ʠʥʪʝʨʬʝʡʩʘʭ ʩ IP-ʘʜʨʝʩʘʤʠ 

 

RouterB(config)#router ospf 1 
RouterB(config-router)#network 2.2.2.2/32 area 0.0.0.0 
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0.0.0.0 
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0.0.0.0 
RouterB(config-router)#end 

 

11.1.2.4 ʅʘʩʪʨʦʡʪʝ RouterC 

11.1.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterC(config)#interface eth2 
RouterC(config-if-[eth2])#no shutdown 
RouterC(config-if-[eth2])#ip address 198.18.1.2/24  
RouterC(config-if-[eth2])#label-switching 
RouterC(config-if-[eth2])#enable-ldp ipv4 
RouterC(config-if-[eth2])#exit 

 

11.1.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterC(config)#interface lo0 
RouterC(config-if-[lo0])#no shutdown 
RouterC(config-if-[lo0])#ip address 3.3.3.3/32  
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RouterC(config-if-[lo0])#exit 

 

11.1.2.4.3 ʅʘʩʪʨʦʡʪʝ ʘʪʨʠʙʫʪʳ ʧʨʦʮʝʩʩʘ LDP 

 

RouterC(config)#router ldp 
RouterC(config-router)#router-id 3.3.3.3  
RouterC(config-router)#exit 

 

11.1.2.4.4 ʅʘʩʪʨʦʡʪʝ OSPF-ʤʘʨʰʨʫʪʠʟʘʮʠʶ ʩ ʫʢʘʟʘʥʥʳʤ ID ʦʙʣʘʩʪʠ ʥʘ 

ʠʥʪʝʨʬʝʡʩʘʭ ʩ IP-ʘʜʨʝʩʘʤʠ 

 

RouterC(config)#router ospf 1 
RouterC(config-router)#network 3.3.3.3/32 area 0.0.0.0 
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0.0.0.0 
RouterC(config-router)#end 

 

11.1.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

11.1.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ  

11.1.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ldp session ʥʘ RouterA ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʚʩʝʭ 

ʩʝʩʩʠʡ, ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʤʝʞʜʫ ʪʝʢʫʱʠʤ ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʤ ʧʦ ʤʝʪʢʘʤ 

 

Peer IP Address           IF Name        My Role                State                    KeepAlive           Uptime 
2.2.2.2                          eth1              Passive                 OPERATIONAL     30                       01:53:37 

 

11.1.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show mpls forwarding-table ʥʘ RouterA ʜʣʷ ʧʨʦʩʤʦʪʨʘ 

ʪʘʙʣʠʮʳ ʧʝʨʝʘʜʨʝʩʘʮʠʠ MPLS 

 

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN, K - CLI FTN, L - LDP FTN, R - RSVP-TE FTN, S - 
SNMP FTN, I - IGP-Shortcut, U - unknown FTN 
Code         FEC                   FTN-ID             Tunnel-id           Pri            LSP-Type                Out-Label                       Out-
Intf              Nexthop 
L>             2.2.2.2/32           1                        0                     Yes           LSP_DEFAULT          3                                     eth1        
           198.18.0.1 
L>             3.3.3.3/32           3                        0                     Yes           LSP_DEFAULT          53122                             eth1       
            198.18.0.1 
L>             198.18.1.0/24     2                        0                     Yes           LSP_DEFAULT          3                                     eth1       
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            198.18.0.1 

 

11.1.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show mpls ldp session 2.2.2.2 ʥʘ RouterA ʜʣʷ 

ʦʪʦʙʨʘʞʝʥʠʷ ʜʘʥʥʳʭ MPLS LDP ʧʦ ʩʝʩʩʠʠ 2.2.2.2 

 

Session state                          : OPERATIONAL 
Session role                           : Passive 
TCP Connection                     : Established 
IP Address for TCP                 : 2.2.2.2 
Interface being used              : eth1 
Peer LDP ID                            : 2.2.2.2:0 
Peer LDP Password                : Not Set 
Adjacencies                            : 198.18.0.1 
Advertisement mode             : Downstream Unsolicited 
Label retention mode            : Liberal 
Graceful Restart                     : Not 
Capable Keepalive Timeout   : 30 
Reconnect Interval                 : 15 
Address List received             : 2.2.2.2 
                                                 198.18.0.1 
                                                 198.18.1.1 
Received Labels                     :  Fec                               Label          Maps       To 
                                                 IPV4:3.3.3.3/32             53122         none 
                                                 IPV4:2.2.2.2/32             impl-null     none 
                                                 IPV4:198.18.1.0/24       impl-null     none 
                                                 IPV4:198.18.0.0/24       impl-null     none 
Sent Labels                           :   Fec                                Label          Maps      To 
                                                 IPV4:1.1.1.1/32             impl-null     none   
                                                 IPV4:198.18.0.0/24       impl-null     none 

 

11.1.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ldp session ʥʘ RouterB ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʚʩʝʭ 

ʩʝʩʩʠʡ, ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʤʝʞʜʫ ʪʝʢʫʱʠʤ ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʤ ʧʦ ʤʝʪʢʘʤ 

 

Peer IP Address           IF Name        My Role                State                   KeepAlive        Uptime 
1.1.1.1                          eth1              Active                   OPERATIONAL    30                    02:03:01 
3.3.3.3                          eth2              Passive                 OPERATIONAL    30                    02:04:09 

 

11.1.3.5 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show mpls ldp session 1.1.1.1 ʥʘ RouterB ʜʣʷ 

ʦʪʦʙʨʘʞʝʥʠʷ ʜʘʥʥʳʭ MPLS LDP ʧʦ ʩʝʩʩʠʠ 1.1.1.1 

 

Session state                           : OPERATIONAL 
Session role                             : Active 
TCP Connection                       : Established  



 
ʌʫʥʢʮʠʠ MPLS ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʥʘʩʪʨʦʡʢʝ  

ʂʈʇɻ.465614.001ʀʉ3  

 

ɺʝʨʩʠʷ 8.0 248 

 

IP Address for TCP                   : 1.1.1.1  
Interface being used                : eth1 
Peer LDP ID                              : 1.1.1.1:0 
Peer LDP Password                   : Not Set  
Adjacencies                              : 198.18.0.2 
Advertisement mode               : Downstream Unsolicited 
Label retention mode              : Liberal  
Graceful Restart                       : Not Capable Keepalive  
Timeout                                   : 30 
Reconnect Interval                   : 15 
Address List received               : 1.1.1.1 
                                                   198.18.0.2 
Received Labels              : Fec                           Label                Maps           To 
                                         IPV4:1.1.1.1/32         impl-null          53121 
                                         IPV4:198.18.0.0/24   impl-null          none 
Sent Labels                     : Fec                           Label                Maps           To 
                                         IPV4:3.3.3.3/32        53122               impl-null 
                                         IPV4:2.2.2.2/32        impl-null           none 
                                         IPV4:198.18.1.0/24  impl-null           impl-null 
                                         IPV4:198.18.0.0/24  impl-null           none 

 

11.1.3.6 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show mpls ldp session 3.3.3.3 ʥʘ RouterB ʜʣʷ 

ʦʪʦʙʨʘʞʝʥʠʷ ʜʘʥʥʳʭ MPLS LDP ʧʦ ʩʝʩʩʠʠ 3.3.3.3 

 

Session state                         : OPERATIONAL 
Session role                           : Passive 
TCP Connection                     : Established 
IP Address for TCP                 : 3.3.3.3  
Interface being used             : eth2 
Peer LDP ID                           : 3.3.3.3:0 
Peer LDP Password               : Not Set  
Adjacencies                          : 198.18.1.2 
Advertisement mode           : Downstream Unsolicited 
Label retention mode          : Liberal  
Graceful Restart                   : Not Capable Keepalive  
Timeout                               : 30 
Reconnect Interval              : 15 
Address List received          : 3.3.3.3 
                                             198.18.1.2 
Received Labels                  : Fec                           Label           Maps        To 
                                             IPV4:3.3.3.3/32         impl-null     53122 
                                             IPV4:198.18.1.0/24   impl-null     impl-null 
Sent Labels                          : Fec                          Label           Maps        To 
                                              IPV4:1.1.1.1/32       53121          impl-null 
                                              IPV4:2.2.2.2/32       impl-null     none 
                                              IPV4:198.18.1.0/24 impl-null     none 
                                              IPV4:198.18.0.0/24 impl-null     none 
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11.1.3.7 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show mpls forwarding-table ʥʘ RouterB ʜʣʷ ʧʨʦʩʤʦʪʨʘ 

ʪʘʙʣʠʮʳ ʧʝʨʝʘʜʨʝʩʘʮʠʠ MPLS 

 

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN, K - CLI  
FTN, L - LDP FTN, R - RSVP-TE FTN, S - SNMP FTN, I - IGP-Shortcut, U - unknown 
FTN 
Code       FEC              FTN-ID        Tunnel-id   Pri        LSP-Type          Out-Label     Out-Intf      Nexthop 
L>           1.1.1.1/32    1                   0                Yes       LSP_DEFAULT   3                   eth1            198.18.0.2 
L>           3.3.3.3/32    2                   0                Yes       LSP_DEFAULT   3                   eth1            198.18.1.2 

11.2 ʉʦʟʜʘʥʠʝ ʚʠʨʪʫʘʣʴʥʳʭ ʯʘʩʪʥʳʭ ʩʝʪʝʡ ʪʨʝʪʴʝʛʦ ʫʨʦʚʥʷ (MPLS L3VPN) 

11.2.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ  ʨʠʩʫʥʢʝ 60 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥʳ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ - RouterA, RouterB, RouterC, RouterD, RouterE. 

ʄʝʞʜʫ ʩʝʨʚʠʩʥʳʤʠ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʤʠ ʥʘʩʪʨʦʝʥ ʧʨʦʪʦʢʦʣ MPLS. 

RouterA ʠ RouterC ʚʳʧʦʣʥʷʶʪ ʨʦʣʴ PE (Provider Edge) ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʚ ʠ ʷʚʣʷʶʪʩʷ 

ʢʣʶʯʝʚʳʤʠ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʩʚʷʟʠ ʤʝʞʜʫ ʨʘʟʣʠʯʥʳʤʠ ʩʝʪʷʤʠ. PE ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ 

ʥʘʭʦʜʷʪʩʷ ʥʘ ʛʨʘʥʠʮʝ ʩʝʪʠ ʧʨʦʚʘʡʜʝʨʘ. 

RouterB ʚʳʧʦʣʥʷʝʪ ʨʦʣʴ P (Provider) ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ ʠ ʪʘʢ ʞʝ ʷʚʣʷʝʪʩʷ ʚʘʞʥʳʤ ʚ 

ʩʝʪʠ. P ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʥʘʭʦʜʠʪʩʷ ʚʥʫʪʨʠ ʩʝʪʠ ʧʨʦʚʘʡʜʝʨʘ ʠ ʦʪʚʝʯʘʝʪ ʟʘ ʪʨʘʥʩʧʦʨʪʠʨʦʚʢʫ 

ʪʨʘʬʠʢʘ ʤʝʞʜʫ PE ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʤʠ. 

RouterD ʠ RouterE ʚʳʧʦʣʥʷʶʪ ʨʦʣʴ CE (Customer Edge) ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʚ. ʆʥʠ 

ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʛʨʘʥʠʮʫ ʤʝʞʜʫ ʩʝʪʴʶ ʢʣʠʝʥʪʘ ʠ ʩʝʪʴʶ ʧʨʦʚʘʡʜʝʨʘ. 

 

ʈʠʩʫʥʦʢ 60 ï ʉʭʝʤʘ ʩʦʟʜʘʥʠʷ ʚʠʨʪʫʘʣʴʥʳʭ ʯʘʩʪʥʳʭ ʩʝʪʝʡ ʪʨʝʪʴʝʛʦ ʫʨʦʚʥʷ (MPLS L3VPN) 
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11.2.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

11.2.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

11.2.2.2 ʅʘʩʪʨʦʡʪʝ RouterA (PE1) 

11.2.2.2.1 ʅʘʟʥʘʯʴʪʝ ʵʢʟʝʤʧʣʷʨʫ VRF ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ ʠ ʜʦʙʘʚʴʪʝ 

ʩʧʠʩʦʢ ʠʤʧʦʨʪʥʳʭ ʠ ʵʢʩʧʦʨʪʥʳʭ ʘʪʨʠʙʫʪʦʚ extended community ʜʣʷ ʤʘʨʰʨʫʪʦʚ 

 

RouterA(config)#ip vrf CUST1 
RouterA(config-vrf)#router-id 1.1.1.1 
RouterA(config-vrf)#rd 65000:100 
RouterA(config-vrf)#route-target import 65000:101 
RouterA(config-vrf)#route-target export 65000:102 
RouterA(config-vrf)#exit 

 

11.2.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#description to_P  
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ip address 198.18.0.2/24 
RouterA(config-if-[eth1])#label-switching 
RouterA(config-if-[eth1])#enable-ldp ipv4  
RouterA(config-if-[eth1])#exit 

 

11.2.2.2.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterA(config)#interface eth2 
RouterA(config-if-[eth2])#description to_CE1 
RouterA(config-if-[eth2])#ip vrf forwarding CUST1  
RouterA(config-if-[eth2])#no shutdown 
RouterA(config-if-[eth2])#ip address 100.1.0.1/24  
RouterA(config-if-[eth2])#exit 
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11.2.2.2.4 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterA(config)#interface lo0 
RouterA(config-if-[lo0])#no shutdown 
RouterA(config-if-[lo0])#ip address 1.1.1.1/32  
RouterA(config-if-[lo0])#exit 

 

11.2.2.2.5 ʅʘʩʪʨʦʡʪʝ ʟʘʧʠʩʴ ʜʣʷ ʩʧʠʩʢʘ IPv4 ʧʨʝʬʠʢʩʦʚ  ʠ ʟʘʜʘʡʪʝ ʘʪʨʠʙʫʪʳ ʜʣʷ 

ʧʨʦʮʝʩʩʘ LDP 

 

RouterA(config)#ip prefix-list permit-any seq 5 permit any  
RouterA(config)#router ldp 
RouterA(config-router)#router-id 1.1.1.1 
RouterA(config-router)#receive-labels for permit-any from any  
RouterA(config-router)#advertisement-mode downstream-on-demand  
RouterA(config-router)#exit 

 

11.2.2.2.6 ʅʘʩʪʨʦʡʪʝ OSPF-ʤʘʨʰʨʫʪʠʟʘʮʠʶ ʩ ʫʢʘʟʘʥʥʳʤ ID ʦʙʣʘʩʪʠ ʥʘ 

ʠʥʪʝʨʬʝʡʩʘʭ ʩ IP-ʘʜʨʝʩʘʤʠ 

 

RouterA(config)#router ospf 
RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0 
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0  
RouterA(config-router)#exit 

 

11.2.2.2.7 ʅʘʩʪʨʦʡʪʝ ʧʨʦʮʝʩʩ ʤʘʨʰʨʫʪʠʟʘʮʠʠ OSPF  ʠ ʟʘʧʫʩʪʠʪʝ ʨʝʜʠʩʪʨʠʙʫʮʠʶ ʚ 

OSPF ʤʘʨʰʨʫʪʦʚ BGP 

 

RouterA(config)#router ospf 1 CUST1  
RouterA(config-router)#redistribute bgp 
RouterA(config-router)#network 100.1.0.0 0.0.0.255 area 0  
RouterA(config-router)#exit 

 

11.2.2.2.8 ʅʘʩʪʨʦʡʪʝ ʧʨʦʮʝʩʩ BGP 

 

RouterA(config)#router bgp 65000 
RouterA(config-router)#neighbor 3.3.3.3 remote-as 65000  
RouterA(config-router)#neighbor 3.3.3.3 update-source lo0 
RouterA(config-router)#neighbor 3.3.3.3 soft-reconfiguration inbound  
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RouterA(config-router)#address-family vpnv4 unicast 
RouterA(config-router-af)#neighbor 3.3.3.3 activate 
RouterA(config-router-af)#neighbor 3.3.3.3 soft-reconfiguration inbound 
RouterA(config-router-af)#exit-address-family 
RouterA(config-router)#address-family ipv4 vrf CUST1 
RouterA(config-router-af)#redistribute connected 
RouterA(config-router-af)#redistribute ospf 1 
RouterA(config-router-af)#exit-address-family 
RouterA(config-router)#end 

 

11.2.2.3 ʅʘʩʪʨʦʡʪʝ RouterC (PE2) 

11.2.2.3.1 ʅʘʟʥʘʯʴʪʝ ʵʢʟʝʤʧʣʷʨʫ VRF  ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ ʠ ʜʦʙʘʚʴʪʝ 

ʩʧʠʩʦʢ ʠʤʧʦʨʪʥʳʭ ʠ ʵʢʩʧʦʨʪʥʳʭ ʘʪʨʠʙʫʪʦʚ extended community ʜʣʷ ʤʘʨʰʨʫʪʦʚ 

 

RouterC(config)#ip vrf CUST1 
RouterC(config-vrf)#router-id 3.3.3.3 
RouterC(config-vrf)#rd 65000:100 
RouterC(config-vrf)#route-target export 65000:101 
RouterC(config-vrf)#route-target import 65000:102 
RouterC(config-vrf)#exit 

 

11.2.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterC(config)#interface eth2 
RouterC(config-if-[eth2])#description to_P  
RouterC(config-if-[eth2])#no shutdown 
RouterC(config-if-[eth2])#ip address 198.18.1.2/24 
RouterC(config-if-[eth2])#label-switching 
RouterC(config-if-[eth2])#enable-ldp ipv4  
RouterC(config-if-[eth2])#exit 

 

11.2.2.3.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterC(config)#interface eth1 
RouterC(config-if-[eth1])#no ip address dhcp 
RouterC(config-if-[eth1])#description to_CE2 
RouterC(config-if-[eth1])#ip vrf forwarding CUST1  
RouterC(config-if-[eth1])#no shutdown 
RouterC(config-if-[eth1])#ip address 101.1.0.1/24 
RouterC(config-if-[eth1])#exit 
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11.2.2.3.4 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterC(config)#interface lo0 
RouterC(config-if-[lo0])#no shutdown 
RouterC(config-if-[lo0])#ip address 3.3.3.3/32  
RouterC(config-if-[lo0])#exit 

 

11.2.2.3.5 ʅʘʩʪʨʦʡʪʝ ʟʘʧʠʩʴ ʜʣʷ ʩʧʠʩʢʘ IPv4 ʧʨʝʬʠʢʩʦʚ ʠ ʟʘʜʘʡʪʝ ʘʪʨʠʙʫʪʳ ʜʣʷ 

ʧʨʦʮʝʩʩʘ LDP 

 

RouterC(config)#ip prefix-list permit-any seq 5 permit any  
RouterC(config)#router ldp 
RouterC(config-router)#router-id 3.3.3.3 
RouterC(config-router)#receive-labels for permit-any from any  
RouterC(config-router)#advertisement-mode downstream-on-demand 
RouterC(config-router)#exit 

 

11.2.2.3.6 ʅʘʩʪʨʦʡʪʝ OSPF-ʤʘʨʰʨʫʪʠʟʘʮʠʶ ʩ ʫʢʘʟʘʥʥʳʤ ID ʦʙʣʘʩʪʠ ʥʘ 

ʠʥʪʝʨʬʝʡʩʘʭ ʩ IP-ʘʜʨʝʩʘʤʠ 

 

RouterC(config)#router osrf 
RouterC(config-router)#network 3.3.3.3 0.0.0.0 area 0 
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0 
RouterC(config-router)#exit 

 

11.2.2.3.7 ʅʘʩʪʨʦʡʪʝ ʧʨʦʮʝʩʩ ʤʘʨʰʨʫʪʠʟʘʮʠʠ OSPF 

 

RouterC(config)#router ospf 1 CUST1 
RouterC(config-router)#redistribute bgp 
RouterC(config-router)#network 101.1.0.0 0.0.0.255 area 0  
RouterC(config-router)#exit 

 

11.2.2.3.8 ʅʘʩʪʨʦʡʪʝ ʧʨʦʮʝʩʩ BGP 

 

RouterC(config)#router bgp 65000 
RouterC(config-router)#neighbor 1.1.1.1 remote-as 65000 
RouterC(config-router)#neighbor 1.1.1.1 update-source lo0 
RouterC(config-router)#neighbor 1.1.1.1 soft-reconfiguration inbound 
RouterC(config-router)#address-family vpnv4 unicast 
RouterC(config-router-af)#neighbor 1.1.1.1 activate 
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RouterC(config-router-af)#neighbor 1.1.1.1 soft-reconfiguration inbound 
RouterC(config-router-af)#exit-address-family 
RouterC(config-router)#address-family ipv4 vrf CUST1  
RouterC(config-router-af)#redistribute connected 
RouterC(config-router-af)#redistribute ospf 1 
RouterC(config-router-af)#exit-address-family  
RouterC(config-router)#end 

 

11.2.2.4 ʅʘʩʪʨʦʡʪʝ RouterB (P) 

11.2.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#description to_PE1 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ip address 198.18.0.1/24 
RouterB(config-if-[eth1])#label-switching 
RouterB(config-if-[eth1])#enable-ldp ipv4  
RouterB(config-if-[eth1])#exit 

 

11.2.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#description to_PE2 
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#ip address 198.18.1.1/24 
RouterB(config-if-[eth2])#label-switching 
RouterB(config-if-[eth2])#enable-ldp ipv4  
RouterB(config-if-[eth2])#exit 

 

11.2.2.4.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterB(config)#interface lo0 
RouterB(config-if-[lo0])#no shutdown 
RouterB(config-if-[lo0])#ip address 2.2.2.2/32 
RouterB(config-if-[lo0])#exit 

 

11.2.2.4.4 ʅʘʩʪʨʦʡʪʝ ʟʘʧʠʩʴ ʜʣʷ ʩʧʠʩʢʘ IPv4 ʧʨʝʬʠʢʩʦʚ ʠ ʟʘʜʘʡʪʝ ʘʪʨʠʙʫʪʳ ʜʣʷ 

ʧʨʦʮʝʩʩʘ LDP 

 

RouterB(config)#ip prefix-list permit-any seq 5 permit any 
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RouterB(config)#router ldp 
RouterB(config-router)#router-id 2.2.2.2 
RouterB(config-router)#receive-labels for permit-any from any  
RouterB(config-router)#advertisement-mode downstream-on-demand  
RouterB(config-router)#exit 

 

11.2.2.4.5 ʅʘʩʪʨʦʡʪʝ OSPF-ʤʘʨʰʨʫʪʠʟʘʮʠʶ ʩ ʫʢʘʟʘʥʥʳʤ ID ʦʙʣʘʩʪʠ ʥʘ 

ʠʥʪʝʨʬʝʡʩʘʭ ʩ IP-ʘʜʨʝʩʘʤʠ 

 

RouterB(config)#router ospf 1 
RouterB(config-router)#network 2.2.2.2/32 area 0 
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0 
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0  
RouterB(config-router)#end 

 

11.2.2.5 ʅʘʩʪʨʦʡʪʝ RouterD (CE1) 

11.2.2.5.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterD(config)#interface eth1 
RouterD(config-if-[eth1])#no ip address dhcp 
RouterD(config-if-[eth1])#description to_PE1 
RouterD(config-if-[eth1])#no shutdown 
RouterD(config-if-[eth1])#ip address 100.1.0.2/24 
RouterD(config-if-[eth1])#exit 

 

11.2.2.5.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterD(config)#interface lo0 
RouterD(config-if-[lo0])#no shutdown 
RouterD(config-if-[lo0])#ip address 4.4.4.4/32 
RouterD(config-if-[lo0])#exit 

 

11.2.2.5.3 ʅʘʩʪʨʦʡʪʝ OSPF-ʤʘʨʰʨʫʪʠʟʘʮʠʶ ʩ ʫʢʘʟʘʥʥʳʤ ID ʦʙʣʘʩʪʠ ʥʘ 

ʠʥʪʝʨʬʝʡʩʘʭ ʩ IP-ʘʜʨʝʩʘʤʠ 

 

RouterD(config)#router ospf 
RouterD(config-router)#network 4.4.4.4/32 area 0.0.0.0 
RouterD(config-router)#network 100.1.0.0/24 area 0.0.0.0  
RouterD(config-router)#end 
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11.2.2.6 ʅʘʩʪʨʦʡʪʝ RouterE (CE2) 

11.2.2.6.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterE(config)#interface eth1 
RouterE(config-if-[eth1])#no ip address dhcp 
RouterE(config-if-[eth1])#description to_PE2 
RouterE(config-if-[eth1])#no shutdown 
RouterE(config-if-[eth1])#ip address 101.1.0.2/24 
RouterE(config-if-[eth1])#exit 

 

11.2.2.6.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterE(config)#interface lo0 
RouterE(config-if-[lo0])#no shutdown 
RouterE(config-if-[lo0])#ip address 5.5.5.5/32 
RouterE(config-if-[lo0])#exit 

 

11.2.2.6.3 ʅʘʩʪʨʦʡʪʝ OSPF-ʤʘʨʰʨʫʪʠʟʘʮʠʶ ʩ ʫʢʘʟʘʥʥʳʤ ID ʦʙʣʘʩʪʠ ʥʘ 

ʠʥʪʝʨʬʝʡʩʘʭ ʩ IP-ʘʜʨʝʩʘʤʠ 

 

RouterE(config)#router ospf 
RouterE(config-router)#network 5.5.5.5/32 area 0.0.0.0 
RouterE(config-router)#network 101.1.0.0/24 area 0.0.0.0 
RouterE(config-router)#end 

 

11.2.2.7 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

11.2.3  ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ  

11.2.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show mpls ldp neighbor ʥʘ RouterA ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ 

ʜʘʥʥʳʭ MPLS LDP 

 

IP Address             Mode         Intf Name      Holdtime      LDP-Identifier 
198.18.0.1              Interface    eth1               15                 2.2.2.2:0 

 

11.2.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show mpls forwarding-table ʥʘ RouterA ʜʣʷ ʧʨʦʩʤʦʪʨʘ 

ʪʘʙʣʠʮʳ ʧʝʨʝʘʜʨʝʩʘʮʠʠ MPLS 
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Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN, K - CLI FTN, L ς LDP FTN, R - RSVP-TE FTN, S - 
SNMP FTN, I - IGP-Shortcut, U - unknown FTN 
Code             FEC                     FTN-ID        Out-Intf               Nexthop                 Tunnel-id                   Pri                     LSP-
Type                  Out-Label 
L>                 2.2.2.2/32           1                  0                          Yes                          LSP_DEFAULT             3                       eth1 
                        198.18.0.1 
L>                 3.3.3.3/32           2                  0                          Yes                          LSP_DEFAULT            53121                eth1
                         198.18.0.1 
L>                 198.18.1.0/24     4                  0                          Yes                          LSP_DEFAULT             3                       eth1
                         198.18.0.1 

 

11.2.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show mpls forwarding-table ʥʘ RouterC ʜʣʷ ʧʨʦʩʤʦʪʨʘ 

ʪʘʙʣʠʮʳ ʧʝʨʝʘʜʨʝʩʘʮʠʠ MPLS 

 

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN, K - CLI FTN, L - LDP FTN, R - RSVP-TE FTN, S - 
SNMP FTN, I - IGP-Shortcut,U - unknown FTN 
Code            FEC                   FTN-ID          Out-Intf       Nexthop         Tunnel-id            Pri               LSP-Type             Out-
Label 
L>               1.1.1.1/32          1                    0                  Yes                  LSP_DEFAULT     53120          eth2                    198.1
8.1.1 
L>               2.2.2.2/32          2                    0                  Yes                  LSP_DEFAULT     3                  eth2                    198.1
8.1.1 
L>              198.18.0.0/32     3                    0                  Yes                  LSP_DEFAULT     3                  eth2                    198.1
8.1.1 

 

11.2.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip route vrf CUST1 ʥʘ RouterA ʜʣʷ ʧʨʦʩʤʦʪʨʘ 

ʪʘʙʣʠʮʳ ʤʘʨʰʨʫʪʠʟʘʮʠʠ 

 

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP O - OSPF, IA - 
OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
E1 - OSPF external type 1, E2 - OSPF external type 2 
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
*                   - candidate default 
IP Route Table for VRF "CUST1" 
O                4.4.4.4/32 [110/20] via 100.1.0.2, eth2, 01:44:35 
B                5.5.5.5/32 [200/20] via 3.3.3.3, 01:45:41 
C                100.1.0.0/24 is directly connected, eth2 
B                101.1.0.0/24 [200/0] via 3.3.3.3, 01:27:01 
Gateway of last resort is not set 

 

11.2.3.5 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip bgp vpnv4 vrf CUST1 ʥʘ RouterA ʜʣʷ ʧʨʦʩʤʦʪʨʘ 

ʠʥʬʦʨʤʘʮʠʠ ʧʦ VPNv4 
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Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, 
l - labeled 
S Stale 
Origin codes: i - IGP, e - EGP, ? - incomplete 
Network    Next      Hop      Metric        LocPrf       Weight 
Path Route Distinguisher: 65000:100 (Default for VRF CUST1) 
*> l      4.4.4.4/32      100.1.0.2   20      100      32768      ? 
*> i      5.5.5.5/32       3.3.3.3      20      100      0              ? 
*> l      101.1.0.0/24   0.0.0.0      0        100      32768      ? 
*> i      100.1.0.0/24   3.3.3.3      0        100      0              ? 
Announced routes count = 2 
Accepted routes count = 2 

 

11.2.3.6 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip route ʥʘ RouterD ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʪʘʙʣʠʮ 

ʤʘʨʰʨʫʪʠʟʘʮʠʠ  

 

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP O - OSPF, IA - 
OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
E1 - OSPF external type 1, E2 - OSPF external type 2 
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default 
IP Route Table for VRF "default" 
C            4.4.4.4/32 is directly connected, lo0 
O IA       5.5.5.5/32 [110/21] via 100.1.0.1, eth1, 01:52:37 
C           100.1.0.0/24 is directly connected, eth1 
O E2      101.1.0.0/24 [110/1] via 100.1.0.1, eth1, 01:35:40 
C           127.0.0.0/8 is directly connected, lo  
Gateway of last resort is not set 

 

11.2.3.7 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 5.5.5.5 repeat 4 ʥʘ RouterD ʜʣʷ ʦʪʧʨʘʚʢʠ 4 

ʟʘʧʨʦʩʦʚ ICMP ʩʦʦʙʱʝʥʠʡ  

 

PING 5.5.5.5 (5.5.5.5) 56(84) bytes of data. 
64 bytes from 5.5.5.5: icmp_seq=1 ttl=62 time=2.97 ms 
64 bytes from 5.5.5.5: icmp_seq=2 ttl=62 time=2.94 ms 
64 bytes from 5.5.5.5: icmp_seq=3 ttl=62 time=2.99 ms 
64 bytes from 5.5.5.5: icmp_seq=4 ttl=62 time=2.89 ms 
--- 5.5.5.5 ping statistics --- 
4 packets transmitted, 4 received, 0% packet loss, time 7ms 
rtt min/avg/max/mdev = 2.887/2.944/2.990/0.066 ms 
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11.2.3.8 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ tcpdump eth2 filter "mpls && mpls && icmp" ʥʘ RouterC 

PE2 ʜʣʷ ʘʥʘʣʠʟʘ ʠʥʬʦʨʤʘʮʠʠ  

 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode 
listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes 
06:38:07.798169 MPLS (label 53120, exp 0, ttl 255) (label 52481, exp 0, [S], ttl 255) IP 5.5.5.5 > 100.1.0.2: ICMP 
echo reply, id 8362, seq 1, length 64 
06:38:08.799440 MPLS (label 53120, exp 0, ttl 255) (label 52481, exp 0, [S], ttl 255) IP 5.5.5.5 > 100.1.0.2: ICMP 
echo reply, id 8362, seq 2, length 64 
06:38:09.800652 MPLS (label 53120, exp 0, ttl 255) (label 52481, exp 0, [S], ttl 255) IP 5.5.5.5 > 100.1.0.2: ICMP 
echo reply, id 8362, seq 3, length 64 
06:38:10.801734 MPLS (label 53120, exp 0, ttl 255) (label 52481, exp 0, [S], ttl 255) IP 5.5.5.5 > 100.1.0.2: ICMP 
echo reply, id 8362, seq 4, length 64 
^C 
4 packets captured 
4 packets received by filter 
0 packets dropped by kernel 

11.3 ʉʦʟʜʘʥʠʝ ʚʠʨʪʫʘʣʴʥʳʭ ʯʘʩʪʥʳʭ ʩʝʪʝʡ ʚʪʦʨʦʛʦ ʫʨʦʚʥʷ (MPLS L2VPN) ʧʦ 

ʪʝʭʥʦʣʦʛʠʷʤ VPWS 

11.3.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 61 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥʳ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ - RouterA, RouterB, RouterC, RouterD, RouterE. 

ʄʝʞʜʫ ʩʝʨʚʠʩʥʳʤʠ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʤʠ ʥʘʩʪʨʦʝʥ ʧʨʦʪʦʢʦʣ MPLS ʧʦ ʪʝʭʥʦʣʦʛʠʷʤ 

VPWS. 

RouterA ʠ RouterC ʚʳʧʦʣʥʷʶʪ ʨʦʣʴ PE (Provider Edge) ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʚ ʠ ʷʚʣʷʶʪʩʷ 

ʢʣʶʯʝʚʳʤʠ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʩʚʷʟʠ ʤʝʞʜʫ ʨʘʟʣʠʯʥʳʤʠ ʩʝʪʷʤʠ. PE ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ 

ʥʘʭʦʜʷʪʩʷ ʥʘ ʛʨʘʥʠʮʝ ʩʝʪʠ ʧʨʦʚʘʡʜʝʨʘ. 

RouterB ʚʳʧʦʣʥʷʝʪ ʨʦʣʴ P (Provider) ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ ʠ ʪʘʢ ʞʝ ʷʚʣʷʝʪʩʷ ʚʘʞʥʳʤ ʚ 

ʩʝʪʠ. P ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʥʘʭʦʜʠʪʩʷ ʚʥʫʪʨʠ ʩʝʪʠ ʧʨʦʚʘʡʜʝʨʘ ʠ ʦʪʚʝʯʘʝʪ ʟʘ ʪʨʘʥʩʧʦʨʪʠʨʦʚʢʫ 

ʪʨʘʬʠʢʘ ʤʝʞʜʫ PE ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʤʠ. 

RouterD ʠ RouterE ʚʳʧʦʣʥʷʶʪ ʨʦʣʴ CE (Customer Edge) ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʚ. ʆʥʠ 

ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʛʨʘʥʠʮʫ ʤʝʞʜʫ ʩʝʪʴʶ ʢʣʠʝʥʪʘ ʠ ʩʝʪʴʶ ʧʨʦʚʘʡʜʝʨʘ. 

ʅʘ RouterA (PE1) ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ eth1 (IP address 198.18.0.2/24), eth2, 

loopback-ʠʥʪʝʨʬʝʡʩ lo0 (IP address 1.1.1.1/32). 

ʅʘ RouterB (P) ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ eth1 (IP address 198.18.0.1/24), eth2  (IP 

address 198.18.1.1/24), loopback-ʠʥʪʝʨʬʝʡʩ lo0 (IP address 2.2.2.2/32). 
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ʅʘ RouterC (PE2) ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ eth1, eth2  (IP address 198.18.1.2/24), 

loopback-ʠʥʪʝʨʬʝʡʩ lo0 (IP address 3.3.3.3/32). 

ʅʘ RouterD (CE1) ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth1 (IP address 100.1.0.11/24). 

ʅʘ RouterE (CE2) ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth1 (IP address 100.1.0.12/24). 

 

ʈʠʩʫʥʦʢ 61 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʚʠʨʪʫʘʣʴʥʳʭ ʯʘʩʪʥʳʭ ʩʝʪʝʡ ʚʪʦʨʦʛʦ ʫʨʦʚʥʷ (MPLS L2VPN) 

ʧʦ ʪʝʭʥʦʣʦʛʠʷʤ VPWS 

 

11.3.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ 

11.3.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

11.3.2.2 ʅʘʩʪʨʦʡʪʝ RouterA (PE1) 

11.3.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#description to_P  
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ip address 198.18.0.2/24  
RouterA(config-if-[eth1])#label-switching 
RouterA(config-if-[eth1])#enable-ldp ipv4  
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RouterA(config-if-[eth1])#exit 

 

11.3.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterA(config)#interface eth2 
RouterA(config-if-[eth2])#no shutdown 
RouterA(config-if-[eth2])#exit 

 

11.3.2.2.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterA(config)#interface lo0 
RouterA(config-if-[lo0])#no shutdown 
RouterA(config-if-[lo0])#ip address 1.1.1.1/32  
RouterA(config-if-[lo0])#exit 

 

11.3.2.2.4 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2.100 

 

RouterA(config)#interface eth2.100 
RouterA(config-if-[eth2.100])#vid 100 ethertype 0x8100 
RouterA(config-if-[eth2.100])#description to_CE1 
RouterA(config-if-[eth2.100])#no shutdown 
RouterA(config-if-[eth2.100])#exit 

 

11.3.2.2.5 ʇʨʠʚʷʞʠʪʝ ʠʥʪʝʨʬʝʡʩ ʢ Virtual Circuit MPLS Layer2 

 

RouterA(config)#interface eth2.100 
RouterA(config-if-[eth2.100])#mpls-l2-circuit CUST1 ethernet 
RouterA(config-if-[eth2.100])#exit 

 

11.3.2.2.6 ʉʦʟʜʘʡʪʝ ʵʢʟʝʤʧʣʷʨ ʚʠʨʪʫʘʣʴʥʦʡ ʩʭʝʤʳ ʫʨʦʚʥʷ 2 MPLS ʠ ʟʘʜʘʡʪʝ 

ʘʪʨʠʙʫʪʳ ʜʣʷ ʧʨʦʮʝʩʩʘ LDP 

 

RouterA(config)#mpls l2-circuit CUST1 100 3.3.3.3  
RouterA(config)#router ldp 
RouterA(config-router)#router-id 1.1.1.1 
RouterA(config-router)#targeted-peer ipv4 3.3.3.3 
RouterA(config-router-targeted-peer)#exit-targeted-peer-mode 
RouterA(config-router)#transport-address ipv4 1.1.1.1 
RouterA(config-mpls)#exit 
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11.3.2.2.7 ʅʘʩʪʨʦʡʪʝ ʧʨʦʮʝʩʩ ʤʘʨʰʨʫʪʠʟʘʮʠʠ OSPF 

 

RouterA(config)#router ospf 
RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0 
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0 
RouterA(config-router)#end 

 

11.3.2.3 ʅʘʩʪʨʦʡʪʝ RouterB (P) 

11.3.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#description to_PE1 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ip address 198.18.0.1/24 
RouterB(config-if-[eth1])#label-switching 
RouterB(config-if-[eth1])#enable-ldp ipv4 
RouterB(config-if-[eth1])#exit 

 

11.3.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#description to_PE2  
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#ip address 198.18.1.1/24 
RouterB(config-if-[eth2])#label-switching 
RouterB(config-if-[eth2])#enable-ldp ipv4 
RouterB(config-if-[eth2])#exit 

 

11.3.2.3.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterB(config)#interface lo0 
RouterB(config-if-[lo0])#no shutdown 
RouterB(config-if-[lo0])#ip address 2.2.2.2/32 
RouterB(config-if-[lo0])#exit 

 

11.3.2.3.4 ɿʘʜʘʡʪʝ ʘʪʨʠʙʫʪʳ ʜʣʷ ʧʨʦʮʝʩʩʘ LDP 

 

RouterB(config)#router ldp 
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RouterB(config-router)#router-id 2.2.2.2 
RouterB(config-router)#transport-address ipv4 2.2.2.2 
RouterB(config-router)#exit 

 

11.3.2.3.5 ʅʘʩʪʨʦʡʪʝ ʧʨʦʮʝʩʩ ʤʘʨʰʨʫʪʠʟʘʮʠʠ OSPF 

 

RouterB(config)#router ospf 
RouterB(config-router)#network 2.2.2.2/32 area 0 
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0 
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0 
RouterB(config-router)#end 

 

11.3.2.4 ʅʘʩʪʨʦʡʪʝ RouterC (PE2) 

11.3.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterC(config)#interface eth2 
RouterC(config-if-[eth2])#description to_P 
RouterC(config-if-[eth2])#no shutdown 
RouterC(config-if-[eth2])#ip address 198.18.1.2/24 
RouterC(config-if-[eth2])#label-switching 
RouterC(config-if-[eth2])#enable-ldp ipv4 
RouterC(config-if-[eth2])#exit 

 

11.3.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterC(config)#interface eth1 
RouterC(config-if-[eth1])#no shutdown 
RouterC(config-if-[eth1])#exit 

 

11.3.2.4.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterC(config)#interface lo0 
RouterC(config-if-[lo0])#no shutdown 
RouterC(config-if-[lo0])#ip address 3.3.3.3/32 
RouterC(config-if-[lo0])#exit 

 

11.3.2.4.4 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1.100 

 

RouterC(config)#interface eth1.100 
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RouterC(config-if-[eth1.100])#vid 100 ethertype 0x8100 
RouterC(config-if-[eth1.100])#description to_CE2 
RouterC(config-if-[eth1.100])#no shutdown 
RouterC(config-if-[eth1.100])#exit 

 

11.3.2.4.5 ʇʨʠʚʷʞʠʪʝ ʠʥʪʝʨʬʝʡʩ ʢ Virtual Circuit MPLS Layer2  

 

RouterC(config)#interface eth1.100 
RouterC(config-if-[eth1.100])#)#mpls-l2-circuit CUST1 ethernet 
RouterC(config-mpls)#exit 

 

11.3.2.4.6 ʉʦʟʜʘʡʪʝ ʵʢʟʝʤʧʣʷʨ ʚʠʨʪʫʘʣʴʥʦʡ ʩʭʝʤʳ ʫʨʦʚʥʷ 2 MPLS ʠ ʟʘʜʘʡʪʝ 

ʘʪʨʠʙʫʪʳ ʜʣʷ ʧʨʦʮʝʩʩʘ LDP 

 

RouterC(config)#mpls l2-circuit CUST1 100 1.1.1.1 
RouterC(config)#router ldp 
RouterC(config-router)#router-id 3.3.3.3 
RouterC(config-router)#targeted-peer ipv4 1.1.1.1 
RouterC(config-router-targeted-peer)#exit-targeted-peer-mode 
RouterC(config-router)#transport-address ipv4 3.3.3.3 
RouterC(config-router)#exit 

 

11.3.2.4.7 ʅʘʩʪʨʦʡʪʝ ʧʨʦʮʝʩʩ ʤʘʨʰʨʫʪʠʟʘʮʠʠ OSPF 

 

RouterC(config)#router ospf 
RouterC(config-router)#network 3.3.3.3 0.0.0.0 area 0 
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0 
RouterC(config-router)#end 

 

11.3.2.5 ʅʘʩʪʨʦʡʪʝ RouterD (CE1) 

11.3.2.5.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterD(config)#interface eth1 
RouterD(config-if-[eth1])#no shutdown 
RouterD(config-if-[eth1])#exit 

 

11.3.2.5.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1.100 

 

RouterD(config)#interface eth1.100 
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RouterD(config-if-[eth1.100])#vid 100 ethertype 0x8100  
RouterD(config-if-[eth1.100])#no shutdown 
RouterD(config-if-[eth1.100])#ip address 100.1.0.11/24 
RouterD(config-if-[eth1.100])#end 

 

11.3.2.6 ʅʘʩʪʨʦʡʪʝ RouterE (CE2) 

11.3.2.6.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterE(config)#interface eth1 
RouterE(config-if-[eth1])#no shutdown 
RouterE(config-if-[eth1])#exit 

 

11.3.2.6.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1.100 

 

RouterE(config)#interface eth1.100 
RouterE(config-if-[eth1.100])#vid 100 ethertype 0x8100 
RouterE(config-if-[eth1.100])#no shutdown 
RouterE(config-if-[eth1.100])#ip address 100.1.0.12/24 
RouterE(config-if-[eth1.100])#end 

 

11.3.2.7 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

11.3.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ  

11.3.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ldp mpls-l2-circuit ʥʘ RouterA, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ 

ʩʚʦʜʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʚʠʨʪʫʘʣʴʥʦʡ ʩʭʝʤʳ ʫʨʦʚʥʷ 2 (Layer-2 Virtual Circuit) ʦʙʦ ʚʩʝʭ 

ʚʠʨʪʫʘʣʴʥʳʭ ʩʭʝʤʘʭ MPLS, ʥʘʩʪʨʦʝʥʥʳʭ ʥʘ ʪʝʢʫʱʝʤ ʤʘʨʰʨʫʪʠʟʘʪʦʨʝ ʧʦ ʤʝʪʢʘʤ (LSR). 

 

Transport                   Client                VC                  VC               Local        Remote   Destination 
VC ID    Binding        State                  Type              VC Label      VC Label  Address 
100       eth2.100       UP                     Ethernet        53120          52480      3.3.3.3 

 

11.3.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 100.1.0.12 repeat 4 ʥʘ RouterD ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʚʷʟʠ 

ʤʝʞʜʫ RouterD ʠ RouterE 

 

PING 100.1.0.12 (100.1.0.12) 56(84) bytes of data. 
64 bytes from 100.1.0.12: icmp_seq=1 ttl=64 time=2.98 ms 
64 bytes from 100.1.0.12: icmp_seq=2 ttl=64 time=2.88 ms 
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64 bytes from 100.1.0.12: icmp_seq=3 ttl=64 time=2.92 ms 
64 bytes from 100.1.0.12: icmp_seq=4 ttl=64 time=2.86 ms 
--- 100.1.0.12 ping statistics --- 
4 packets transmitted, 4 received, 0% packet loss, time 7ms rtt min/avg/max/mdev 
= 2.858/2.910/2.984/0.071 ms 

 

11.3.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ  show arp ʥʘ RouterD ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʪʘʙʣʠʮ ARP 

 

State: I - incomplete  R - reachable  S - stale  D - delay  P - probe  F - failed  N - noarp  M - manual 
IP address      HW type     Flags      HW address          Device 
100.1.0.12      ether           R            94:3f:bb:00:00:3a   eth1.100 

11.4 ʉʦʟʜʘʥʠʝ ʚʠʨʪʫʘʣʴʥʳʭ ʯʘʩʪʥʳʭ ʩʝʪʝʡ ʚʪʦʨʦʛʦ ʫʨʦʚʥʷ (MPLS L2VPN) ʧʦ 

ʪʝʭʥʦʣʦʛʠʷʤ VPLS 

11.4.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 62  ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥʳ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ (RouterA, RouterB, RouterC, RouterD, RouterE). 

ɺʳʧʦʣʥʝʥʦ ʬʠʟʠʯʝʩʢʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʩʦʩʪʘʚʘ ʦʙʦʨʫʜʦʚʘʥʠʷ ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʭʝʤʦʡ. 

MPLS Layer 2 Virtual Circuit ʵʪʦ L2 ʩʦʝʜʠʥʝʥʠʝ ʪʠʧʘ ʪʦʯʢʘ-ʪʦʯʢʘ, ʢʦʪʦʨʘʷ 

ʦʨʛʘʥʠʟʦʚʘʥʘ ʯʝʨʝʟ MPLS ʩʝʪʴ ʠ ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʢʘʢ ʫʩʣʫʛʘ ʦʧʝʨʘʪʦʨʘ. 

ɺ ʥʘʰʝʡ ʩʭʝʤʝ ʤʝʞʜʫ RouterA (PE1) ʠ RouterC (PE2) ʦʨʛʘʥʠʟʫʝʪʩʷ LSP-ʪʫʥʥʝʣʴ, 

ʯʝʨʝʟ ʢʦʪʦʨʳʡ ʥʘʩʪʨʘʠʚʘʝʪʩʷ L2-ʜʦʤʝʥ. 

ʅʘ RouterA (PE) ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ eth1 - IP address 198.18.0.2/24, eth2, 

loopback-ʠʥʪʝʨʬʝʡʩ lo0 - IP address 1.1.1.1/32. 

ʅʘ RouterB (P) ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ eth1 - IP address 198.18.0.1/24, eth2 - IP 

address 198.18.1.1/24, loopback-ʠʥʪʝʨʬʝʡʩ lo0 - IP address 2.2.2.2/32. 

ʅʘ RouterC (PE) ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ eth1, eth2 - IP address 198.18.1.2/24, 

loopback-ʠʥʪʝʨʬʝʡʩ lo0 - IP address 3.3.3.3/32. 

ʅʘ RouterD (CE1) ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth1 - IP address 100.1.0.1/24. 

ʅʘ RouterE  (CE2) ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth1 - IP address 198.1.0.2/24. 

RouterA ʠ RouterC ʚʳʧʦʣʥʷʶʪ ʨʦʣʴ PE (Provider Edge) ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʚ ʠ ʷʚʣʷʶʪʩʷ 

ʢʣʶʯʝʚʳʤʠ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʩʚʷʟʠ ʤʝʞʜʫ ʨʘʟʣʠʯʥʳʤʠ ʩʝʪʷʤʠ. PE ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ 

ʥʘʭʦʜʷʪʩʷ ʥʘ ʛʨʘʥʠʮʝ ʩʝʪʠ ʧʨʦʚʘʡʜʝʨʘ. 
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RouterB ʚʳʧʦʣʥʷʝʪ ʨʦʣʴ P (Provider) ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ ʠ ʪʘʢ ʞʝ ʷʚʣʷʝʪʩʷ ʚʘʞʥʳʤ ʚ 

ʩʝʪʠ. P ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʥʘʭʦʜʠʪʩʷ ʚʥʫʪʨʠ ʩʝʪʠ ʧʨʦʚʘʡʜʝʨʘ ʠ ʦʪʚʝʯʘʝʪ ʟʘ ʪʨʘʥʩʧʦʨʪʠʨʦʚʢʫ 

ʪʨʘʬʠʢʘ ʤʝʞʜʫ PE ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʤʠ. 

RouterD ʠ RouterE ʚʳʧʦʣʥʷʶʪ ʨʦʣʴ CE (Customer Edge) ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʚ. ʆʥʠ 

ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʛʨʘʥʠʮʫ ʤʝʞʜʫ ʩʝʪʴʶ ʢʣʠʝʥʪʘ ʠ ʩʝʪʴʶ ʧʨʦʚʘʡʜʝʨʘ. 

 

ʈʠʩʫʥʦʢ 62 ï ʉʭʝʤʘ ʩʦʟʜʘʥʠʷ ʚʠʨʪʫʘʣʴʥʳʭ ʯʘʩʪʥʳʭ ʩʝʪʝʡ ʚʪʦʨʦʛʦ ʫʨʦʚʥʷ (MPLS L2VPN) 

ʧʦ ʪʝʭʥʦʣʦʛʠʷʤ VPLS 

 

11.4.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

11.4.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

11.4.2.2 ʅʘʩʪʨʦʡʪʝ RouterA (PE1) 

11.4.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#description to_P 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ip address 198.18.0.2/24  
RouterA(config-if-[eth1])#label-switching 
RouterA(config-if-[eth1])#enable-ldp ipv4 
RouterA(config-if-[eth1])#exit 
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11.4.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterA(config)#interface eth2 
RouterA(config-if-[eth2])#no shutdown 
RouterA(config-if-[eth2])#exit 

 

11.4.2.2.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterA(config)#interface lo0 
RouterA(config-if-[lo0])#no shutdown 
RouterA(config-if-[lo0])#ip address 1.1.1.1/32  
RouterA(config-if-[lo0])#exit 

 

11.4.2.2.4 ʅʘʡʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2.100 

 

RouterA(config)#interface eth2.100 
RouterA(config-if-[eth2.100])#vid 100 ethertype 0x8100 
RouterA(config-if-[eth2.100])#description to_CE1 
RouterA(config-if-[eth2.100])#no shutdown 
RouterA(config-if-[eth2.100])#mpls-vpls CUST1 ethernet 
RouterA(config-if-[eth2.100])#exit 

 

11.4.2.2.5 ɿʘʜʘʡʪʝ ʘʪʨʠʙʫʪʳ ʜʣʷ ʧʨʦʮʝʩʩʘ LDP 

 

RouterA(config)#router ldp 
RouterA(config-router)#router-id 1.1.1.1 
RouterA(config-router)#targeted-peer ipv4 3.3.3.3 
RouterA(config-router-targeted-peer)#exit-targeted-peer-mode 
RouterA(config-router)#transport-address ipv4 1.1.1.1 
RouterA(config-router)#exit 

 

11.4.2.2.6 ʉʦʟʜʘʡʪʝ ʵʢʟʝʤʧʣʷʨ VPLS ʥʘ ʦʩʥʦʚʝ MPLS ʠ ʥʘʩʪʨʦʡʪʝ ʦʜʥʦʨʘʥʛʦʚʳʡ 

ʫʟʝʣ VPLS 

 

RouterA(config)#mpls vpls CUST1 100  
RouterA(config-vpls)#signaling ldp 
RouterA(config-vpls-sig)#vpls-peer 3.3.3.3 
RouterA(config-vpls-sig)#exit-signaling 
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RouterA(config-vpls)#exit 

 

11.4.2.2.7 ʅʘʩʪʨʦʡʪʝ ʧʨʦʮʝʩʩ ʤʘʨʰʨʫʪʠʟʘʮʠʠ OSPF 

 

RouterA(config)#router ospf 
RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0 
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0 
RouterA(config-router)#end 

 

11.4.2.3 ʅʘʩʪʨʦʡʪʝ RouterB (P) 

11.4.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#description to_PE1  
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ip address 198.18.0.1/24 
RouterB(config-if-[eth1])#label-switching  
RouterB(config-if-[eth1])#enable-ldp ipv4  
RouterB(config-if-[eth1])#exit 

 

11.4.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#description to_PE2  
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#ip address 198.18.1.1/24 
RouterB(config-if-[eth2])#label-switching 
RouterB(config-if-[eth2])#enable-ldp ipv4 
RouterB(config-if-[eth2])#exit 

 

11.4.2.3.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterB(config)#interface lo0 
RouterB(config-if-[lo0])#no shutdown 
RouterB(config-if-[lo0])#ip address 2.2.2.2/32 
RouterB(config-if-[lo0])#exit 

 

11.4.2.3.4 ɿʘʜʘʡʪʝ ʘʪʨʠʙʫʪʳ ʜʣʷ ʧʨʦʮʝʩʩʘ LDP 
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RouterB(config)#router ldp 
RouterB(config-router)#router-id 2.2.2.2 
RouterB(config-router)#transport-address ipv4 2.2.2.2 
RouterB(config-router)#exit 

 

11.4.2.3.5 ʅʘʩʪʨʦʡʪʝ ʧʨʦʮʝʩʩ ʤʘʨʰʨʫʪʠʟʘʮʠʠ OSPF 

 

RouterB(config)#router ospf 
RouterB(config-router)#network 2.2.2.2/32 area 0 
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0 
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0 
RouterB(config-router)#exitRouterB(config)#end 

 

11.4.2.4 ʅʘʩʪʨʦʡʪʝ RouterC (PE2) 

11.4.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterC(config)#interface eth2 
RouterC(config-if-[eth2])#description to_P 
RouterC(config-if-[eth2])#no shutdown 
RouterC(config-if-[eth2])#ip address 198.18.1.2/24 
RouterC(config-if-[eth2])#label-switching 
RouterC(config-if-[eth2])#enable-ldp ipv4 
RouterC(config-if-[eth2])#exit 

 

11.4.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterC(config)#interface eth1 
RouterC(config-if-[eth1])#no shutdown 
RouterC(config-if-[eth1])#exit 

 

11.4.2.4.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterC(config)#interface lo0 
RouterC(config-if-[lo0])#no shutdown 
RouterC(config-if-[lo0])#ip address 3.3.3.3/32  
RouterC(config-if-[lo0])#exit 

 

11.4.2.4.4 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1.100 
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RouterC(config)#interface eth1.100 
RouterC(config-if-[eth1.100])#vid 100 ethertype 0x8100 
RouterC(config-if-[eth1.100])#description to_CE2 
RouterC(config-if-[eth1.100])#no shutdown 
RouterC(config-if-[eth1.100])#mpls-vpls CUST1  
RouterC(config-if-[eth1.100])#exit 

 

11.4.2.4.5 ɿʘʜʘʡʪʝ ʘʪʨʠʙʫʪʳ ʜʣʷ ʧʨʦʮʝʩʩʘ LDP 

 

Router˿ (config)#router ldp 
Router˿ (config-router)#router-id 3.3.3.3 
Router˿ (config-router)#targeted-peer ipv4 1.1.1.1 
Router˿ (config-router-targeted-peer)#exit-targeted-peer-mode 
Router˿ (config-router)#transport-address ipv4 3.3.3.3 
Router˿ (config-router)#exit 

 

11.4.2.4.6 ʉʦʟʜʘʡʪʝ ʵʢʟʝʤʧʣʷʨ VPLS ʥʘ ʦʩʥʦʚʝ MPLS ʠ ʥʘʩʪʨʦʡʪʝ ʦʜʥʦʨʘʥʛʦʚʳʡ 

ʫʟʝʣ VPLS 

 

RouterC(config)#mpls vpls CUST1 100  
RouterC(config-vpls)#redundancy-role primary 
RouterC(config-vpls)#signaling ldp 
RouterC(config-vpls-sig)#vpls-peer 1.1.1.1 
RouterC(config-vpls-sig)#exit-signaling 
RouterC(config-vpls)#exit 

 

11.4.2.4.7 ʅʘʩʪʨʦʡʪʝ ʧʨʦʮʝʩʩ ʤʘʨʰʨʫʪʠʟʘʮʠʠ OSPF 

 

RouterC(config)#router ospf 
RouterC(config-router)#network 3.3.3.3 0.0.0.0 area 0 
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0 
RouterC(config-router)#exit 
RouterC(config)#end 

 

11.4.2.5 ʅʘʩʪʨʦʡʪʝ RouterD (CE1) 

11.4.2.5.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterD(config)#interface eth1 
RouterD(config-if-[eth1])#no shutdown 
RouterD(config-if-[eth1])#exit 
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11.4.2.5.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1.100 

 

RouterD(config)#interface eth1.100 
RouterD(config-if-[eth1.100])#vid 100 ethertype 0x8100  
RouterD(config-if-[eth1.100])#no shutdown 
RouterD(config-if-[eth1.100])#ip address 100.1.0.11/24 
RouterD(config-if-[eth1.100])#end 

 

11.4.2.6 ʅʘʩʪʨʦʡʪʝ RouterE (CE2) 

11.4.2.6.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterE(config)#interface eth1 
RouterE(config-if-[eth1])#no shutdown 
RouterE(config-if-[eth1])#exit 

 

11.4.2.6.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1.100 

 

RouterE(config)#interface eth1.100 
RouterE(config-if-[eth1.100])#vid 100 ethertype 0x8100 
RouterE(config-if-[eth1.100])#no shutdown 
RouterE(config-if-[eth1.100])#ip address 100.1.0.12/24 
RouterE(config-if-[eth1.100])#end 

 

11.4.2.7 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

11.4.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ  

11.4.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show mpls vpls mesh ʥʘ RouterA ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ 

ʠʥʬʦʨʤʘʮʠʠ ʦ MPLS VPLS Mesh Forwarding 

 

VPLS-ID  Peer Addr     Tunnel-Label    In-Label      Network-Intf      Out-
Label     Opcode                               State       SIG-Protocol   Status 
100         3.3.3.3           53120              53120          eth1                    52480           Push and Lookup for 
VC     Up           LDP                 Active 
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11.4.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show mpls forwarding-table ʥʘ RouterA ʜʣʷ ʧʨʦʩʤʦʪʨʘ 

ʪʘʙʣʠʮʳ ʧʝʨʝʘʜʨʝʩʘʮʠʠ MPLS 

 

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN, K - CLI FTN, 
L - LDP FTN, R - RSVP-TE FTN, S - SNMP FTN, I - IGP-Shortcut, U - unknown FTN 
Code             FEC                   FTN-ID      Tunnel-id       Pri        LSP-Type          Out-Label       Out-Intf      Nexthop 
L>                 2.2.2.2/32         1                0                    Yes       LSP_DEFAULT    3                     eth1           198.18.0.1 
L>                 3.3.3.3/32         2                0                    Yes       LSP_DEFAULT    53120             eth1           198.18.0.1 
L>                198.18.1.0/24    3                0                    Yes       LSP_DEFAULT    3                     eth1           198.18.0.1 

 

11.4.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 100.1.0.12 repeat 4 ʥʘ RouterD ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʚʷʟʠ 

ʩ RouterE 

 

PING 100.1.0.12 (100.1.0.12) 56(84) bytes of data. 
64 bytes from 100.1.0.12: icmp_seq=1 ttl=64 time=2.98 ms 
64 bytes from 100.1.0.12: icmp_seq=2 ttl=64 time=2.88 ms 
64 bytes from 100.1.0.12: icmp_seq=3 ttl=64 time=2.92 ms 
64 bytes from 100.1.0.12: icmp_seq=4 ttl=64 time=2.86 ms 
--- 100.1.0.12 ping statistics --- 
4 packets transmitted, 4 received, 0% packet loss, time 7ms rtt min/avg/max/mdev 
= 2.858/2.910/2.984/0.071 ms 

 

11.4.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show arp ʥʘ RouterD ʜʣʷ ʧʨʦʚʝʨʢʠ ʟʘʧʠʩʝʡ ARP-

ʪʘʙʣʠʮʳ 

 

State: I - incomplete R - reachable S - stale D - delay P - probe   F - failed   N - noarp  M - manual 
IP address    HW type    Flags     HW address           Device 
100.1.0.12    ether          R           94:3f:bb:00:00:3a    eth1.100 

11.5 ʈʘʩʧʨʝʜʝʣʝʥʠʷ ʤʝʪʦʢ ʩ ʧʦʤʦʱʴʶ ʧʨʦʪʦʢʦʣʘ RSVP-TE 

11.5.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 63 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥʳ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ - RouterA, RouterB, RouterC. 

ʇʨʦʪʦʢʦʣ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʤʝʪʦʢ RSVP-TE. ʅʘ ʚʩʝʭ ʫʩʪʨʦʡʩʪʚʘʭ ʟʘʧʫʩʪʠʪʴ ʧʨʦʪʦʢʦʣ 

RSVP-TE ʚ ʤʠʥʠʤʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. 

ʅʘ RouterA ʠ RouterC ʥʘʩʪʨʦʠʪʴ RSVP Trunk. 
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RouterA ʠ RouterC ʚʳʧʦʣʥʷʶʪ ʨʦʣʴ PE (Provider Edge) ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʚ ʠ ʷʚʣʷʶʪʩʷ 

ʢʣʶʯʝʚʳʤʠ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʩʚʷʟʠ ʤʝʞʜʫ ʨʘʟʣʠʯʥʳʤʠ ʩʝʪʷʤʠ. PE ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ 

ʥʘʭʦʜʷʪʩʷ ʥʘ ʛʨʘʥʠʮʝ ʩʝʪʠ ʧʨʦʚʘʡʜʝʨʘ. 

RouterB ʚʳʧʦʣʥʷʝʪ ʨʦʣʴ P (Provider) ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ ʠ ʪʘʢ ʞʝ ʷʚʣʷʝʪʩʷ ʚʘʞʥʳʤ ʚ 

ʩʝʪʠ. P ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʥʘʭʦʜʠʪʩʷ ʚʥʫʪʨʠ ʩʝʪʠ ʧʨʦʚʘʡʜʝʨʘ ʠ ʦʪʚʝʯʘʝʪ ʟʘ ʪʨʘʥʩʧʦʨʪʠʨʦʚʢʫ 

ʪʨʘʬʠʢʘ ʤʝʞʜʫ PE ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʤʠ. 

 

ʈʠʩʫʥʦʢ 63 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʨʘʩʧʨʝʜʝʣʝʥʠʷ ʤʝʪʦʢ ʩ ʧʦʤʦʱʴʶ ʧʨʦʪʦʢʦʣʘ RSVP-TE 

 

11.5.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ 

11.5.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

11.5.2.2 ʅʘʩʪʨʦʡʪʝ RouterA (PE1) 

11.5.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#description to_P  
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ip address 198.18.0.2/24  
RouterA(config-if-[eth1])#label-switching 
RouterA(config-if-[eth1])#enable-rsvp 
RouterA(config-if-[eth1])#exit 

 

11.5.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 
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RouterA(config)#interface lo0 
RouterA(config-if-[lo0])#no shutdown 
RouterA(config-if-[lo0])#ip address 1.1.1.1/32  
RouterA(config-if-[lo0])#exit 

 

11.5.2.2.3 ɺʢʣʶʯʠʪʝ ʜʝʤʦʥ RSVP 

 

RouterA(config)#router rsvp  
RouterA(config-rsvp)#exit 

 

11.5.2.2.4 ʅʘʩʪʨʦʡʪʝ ʧʨʦʮʝʩʩ ʤʘʨʰʨʫʪʠʟʘʮʠʠ OSPF 

 

RouterA(config)#router ospf 
RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0 
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0 
RouterA(config-router)#exit 

 

11.5.2.2.5 ʅʘʩʪʨʦʡʪʝ ʤʘʛʠʩʪʨʘʣʴ ʈ2ʄʈ ʜʣʷ Resource Reservation Protocol (RSVP) 

LSP 

 

RouterA(config)#rsvp-trunk T1 ipv4 
RouterA(config-rsvp)#from 1.1.1.1 
RouterA(config-rsvp)#to 3.3.3.3 
RouterA(config-rsvp)#end 

 

11.5.2.3 ʅʘʩʪʨʦʡʪʝ RouterB (P) 

11.5.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#description to_PE1  
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ip address 198.18.0.1/24 
RouterB(config-if-[eth1])#label-switching  
RouterB(config-if-[eth1])#enable-rsvp 
RouterB(config-if-[eth1])#exit 

 

11.5.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 
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RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#description to_PE2  
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#ip address 198.18.1.1/24 
RouterB(config-if-[eth2])#label-switching 
RouterB(config-if-[eth2])#enable-rsvp 
RouterB(config-if-[eth2])#exit 

 

11.5.2.3.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterB(config)#interface lo0 
RouterB(config-if-[lo0])#no shutdown 
RouterB(config-if-[lo0])#ip address 2.2.2.2/32 
RouterB(config-if-[lo0])#exit 

 

11.5.2.3.4 ʅʘʩʪʨʦʡʪʝ ʧʨʦʮʝʩʩ ʤʘʨʰʨʫʪʠʟʘʮʠʠ OSPF 

 

RouterB(config)#router ospf 
RouterB(config-router)#network 2.2.2.2/32 area 0 
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0 
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0 
RouterB(config-router)#end 

 

11.5.2.4 ʅʘʩʪʨʦʡʪʝ RouterC (PE2) 

11.5.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterC(config)#interface eth2 
RouterC(config-if-[eth2])#description to_P 
RouterC(config-if-[eth2])#no shutdown 
RouterC(config-if-[eth2])#ip address 198.18.1.2/24 
RouterC(config-if-[eth2])#label-switching 
RouterC(config-if-[eth2])#enable-rsvp  
RouterC(config-if-[eth2])#exit 

 

11.5.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterC(config)#interface lo0  
RouterC(config-if-[lo0])#no shutdown 
RouterC(config-if-[lo0])#ip address 3.3.3.3/32  
RouterC(config-if-[lo0])#exit 
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11.5.2.4.3 ɺʢʣʶʯʠʪʝ ʜʝʤʦʥ RSVP 

 

RouterC(config)#router rsvp  
RouterC(config-rsvp)#exit 

 

11.5.2.4.4 ʅʘʩʪʨʦʡʪʝ ʧʨʦʮʝʩʩ ʤʘʨʰʨʫʪʠʟʘʮʠʠ OSPF 

 

RouterC(config)#router ospf 
RouterC(config-router)#network 3.3.3.3 0.0.0.0 area 0 
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0  
RouterC(config-router)#end 

 

11.5.2.4.5 ʅʘʩʪʨʦʡʪʝ ʤʘʛʠʩʪʨʘʣʴ ʈ2ʄʈ ʜʣʷ Resource Reservation Protocol (RSVP) 

LSP 

 

RouterC(config)#rsvp-trunk T1 ipv4 
RouterC(config-rsvp)#from 3.3.3.3 
RouterC(config-rsvp)#to 1.1.1.1 
RouterC(config-rsvp)#exit  
RouterC(config)#end 

 

11.5.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

11.5.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

11.5.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip route ʥʘ RouterA ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʤʘʨʰʨʫʪʦʚ 

IPv4 

 

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP O - OSPF, IA - 
OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
E1 - OSPF external type 1, E2 - OSPF external type 2 
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
*            - candidate default 
IP Route Table for VRF "default" 
C          1.1.1.1/32 is directly connected, lo0 
O          2.2.2.2/32 [110/11] via 198.18.0.1, eth1, 00:16:07 
O          3.3.3.3/32 [110/12] via 198.18.0.1, eth1, 00:16:07 
C          127.0.0.0/8 is directly connected, lo 
C          198.18.0.0/24 is directly connected, eth1 
O          198.18.1.0/24 [110/2] via 198.18.0.1, eth1, 00:16:07 
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Gateway of last resort is not set 

 

11.5.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show mpls forwarding-table ʥʘ RouterA ʜʣʷ 

ʦʪʦʙʨʘʞʝʥʠʷ ʪʘʙʣʠʮʳ ʧʝʨʝʘʜʨʝʩʘʮʠʠ MPLS 

 

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN, K - CLI 
FTN, L - LDP FTN, R - RSVP-TE FTN, S - SNMP FTN, I - IGP-Shortcut, U - unknown 
FTN 
Code     FEC             FTN-ID    Tunnel-id   Pri      LSP-Type         Out-Label     Out-Intf     Nexthop 
R>         3.3.3.3/32   1              5001          Yes     LSP_DEFAULT    52481          eth1          198.18.0.1 

 

11.5.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show rsvp session ʥʘ RouterA ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ 

ʠʥʬʦʨʤʘʮʠʠ, ʩʚʷʟʘʥʥʦʡ ʩ ʩʝʩʩʠʝʡ, ʜʣʷ ʥʘʩʪʨʦʝʥʥʳʭ LSP 

 

Ingress RSVP: 
To              From            State Pri Rt Style Labelin Labelout LSPName      DSType 
3.3.3.3         1.1.1.1         Up    Yes  1  1 SE       -     53481     T1                 DEFAULT 
Total 1 displayed, Up 1, Down 0. 
Egress RSVP: 
To              From            State Pri Rt Style Labelin Labelout LSPName      DSType 
1.1.1.1         3.3.3.3         Up    Yes  1  1 SE       3        -          T1              ELSP_CON 
Total 1 displayed, Up 1, Down 0. 

 

11.5.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show rsvp session transit ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʠʥʬʦʨʤʘʮʠʠ ʧʦ ʪʨʘʥʟʠʪʥʳʤ ʩʝʩʩʠʷʤ 

 

Transit RSVP: 
To         From      State     Pri    Rt   Style    Labelin    Labelout    LSPName  DSType 
1.1.1.1  3.3.3.3    Up         Yes   1     1 SE     52480     3                T1             ELSP_CON 
3.3.3.3  1.1.1.1    Up         Yes   1     1 SE     52481     3                T1             ELSP_CON 
Total 2 displayed, Up 2, Down 0. 

 

11.5.3.5 ɺʳʧʦʣʥʠʤ ʢʦʤʘʥʜʫ ping 3.3.3.3 source 1.1.1.1 repeat 4 ʥʘ RouterA ʜʣʷ 

ʧʨʦʚʝʨʢʠ ʩʚʷʟʠ ʩ loopback-ʠʥʪʝʨʬʝʡʩʦʤ RouterC 

 

PING 3.3.3.3 (3.3.3.3) from 1.1.1.1 : 56(84) bytes of data. 
64 bytes from 3.3.3.3: icmp_seq=1 ttl=64 time=1.57 ms 
64 bytes from 3.3.3.3: icmp_seq=2 ttl=64 time=1.50 ms 
64 bytes from 3.3.3.3: icmp_seq=3 ttl=64 time=1.50 ms 
64 bytes from 3.3.3.3: icmp_seq=4 ttl=64 time=1.44 ms 
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--- 3.3.3.3 ping statistics --- 
4 packets transmitted, 4 received, 0% packet loss, time 8ms rtt min/avg/max/mdev 
= 1.443/1.502/1.569/0.065 ms 

 

11.5.3.6 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ tcpdump eth2 filter "mpls && icmp" ʥʘ RouterB ʜʣʷ 

ʘʥʘʣʠʟʘ ʪʨʘʬʠʢʘ ʚ ʩʪʦʨʦʥʫ RouterD 

 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode 
listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes 
04:20:25.172277 MPLS (label 52480, exp 0, [S], ttl 255) IP 3.3.3.3 > 1.1.1.1:ICMP echo reply, id 18734, seq 1, 
length 64 
04:20:26.174127 MPLS (label 52480, exp 0, [S], ttl 255) IP 3.3.3.3 > 1.1.1.1:ICMP echo reply, id 18734, seq 2, 
length 64 
04:20:27.175860 MPLS (label 52480, exp 0, [S], ttl 255) IP 3.3.3.3 > 1.1.1.1:ICMP echo reply, id 18734, seq 3, 
length 64 
04:20:28.177492 MPLS (label 52480, exp 0, [S], ttl 255) IP 3.3.3.3 > 1.1.1.1:ICMP echo reply, id 18734, seq 4, 
length 64 
 
4 packets captured 
4 packets received by filter 
0 packets dropped by kernel 

11.6 ʉʦʟʜʘʥʠʝ ʚʠʨʪʫʘʣʴʥʳʭ ʯʘʩʪʥʳʭ ʩʝʪʝʡ ʚʪʦʨʦʛʦ ʫʨʦʚʥʷ (MPLS L2VPN) ʧʦ 

ʪʝʭʥʦʣʦʛʠʷʤ VPLS ʩ BGP ʩʠʛʥʘʣʠʟʘʮʠʝʡ 

11.6.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 64 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥʳ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ - RouterA, RouterB, RouterC, RouterD, RouterE. 

ɺʳʧʦʣʥʝʥʦ ʬʠʟʠʯʝʩʢʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʩʦʩʪʘʚʘ ʦʙʦʨʫʜʦʚʘʥʠʷ 

ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʭʝʤʦʡ. 

RouterA ʠ RouterC ʚʳʧʦʣʥʷʶʪ ʨʦʣʴ PE (Provider Edge) ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʚ ʠ ʷʚʣʷʶʪʩʷ 

ʢʣʶʯʝʚʳʤʠ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʩʚʷʟʠ ʤʝʞʜʫ ʨʘʟʣʠʯʥʳʤʠ ʩʝʪʷʤʠ. PE ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ 

ʥʘʭʦʜʷʪʩʷ ʥʘ ʛʨʘʥʠʮʝ ʩʝʪʠ ʧʨʦʚʘʡʜʝʨʘ. 

RouterB ʚʳʧʦʣʥʷʝʪ ʨʦʣʴ P (Provider) ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ ʠ ʪʘʢ ʞʝ ʷʚʣʷʝʪʩʷ ʚʘʞʥʳʤ ʚ 

ʩʝʪʠ. P ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʥʘʭʦʜʠʪʩʷ ʚʥʫʪʨʠ ʩʝʪʠ ʧʨʦʚʘʡʜʝʨʘ ʠ ʦʪʚʝʯʘʝʪ ʟʘ ʪʨʘʥʩʧʦʨʪʠʨʦʚʢʫ 

ʪʨʘʬʠʢʘ ʤʝʞʜʫ PE ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʤʠ. 

RouterD ʠ RouterE ʚʳʧʦʣʥʷʶʪ ʨʦʣʴ CE (Customer Edge) ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʚ. ʆʥʠ 

ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʛʨʘʥʠʮʫ ʤʝʞʜʫ ʩʝʪʴʶ ʢʣʠʝʥʪʘ ʠ ʩʝʪʴʶ ʧʨʦʚʘʡʜʝʨʘ. 
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MPLS Virtual Private LAN Service (VPLS) ʩ BGP ʩʠʛʥʘʣʠʟʘʮʠʝʡ ʵʪʦ ʪʝʭʥʦʣʦʛʠʷ, 

ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ ʦʙʲʝʜʠʥʷʪʴ ʨʘʩʧʨʝʜʝʣʝʥʥʳʝ ʫʯʘʩʪʢʠ ʩʝʪʠ ʚ ʝʜʠʥʳʡ VPLS-ʜʦʤʝʥ, ʧʨʠ 

ʵʪʦʤ ʟʘ ʩʠʛʥʘʣʠʟʘʮʠʶ ʠ ʦʙʥʘʨʫʞʝʥʠʝ PE ʦʪʚʝʯʘʝʪ ʧʨʦʪʦʢʦʣ  MP-BGP. 

 

ʈʠʩʫʥʦʢ 64 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʚʠʨʪʫʘʣʴʥʳʭ ʯʘʩʪʥʳʭ ʩʝʪʝʡ ʚʪʦʨʦʛʦ ʫʨʦʚʥʷ (MPLS L2VPN) 

ʧʦ ʪʝʭʥʦʣʦʛʠʷʤ VPLS ʩ BGP ʩʠʛʥʘʣʠʟʘʮʠʝʡ 

 

11.6.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ 

11.6.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

11.6.2.2 ʅʘʩʪʨʦʡʪʝ RouterA (PE1) 

11.6.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#description to_P  
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ip address 198.18.0.2/24  
RouterA(config-if-[eth1])#label-switching 
RouterA(config-if-[eth1])#enable-ldp ipv4  
RouterA(config-if-[eth1])#exit 
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11.6.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterA(config)#interface eth2 
RouterA(config-if-[eth2])#no shutdown 
RouterA(config-if-[eth2])#exit 

 

11.6.2.2.3  ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterA(config)#interface lo0 
RouterA(config-if-[lo0])#no shutdown 
RouterA(config-if-[lo0])#ip address 1.1.1.1/32  
RouterA(config-if-[lo0])#exit 

 

11.6.2.2.4 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2.100 

 

RouterA(config)#interface eth2.100 
RouterA(config-if-[eth2.100])#vid 100 ethertype 0x8100 
RouterA(config-if-[eth2.100])#description to_CE1 
RouterA(config-if-[eth2.100])#no shutdown 
RouterA(config-if-[eth2.100])#exit 

 

11.6.2.2.5 ʇʨʠʚʷʞʠʪʝ ʠʥʪʝʨʬʝʡʩ ɸʉ ʢ ʵʢʟʝʤʧʣʷʨʫ VPLS ʠ ʟʘʜʘʡʪʝ ʘʪʨʠʙʫʪʳ ʜʣʷ 

ʧʨʦʮʝʩʩʘ LDP  

 

RouterA(config)#interface eth2.100 
RouterA(config-if-[eth2.100])#mpls-vpls CUST1  
RouterA(config-if-[eth2.100])#exit 
RouterA(config)#router ldp 
RouterA(config-router)#router-id 1.1.1.1 
RouterA(config-router)#transport-address ipv4 1.1.1.1 
RouterA(config-router)#exit 

 

11.6.2.2.6 ʉʦʟʜʘʡʪʝ ʵʢʟʝʤʧʣʷʨ VPLS ʥʘ ʦʩʥʦʚʝ MPLS ʠ ʥʘʩʪʨʦʡʪʝ ʦʜʥʦʨʘʥʛʦʚʳʡ 

ʫʟʝʣ VPLS 

 

RouterA(config)#mpls vpls CUST1 100 
RouterA(config-vpls)#redundancy-role primary 
RouterA(config-vpls)#vpls-mtu 1400 
RouterA(config-vpls)#signaling bgp 
RouterA(config-vpls-sig)#ve-id 1 
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RouterA(config-vpls-sig)#exit-signaling 
RouterA(config-vpls)#exit 

 

11.6.2.2.7 ʅʘʩʪʨʦʡʪʝ ʧʨʦʮʝʩʩ ʤʘʨʰʨʫʪʠʟʘʮʠʠ OSPF 

 

RouterA(config)#router ospf 
RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0 
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0  
RouterA(config-router)#exit 

 

11.6.2.2.8 ɿʘʧʫʩʪʠʪʝ ʧʨʦʮʝʩʩ BGP 

 

RouterA(config)#router bgp 65000 
RouterA(config-router)#neighbor 3.3.3.3 remote-as 65000 
RouterA(config-router)#neighbor 3.3.3.3 update-source lo0 
RouterA(config-router)#address-family l2vpn vpls 
RouterA(config-router-af)#neighbor 3.3.3.3 activate 
RouterA(config-router-af)#exit-address-family 
RouterA(config-router)#exitRouterA(config)#end 

 

11.6.2.3 ʅʘʩʪʨʦʡʪʝ RouterB (P) 

11.6.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#description to_PE1 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ip address 198.18.0.1/24  
RouterB(config-if-[eth1])#label-switching 
RouterB(config-if-[eth1])#enable-ldp ipv4  
RouterB(config-if-[eth1])#exit 

 

11.6.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#description to_PE2 
RouterB(config-if-[eth2])#ip address 198.18.1.1/24 
RouterB(config-if-[eth2])#label-switching 
RouterB(config-if-[eth2])#enable-ldp ipv4 
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#exit 
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11.6.2.3.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterB(config)#interface lo0 
RouterB(config-if-[lo0])#no shutdown 
RouterB(config-if-[lo0])#ip address 2.2.2.2/32  
RouterB(config-if-[lo0])#exit 

 

11.6.2.3.4 ɿʘʜʘʡʪʝ ʘʪʨʠʙʫʪʳ ʜʣʷ ʧʨʦʮʝʩʩʘ LDP 

 

RouterB(config)#router ldp 
RouterB(config-router)#router-id 2.2.2.2 
RouterB(config-router)#transport-address ipv4 2.2.2.2 
RouterB(config-router)#exit 

 

11.6.2.3.5 ʅʘʩʪʨʦʡʪʝ ʧʨʦʮʝʩʩ ʤʘʨʰʨʫʪʠʟʘʮʠʠ OSPF 

 

RouterB(config)#router ospf 
RouterB(config-router)#network 2.2.2.2/32 area 0 
RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0 
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0 
RouterB(config-router)#end 

 

11.6.2.4 ʅʘʩʪʨʦʡʪʝ RouterC (PE2) 

11.6.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterC(config)#interface eth2 
RouterC(config-if-[eth2])#description to_P 
RouterC(config-if-[eth2])#no shutdown 
RouterC(config-if-[eth2])#ip address 198.18.1.2/24 
RouterC(config-if-[eth2])#label-switching 
RouterC(config-if-[eth2])#enable-ldp ipv4 
RouterC(config-if-[eth2])#exit 

 

11.6.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterC(config)#interface eth1 
RouterC(config-if-[eth1])#no shutdown 
RouterC(config-if-[eth1])#exit 
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ping 100.1.0.12 repeat 4 

11.6.2.4.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo0 

 

RouterC(config)#interface lo0 
RouterC(config-if-[lo0])#no shutdown 
RouterC(config-if-[lo0])#ip address 3.3.3.3/32 
RouterC(config-if-[lo0])#exit 

 

11.6.2.4.4 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1.100 

 

RouterC(config)#interface eth1.100 
RouterC(config-if-[eth1.100])#vid 100 ethertype 0x8100 
RouterC(config-if-[eth1.100])#description to_CE2 
RouterC(config-if-[eth1.100])#no shutdown 
RouterC(config-if-[eth1.100])#exit 

 

11.6.2.4.5 ʇʨʠʚʷʞʠʪʝ ʠʥʪʝʨʬʝʡʩ ɸʉ ʢ ʵʢʟʝʤʧʣʷʨʫ VPLS ʠ ʟʘʜʘʡʪʝ ʘʪʨʠʙʫʪʳ ʜʣʷ 

ʧʨʦʮʝʩʩʘ LDP 

 

RouterC(config)#interface eth1.100 
RouterC(config-if-[eth1.100])#mpls vpls CUST1 100 
RouterC(config-if-[eth1.100])#exit 
RouterC(config)#router ldp 
RouterC(config-router)#router-id 3.3.3.3 
RouterC(config-router)#transport-address ipv4 3.3.3.3 
RouterC(config-router)#exit 

 

11.6.2.4.6 ʉʦʟʜʘʡʪʝ ʵʢʟʝʤʧʣʷʨ VPLS ʥʘ ʦʩʥʦʚʝ MPLS ʠ ʥʘʩʪʨʦʡʪʝ ʦʜʥʦʨʘʥʛʦʚʳʡ 

ʫʟʝʣ VPLS 

 

RouterC(config)#mpls vpls CUST1 100 
RouterC(config-vpls)#redundancy-role primary 
RouterC(config-vpls)#vpls-mtu 1400 
RouterC(config-vpls)#signaling bgp 
RouterC(config-vpls-sig)#ve-id 2 
RouterC(config-vpls-sig)#exit-signaling 
RouterC(config-vpls)#exit 
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11.6.2.4.7 ʅʘʩʪʨʦʡʪʝ ʧʨʦʮʝʩʩ ʤʘʨʰʨʫʪʠʟʘʮʠʠ OSPF 

 

RouterC(config)#router ospf 
RouterC(config-router)#network 3.3.3.3 0.0.0.0 area 0 
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0 
RouterC(config-router)#exit 

 

11.6.2.4.8 ɿʘʧʫʩʪʠʪʝ ʧʨʦʮʝʩʩ BGP 

 

RouterC(config)#router bgp 65000 
RouterC(config-router)#neighbor 1.1.1.1 remote-as 65000 
RouterC(config-router)#neighbor 1.1.1.1 update-source lo0 
RouterC(config-router)#address-family l2vpn vpls 
RouterC(config-router-af)#neighbor 1.1.1.1 activate 
RouterC(config-router-af)#exit-address-family 
RouterC(config-router)#end 

 

11.6.2.5 ʅʘʩʪʨʦʡʪʝ RouterD (CE1) 

11.6.2.5.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterD(config)#interface eth1 
RouterD(config-if-[eth1])#no shutdown  
RouterD(config-if-[eth1])#exit 

 

11.6.2.5.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1.100 

 

RouterD(config)#interface eth1.100 
RouterD(config-if-[eth1.100])#vid 100 ethertype 0x8100 
RouterD(config-if-[eth1.100])#no shutdown 
RouterD(config-if-[eth1.100])#ip address 100.1.0.11/24 
RouterD(config-if-[eth1.100])#exit 
RouterD(config)#end 

 

11.6.2.6 ʅʘʩʪʨʦʡʪʝ RouterE (CE2) 

11.6.2.6.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterE(config)#interface eth1 
RouterE(config-if-[eth1])#no shutdown  
RouterE(config-if-[eth1])#exit 
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11.6.2.6.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1.100 

 

RouterE(config)#interface eth1.100 
RouterE(config-if-[eth1.100])#vid 100 ethertype 0x8100 
RouterE(config-if-[eth1.100])#no shutdown 
RouterE(config-if-[eth1.100])#ip address 100.1.0.12/24 
RouterE(config-if-[eth1.100])#exit 
RouterE(config)#end 

 

11.6.2.7 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

11.6.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ  

11.6.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip route ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʧʦʣʫʯʝʥʠʷ 

ʤʘʨʰʨʫʪʘ ʜʦ 3.3.3.3/32 ʧʦ ʧʨʦʪʦʢʦʣʫ OSPF 

 

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP O - OSPF, IA - 
OSPF inter area 
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
E1 - OSPF external type 1, E2 - OSPF external type 2 
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area 
* - candidate default 
IP Route Table for VRF "default" 
C       1.1.1.1/32 is directly connected, lo0 
O       2.2.2.2/32 [110/20] via 198.18.0.1, eth1, 01:42:30  
O       3.3.3.3/32 [110/21] via 198.18.0.1, eth1, 01:36:18 
C       127.0.0.0/8 is directly connected, lo 
C       198.18.0.0/24 is directly connected, eth1 
O       198.18.1.0/24 [110/11] via 198.18.0.1, eth1, 01:42:30 
``  ̀

 

11.6.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show mpls ldp session 2.2.2.2 ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ, 

ʯʪʦ LDP ʩʝʩʩʠʷ ʫʩʪʘʥʦʚʣʝʥʘ ʩ RouterB 

 

Session state    : OPERATIONAL 
Session role      : Passive 
TCP Connection   : Established  
IP Address for TCP   : 2.2.2.2  
Interface being used   : eth1 
Peer LDP ID   : 2.2.2.2:0 
Peer LDP Password  : Not Set  
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Adjacencies   : 198.18.0.1 
Advertisement mode   : Downstream Unsolicited 
Label retention mode   : Liberal  
Graceful Restart   : Not Capable  
Keepalive Timeout   : 30 
Reconnect Interval   : 15  
Address List received : 2.2.2.2 
                                    198.18.0.1 
                                    198.18.1.1 
Received Labels :  Fec                             Label         Maps      To 
                            IPV4:3.3.3.3/32           53120         none 
                            IPV4:198.18.1.0/24     impl-null    none 
                            IPV4:198.18.0.0/24     impl-null    none 
                            IPV4:2.2.2.2/32           impl-null    none 
Sent Labels :         Fec                            Label          Maps     To 
                           IPV4:198.18.0.0/24      impl-null    none 
                           IPV4:1.1.1.1/32            impl-null    none 

 

11.6.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show mpls forwarding-table ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʚʳʜʝʣʝʥʠʷ ʪʨʘʥʩʧʦʨʪʥʦʡ ʤʝʪʢʠ ʜʣʷ FEC 3.3.3.3/32 

 

Codes: > - installed FTN, * - selected FTN, p - stale FTN, B - BGP FTN, K - CLI FTN, L - 
LDP FTN, R - RSVP-TE FTN, S - SNMP FTN, I - IGP-Shortcut, U - unknown FTN 
Code     FEC                 FTN-ID     Tunnel-id      Pri       LSP-Type          Out-Label      Out-Intf      Nexthop 
L>         2.2.2.2/32        1              0                   Yes      LSP_DEFAULT    3                    eth1           198.18.0.1 
L>         3.3.3.3/32        2              0                   Yes      LSP_DEFAULT    53120            eth1           198.18.0.1 
L>        198.18.1.0/24   3              0                   Yes      LSP_DEFAULT    3                    eth1           198.18.0.1 

 

11.6.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show mpls vpls mesh ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ, ʯʪʦ 

LSR-ʩʦʝʜʠʥʝʥʠʝ ʩ RouterC ʫʩʪʘʥʦʚʣʝʥʦ 

 

VPLS-ID   Peer Addr   Tunnel-Label     In-Label      Network-Intf       Out-Label      Opcode State 
SIG-Protocol   Status  
100          3.3.3.3        53120                53762          eth1                    53121             Push and Lookup 
for VC    Up BGP    Active 

 

11.6.3.5 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 100.1.0.12 repeat 4 ʥʘ RouterD, ʯʪʦʙʳ ʫʙʝʜʠʪʴʩʷ, 

ʯʪʦ ʠʥʪʝʨʬʝʡʩʳ RouterD ʠ RouterE ʥʘʩʪʨʦʝʥʳ ʠʟ ʦʜʥʦʡ ʧʦʜʩʝʪʠ ʠ ʥʘʭʦʜʷʪʩʷ ʚ ʦʜʥʦʤ 

ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʦʤ ʜʦʤʝʥʝ. 

 

PING 100.1.0.12 (100.1.0.12) 56(84) bytes of data. 
64 bytes from 100.1.0.12: icmp_seq=1 ttl=64 time=3.03 ms 
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64 bytes from 100.1.0.12: icmp_seq=2 ttl=64 time=2.96 ms 
64 bytes from 100.1.0.12: icmp_seq=3 ttl=64 time=2.82 ms 
64 bytes from 100.1.0.12: icmp_seq=4 ttl=64 time=2.98 ms 
--- 100.1.0.12 ping statistics --- 
4 packets transmitted, 4 received, 0% packet loss, time 7ms rtt min/avg/max/mdev 
= 2.823/2.946/3.026/0.092 ms 

 

11.6.3.6 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show arp ʥʘ RouterD ʜʣʷ ʧʨʦʚʝʨʢʠ ARP-ʪʘʙʣʠʮʳ  

 

State: I - incomplete R - reachable S - stale D - delay 
P - probe     F - failed     N - noarp    M - manual IP address    HW 
HW address   Device    type    Flags 
100.1.0.12      ether       R         94:3f:bb:00:00:3a eth1.100 

11.7 ʅʘʩʪʨʦʡʢʘ MPLS access list 

11.7.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ  

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 65 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥʳ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ - RouterA, RouterB, RouterC. 

ɺʳʧʦʣʥʝʥʦ ʬʠʟʠʯʝʩʢʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʩʦʩʪʘʚʘ ʦʙʦʨʫʜʦʚʘʥʠʷ ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʭʝʤʦʡ ʧʨʦʚʝʜʝʥʠʷ ʧʨʦʚʝʨʢʠ. 

ʄʝʞʜʫ ʪʨʝʤʷ ʪʝʩʪʠʨʫʝʤʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ RouterA, RouterB ʠ RouterC ʥʘʩʪʨʦʝʥʘ 

ʢʦʤʤʫʪʘʮʠʷ ʧʦ MPLS ʤʝʪʢʘʤ, ʜʠʥʘʤʠʯʝʩʢʘʷ ʤʘʨʰʨʫʪʠʟʘʮʠʷ ʜʣʷ ʧʝʨʝʜʘʯʠ ʤʘʨʰʨʫʪʦʚ 

loopback-ʠʥʪʝʨʬʝʡʩʦʚ ʠ ʧʨʦʪʦʢʦʣ ldp ʜʣʷ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʤʝʪʦʢ.  

 

ʈʠʩʫʥʦʢ 65 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʚʠʨʪʫʘʣʴʥʳʭ ʯʘʩʪʥʳʭ ʩʝʪʝʡ ʚʪʦʨʦʛʦ ʫʨʦʚʥʷ (MPLS L2VPN) 

ʧʦ ʪʝʭʥʦʣʦʛʠʷʤ VPWS 
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11.7.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ 

11.7.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

11.7.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

11.7.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ip address 198.18.0.2/24 
RouterA(config-if-[eth1])#label-switching 
RouterA(config-if-[eth1])#enable-ldp ipv4 
RouterA(config-if-[eth1])#exit 

 

11.7.2.2.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterA(config)#interface lo1 
RouterA(config-if-[lo1])#no shutdown 
RouterA(config-if-[lo1)#ip address 1.1.1.1/32 
RouterA(config-if-[lo1])#exit 

 

11.7.2.2.3 ɿʘʜʘʡʪʝ ʘʪʨʠʙʫʪʳ ʧʨʦʮʝʩʩʘ LDP 

 

RouterA(config)#router ldp 
RouterA(config-router)#router-id 1.1.1.1  
RouterA(config-router)#exit 

 

11.7.2.2.4 ɺʢʣʶʯʠʪʝ OSPF-ʤʘʨʰʨʫʪʠʟʘʮʠʶ ʩ ʫʢʘʟʘʥʥʳʤ ID ʦʙʣʘʩʪʠ ʥʘ ʠʥʪʝʨʬʝʡʩʘʭ 

ʩ IP-ʘʜʨʝʩʘʤʠ 

 

RouterA(config)#router ospf 1 
RouterA(config-router)#network 1.1.1.1 0.0.0.0 area 0.0.0.0 
RouterA(config-router)#network 198.18.0.0 0.0.0.255 area 0.0.0.0 
RouterA(config-router)#end 
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11.7.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

11.7.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#no shutdown 
RouterB(config-if-[eth1])#ip address 198.18.0.1/24  
RouterB(config-if-[eth1])#label-switching 
RouterB(config-if-[eth1])#enable-ldp ipv4 
RouterB(config-if-[eth1])#exit 

 

11.7.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#ip address 198.18.1.1/24  
RouterB(config-if-[eth2])#label-switching 
RouterB(config-if-[eth2])#enable-ldp ipv4 
RouterB(config-if-[eth2])#exit 

 

11.7.2.3.3 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterB(config)#interface lo1 
RouterB(config-if-[lo1])#no shutdown 
RouterB(config-if-[lo1])#ip address 2.2.2.2/32  
RouterB(config-if-[lo1])#exit 

 

11.7.2.3.4 ɿʘʜʘʡʪʝ ʘʪʨʠʙʫʪʳ ʧʨʦʮʝʩʩʘ LDP 

 

RouterB(config)#router ldp 
RouterB(config-router)#router-id 2.2.2.2 
RouterB(config-router)#exit 

 

11.7.2.3.5 ɺʢʣʶʯʠʪʝ OSPF-ʤʘʨʰʨʫʪʠʟʘʮʠʶ ʩ ʫʢʘʟʘʥʥʳʤ ID ʦʙʣʘʩʪʠ ʥʘ ʠʥʪʝʨʬʝʡʩʘʭ 

ʩ IP-ʘʜʨʝʩʘʤʠ.  

 

RouterB(config)#router ospf 1 
RouterB(config-router)#network 2.2.2.2/32 area 0.0.0.0 
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RouterB(config-router)#network 198.18.0.0 0.0.0.255 area 0.0.0.0 
RouterB(config-router)#network 198.18.1.0 0.0.0.255 area 0.0.0.0 
RouterB(config-router)#exit 

 

11.7.2.3.6 ʅʘʩʪʨʦʡʪʝ ʬʠʣʴʪʨʘʮʠʶ ʧʦ ʩʧʠʩʢʫ ʜʦʩʪʫʧʘ ʜʣʷ MPLS 

 

RouterB(config)#mpls access-list 5 label 53121 
RouterB(config)#mpls filter PREMPLS deny access-list 5 
RouterB(config)#end 

 

11.7.2.4 ʅʘʩʪʨʦʡʪʝ RouterC  

11.7.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterC(config)#interface eth2 
RouterC(config-if-[eth2])#no shutdown 
RouterC(config-if-[eth2])#ip address 198.18.1.2/24  
RouterC(config-if-[eth2])#label-switching 
RouterC(config-if-[eth2])#enable-ldp ipv4 
RouterC(config-if-[eth2])#exit 

 

11.7.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ lo1 

 

RouterC(config)#interface lo1 
RouterC(config-if-[lo1])#no shutdown 
RouterC(config-if-[lo1])#ip address 3.3.3.3/32  
RouterC(config-if-[lo1])#exit 

 

11.7.2.4.3 ɿʘʜʘʡʪʝ ʘʪʨʠʙʫʪʳ ʧʨʦʮʝʩʩʘ LDP 

 

RouterC(config)#router ldp 
RouterC(config-router)#router-id 3.3.3.3  
RouterC(config-router)#exit 

 

11.7.2.4.4 ɺʢʣʶʯʠʪʝ OSPF-ʤʘʨʰʨʫʪʠʟʘʮʠʶ ʩ ʫʢʘʟʘʥʥʳʤ ID ʦʙʣʘʩʪʠ ʥʘ ʠʥʪʝʨʬʝʡʩʘʭ 

ʩ IP-ʘʜʨʝʩʘʤʠ.  

 

RouterC(config)#router ospf 1 
RouterC(config-router)#network 3.3.3.3/32 area 0.0.0.0 
RouterC(config-router)#network 198.18.1.0 0.0.0.255 area 0.0.0.0 
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RouterC(config-router)#end 

 

11.7.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

11.7.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

11.7.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ldp session ʥʘ RouterA ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ  LDP-

ʩʝʩʩʠʠ  

 

Peer IP Address        IF Name        My Role           State                     KeepAlive          Uptime 
2.2.2.2                     eth2              Active              OPERATIONAL       30                    1d19h21m 

 

11.7.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ldp session ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ  LDP-

ʩʝʩʩʠʠ  

 

Peer IP Address        IF Name      My Role           State                  KeepAlive       Uptime 
1.1.1.1                     eth1             Active              OPERATIONAL    30                 1d00h06m 
3.3.3.3                     eth2             Passive            OPERATIONAL    30                 1d19h22m 

 

11.7.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ldp session ʥʘ RouterC ʜʣʷ ʚʳʚʦʜʘ ʥʘ ʵʢʨʘʥ  LDP-

ʩʝʩʩʠʠ  

 

Peer IP Address        IF Name      My Role           State                     KeepAlive       Uptime 
2.2.2.2                     eth2            Active              OPERATIONAL       30                 1d19h22m 

 

11.7.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 3.3.3.3 ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʚʷʟʥʦʩʪʠ 

RouterA ʠ RouterC  

 

PING 3.3.3.3 (3.3.3.3) 56(84) bytes of data. 
64 bytes from 3.3.3.3: icmp_seq=1 ttl=63 time=1.96 ms 
64 bytes from 3.3.3.3: icmp_seq=2 ttl=63 time=1.89 ms 
64 bytes from 3.3.3.3: icmp_seq=3 ttl=63 time=1.91 ms 
--- 3.3.3.3 ping statistics --- 
3 packets transmitted, 3 received, 0% packet loss, time 5ms 
rtt min/avg/max/mdev = 1.893/1.921/1.964/0.047 ms 
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11.7.3.5 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 1.1.1.1 ʥʘ RouterC ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʚʷʟʥʦʩʪʠ 

RouterA ʠ RouterC  

 

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data. 
64 bytes from 1.1.1.1: icmp_seq=1 ttl=63 time=1.91 ms 
64 bytes from 1.1.1.1: icmp_seq=2 ttl=63 time=1.92 ms 
64 bytes from 1.1.1.1: icmp_seq=3 ttl=63 time=1.90 ms 
--- 1.1.1.1 ping statistics --- 
3 packets transmitted, 3 received, 0% packet loss, time 4ms 
rtt min/avg/max/mdev = 1.897/1.911/1.924/0.051 ms 

 

11.7.3.6 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show mpls ldp session 1.1.1.1 ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ 

ʥʘ ʵʢʨʘʥ LDP-ʩʝʩʩʠʠ  

 

Session state                     :   OPERATIONAL 
Session role                       :   Active 
TCP Connection                 :   Established 
IP Address for TCP             :   1.1.1.1 
Interface being used          :   eth1 
Peer LDP ID                        :   1.1.1.1:0 
Peer LDP Password             :   Not Set 
Adjacencies                        :    198.18.0.2 
Advertisement mode         :     Downstream Unsolicited 
Label retention mode        :     Liberal 
Graceful Restart                 :     Not Capable 
Keepalive Timeout             :     30 
Reconnect Interval             :     15 
Address List received         :     1.1.1.1 
                                                 198.18.0.2 
Received Labels    :               Fec                     Label                 Maps To 
                                  IPV4:198.18.0.0/24        impl-null           impl-null 
                                  IPV4:1.1.1.1/32               impl-null           53120 
Sent Labels :                           Fec                     Label                Maps To 
                                  IPV4:198.18.1.0/24        impl-null           impl-null 
                                  IPV4:198.18.0.0/24        impl-null           none 
                                  IPV4:3.3.3.3/32               53121               impl-null 
                                  IPV4:2.2.2.2/32               impl-null           none 

 

11.7.3.7 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show mpls ldp session 3.3.3.3 ʥʘ RouterB ʜʣʷ ʚʳʚʦʜʘ 

ʥʘ ʵʢʨʘʥ  LDP-ʩʝʩʩʠʠ  

 

Session state                    :   OPERATIONAL 
Session role                      :   Passive 
TCP Connection                :   Established 
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IP Address for TCP            :   3.3.3.3 
Interface being used         :   eth2 
Peer LDP ID                       :   3.3.3.3:0 
Peer LDP Password            :   Not Set 
Adjacencies                        :    198.18.1.2 
Advertisement mode         :     Downstream Unsolicited 
Label retention mode        :     Liberal 
Graceful Restart                 :     Not Capable 
Keepalive Timeout             :     30 
Reconnect Interval             :     15 
Address List received         :     3.3.3.3 
                                                 198.18.1.2 
Received Labels    :               Fec                     Label                 Maps To 
                                  IPV4:198.18.1.0/24        impl-null           impl-null 
                                  IPV4:3.3.3.3/32               impl-null           53121 
Sent Labels :                           Fec                     Label                Maps To 
                                  IPV4:1.1.1.1/32               53120               impl-null 
                                  IPV4:198.18.0.0/24        impl-null           none 
                                  IPV4:198.18.1.0/24        impl-null           none 
                                  IPV4:2.2.2.2/32               impl-null           none 

 

11.7.3.8 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 3.3.3.3 ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʚʷʟʥʦʩʪʠ 

loopback ʤʝʞʜʫ RouterA ʠ RouterC 

 

PING 3.3.3.3 (3.3.3.3) 56(84) bytes of data. 

--- 3.3.3.3 ping statistics --- 

3 packets transmitted, 0 received, 100% packet loss, time 9ms 

 

11.7.3.9 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 1.1.1.1 ʥʘ RouterC ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʚʷʟʥʦʩʪʠ 

loopback ʤʝʞʜʫ RouterC ʠ RouterA 

 

PING 1.1.1.1 (1.1.1.1) 56(84) bytes of data. 
64 bytes from 1.1.1.1: icmp_seq=1 ttl=63 time=1.97 ms 
64 bytes from 1.1.1.1: icmp_seq=2 ttl=63 time=1.95 ms 
64 bytes from 1.1.1.1: icmp_seq=3 ttl=63 time=1.93 ms 
--- 1.1.1.1 ping statistics --- 
3 packets transmitted, 3 received, 0% packet loss, time 4ms 
rtt min/avg/max/mdev = 1.925/1.945/1.965/0.053 ms 
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12 ʄʫʣʴʪʠʚʝʱʘʥʠʝ 

12.1 ʅʘʩʪʨʦʡʢʘ PIM ʠ IGMP 

12.1.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 66 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʚʘ 

ʩʝʨʚʠʩʥʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ - RouterA, RouterB 

ʅʘʩʪʨʦʡʢʘ ʥʘ ʧʨʠʤʝʨʝ ʩʝʨʚʝʨʘ ʩ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʦʡ ʠ ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʧʘʢʝʪʦʤ 

vlc ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʚʝʱʘʪʴ ʚ ʩʝʪʴ ʥʘ multicast-ʘʜʨʝʩ 239.255.255.250 ʚʠʜʝʦ ʬʘʡʣ ʚ ʬʦʨʤʘʪʝ 

ñmp4ò. RouterA ʠ RouterB ʙʫʜʫʪ ʚʳʧʦʣʥʷʪʴ ʬʫʥʢʮʠʠ multicast ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʚ, ʘ 

ʧʨʠʥʠʤʘʪʴ  ʙʫʜʝʪ VLC-ʢʣʠʝʥʪ, ʫʩʪʘʥʦʚʣʝʥʥʳʡ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʦʡ. 

 

ʈʠʩʫʥʦʢ 66 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ PIM ʠ IGMP 

 

12.1.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

12.1.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

12.1.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

12.1.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ip address 198.18.1.1/24 
RouterA(config-if-[eth1])#exit 
RouterA(config)#interface eth2 
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RouterA(config-if-[eth2])#no shutdown  
RouterA(config-if-[eth2])#ip address 100.1.0.2/24 
RouterA(config-if-[eth2])#exit 

 

12.1.2.2.2 ʅʘʩʪʨʦʡʪʝ PIM 

 

RouterA(config)#ip pim interface eth1 igmp 3 
RouterA(config)#ip pim interface eth2 igmp 3 
RouterA(config)#ip pim rp 100.1.0.2 group-prefix 239.255.255.250/32 

 

12.1.2.2.3 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʫʶ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterA(config)#ip route 198.18.2.0/24 100.1.0.1 
RouterA(config)#end 

 

12.1.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

12.1.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩʳ eth1 ʠ eth2 

 

RouterB(config)#interface eth1  
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#no shutdown  
RouterB(config-if-[eth1])#ip address 198.18.2.1/24  
RouterB(config-if-[eth1])#exit 
RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#ip address 100.1.0.1/24 
RouterB(config-if-[eth2])#exit 

 

12.1.2.3.2 ʅʘʩʪʨʦʡʪʝ PIM ʠ IGMP 

 

RouterB(config)#ip pim interface eth2 igmp 3 
RouterB(config)#ip pim interface eth1 igmp 3 
RouterB(config)#ip pim rp 100.1.0.2 group-prefix 239.255.255.250/32 

 

12.1.2.3.3 ʅʘʩʪʨʦʡʪʝ ʩʪʘʪʠʯʝʩʢʫʶ ʤʘʨʰʨʫʪʠʟʘʮʠʶ 

 

RouterB(config)#ip route 198.18.1.0/24 100.1.0.2 
RouterB(config)#end 
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12.1.2.4 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

12.1.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

12.1.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip pim ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʩʪʨʦʝʢ PIM 

 

IPv4 PIM state: ON 
Enabled interfaces: 
  eth2 igmp 3 
RP: 
  interface 100.1.0.2 group-prefix 239.255.255.250/32 
BFD state: OFF 

 

12.1.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show ip pim ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʘʩʪʨʦʝʢ PIM 

 

IPv4 PIM state: ON 
Enabled interfaces: 
  eth2 igmp 3 
  eth1 igmp 3 
RP: 
  interface 100.1.0.2 group-prefix 239.255.255.250/32 
BFD state: OFF 

 

ʅʘ VLC ʩʝʨʚʝʨʝ ʟʘʧʫʩʪʠʪʝ ʚʠʜʝʦ ʧʦʪʦʢ ʥʘ ʤʫʣʴʪʠʢʘʩʪ ʘʜʨʝʩ 239.255.255.250 

12.1.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ tcpdump eth2 ʥʘ RouterB ʯʪʦʙʳ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʪʨʘʬʠʢ 

ʠʜʝʪ ʢ vlc ʢʣʠʝʥʪʫ 

 

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode 
listening on eth2, link-type EN10MB (Ethernet), capture size 262144 bytes 
18:44:53.682772 IP 198.18.1.2.60278 > 239.255.255.250.1234: UDP, length 1328 
18:44:53.696207 IP 198.18.1.2.60278 > 239.255.255.250.1234: UDP, length 1328 
18:44:53.709834 IP 198.18.1.2.60278 > 239.255.255.250.1234: UDP, length 1328 
18:44:53.723412 IP 198.18.1.2.60278 > 239.255.255.250.1234: UDP, length 1328 
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13 ʂʘʯʝʩʪʚʦ ʦʙʩʣʫʞʠʚʘʥʠʷ 

13.1 ʅʘʩʪʨʦʡʢʘ ʨʘʙʦʪʳ QoS ʜʠʩʮʠʧʣʠʥʳ ʦʙʩʣʫʞʠʚʘʥʠʷ FIFO 

13.1.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 67 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚʳʙʨʘʥʳ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ (ʜʘʣʝʝ RouterA, RouterB, RouterC). 

ɺʳʧʦʣʥʝʥʦ ʬʠʟʠʯʝʩʢʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʩʦʩʪʘʚʘ ʦʙʦʨʫʜʦʚʘʥʠʷ 

ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʭʝʤʦʡ ʧʨʦʚʝʜʝʥʠʷ ʧʨʦʚʝʨʢʠ. 

ɼʠʩʮʠʧʣʠʥʳ ʦʙʩʣʫʞʠʚʘʥʠʷ ʪʨʘʬʠʢʘ, ʧʦʟʚʦʣʷʶʪ ʤʘʨʰʨʫʪʠʟʘʪʦʨʫ ʩʦʨʪʠʨʦʚʘʪʴ ʠ 

ʦʙʨʘʙʘʪʳʚʘʪʴ ʚʭʦʜʷʱʠʝ ʩʝʪʝʚʳʝ ʧʘʢʝʪʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʠʭ ʟʘʜʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʝʤ 

ʧʨʠʦʨʠʪʝʪʦʤ, ʘ ʪʘʢʞʝ ʦʛʨʘʥʠʯʠʚʘʪʴ ʧʦʣʦʩʫ ʧʨʦʧʫʩʢʘʥʠʷ ʜʣʷ ʨʘʟʣʠʯʥʦʛʦ ʪʨʘʬʠʢʘ. 

ʅʘ RouterA ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth1 - IP address 198.18.0.2/24. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ: eth1 - IP address 198.18.0.1/24, eth2 - IP address 

198.18.1.1/24. 

ʅʘ RouterC ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth2- IP address 198.18.1.2/24. 

 

ʈʠʩʫʥʦʢ 67 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʨʘʙʦʪʳ QoS ʜʠʩʮʠʧʣʠʥʳ ʦʙʩʣʫʞʠʚʘʥʠʷ FIFO 

 

13.1.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

13.1.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 
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13.1.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

13.1.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ip address 198.18.0.2/24  
RouterA(config-if-[eth1])#exit 

 

13.1.2.2.2 ʅʘʩʪʨʦʡʪʝ IPv4 ʤʘʨʰʨʫʪ 

 

RouterA(config)#ip route 0.0.0.0/0 198.18.0.1 

 

13.1.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

13.1.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#no shutdown  
RouterB(config-if-[eth1])#ip address 192.18.0.1/24   
RouterB(config-if-[eth1])#exit 

 

13.1.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#ip address 198.18.1.1/24 
RouterB(config-if-[eth2])#exit 

 

13.1.2.4 ʅʘʩʪʨʦʡʪʝ Routerʉ 

13.1.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

wƻǳǘŜǊ˿όŎƻƴŦƛƎύІinterface eth2 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth2])#no shutdown 
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth2])#ip address 198.18.1.2/24  
wƻǳǘŜǊ˿όŎƻƴŦƛƎ-if-[eth2])#exit 
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13.1.2.4.2 ʅʘʩʪʨʦʡʪʝ IPv4 ʤʘʨʰʨʫʪ 

 

wƻǳǘŜǊ˿όŎƻƴŦƛƎύІip route 0.0.0.0/0 198.18.1.1 

 

13.1.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

13.1.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ  

13.1.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ping 198.18.1.2 ʥʘ RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʚʷʟʥʦʩʪʠ  

 

PING 198.18.1.2 (198.18.1.2) 56(84) bytes of data. 
64 bytes from 198.18.1.2: icmp_seq=1 ttl=63 time=3.80 ms 
64 bytes from 198.18.1.2: icmp_seq=2 ttl=63 time=1.87 ms 

 

13.1.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show qos eth2 ʥʘ RouterB  ʯʪʦʙʳ  ʧʦʩʤʦʪʨʝʪʴ ʩʯʝʪʯʠʢ 

ʧʘʢʝʪʦʚ  

 

qdisc pfifo_fast 0: root refcnt 2 bands 3 priomap  1 2 2 2 1 2 0 0 1 1 1 1 1 1 1 1 
Sent 738 bytes 7 pkt (dropped 0, overlimits 0 requeues 0) 
backlog 0b 0p requeues 0  

 

13.1.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show qos eth2 ʥʘ RouterB  ʯʪʦʙʳ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ 

ʩʯʝʪʯʠʢ  ʫʚʝʣʠʯʠʚʘʝʪʩʷ 

 

qdisc pfifo_fast 0: root refcnt 2 bands 3 priomap  1 2 2 2 1 2 0 0 1 1 1 1 1 1 1 1 
Sent 1172 bytes 12 pkt (dropped 0, overlimits 0 requeues 0)  
 backlog 0b 0p requeues 0 

13.2 ʅʘʩʪʨʦʡʢʘ ʨʘʙʦʪʳ QoS ʜʠʩʮʠʧʣʠʥʳ ʦʙʩʣʫʞʠʚʘʥʠʷ HTB 

13.2.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 68 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʚʳʙʨʘʥ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ (ʜʘʣʝʝ RouterA, RouterB, RouterC). 

ɺʳʧʦʣʥʝʥʦ ʬʠʟʠʯʝʩʢʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʩʦʩʪʘʚʘ ʦʙʦʨʫʜʦʚʘʥʠʷ 

ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʭʝʤʦʡ ʧʨʦʚʝʜʝʥʠʷ ʧʨʦʚʝʨʢʠ. 
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ɼʠʩʮʠʧʣʠʥʳ ʦʙʩʣʫʞʠʚʘʥʠʷ ʪʨʘʬʠʢʘ, ʧʦʟʚʦʣʷʶʪ ʤʘʨʰʨʫʪʠʟʘʪʦʨʫ ʩʦʨʪʠʨʦʚʘʪʴ ʠ 

ʦʙʨʘʙʘʪʳʚʘʪʴ ʚʭʦʜʷʱʠʝ ʩʝʪʝʚʳʝ ʧʘʢʝʪʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʠʭ ʟʘʜʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʝʤ 

ʧʨʠʦʨʠʪʝʪʦʤ, ʘ ʪʘʢʞʝ ʦʛʨʘʥʠʯʠʚʘʪʴ ʧʦʣʦʩʫ ʧʨʦʧʫʩʢʘʥʠʷ ʜʣʷ ʨʘʟʣʠʯʥʦʛʦ ʪʨʘʬʠʢʘ. 

ʅʘ RouterA ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth1 - IP address 198.18.0.2/24. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ eth1 - IP address 198.18.0.1/24, eth2 - IP address 

198.18.1.1/24. 

ʅʘ RouterC ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth2- IP address 198.18.1.2/24. 

 

ʈʠʩʫʥʦʢ 68 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʨʘʙʦʪʳ QoS ʜʠʩʮʠʧʣʠʥʳ ʦʙʩʣʫʞʠʚʘʥʠʷ HTB 

 

13.2.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

13.2.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

13.2.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

13.2.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ip address 198.18.0.2/24  
RouterA(config-if-[eth1])#exit 

 

13.2.2.2.2 ʅʘʩʪʨʦʡʪʝ IPv4 ʤʘʨʰʨʫʪ 

 



 
ʂʘʯʝʩʪʚʦ ʦʙʩʣʫʞʠʚʘʥʠʷ ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʥʘʩʪʨʦʡʢʝ  

ʂʈʇɻ.465614.001ʀʉ3  

 

ɺʝʨʩʠʷ 8.0 302 

 

RouterA(config)#ip route 0.0.0.0/0 198.18.0.1 

 

13.2.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

13.2.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#no shutdown  
RouterB(config-if-[eth1])#ip address 198.18.0.1/24   
RouterB(config-if-[eth1])#exit 

 

13.2.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#no shutdown  
RouterB(config-if-[eth2])#ip address 198.18.1.1/24  
RouterB(config-if-[eth2])#exit 

 

13.2.2.3.3 ʅʘʩʪʨʦʡʪʝ HTB ʢʣʘʩʩʳ ʦʙʨʘʙʦʪʢʠ ʩʝʪʝʚʳʭ ʧʘʢʝʪʦʚ 

13.2.2.3.3.1 ʅʘʩʪʨʦʡʪʝ ʜʠʩʮʠʧʣʠʥʳ ʦʙʩʣʫʞʠʚʘʥʠʷ ʢʣʘʩʩʦʚʦʡ ʜʠʩʮʠʧʣʠʥʳ HTB 

 

RouterB(config)#qos eth2 
RouterB(config-qos[eth2])#qos type htb 1 parent root rate 10Mbit selection-size 1500 
RouterB(config-qos[eth2])#class type htb 1:2 parent 1:1 rate 5Mbit selection-size 1500 priority 1 
RouterB(config-qos[eth2])#class type htb 1:3 parent 1:1 rate 3Mbit selection-size 1500 priority 2 
RouterB(config-qos[eth2])#class type htb 1:4 parent 1:1 rate 1Mbit selection-size 1500 priority 3  
RouterB(config-qos[eth2])#exit 

 

13.2.2.3.3.2 ʅʘʩʪʨʦʡʪʝ ʦʪʙʦʨ ʧʘʢʝʪʦʚ 

 

RouterB(config)#ip access-list 1 protocol udp destinationports 5001 
RouterB(config)#ip mangle-list prerouting access-list 1 set-flow-id 1 
RouterB(config)#ip access-list 2 protocol udp destinationports 5002 
RouterB(config)#ip mangle-list prerouting access-list 2 set-flow-id 2 
RouterB(config)#ip access-list 3 sourceip 0.0.0.0/0 destinationip 0.0.0.0/0 
RouterB(config)#ip mangle-list PREROUTING position 1 access-list 3 set-flow-id 3 

 

13.2.2.3.3.3 ʅʘʩʪʨʦʡʪʝ ʬʠʣʴʪʨʳ ʢʣʘʩʩʦʚ 
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RouterB(config)#qos eth2 
RouterB(config-qos[eth2])#class 1:2 include flow 1 
RouterB(config-qos[eth2])#class 1:3 include flow 2 
RouterB(config-qos[eth2])#class 1:4 include flow 3 
RouterB(config-qos[eth2])#exit 

 

13.2.2.4 ʅʘʩʪʨʦʡʪʝ Routerʉ 

13.2.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

Router˿ (config)#interface eth2 
Router˿ (config-if-[eth2])#no shutdown 
Router˿ (config-if-[eth2])#ip address 198.18.1.2/24 
Router˿ (config-if-[eth2])#exit 

 

13.2.2.4.2 ʅʘʩʪʨʦʡʪʝ IPv4 ʤʘʨʰʨʫʪ 

 

Router˿ όconfig)#ip route 0.0.0.0/0 198.18.1.1 

 

13.2.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

13.2.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ 

13.2.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf server udp port 5001 ʥʘ RouterC ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʨʘʙʦʪʳ ʢʣʘʩʩʘ 1:2 

13.2.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf client 198.18.1.2 udp port 5001 bandwidth 20M ʥʘ 

RouterA ʜʣʷ ʟʘʧʫʩʢʘ ʪʨʘʬʠʢʘ ʤʝʞʜʫ RouterA ʠ RouterC 

 

[ 3] local 198.18.1.2 port 5001 connected with 198.18.0.2 port 49527 
[ID] Interval Transfer Bandwidth Jitter Lost/Total Datagrams  
[ 3] 0.0-12.4 sec 7.20 MBytes 4.86 Mbits/sec 0.257 ms 12281/17416 (71%) 

 

13.2.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf server udp port 5002 ʥʘ RouterC ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʨʘʙʦʪʳ ʢʣʘʩʩʘ 1:3 

13.2.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf client 198.18.1.2 udp port 5002 bandwidth 20M ʥʘ 

RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʨʘʙʦʪʳ ʚ ʨʝʞʠʤʝ ʢʣʠʝʥʪʘ 

 

[ 3] local 198.18.1.2 port 5002 connected with 198.18.0.2 port 43398 
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[ ID] Interval Transfer Bandwidth Jitter Lost/Total Datagrams 
[ 3] 0.0-14.0 sec 4.88 Mbytes 2.92 Mbits/sec 0.042 ms 13934/17415 (80%) 

 

13.2.3.5 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf server udp port 5003 ʥʘ RouterC ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʨʘʙʦʪʳ ʢʣʘʩʩʘ 1:4 

13.2.3.6 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf client 198.18.1.2 udp port 5003 bandwidth 20M ʥʘ 

RouterA ʜʣʷ ʧʨʦʚʝʨʢʠ ʨʘʙʦʪʳ ʚ ʨʝʞʠʤʝ ʢʣʠʝʥʪʘ 

 

[ 4] local 198.18.1.2 port 5001 connected with 198.18.0.2 port 55204 
[ ID] Interval Transfer Bandwidth 
[ 4] 0.0-15.2 sec 1.75 Mbytes 966 Kbits/sec 

13.3 ʅʘʩʪʨʦʡʢʘ ʨʘʙʦʪʳ QoS ʜʠʩʮʠʧʣʠʥʳ ʦʙʩʣʫʞʠʚʘʥʠʷ SFQ 

13.3.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 69 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʚʳʙʨʘʥ ʩʝʨʚʠʩʥʳʝ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ (ʜʘʣʝʝ RouterA, RouterB, RouterC). 

ɺʳʧʦʣʥʝʥʦ ʬʠʟʠʯʝʩʢʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʩʦʩʪʘʚʘ ʦʙʦʨʫʜʦʚʘʥʠʷ 

ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʭʝʤʦʡ ʧʨʦʚʝʜʝʥʠʷ ʧʨʦʚʝʨʢʠ. 

ɼʠʩʮʠʧʣʠʥʳ ʦʙʩʣʫʞʠʚʘʥʠʷ ʪʨʘʬʠʢʘ, ʧʦʟʚʦʣʷʶʪ ʤʘʨʰʨʫʪʠʟʘʪʦʨʫ ʩʦʨʪʠʨʦʚʘʪʴ ʠ 

ʦʙʨʘʙʘʪʳʚʘʪʴ ʚʭʦʜʷʱʠʝ ʩʝʪʝʚʳʝ ʧʘʢʝʪʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʠʭ ʟʘʜʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʝʤ 

ʧʨʠʦʨʠʪʝʪʦʤ, ʘ ʪʘʢʞʝ ʦʛʨʘʥʠʯʠʚʘʪʴ ʧʦʣʦʩʫ ʧʨʦʧʫʩʢʘʥʠʷ ʜʣʷ ʨʘʟʣʠʯʥʦʛʦ ʪʨʘʬʠʢʘ. 

ʅʘ RouterA ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth1 - IP address 198.18.0.2/24. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ eth1 - IP address 198.18.0.1/24, eth2 - IP address 

198.18.1.1/24. 

ʅʘ RouterC ʥʘʩʪʨʦʝʥ ʠʥʪʝʨʬʝʡʩ eth2- IP address 198.18.1.2/24. 

 

ʈʠʩʫʥʦʢ 69 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʨʘʙʦʪʳ QoS ʜʠʩʮʠʧʣʠʥʳ ʦʙʩʣʫʞʠʚʘʥʠʷ SFQ 

 



 
ʂʘʯʝʩʪʚʦ ʦʙʩʣʫʞʠʚʘʥʠʷ ʀʥʩʪʨʫʢʮʠʷ ʧʦ ʥʘʩʪʨʦʡʢʝ  

ʂʈʇɻ.465614.001ʀʉ3  

 

ɺʝʨʩʠʷ 8.0 305 

 

13.3.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

13.3.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

13.3.2.2 ʅʘʩʪʨʦʡʪʝ RouterA 

13.3.2.2.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterA(config)#interface eth1 
RouterA(config-if-[eth1])#no ip address dhcp 
RouterA(config-if-[eth1])#no shutdown 
RouterA(config-if-[eth1])#ip address 198.18.0.2/24  
RouterA(config-if-[eth1])#exit 

 

13.3.2.2.2 ʅʘʩʪʨʦʡʪʝ IPv4 ʤʘʨʰʨʫʪ 

 

RouterA(config)#ip route 0.0.0.0/0 198.18.0.1 

 

13.3.2.3 ʅʘʩʪʨʦʡʪʝ RouterB 

13.3.2.3.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#no shutdown  
RouterB(config-if-[eth1])#ip address 198.18.0.1/24   
RouterB(config-if-[eth1])#exit 

 

13.3.2.3.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#no shutdown  
RouterB(config-if-[eth2])#ip address 198.18.1.1/24  
RouterB(config-if-[eth2])#exit 
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13.3.2.3.3 ɺʢʣʶʯʠʪʝ ʙʝʩʩʢʣʘʩʩʦʚʫʶ ʜʠʩʮʠʧʣʠʥʫ SFQ 

 

RouterB(config)#qos eth2 
RouterB(config-qos[eth2])#qos type sfq 1 parent root queues 2048 rehash-time 120 selection-size 1500 

 

13.3.2.4 ʅʘʩʪʨʦʡʪʝ Routerʉ 

13.3.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

Router˿ (config)#interface eth2 
Router˿ (config-if-[eth2])#no shutdown 
Router˿ (config-if-[eth2])#ip address 198.18.1.2/24 
Router˿ (config-if-[eth2])#exit 

 

13.3.2.4.2 ʅʘʩʪʨʦʡʪʝ IPv4 ʤʘʨʰʨʫʪ 

 

Router˿ όconfig)#ip route 0.0.0.0/0 198.18.1.1 

 

13.3.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

13.3.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ  

13.3.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf server ʥʘ RouterC ʜʣʷ ʟʘʧʫʩʢʘ ʨʘʙʦʪʳ ʚ ʨʝʞʠʤʝ 

ʩʝʨʚʝʨʘ 

13.3.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf client 198.18.1.2 time 60 bandwidth 500M ʥʘ 

RouterB ʜʣʷ ʟʘʧʫʩʢʘ ʨʘʙʦʪʳ ʚ ʨʝʞʠʤʝ ʢʣʠʝʥʪʘ 

13.3.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf client 198.18.1.2 parallel 4 bandwidth 200M ʥʘ 

RouterA ʚ ʧʨʦʤʝʞʫʪʢʝ ʩ 10 ʜʦ 20 ʩʝʢʫʥʜ ʧʦʩʣʝ ʟʘʧʫʩʢʘ iperf ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ ʨʘʙʦʪʳ 

ʚ ʨʝʞʠʤʝ ʢʣʠʝʥʪʘ 

13.3.3.4 ɼʦʞʜʠʪʝʩʴ ʟʘʚʝʨʰʝʥʠʷ ʨʘʙʦʪʳ iperf ʠ ʥʘ RouterC ʫʙʝʜʠʪʝʩʴ ʧʦ ʚʩʝʤ 

ʯʝʪʳʨʝʤ ʧʦʪʦʢʘʤ ʩʢʦʨʦʩʪʴ ʤʝʞʜʫ ʧʦʪʦʢʘʤʠ ʜʦʣʞʥʘ ʙʳʪʴ ʧʨʠʤʝʨʥʦ ʦʜʠʥʘʢʦʚʦʡ. 

 

[ID] Interval Transfer Bandwidth 

[ 5] 0.0-10.1 sec 226 MBytes 188 Mbits/sec 
[ 8] 0.0-10.1 sec 226 MBytes 188 Mbits/sec 
[ 7] 0.0-10.1 sec 226 MBytes 188 Mbits/sec 
[ 6] 0.0-10.1 sec 226 MBytes 188 Mbits/sec 
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[SUM] 0.0-10.1 sec 903 MBytes 751 Mbits/sec 
[4] 0.0-60.0 sec 3.58 GBytes 512 Mbits/sec 

13.4 ʅʘʩʪʨʦʡʢʘ ʨʘʙʦʪʳ QoS ʜʠʩʮʠʧʣʠʥʳ ʦʙʩʣʫʞʠʚʘʥʠʷ CBQ 

13.4.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 70 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʚʳʙʨʘʥ ʩʝʨʚʠʩʥʳʡ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨ (RouterB) . 

ɺʳʧʦʣʥʝʥʦ ʬʠʟʠʯʝʩʢʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʩʦʩʪʘʚʘ ʦʙʦʨʫʜʦʚʘʥʠʷ 

ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʭʝʤʦʡ ʧʨʦʚʝʜʝʥʠʷ ʧʨʦʚʝʨʢʠ. 

ɼʠʩʮʠʧʣʠʥʳ ʦʙʩʣʫʞʠʚʘʥʠʷ ʪʨʘʬʠʢʘ, ʧʦʟʚʦʣʷʶʪ ʤʘʨʰʨʫʪʠʟʘʪʦʨʫ ʩʦʨʪʠʨʦʚʘʪʴ ʠ 

ʦʙʨʘʙʘʪʳʚʘʪʴ ʚʭʦʜʷʱʠʝ ʩʝʪʝʚʳʝ ʧʘʢʝʪʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʠʭ ʟʘʜʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʝʤ 

ʧʨʠʦʨʠʪʝʪʦʤ, ʘ ʪʘʢʞʝ ʦʛʨʘʥʠʯʠʚʘʪʴ ʧʦʣʦʩʫ ʧʨʦʧʫʩʢʘʥʠʷ ʜʣʷ ʨʘʟʣʠʯʥʦʛʦ ʪʨʘʬʠʢʘ. 

ʂʣʘʩʩʦʚʘʷ ʜʠʩʮʠʧʣʠʥʘ ʦʙʩʣʫʞʠʚʘʥʠʷ ʦʯʝʨʝʜʝʡ CBQ (Class Based Queuing). CBQ 

ʩʧʦʩʦʙʥʘ ʨʘʩʧʨʝʜʝʣʷʪʴ ʧʨʦʧʫʩʢʥʫʶ ʩʧʦʩʦʙʥʦʩʪʴ ʢʘʥʘʣʘ ʤʝʞʜʫ ʢʣʘʩʩʘʤʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʟʘʜʘʥʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʝʡ. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ eth1 - IP address 198.18.0.1/24, eth2 - IP address 

198.18.1.1/24. 

 

ʈʠʩʫʥʦʢ 70 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʨʘʙʦʪʳ QoS ʜʠʩʮʠʧʣʠʥʳ ʦʙʩʣʫʞʠʚʘʥʠʷ CBQ 

 

13.4.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

13.4.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 
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13.4.2.2 ʅʘʩʪʨʦʡʪʝ ʥʘ PC1 ip ʘʜʨʝʩ 198.18.0.101/24 ʠ ʤʘʨʰʨʫʪ ʜʦ ʩʝʪʠ 198.18.1.0/24 

13.4.2.3 ʅʘʩʪʨʦʡʪʝ ʥʘ PC2 ip ʘʜʨʝʩ 198.18.1.101/24 ʠ ʤʘʨʰʨʫʪ ʜʦ ʩʝʪʠ 198.18.0.0/24 

13.4.2.4 ʅʘʩʪʨʦʡʪʝ RouterB 

13.4.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#no shutdown  
RouterB(config-if-[eth1])#ip address 198.18.0.1/24   
RouterB(config-if-[eth1])#exit 

 

13.4.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#no shutdown  
RouterB(config-if-[eth2])#ip address 198.18.1.1/24  
RouterB(config-if-[eth2])#exit 

 

13.4.2.4.3 ʅʘʩʪʨʦʡʪʝ ʜʠʩʮʠʧʣʠʥʳ ʦʙʩʣʫʞʠʚʘʥʠʷ ʦʯʝʨʝʜʝʡ CBQ 

 

RouterB(config)#qos eth2 
RouterB(config-qos[eth2])#qos type cbq 1 parent root avg-packet-size 1000 selection-size 1500 bandwidth 
1000Mbit  
RouterB(config-qos[eth2])#class type cbq 1:2 parent 1:1 rate 35Mbit selection-size 1500 avg-packet-size 100 
bounded 
RouterB(config-qos[eth2])#class type cbq 1:3 parent 1:2 priority 1 rate 25Mbit selection-size 1500 avg-packet-
size 1000 
RouterB(config-qos[eth2])#class type cbq 1:4 parent 1:2 priority 2 rate 15Mbit selection-size 1500 avg-packet-
size 1000 
RouterB(config-qos[eth2])#exit 

 

13.4.2.4.4 ʅʘʩʪʨʦʡʪʝ ʢʣʘʩʩʠʬʠʢʘʮʠʶ ʪʨʘʬʠʢʘ ʧʦ ʧʦʣʷʤ DSCP 

 

RouterB(config)#ip access-list 1 dscp 8 
RouterB(config)#ip mangle-list prerouting access-list 1 set-flow-id 1  
RouterB(config)#ip access-list 2 dscp 16 
RouterB(config)#ip mangle-list prerouting access-list 2 set-flow-id 2 

 

13.4.2.4.5 ʇʨʠʚʷʞʠʪʝ ʬʠʣʴʪʨʳ ʢ ʢʣʘʩʩʘʤ 
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RouterB(config)#qos eth2 
RouterB(config-qos[eth2])#class 1:3 include flow 1 
RouterB(config-qos[eth2])#class 1:4 include flow 2 

 

13.4.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

13.4.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ  

13.4.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf3 -s -B 198.18.1.101 -p 5201 &  iperf3 -s -B 

198.18.1.101 -p 5202 ʥʘ PC2  ʜʣʷ ʟʘʧʫʩʢʘ ʫʪʠʣʠʪʳ iperf ʚ ʨʝʞʠʤʝ ʩʝʨʚʝʨʘ 

13.4.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf3 -c 198.18.1.101 -p 5201 -u -S 32 -b50m -T Stream1 

& iperf3 -c 198.18.1.101 -p 5202 ïu -S 64 -b50m -T Stream2 ʥʘ PC1 ʜʣʷ ʟʘʧʫʩʢʘ ʫʪʠʣʠʪʳ iperf 

ʚ ʨʝʞʠʤʝ ʢʣʠʝʥʪʘ 

ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʨʝʘʣʴʥʘʷ ʧʨʦʧʫʩʢʥʘʷ ʩʧʦʩʦʙʥʦʩʪʴ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʢʦʥʬʠʛʫʨʘʮʠʠ. 

ɼʣʷ ʪʨʘʬʠʢʘ ʩ DSCP = 8 ʧʨʦʧʫʩʢʥʘʷ ʩʧʦʩʦʙʥʦʩʪʴ ʙʫʜʝʪ ʩʦʩʪʘʚʣʷʪʴ ʧʨʠʤʝʨʥʦ 25 ʄʙʠʪ/ʩ. 

ɼʣʷ ʪʨʘʬʠʢʘ ʩ DSCP = 16 ʧʨʦʧʫʩʢʥʘʷ ʩʧʦʩʦʙʥʦʩʪʴ ʙʫʜʝʪ ʩʦʩʪʘʚʣʷʪʴ ʧʨʠʤʝʨʥʦ 15 ʄʙʠʪ/ʩ 

 

Stream1:- - - - - - - - - - - - - - - - - - - - - - - - - 
Stream1:[ ID] Interval        Transfer     Bitrate          Jitter    Lost/Total 
Datagrams 
Stream1:[  5]  0.00-10.00 sec  59.6 MBytes  50.0 Mbits/sec   0.000ms 0/43160 
(0%)sender 
Stream1:[  5]  0.00-10.00 sec  29.2 MBytes  24.5 Mbits/sec   0.464ms 19969/41120 
(49%)receiver Stream1: 
Stream1:iperf Done. 
Stream2:[  5]  9.00-10.00 sec  5.96 MBytes  50.0 Mbits/sec   4317 
Stream2:- - - - - - - - - - - - - - - - - - - - - - - - - 
Stream2:[ ID] Interval Transfer            Bitrate          Jitter    Lost/Total 
Datagrams 
Stream2:[  5]  0.00-10.00 sec  59.6 MBytes  50.0 Mbits/sec   0.000ms 0/43160 
(0%)sender 
Stream2:[  5]  0.00-10.00  sec 17.5 MBytes  14.7 Mbits/sec   0.340ms 27076/39755 
(68%)receiver 
Stream2: 
Stream2:iperf Done. 

13.5 ʅʘʩʪʨʦʡʢʘ ʨʘʙʦʪʳ QoS ʜʠʩʮʠʧʣʠʥʳ ʦʙʩʣʫʞʠʚʘʥʠʷ PQ 

13.5.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 71 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʚʳʙʨʘʥ ʩʝʨʚʠʩʥʳʡ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨ (RouterB). 
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ɺʳʧʦʣʥʝʥʦ ʬʠʟʠʯʝʩʢʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʩʦʩʪʘʚʘ ʦʙʦʨʫʜʦʚʘʥʠʷ 

ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʭʝʤʦʡ ʧʨʦʚʝʜʝʥʠʷ ʧʨʦʚʝʨʢʠ. 

ɼʠʩʮʠʧʣʠʥʳ ʦʙʩʣʫʞʠʚʘʥʠʷ ʦʯʝʨʝʜʝʡ ʧʦʟʚʦʣʷʶʪ ʤʘʨʰʨʫʪʠʟʘʪʦʨʫ ʩʦʨʪʠʨʦʚʘʪʴ ʠ 

ʦʙʨʘʙʘʪʳʚʘʪʴ ʚʭʦʜʷʱʠʝ ʩʝʪʝʚʳʝ ʧʘʢʝʪʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʠʭ ʟʘʜʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʝʤ 

ʧʨʠʦʨʠʪʝʪʦʤ, ʘ ʪʘʢʞʝ ʦʛʨʘʥʠʯʠʚʘʪʴ ʧʦʣʦʩʫ ʧʨʦʧʫʩʢʘʥʠʷ ʜʣʷ ʨʘʟʣʠʯʥʦʛʦ ʪʨʘʬʠʢʘ. 

ɼʠʩʮʠʧʣʠʥʘ ʦʙʩʣʫʞʠʚʘʥʠʷ ʦʯʝʨʝʜʝʡ PQ (Priority Queuing) ʦʙʨʘʙʘʪʳʚʘʝʪ ʦʯʝʨʝʜʠ 

ʩʦʛʣʘʩʥʦ ʠʭ ʧʨʠʦʨʠʪʝʪʘʤ. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ eth1 - IP address 198.18.0.1/24, eth2 - IP address 

198.18.1.1/24. 

 

ʈʠʩʫʥʦʢ 71 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʨʘʙʦʪʳ QoS ʜʠʩʮʠʧʣʠʥʳ ʦʙʩʣʫʞʠʚʘʥʠʷ PQ 

 

13.5.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

13.5.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

13.5.2.2 ʅʘʩʪʨʦʡʪʝ ʥʘ PC1 ip ʘʜʨʝʩ 198.18.0.101/24 ʠ ʤʘʨʰʨʫʪ ʜʦ ʩʝʪʠ 198.18.1.0/24 

13.5.2.3 ʅʘʩʪʨʦʡʪʝ ʥʘ PC2 ip ʘʜʨʝʩ 198.18.1.101/24 ʠ ʤʘʨʰʨʫʪ ʜʦ ʩʝʪʠ 198.18.0.0/24 

13.5.2.4 ʅʘʩʪʨʦʡʪʝ RouterB 

13.5.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#no shutdown  
RouterB(config-if-[eth1])#ip address 198.18.0.1/24   
RouterB(config-if-[eth1])#exit 
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13.5.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#ip address 198.18.1.1/24 
RouterB(config-if-[eth2])#autonegotiation off duplex full speed 100 
RouterB(config-if-[eth2])#exit 

 

13.5.2.4.3 ʅʘʩʪʨʦʡʪʝ ʜʠʩʮʠʧʣʠʥʳ ʦʙʩʣʫʞʠʚʘʥʠʷ ʦʯʝʨʝʜʝʡ PQ 

 

RouterB(config)#qos eth2 
RouterB(config-qos[eth2])#qos type pq 1 parent root queues 8 
RouterB(config-qos[eth2])#exit 

 

13.5.2.4.4 ʅʘʩʪʨʦʡʪʝ ʢʣʘʩʩʠʬʠʢʘʮʠʶ ʪʨʘʬʠʢʘ ʧʦ ʟʥʘʯʝʥʠʷ ToS 

 

RouterB(config)#ip access-list 1 tos 224 
RouterB(config)#ip access-list 2 tos 192 
RouterB(config)#ip access-list 3 tos 160 
RouterB(config)#ip access-list 4 tos 128 
RouterB(config)#ip access-list 5 tos 96 
RouterB(config)#ip access-list 6 tos 64 
RouterB(config)#ip access-list 7 tos 32 
RouterB(config)#ip access-list 8 tos 0 
RouterB(config)#ip mangle-list prerouting access-list 1 set-flow-id 1  
RouterB(config)#ip mangle-list prerouting access-list 2 set-flow-id 2  
RouterB(config)#ip mangle-list prerouting access-list 3 set-flow-id 3  
RouterB(config)#ip mangle-list prerouting access-list 4 set-flow-id 4  
RouterB(config)#ip mangle-list prerouting access-list 5 set-flow-id 5  
RouterB(config)#ip mangle-list prerouting access-list 6 set-flow-id 6  
RouterB(config)#ip mangle-list prerouting access-list 7 set-flow-id 7 
RouterB(config)#ip mangle-list prerouting access-list 8 set-flow-id 8 

 

13.5.2.4.5 ʅʘʩʪʨʦʡʪʝ ʧʨʠʚʷʟʢʫ ʬʠʣʴʪʨʦʚ ʢ ʢʣʘʩʩʘʤ 

 

RouterB(config)#qos eth2 
RouterB(config-qos[eth2])#class 1:1 include flow 1 
RouterB(config-qos[eth2])#class 1:2 include flow 2 
RouterB(config-qos[eth2])#class 1:3 include flow 3 
RouterB(config-qos[eth2])#class 1:4 include flow 4 
RouterB(config-qos[eth2])#class 1:5 include flow 5 
RouterB(config-qos[eth2])#class 1:6 include flow 6 
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RouterB(config-qos[eth2])#class 1:7 include flow 7 
RouterB(config-qos[eth2])#class 1:8 include flow 8 

 

13.5.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

13.5.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ  

13.5.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf3 -s -B 198.18.1.101 -p 5201 & iperf3 -s -B 

198.18.1.101 -p 5202 ʥʘ PC2 ʜʣʷ ʟʘʧʫʩʢʘ ʫʪʠʣʠʪʳ iperf ʚ ʨʝʞʠʤʝ ʩʝʨʚʝʨʘ 

13.5.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf3 -c 198.18.1.101 -u -b60m -p 5201 -S 224 -i 10 -T 

Stream1 & iperf3 -c 198.18.1.101 -u -b100m -p 5202 -S 0 -i 10 -T Stream8 ʥʘ PC1 ʜʣʷ ʟʘʧʫʩʢʘ 

ʫʪʠʣʠʪʳ iperf ʚ ʨʝʞʠʤʝ ʢʣʠʝʥʪʘ 

ʋʙʝʜʠʪʝʩʴ ʯʪʦ ʜʣʷ ʪʨʘʬʠʢʘ ʩ ToS = 224 Stream1 ʧʨʦʧʫʩʢʥʘʷ ʩʧʦʩʦʙʥʦʩʪʴ ʙʫʜʝʪ 

ʩʦʩʪʘʚʣʷʪʴ ʧʨʠʤʝʨʥʦ 60 ʄʙʠʪ/ʩ 

ɼʣʷ ʪʨʘʬʠʢʘ ʩ ToS = 0 Stream8 ʧʨʦʧʫʩʢʥʘʷ ʩʧʦʩʦʙʥʦʩʪʴ ʙʫʜʝʪ ʩʦʩʪʘʚʣʷʪʴ ʧʨʠʤʝʨʥʦ 

40 ʄʙʠʪ/ʩ 

 

Stream8:[ ID] Interval Transfer Bitrate Total Datagrams 
Stream8:[ 5] 0.00-10.00 sec 119 Mbytes 100 Mbits/sec 86319 
Stream8:- - - - - - - - - - - - - - - - - - - - - - - - - 
Stream8:[ ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams 
Stream8:[ 5] 0.00-10.00 sec 119 Mbytes 100 Mbits/sec 0.000 ms 0/86319            (0%) sender 
Stream8:[ 5] 0.00-10.13 sec 43.9 Mbytes 36.4 Mbits/sec 0.361 ms 54493/86317 (63%)receiver 
Stream8: 
Stream8: iperf Done. 
Stream1:[ ID] Interval Transfer Bitrate Total Datagrams 
Stream1:[ 5] 0.00-10.00 sec 71.5 Mbytes 60.0 Mbits/sec 51792 
Stream1:- - - - - - - - - - - - - - - - - - - - - - - - - 
Stream1:[ ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams 
Stream1:[ 5] 0.00-10.00 sec 71.5 Mbytes 60.0 Mbits/sec 0.000 ms 0/51792          (0%) sender 
Stream1:[ 5]                                                                                                                          (0%)receiver 
Stream1: 
Stream1: iperf Done. 

13.6 ʅʘʩʪʨʦʡʢʘ ʨʘʙʦʪʳ QoS ʜʠʩʮʠʧʣʠʥʳ ʦʙʩʣʫʞʠʚʘʥʠʷ WFQ 

13.6.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 72 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʚʳʙʨʘʥ ʩʝʨʚʠʩʥʳʡ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨ (RouterB). 
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ɺʳʧʦʣʥʝʥʦ ʬʠʟʠʯʝʩʢʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʩʦʩʪʘʚʘ ʦʙʦʨʫʜʦʚʘʥʠʷ 

ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʭʝʤʦʡ ʧʨʦʚʝʜʝʥʠʷ ʧʨʦʚʝʨʢʠ. 

ɼʠʩʮʠʧʣʠʥʳ ʦʙʩʣʫʞʠʚʘʥʠʷ ʦʯʝʨʝʜʝʡ ʧʦʟʚʦʣʷʶʪ ʤʘʨʰʨʫʪʠʟʘʪʦʨʫ ʩʦʨʪʠʨʦʚʘʪʴ ʠ 

ʦʙʨʘʙʘʪʳʚʘʪʴ ʚʭʦʜʷʱʠʝ ʩʝʪʝʚʳʝ ʧʘʢʝʪʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʠʭ ʟʘʜʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʝʤ 

ʧʨʠʦʨʠʪʝʪʦʤ, ʘ ʪʘʢʞʝ ʦʛʨʘʥʠʯʠʚʘʪʴ ʧʦʣʦʩʫ ʧʨʦʧʫʩʢʘʥʠʷ ʜʣʷ ʨʘʟʣʠʯʥʦʛʦ ʪʨʘʬʠʢʘ. 

ɼʠʩʮʠʧʣʠʥʘ ʦʙʩʣʫʞʠʚʘʥʠʷ ʦʯʝʨʝʜʝʡ WFQ (Weighted Fair Queuing) ʦʙʝʩʧʝʯʠʚʘʝʪ 

ʩʧʨʘʚʝʜʣʠʚʦʝ ʨʘʩʧʨʝʜʝʣʝʥʠʝ ʧʦʣʦʩʳ ʧʨʦʧʫʩʢʘʥʠʷ ʤʝʞʜʫ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʬʦʨʤʠʨʫʝʤʳʤʠ 

ʧʦʪʦʢʘʤʠ ʪʨʘʬʠʢʘ ʩ ʫʯʝʪʦʤ ʠʭ ʚʝʩʘ. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ eth1 - IP address 198.18.0.1/24, eth2 - IP address 

198.18.1.1/24. 

 

ʈʠʩʫʥʦʢ 72 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʨʘʙʦʪʳ QoS ʜʠʩʮʠʧʣʠʥʳ ʦʙʩʣʫʞʠʚʘʥʠʷ WFQ 

 

13.6.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

13.6.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

13.6.2.2 ʅʘʩʪʨʦʡʪʝ ʥʘ PC1 ip ʘʜʨʝʩ 198.18.0.101/24 ʠ ʤʘʨʰʨʫʪ ʜʦ ʩʝʪʠ 

198.18.1.0/24 

13.6.2.3 ʅʘʩʪʨʦʡʪʝ ʥʘ PC2 ip ʘʜʨʝʩ 198.18.1.101/24 ʠ ʤʘʨʰʨʫʪ ʜʦ ʩʝʪʠ 198.18.0.0/24 

13.6.2.4 ʅʘʩʪʨʦʡʪʝ RouterB 

13.6.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#no shutdown 
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RouterB(config-if-[eth1])#ip address 198.18.0.1/24 
RouterB(config-if-[eth1])#exit 

 

13.6.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#ip address 198.18.1.1/24 
RouterB(config-if-[eth2])#autonegotiation off duplex full speed 100 
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#exit 

 

13.6.2.4.3 ʅʘʩʪʨʦʡʪʝ ʜʠʩʮʠʧʣʠʥʫ ʦʙʩʣʫʞʠʚʘʥʠʷ ʦʯʝʨʝʜʝʡ WFQ 

 

RouterB(config)#qos eth2 
RouterB(config-qos[eth2])#qos type wfq 1 parent root queue-count 1024 length 512 
RouterB(config-qos[eth2])#exit 

 

13.6.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

13.6.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ  

13.6.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf3 -s -B 198.18.1.101 -p 5201 & iperf3 -s -B 

198.18.1.101 -p 5207 ʥʘ PC2 ʜʣʷ ʟʘʧʫʩʢʘ ʫʪʠʣʠʪʳ iperf ʚ ʨʝʞʠʤʝ ʩʝʨʚʝʨʘ 

13.6.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf3 -c 198.18.1.101 -u -b100m -p 5201 -S 224 -i 10 -T 

Stream1& iperf3 -c 198.18.1.101 ïu -b100m -p 5207 -S 0 -i 10 -T Stream7 ʥʘ PC1 ʜʣʷ ʟʘʧʫʩʢʘ 

ʫʪʠʣʠʪʳ iperf ʚ ʨʝʞʠʤʝ ʢʣʠʝʥʪʘ 

ʋʙʝʜʠʪʝʩʴ, ʯʪʦ  ʜʣʷ ʪʨʘʬʠʢʘ ʩ IP Precedence = 7 (Stream1) ʧʨʦʧʫʩʢʥʘʷ ʩʧʦʩʦʙʥʦʩʪʴ 

ʙʫʜʝʪ ʩʦʩʪʘʚʣʷʪʴ ʧʨʠʤʝʨʥʦ 80 ï 85 ʄʙʠʪ/ʩ 

ɼʣʷ ʪʨʘʬʠʢʘ ʩ IP Precedence = 0 (Stream7) ʧʨʦʧʫʩʢʥʘʷ ʩʧʦʩʦʙʥʦʩʪʴ ʙʫʜʝʪ ʩʦʩʪʘʚʣʷʪʴ 

ʧʨʠʤʝʨʥʦ 10 ï 12 ʄʙʠʪ/ʩ 

ʈʘʟʥʠʮʘ ʧʨʦʧʫʩʢʥʦʡ ʩʧʦʩʦʙʥʦʩʪʠ ʤʝʞʜʫ ʧʦʪʦʢʘʤʠ Stream1 ʠ Stream2 ʦʪʣʠʯʘʝʪʩʷ ʧʨʠʤʝʨʥʦ 

ʚ 8 ʨʘʟ 

 

Stream1: [ ID] Interval Transfer Bitrate Total Datagrams 
Stream1: [ 5] 0.00-10.00 sec 119 Mbytes 100 Mbits/sec 86319 
Stream1: - - - - - - - - - - - - - - - - - - - - - - - - - 
Stream1: [ ID] Interval Transfer Bitrate Jitter Lost/Total 
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Datagrams 
Stream1: [ 5] 0.00-10.00 sec 119 Mbytes 100 Mbits/sec 0.000 ms 0/86319 
(0%) sender 
Stream1: [ 5] 0.00-10.13 sec 101 Mbytes 84.0 Mbits/sec 0.216 ms12868/86319 
(15%) receiver 
Stream1: 
Stream1: iperf 
Done. 
Stream7: [ ID] Interval Transfer Bitrate Total Datagrams 
Stream7: [ 5] 0.00-10.00 sec 119 Mbytes 100 Mbits/sec 86319 
Stream7:   - - - - - - - - - - - - - - - - - - - - - - - - - 
Stream7: [ ID] Interval Transfer Bitrate Jitter Lost/Total 
Datagrams 
Stream7: [ 5] 0.00-10.00 sec 119 Mbytes 100 Mbits/sec 0.000 ms 0/86319 
(0%) sender 
Stream7: [ 5] 0.00-10.13 sec 14.0 Mbytes 11.6 Mbits/sec 1.146 ms 76158/86310 
(88%) receiver 
Stream7: 
Stream7: iperf Done. 

13.7 ʅʘʩʪʨʦʡʢʘ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʧʝʨʝʛʨʫʟʢʠ ʦʯʝʨʝʜʝʡ RED 

13.7.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʦʢ 73 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʚʳʙʨʘʥ ʩʝʨʚʠʩʥʳʡ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨ - RouterB. 

ɺʳʧʦʣʥʝʥʦ ʬʠʟʠʯʝʩʢʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʩʦʩʪʘʚʘ ʦʙʦʨʫʜʦʚʘʥʠʷ 

ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʭʝʤʦʡ ʧʨʦʚʝʜʝʥʠʷ ʧʨʦʚʝʨʢʠ. 

ɼʠʩʮʠʧʣʠʥʳ ʦʙʩʣʫʞʠʚʘʥʠʷ ʦʯʝʨʝʜʝʡ ʧʦʟʚʦʣʷʶʪ ʤʘʨʰʨʫʪʠʟʘʪʦʨʫ ʩʦʨʪʠʨʦʚʘʪʴ ʠ 

ʦʙʨʘʙʘʪʳʚʘʪʴ ʚʭʦʜʷʱʠʝ ʩʝʪʝʚʳʝ ʧʘʢʝʪʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʠʭ ʟʘʜʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʝʤ 

ʧʨʠʦʨʠʪʝʪʦʤ, ʘ ʪʘʢʞʝ ʦʛʨʘʥʠʯʠʚʘʪʴ ʧʦʣʦʩʫ ʧʨʦʧʫʩʢʘʥʠʷ ʜʣʷ ʨʘʟʣʠʯʥʦʛʦ ʪʨʘʬʠʢʘ. 

ɸʣʛʦʨʠʪʤ RED (Random Early Detection) ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ 

ʧʝʨʝʧʦʣʥʝʥʠʝʤ ʦʯʝʨʝʜʝʡ. ʆʥ ʦʙʝʩʧʝʯʠʚʘʝʪ ʚʳʙʦʨʦʯʥʦʝ ʦʪʙʨʘʩʳʚʘʥʠʝ ʧʘʢʝʪʦʚ ʠʟ ʦʯʝʨʝʜʠ 

ʧʨʠ ʫʚʝʣʠʯʝʥʠʠ ʝʝ ʨʘʟʤʝʨʘ, ʪʝʤ ʩʘʤʳʤ ʩʛʣʘʞʠʚʘʷ ʚʩʧʣʝʩʢʠ ʪʨʘʬʠʢʘ ʠ ʧʦʟʚʦʣʷʷ ʜʦʙʠʪʴʩʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʧʝʨʝʧʦʣʥʝʥʠʷ. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ: eth1 - IP address 198.18.0.1/24, eth2 - IP address 

198.18.1.1/24 
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ʈʠʩʫʥʦʢ 73 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʧʝʨʝʛʨʫʟʢʠ ʦʯʝʨʝʜʝʡ RED 

 

  

13.7.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

13.7.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

13.7.2.2 ʅʘʩʪʨʦʡʪʝ ʥʘ PC1 ip ʘʜʨʝʩ 198.18.0.101/24 ʠ ʤʘʨʰʨʫʪ ʜʦ ʩʝʪʠ 198.18.1.0/24 

13.7.2.3 ʅʘʩʪʨʦʡʪʝ ʥʘ PC2 ip ʘʜʨʝʩ 198.18.1.101/24 ʠ ʤʘʨʰʨʫʪ ʜʦ ʩʝʪʠ 198.18.0.0/24 

13.7.2.4 ʅʘʩʪʨʦʡʪʝ RouterB 

13.7.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#no shutdown  
RouterB(config-if-[eth1])#ip address 198.18.0.1/24   
RouterB(config-if-[eth1])#exit 

 

13.7.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2 
RouterB(config-if-[eth2])#no shutdown  
RouterB(config-if-[eth2])#ip address 198.18.1.1/24  
RouterB(config-if-[eth2])#autonegotiation off duplex full speed 100 
RouterB(config-if-[eth2])#exit 
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13.7.2.4.3 ʅʘʩʪʨʦʡʪʝ ʘʣʛʦʨʠʪʤ ʫʧʨʘʚʣʝʥʠʷ ʧʝʨʝʧʦʣʥʝʥʠʷ ʦʯʝʨʝʜʝʡ RED 

 

RouterB(config)#qos eth2 
RouterB(config-qos[eth2])#qos type red 1 parent root queue-size 1000000 min 150000 max 300000 avpkt 1000 
burst 200 ecn probability 1 
RouterB(config-qos[eth2])#exit 

 

13.7.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

13.7.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ  

13.7.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf3 -s -B 198.18.1.101 -p 5201& iperf3 -s -B 

198.18.1.101 -p 5202& iperf3 -s ïB 198.18.1.101 -p 5203& iperf3 -s -B 198.18.1.101 -p 5204 ʥʘ 

PC2 ʜʣʷ ʟʘʧʫʩʢʘ ʫʪʠʣʠʪʳ iperf ʚ ʨʝʞʠʤʝ ʩʝʨʚʝʨʘ 

13.7.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʳ iperf3 -c 198.18.1.101 -u -b26m -p 5201 -S 224 -i 10 -T 

Stream1 & iperf3 -c 198.18.1.101 -u -b26m -p 5202 -S 96 -i 10 -T Stream2 & iperf3 -c 

198.18.1.101 -u -b26m -p 5203 -S 32 -i 10 -T Stream3 & iperf3 -c 198.18.1.101 -u -b26m -p 5204 

-S 0 -i 10 -T Stream4 ʥʘ PC1 ʜʣʷ ʟʘʧʫʩʢʘ ʫʪʠʣʠʪʳ iperf ʚ ʨʝʞʠʤʝ ʢʣʠʝʥʪʘ 

ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʚ ʩʪʨʦʢʝ receiver, ʚ ʢʦʣʦʥʢʝ Lost/Total Datagrams ʦʜʠʥʘʢʦʚʳʝ ʧʦʪʝʨʠ 

ʠʤʝʶʪʩʷ ʚʦ ʚʩʝʭ ʯʝʪʳʨʝʭ ʧʦʪʦʢʘʭ ʚʥʝ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʟʥʘʯʝʥʠʷ ʧʦʣʷ ToS 

 

Stream1: [ID] Interval Transfer Bitrate Total Datagrams 
Stream1: [5] 0.00-10.00 sec 31.0 Mbytes 26.0 Mbits/sec 22443 
Stream1: - - - - - - - - - - - - - - - - - - - - - - - - - 
Stream1: [ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams 
Stream1: [5] 0.00-10.00 sec 31.0 Mbytes 26.0 Mbits/sec 0.000 ms 0/22443 (0%) sender 
Stream1: [5] 0.00-10.03 sec 28.7 Mbytes 24.0 Mbits/sec0.278 ms 1688/22443 (7.5%) receiver Stream1: 
Stream1: iperf Done. 
Stream2: [ID] Interval Transfer Bitrate Total Datagrams 
Stream2: [5] 0.00-10.00 sec 31.0 Mbytes 26.0 Mbits/sec 22443 
Stream2: - - - - - - - - - - - - - - - - - - - - - - - - - 
Stream2: [ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams 
Stream2: [5] 0.00-10.00 sec 31.0 Mbytes 26.0 Mbits/sec 0.000 ms 0/22443 (0%) sender 
Stream2: [5] 0.00-10.03 sec 28.6 Mbytes 23.9 Mbits/sec 0.304 ms 1723/22443 (7.7%) receiver 
Stream2: 
Stream2: iperf Done. 
Stream3: [ID] Interval Transfer Bitrate Total Datagrams 
Stream3: [5] 0.00-10.00 sec 31.0 Mbytes 26.0 Mbits/sec 22443 
Stream3: - - - - - - - - - - - - - - - - - - - - - - - - - 
Stream3: [ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams 
Stream3: [5] 0.00-10.00 sec 31.0 Mbytes 26.0 Mbits/sec 0.000 ms 0/22443 (0%) sender 
Stream3: [5] 0.00-10.03 sec 28.6 Mbytes 23.9 Mbits/sec 0.246 ms 1726/22443 (7.7%) receiver 
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Stream3: 
Stream3: iperf Done. 
Stream4: [ID] Interval Transfer Bitrate Total Datagrams 
Stream4: [5] 0.00-10.01 sec 31.0 Mbytes 26.0 Mbits/sec 22443 
Stream4: - - - - - - - - - - - - - - - - - - - - - - - - - 
Stream4: [ID] Interval Transfer Bitrate Jitter Lost/Total Datagrams 
Stream4: [5] 0.00-10.01 sec 31.0 Mbytes 26.0 Mbits/sec 0.000 ms 0/22443 (0%)  sender 
Stream4: [5] 0.00-10.03 sec 28.4 Mbytes 23.8 Mbits/sec 0.271 ms 1844/22442 (8.2%) receiver 
Stream4: 
Stream4: iperf Done. 

13.8 ʅʘʩʪʨʦʡʢʘ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʧʝʨʝʛʨʫʟʢʠ ʦʯʝʨʝʜʝʡ GRED 

13.8.1 ʆʧʠʩʘʥʠʝ ʥʘʩʪʨʦʡʢʠ 

ʂʘʢ ʧʦʢʘʟʘʥʦ ʥʘ  ʨʠʩʫʥʢʝ 74 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʚʳʙʨʘʥ ʩʝʨʚʠʩʥʳʡ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨ - RouterB. 

ɺʳʧʦʣʥʝʥʦ ʬʠʟʠʯʝʩʢʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʩʦʩʪʘʚʘ ʦʙʦʨʫʜʦʚʘʥʠʷ 

ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʭʝʤʦʡ. 

ɼʠʩʮʠʧʣʠʥʳ ʦʙʩʣʫʞʠʚʘʥʠʷ ʦʯʝʨʝʜʝʡ ʧʦʟʚʦʣʷʶʪ ʤʘʨʰʨʫʪʠʟʘʪʦʨʫ ʩʦʨʪʠʨʦʚʘʪʴ ʠ 

ʦʙʨʘʙʘʪʳʚʘʪʴ ʚʭʦʜʷʱʠʝ ʩʝʪʝʚʳʝ ʧʘʢʝʪʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʠʭ ʟʘʜʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʝʤ 

ʧʨʠʦʨʠʪʝʪʦʤ, ʘ ʪʘʢʞʝ ʦʛʨʘʥʠʯʠʚʘʪʴ ʧʦʣʦʩʫ ʧʨʦʧʫʩʢʘʥʠʷ ʜʣʷ ʨʘʟʣʠʯʥʦʛʦ ʪʨʘʬʠʢʘ. 

ɸʣʛʦʨʠʪʤ GRED (Gentle RED) ʷʚʣʷʝʪʩʷ ʨʘʩʰʠʨʝʥʠʝʤ ʘʣʛʦʨʠʪʤʘ RED ʠ ʦʧʝʨʠʨʫʝʪ 

ʥʝʩʢʦʣʴʢʠʤʠ ʦʯʝʨʝʜʷʤʠ, ʢʘʞʜʘʷ ʠʟ ʢʦʪʦʨʳʭ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ RED-ʦʯʝʨʝʜʴ. 

ʅʘ RouterB ʥʘʩʪʨʦʝʥʳ ʠʥʪʝʨʬʝʡʩʳ: eth1 - IP address 198.18.0.1/24, eth2 - IP address 

198.18.1.1/24. 

 

ʈʠʩʫʥʦʢ 74 ï ʉʭʝʤʘ ʥʘʩʪʨʦʡʢʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʧʝʨʝʛʨʫʟʢʠ ʦʯʝʨʝʜʝʡ GRED 
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13.8.2 ʕʪʘʧʳ ʥʘʩʪʨʦʡʢʠ ʩʝʪʠ 

13.8.2.1 ɺʦʡʜʠʪʝ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʧʝʨʝʜ 

ʥʘʩʪʨʦʡʢʦʡ 

ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʰʘʛʦʚ, ʷʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ. ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʨʝʞʠʤ - ʵʪʦ ʦʜʠʥ ʠʟ ʨʝʞʠʤʦʚ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʨʝʞʠʤʝ ʤʦʞʥʦ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ, 

ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʨʦʡʩʪʚ. 

13.8.2.2 ʅʘʩʪʨʦʡʪʝ ʥʘ PC1 ip ʘʜʨʝʩ 198.18.0.101/24 ʠ ʤʘʨʰʨʫʪ ʜʦ 

ʩʝʪʠ 198.18.1.0/24 

13.8.2.3 ʅʘʩʪʨʦʡʪʝ ʥʘ PC2 ip ʘʜʨʝʩ 198.18.1.101/24 ʠ ʤʘʨʰʨʫʪ ʜʦ ʩʝʪʠ 198.18.0.0/24 

13.8.2.4 ʅʘʩʪʨʦʡʪʝ RouterB 

13.8.2.4.1 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth1 

 

RouterB(config)#interface eth1 
RouterB(config-if-[eth1])#no ip address dhcp 
RouterB(config-if-[eth1])#no shutdown  
RouterB(config-if-[eth1])#ip address 198.18.0.1/24   
RouterB(config-if-[eth1])#exit 

 

13.8.2.4.2 ʅʘʩʪʨʦʡʪʝ ʠʥʪʝʨʬʝʡʩ eth2 

 

RouterB(config)#interface eth2R 
outerB(config-if-[eth2])#ip address 198.18.1.1/24  
RouterB(config-if-[eth2])#no shutdown 
RouterB(config-if-[eth2])#autonegotiation off duplex full speed 100 
RouterB(config-if-[eth2])#exit 

 

13.8.2.4.3 ʅʘʩʪʨʦʡʪʝ ʘʣʛʦʨʠʪʤ ʫʧʨʘʚʣʝʥʠʷ ʧʝʨʝʧʦʣʥʝʥʠʷ ʦʯʝʨʝʜʝʡ GRED 

 

RouterB(config)#qos eth2 
RouterB(config-qos[eth2])#qos type gred 1 parent root queues 4 default-queue 0 
RouterB(config-qos[eth2])#virtual-queue type gred parent 1 0 queue-size 1000000 min 150000 max 300000 
avpkt 1000 burst 200 
RouterB(config-qos[eth2])#virtual-queue type gred parent 1 1 queue-size 1000000 min 150000 max 300000 
avpkt 1000 burst 200 
RouterB(config-qos[eth2])#virtual-queue type gred parent 1 2 queue-size 1000000 min 150000 max 300000 
avpkt 1000 burst 200 
RouterB(config-qos[eth2])#virtual-queue type gred parent 1 3 queue-size 1000000 min 150000 max 300000 
avpkt 1000 burst 200 
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RouterB(config-qos[eth2])#exit 

 

13.8.2.5 ʉʦʭʨʘʥʠʪʝ ʥʘʩʪʨʦʡʢʠ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ write <name> ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

13.8.3 ʇʨʦʚʝʨʢʘ ʥʘʩʪʨʦʝʢ  

13.8.3.1 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show qos eth2 ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʪʘʪʠʩʪʠʢʠ  

 

qdisc gred 1: root refcnt 2 vqs 4 default 0 
vq 0 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02 
Scell_log 16 
Queue size: average 0b current 0b 
Dropped packets: forced 0 early 0 pdrop 0 other 0 Total packets: 13 (978b) 
vq 1 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02 
Scell_log 16 
Queue size: average 0b current 0b 
Dropped packets: forced 0 early 0 pdrop 0 other 0 Total packets: 0 (0b) 
vq 2 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02 
Scell_log 16 
Queue size: average 0b current 0b 
Dropped packets: forced 0 early 0 pdrop 0 other 0 Total packets: 0 (0b) 
vq 3 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02 
Scell_log 16 
Queue size: average 0b current 0b 
Dropped packets: forced 0 early 0 pdrop 0 other 0 Total packets: 0 (0b) 
Sent 978 bytes 13 pkt (dropped 0, overlimits 0 requeues 0) 
backlog 0b 0p requeues 0 

 

13.8.3.2 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf3 -s -B 198.18.1.101 -p 5201 & iperf3 -s -B 

198.18.1.101 -p 5202 & iperf3 -s -B 198.18.1.101 -p 5203 & iperf3 -s -B 198.18.1.101 -p 5204 ʥʘ 

PC2  ʜʣʷ ʟʘʧʫʩʢʘ ʫʪʠʣʠʪʳ iperf ʚ ʨʝʞʠʤʝ ʩʝʨʚʝʨʘ 

13.8.3.3 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ iperf3 -c 198.18.1.101 -u -b26m -p 5201 -S 16 -i 10 -T 

Stream1 ʥʘ PC1 ʜʣʷ ʟʘʧʫʩʢʘ ʫʪʠʣʠʪʳ iperf ʚ ʨʝʞʠʤʝ ʢʣʠʝʥʪʘ ʩ Tos=16 

13.8.3.4 ɺʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ show qos eth2 ʥʘ RouterB ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʪʘʪʠʩʪʠʢʠ 

 

qdisc gred 1: root refcnt 2 vqs 4 default 0 
vq 0 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02 
Scell_log 16 
Queue size: average 0b current 0b 
Dropped packets: forced 0 early 0 pdrop 0 other 0 Total packets: 22481 
(33443193b) 
vq 1 prio 8 limit 1000000b min 150000b max 300000b ewma 6 probability 0.02 


















































































































































































































































































































