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AHHOTALUUA

[aHHbIN JOKYMEHT sIBMSIeTCA PYKOBOACTBOM CUCTEMHOrO MporpaMmmmcTa nporpaMmmHoOro
obecnevyeHna cepBuCHoro mapuwpytmsatopa CS, npegHasHayeHHOro AnNs opraHu3auum u
npefocTaBfieHns PYHKLUA KOMMYyTaLumMm 1 MapLipyTmnsagum tpaduka.

[aHHbIN OOKYMEHT onucbiBaeT obuwime cBefeHusi, CTPYKTYpPY, HaCTPOWKW, NPOBEPKM,
AOMNOSTHUTENbHbIE BO3MOXHOCTU W  COOOLIEHUA CUCTEMHOMY MNPOrpaMMUCTy CEepPBUCHOIO
MapLupyTusaTopa.

[aHHbIN OOKYMEHT paspaboTaH noA Bepcuio NporpaMMHoOro obecnevyeHns cepBUCHOrO
MapwpyTtusaTtopa 3.24.08 ot 23.12.2024, paboTta nporpaMmHoOro obecnevyeHus CepBUCHOro
MapLupyTusaTopa B 6onee paHHUX BEPCUSIX MOXET OTNINYATLCS OT TEKYLLEN.

HacToawun OOKYMEHT BXOAUT B COCTaB MPOrpamMMHOM AOKYMEHTauuuM Ha u3genuve u
paccyMTaH Ha Monb3oBaTens, MMEKLWEro HaBblkM paboTbl Ha MEPCOHaNbHOW 3NEKTPOHHON
BbIYMCINTENBHON MalUMHEe B ornepaumoHHou cucteme Linux, Windows 1 3HalowWwun OCHOBBLI
CeTeBOro agMUHUCTPMPOBAHUSI.

[ns HarnggHOCTN B TEKCTE HACTOSLLEro PyKOBOACTBA MCMONb3YHTCA pasfnyHbie CTUNIn
odopmnenmns (Tabnvua 1).
Tabnuua 1 — Ctnnun odopMneHuns B JOKYMEHTE
Ctunb opopmneHums O6nactb npumeHeHunn Mpumep
MonyKupHbI WpndT  Bblaenser npumepbl CUHTaKCMCa KOMaHA, configure terminal

WpnoT Boigenset soiBog, CLI Name # Rule 100 1 src: 192.168.1.1/32
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1 ObWMUE CBEAEHUA O NPOrPAMME

MO CM npegHasHayeHo Ana obecneveHns yHKUMA KOMMyTauuM U MapLipyTusauuu
Tpaduika.
MO CM obecneumnBaeT yHKUMOHMpPOBaHWE no npoTokony IPv4 (RFC 791).
MO CM obecneumnBaeT yHKUMOHMpPoBaHWe no npoTtokony IPv6 (RFC 2460).
MO CM obecneunaeT obpabotky Jumbo Frames (kagpoB paamepom o 1900 6anT) Ha
Bcex nHTepdencax Ethernet.
MO CM obecneuvnBaeT HasHavyeHne cTaTuyeckux IP-agpecos cBoOMM UHTepdencam.
MO CM obecne4vnBaeT ogHOAAPECHYIO CTaTUYECKY0 MapLupyTusaumio |P-nakeToB.
MO CM nopgepxvBaeT 0gHOAAPECHY AMHAMUYECKY0 MapLUpyTU3aumio No NpoTokonam
RIP, RIPng, OSPF, 1S-IS, BGP.
MO CM nogaepxunBaeT arperaumto noptoB ¢ nomouibto LACP.
MO CM obGecneuvnBaeT nepepacnpegeneHme MmapLipyTHOM NHpopMaLmn:
o Mexay NpoToKONaMu AMHaMMUYECKOM MapLUpyTM3auuu;
o CTaTU4eCKMX MapLUPYTOB B MPOTOKOSbI ANHAMUYECKON MapLUpyTM3aLumn.
MO CM nopaepkuBaeT MapLupyTM3aumio Ha ocHoBe nonuTuk (Policy routing):
o Ha ocHoBe |IP agpeca nctoyHuika,;
O Ha OCHOBE HOMepa nopTa UCTOYHUKA N Ha3HaYeHWs.
MO CM nopaepxuBaeT 6anaHCMPOBKY Harpy3sku nNpu Hanmymm HeCKONbKUX MapLLpPyTOB C
OANHAaKOBOW METPUKOMN.
MO CM nogaepxuBaeT NPOTOKOSbI yBenuyeHnsa goctynHoctu wnto3a VRRP 1 CARP.
MO CM nogaepxuBaeT NpoToKon obHapyxeHnsa npobnem cesasHocTn BFD.
MO CM obecneunBaeT ObICTPyHO CXOAMMOCTb  MPOTOKOSIOB  AMHAMWUYECKON
MapLupyTmusaumm ¢ noMmoLubo npotokona BFD.
MO CM obecneunBaeT obHapyxeHne OOCTYMHOCTM CreayroLwero TpaH3MTHOro yvacTka
ANs CTaTUYECKMX MapLUPYTOB C NoMOLLbo npoTokona BFD.
MO CM nopogepxmBaeT ANHAMUYECKOE KOHUIYPUPOBaHNE CETEBLIX HACTPOEK Ha y3nax
B kayectBe DHCP-cepBepa.
MO CM nopgaepxusaet paboty B kayectBe DNS-cepBepa, DNS-knmueHTa, DNS-proxy.
MO CM nopaepxuBaeT NPOTOKOS CUHXPOHM3auum BpemeHn NTP.
MO CM nogaepXmBaeT MHOroaapecHyo AUHAMUYECKYH MapLUpyTM3aumio No NpoTOKoNam
IGMP, PIM.

MO CM nopaepxuBaeT npoTokon ydeta ceteBoro Tpadumka Netflow.
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MO CM nopgpepxuBaeT npoTokon ceTeBoro ynpasneHna SNMP.

MO CM nogaepxmBaeT mexaHuam IP SLA.

MO CM nopaepxuBaeT ceTeByl cucTeMy OBHapyXeHnsa u NpeaoTBpaLleHns BTOPXKEHUN
SNORT, cnocobHyi BbINOMHATL PerucTpaumio NaketoB W OCYLeCTBNATbL rnybokui aHanus
Tpaduika.

MO CM nopgepxvBaeT MHOrONPOTOKOSIbHYKD KOoMMyTauuio no MPLS  meTkam
(Multiprotocol label switching) RFC 3031.

MO CM nopgepxvBaeT TEXHOMOMMIO BUPTYyarbHOW MapLupyTusauuum v nepeagpecauuu
(Virtual Routing and Forwarding (VRF)).

MO CM nogaepxunBaeT npeobpasoBaHme ceTeBbix agpecoB NAT.

MO CM obecneumBaeT 6a30Bble KOHLENLUM TPAHCNALMN CETEBLIX aApPeCcoB:

o cTaTudeckas (Static Network Address Translation);
o AauHamuyeckas (Dynamic Address Translation);
o MackapagHasa (NAPT, NAT Overload, PAT).

MO CM noppepxuBaeT cregyrouwme metoabl obecneyeHnss kadectsa obcnyxvmBaHus B
cetax: FIFO, PQ, CBQ, WFQ, HFSC, RED, GRED, HTB, RIO, SFQ, TBF, WRR, INPUT, WRED.

MO CM nogaepxnBaeT UCNonb30BaHWE nepapxmieckmx gucunnimi QosS.

MO CM nopaepxuBaeT TEXHOSOIMIO Co34aHns BUpPTYyarbHbIX YacTHbIX ceTern DMVPN.

MO CM nogaepxmaet npoTtokonbl OpenVPN n IPSec.

MO CM nogaepxuBaeT YHKLUIO TYHHENMpoBaHus no npotokonam: PPPoE, PPTP, IPIP,
GRE, L2TP.

MO CM obecneumBaeT hmnbTpaumio Tpadumka no crneayrowmm nonsim:

o nopt (TCP/UDP) otnpasutens;

o nopt (TCP/UDP) nonyyaTens;

o |IP-agpec otnpaBsutens;

o |IP-agpec nonyyartens;

o MAC-agpec oTnpasuTtens;

o donaru 3aronoska cermeHTa TCP;

o 3HadeHwue nons «lpoTokon» 3aronoska IP;

o 3HauveHue nons «ToS» (TOS/DSCP) 3aronoska IP.

MO CM nopaepxuBaet xXypHanmpoBaHue Syslog.

MO CM nopaepxuBaeT cnegyowme Buabl ynpaBneHus:

o NokanbHoe Yepe3 nHtepdenc komaHaHom ctpokm (CLI);
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o ypAaneHHoe no npotokony SSH;
o ypaneHHoe no npotokony Telnet.
MO CM obecnevnBaeT KOPPEKTHOCTL 3a4aBaeMblX NapamMeTpoB (PYHKLNOHUPOBAHUA.
MO CM obecneunBaeT MexaHU3Mbl  MAeHTMUKAUMM U ayTeHTUUKauuu,
NCNonb3yrLMecs Npu BXxoae B CUCTEMY yNpaBreHns n3genuem.
MO CM nopgepxvBaeT yaaneHHy ayTeHTUpUKauuio/aBTopmsaumo no npoToKony
RADIUS un obecrneunBaeT yHKLMOHMPOBAHNE B KA4YEeCTBE KITMEHTa.
MO CM nopgaepxusaeT ayTeHTUdMKauymo/asTopusaumo/yyet no npotokony TACACS+.
MO CM nopgepxuBaeT 3ajaHue ydeTHbIX 3anucen agmuHucTpaTtopa/onepartopa U ux
naponemn.
MO CM nopgaepxusaeT cnegyowme sBuabl OGHOBNEHUS NPOrpaMMHOro obecneyeHus:
o IOKanbHOE (C BHYTPEHHEero/BHeLWHEero HakonuTens);
o ypaaneHHoe (no npotokonam HTTP, SFTP, TFTP, FTP).
MO CM obecneuvnBaeT coxpaHeHne CKOHOUIypnpoBaHHbIX NPOGUMIEN.
MO CM obecneumBaeT BbIBOA NEPEYHS MMEIOLLMXCA B cUCTEME Npodunnen, nx npocMoTp,
a Takke MX KOnMpoBaHWe Ha BHELUHWA HOCUTENb.
MO CM obecneumBaeTt cOpocC K 3aBOACKMM HACTPOMKaM.
MO CM nopaepxmBaeT B3auMogencrame ¢ KoMMyTaumoHHbiM Yinom Marvell Link Street
88E6390X.
MO CM nopoepxmBaeT KOH(UIypupoBaHME Creayrwmx napaMmeTpoB  Mogyss
KOMMYyTaLUuK:
O BKIOYEHUE/BLIKIIOYEHNE NOPTOB MOAYNS;
O CKOPOCTb MOPTOB U pexum nepenayu;
O aBTOCOrNacoBaHue;
o napameTpbl TernpoBaHuna kagpos (VLAN-Tpaduk);
o STP-cocToAHME NOpPTOB;
o napameTpbl pexrma obyyeHns n 3anosiHeHns Tabnuy, KoMMyTauum;
o Cco34aHue/sameHeHue/yganeHne 3anncen B Tabnmuax KoMmyTauum;
MO CM obecneunBaeT nonyyYeHne WHPOPMaAUMN O TEKYLEM COCTOSHUM MOAYIIS
KOMMYyTaLUunu:
o KOHdUrypaums n ctatyc nopToB MOAynsi KOMMYTaLuu;
o STP-cocTosiHue MHTEpPdEnCcoB;

O COCTOsIHME Tabnuu KoMMyTaLuK;
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O 3Ha4YeHus CYETYMKOB Ka[pOB Ha NopTax.
MO CM nopaepxuBaeT cnegytowme cnyxebHble NPOTOKOMbl BTOPOro YPOBHS:
o STP;
o RSTP;
o MSTP;
o LLDP.
MO CM nopaepxuBaeT BCTPOeHHble yTunuThl: iperf, tcpdump, ping, traceroute.
MO CM nogaepxuBaeT 3epkannpoBaHue nepegaBaemoro Tpaduka.
MO CM noppepxuBaeT MOHUTOPMHI: Mpoueccopa, namaTh, TemnepaTtypbl, CUCTEMbI
oxnaxaeHus, coctoaHma SSD gucka.
MO CM nogaepxmnBaeT pexmm gannoBoro cepsepa.

MO CM nopgpepxuBaet paboty 3G/4G/LTE mogemos.
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2 TPEBOBAHUA K TEXHUWHECKUAM U NPOrPAMMHbBIM CPELCTBAM

MvHMManbHble YCrOBUS, BblABUraemble K annapatHou nnatdgopme, Heobxoammble Ons
BbIMOSTHEHUS NPOrpamMmMHoOro obecneveHnss CEpBUCHOrO MapLupyTmsaTtopa:
o annapaTHaga nnatgopma Ha 6ase npoueccopa Baikal-T1,
o onepaTtmBHada namaTtb: 2 'b;

o MNOCTOSIHHOE 3anomMuHaroLlee yctponcteo: 16 'b.
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3 CTPYKTYPA MNMPOIrPAMMbBI

CTpykTypHasa cxema nporpammbl (PucyHok 1).

| Peructphl naMaTH :

: MOIYJIS KOMMyTaImu |

_____ _—

SMI Interface

[IporpamMmHbIit
Moayins UMSD
(Unified Marvell
SOHO Diriver)
A

4

A

Moaymns CLI Mopayns yrpaBaeHuUs
[Tporpammsl 1 XpaHEHUs

KoH(puUrypammn
[Iporpammsr

X 7y
v
v v [

' MSTPD

A
\ 4

Monyns
KYPHATHPOBAHUS
[Tporpammsl

SAnapo @DyHKIIMOHAIIbHbIC
[porpammer [ MOAYJIH
[Tporpammbr

+

\ 4

A
A

A

[IporpammubLit
Moy DSA
(Distributed Switch
Architecture)

A

BPDU BPDU BPDU

I [opte! Moy IS
: KOMMY TAI[HH

PucyHok 1 — CTpyKTypHasi cxema nporpaMmbl

Mporpamma (pyHKUMOHaNbLHO NoApasfenseTca Ha cneayrowme YacTu:
o 4apo MO oTBevaeT 3a B3aMMOAENCTBME C ApanBepamMn yCTPOMUCTBa, 06paboTky
CceTeBbIX NAKETOB,;
o (pyHKUMOHanbHble Moaynu MO oTBeYaloT 3a PyHKLUNOHANBbHbIE BO3MOXHOCTM

nporpaMmmbl (MPOTOKOSbI, TEXHOMNOMUN);
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MOAYIb yrpaBneHns n xpaHeHus koHgurypaumim MO oTBevaeT 3a HAaCTPOKMKY
YHKLMOHAIbHbLIX MOAYNen No NOCTYNUBLUMM B MOAYSb KOMaHAaM U
CUHXPOHM3ALMNI0 PYHKLUMOHNPOBAHNA pasHbIX MOaYNeN;

MoAyIb XypHanupoBaHua MO oTBevaeT 3a NPOTOKONUPOBaHME PasfINYHbIX
AencTBMA/COObITUI COCTaBHbIX YaCcTeN NporpaMmmsil;

moay”nb O — CLI (Command Line Interface) oTBevaeT 3a nHtepdenc «4enosek-
nporpaMmmay;

moaynb DSA — oTBeyaeT 3a npoeunpoBaHue hu3nyeckmx MHTepdencos Moaysns
KommyTaumm B aapo. OTBevaeT 3a nepeaady crnyxebHbix naketos BPDU ans
nogaepXkn paboTbl MEXaHU3MOB NPeaoTBpaLLeHUs neTenb BHYTPU O4HOMN
nogceTun (CEMencTBo NPOTOKOSOB pacnpeneneHHoro ceasytowero gepesa xSTP)
n cnyxebHbix coobeHnin npotokona LLDP;

mogyne UMSD (Unified Marvell SOHO Driver) — oTBevaeT 3a YTeHue 1 3anucb

OaHHbIX B PErnmcTpbl NnamMAaATn MoAynaA KOMMyTaunn.

Baaumogenctausa MO CM ¢ gpyrumm nporpaMmmamu He nNpegyCcMOTPEHO.

Bepcua 11.0
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4 YCTAHOBKA NMPOIrPAMMbBI

YcTaHoBKa NporpaMmMHOro o6ecrneyeHnsl CEpBUCHOIO MapLUpyTM3aTopa OCyLLEeCTBNAeTCs

B COOTBETCTBUM C YKa3aHUAMU MHCTPYKUUM no yctaHoBke RU.07622667.00004-01 91 01.
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5 YMNPABJIEHUE MNMOJIb3OBATENAMU

A Buumanue!

Mo ymonyaHuMlO Ha MaplpyTMsaTope Cco3fgaH nonb3oBaTefls C  NpaBamu
aAMUHUCTpaTopa M normHomMm «adminy, naponem «adminy». B uyenax 6esonacHocTu
naponb HeoBXoANMO 3aMeHUTBL!

CosgaHue, KOPPEKTUPOBKY W yaaneHue ronb3oBaTenei  MOXeT MPOM3BOAUTbL

nonb3oBaTerib C ypoBHeM npusunernin 14 n 6onee.
5.1 Co3paHue u KOppeKTUpoBKa rpynnbl

Ona cosgaHna wnu KOPPEKTUPOBKKN rpynnbl  OCyllecTBuUTe BXOO B HaCTpOIZKI/I

koHpurypauum MO CM, BbINONHMB KOMaHAY:

configure terminal

admin@sr-bettconfigure terminal
admin@sr-be(config)#

[lna cosgaHmna HoBOW rpynnbl, BbINOJIHUTE KOMaHAY:

group <groupname> privilege <privilegelevel>

admin@sr-be(config)# group other privilege 5
admin@sr-be(config)#

roe:
o <groupname> — HauMeHOBaHue rpynnbi;

o <privilegelevel> — ypoBeHb npuBunierum rpynneoi.

Y6eoutecb B C€O34aHMM HOBOW T[pynnbl Bbi3BaB MNPOCMOTP CYLUECTBYHOLUMX Tpynm,

BbINOJIHNB KOMaHAY:

show groups

admin@sr-be#t show groups
Group | Privilege

admin | 15

service | 1
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other |5
admin@sr-bett

Mpn KOPPEKTUPOBKE YPOBHS MPUBWUMErUA  FPynnbl  MCNOMb3ynTe HauMeHOoBaHue

cyllecTByoLen rpynnbl Nofb3oBaTenen.
»
MpumeyaHue

o [laHHasi HacTpolika ynpaBnsieT TonbKo 6a3oii NokarnbHbIX rpynn Nofib3oBaTenen; oHa
He MNO3BOMNAET KOPPeKTUpoBaTb TIPynnbl Monb3oBaTeneil, aBTOPU3OBaHHbLIX 4Yepes
RADIUS/TACACS+.

o HacTpoikn aTon KomaHAbl COXPaHAKTCS B OBLMX HACTPOMKax CUCTEMbI, HO He
NPoduUnsix, N0O3TOMY OHU HE MEHSIKOTCS NPU 3arpy3ke HOBOro Npodoung.

5.2 Co3paHue nonb3oBartens

[Ons cosgaHna nonb3oBaTensa OCYLWEeCTBUTE BXO4 B HACTPOWMKM KoHdwurypauum 10O

CM, BbINOMHMB KOMaHAy:

configure terminal

[lna co3gaHmnsa HOBOro Nosb3oBaTess, BbINOHUTE KOMaHAay:

username add <username> group <usergroup>

admin@sr-be(config)# username add manager_one group other

roe:
o <username> — HauMeHOBaHue NMonb3oBaTens;

o <usergroup> — HaMMeHOBaHMe CyLUecCTBylLlen rpynnbl, kyga 6yanet nobaeneH
nonb3oBaTenb.

3agaiiTe naponb AnNs HOBOro Mofb3oBaTens, npuaymanTe MocrneaoBaTerlbHOCTb

CUMBOJOB U ABaXKObl BBEOUTE €e.

admin@sr-be(config)# username add manager_one group other
Enter password:

Repeat password:

admin@sr-be(config)#
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»
MpumeyvaHue

o lNpu BBOJE napons CUMBOIbI Ha aKpaHe He oTobpaxxatoTca.
[aHHas HacTponka ynpaBnseT ToNbKo 6a3on nokarnbHbIX MNOfb30BaTernen; OHa He
nos3sonseT nobaBnTb nonb3oBaTtenemn yxe aBTOPU30BaHHbIX yepes
RADIUS/TACACS+.

o HacTpoikn aTon KomMaHAbl COXPAHAKTCS B OBLMX HACTPOMKax CUCTEMbl, HO He
NPodUIsx, MO3TOMY OHU HE MEHSKOTCA NPW 3arpyske HOBOro Npodounsax.

Y6eantecb B CO34aHMM HOBOMO MOSib30BaTENs Bbi3BaB npocMoOTp CywecCTByrLNX

nonb3oBaTenen, BbINOMHUB KOMaHAy:

show users

admin@sr-be(config)# show users

User | Group | Type | Privilege
admin | admin | local | 15
manager_one | other | local | 5

admin@sr-be#
5.3 KoppektupoBka nonb3oBarens

[ns KOppeKkTMPOBKK MOMb30BaTENSA OCYLLECTBUTE BXOA B HACTPOMKM KoHdurypaumm MO

CM, BbINONHMB KOMaHAY:

configure terminal

KoppekTupoBka nonb3oBaTensa BbIMNOMHAETCA C MNOMOLbLIO Kro4eBOoro cnosa «edit»
1 NpefocTaBnseT crieayoLlme Bapuayun:

1) M3MEHEHNE Tpynnbl BXOXOEHUA NMOoJib30BaTENIA, BbINMOJIHMB KOMaHAY:

username edit <username> group <groupname>

admin@sr-be(config)# username edit manager_one group admin
roe:
o <username> — HanMmeHoBaHMeE MoJsib30BaTens,
o <groupname> — HaMMeHOBaHMWE CYyLLECTBYOLEN rpynnbl, Kyaa byaet nepeHeceH
nonb30oBaTeslb.

2) n3MeHeHue napons Nonb3oBaTersi, BbINMOMHUB KOMaHAYy:

Bepcusa 11.0 17



YnpasneHue nonb3oBaTensamu PykoBoacTBO crcTeMHOro nporpaMmmumcTa
RU.07622667.00004-01 32 01

username edit <username> password

admin@sr-be(config)# username edit manager_one password
rge <username> — HaMMeHoBaHUe Nnosrnb3oBaTens.

3aganTte HOBbIN naposib Aand nosib3oBaTtesid, HpM,D,yMaVITe nocrieaoBaTtesibHOCTb

CMMBOJIOB U ABaXbl BBeOUTE €e€.

»
MpumeyaHue

o Mpn BBOOE nNaponsa  CUMMBOMbI Ha  9KpaHe He  oTobGpaxarTcs.
[laHHasa HacTpolika ynpaBnseT Tonbko Gasoi NokarnbHbIX Nonb3oBaTenei; oHa He
No3BONSAET M3MEHWUTb HacTPOWKM  Momnb3oBaTeneil, aBTOPU30OBaHHbLIX 4Yepes
RADIUS/TACACS+.

o HacTpoiku aToii KOMaHObl COXPaHSATCA B OBOLLMX HACTPOWKax CUCTEMbI, HO He
NpouUnsax, NO3TOMY OHU HE MEHSIHTCS NpU 3arpy3ke HOBOro NPoduns.

5.4 YpaneHue rpynnbl

[ns yganeHus rpynnbl OCyLWecTBUTE BXOL B HACTPOWKM KoHurypauum NO CM, BbinonHme

KoMaHay:

configure terminal

MpenBapuTenbHO yaanuTe 13 rpynnbl BCEX YYaCTHUKOB COrNacHo noapasaeny yaaneHve

MNoJib30BaTesid HacTodlero pykosoacTtea.

[ns yoaneHus rpynnbl, BbIMOMHUTE KOMaHAY:
no group <groupname>
admin@sr-be(config)# no group other
rge <groupname> — HaMMeHoBaHWe rPynnbl.

Y6eoutecb B yAaneHuu rpynnbl Bbi3BaB MPOCMOTP CYLLECTBYHOLUMX FPynM, BbINOSHMB

KoMaHay:

show groups
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»
MpumevaHue

o [aHHas HacTpoKka ynpasnseT ToNbKO 6a301 NnokanbHbIX rpynn nosib3oBaTenemn; oHa
He yaansieT rpynnbl nonb3oBaTtenen, aBTopusoBaHHbiX Yepe3d RADIUS/TACACS+.

o HacTpoikn aTon KomMaHAdbl COXPAHSAKTCS B OOLUMX HACTpPOMKaxX CUCTEMbI, HO He
npodunsi, NO3TOMY OHU HE MEHSAIOTCSH MPU 3arpy3ke HOBOro NPodunsi.

5.5 YpaneHue nonb3oBaTtens

[ns yoaneHus nonb3oBaTens OCyLLECTBUTE BXOA B HACTPOWKM KoHdwurypauumn MO CM,

BbINOJIHMB KOMaHAY:

configure terminal

Ons yaaneHud rnonb3oBaTternd, BbllMOJIHATE KOMaHAY:

Nno username <username>

admin@sr-be(config)# no username manager_one
rge <username> — HaMnMeHoBaHUe Nnosrb3oBaTens.

Ybeoutecb B yganeHus nonb3oBaTens  Bbi3BaB  MPOCMOTP  CYLUECTBYHOLLMX

nonb3oBaTeneun, BbINOMHUB KOMaHAay:

show users
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6 PABOTA C NMPO®UNAMU NPOITPAMMbI

[ns XpaHeHUs HacTpoek MNOAKIYeHUs, Maplipytusaumm n uHtepdgencos B MO CM
ncrnonb3ytoTca npocpunu. OnucaHme nx co3gaHnd, U3MEHEHUA, yaaneHus, a Takke 3arpysku u

BbIFPY3KM npmneeaeHo B 3TOM pa3aerne.

»
MpumeyaHue

Mpu 3arpyske HOBOro NPOMUNA BCE W3MEHeHUsi, KoTopble Obinu npoBedeHbl 6e3
nocrneayoLero coxpaHeHus Npodunsa TepsrTCs.

CospnaHuve, KOPPEKTUPOBKY U yaaneHune, a Takke 3arpyska 1 Bbirpy3ka npodunet MoxeT

Npon3BOANTL NONb30BaTeNb C YPOBHEM npusunerni 14 n Gonee.
6.1 3arpy3ka npodunsa
[ns 3arpy3kun npodunsi, BbINOHUTE KOMaHAY:

load <profilename>

admin@sr-be# load secondprofile
roe <profilename> — HanmeHoBaHue Npoduns.

6.2 CoxpaHeHue HacTpoek npocdunsa

[na coxpaHeHnsa HacTpoek Npodusis, BbIMOMHUTE KOMaHAY:
write <profilename> comment <profilecomment>

admin@sr-be# write secondprofile comment “add new settings from ftp”

roe:
o <profilename> — HaumeHoBaHne nNpoduns;
o <profilecomment> — HebonbWwoOe crnoBecHoe onucaHue npoguns, ocTaBnsemoe

nonb3oBaTerieM Mno XernaHuto.
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6.3 Co3aaHue HoBoro npodunsa

CosgaHue HoBOro I'IpO(*)I/IJ'IFI nponcxoanT aHanorM4HO COXpaHEHNH HACTPOEK npodouns, B

kKomaHge <profilename> HeobxoanmMo BBECTN HOBOE HAUMEHOBaHME.
6.4 YaaneHue npocunsa
[ns yoaneHna npoduns, BbINOSIHUTE KOMaHAY:

no profile <profilename>

admin@sr-be# no profile secondprofile
roe <profilename> — HaMmeHoBaHWe NpoguUns.
6.5 CoxpaHeHue Konuu npocunsa

[ns coxpaHeHusi konuu nNpodouns Ha cepBUCHOM MapupyTu3atope CS, BblnonHuTe

KOMaHAay:

copy profile <profilename> path <path>

admin@sr-be# copy profile secondprofile path home/service/tftp

roe
o <profilename> — HaumeHoBaHne Npouns;
o <path> - nyTb, kyaa 6ygeT 3anucaH npodusb.
6.6 CoxpaHeHue npocduna Ha USB-Hocutenb
Mogkniounte USB-HocuTenb Kk pasbemy USB1 Ha nuueBoW naHenu CepBUCHOIO
MapLupyTusaTopa.

[ns coxpaHeHnsa npocduna Ha USB-HocuTenb, BbINONTHUTE KOMaHAY:
copy profile <configname> to flash <devhame> <dirname>

admin@sr-be# copy profile secondprofile to flash /media/usb0 /media/usb0/2

roe:
o <configname> — HaMmeHoBaHue nNpouns;

o <devname> — UMs YyCTPOWCTBA,;
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o <dirname> — nyTb, Kyaa 6yaeTt 3anucaH Npouneb.
6.7 CoxpaHeHue npocduna Ha ceTeBOM XpaHunuiie
[ns coxpaHeHns Npounsa Ha ceTEBOM XpaHUNULLE, BbINOSTHATE KOMaHAY:
copy profile <profilename> to url <type> <client_ip> remotedir <remote_dir>

admin@sr-be# copy profile secondprofile to url ftp 2.2.2.2 remotedir ftp

roe:
o <profilename> — HaumeHoBaHWe Npouns;
o <url>— yHuBepcanbHbIi YKasaTesb pecypca;
o <type> - Tun ceTeBOro xpaHunuuia (BoO3MoxHble BapuaHnTbl: ftp, sftp, tftp);
o <client_ip>— IP agpec ceTeBOro xpaHmnuwa;

o <remote_dir> — kaTanor Ha CEeTEBOM XpaHUmuLLE.
6.8 KonnpoBaHue npocumna ¢ USB-Hocutens
[ns konupoBaHus npodpuna ¢ USB-HocuTens, BbINOSTHATE KOMaHAY:
copy profile <profilename> from flash <devname> <dirname>

admin@sr-be# copy profile secondprofile from flash /media/usb0 /media/usb0/2

roe:
o <profilename> — HauMmeHoBaHWe NPOUNS;
o <devname> — UMsi YCTPOWCTBA,;

o <dirname> — nyTb, Kyaa 6yaeTt 3anucaH Npodune.
6.9 KonupoBaHue npocpunsa ns ceteBoro xpaHunuiua
[nsa konvpoBaHnA Npodunns 3 CETEBOrO XpaHWNULLA, BbINOSIHUTE KOMaHAYy:

copy profile <profilename> from url <type> <client_ip> remotedir <remote_dir>

admin@sr-bett copy profile secondprofile from url ftp 1.1.1.1 remotedir ftp

roe:

o <profilename> — HaumeHoBaHWe npouns;
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o <type>— Tun ceTeBOro xpaHunuuia (BO3MOXHble BapuaHTbl: ftp, sftp, tftp);
o <client_ip> — IP agpec ceTeBOro xpaHmnuwa;

o <remote_dir> — kaTanor Ha CeTeBOM XpaHunuLLe.
6.10 Bbi6bop aBTOMaTU4YECKM 3arpyxaemoro npodcunsa
[nsa Bbibopa 3arpy304HOro Npodussi, BbINOSTHUTE KOMaHAY:

boot-profile <profilename>

admin@sr-be#configure terminal
admin@sr-be(config)# boot-profile startup

roe <profilename> — HaMmeHoBaHWe Npoduns.
[nsa coxpaHeHnsa HacTpoeK TekyLero Npodouna B 3arpy30yHbiv, BbINOSIHUTE KOMaHAY:

write <profilename> comment “<profilecomment>”

admin@sr-be# write startup comment “new start profile”

roe:
o <profilename> — HaumeHoBaHWe Npouns;
o <profilecomment> — HebonbLLUOE CNOBECHOE onncaHue npodund, octaBngemoe

nonb3oBaTterieM MNo XeraHuto.

»
NMpumeyaHue

3anpeLleHo M3MeHeHWe wnu yaaneHne npodunen ¢ mmeHamum boot, last-loaded,
current, default.

6.11 NMpocmoTp npochunen

[nsa npocmoTpa npodunen, UMeLLMxcs B cucteme npodunen, BoiMOSIHUTE KOMaHAY:

show profiles
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admin@sr-be(config)# show profiles

Flags: b — boot profile, | — last loaded profile, m — profile was modifiled was
modified or corrupted

| Flags | Profile Name | Comment |
| | base _config | |
| | | default | |
| b | startup | new start profile |

admin@sr-be(config)#
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7 HACTPOUKA MAPAMETPOB MPOrPAMMBI

HacTtponku napametpoB SSH, SSH VRF, Telnet, Telnet VRF, TFTP, BpemeHn n gatsbl,
TarM-ayToB, XOCTOB Y JOMEHa MOXeT NPOn3BOAUTbL NOSib3oBaTelb C YPOBHEM npusuierni 14 un

bornee.
7.1 HacTpouka napamMeTpoB BpeMeHU u AaTbl

ﬂ,]’lﬂ HaCTpOVIKM napamMeTpoB BpeMeHun 1 AdaTbl OCyLeCTBUTE BXOO4 B HaCTpOIZKI/I

koHpurypauum MO CM, BbINONHMB KOMaHAY:

configure terminal

admin@sr-be# configure terminal
admin@sr-be(config)#

Ons HaCTpOIZKM TeKyLLl,eIZ 0aTbl, BbIMOJTHATE KOMaHAY:

system clock date <currentdate>

admin@sr-be(config)# system clock date 08.08.2023
roe <currentdate> — tekywasa aata B oopmate JO4.MM.ITTT.
[N HacTporKK TeKyLLero BpeMeHHU, BbINOMHUTE KOMaHAy:

system clock time <currenttime>

admin@sr-be(config)# system clock time 14:46:37
roe <currenttime> — Tekywee Bpems B oopmate Y4:MM:CC.
[lnsa HacTpoKrKkM YacoBOro nosca, BblMOSIHATE KOMaHAY:

system clock timezone <currenttimezone>

admin@sr-be(config)# system clock timezone Europe

roe <currenttimezone> — HaumeHoBaHue CTpaHbl NN KOHTUHEHTA C TEKYLLMM YaCOBbIM NMOACOM.
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»
MpumevaHue

[ns  nonyyeHWss cnucka  OOCTYMHbIX  HAMMEHOBAHWIA  4acoBbiX  MOSICOB:
BBEAUTE KoMaHay system clock timezone v HaxXmMuTe KnaBuLy «?», ANs NONyYeHUs
MOACKa3KM 0 PYHKLMOHAare BBEAEHHOW KOMaHbl; HAaXXMUTE KnaBuwy «Taby, Ha akpaHe
0oTOOpasnTCs CrMCOK AOCTYMHbIX YaCOBbIX MOSICOB.

[ns CMHXpOHM3aLMM NnapaMeTpoB BPEMEHM U AaThbl C CEPBEPOM, BbINOSIHUTE KOMaHAY:
system clock synchronize <server>

admin@sr-be(config)# system clock synchronize time-server
roe <server> — |Pv4/IPv6 agpec, nnbo nvsa cepsepa.

[ns npocmoTpa yctaHoBrneHHon Ha CM gaTtbl U BpeMeHU, BbINOMHUTE KOMaHAY:
show clock

admin@sr-be(config)# show clock

Sun 12 Apr 2015 12:09:25 PM MSK
7.2 HacTtpouka Tanm-ayToB

TaVIM-ayT — BpeM4, KOTOpPOE MoJib3oBaTeESlb MOXET OCTaBaTbCA HEAKTUBHbLIM, MOCIIE Yero

OH ByaeT oTKMNo4eH POHOBOW CryYXOO0N.

[ns nsmeHeHns BpeMeHn TanM-ayToB OCYLLECTBUTE BXOA B HACTPOMKKN koHGurypauum MO

CM, BbINONHMB KOMaHAY:

configure terminal

[ns u3MmeHeHWst TaliM-ayTa HeakKTUMBHOCTM Mosib3oBaTens npu paboTe B KOHCOMM

BbINOJIHUTE KOMaHAY:

system <protocol> timeout <timeoutseconds>

admin@sr-be(config)# system ssh timeout 3000

roe:

o <timeoutseconds> — 3Ha4YyeHNEe BPEMEHUN B CEKyHAAX;
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o <protocol> - NpOTOKOMbI NOAKMIOYEHMS K KOHCOMW, BO3MOXHbIE BapuaHTbl: ssh, tty,
web, telnet.

D,J'IFI N3MEeHEHNA Ta|7|M-ayTa HEaKTMBHOCTU MNoJib3oBaTeENA MNpun pa60Te B KOHCOJN,

nogknoyeHHon no SSH VRF, BbINONHUTE KOMaHAy:

system ssh vrf <vrfname> timeout <timeoutseconds>

admin@sr-be(config)# system ssh vrf vrfl timeout 600

roe:
o <vrfname> — HaunmeHoBaHne VRF;

o <timeoutseconds> — 3Ha4YeHNe BpEMEHU B CeKyHOaX.

[na n3ameHeHus Ta|7|M-ayTa HEaKTUBHOCTU MOoJNib3oBaTeNnd Mnpu pa60Te B KOHCOIH,

noakntoyeHHon no Telnet VRF, BeinonHute komaHay:

system telnet vrf <vrfname> timeout <timeoutseconds>

admin@sr-be(config)# system telnet vrf vrfl timeout 600

roe:
o <vrfname> — HammeHoBaHue VRF;

o <timeoutseconds> — 3Ha4YeHNE BPEMEHUN B CEKYHAAX.

[ns npocmMoTpa yCTaHOBNEHHOrO BPEMEHWN Pa3fMYHbIX TaiM-ayToB, BbIMOSIHUTE KOMaHAY:
show timeout

admin@sr-be(config)# show timeout

CLl inactivity timeout (sec):
Console: 3000

SSH: 3000

Telnet: 3000

web: 3000

7.3 HaumeHOoBaHMe xocTa ip-agpeca

Ons pobaBneHWss unu  yganeHns HaMMEHOBaHWA XOCTOB OCYLLUECTBMTE BXod B

HacTponkn koHdurypaumm MO CM, BbINONHUB KOMaHAY:
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configure terminal
[nsa nobasneHns MIMeHU XoCTy onpeaeneHHoro ip-agpeca, BbINONHUTE KOMaHAy:
ip host <hostname> <ip>

admin@sr-be(config)# ip host myhost 255.255.255.1

roe:
o <hostname> — ycTaHaBnnMBaemMoe NMs XoCTa;
o <ip>-—ip-agpec (X.X.X.X — gna IPv4; X:X::X:X — gns IPv6).

[ns yoaneHna nmeHu xocta onpeaeneHHoro ip-agpeca, BbINoSIHUTE KOMaHAy:
no ip host <hostname>
admin@sr-be(config)# no ip host ip4-host
roe <hostname> — yctaHaBnMBaeMoe MMs XocTa.

[nsa npocmMoTpa HaMMeHOBaHUN XOCTOB, BbINOSTHATE KOMaHAY:

show hosts

admin@sr-be(config)# show hosts

127.0.0.1 localhost
127.0.0.1 sr-be

a1 ip6-localhost ip6-loopback
fe00::0 ip6-localnet

ff00::0 ip6-mcastprefix

ff02::1 ip6-allnodes

ff02::2 ip6-allrouters

7.4 YKa3aHue XxocTa U OMEHHOIro MMeHu

[lna co3gaHnsa Mnu N3MeHeEHUs1 Xxocta N AOMEHHOIO MMEHU, BbINOSIHUTE KOMaHAay:

system host-name <hostname> domain-name <domainname>

admin@sr-be(config)# system host-name myhost domain-name wk

roe:

o <hostname> — yCTaHaBJIMBaemMoe NMMA XOCTa,
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o <domainname> — ycTaHaBfiMBaeMoe UMs JOMeHa.
7.5 Hactpouka SSH

[nsa HacTporkn SSH ocywecTBuTe BXo4 B HacTponku KoHdurypauum MO CM, BbinonHue

KOMaHAay:

configure terminal

[ns nameHeHus akTMBHOCTM SSH, BbINONHUTE KOMaHAY:

system ssh <changestatus>

admin@sr-be(config)# system ssh on
roe <changestatus> — ykasaHue coctosiHua SSH, moxeT 6bITb on, off, restart.
[ns yctaHoBKM HOMepa SSH nopTa, BbINOMHUTE KOMaHAY:

system ssh port <sshport>

admin@sr-be(config)# system ssh port 2649
roe <sshport> — Homep SSH nopta, obo3HavaeTca yicnom ot 1 oo 65535.
[ns ycTaHOBKM NpocnyLLMBaeMoro agpeca Ha SSH cepBepe, BbINOMHUTE KOMaHAY:

system ssh listen-address <sshaddresses>

admin@sr-be(config)# system ssh listen-address 255.255.255.1

roe <sshaddresses> — IPv4/IPv6 agpec npocnywmBanus (X.X.X.X — gnsa IPv4; X:X::X:X — an4a
IPV6).

[ns ynpaBneHus Cnmckom A0CTyna, BbIMNONHUTE KOMaHAY:

system ssh whitelist <networks>

admin@sr-be(config)# system ssh whitelist 255.255.255.1/20

raoe <networks> — cnucok ceten X.X.X.X/X.
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Ons HaCTpOVIKM NMOBTOPHOIo noAdkr4yeHne rnpun paspbiBe coenHeHUA, BbINOJIHUTE
KOMaHAy:

system ssh limit period-time <periodvalue> count <countvalue>

admin@sr-be(config)# system ssh limit period-time 60 count 100

roe:
o <periodvalue> — 3Ha4yeHne Nepmnoga B CEKyHOaX;

o <countvalue> — yCTaHaBJ/IMBAET KOJIMYECTBO MOMNbITOK NOAKITHOYEHUA.
ﬂ,]’lﬂ HaCTpOﬁKM reHepaumm HoBoro CepBnUCHOroO Kriko4a, BbINMOJIHUTE KOMaHAY:

system ssh hostkey generate <keytype> modulus <keylength>

admin@sr-be(config)# system ssh hostkey generate rsa modulus 256

roe:

o <keytype> — TMn reHepMpyemoro krnto4da, BO3MOXHble BapuaHTbl: rsa, dsa, ecdsa,
ed25519;

o <keylength> — anuHa kno4va B GuTax, BO3MOXHble BapuaHTbl: 256, 384, 512, 768,
1024, 2048, 4069, 8192.

Ons nobaeneHus I'Iy6J'IVI“IHOI'O KIo4a, BbINOJIHUTE KOMaHAOY:

system ssh public-key username <username> key-string <stringvalue>

admin@sr-be(config)# system ssh public-key username user01 key-string ssh01

roe:
o <username> — M4 NMosib3oBaTeny,

o <stringvalue> — cTpoka ¢ NyGrnnYHbIM KITHOHOM.
[ns npocmoTpa HacTpoek SSH, BbINOMHMUTE KOMaHAY:

show system ssh

admin@sr-be(config)# show system ssh

SSH server enabled
Version: 2
Port: 2649
Listen addresses:
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255.255.255.1
Whitelist:
255.255.255.1/20

7.6 Hactpouka SSH VRF

Ona Hactponkn SSH VRF ocywectsute Bxog B HacTpouku koHdpurypauum MO CM,

BbINOJIHMB KOMaHAY:

configure terminal

[ns nameHenus aktusHoctn SSH VRF, BbinonHUTe KomaHAay:

system ssh vrf <vrfname> <changestatus>

admin@sr-be(config)# system ssh vrf vrfl on

roe:
o <vrfname> — HaunmeHoBaHne VRF;

o <changestatus> — ykasaHue coctosiHua SSH VRF, moxeT 6bITb on, off unu restart.
Mpwn 3anycke Server SSH Ha HecywecTByloweM VRF BbigaoTca npegynpexaeHns:
Warning: SSH server is configured for a non-existent VRF vrfl.

[ns yctaHoBkn Homepa SSH VRF nopTa, BbINOMIHUTE KOMaHAY:

system ssh vrf <vrfname> port <sshport>

admin@sr-be(config)# system ssh vrfl port 22

roe:
o <vrfname> — HaunmeHoBaHne VREF;
o <sshport> - Homep SSH VRF nopta, o6o3Ha4aeTcsa ymcnom ot 1 go 65535.
[nsa yctaHoBkM npocnywmBaemoro agpeca Ha SSH cepBepe Ha VRF, BbinonHute
KomaHay:

system ssh vrf <vrfname> listen-address <sshaddresses>

admin@sr-be(config)# system ssh vrf vrfl listen-address 122.255.255.1
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roe:
o <vrfname> — HaunmeHoBaHne VRF;
o <sshaddresses> — IPv4/IPv6 agpec npocnywuBaHua (X.X.X.X — ansa |Pv4;
X XXX — gns IPv6).

[nsa ynpasneHusa cnuckom goctyna SSH VRF cepBepa, BbINONHUTE KOMaHAY:

system ssh vrf <vrfname> whitelist <networks>

admin@sr-be(config)# system ssh vrf vrfl whitelist 122.255.255.1/20

roe:
o <vrfname> — HaunmeHoBaHne VRF;
o <networks> — cnucok ceten X.X.X.X/X.
[na HacTpoMKn MOBTOPHOrO MNOAKIOYEHME MpU pas3pbiBE COEOMHEHUA, BbIMOSTHUTE
KoMaHay:

system ssh vrf <vrfname> limit period-time <periodvalue> count <countvalue>

admin@sr-be(config)# system ssh vrf vrfl limit period-time 60 count 100

roe:
o <vrfname> — HaunmeHoBaHne VRF;
o <periodvalue> — 3Ha4yeHne Nepmnoga B CEKyHOAX;

o <countvalue> — ycTaHaBnMBaeT KONMYECTBO MOMbITOK NOAKMYEHUSI.
[lnst HACTPOWMKM reHepaL M HOBOro CEPBUCHOTO KIOYa, BbIMONIHATE KOMaHAY:

system ssh vrf <vrfname> key generate <keytype> modulus <keylength>

admin@sr-be(config)# system ssh vrf vrfl key generate rsa modulus 256
roe:
o <vrfname> — HanmeHoBaHuVe VRF;
o <keytype> — Tun reHepMpyemoro krnio4ya, BO3MOXHble BapuaHTbl: rsa, dsa, ecdsa,
ed25519;
o <keylength> — anuHa knova B GuTax, BO3MOXHbIe BapunaHTbl: 256, 384, 512, 768,
1024, 2048, 4069, 8192.
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Ons nobGasnenns I'Iy6]'IVI‘-lHOFO KITio4a, BbINOJTHUTE KOMaHOY:

system ssh vrf <vrfname> public-key username <username> key-string <stringvalue>
admin@sr-be(config)# system ssh vrf vrfl public-key username admin key-string ssh01
roe:

o <vrfname> — HaunmeHoBaHne VRF;

o <username> — Mg nosb3oBaTenyd,

o <stringvalue> — cTpoka ¢ NyGrnnYHbLIM KIHOYOM.

Ansa npocmoTpa Hactpoek SSH VRF, BbinonHUTE KOMaHAy:

show system ssh

admin@sr-be(config)# show system ssh
SSH server enabled

Version: 2

Port: 2649

Listen addresses:

255.255.255.1
Whitelist:

255.255.255.1/20

SSH server in vrf vrfl enable
Version: 2

Port: 22

Listen address:
122.255.255.1

Whitelist:
122.255.255.1/20

[ns yoaneHna HacTpoek cnncka goctyna SSH VRF cepsepa, BbINONHUTE KOMaHAY:

no system ssh vrf <vrfname> whitelist <networks>

admin@sr-be(config)#no system ssh vrf vrfl whitelist 122.255.255.1/20
roe:

o <vrfname> — HanmeHoBaHue VRF;

o <networks> — cnucok ceten X.X.X.X/X.

7.7 Hactpowuka Telnet

[ns HacTpownku Telnet ocywecTBuTe BXoa B HACTponkun koHdurypauum MO CM, BbINONHMB
KomMaHAay:
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configure terminal

[nsa nameHeHns aktmBHoctTn Telnet, BbINOAHUTE KOMaHAy:

system telnet <changestatus>

admin@sr-be(config)# system telnet on

roe <changestatus> — ykasaHue coctosiHua Telnet, moxeT 6bITb on, off unu restart.
[ns npocmoTpa HacTpoek Telnet, BbINONHUTE KOMaHAY:

show system telnet

admin@sr-be(config)# show system telnet

Telnet server enable

Ona HacTtponku whitelist, koTopasi paspelsaeTr coeauHeEHUst XOocTaM TOJSIbKO U3

onpep,eneHHoM CeTn, BbINOJIHUTE KOMaHAOY:

system telnet whitelist <networks>

admin@sr-be(config)#system telnet whitelist 10.65.5.104/32
admin@sr-be(config)#show system telnet

Telnet configuration

Telnet server disabled
Port: 23

Listen address: all IPv4
Whitelist:
10.65.5.104/32
all-ipvé

Telnet timeout: 600

roe — <networks> — cnucok ceten X.X.X.X/X.

[ns HacTponikm listen-address, koTopasi NO3BONSET NpoCcnywmnBaTh agpeca, BbINONHUTE

KoMaHay:

system telnet listen-address <ipaddr>

admin@sr-be(config)# system telnet listen-address 10.65.5.99
admin@sr-be(config)# show system telnet

Telnet configuration
Telnet server enabled
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Port: 23

Listen address: 10.65.5.99
Whitelist:

all-ipv4

all-ipvé

Telnet timeout: 600

admin@sr-be(config)# show tcp

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0 0 0.0.0.0:22 0.0.0.0:* LISTEN
tep 0 O 10.65.5.99:23 0.0.0.0:* LISTEN

roe — <ipadress> —IPv4/IPv6 agpecca onga npocnywmBaHus.
[ns yoaneHna HacTpoek whitelist, BeinonHuUTe KOoMaHAay:

no system telnet whitelist <networks>

admin@sr-be(config)# no system telnet whitelist 10.65.5.104/32
admin@sr-be(config)# show system telnet

Telnet configuration
Telnet server disabled
Port: 23

Listen address: all IPv4
Whitelist:

all-ipva

all-ipvé

Telnet timeout: 600

raoe — <networks> — cnucok ceten X.X.X.X/X.

7.8 Hactpowmka Telnet VRF

[na nogkntoyenuns Telnet-cepeepa Ha VRF, BbINONHUTE KOMaHAY:
system telnet vrf <vrfname> <changestatus>

admin@sr-be(config)# system telnet vrf vrfl on

roe:
o <vrfname> — HanmeHoBaHue VRF;
o <changestatus> — ykasaHue coctosiHusa Telnet-cepBepa, MoxeT 6bITb on, off nnn

restart.
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Ecnn 3apaHHoro VRF He cyuwecTsyerT,

npeaynpexageHue:

admin@sr-be(config)# system telnet vrf vrfl on
Warning: Telnet server is configured for a non-existent vrf vrfl.

TO TnMpwn BbIMOJIHEHUN 6y,ueT BblAaHO

Ona HacTtponku listen-address Ha VRF, koTtopas nossonseTr npocnywuBaTb agpeca,

BbINOJIHUTE KOMaHAOY.

system telnet vrf <vrfname> listen-address <ipaddr>

admin@sr-be(config)# system telnet vrf vrfl listen-address 198.18.0.1

admin@sr-be(config)# show system telnet

Telnet configuration
Telnet server disabled
Port: 23

Listen address: all IPv4
Whitelist:

all-ipva

all-ipvé
Telnet server in vrf vrfl disabled
Port: 23

Listen address: 198.18.0.1
Whitelist:

all-ipva

all-ipvé

Telnet timeout: 600

roe:

o <vrfname> — HaunmeHoBaHne VRF;

o <ipadress> —IPv4/IPv6 agpecca ans npocnyLmnBaHus.

Ona Hactponku whitelist Ha VRF, koTopasa paspeluaeTr coeguMHEeHUs XOCTaM TOSbKO U3

onpeaeneHHon ceTu, BbINONTHUTE KOMaHAy:

system telnet vrf <vrfname> whitelist <networks>

admin@sr-be(config)# system telnet vrf vrfl whitelist 10.10.10.0/24

admin@sr-be(config)# system telnet restart
admin@sr-be(config)# show system telnet

Telnet configuration
Telnet server enabled
Port: 23

Listen address: all IPv4
Whitelist:
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all-ipv4

all-ipvé
Telnet server in vrf vrfl enabled
Port: 100

Listen address: 192.168.0.2
Whitelist:

10.10.10.0/24

all-ipvé

Telnet timeout: 600

roe:.
o <vrfname> — HaumeHoBaHne VRF;

o <networks> — cnucok ceten X.X.X.X/X.
Ona ynaneHusa HacTtpoek port Ha VRF, BbInonHMUTE KOMaHy:

no system telnet vrf <vrfname> port <portnumber>

admin@sr-be(config)# no system telnet vrf vrfl port

roe:
o <vrfname> — HanmeHoBaHue VRF;

o <portnumber> — HomMep nopTa.
Ona yonaneHua HacTtpoek whitelist Ha VRF, BbinonHnte komaHay:

no system telnet vrf <vrfname> whitelist <networks>

admin@sr-be(config)# no system telnet vrf vrfl whitelist 10.65.5.104/32
admin@sr-be(config)# show system telnet

Telnet configuration
Telnet server disabled
Port: 23

Listen address: all IPv4
Whitelist:

all-ipva

all-ipvé
Telnet server in vrf vrfl disabled
Port: 23

Listen address: all IPv4
Whitelist:

all-ipva

all-ipvé

Telnet timeout: 600
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roe:.
o <vrfname> — HaunmeHoBaHne VRF;

o <networks> — cnmcok cetenn X.X.X.X/X.
[na ynaneHns Hactpoek listen-address Ha VRF, BbinonHuTe KomaHAay:

no system telnet vrf <vrfname> listen-address <ipadress>

admin@sr-be(config)# no system telnet vrf vrfl listen-address

roe:
o <vrfname> — HaunmeHoBaHne VRF;

o <ipadress> —IPv4/IPv6 agpecca ans npocnyLumMBaHus.

7.9 MNopknoveHue Telnet-knueHTa

[nsa nogkntoveHus Telnet-knueHTa, BbINOMHUTE KOMaHAY:
telnet <ipaddr> port <portnum>

admin@sr-bet telnet 10.65.5.104 port 23

Trying 10.65.5.104...

Connected to 10.65.5.104.

Escape character is ']'.

SR-BE

sr-be login: admin

Password:

Last login: Thu Nov 12 19:52:56 MSK 1970 on pts/1
19:54:16 up 23:04, 2 users, load average: 0.06, 0.05, 0.01
Last login: Thu Nov 12 19:54:16 on pts/1

roe:

o <ipaddr> — IP-agpec Telnet-knuneHTa;

o <portnum> — HoMep nopTa.
[na nogkntoyenuns Telnet-knneHTta Ha VRF, BbINonHUTE KOMaHAy:

telnet <ipaddr> port <portnum> vrf <vrfname>

admin@sr-be(config)# telnet 198.18.0.1 port 23 vrf vrfl

Trying 198.18.0.1...
Connected to 198.18.0.1.
Escape character is ']'.

Bepcus 11.0 38



HacTpoiika napameTpoB nporpamMmmbl PykoBoacTBO crcTeMHOro nporpaMmmumcTa
RU.07622667.00004-01 32 01

SR-BE

sr-be login: admin

Password:

Last login: Wed Jul 31 17:29:05 MSK 2024 on ttySO

17:33:14 up 1 day, 47 min, 1 user, load average: 0.05, 0.01, 0.00
Last login: Wed Jul 31 17:33:14 on pts/0

roe:
o <ipaddr> - IP-agpec Telnet-knueHTa;
o <portnum> — HoMep nNopTa;

o <vrfname> — HaumeHoBaHune VRF.

7.10 HacTtpounka TFTP cepBepa

Onsa Hactponkn TFTP ocyliectBuTe BXxof B HAacTponkn koHdurypaumm MO CM, BbINOSHUB
KoMaHay:

configure terminal
Onsa nameHeHus aktmsHoctn TFTP cepBepa, BbINOMHUTE KOMaHAY:

tftp <changestatus>

admin@sr-be(config)# tftp on

roe <changestatus> — ykasaHue coctosiHua TFTP cepepa, MoxeT 6bITb on nnu off.

[nsa npocmoTtpa HacTpoek TFTP cepeepa, BbINONHUTE KOMaHAY:
show tftp

admin@sr-be(config)# show tftp

mult.json
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8 AONOJIHUTEJIbHbIE BO3MOXHOCTHU

Bce dyHKkumnoHanbHble Bo3MoXXHOCTU 1O CM 1 komaHabl 4151 X BbINONIHEHUA NPUBEAEHbI

B NpUIIOXXeHUn K pykosoacTBy onepatopa RU.07622667.00004-01 34 01-2.
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9 OBHOBJIEHUE MNMPOIrPAMMbBI

Ona npoBegeHna paboTtbl no o6bHoBneHnto MO CM HeobGxogmmo opraHu3oBaTb
aBToMatTm3anpoBaHHoe paboyee wmecto. [lpouecc opraHumsaumm APM  onucaH B

npunoxexun 1 NoaroToska aBToMaTM3NPOBAHHOIO pabo4yero MecTa.

O6HoBneHne nporpammMHoOro obecrneyeHnss MOXeT NpPOoU3BOAUTb MNOJSib3oBaTelNb C
ypoBHeM npusunernn 15.

9.1 OoHoBneHue MO CM c nomouibio USB-Hocutens

C nomouubto APM cosgainte ycTaHOBOYHbIM USB-HOCUTEMb BbIMOMHAA cregyoLwme atanbl:
o oTgopmaTtupymte USB-Hocutens B hopmaTte «FAT32y;

o ycTtaHoBuTe MeTKy ToMa Kak «INSTALLERy;

o ckonupynTe B KopHeByto nanky USB-Hocutena cann obHosneHus gna MO CM.

»
NMpumeyaHue

Y6egutech B Hanu4mn panna image.fw.
dann obHOBMNEHNA MOXHO ckadaTtb ¢ canta https://istokmw.ru/service-router/

MogkntoumnTe yctaHoBoYHbIN USB-HocuTens k pazbemy USB1 CM Ha nuueBon YacTu.

C nomowpbto APM npoBepbTe, YTO CEPBUCHLIN MapLUpyTU3aTOp BKMKOYEH WU 3arpyska
CUCTEMbI 3aBepLUMnach.

OcyLiecTBuTe BXo B CUCTEMY.
»
NMpumeyaHue

Mo ymonuyaHuio noruH «adminy, naponb «admin». Npu BBOAE Napons CUMBOJSbI Ha
3KpaHe He oTobpaxatoTcs.

3anyctute obHoBneHne MO CM, BbINONHUB KOMaHAY:

system upgrade usb <devname> <filename>

Last login: Tue Jun 9 11:51:45 UTC 2020 on ttyl
12:58:29 up 3 min, 0 users, load average: 0.02, 0.03, 0.01

admin@sr-be# system upgrade usb /media/usb0 image.fw
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roe:
o <devname> — NyTb NOAKITHOYEHHOIO YCTPOWUCTBA;
o <filename> — Ha3BaHue hanna c O6HOBNEHUEM.
Mocne ckaunBaHus n nposepkn cdanna c MO mnssnekute USB-dnaw Hakonutens ns CM.
MoaTtBepauTe 3anyck oGHOBNEHUS, BBEASA B KOHCOSb:
yes

Image is downloaded correctly

Image file: /media/usb0/image.fw loaded from /media/usb0
User data: to preserve

Build date: MNH 23 aek 2024 09:41:42 MSK

Architecture: mipsel

Version: 3.24.08

Package: release

System is ready to start the installation.
This process will take a long time and you will not be able to abort it
Do you want to proceed with installation? [yes/no]: yes

[Mocne aBTOMaTM4YeCcKOM Mepesarpy3kn CEepBUCHLIN MapLUpyTU3aToOp HaYHeT npouecc

obHoBneHus MO CM ( PucyHok 2).

Installing

Preparing filesystem
Make new files and dirs on /dev/sdal
[base] Install zlib

PucyHok 2 — YcraHoBka MO CM CS

Mo OKOHYaHMIO OGHOBIEHWSI CEPBUCHBIN MapLUpyTU3aTop Nnepesarpy3nTcst U BepHeTcs B

LUTATHbIN PEXMUM paboThl.

9.2 O6HoBneHune MO CM ¢ nomowbto HTTP/FTP/TFTP cepBepa

MogknounTe CEPBUCHBLIM MapLLPYTU3aToOp K UMEKLLLEMYCS CepBepy.

PaamecTtute Ha cepepe dann obHoBneHus ans MO CM.
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»
MpumeyaHue

®ann gormkeH HasbiBaTbCA «image.fw»
dann obHOBMNEHNA MOXHO ckadaTtb ¢ canTta https://istokmw.ru/service-router/

OcyLLl,eCTBI/ITe BXO4 B CUCTEMY.

»
MpumeyaHue

Mo ymonuyaHuio noruH «adminy, naponb «admin». [Npu BBOAE Naponsa CUMBOJSbI Ha
3KpaHe He oTobpaxaloTcs.

sr-be login: admin Password: _

3anyctute obHoBneHne MO CM, BbINONHUB KOMaHAY:

system upgrade <server_type> <address> filename <patch_to_file>

Last login: Tue Jun 9 11:51:45 UTC 2020 on ttyl
12:58:29 up 3 min, 0 users, load average: 0.02, 0.03, 0.01

admin@sr-be# system upgrade ftp 192.168.0.100 filename image.fw

roe:
o <address> — agpec cepBepa;
o <server_type> — Tun cepBepa;

o <patch_to file> — nytb go cdanna c O.
[Mocne yero HaYHeTCA KONMpoBaHMeE HEOBXOANMbIX Ans 0OHOBNEHUA hannos.

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 176M 100 176M 0 0 23.4M 0 0:00:07 0:00:07 --:--:-- 21.2M

Image is downloaded correctly

Image file: /image.fw loaded from ftp://192.168.0.100
User data: to preserve

Build date: MNH 23 aek 2024 09:41:42 MSK
Architecture: mipsel
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Version: 3.24.08
Package: release

Moateepante HeobxoanmocTb 06HoBMNeHUs NO CM, BBeasa B KOHCOSb:

yes

System is ready to start the installation.
This process will take a long time and you will not be able to abort it
Do you want to proceed with installation? [yes/no]: yes

MNMocrne aBTOMaTUYECKON Nepesarpy3ky CEepPBUCHbLIN MapLUpyTU3aTop HaYHEeT npouecc

obHoBneHua NO CM.

Mo okoH4YaHMO ODHOBMEHNSA CepBI/ICHbIIZ MapLIpyTU3aTOop nepe3arpy3ntca n BEpHETCA B

LUTATHbLIA peXumM paboTbl.
9.3 O6HoBneHue MO CM c nomowbio SFTP cepBepa
[MoaknouunTe CepBUCHBLIM MapLLpyTu3aTop K umetowwemycs SFTP cepsepy.

Pasmectute Ha SFTP cepBepe dann obHoBneHna gna MO CM.

»
MpumevaHue

dann gormkeH HasbliBaTbCA «image.fw»
dann obHOBMNEHNA MOXHO ckadaTtb ¢ canTa https://istokmw.ru/service-router/

OcyuecTBuTe BX0a B CUCTEMY.

»
NMpumeyaHue

Mo ymonuyaHuio noruH «adminy, naponb «admin». [Npu BBOAE Napons CUMBOJSbI Ha
3KpaHe He oTobpaxatoTcs.

3anyctute obHoBneHne MO CM, BbINONHUB KOMaHAY:

system upgrade sftp <address> user <username> filename <patch_to_file>

Last login: Tue Dec 24 11:51:45 UTC 2024 on ttyl
12:58:29 up 3 min, 0 users, load average: 0.02, 0.03, 0.01

admin@sr-bett system upgrade sftp 192.168.0.100 user istok filename image.fw
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roe:
o <address> — agpec SFTP-cepBepa;
o <username> — nUMms Nonb3oBaTens;
o <patch_to_file> — nytb go cpanna c NMO.

Mocne yero HavHeTCA KonupoBaHue HeobxoaAnMbIX Anst OOHOBMAEHUS cba|7|n0|3.

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 176M 100 176M 0 0 23.4M 0 0:00:07 0:00:07 --:--:-- 21.2M

Image is downloaded correctly

Image file: /image.fw loaded from sftp://192.168.0.100
User data: to preserve

Build date: MNH 23 aek 2024 09:41:42 MSK

Architecture: mipsel

Version: 3.24.08

Package: release

Moareepante HeobxoanmocTb 06HoBMNeHUs NO CM, BBeas B KOHCOSb:

yes

System is ready to start the installation.
This process will take a long time and you will not be able to abort it
Do you want to proceed with installation? [yes/no]: yes

[Mocne aBTOMaTM4YecKoM nepesarpys3kn CepBUCHBIN MapLUpyTU3aToOp Ha4vyHeT npolecc
o6HosneHus MO CM.
Mo OKOH4YaHMIO OBHOBMEHUSA CEPBUCHbLIM MapLIpyTM3aTop nepesarpysvtca U BepHeTCs B

LUTATHbIA peXum paboTbl.
9.4 O6HOBRNEHMe nporpammHoro obecneyeHmsa U-boot nu BMC
MocmoTpeTb Tekywmne Bepcun U-boot 1 BMC MoXxHO kKomaHaom:

show platform

admin@sr-bettshow platform

Platform: ISN41508

Serial number: RS3010021A0002

BMC Firmware version: 1.8.1

U-boot version: 1.3.5

CPU model: Baikal-T1; MIPS P5600 V3.0 FPU V2.0
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CPU cores: 2

Memory: 2 GB

Network:

2 x WAN 1000Base-LX

8 x LAN 1000Base-TX (speed 10/100/1000)
External HDD: not connected

Internal SSD: connected

USB Flash Drive: no Flash drive connected
LTE USB Modem: no LTE modem connected

C nomouubto APM cosgainTe ycTaHOBOYHbIN USB-HOCUTENb BbIMOMHAA cregyoLwme atanbl:
o oTgopmaTtupymte USB-Hocutens B hopmate «FAT32»;
o YycTaHoBuTe MeTKy ToMa kak «INSTALLER»;
o cKkonupynTe B KopHeByto nanky USB-Hocutena cannsl obHoBReHusa ons
nporpamMmsil;
o npoBepbTe dann obHoBneHus U-boot Ha cooTBeTCTBME Ha3bIBAHWUIO
«rtTmb.rom», ecnv Ha3BaHWe OTNMYaeTCs — NEPEUMEHYINTE ero;

o npoBepbTe dann obHoBneHnss BMC Ha cooTBeTCTBME paclumpeHmnto «biny.
»
MpumevaHue
dannbl 06HOBNEHNA MOXHO ckavaTtb € canTa https://istokmw.ru/service-router/

Mogkniounte  yctaHoBOYHbLIM  USB-HocuTens Kk  pasbemy USB1  cepBucHoro

MapLupyTM3aTopa Ha NIMLEBOW YacTy.

[Mepesarpysnte CepBUCHLIM MapLipyTM3aTop ANs nonagaHus B boot menu, BbINOMHWB

KoMaHay:

system reboot

Last login: Tue Dec 24 11:51:45 UTC 2024 on ttyl
12:58:29 up 3 min, 0 users, load average: 0.02, 0.03, 0.01

admin@sr-be# system reboot

»
NMpumeyaHue

Takke CepBUCHbIA MapLipyTM3aTOp MOXHO Mepes3arpysuTb, KpaTKOBPEMEHHO
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0becTouuB ero.

Ncnonb3dyss knaBmatypy Bblbepute nyHkT «FW update», nocne 4yero HaudHeTCs

npouecc OOHOBIEHUSI.

--== RT1MB boot menu ==--
Normal boot
FW update
BMC console
U-Boot console
Press UP/DOWN to move, ENTER to select menu entry 1

Mo okoH4YaHMO 0OHOBIEHNSA cUCTEMa BepHeT BO3MOXXHOCTb BBOAa KOMaHA.

SF: Detected MX25U12832F with page size 256 Bytes, erase size 64 KiB, total 16
MiB
(Re)start USB...
USBO: Register 1000140 NbrPorts 1
Starting the controller
USB XHCI 1.00
scaning bus 0 for devices... 3 USB Device(s) found
scaning usb for storage devices... 1 Storage Device(s) found
scaning usb for ethernet devices... 0 Ethernet Device(s) found
reading rtImb.rom
16777216 bytes read in 8761 ms (1.8 MiB/s)
131072 bytes written, 16646144 bytes skipped in 109.488s, speed 158275 B/s
BAIKAL #

Ecnn He NPOn3OoLLIII0 aBTOMaTU4ECKOro 3arnycka 0OHOBNEHUS, BINOMHUTE KOMaHAbI:

setenv ci_installed1

saveenv

BAIKAL # setenv ci_istalled1

BAIKAL # saveenvSvaing Environment to Flash...

SF: Detected MX25U12832F with page size 256 Bytes, erase size 64 KiB, total 16
MiB

Erasing SPI flash...done

Writing to SPI flash...done

BAIKAL#

[Ons Bo3BpaweHuss K wWTaTtHoM paboTe HeobxoaMmo nepesarpy3nTb CEPBUCHBIN

MapLUpyTU3aTop, Ans 3TOro KpaTKOBPEMEHHO 06ECTOYbTE Ero.
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9.5 Copoc K 3aBOACKMM HACTpOMKaM

C nomowpbto APM npoBepbTe, YTO CEPBUCHBLIM MapLUpyTU3aTOp BKIIOYEH M 3arpyska
CUCTEMbI 3aBepLuMnach.

OcyLLl,eCTBMTe BXO4 B CUCTEMY.

»
MpumeyaHue

Mo ymonuyaHuio noruH «adminy, naponb «admin». Npu BBOAE Naponsa CUMBOSbI Ha
3KpaHe He oTobpaxatoTcs.

3anyctute npouecc cbpoca k 3aBoacknm Hactponkam MO CM, BbINONHUB KOMaHAY:

factory-default

Last login: Sun Apr 12 13:11:11 MSK 2015 on ttySO
12:10:27 up 3 min, 0 users, load average: 0.25, 0.32, 0.14

admin@sr-be# factory-default
MoaTtBepauTe 3anyck cbpoca k 3aBoacknum Hactponkam MO CM, BBeas B KOHCOSb:

delete all

admin@sr-be# factory-default

You are attempting to reset device to factory default state.

This device will be rebooted and will start installation of default software
version.

You will lose all of your data: settings, profiles, users, logs etc.

This process IS NOT REVERSIBLE.

Are you sure you want to proceed? If you are sure enter ‘delete all’ or enter

‘no’ to cancel: delete all

Mocne aBTOMaTUYECKOW Nepesarpyski CepBUCHOrO MapLLpyTM3aTopa HayHeTcs NpoLecc

cbpoca HacTtpoek 10 CM.
Mo OKOH4YaHMIO cOpoca HaCTPOEK CEPBUCHBIM MapLupyTM3aTop nepesarpy3uTcs U

BEPHETCA B LUTATHLIN pexxum paboTbl.

»
NMpumeyaHue

Takke npouecc cbpoca K 3aBOACKMM HACTPOMKaM MOXHO BbIMOMHUTL HaXaB W
yaoepxueas 10 cekyHa kHornky "CLR" Ha cepBMCHOM MapLupyTmusaTope.
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NEPEYEHb YCINOBHbIX OBO3HAYEHMA U COKPALLEEHUIA

APM
oc
no cMm
N3BMm
cM
ARM
BFD
BGP
BMC
BPDU
CARP
CBQ
cu
DHCP
DMVPN
DNS
DSA
DSCP
FIFO
FTP
GRE
GRED
HFSC
HTB

IGMP

IPIP
IPSec
IP SLA

IS-IS

ABTOMaTM3NpOBaHHOE paboyee mecTo

OnepaunoHHas cnctema

MporpammHoe obecrneyeHns cepBUCHOro mapLupytmnsaTtopa CS

MNepcoHanbHasa 3NEKTPOHHO-BbIYNCAUTENbHAA MALLIUHA

CepBucHbIN mapwpyTtusatop CS
Advanced RISC Machine

Bidirectional Forwarding Detection
Border Gateway Protocol

Baseboard Management Controller
Bridge Protocol Data Unit

Common Address Redundacy Protocol
Class-based queueing

Command-Line Interface

Dynamic Host Configuration Protocol
Dynamic Multipoint Virtual Private Network
Domain Name System

Distributed Switch Architecture
Differentiated Services Code Point
First In, First Out

File Transfer Protocol

Generic Routing Encapsulation
Generalized RED

Hierarchical fair-service curve
Hierarchical Token Bucket

Internet Group Management Protocol
Internet Protocol

Internet Protocol in IP

IP Security

Internet Protocol Service Level Agreement

Intermediate System to Intermediate System
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L2TP
LACP
LDP
LLDP
MAC
MPLS
MSTP
MTU
NAPT
NAT
NTP
OpenVPN
OSPF
PAT
PIM
PPTP
PPPoE
PQ
QoS
RADIUS
RED
RFC
RIO
RIP
RIPng
RSTP
RSVP
RSVP-TE
SFQ
SNMP

SSH

Layer 2 Tunnelling Protocol

Link Aggregation Control Protocol
Label Distribution Protocol

Link Layer Discovery Protocol
Media Access Control
Multiprotocol Label Switching
Multiple Spanning Tree Protocol
Maximum Transmission Unit
Network Address Port Translation
Network Address Translation
Network Time Protocol

Open Virtual Private Network
Open Shortest Path First

Port address translation

Protocol Independent Multicast
Point-to-Point Tunneling Protocol
Point-to-point protocol over Ethernet
Priority Queuing

Quality of Service

Remote Authentication Dial-In User Service
Random early detection
Request for Comments

RED In/Out

Routing Information Protocol

RIP next generation

Rapid spanning tree protocol

Resource ReSerVation Protocol

Resource Reservation Protocol - Traffic Engineering

Stochastic Fairness Queueing
Simple Network Management Protocol

Secure Shell
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STP — Spanning Tree Protocol

TBF — Token Bucket Filter

TACACS+ — Terminal Access Controller Access Control System
TCP — Transmission control protocol

TFTP — Trivial File Transfer Protocol

ToS — Type of Service

TTL — Time to Live

UDP — User Datagram Protocol

UMSD — Unified Marvell SOHO Driver

UsB — Universal Serial Bus

VLAN — Virtual Local Area Network

VPLS — Virtual Private LAN Service

VPN — Virtual Private Network

VPWS — Virtual Private Wire Service

VRF — Virtual Routing and Forwarding
VRRP — Virtual Router Redundancy Protocol
WAN — Wide Area Network

WFQ — Weighted Fair Queuing

WRED — Weighted Random Early Detection
WRR — Weighted Round Robin
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NMPUNOXEHUE 1
NnoaAroTtoBKkA ABTOMATU3UPOBAHHOIO PABOYEIO MECTA

1. AnnapaTtHble cpeacTea

ans nposeaeHus paboThl c nporpamMmMom HeobxoaMmo opraHusoBsaTtb

aBTOMaTU3npoBaHHoe paboyee mecto (Tabnuua 1.1).

Tabnuua 1.1 — lNepeyvyeHb 0bopygoBaHMs U nporpammMHoro obecneyeHus n3 coctasa APM
HanmeHoBaHune Kon-Bo, wiT.

M3BM c yctaHoBneHHon OC, B cocTaBe: 1
O CWUCTEMHbIN BNOK C XapaKTEPUCTUKAMN HE XyXKe:

npoueccop ¢ yactoton 1 Mu;

06BbEém onepatnBHon namatm — 2 I'G;

OOCTYNHbIN 06BEM XEcTkoro aucka — 32 'G;

Bugeoagantep — DirectX 9;

nHtepcencoel — USB 2.0, RJ-45 — 1 wt,;

[ ]
[ ]
[ ]
[ ]
[ ]
® YCTPOWCTBO YTEHMSI KOMNAKT—ANCKOB.
O  MOHMTOP;

O KnaBuatypa;

O MaHUNyn4aTop TNa «Mblllb».

Kabenb-agantep USB ¢ paztémom DB9 (RS-232) 1

PUuTTY 1

2. lNogknioyeHne ycTponcTs

[nsa npoeeaeHusa pabot c MO CM:
Mponssegute noaknovyeHne APM k annapatHonm nnatgopme CM nocpeactsom

KOHconbHoro kabensa RJ-45 — DB9 (PucyHok 1.1, PucyHok 1.2);

PucyHok 1.1 — PacnpeneneHune KOHTaKToOB pa3bemoB kabens koHconbHoro RJ45-DB9
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PucyHok 1.2 — PacnpegeneHue KOHTakToB pa3bemoB kabens ans CM Beinycka paHee 05.2024
" NMpumeyanue

B cnyyae otcytctBua nopta DB9 Ha APM, Heobxogumo wucrnonb3oBatb kabenb-

apgantep USB — DB9 (RS-232). YcTaHOBUTb UCNOSb3yeMble aganTepoM gpansepa no
HeobXxoaAnMoCTK.

lMpoBepbTe KOPPEKTHOCTL NoakntoyeHnsa nsgenusa kK APM, B gucnetyepe yctponcts OC.
3anyctute nporpammy PUTTY 1 B €€ rmaBHOM OKHE YKaXuTe :

o TuN noaknyeHus — Serial;

o HOMep nopTa u3 gucnetdyepa ycrponcts OC;

o cKopocTb — 115200.

Bo Bknagke «Serial» npoBepbTe HACTPOMKN UCTOYHUKOB BBOAA, AN KOPPEKTHOM paboThl
BbiCTaBuTe Ha «Noney.

Moagkntountech k CM, HaxaB Ha kHoriky Open.
»
NMpumeyaHue

B cnyyae otcyTtctBus 3arpy3km MO CM Heobxoaumo:
o nepesarpy3nts CM nyTem OTKITOYEHNS U BKIIOYEHNS MUTAHUS;

o NPOBEPUTb NOAKNIOYEHNE YCTPONCTB, B YAaCTHOCTM pacnanky kabens DB9 — RJ-45;
o npoBeputb HacTponkn COM-nopta B PUTTY.

Mocne atoro, nHtepderic DB9 (RS-232) cTtaHeT akTUBHbIM Ha nNpuém curHanos, APM

OyneT cumtaTbCsa NOoAroTOBEHHbLIM K paboTe.

Bepcus 11.0 53



TexHuyeckas nogaepikka PyKOBO,D,CTBO CUCTEMHOrO rnporpaMmmMmncTa

RU.07622667.00004-01 32 01

TEXHUYECKASA NOAAEPXKA

OdmumaneHbI cant komnaHuu: https://istokmw.ru/

JokymeHTaumio 1 nporpaMMHoe obecneyeHne Ha U3LenMsa MOXHO ckadyaTb B pasaerne
«[dokymeHTaums u [lNporpammHoe obecnedeHne» Ha cTpaHuue https://istokmw.ru/service-
router/

BasoBas TexHM4eckasi nogaepkka oCyLLeCTBNAETCS

5 pHewn B Hegento no 6yaHam ¢ 8:00 go 17:00 (Bpems MockoBckoe)
Ten: +7 (495) 465-86-48

e-mail: support@istokmw.ru

web: https://istokmw.ru/support/

JINYHBbIN KAaBUHET TEXHUYECKON NOAAEPKKM NO PYHKLMOHNPOBAHUIO MPOOYKTOB
https://helpdesk.istokmw.ru/
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