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AHHOTaUuusA

[aHHbIN OOKYMEHT SBSEeTCA WHCTPYKUMEN MO HavarbHOW HaCTPOWKE CepBUCHbLIX
MapLUpyTU3aToOpPOB (Jarnee rno TeKCTy — YCTPOMCTBO).

B MHCTpyKumMm onucaHbl cnocobbl nogkntoyeHns Kk nHtepdency CLI, pabota ¢ naponsmm
nonb3oBartenien, cosgaHne u HacTtponka VLAN, 6GasoBble HacTpoOWKM YCTponcTBa, paboTa
C KOHUrypauusmMm, CMeHa faTbl, BpEMEHU U YacoBOro Nosica, KOMaHabl CETEBOW ANArHOCTUKM.

Hactosawmmn OOKYMeHT npefHasHaveH ANg TeXHUYEeCcKoro nepcoHana, BbINOSHALWEro
YCTAHOBKY M HACTPOMKY YCTPOWMCTBa NOCPeACTBOM WHTepdenca komaHaHown ctpoku (CLI),
a Takke npoueaypbl N0 06CNyXMBaHUIO CUCTEMBI.

lMepea Havanom HaCTPOMKM HeobxoouMoO Takke BHUMATENbHO O3HAKOMWUTHLCA
C pykosozacTBOM Mo akcnnyaTtauum KPIMIM.465614.001P3.

YcnoBHble 0603Ha4YeHNs YCTPOUCTB:

o ISN41508T3

o ISN41508T3-M

o ISN41508T3-M/ISES0108

o ISN41508T3-M/ISES0116

o ISN41508T3-M/ISES1004

o ISN41508T3-M-AC

o ISN41508T3-M-AC/ISES0108
o ISN41508T3-M-AC/ISES0116
o ISN41508T3-M-AC/ISES1004
o ISN41508T3-M-AC/ISES3901
o ISN41508T3-M-AC/ISES7312
o ISN41508T3-M-AC/ISES9112
o ISN41508T4
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MNopgkntoyeHue Kk MHTepdency NHCTpyKums no yctaHoBKe 1 BbICTPOMY 3anycKy
KomMaHaHou cTpoku (CLI) KPII.465614.0011C26

1. MopknioyeHune K MHTepdency komaHgHom ctpoku (CLI)

1.1. Noaknto4vyeHue no nokanbHou cetun Ethernet c nomowbro SSH

LWar 1. MoagkntounTte ceTteBon kabenb nepegayn gaHHbIX (Naty-kopa) K nrodomy LAN
nopTy, BXoAsALeMY B 30HY «SP» 1 K yCTPONCTBY, NpegHa3Ha4YeHHOMY N4 ynpaBrieHus.

NMpumeyaHue

Bo3amoxxHa noctaBka CepBUCHOMO MapupyTtu3aTopa OGonee paHHeEMW BepcuuM C
o6o3HauyeHnsamm LAN noptoB kak «LAN1» - «LAN8». Takke BO3MOXXHa nocTaBka bonee
paHHEen Bepcumn NporpaMMHOro obecneyveHuns, Ans ero NoAKMYEHNs UCNONb3ynTe NopT
«WAN2».

War 2. Otkoppektnpynte |IP-agpec uHTepdenca ynpasnsowero ycTpoucTea, ero
MacKy 1 agpec Lno3a.

NMpumeyaHue

Mo ymonyanuto IP-agpec — 192.168.0.100, macka noacetn — 255.255.255.0, agpec
wno3a — 192.168.0.1

War 3. [Ina npoBepku CBA3HOCTU BbINOMHUTE KOMaHAy ping 192.168.0.1 ¢ noMoLLbto
KOMaHZHOW CTPOKM.

C:\User\admin>ping 192.168.0.1

Pe3yanaT BbINOJTIHEHNA KOMaHObl:

Pinging 192.168.0.1 with 32 bytes of data:

Reply from 192.168.0.1: bytes=32 time<lms TTL=64
Reply from 192.168.0.1: bytes=32 time<ims TTL=64
Reply from 192.168.0.1: bytes=32 time<lms TTL=64
Reply from 192.168.0.1: bytes=32 time=1ms TTL=64

Ping statistics for 192.168.0.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 1ms, Average = Omsyes

War 4. C nomoLibldO KOMaHOHOW CTPOKU OCYLLECTBUTE yOaneHHOe MOAKMNIYEeHne,
BbIMOSIHNB KOMaHAy

Bepcua 6.0 7
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C:\User\admin>ssh admin@192.168.0.1

roe:  <username> — MM nonb3oBaTens; <ipaddress> — ip-agpec CepBUCHOrO
MapLupyTusaTopa.

LWar 5. nOﬂ,TBep,D,VITe yoaneHHoe noakrryveHue, BBead B KOHCOJIb KOMaHOY Yyes

The authenticity of host ‘192.168.0.1 (192.168.0.1)’ can’t be established.
RSA key fingerprint is SHA256:FzmnRyWGBJFXGjMEEIWLOv87Bim1hH1EmwwxDidEi9o.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

LWar 6. Beegute naponb A4ns OCywecTBeHNA BXoAa nosb3oBaTens

Warning: Permanently added ‘192.168.0.1’ (RSA) to the list of known hosts.
admin@192.168.0.1’s password:

NMpumeyaHue

Maponb no ymonyaHuio admin, NpuM BBOAE MApPONA CUMMBOSIbI Ha 3KpaHe He
oTobpaxatoTtca

YaaneHHbIn BXOA4 B CUCTEMY BbIMOSHEH.
BeinonHute komaHay show interfaces brief ytobel y3HaTte IP-agpeca nHtepdencos Ha
CEPBMCHOM MapLupyTmM3aTope.

Interface  HW Address IPv4 Address  Admin/Link DHCPv4 Description
ethl 94:3f:bb:00:2d:e3 unassigned UP/DOWN ON
eth2 94:3f:bb:00:2d:fe  unassigned = DOWN/DOWN OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
switchportl n/a UP/DOWN n/a
switchport2 n/a UP/UP n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
switchport7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a

Bepcua 6.0 8



MNopgkntoyeHue Kk MHTepdency NHCTpyKums no yctaHoBKe 1 BbICTPOMY 3anycKy
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NMpumeyaHue

Mpw OTCYTCTBUM NOAKIMIOMEHUS K CEPBUCHOMY MapLUpyTM3aTopy obpaTuTech B Cryxoby

nogaepXkn https://istokmw.ru/support/

1.2. Noaknto4vyeHue no nokanboHou cetu Ethernet c nomowbio Telnet

NMpumeyaHue

YbeauTtecb, YTO Ha CEPBUCHOM MapLupyTu3aTope HacTpOeH ydaneHHbIn AO0CTyn no
npotokony Telnet. No ymonyaHuto pyHKUNA OTKNOYEHa

War 1. MNMogkntounte ceteBon kabenb nepenadn aaHHbix (naty-kopa) K WAN nopty
«GE1» 1 K ycTponcTBy, NpegHa3Ha4YeHHOMY 715 ynpaBieHus.

MpumeyaHue

Bo3amoxHa noctaBka CepBMCHOro Maplipytu3aTopa 6onee paHHen Bepcun C
o6o3HaveHnsmn WAN-nopta kak «\ WAN1T»

War 2. Otkoppektupynte |IP-agpec uHTepdenca ynpaBnsloLWEro yCTPOWCTBa, €ro
MacKy 1 agpec Lno3a.

MpumeyaHue

Mo ymonyanuio IP-agpec — 198.18.1.100, macka noacetn — 255.255.255.0, agpec
wno3a —198.18.1.1

War 3. [Ina npoBepku CBA3HOCTU BbINONHUTE KOMaHAy ping 198.18.1.1 ¢ nomMoLubto
KOMaHLHOW CTPOKM.

C:\User\admin>ping 198.18.1.1

Pe3yJ'IbTaT BbINOJTHEHNA KOMaHObI:

Pinging 198.18.1.1 with 32 bytes of data:

Reply from 198.18.1.1: bytes=32 time<lms TTL=64
Reply from 198.18.1.1: bytes=32 time<lms TTL=64
Reply from 198.18.1.1: bytes=32 time<1ms TTL=64
Reply from 198.18.1.1: bytes=32 time=1ms TTL=64

Ping statistics for 198.18.1.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Bepcua 6.0 9
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Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 1ms, Average = Omsyes

War 4. C nomMoLibl0 KOMaHOHOW CTPOKU OCYLLeCTBUTE yOaneHHOe MOAKMNIYeHune,
BbIMOSHUB KOMaHay

C:\User\admin>telnet 198.18.1.1

LWar 5. Beegute norvH n naposb Anda ocywecTteiieHna BXxoda nosfib3oBaTerna

SR-BE
sr-be login:

MpumeyaHue

Mo ymonyaHuto normH admin, napons admin, npy BBOAE Naponsd CUMBOSIbI HA IKpaHe
He oTobpaxatoTcs

YaaneHHbIn BXO B CUCTEMY BbIMOSHEH.
BbinonHute komaHay show interfaces brief ytobbl yaHaTte IP-agpeca nHtepdeincos Ha
CEpPBUCHOM MapLUpyTMU3aTope.

Interface  HW Address IPv4 Address  Admin/Link DHCPv4 Description
ethl 94:3f:bb:00:2d:e3 198.18.1.1/24 UP/DOWN ON
eth2 94:3f:bb:00:2d:fe  unassigned = DOWN/DOWN OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
switchportl n/a UP/DOWN n/a
switchport2 n/a UP/UP n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
switchport?7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a
NMpumeyaHue

[Mpn OTCYTCTBMM NOAKMOYEHUS K CEPBMCHOMY MapLUpyTU3aTopy obpatuTech B Cnyx0y
nogaepXxkn https://istokmw.ru/support/
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NHCTpyKums no yctaHoBKe 1 BbICTPOMY 3anycKy
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1.3. MoakntoyeHne Yepe3 KOHCONbHbIN NopT RS-232

YCTPONCTBO MMEET KOHCOSbHbIN MOPT Ha Kopnyce.

[ns coeanHeHns Yepes KOHCOMNb HeobXoaAMMO Hanmume cregytollero obopyaoBaHus:

o TepMuHan unm KomMnbroTEP C MnocrenosartesibHbIM NMOPTOM U BO3MOXHOCTbIO
AMyInnpoBaTb TEpMUHAIT;

o kabenb KoHconbHbIN RJ45-DB9.

NMpumeyaHue

Kabenb koHconbHbIn RJ45-DB9 He BXOAMT B KOMMIIEKT MOCTaBKM M NpuobpeTaeTcs
oTAenbHo. Ecnn HOyTOYK UM KoMnbloTep NoMb3oBaTensa He OCHaleH MHTepdencom

RS-232, Heobxoanmo npuobpectn kabenb-agantep USB-RS232. Kabenb-agantep
USB-RS232 He BxoaAUT B KOMMNIEKT NOCTaBKM U NpnobpeTaeTcs OTAESbHO.

[ns yCTaHOBKN COEANHEHUS Yepea KOHCOSb BLINOSTHUTE Crieaylowme enNCTBuUS:
War 1. Bknounte APM n Bongnte B OC C MCNOMb30OBaHMEM YYE€THOW 3anucu
agMuHuCTpaTopa.

War 2. Coeannnte nopt «Console» yctponctea ¢ noptom RS-232 komnbioTepa c
MOMOLLIbIO Kabenst KOHCONMbHOro — PUCYHKM 1, 2.

A BHumaHue! /| BaxHo!

Ha KOMNbOTEP npeaBapuUTesibHO  OOJIKHO ObITb yCTaHOBJ1IEHO

nporpaMMHoe
obecnevyeHne amynsauMm TepMmHana

v
v
v
v
.
3

’
.
.
.
.

6 45

PucyHok 1 — PacnpeneneHne KOHTakToB pa3beMoB Kabens

PucyHok 2 — PacnpeaeneHne KOHTakToB pa3beMoB kabens ans CM Bbeinycka paHee 05.2024
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NMpumeyaHue

B cnyyae otcytctBust nopta DB9 Ha ycTponcTee npoBepkn, HE0H6X04MMO MCMOMb30BaTh
kabenb-agantep USB - DB9 (RS-232). YcTtaHOBUTb MCMNOMb3yeMble aganTtepom
ApanBsepa no HeobxogMmocTn

War 3. lMogkniounte kabenb K TepmuHany WM nocnegoBaTenbHOMY MOPTY
KOMMblOTEpa C YCTaHOBMEHHbIM NMporpaMMHbIM obecnevyeHmemM aMynaunm TepMmuHana.

War 4. 3anyctute TepmuHanbHyto nporpammy (Hanpumep, PUuTTY wunm Microsoft
Windows HyperTerminal) n yctaHoBuTe napameTpbl NporpaMmMHOro obecneveHnst amynaumm
TepMuHana.

BeinonHute cneayowme HacTponku nHtepdgenca RS-232:

o ckopocTb: 115200 6uT/c;

o BUTbI AaHHbIX: 8 OuT;

O YETHOCTb: HET;

o cTornoBble 6UThI: 1;

o yrnpaBrieHne NOTOKOM: HeT.

War 5. lNMogkniounTte nuTaHue K yCTpoucTBy. Ha TepMmuHane nosBuTCsa 3arpys3oyHas
nocrnenoBaTesibHOCTb.

[Mocne BbINOSIHEHMS 3arpy304HON MOCeAoBaTENIbHOCTU MOSIBUTCH KOMaHOHas CTpokKa
C npurnaweHnemM ycTpomncTaa:

SR-BE sr-be ttySO
Sr-be login:
Password:

LWar 6. BBegute nms nonb3oBaTtesnisi U Naporsib.

Mo ymon4yaHuio gnga Bxoga B CUCTEMY C NpaBamMu agMUHUCTpaTopa UCNONb3ynTe:
o umsa nonb3oBaTens: admin;
o naponb: admin.

YCTPOMCTBO rOTOBO K HACTPOMKE.

1.4. HacTpoMKK NO yMON4YaHuIo

Ha ycTtponcTBO 3arpyxkeHa HadanbHasi KoHdurypaumus startup, kotopasi BkrovaeT
MUHUMarbHO HeobxoanMble 6a30BblE HACTPONKN:

o BCe NopTbl ycTpoucTBa pasgeneHol Ha ase rpynnbl: WAN- u LAN-noptbl. MX
nogpobHoe onucaHve npeacTtasneHo B nogpasgene OnucaHne WAN-noptoB n OnucaHue
LAN-NopTOB HACTOALLEN UHCTPYKLUMUK;

o BCe MHTepdencChbl YCTPOMUCTBa OTKPbIThHI AN yAaneHHoro JocTyna C NoMOLLbHO
npoTtokonos Telnet, SSH;

Bepcua 6.0 12



MNopgkntoyeHue Kk MHTepdency NHCTpyKums no yctaHoBKe 1 BbICTPOMY 3anycKy
KomMaHaHou cTpoku (CLI) KPII.465614.0011C26

o Bce LAN-nopTtbl ycTponctea no ymonyaHuto oTHocATca K VLAN 1 ¢ nmeHem
«Default»:

admin@sr-be(config)t#ishow vlan all
VLAN id Name Member ports (t-tagged, u-untagged)
1 default swpl(u),swp2(u),swp3(u),swpd(u),swp5(u),swpb(u),swp7(u),swp8(u)

O Ha YCTPOWCTBE 3aJaHO WMSA nonb3oBaTend M naposib, B COOTBETCTBUM C
Tabnuuen 1: pexmm agMUHUCTPUPOBAHNSA, NONb30BaTENLCKUI, 6€30MaCHbIN PEXNM.

Tabnuua 1 — Ima nonb3oBatens 1 naposnb

MUma nonb3osBatensa Maponb

admin admin

MpumeyvaHme - UMA NO/Ib30BaTENA U NAPOJb BBOAAT C yHETOM pPerncrpa.

O YCTPOMCTBO WCMONb3yeT 3adaHHOE Ha 3aBode WMs YCTpPoOMCTBa «Sr-be»
N JOMeHHoe nmsa «Sr-bex. Mpn KOHpUrypMpoBaHum mMsi ycTtponctea MeHsT. NogpobHee 06
9TOM MOXHO npouynTaTb B pasgene 4 «Hactponka nmeHn yCcTponcTBa U AOMEHHOIO MMEHM
cucTeMbl». [ HACTPOMKM YCTPOMCTBA NPU NEPBOM BKIHOYEHUM B KOH(pUIypaLmm yCcTponcTea
ncnonb3yeTcs yd4eTHasa 3annucb agMuHucTpartopa admin;

o PyHKUMA SSH Ons yganeHHoro yrnpasBneHus YCTPOMCTBOM MO YMOJSYaHWUIO
BKIOYeHa:

SSH server enabled
Version: 2
Port: 22
Listen addresses:
all
Whitelist:
all

[nsa npocmMoTpa HayanbHOW KOHMUIypauumn BbIMONIHUTE KOMaHAY:

admin@sr-be# show running-config

Pe3yJ'IbTaT BbIMNOJTHEHNA KOMaHObI:

interface ethl
no shutdowm
ip address dhcp
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exit
interface eth2
exit

log deamon level WARNING

ipv6 dhcp relay dhcp6-relay
vrf default
exit

interface switchportl
no shutdown

exit

interface switchport2
no shutdown

exit

interface switchport3
no shutdown

exit

interface switchport4
no shutdown

exit

interface switchport5
no shutdown

exit

interface switchport6
no shutdown

exit

interface switchport7
no shutdown

exit

interface switchport8
no shutdown

exit

log netflow maxsize 1G
radius accounting off

samba server
off
exit

system web timeout 600
system tty timeout 600
system ssh timeout 600
system telnet timeout 600

Bepcua 6.0
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system ssh on
system integrity alert led
system memory-cache policy aggressive

interface vlanl

vid 1 ethertype 0x8100
no shutdown

ip address 192.168.0.1/24
exit

logging monitor 7

router Idp
exit

router rsvp
exit

end

,D,J'IFI NMpPOCMOTpa bonee I'IO,D,pO6HbIX HaCTpoOeK No yMmoJ14HaHUKO BbINOJTHUTE KOMaHObl:

admin@sr-be# show profile startup detail

Bepcua 6.0
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2. USMEHEHME NAPOJIEWU MNOJNIb30OBATEJEN

Nmsa nonb3oBaTtenst n naposfib BBOAUTCSI NPV BXOOE B CUCTEMY BO BpPEMSI CEaHCOB
aaMUHUCTPUPOBaHMS YCTPOMCTBA.

A BHumaHue! / BaxHo!
[nsa 3awmTbl BXo4a B CUCTEMY HEOBXOOMMO CMEHUTL NApPOSib Nosib3oBaTens «adminy.

2.1. Monb3oBaTtenb «admin»

,D,J'IFI N3MEeHEHWNA NMaposid NoJib3oBaTeENA «adminy BbINONHUTE cnegywuime KoMmaHabl:

admin@sr-be#configure terminal
admin@sr-be(config)#fusername edit admin password
Enter password: <new-password>

Repeat password: <new-password>
admin@sr-be(config)# exit

roe <new-password> - HOBbIW Naposb Ans nosibaoBatens «adminy.

MpumeyaHue

Mpw BBOAE NapOis CUMBObI HA 3KpaHe He 0ToGpaaroTcs

2.2. Co3paHue rpynn

Cospgante HOBYKO rpynny C ykasaHuem YpoBHS npueunernin ot 1 go 14 ¢ nomoLLbo
cnegyowmx KoMangy group <group_name> privilege <privilege_level>.
roe: - <group_name> - UMsi HOBOM rpynnbl;

- <privilege_level> - ypoBeHb NpuBUNErnn y rpynmoi.

Mpumep cosgaHusa rpynnel «operators» ¢ ypoBHeM npusunerumn 1:

admin@sr-be#configure terminal
admin@sr-be(config)#tgroup operators privilege 1

[ns npoBepku pesynbTaTa BbINOMHUTE KOMaHAY:
admin@sr-be(config)#show groups

Group | Privilege

admin | 15
service |1
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operators | 1

2.3. Co3agaHue HOBbIX Nonb3oBaTenen

[na co3gaHust nonb3oBaTens YKaXnUte unmMAa nonb3oBatesida 1M UMda  rpynnbl

C HeOO6XOANMbLIM YPOBHEM MPUBUIETNA, UCNONb3ys KOMaHLy username add <username>
group <usergroup>.

roe: - <username> - UMsi HOBOTO NOMb30BaTENS;
- <usergroup> - rpynna K KoTopoi 4o6aBnsieTcst HOBbIN NOMb30BaTENb.

Mpumep cosgaHus nonb3osatena «boris» ¢ naponem «bOris_istok»  rpynnbl
«operators»:

admin@sr-be#configure terminal

admin@sr-be(config)#fusername add boris group operators
Enter password:
Repeat password:

[ns npoBepku pe3ynbTaTta BbINOMHUTE KOMaHay show users.

admin@sr-be#configure terminal
admin@sr-be(config)t#tshow users

Pe3yJ'IbTaT BbINOJTHEHNA KOMaHA:

User | Group | Type | Privilege
admin | admin | local | 15
boris | operators | local |1
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3. HACTPOUKA UMEHN YCTPOUCTBA U JOMEHHOIO UMEHU CUCTEMbI

Mmsa ycTponcTBa ncnosnb3yeTcd B 3anpocax MHTepdenca KoMmaHLHOM CTPOKU U UMeHax
drannoB KOHUrypaumm rno ymonyaHuio. [ns cMeHbl UMEHU YCTPOMUCTBA U JOMEHHOIO UMEHN
cucTeMbl  Ucnonb3ynte komaHgy system host-name <hostname> domain-name
<domain_name>.
roe: - <hostname> - Ms YyCTPONCTBA;

- <domain_name> - JOMEHHOE UMSI.

Hanpumep, onst cMeHbl UMeHn ycTporcTBa «RouterA» n JOMEHHOro meHun «istok.aby»
BbINOSTHUTE KOMaHb!:

admin@sr-be#configure terminal
admin@sr-be(config)# system host-name RouterA domain-name istok.ab

Mocrne npMMeHeHMs1 KOHUrypaumm npurnalleHne KOMaHOHOW CTPOKM M3MEHUTCS Ha
3HauyeHue, 3aaaHHoe napameTpom <hostname>.
[insi NpoBepKM HAaCTPOEK MMEHN YCTPONCTBA BbIMONHUTE KOMaHAY:

admin@RouterA(config)#show host-name

Pe3yanaT BbINOJTHEHNA KOMaHObI:

service-router

Ons NpoBEepPKN HACTpoeK AOMEHHOIO MMEHU BbIMNMOJTHNTE KOMaHAy:

admin@RouterA(config)#show domain-name

PeayanaT BbINOJTHEHNA KOMaHObI:

RouterA.istok.ab
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4. PABOTA C KOHOUTYPALIMEN

4.1. NpumMmeHeHUe HacTpoeK

4.1.1. NprmMeHeHne nokarnbeHbIX Npodunen

[Ona  3arpyskM  cywlecteywowero anna  KoHdurypaumm,  pacrorioXeHHOro
Ha yCTpPOUCTBe, Ucnonb3ymnte komaHay load. Hanpumep, ansa 3arpyskM KOHUrypaumoHHOro

danna «TEST»:

admin@sr-bett load TEST

PesyanaT BbINOJIHEHNA KOMaHObl:

Clearing configuration for module debug

Loading configuration for module debug

Clearing configuration for module system_configs
Clearing configuration for module dhcp_client
Clearing configuration for module routing

MpumeyaHue

lMepen 3arpy3kon HOBOro Npoduns yoanatTcs BCe HACTPOMKM TEKyLLEero npoduns

4.1.2. lNpumeHeHne npodunen, ckavyeHHblx Yepe3 TFTP

War 1. Y6egutecb B Hannuum TFTP-cepBepa B ceTw.

War 2. 3arpy3ute cann c TFTP-cepeepa. [Jns 9TOro BbINOMHUTE KOMAHY C yKa3aHuem
IP-agpeca TFTP-cepBepa 1 nmeHun npoduns:

admin@sr-be# copy profile TEST2 from url tftp 192.168.1.14 remotedir /wew/

War 3. [1na npoBepku 3arpysku canna BbINOMHUTE KOMaHAY:

admin@sr-be#show profiles

LWar 4. 3arpy3nte ckadeHHbIN hann KoHUrypauum, BbINOSIHMB KOMaHAY:

admin@sr-be#t load TEST2

Pe3yJ'IbTaT BbIMNOJTHEHNA KOMaHObI:
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Clearing configuration for module debug

Loading configuration for module debug

Clearing configuration for module system_configs
Clearing configuration for module dhcp_client
Clearing configuration for module routing

4.2. Copoc HacTpoek
[nsa BbINONHEHWS 3arpy3kn panna HavyanbHOW KOHUrypaumm BbiNOSTHATE KOMaHAY:

admin@sr-betload startup

PesyanaT BbINOJIHEHNA KOMaHObI:

Clearing configuration for module debug

Loading configuration for module debug

Clearing configuration for module system_configs
Clearing configuration for module dhcp_client
Clearing configuration for module 12tp_server
Clearing configuration for module 12tp_client

Ons yaaneHunda BcexX HeCoOXpaHEHHbIX HACTPOEK, BbIMOJTHATE KOMaHObI:

admin@sr-bettload null

Pe3yJ'IbTaT BbINOJTHEHNA KOMaHObI:

Do you really want to load null config? (yes/no)

MoateepanTe cOPoC HaCTpOeK:

admin@sr-be#tyes

Pe3yanaT BbINOJTIHEHNA KOMaHObl:

Clearing configuration for module debug

Clearing configuration for module system_configs
Clearing configuration for module dhcp_client
Clearing configuration for module 12tp_server
Clearing configuration for module 12tp_client
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4.3. CoxpaHeHue HacTpoek

4.3.1. CoxpaHeHue npocunen nokansHoO

[ns coxpaHeHusi CKOHUrypupoBaHHOro npoduns, Hanpumep, «TEST», BbinonHuTe
KOomMaHAay:

admin@sr-beftwrite TEST

Ecnu ykasaH napameTp comment, To k npodunto Aob6aBnsieTcs KOMMEHTapuii, KOTOpPbI
OyneT nokasaH nNpu BbiBOAE AOCTYMHbIX Npodune:

admin@sr-be#twrite TEST comment keep

,D,J'IFI BblBOJa Ha 3KpaH COXpaHEeHHOro I'IpOCbI/IJ'IFI KOH(bI/IpraU,I/II/I BbIMOJIHATE KOMaHAY:

admin@sr-be#show profile name TEST

PesyanaT BbINOJIHEHNA KOMaHObl:

| Profile Name | Loaded by | Created by | Loaded at |

|  TEST | | admin | |

[ns BbiIBOA4A Ha 3KpaH cogepxumoro npoduns KoHdgurypaumm TEST BbINONHUTE
KomMaHAay:

admin@sr-be#show profile name TEST detail

Pe3yanaT BbINOJTIHEHNA KOMaHObl:

{
"comment": "",
"watchdog": {
"watchdog_interval": 60,
"watchdog_enabled": false
I

"dynamic_routing_imi": {
"commands": [
Il!ll'

"no service password-encryption",

|||ll
L
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"logging monitor 7"

[ns BbIBOOA Ha 9KpaH MMeH BceX nNpounen KoHpUrypaummn BbINOHUTE KOMaHAY:

admin@sr-be#show profiles

PesyanaT BbINOJTHEHNA KOMaHObI:

Flags: b - boot profile, | - last loaded profile, m - profile was modified or corrupted
| Flags | Profile Name | Comment |

| | TEST | keep |
| bl | startup | |

[ns ynaneHus CkoHpUrypnpoBaHHOro Npoduns UCNonb3yinTe KOMaHAay:

admin@sr-be# no profile TEST

,D,J'IFI NnpoBEepPKN yaarieHnd I'IpO(bVIJ'IFI BbIMOJIHATE KOMaHAY:

admin@sr-be#show profiles

Pe3yanaT BbINOJIHEHNA KOMaHObl:

Flags: b - boot profile, | - last loaded profile, m - profile was modified or corrupted
| Flags | Profile Name | Comment |

| bl | startup | |

4.3.2. CoxpaHeHue npocunen yaaneHHo no npotokony TFTP

Cxema nogkritoyeHnst CeTU - PUCYHOK 3.
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TFTP - cepeep CepBUCHbIN
MaplupyTusaTtop
Onepatop
192.168.1.0/24 WAN (eth 2) = O oooo WAN (Elh’l) 172.16.0.0M16 WAN cBA3N
B
192.168.1.14 192.168.1.1 SR 72 16.0.2 172.16.0.1

LAN
(switchport 2)

LAN
(switchport 1)

LAN
(switchport 3)

Monb3oBaTenu
192.168.3.0/24

PucyHok 3 — lNpumeHeHne npodunen, ckadaHHblx Yepes TFTP-cepeep

MpumeyaHue

Y6eautecb B Hannumn TFTP-cepBepa B ceTu

[na konupoBaHna dharna Tekywen KoHdurypaumm Ha TFTP-cepBep B ykasaHHyHO
OVNPEKTOPUIO BbINOSTHUTE KOMaHAY:

admin@sr-be# copy profile TEST to url tftp 192.168.1.14 remotedir /wew/
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5. HACTPOMKA WAN-NMOPTOB
5.1. Onucanme WAN-nopTtoB

Moptel WAN wucnonbayoTcsa Ans NOAKNKYEHUA YCTPOMCTBA KO BHELIHEW CceTu, B
YACTHOCTM AN MOAKITIYEHNS K CETU NpoBanaepa C Lenbio nonyyeHnsa OoCTyna B MHTEpPHeT.
YctponictBo umeetr pgsa WAN-rnopta RJ-45 (10/100/1000BASE-T) (ans yctpowcTs
ISN41508T4 — gBa nopta SFP (1000BASE-X), 4To no3BonsieT Ucnonb3oBaTtb NOAKMYEHNE
Cpasy K HECKONbKMM onepaTtopam CBA3U (PUCYHKN 4-7).

= =L = =<

= ]

= e S e SE e
PucyHok 4 — WAN-nopThl. [NepeaHsas naHenb ISN41508T3

B S8 Ol A e S8 a5
PucyHok 5 — MNepeaHas naHensb ISN41508T3-M

E—p— - —

I 1= = —— = —| s —
PucyHok 6 — WAN-nopThl. [NepeaHas naHenb ISN41508T4

B yctponcteax ISN41508T3-M/ISES1004, ISN41508T3-M/ISES0108, ISN41508T3-
M/ISES0116, ISN41508T3-M-AC/ISES1004, ISN41508T3-M-AC/ISES0108, ISN41508T3-M-
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AC/ISES0116, ISN41508T3-M-AC/ISES9112, ISN41508T3-M-AC/ISES7312, ISN41508T 3-M-
AC/ISES3901 yctaHoBneH oanH moaynb paclumpenns ¢ WAN-noptamu.

MmeHa vHTepdencoB HaunHatoTca ¢ npedumkca eth (Ethernet), nanee ykasbiBaeTcs
nopsagkosbi Homep nopta: eth1 u eth2. Hymepauna nopToB COOTBETCTBYET MapKMPOBKE Ha
nepegHen naHenu yctponctaea (WAN1, WAN2). HazsaHnA NopTOB YyBCTBUTENbHbLI K PETUCTPY
N yKa3bIBalOTCS TOMNbKO C MarieHbKon ByKBbl.

»
NMpumeyaHue

B mopynax pacwupenuss Hymepauus WAN-NopToB MOXET MEHATbCH, HauuHas C

TpeTbero nopsiAKoBOro Homepa, Hanpumep, B moayne ISES0108 Hymepauusa nopTos:
eth3 — eth6, B ISES1004: eth3 — eth4.

5.2. HazHa4yeHue IP-agpeca

5.2.1. HasHa4yeHue ctaTnyeckoro IP-agpeca

Ina HacTponkn ctatnyeckoro IP-agpeca WAN-uHTepdency BbINOMHUTE crieayroLwme
KOMaHAabl

admin@sr-be#configure terminal
admin@sr-be(config)#interface ethl
admin@sr-be(config-if-[eth1])#no shutdown
admin@sr-be(config-if-[eth1])#ip address 172.16.0.2 255.255.0.0
admin@sr-be(config-if-[eth1])#exit

roe: -172.16.0.2 - ctatuyeckun IP-agpec;
- 255.255.0.0 - mackon noaceTu.

MpumeyaHue

[ns npuceBoeHust ctatuyeckoro IP-agpeca oTknounTe AMHaMmm4deckoe nonydeHue IP-
agpeca KomaHaom

admin@sr-be(config-if-[eth1])#no ip address dhcp

BmecTto mackn noacetu Buga «255.255.0.0» MOXHO BBeCTU AnuHY npedwmkca «/16»,
HanpumMep:

admin@sr-be(config-if-[eth1])#ip address 172.16.0.2/16

Y6eauTtecb, 4TO agpec Ha3HavYeH MHTepency nocne nNpMMeHeHust KoHurypaumm.
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BbinonHute cneayoLLyo kKoMaHay:

admin@sr-be(config)t#ishow interfaces ethl

PesyanaT BbINOJTHEHNA KOMaHObI:

ethl:

Link: DOWN

IPv4 Address: 172.16.0.2/16

RX: 0 bytes / 0 packets

TX: 728 bytes / 6 packets

MTU: 1500

HW Address: 94:3f:bb:ff:ff:03

IPv6 Address: fe80::963f:bbff:fe00:2de3/64
Autonegotiation: on

Duplex: unknown

Speed: unknown

Supported speeds (Mb/s): 10, 100, 1000
ALLMULTI mode ON

RPS: disabled

Takxke npoepuTtb IP-agpec nHtepdenca MoXXHO C NOMOLLbIO KOMaHAbI:

admin@sr-be(config)t#tshow interfaces brief

Pe3yanaT BbINOJTIHEHNA KOMaHObl:

Interface  HW Address IPv4 Address Admin/Link DHCPv4 Description

ethl 94:3f:bb:00:2d:e3 172.16.0.2/16 UP/DOWN OFF
eth2 94:3f:bb:00:2d:fe unassigned DOWN/DOWN OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
switchportl n/a UP/UP n/a
switchport2 n/a UP/DOWN n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
switchport7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a

[lNns OTMEHbI CTaTU4YeCKoro IP-a,u,peca BbINOJTHNTE KOMaHObl:

admin@sr-be#configure terminal

Bepcua 6.0 26



Hactponka WAN-nopToB NHCTpYyKUMSt NO yCTaHOBKE M BbICTPOMY 3amnycKy

KPIIr.465614.0011C26

admin@sr-be(config)#interface ethl
admin@sr-be(config-if-[eth1])# no ip address
admin@sr-be(config-if-[eth1])# exit

5.2.2. Nony4eHne anHamu4deckoro |IP-agpeca

Cxema nogkrnoveHns ceTtu - PUCYHOK 8.

CepBUCHbIA
MapLlipyTM3aTop

M=l=l=z/cl wan (eth1) 172 16.0.0/16 wan
=ip pooo

172.16.0.55

DHCP-cepBep Onepatop

CBA3N

DHCP-knueHT

PucyHok 8 — lNonyyeHne auHamuyeckoro |IP-agpeca
MpumeyaHue

Mepepn HacTponkon DHCP Ha yctponctee ybeantecs, 4to DHCP-cepBep rotos

Mpumep HaCTPOWKM nosly4yeHus IP-agpeca oT
Ha WAN-uHTepdelice ethl:

DHCP-cepBepa
admin@sr-be#configure terminal

admin@sr-be(config)#tinterface ethl

admin@sr-be(config-if-[eth1])#ip address dhcp

admin@sr-be(config-if-[eth1])#no shutdown

admin@sr-be(config-if-[eth1])#exit

Y6eautechb, YTO agpec Ha3Ha4yeH nHTepderncy nocne NpUMeHeHnst KoHdpurypaumn. ns
9TOrO BbINOMHUTE CrEAYIOLLYI0O KOMaHAY:

admin@sr-be(config)t#tshow interfaces ethl

Pe3yJ'IbTaT BbIMNOJTHEHNA KOMaHObI:

ethl:
Link: UP
IPv4 Address: 172.16.0.2/16

Bepcua 6.0 27



Hactponka WAN-nopToB NHCTpYyKUMSt NO yCTaHOBKE M BbICTPOMY 3amnycKy
KPII.465614.0011C26

RX: 31332 bytes / 486 packets

TX: 2138 bytes / 25 packets

MTU: 1500

HW Address: 94:3f:bb:ff:ff:03

IPv6 Address: fe80::963f:bbff:fe00:2de3/64
Autonegotiation: on

Duplex: unknown

Speed: unknown

Supported speeds (Mb/s): 10, 100, 1000
ALLMULTI mode ON

RPS: disabled

Takxke npoepuTtb IP-agpec nHtepdenca MoXXHO C NOMOLLLI KOMaHAbI:

admin@sr-be(config)#tshow interfaces brief

PesyanaT BbINOJIHEHNA KOMaHObI:

Interface  HW Address IPv4 Address Admin/Link DHCPv4 Description

ethl 94:3f:bb:00:2d:e3 172.16.0.2/16 UP/UP ON
eth2 94:3f:bb:00:2d:fe unassigned DOWN/DOWN OFF
vlanl 94:3f:bb:00:2d:ff 192.168.0.1/24 UP/UP OFF
switchportl n/a UP/UP n/a
switchport2 n/a UP/DOWN n/a
switchport3 n/a UP/DOWN n/a
switchport4 n/a UP/DOWN n/a
switchport5 n/a UP/DOWN n/a
switchport6 n/a UP/DOWN n/a
switchport?7 n/a UP/DOWN n/a
switchport8 n/a UP/DOWN n/a

[nsa yoaneHns nonyyeHHoro IP-agpeca no npotokony DHCP BbinonHMTEe KOMaHAb!:

admin@sr-be#configure terminal
admin@sr-be(config)#interface ethl
admin@sr-be(config-if-[eth1])#no ip address dhcp
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5.3. HacTtponka MapwpyTa no yMmon4yaHuio
5.3.1. lo6aBneHne cTaTMyeckoro MmapLupyTa no ymon4yaHuio

CraTtudeckne mapulpyTbl obecrneymBaloT (PUKCUPOBAHHbLIE MYTWU MapLlpyTM3auum no
ceTn. OHM HacTpanBalOTCA BPYYHYIO Ha MapLupyTusaTope. Ecnuv Tononorus cetm nsMmeHsaeTcs,
CTaTMYECKN MapLUPYT AOSMKEH ObiTb OOHOBEH.

Cratmyeckum MapwpyT no ymonyaHuio [oGaBnseTca B pexume KoHurypauum
C MOMOLLBLI0 KOMaHAab! ip route. MNMpumep cxembl CeTu - pUCYHOK 9.

CepBMWCHbIi
LAN apLupyTU3aTop

192.168. Onepatop

CBA3K

Bl e el wan (eth1)  172.16.0.0/16 wan

=
0 0000 172.16.0.2 172.16.0.5
LAN
(switchport 2)

PucyHok 9 — Cxema HacTponku MmapLupyTta no yMosny4aHuio

[lnsi HACTPOWKM Ha CEPBMCHOM MapLUpyTM3aTope MapLUpyTa Mo YMOMYaHWUIO BbINOMHUTE
KoMaHay:

admin@sr-be#configure terminal
admin@sr-be(config)#ip route default 172.16.0.1

OTa 3anucb bygeT aHanornyHa 3anucu crneayroulero Bmaa:

admin@sr-be#configure terminal
admin@sr-be(config)#ip route 0.0.0.0 0.0.0.0 172.16.0.1

UToObl y6eanTbca, YTO Bbl MPaBUIIbHO HACTPOUIM CTAaTUYECKYD MapLupyTU3auuio no
YMOSYaHMIO, BbINONHUTE KOMaHay show ip route u HamguTe cTaTUYecKne MapLupyThl,
0603Ha4eHHble BYKBON «S»:

admin@sr-be(config)t#tishow ip route

Pe3yJ'IbTaT BbIMNOJTHEHNA KOMaHObI:

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
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* - candidate default
IP Route Table for VRF "default"
Gateway of last resort is 172.16.0.1 to network 0.0.0.0
S* 0.0.0.0/0[1/0] via 172.16.0.1, ethl
C 127.0.0.0/8 is directly connected, lo
C 172.168.0.0/24 is directly connected, vlanl

5.3.2. VIaMeHeHne mapLipyTa no yMon4aHuo
Yaanute ctapbiii MapLIpyT MO YMOMYaHMIO C MOMOLLbI KOMaHA!:

admin@sr-be#configure terminal
admin@sr-be(config)#no ip route default 172.16.0.1

OTa 3anucb byaeTt aHanormyHa 3anucu crneaytowlero smaa:

admin@sr-be#configure terminal
admin@sr-be(config)#no ip route 0.0.0.0 0.0.0.0 172.16.0.1

Beeante HOBbIN MapLpyT Nno ymosn4yaHuio, HarnpuMmep:

admin@sr-be(config)tip route default 172.20.0.1

5.4. Hactpouka npaBun ounbTpauum

Hwxe npuBegeH npuMep HACTPOWKM yaareHHOro AocTyna K ycTpoucTtBy no SSH ot
xocTa c¢ IP-agpecom 192.168.3.16/24. Npumep cxembl ceTu - pucyHok 10.

CepBUCHBLIA
MapLupyTusaTtop

WAN(eth 1)
g 192.168.3.0/24 _.0 ooog
192.168.3.16 192.168.3.1 0 0000

PucyHok 10 — Cxema HacTponku npasusi unbTpaumnm

War 1. Co3pgante access-list «100» ¢ IP-agpecom 192.168.3.16/24, nopT Ha3Ha4yeHUs
22, BbINMOSTHUB KOMaHbI:
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admin@sr-be#configure terminal
admin@sr-be(config)#ip access-list 100 sourceip 192.168.3.16/24 destinationports 22 protocol tcp

War 2. Cosgante access-list «500» ¢ IP-agpecom ceTtun 0.0.0.0/0, nopT Ha3Ha4eHna 22,
BbINOMHMB KOMaHAb!:

admin@sr-be(config)#ip access-list 500 sourceip 0.0.0.0/0 destinationports 22 protocol tcp

LWar 3. [1na npoBepkn co3gaHus access-list (0B) BbINOMHMUTE KOMaHAY:

admin@sr-be(config)#tshow ip access-list

KomaHaa BbiBe4ET BCE CMUCKN OOCTyna, nponncaHHble Ha yCTpOIZCTBeZ

Name # Rule
100 1 src:192.168.3.16/24 dp: 22 prot: 6
500 1 src:0.0.0.0/0dp: 22 prot: 6

War 4. HactponTte orpaHMyeHns yaaneHHoro AocTtyna K YCTPOWCTBY, BbINOSHUB
KOomMaHAay:

admin@sr-be(config)#ip filter input position 10 permit access-list 100

KomaHpa paspewaet Bxogawmn TCP-tpadguk oT xocta 192.168.3.16/24, nopt
Ha3Ha4eHus 22.

admin@sr-be(config)#ip filter input position 20 deny access-list 500

KomaHpa 3anpewaetr Becb Bxogswmh TCP-Tpadguk OT Jpyrux XocCToB, MOpT
HasHayeHunsa 22.
War 5. MNpoBepbTe HAaCTPOWKN, BbIMOSHUB KOMaHAY:

admin@sr-be(config)#show ip filter

Pe3yJ'IbTaT BbIMNOJTHEHNA KOMaHObI:

Chain INPUT (policy ACCEPT 0 packets, 0 bytes)

# Pkts Bytes Action Rule config

0 0 0 permit  src: 192.168.3.16/24 dp: 22 prot: 6
1 0 0 deny src: 0.0.0.0/0 dp: 22 prot: 6
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[Ana OTMeHbl HaCTPOWKM MpaBusl PUIbLTPAUUN BbINOSIHUTE KOMaHObl B pexume
KOHourypaumm:

admin@sr-be(config)#no ip filter input access-list 100
admin@sr-be(config)#no ip filter input access-list 500

Ons yaoaneHua access-list-oB BbINOMHUTE KOMaHAbI B pexunve KOH(*)I/IpraLI,I/II/IZ

admin@sr-be(config)#no ip access-list 100
admin@sr-be(config)#no ip access-list 500
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6. HACTPOMKA VLAN
6.1. Onucanue LAN-nopTtoB

LAN-nopTbl (pycyHkn 11-14) ncnonb3yrTcs A4S opraHn3auum nokansHom cetn. Yepes
HAX C MNOMOLbI CceTeBbiX Kabenem K YCTPOMCTBY MOXHO MOAKMYUTL HECKOMbKO
nepudepunHbIX YCTPOUCTB (KOMNbIOTEPDLI, NMPUHTEPbI, KCEPOKChbl U T.4.) U Cco3haTb eauHoe
ceTeBOe OKpyxeHue. YcTponcTteo nmeet sBocemb LAN-noptos RJ-45 (10/100/1000BASE-T).

oy

i’

! A ==]==] =[] [ ==l===_1= =l ==| == ==|=c| \
PucyHok 11 — LAN-nopTbl. NepegHss naHens ISN41508T3

==I==) =I=| =SS S E=C = ===
PucyHok 12 — LAN-nopTsl. NepeaHss naHens ISN41508T3-M

=sl==]

PucyHok 14 — LAN-nopTbl. MNMepeaHssa naHens ISN41508T3-M-AC
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MimeHa wHTepdencoB HayuHawTca C npedukca switchport, ganee ykasbiBaeTcs
nopsigkoBbIn HOMep nopTta: switchport1 — switchport8. Hymepauna noptoB cooTeBeTcTBYyET
MapKMpOBKe Ha nepeaHen naHenu yctporncrtea (SP1 — SP8).

HasBaHns nopToB YyBCTBUTENbHbI K PErMCTPY U YKa3blBAlOTCH TOMBbKO C MasrieHbKOM
ByKBbI.

6.2. CospgaHue VLAN

VLAN — kommyTupyemasi ceTb, KOTOopasi fIOrMYeCcKn CermeHTMpoBaHa Mno OyHKUMSM,
NPOEKTHOW rpynne wunu MpUoXeHWo, He3aBUCMMO OT (U3NYECKOro MeCTOMONOXEHNS
nonb3oatenen. VLAN nmetloT Te e aTpubyTbl, 4TO U Pn3NYeCcKne nokarnbHble CETU, HO Bbl
MOXeTe rpynnupoBaTbh KOHEYHble CTaHUMW, Aaxe eCnn OHU PU3NYECKM He pacrofioXeHbl B
OOHOM cerMeHTe nokanbHou ceTtu. Jllobon LAN-nopT ycTponcTBa MOXET npuHagnexartb
VLAN, a ogHoagpecHble, luMpoKoBeLaTenbHble 1 MHOroaapecHble nakeTbl nepechbinarTcs u
3anosHATCSA TONbKO KOHEYHbIMU cTaHumsimn B VLAN.

Mpumep cxembl ceTn - pucyHok 15.

CepBUCHbLIN
MapLpyTusaTtop
=
192.168.3.1/24 0 0000
LAN
(switchport 1)

192.168.3.0/24

192.168.3.2/24 P

/
|/’
[

o /

| ~— Monb3oBatenu -

L ~__ -

PucyHok 15 — Cxema HacTpOWKM fioKasnbHOM ceTn
6.2.1. Hactpouka ceTtu

Onsa co3ganua VLAN Beeante ngeHtndpumkaumoHHein Homep VLAN-ID (vid) ¢ nomoLybio
KOMaHz;:

admin@sr-be#configure terminal
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admin@sr-be(config)t#vlan 20

MpumeyaHus

1. VLAN-ID moxeT npuHumaTh 3Ha4eHus ot 2 oo 4094.

2. [Npun HeobxoanmocTn 3aganTte nmsa VLAN ¢ NOMOLLIbIO KOMaH4bl name.

3. Ona cospgaHna cnncka VLAN nepeuuncnute VLAN-ID 4epes «,» unm «-» B pexume
rno6anbHOM KOHGUrypaumm:

admin@sr-be(config)#vlan 2,3,5-8

HasHaubTe VLANZ20 nutepdemncy switchport1

admin@sr-be(config)#interface switchportl
admin@sr-be(config-switchportl)#switchport mode access
admin@sr-be(config-switchport1)#switchport access vian 20
admin@sr-be(config-switchportl)#no shutdown
admin@sr-be(config-switchportl)#exit

Hactponte ctatudeckun IP-agpec Ha VLAN-nHTepdence

admin@sr-be(config)#interface vian20
admin@sr-be(config-if-[vlan10])#vid 20
admin@sr-be(config-if-[vlan10])#ip address 192.168.3.1/24
admin@sr-be(config-if-[vlan10])#no shutdown
admin@sr-be(config-if-[vlan10])#exit

Takke BO3MOXHO Ha3Ha4yeHne AMHaMU4YecKoro IP-a,D,peca:

admin@sr-be(config)#interface vlan20
admin@sr-be(config-if-[vlan10])#vid 20
admin@sr-be(config-if-[vlan10])#ip address dhcp
admin@sr-be(config-if-[vlan10])#no shutdown
admin@sr-be(config-if-[vlan10])#exit

Ona yoanenna VLAN ncnonb3ynte KOMaHbl:

admin@sr-be#tconfigure terminal
admin@sr-be(config)#tno vlan 20
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A BHumaHue! / BaxHo!

Mpexae yem yganutb VLAN, ybeautech, 4To BCceM mHTepdencam ¢ gaHHbim VLAN
HasHadeH gpyron VLAN

6.2.2. [lpoBepka HacTpoek

BeinonHute komangy show vian all ans nposepku co3gaHHbix VLAN

VLAN id Name Member ports (t-tagged, u-untagged)
1 default swp2 (u), swp3 (u), swp4 (u), swp5(u), swpb (u), Swp7 (u), swp8 (u)
20 VIan0020 swpl(u)

BoinonHute komaHgy show interfaces switchportl ansa npoBepkn COCTOSAHUSA
switchportl

switchportl:

Link: DOWN

MTU: 10240

Duplex: full

AUtonegotivation: on

Speed: 1000

Supported speed (Mb/s): 10, 100, 1000
Switchport mode access

Switchport access vlan: 20

BeinonHute komangy show interfaces vlan20 ans nposepkun HacTpounku vian20

vlan20 vid 20:

Link: UP

Ipv4 Address: 192.168.3.1/24
RX: 13908 bytes / 88 packets
TX: 1764 bytes / 10 packets
MUT: 1500

Tx buffer: 1000

HW Address: b4:81:bf:00:00:85
Ipv6 Address: fe80::b681:bfff:fe00:85/64
EtherType: 0x8100
Encapsulation: dotlq
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6.3. HacTtpouka nntepcenca B pexmme Trunk

UTtobbl HacTpouTb nopT switchport5 yctponctea B kadecTBe mMarMcrparnibHOro nopra,
ncnonb3ynTe criegyoLlne KoMmaHabl:

admin@sr-be#configure terminal
admin@sr-be(config)#tinterface switchport5
admin@sr-be(config-switchport5)#switchport mode trunk
admin@sr-be(config-switchport5)#exit

BeinonHute komaHngy show interfaces switchportS ana npoBepkn COCTOSAHUSA
switchport5

switchport5:

Link: DOWN

MTU: 10240

Duplex: full

Autonegotiation: on

Speed: 1000

Supported speeds (Mb/s): 10, 100, 1000
Switchport mode trunk

Switchport trunk allowed vlans: 1-4094
Switchport trunk native vlan: 1

A BHumaHue! / BaxHo!

[na nopta yctponictea 6yayT paspeweHsl Bce VLAN

HasHaubTe trunk-nopTty cnucok paspeweHHbix VLAN.

NMpumeyaHue

[1nsa HacTpourku npegBapuTenbHO cosganTte Heckonbko VLAN

admin@sr-be(config)tinterface switchport 5
admin@sr-be(config-switchport5)#switchport trunk allowed vlan none
admin@sr-be(config-switchport5)#switchport trunk allowed vlan add 20,21
admin@sr-be(config-switchport5)#no shutdown
admin@sr-be(config-switchport5)#exit
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BoinonHute komaHgy show interfaces switchportS ana npoBepkn COCTOSAHUSA
switchports

switchport5:

Link: DOWN

MTU: 10240

Duplex: full

Autonegotiation: on

Speed: 1000

Supported speeds (Mb/s): 10, 100, 1000
Switchport mode trunk

Switchport trunk allowed vlans: 20-21
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7. HACTPOUKA YOAJNIEHHOIO AOCTYNA
7.1. HacTtpouka yaaneHHoro aocrtyna no nportokony SSH

Mpumep cxembl HACTpoOKKa yaaneHHoro goctyna no npotokony SSH yepes WAN-nopT -
pUCYHOK 16.

CepBUCHLIN
MapLUpyTU3aTop

g 192.168.1.0/24 WAN (eth1) _ 0 oooo
192.168.1.25 192.168.1.1 8 0000

PucyHok 16 — Cxema HacTpoWrKku yaaneHHoro goctyna no npotokony SSH

A BHumaHue! / BaxHo!

Ana nogkntoveHna vepe3 SSH pgomkeH ObiTb HacTpoeH IP-agpec Ha wHTepdeince
YCTPOMWCTBA, Yepes3 KOTOpbI ByaeT OCyLLEeCTBATLCS NOAKMIOYEHNE

Hactponte WAN-nopTt eth1
admin@sr-be#configure terminal
admin@sr-be(config)#interface ethl
admin@sr-b(config-if-[eth1])#no shutdown
admin@sr-b(config-if-[eth1])#no ip address dhcp

admin@sr-b(config-if-[eth1])#ip address 192.168.1.1/24
admin@sr-b(config-if-[eth1])#exit

[ns HacTpowkn yganeHHoro goctyna Heobxoammo ykasaTtb IP-agpec mHTepdeica,
KoTopbI ByaeT npuHumatb SSH-coeamHeHwme:

admin@sr-be(config)#tsystem ssh listen-address 192.168.1.1

[lnsa BbiBOOgA Ha 9KpaH HacTpoekK SSH-cepBepa BbIMOJIHATE KOMaHAY:

admin@sr-be(config)# show system ssh
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PesyanaT BbINOJIHEHNA KOMaHObl:

SSH server enabled
Version: 2
Port: 22
Listen addresses:
192.168.1.1
all-ipv6
Whitelist:
all
all-ipv6
SSH timeout: 600

BoinonHute komaHay ssh admin@192.168.1.1 Ha ycCTpoWCcTBe, 4epe3 KoTopoe

OCYLLECTBNATLCA MOOKIIOYEHME W AOXAMTECHb MpUrnaleHns BBOAA YYETHbIX [AaHHbIX
(password)

The authenticity of host '192.168.1.1 (192.168.1.1)' can't be established.

RSA key fingerprint is SHA256:5DGX/BWLmMyFK1cBZLAJGvwrZNQVCMFP65HZdLIEjttU.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '192.168.1.1' (RSA) to the list of known hosts.
admin@192.168.1.1's password:

D,J'Iﬂ yaaneHnda HaCTpoOEHHbIX MapamMeTpoB SSH BbINnonHUTE KOMaHAbI:

admin@sr-be#configure terminal
admin@sr-be(config)# no system ssh listen-address 192.168.1.1

MpoTtokon SSH BkntoyeH no ymonuyaHwuto. [Ona oTtknoveHna SSH Ha ycTponcTtee
BbINOSHUTE KOMaHAbI:

admin@sr-be#configure terminal
admin@sr-be(config)# system ssh off

7.2. HacTtpouka yaaneHHoro goctyna no npotokony Tinet

Mpumep cxeMbl HacTporKa ygarneHHoro goctyna no npotokony Telnet yepes WAN-
nopT - pUCYHoK 17.
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CepBHUCHBIR
MaplipyTusaTop 198.18.1.0/24

'O oooo
198.18.1.2/24

198.18.1.1/24 C — J

PucyHok 17 — Cxema HacTpouku npoTtokona Telnet

A BHumaHue! /| BaxHo!

Ana nogkntodeHnsa vepes Telnet gormkeH ObITb HacTpoeH IP-agpec Ha uHTepdence
YCTPOMWCTBA, Yepes3 KOTopbI ByaeT OCyLLEeCTBATLCS NOAKMIOYEHNE

Hactponte WAN-nopTt eth1

admin@sr-be#configure terminal
admin@sr-be(config)#interface ethl
admin@sr-be(config-if-[eth1])#no shutdown
admin@sr-be(config-if-[eth1])#no ip address dhcp
admin@sr-be(config-if-[eth1])#ip address 198.18.1.1/24
admin@sr-be(config-if-[eth1])#exit

Bkntounte npotokon Telnet

admin@sr-be(config)#tsystem telnet on

[ns BblBOAA Ha 3kpaH ctatyca Telnet-cepeepa BbINOMHUTE KOMaHAY:

admin@sr-be(config)ttshow system telnet

Pe3yJ'IbTaT BbINOJTIHEHNA KOMaHObl:

Telnet server enabled
Port: 23
Listen address: all IPv4
Whitelist:

all-ipv4

all-ipvé
Telnet timeout: 600
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Onsa oTknoveHnsa Telnet Ha ycTponcTBe BbINOSTHUTE KOMaHAbI:

admin@sr-be#configure terminal
admin@sr-be(config)# system telnet off
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8. HACTPOUKA CEPBEPA IOMEHHOIO UMEHU

DNS-cepBepbl NnogaepxmBatoT Katanor JOMeHHbIX UMEH 1 conoctasneHumn IP-agpecos.
Cnyx6a OOMEHHbIX MMEH Ucnonb3yeTca Ans npeobpa3oBaHMs JOMEHHbIX MMeH B IP-agpeca

1N HaobopOoT.

OTO MO3BOMISIET WUCMONb30BaTb Kak npeo6pasoBaH|/|e MMEeHN B

n npeobpasoBaHune IP-agpeca B msa BHYTpU CETW.
Korga knueHT oTnpasndaeT gomeHHoe uMma Ha DNS-cepBep ans paspelueHusi, cepeep

nnbo npeobpasyeT ums B IP-agpec B cBoeM fiokanbHOM kalle, inbo obpallaeTcs K gpyromy

DNS-cepBepy, 4ToObI NonyunTh |IP-agpec ansa knueHTa.
JNTokanbHbin DNS-cepsep notpebyeTcs, ecnu paboyme cTaHumm obmeHmBaTCsA

AaHHbIMK MO MMeHn paboyen cTaHumu, a He no IP.
Mpumep cxembl ceTun - pucyHok 18.

PC

DNS
server
ns1

L

100.10.10.11 'O oooo
=0 pooo
eth1

100.10.10.10/24

PucyHok 18 — HacTpowka cepBepa JOMEHHOIO MMEHWN B FIOKasIbHOM CEeTU

War 1. Hactponte nHtepdenc eth1 Ha cepBucHom MmapLupyTusaTope.

RouterA#configure terminal
RouterA(config)#interface ethl

RouterA(config-if-[eth1])#no shutdown

RouterA(config-if-[eth1])#no ip address dhcp
RouterA(config-if-[eth1])#ip address 100.10.10.10/24
)

RouterA(config-if-[eth1])#exit

LWar 2. HactponTe loopback nHtepdenc

RouterA(config)ttinterface lol
RouterA(config-if-[lo1])#no shutdown

RouterA(config-if-[lo1])#ip address 1.1.1.1/24

IP-agpec,

TakK
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RouterA(config-if-[lo1])#exit

War 3. Hactponte DNS cepsep

RouterA(config)#ip route 0.0.0.0/0 100.10.10.20
RouterA(config)#dns-server

RouterA(dns-server)#zone master test.do
RouterA(config-dnszone-[test.do])#set ns nsl
RouterA(config-dnszone-[test.do])#set refresh 300 sec
RouterA(config-dnszone-[test.do])#entry a 192.168.0.1 pc
RouterA(config-dnszone-[test.do])#entry a 100.10.10.10 ns1
RouterA(config-dnszone-[test.do])#entry a 1.1.1.1 lo1
RouterA(config-dnszone-[test.do])#entry ns nsl
RouterA(config-dnszone-[test.do])#exit
RouterA(dns-server)#dns-server on
RouterA(dns-server)#end

,D,J'IFI OTKIMHOYEeHUA CJ'Iy)K6bI DNS-cepBepa BbINOJIHNTE KOMaHObl:

RouterA(config)#tdns-server
RouterA(dns-server)#dns-server off

8.1. NMpoBepka HacTpoek
LWar 1. NMpoeepbTe HacTponkn DNS-cepBepa BbINONHMB KOMaHay show dns-server:

DNS Server
Status: running
Listen address:
any
Listen port: 53
Allow query address:
any
Allow transfer address:
any
Recursion: False

Master zone: test.do

STTL 38400

@ IN SOA ns1 admin@test.do (
1438828620
300
3600
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604800

86400

)

lol A 1.1.11

pc A 192.168.0.1
nsl A 100.10.10.10
@ NS nsl

War 2. Boingute 13 y4eTHOM 3anncu nosfb3oBaTens BbiMOMHMB KOMaHA4y exXit:

C:\Users\Conference>

War 3. NMpoeepbTe 3anucn DNS-cepBepa BbiNonHuB Ha PC komaHab!:

1) nslookup pc.test.do 100.10.10.10

Server:  UnKnown
Address: 100.10.10.10
Name: pc.test.do
Address: 192.168.0.1

2) nslookup nsl.test.do 100.10.10.10

Server: UnKnown
Address: 100.10.10.10
Name: nsl.test.do
Address: 100.10.10.10
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9. HACTPOWUKA DHCP-CEPBEPA HA YCTPOUCTBE

YctponctBo nogaepxvsaet knueHToB B VLAN, obbeauHss ux B BUPTYyarnbHYHO
nokanbHyl CceTb, He3aBUCUMMO OT ee ((PU3NYecKon TOononornn. YCTPOUCTBO MOXET
MCNonb3oBaTb MPOTOKON AMHAMUYecKon koHdurypaumm xocta (DHCP), 4TobGbl BKAOYMTL
aBTOMaTU4eCcKoe HasHayYeHue KoHdurypaumn IP ans y3noB B 3TUX CETAX.

Mpumep cxembl NOAKIKYEHNSA - pUCYHOK 19.

CepBUCHBIA
MaplupyTusatop Onepatop
CBA3K
BEIEEEEY v et 172.16.0.016 wan -0 Ooog
fele==iel 72 16.0.2 172.16.0.5 HEIN

LAN
(switchport 1)

\\‘

Monb3oBarenn

PucyHok 19 — Hactponka DHCP-cepBepa Ha ycTponcTse

Ansa Hactponkn DHCP-cepBepa Ha yCTpOMCTBE BbIMOMHUTE KOMaHAbI:

admin@sr-be#configure terminal

admin@sr-be(config)#ip dhcp pool 10
admin@sr-be(config-dhcp[10])#network 192.168.3.0/24
admin@sr-be(config-dhcp[10])#range 192.168.3.3 192.168.3.50
admin@sr-be(config-dhcp[10])#exit

admin@sr-be(config)tip dhcp server on
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MpumeyaHus

1. Homep nyna gomxeH ObiTb Ha3HayeH B Anana3oHe ot 1 oo 65535.

2. network 192.168.3.0/24 — nogceTb, Ansa kotopon 6yayT BblgaBaTbca agpeca DHCP-
CEpBEPOM.

3. range 192.168.3.3 192.168.3.50 — Ha4anbHbLIN U KOHeYHbIN |IP-agpec AnanasoHa
agpecos.

4. BbiBOA KOMaHAbl range BO3MOXEH TOSMbKO, eCnv paHee Obina BbINOMIHEHA KOMaH4a
network.

lMpoBepbTe HacTponkn DHCP-cepBepa ¢ NOMOLLBbIO KOMaHAb!:

admin@sr-be#tshow ip dhcp

PesyanaT BbINOJIHEHNA KOMaHObl:

VRF: default

default-lease-time 600;

Pool: 10

subnet 192.168.3.0 netmask 255.255.255.0 {
range 192.168.3.3 192.168.3.50;

}

Onsa yoanexus nyna IP-agpecoB 192.168.3.3 — 192.168.3.50 BbinonHUTE KOMaHAbI:
admin@sr-be#configure terminal
admin@sr-be(config)#ip dhcp pool 10

admin@sr-be(config-dhcp)#no range 192.168.3.3 192.168.3.50
admin@sr-be(config-dhcp)#exit

D,J'IFI yaaneHusa scero Ha6opa JTOKalibHbIX apecoB BbINOJIHATE KOMaHObI:

admin@sr-be#configure terminal
admin@sr-be(config)#tno ip dhcp pool 10

Onsa otknoveHus cnyx6bl DHCP-cepsepa BbINOMHUTE KOMaHAbI:

admin@sr-be#configure terminal
admin@sr-be(config)ttip dhcp server off
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10. HACTPOMKA XXYPHAJIUPOBAHUSA COBbITUA HA YOANEHHBIA SYSLOG-
CEPBEP

[laHHbIEe N3 CUCTEMHOrO XXypHara yCTPoNCTBa MOXXHO nepecbinaTtb No NpoTokony Syslog
Ha yganeHHoln cepBep. COop nor-cooblieHn NO3BONMUT WUMETb MOJSIHYK CTATUCTUKY
NPOUCXOQALMNX C YCTPOMCTBOM COObITUIM, MPOBOAUTL aHanuM3 W 3apaHee BbISBMATb
BO3MOXHble Npobriemsbl.

Mpumep cxembl ceTu - pucyHok 20

Syslog - cepBep CepBUCHLIN
MapupyTusarop

Onepatop

192.168.1.0/24 172.16.0.0116 cBA3N

WAN (eth 2) FREEERl WAN (eth1) WAN
192.168.1.11 192.16.0.2 el o172 16.0.2 172.16.0.1

LAN
(switchport 1)

LAN
LAN (switchport 3)

(switchport 2)

S~ Monb3oBaTenu
192.168.3.0/24

PucyHok 20 — Cxema HaCTpONKM XXypHanupoBaHus cobbITU Ha yaaneHHbln Syslog-cepeep
BbIinonHuTe kOMaHgbl 4N NPOBEPKM cTaTyca JIOrMpoBaHnS:

admin@sr-be#configure terminal
admin@sr-be(config)#tshow logs status

PesyanaT BbINOJTHEHNA KOMaHObI:

access_violation : on
access_list : off

pim ipv4 : off

pim ipv6 : off
netflow : off
pppoe-server : off
pptp-server : off
syslog : on

kern : on

vpn : off

daemon : on
command-history : on
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system_integrity_log: on

Mo ymonyaHuio, nor coobLleHnn oT ycTponcTea Ha Syslog-cepsep byayT oTchbinaTbes
B CneaylLmx KaTeropusx:
o Syslog — nor cUCTeMHbIX UBMEHEHWI;
o kern— nor coobuweHun ot sapa Linux n npeaynpexneHuns, Kotopble MoryT 6biTb
nonesHbl NpU YCTpaHeHMM OWNBOK NONb30BaTENbCKUX MOAYNEN, BCTPOEHHbIX B SAPO;
o daemon — nor coobuweHnn o pasnuYHbIX Mpoueccax, KOTopble 3anyLieHbl
B cucteme (4EMOHbI);
o command-history — nor nctopmm BBoga KomaHz,.
Utobbl HacTpouTb OTMpPaBKYy SfIOrOB Ha YCTPOWCTBE, Heobxoammo ykasaTtb IP-agpec
yaaneHHoro Syslog-cepBepa, BbIMOMHMB KOMaHAbI:

admin@sr-be#configure terminal
admin@sr-be(config)#log syslog remote 192.168.1.11

,D,J'IFI NpoBEPKN HACTPOEK BbINOJIHUTE KOMaHAY.

admin@sr-be(config)#tshow running-config

PesyanaT BbINOJIHEHUA KOMaHObI:
YacTb BbIBOAA NPONYLLEHA AN KPATKOCTK

log syslog remote 192.168.1.11

system web timeout 600
system tty timeout 600

D,J'IFI OTMEHbI OTMNPaBKK J10ros Ha Syslog-cepBep BbINOJIHNB KOMaHAbI:

admin@sr-be#configure terminal
admin@sr-be(config)#log syslog remote 0.0.0.0
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11. YCTAHOBKA OATbl, BPEMEHU K1 HACOBOI'O NOACA

[ns BbiIBOAa Ha 9KpaH Tekyuwiero sBpeMeHn 1 gatbl BbINOJIHUTE KOMaHAY:.

admin@sr-bettshow clock

PesyanaT BbINOJIHEHNA KOMaHObl:

Yt avs 30 08:41:04 MSK 2021

11.1. HacTpouka BpeMeHuU

YcTaHoBUTE Tekyllee BpeMs C NoMoLLbio koMmaHabl system clock time <HH:MM[:SS]>,
Hanpumep:

admin@sr-be#configure terminal

admin@sr-be(config)#system clock time 12:30:16
admin@sr-be(config)#ishow clock

PesyanaT BbINOJIHEHNA KOMaHObl:

Yt aus 30 18 12:30:22 MSK 2021

11.2. HacTpouka patbl

YcTtaHoBuTe paty € nomowbi komaHgbl system clock date <DD.MM.YYYY>,
Hanpumep:

admin@sr-be#configure terminal

admin@sr-be(config)#tsystem clock date 18.08.2021
admin@sr-be(config)#show clock

PesyanaT BbINOJTIHEHNA KOMaHObl:

Cp asr 18 12:31:22 MSK 2021

11.3. CmeHa yacoBoro nosica

[ns cMeHbl YacoBOro nosica Ucnonb3ymte komaHay system clock timezone, ganee
HaxxmuTe <Tab> gns Bbibopa cTpaHbl, HaXMUTE <Tab> ans Bbibopa ropoaa, Hanpumep:

admin@sr-be#configure terminal
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admin@sr-be(config)#system clock timezone Europe Moscow

11.4. HacTpouka cuHxpoHusaumm spemeHu ¢ NTP-cepBepa

CxemMa nogkrioyeHnst ceTn - pucyHok 21.

NTP - cepeep CepBUCHbIN
MapLupyTusaTtop

Onepartop

192.168.1.0/24 WAN (eth 2) O oooo WAN (Elh") 172.16.0.0116 WAN O oooo CBA3N
B: =
192.168.1.15 192.168.1.1 2lezze 172.16.0.2 172.16.0.1 EIEEEE T
LAN | LAN
(switchport 1) LAN (switchport 3)

(switchport 2)

MonesosaTtenu

192.168.3.0/24

PucyHok 21 — Hactponka cuHxpoHusauum spemeHn ¢ NTP-cepeepa
[nsa HacTporkn cuHxpoHusaumm ¢ NTP-cepBepOM BbINOMHUTE KOMaHAbI:

admin@sr-be#configure terminal

admin@sr-be(config)#ntp server 192.168.1.15

admin@sr-be(config)#ntp restrict default kod nomodify notrap noquery nopeer
admin@sr-be(config)#ntp on

admin@sr-be(config)#exit

NMpumeyaHue

Utobbl CUMHXpOHM3MpOBaTb Bpems C nomowpbto npoTtokonia NTP, cneayet
npegBapuUTenbHO BPYYHYKD HAcTpOUTb TeKyllee BpeMs, AaTy M 4acoBOW MOSAC (CM.
nogpasgensl CoxpaHeHue HacTpoek, lNpumeHeHne HacTpoek, Copoc HacTpoek). Mpu
cunbHom pasHuue (6onee 1000 cekyHA) CMHXPOHM3aUMS OCYLLECTBNATLCSA He Oyaer.
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12. KOMAHObI AUATHOCTUKA
12.1. Ping

Mcnonbayite KomaHay ping Anst ouarHoCTukn npobrnem ceTeBoro CoeguHEHN Mexay
ycTporctBamu. C nomoLubto axo-naketos ICMP MOXHO onpefenntb akTUBHO v yaaneHHoe
YCTPOMWCTBO, y3HaTb BPeEMSs 3a[ep>KeK Npu nepegayve nakeTtos U Hanuyme nx notepb.

Mpumep koMaHabl 4Na NPOBEPKUN JOCTYNHOCTU xocTa 192.168.3.2 B ceTu:

admin@sr-be#ping 192.168.3.2 repeat 4

PesyanaT BbINOJIHEHNA KOMaHObl:

PING 192.168.3.2 (192.168.3.2) 56(84) bytes of data.

64 bytes from 192.168.3.2: icmp_seq=1 ttl=128 time=1.27 ms
64 bytes from 192.168.3.2: icmp_seq=2 ttl=128 time=1.27 ms
64 bytes from 192.168.3.2: icmp_seq=3 tt|=128 time=1.16 ms
64 bytes from 192.168.3.2: icmp_seq=4 ttl=128 time=1.36 ms

---192.168.3.2 ping statistics ---
4 packets transmitted, 4trace received, 0% packet loss, time 7ms
rtt min/avg/max/mdev = 1.164/1.266/1.362/0.078 ms

Mo>XHO BOCNONb30BaTbLCA KOMaHAOM NPOBEPKN AOCTYMHOCTU XOCTa B CETU CMeayoLero
BMAA:

admin@sr-be#ping 192.168.3.2

B pesynbtate BbINOMHEHUS KOMaHAbl 3anycTutcsa ©OeckoHeuHbin ping. OH byaer
npogomkaTbCa OO0 Tex Mop, noka He OyaeT ocTaHoBneH agmuHucTpatopom. [pepBaTb
BbINOSIHEHNE KOMaHAbl MOXHO coyveTaHnem knasuw <Ctrl + c>.

12.2. Traceroute

KomaHpa traceroute ncnonbadyeTtca Arnsi oOHapyXeHus nyTen crnegoBaHus naketa o
a[pecoB yaaneHHbIX YCTPOWUCTB, a TakkKe TOYEK HapyLUEeHNA MapLUpyTU3aUmu.

Mpumep koMaHabl ONs onpefernieHns M BbiIBOA4A Ha 9KpaH MapLipyta crefoBaHusd
AaHHbIX 0o xocta 192.168.3.2 B ceTu:

admin@sr-betttraceroute 192.168.3.2

Pe3yJ'IbTaT BbIMNOJTHEHNA KOMaHObI:

traceroute to 192.168.3.2 (192.168.3.2), 30 hops max, 60 byte packets
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1 192.168.3.2 0.987 ms 0.016 ms 0.016 ms
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13. BONOJIHUTEJNbHBLIE PYKOBOLCTBA MO PABOTE C YCTPOUCTBOM

1. KPI1Ir.465614.001P3 PykoBoacTBO NO 3KCnyaTaumu.
2. RU.07622667.00004-01 34 01-1 PykoBoACTBO onepatopa.
3. RU.07622667.00004-01 34 01-2 PykoBogcteBo onepatopa. [lpunoxeHue 1.
CnpaBoyHuk komaHg CLI.
4. RU.07622667.00004-01 32 01 PykoBOACTBO CUCTEMHOIO nNporpamMmucTa.
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TexHU4ecKas nogaepxka

OdmumanbHbIn canT komnaHuu: hitps://istokmw.ru/

[okymeHTauumo n nporpammMmHoe obecneveHme Ha U3genus MoXHO ckadaTb B pasfgerne
«[JokymeHTaumns n MporpammHoe obecneyeHne» Ha CTpaHuue
https://istokmw.ru/service-router/

BasoBas TexHnyeckasa nogaepKka OCyLLEeCTBSETCS

5 gHen B Hegento no 6yaHsm ¢ 8:00 go 17:00 (Bpemst MockoBckoe)
Ten: +7 (495) 465-86-48

e-mail: support@istokmw.ru

web: https://istokmw.ru/support/

JINYHBI KAOUHET TEXHMYECKOW NOAAEPKKM NO PYHKLMOHMPOBAHMIO NPOAYKTOB
https://helpdesk.istokmw.ru/
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